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Abstract—Elliptic curve cryptography (ECC) is a public key
cryptosystem which is widely used for different real world appli-
cations. With the introduction of side-channel attacks, there is a
growing concern regarding the security of such implementations.
Indeed, side-channel attacks have been reported to break even
the theoretically secure ciphers due to the exploit in the physical
leakage. The non-profiled side-channel attacks, especially are
considered more serious than the profiled counterpart, as the
former can work in almost black box setting. Several attacks
have been proposed, however, one of the main issue normally
encountered is regarding the selection of relevant features from
the side-channel signal. For ECC implementation, normally the
side-channel measurements will contain lots of irrelevant points
which could hinder the effectiveness of the attack. For profiling
scenario, these features can be determined, since the attacker has
full knowledge, however, for black box non-profiled setting, this
might pose an issue. In this work, we investigate different feature
selection approaches to improve the accuracy for non-profiled
attacks on ECC. We demonstrate the effectiveness of proposed
methods on real measurements from FPGA and microcontroller
targets, achieving accuracy comparable to profiled case (88.6%
and 98.4% respectively).

Index Terms—Cryptography; Side-Channel Attacks; Feature
Selection; Clustering

I. INTRODUCTION

Elliptic Curve Cryptography is based on the difficulty of
computing the discrete logarithm problem over elliptic curves
(ECDLP). The classical cryptanalysis mainly focuses on effi-
ciency improvements to compute the ECDLP, but so far, there
is no efficient classical algorithm to compute the ECDLP for
large enough key sizes. On the other hand, in practice, other
attacks are more relevant, for instances side-channel analysis
(SCA) [1].

SCA normally exploits the physical properties of the imple-
mentation. When conducting SCA, the attacker observes one
or few specific physical traits of the target implementation such
as the time, power consumption or electromagnetic emanations
(EM) and derives the key from these observations using
statistical methods. For ECC, there are many proposed attacks,
which exploit different properties of the algorithms [2].

For most of the attacks, the attacker needs to know the (pub-
lic) input data, or has to perform a profiling step with known
secret inputs to successfully derive a secret key. A simple
approach to protect against many of such attacks is randomiza-
tion based countermeasures. In contrast, unsupervised attacks

have the potential to render most of these countermeasures
ineffective, because they do not require any knowledge about
the input data, neither the public or the private part. The attacks
are applied on randomized scalars with minimum assumptions.
The original scalar can be deterministically computed once
randomized scalar is recovered.

As the measurement signal be performed in several millisec-
onds and contain millions of sample points, direct application
of the attack technique is not optimal. The main challenge
is to identify few relevant sample points or features in the
measured signal which would lead to a successful attack.
In the present paper, we explore different approaches for
feature selection and compare these to a profiled attack. While
success rate of profiled attack represents the best case, bit-
wise processing of scalar brings random guess success to
50% (worst case). In this paper, we evaluate a pool of feature
selection methods commonly used in side-channel testing, in
context of unsupervised attacks.

The rest of the paper can then be organized as follow:
In Section II, we provide a brief description of the related
work. Section III, we provide the description of the proposed
approach. Practical experiments are discussed in Section IV
and finally, in Section V, we conclude the paper.

II. RELATED WORK

The application of unsupervised clustering or feature se-
lection algorithms is a relatively new topic. One of the first
publications used the k-means clustering algorithm [3]. Instead
of using a two step approach, feature selection first and then
clustering the traces with a reduced set of features, they
directly apply the k-means clustering on the set of traces. To
improve the success rate, the authors use several low-noise lo-
calized EM measurements. An improved version of this attack
applied PCA for dimensional reduction to improve the success
rate further [4]. The main drawback of the general approach
is, that it is not applicable in a high-noise environment.

The more recent work [5] proposes a two step approach.
They basically follow the framework from [6] and adapt it
to ECC. In principle, the procedure is iterative in nature. A
preliminary leakage assessment step is used to identify a first
approximate of the leaking samples in the trace. In a second
step, the identified preliminary features are used to cluster



the traces. Then, based on this clustering a refinement step
is performed, which leads to better set of features. The final
attack on the actual trace to attack is carried out using the
refined set of features. This attack framework works very
well on both ECC and RSA. The two papers report very
high success rates in many cases for both ECC and RSA.
The main target in [5] is only on key dependent processes.
However, in general, there might be some noise attributed to
other data dependent leakage which might not be interesting
to the attacker. Hence, in this work, we consider an alternative
approach which might help to mitigate this problem.

III. METHODOLOGY

In this section, we will briefly describe different statistics we
propose to use for feature selection, as well as the classification
method. Based on these methods, we then choose sufficient
number of relevant features and conduct the attack.

A. Trace Characterization

Computations in an Elliptic Curve Scalar Multiplication
(ECSM) operation are segmented and performed in a loop,
where each segment is corresponding to one bit of the secret
scalar. Since the implementations of the ECSM operation are
recommended to be fairly regular across all key bits to avoid
timing side channels and SPA attacks, it allows us to analyze
trace segments corresponding to only one bit of the scalar
(which we henceforth refer to as traces for brevity) across
multiple scalars for feature selection. The resulting selected
features thus apply to the traces corresponding to other key
bits as well. We acquire a set of traces T with n traces ti for
i ∈ [0, n−1] and we denote a sample of length L with index j
as tij for j ∈ {0, L− 1}. Each of the traces correspond to one
of the two labels (0 or 1) equal to the corresponding secret
scalar bit processed.

B. Feature selection

In a supervised attack scenario where the attacker knows
the labels corresponding to the different traces in the trace set
T , the attacker can partition the traces into two sets T0 and T1
and apply the commonly used univariate Welch’s t-test (also
known as TVLA [7]) and select those samples as features that
correspond to a high TVLA value. But, in an unsupervised
scenario, where the attacker does not know the labels, the
attacker can follow two approaches. The first approach is
a label-dependent approach, wherein first he uses certain
clustering algorithms such as the univariate k-means [8] over
all the samples of the trace. Further, a cluster of two classes
c0,j and c1,j for each sample j is obtained. The clusters are
then evaluted using the following approaches.

• Difference-of-Mean (DoM) [9]: The difference of the
means of the two clusters are calculated as DoMj =
m0,j − m1,j and samples with high DoM are selected
as features.

• Welch’s t-test [10]: The technique is the same as that of
the profiled case, except that the t-test is applied over

the clusters with predicted labels (P0,j & P1,j) instead
of actual labels.

• Normalized Inter-Class Variance (NICV) [11]: NICV is
another metric used for leakage detection similar to the
TVLA (t-test) metric and a sample with high value of
NICV can be classified as a feature.

While these methods require preliminary estimation of the
labels for each sample, the attacker can also attempt to select
features solely based on the distribution of the data. For this,
we consider the following approaches:

• Variance: One can compute the variance of the samples
for a fixed index j as Varj and repeat the same for all
samples and select those samples with high variance as
features. This is based on the argument made by Clavier
et al. [12] that samples corresponding to high activity
due to manipulated data have a large variance compared
to samples with low or constant activity independent of
the algorithmic input.

• Range: Computing the range for each sample j as
Rangej = max

1≤i≤n
tij − min

1≤i≤n
tij across traces follows a

similar rational as variance, but has the possibility of
giving rise to many outliers.

The features that we are interested in are those that help
distinguishing traces based on the value of the corresponding
processed key bit, which can be alternatively termed as key-
dependent features. But, it is important to know that there are
also samples that depend on the value of the intermediate data
processed, which can be termed as data-dependent features.
While combining key-dependent features will increase the
success probability of key-recovery, data-dependent features
are simply random and add noise due to randomness of the
intermediate data, which is independent of the processed key
bit. Since all the above mentioned approaches look at each
sample individually in a univariate manner, it is definitely
possible that some of the irrelevant and random data-dependent
samples are also selected as features.

On the assumption that, there are multiple key dependent
leakage points in a single trace, we claim that all the key-
dependent features observable across all traces in the trace-
set are very highly correlated. For example, consider a set
of P key-dependent features of a trace t processing bit k as
(f1, f2, . . . , fP−1), the time samples of trace t correspond-
ing to these features (tf1 , tf2 , . . . , tfP−1

) all will belong to
the same class k of their corresponding univariate clusters
(ck,f1 , ck,f2 , . . . , ck,fP−1

). But, the same cannot be said for
a data dependent feature as it is very unlikely to find two
highly correlated data-dependent leakage points on the same
trace due to the randomness of the intermediate data. Thus, we
propose to adopt a multi-variate approach wherein we use the
covariance metric to identify key-dependent features at two
different indices (positions) on the trace.

For all pairs of possible indices u, v with u, v ∈ {0, L−1},
we calculate the covariance of vectors tiu and tiv with i running
from {0, n − 1}, which we denote as Covu,v . We thus build
a corresponding covariance matrix for the trace set T of



size (n × L). We identify those entries in the matrix which
have a very high magnitude for covariance and consider the
corresponding pairs to be highly correlated. A high positive
value at entry (u, v) indicates that the position of the class k
is the same in the corresponding univariate clusters cu and cv
and thus Sign(DoMu) = Sign(DoMv). A high negative value
otherwise indicates that the position of class k is switched
in the respective univariate clusters leading to opposing signs
for their DoMs. But, it is a well known fact in side channel
analysis that any point in the trace is always very highly
correlated with itself and its neighboring points. Thus, barring
the neighboring pairs of points, which are the entries near
the diagonal of the covariance matrix, an entry with a high
magnitude of covariance conveniently far from the diagonal
can be considered to be key-dependent features with very high
confidence. Unlike the previous works on unsupervised attacks
on ECC [3], [4], [5], we are able to distinguish key dependent
features from data dependent features which will subsequently
increase the attack success rates.

C. Classification Phase
Once the key-dependent features have been identified, most

of the previous works [3], [4], [5] propose to utilize the
multi-dimensional k-means classification algorithm over the
identified features for classification. It might also be possible
that the number of selected features might be too high for
the k-means algorithm, thus bumping into a clear case of
the curse of dimensionality. We here propose a much simpler
technique for classification which only requires calculation
of the mean of a subset of the selected features. From the
selected set of P̃ relevant features F = (f0, f1, f2, fP̃−1)
from the feature selection phase, we select only that subset
of features which pairwise correlate to a very high positive
value, through which we get a clear partition of the feature
set resulting in disjoint subsets F0 and F1. The attacker can
choose either of the partitions and calculate the mean of the
samples at the respective features of the selected partition (F0

or F1), thereby assigning a score of si for the trace ti for all
i ∈ {0, 1}. Assuming we have approximately equal number
of traces corresponding to both the key bits (which is easily
maintained by the randomness of the key), we calculate the
mean of all the assigned scores si to be the global threshold
for classification. This leaves us with only two possible values
of the key depending on position of the class in the resulting
cluster.

IV. EXPERIMENTS

In this section, we describe the implementation details of
the targetted ECSM operation, the devices used, the evaluation
setup and the corresponding experimental results. We target
two different ECSM implementations, one on a hardware and
the other on a software target to show the applicability of our
attack.

A. Hardware Implementation and Evaluation Setup
It is a custom straightforward hardware design of an

ECSM operation on a twisted Edwards curve Ed25519 [13]

implemented using the Joye’s double and add ladder [14]
and extended projective coordinates [15]. The design is im-
plemented on Virtex-5 FPGA on the standard side-channel
evaluation board SASEBO-GII. The access pattern of the
registers directly depends on the key bit used and thus, the
difference in address of the registers used manifests as key-
dependent leakage. The implementation is constant-time and
devoid of conditional branches to protect against timing side-
channel attacks. The implementation run at 24 MHz and mea-
surements were performed using a Lecroy 610Zi oscilloscope
synchronised with a suitable trigger from the design. A set of
4000 traces (2000 for each bit) with a sampling rate of 500
MSam/s were collected using high-sensitivity EM probe.

B. Software Implementation and Evaluation Setup

The protected version of the popular µNacl library, which
implements the ECSM operation on Curve25519 using the
Montgomery ladder and randomized projective coordinates,
is tested on ATmega2560 on an ARDUINO MEGA board
running at 16 MHz. The design uses cswap (conditional swap)
operation leading to key bit leakage (refer to [16]). The
measurement setup is the same as before.

C. Experimental Results

We performed the feature selection methods as described in
Section III-B, and we compared the results with the profiled
scenario. Accuracy is used as comparison metric to evaluate
the performance of different feature selection methods. We
obtained 300 features based on each method. For profiled
case, the features are obtained using t-test method (TVLA)
on the labeled dataset. We also include the covariance based
method to consider the bivariate feature selection scenario.
The experiments are then conducted on 2 sets of data, collected
from FPGA and ATmega respectively. The measurements from
ATmega were misaligned when acquired leading to failure of
attack. Thus, traces were realigned for further analysis. For
profiling based attack, from the set of traces, the traces are
divided for training and testing using 80:20 ratio (3200 traces
for training and 800 for testing), whereas for non-profiled
scenario, all the traces are used for the attack.

The accuracy results are then presented in Figure 1. As
observed in the figure, the features obtained from the pro-
filed TVLA approach yields the highest accuracy (96% for
FPGA implementation and 99.9% for realigned microcon-
troller implementation). Most of the applied techniques surpass
random guess. Among different methods, covariance based
approach performs consistently better than the other approach.
For the FPGA implementation, the achieved accuracy is
88.6%, whereas for aligned microcontroller implementation,
the achieved accuracy is 98.43%. For other statistics, how-
ever, the results are less consistent. For example, in FPGA
case, interval range gives the second best accuracy (84.75%),
followed by variance (81%) and DoM (80%). However, for
microntroller case, their accuracies are in the range of 55 -
65%, whereas, taking the t-test gives accuracy of 93.6%
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Fig. 1: Accuracy of different feature selection methods, on
different target implementations

Hence, in these examples, we have shown that the proposed
covariance approach can result in better accuracy, and has con-
sistent performance across different target implementations.

D. Discussions

One of the issue that might arise for unsupervised feature
selection is to determine the number of features used for the
attack. Unlike profiling attack, in unsupervised scenario, there
is no label available to evaluate the accuracy directly. One idea
for evaluating the features selected is to use the internal metric
evaluation commonly used in clustering. We then choose
Silhouette index [17] and DB index [18]. Normally, these
metrics are used to evaluate number of clusters, however, in
[5], they apply these metric to evaluate the quality of the
cluster (since the initialization of the cluster is randomized)
to determine the best resulting cluster. Similarly, we use
these metrics to determine the optimal number of features.
We conduct preliminary experiments on FPGA traces for the
same and the optimal number of features returned by both the
metrics (maximum value for Silhouette and minimum value for
DB index) agrees with the best accuracy results. The results
are presented in Figure 2. However, for the same experiments
on the AVR microcontroller, the optimal number of features
returned did not exactly correlate with the best accuracy. This
could be due to misalignment in the traces. A good method
for selecting number of features is still an open question.
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Fig. 2: Comparison between accuracy and returned estimation
from Silhouette and DB index

We could alternatively use deep learning to deal with
misalignment. As shown in [19], in the presence of jitter
countermeasure, Convolutional Neural Network (CNN) [20]
can help to identify the targeted leakage parts in the traces.
In our case, we targeted the misaligned traces (similar effect
to jitter countermeasure). In profiling scenario, we could
achieve the accuracy of 97 - 100% (as compared to 51.9%
for profiling case with misaligned traces) without the need for
realignment. Hence, a potential future work is to optimize the
CNN algorithm for the misalignment case and extend it to the
case of unsupervised scenario.

V. CONCLUSION

In this work, we have investigated different approaches for
improved feature selection from ECC traces. It has been shown
that choosing relevant features could help to improve the per-
formance of the classification process. It has been shown that
considering individual feature during the unsupervised phase
might lead to the selection of non-optimal features unrelated
to the targeted secret. Here, we proposed using covariance
method (considering two points or bivariate) and showed
that the proposed approach could minimize the selection of
irrelevant feature and could help improving the accuracy of
the classification. We also discussed some potential approaches
which could further improve feature selection which we con-
sider for future work.
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