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Abstract

With a burgeoning number of Internet of Things (IoT) devices penetrating into all

aspects of our lives, privacy-related issues are attracting increasing interest. Sensor

network, one of the most important enabling technology of IoT, should be designed

with privacy considerations. By giving users more control over what information

can be shared from the sensors to the service providers, we will encourage the

adoption of IoT technologies and put users at ease.

We model the sensor network with decentralized detection framework, where

each sensor make a local decision based on its observation of hypotheses, and

transmit the local decision to the fusion center. The fusion center make inferences

based on the received sensor decisions. In this thesis, we aim to �nd privacy

mapping at each sensor to distort sensor observations before send to the fusion

center, such that privacy is protected, while still enabling the fusion center to

make accurate detection of the public hypothesis.

Firstly, we consider protecting information privacy of private hypothesis without

assuming knowledge of joint distribution of the sensor observations and hypotheses.

In a sensor network, multiple sensors send information to a fusion center for it

to infer a public hypothesis of interest. However, the same sensor information

may be used by the fusion center to make inferences of a private nature that the

sensors wish to protect. Without assuming knowledge of the joint distribution

of the sensor observations and hypotheses, we adopt a nonparametric learning

approach to design local privacy mappings. We introduce the concept of an

empirical normalized risk, which provides a theoretical guarantee for the network
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to achieve information privacy for the private hypothesis with high probability

when the number of training samples is large. We develop iterative optimization

algorithms to determine an appropriate privacy threshold and the best sensor

privacy mappings, and show that they converge. Finally, we extend our approach

to the case of a private multiple hypothesis.

Secondly, we consider protecting information privacy of a set of private hypotheses

with known joint distribution of the sensor observations and hypotheses. We

consider the fact that privacy concern is usually not about a single hypothesis,

small deviation from a nominal private hypothesis should also be kept private

from the fusion center. We �nd a representative private hypothesis, which is the

easiest to detect among the set of private hypotheses. We propose an algorithm,

by protecting the information privacy of the representative private hypothesis, the

information privacy of the set of private hypotheses is protected. We consider the

two cases where the number of sensors is �nite and in�nite respectively.

Finally, we discuss the relationship between various privacy metrics proposed

in the literature. We divide the privacy metrics into inference privacy and data

privacy metrics. Here, data privacy refers to the concealment of sensors' raw

observation from the fusion center, while reducing the disclosure of private states

of the object to the fusion center is inference privacy. We show that inference

and data privacy are in general not equivalent. We propose methods to protect

both inference and data privacy in decentralized detection, by incorporating local

di�erential privacy (data privacy) and information privacy (inference privacy)

metrics. We consider both case with and without the known prior knowledge

of the sensor observations' distribution.
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Chapter 1

Introduction

1.1 Background

IoT have seen widespread applications in industrial, military, and civilian monitoring

applications like intrusion detection, target tracking, leakage detection and fall

detection [1�7]. In the emerging IoT paradigm, large numbers of sensors are

deployed to see, hear and share information, collaboratively enabling sense-making

and intelligent analytics based on the sensors' observations. A large proportion of

IoT network can be modeled using the decentralized detection framework [8�14],

where each sensor makes an observation, summarizes this observation using a

local decision rule, and sends the summary to a fusion center. The fusion center,

furnished with all the sensor summaries will then makes the �nal inference on a

phenomenon of interest.

IoT networks provide smarter, and more e�cient solutions, and the number of

connected �things� in sensor networks is ever increasing. By 2020, the number is

expected to reach 50 billion [15]. Since huge amount of data is transmitted among

these devices, security and privacy issues are becoming more severe. Previous

researches focus more on the security issue in sensor networks. Extensive solutions

have been proposed to tackle with silent attacks on service integrity, and attacks

on network availability [16].
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Chapter 1. Introduction

Attacks on secrecy and authentication is also studied to guarantee the con�dentiality.

Measures should be taken to make sure the right people can in fact get the

important information, while preventing sensitive information from reaching the

wrong people. However, a secure IoT network can still invade privacy, since even

the right person can be curiously peeking at our private information. In IoT

network, the fusion center collects our data wherever and whenever we are to

provide better services for us. However, the fusion center can also use the data to

make inference about our private information. People are not clear about what

data is collected nor how the data is used, thus privacy concerns are surfacing.

Laws and regulations are put in place to protect privacy. On 25 May 2018,

General Data Protection Regulation (GDPR) goes into e�ect, giving European

Union citizens the right to clearly and explicitly opt into having their data collected

and used by a company on the web. Technical companies also started to take

privacy into concern. Apple Inc., for example, claimed that their architecture

incorporated local di�erential privacy where data is randomized before sent from

the device. These e�orts aims at protecting privacy for online data, however the

privacy preservation is not that strong, and utility might be severely sabotaged due

to privacy preservation. This thesis studies privacy preservation in decentralized

detection, and proposes better solution with more rigorous privacy controls and

better privacy utility tradeo�.

In this thesis, both inference privacy and data privacy are considered. Here,

inference privacy refers to preventing the fusion center from performing certain

statistical inferences with no authorization. Data privacy, on the other hand,

refers to preventing the fusion center from knowing the raw observation of sensors.

Privacy-preserving decentralized detection methods is proposed so that utility is

maximized while privacy is protected. Method is proposed for both cases where

the joint distribution of sensor observation and hypothesis is known apriori or

unknown. Furthermore, robust privacy preservation is studied, and multiple

sensitive private information can be protected when performing inference on public

2



Chapter 1. Introduction

hypothesis of interest.

1.2 Research Motivation

In this section, the research motivations of di�erent privacy-preserving decentralized

detection methods are highlighted.

1.2.1 Preserving Inference Privacy in Sensor Network

The fusion center's role is to perform inference on a particular hypothesis of interest

based on the received sensor information. However, there is nothing stopping it

from using the same information to infer another correlated hypotheses. As a

result, sensitive user information may be inferred by the fusion center without the

user's consent. An example is the deployment of home-monitoring video cameras

in old folks' homes for fall detection. If the cameras transmit the raw video

feed to a fusion center, the fusion center can not only use these video feeds for

fall detection, but also has the potential to intrude on the privacy of the home

inhabitants. The camera sensors therefore need to perform intelligent observation

summary with a suitable sensor rule in order to limit the amount and quality of

information they send to the fusion center. Another example is when an insurance

company wishes to determine if a person has a particular pre-existing medical

condition using medical records from hospitals the person has been treated at.

However, these medical records may reveal more than the particular condition

that the insurance company is investigating. The hospitals will need to decide

what to send to the insurance company to avoid disclosing the person's other

medical conditions. Although this latter example is not in the context of sensor

networks, we can see that it nevertheless falls in the framework of how to preserve

privacy in decentralized detection while still enabling the fusion center to make

an inference on a particular hypothesis.

In this thesis, we call a hypothesis a public hypothesis if its inference or

3



Chapter 1. Introduction

detection is to be achieved by a sensor network speci�cally designed for this

purpose. We call a hypothesis a private hypothesis if it can also be inferred

based on the same sensor observations, but whose true state the sensor network

wishes to protect.

In light of this motivation, part of this thesis focuses on �nding a rule to distort

sensor observations before send to the fusion center. With the distorted sensor

information, the fusion center cannot perform accurate inference on the private

hypothesis, while still be able to accurately infer the public hypothesis. It has been

shown in [17�19] that the error decay rate at the fusion center increases with the

quality of information that the sensors convey to it. Therefore, by appropriately

�degrading� the information sent by each sensor to the fusion center, we aim to

achieve a good tradeo� between privacy leakage and the ability of the fusion center

to infer the public hypothesis.

1.2.2 Parametric Robust Decentralized Detection with Information

Privacy

In most applications, the sensor network is designed for a single public hypothesis.

By contrary, there might exists multiple private aspects that people �nd sensitive.

People who consider income as a sensitive private hypothesis, for example, might

also �nd related aspects like occupation, monthly expenditure, housing condition

sensitive. People who don't hope to be tracked, might �nd their GPS data,

restaurants they visit, or their daily step count private. Moreover, unlike a

clearly speci�ed public hypothesis, people usually don't have a clear image of

all the private hypotheses, thus enumerating all the private hypotheses would be

impossible. Therefore, instead of considering a single private hypothesis, a set of

sensitive hypotheses should be de�ned.

There are works studying detection method which prevent the fusion center

from performing statistical inference of private hypothesis. However, to the best

of our knowledge, there is no work studying the protection of a set of private
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hypotheses. Motivated by this reason, we propose a framework that allows the

user to specify a nominal private hypothesis, and our goal is to design privacy

mappings at each sensor to protect the information privacy [22] of a set of private

hypotheses that are within a certain distance of the nominal hypothesis (in a

speci�c sense as de�ned in 4).

1.2.3 Decentralized Detection with Inference Privacy and

Data Privacy

The data collected by the IoT devices enables the services brought to the customers.

However, the data itself can be sensitive. Web search records and everything you

type on a keyboard, for example, tell much more about you than you wish to

share. Therefore, data privacy should be protected, so that people are aware of

and have control over what data collected by IoT devices is shared to third parties.

Laws and regulations are put in place to protect data privacy.

However, protecting data privacy alone is not reassuring, inference privacy

should also be ensured. The key idea of a data-privacy-preserving system is to

obfuscate the raw data while still being able to extract statistical information out of

the data. So even if opted in data-privacy-preserving system, customers' sensitive

private information may still be exposed to the service provider, since statistical

information can be extracted out of large number of privatized data. Inference

privacy, di�erent from data privacy, refers to preventing the service provider from

performing certain statistical inferences with no authorization.

In view of this motivation, part of this thesis is focused on designing a privacy-

preserving decentralized detection architecture where customers can control the

level of their data privacy and inference privacy. We �rst study the relationships

between di�erent privacy metrics proposed in the literature. We claim that both

information privacy and local di�erential privacy metrics should be incorporated

in system to provide a strong privacy guarantee. Based on this claim, we propose

a parametric privacy-preserving decentralized detection architecture. In order
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to protect data privacy and inference privacy, we propose an algorithm to design

privacy mappings whereby each sensor distort its observations locally before sending

them to the fusion center. We aim to achieve a good tradeo� among data privacy,

inference privacy and the accuracy of detection at the fusion center for the public

hypothesis.

1.3 Related Work

1.3.1 Privacy Preservation in Fully Distributed, Centralized

and Decentralized Networks

Various works have focused on protecting data privacy while providing utility. In

a privacy-preserving consensus network, each node share obfuscated information

with each other. The papers [20�27] proposed methods that allow the nodes

to obtain the correct information collaboratively without sharing their private

observations. These works consider data privacy preserving methods for a fully

distributed network where there is no fusion center. This is di�erent from the IoT

model that we study in this thesis and is out of our current scope. Moreover, the

issue of inference privacy has also not been addressed.

In [28�30], the authors analysed distributed privacy-preserving data mining.

They considered privacy preservation over both horizontally partitioned data sets

where di�erent parties hold di�erent sets of record with the same attributes

and vertically partitioned data sets where di�erent parties hold same sets of

record with di�erent attributes. Various classical data mining applications such

as Naive Bayes, SVM classi�er have been extended to protect privacy of both

kinds separately. Others also investigated privacy preservation from a information-

theoretic point of view. In [31], the authors introduced information bottleneck

problem. It aims at �nding a short code X̃ to represent the information Y

contained in the original signal X. It protects the privacy of information other

than Y since idealy X̃ can squeeze other information out of X. In [32], the authors
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considers the situation where we can get information about both Y + and Y − from

variable X. They proposed a method to extract information X̃ from X such that

it contains relevant information of Y + while preserving little information about

Y −. All these works, however, develop privacy techniques for centralized platforms

where a trusted data curator is assumed to be available. In this thesis, our aim is

to develop privacy mechanisms for sensors in a decentralized network.

In a decentralized platform, without a trusted data curator, each party sanitizes

its own data before sending the data to a fusion center. The sanitized data still

enables the fusion center to perform certain functions, while not disclosing private

information to the fusion center. The papers [33�37] propose methods to achieve

(local) di�erential privacy, while the works [38�41] investigate privacy-preserving

distributed data analytics. Other works resort to cryptographic techniques like

fully homomorphic encryption (FHE) [42] and CryptoNets [43, 44] to encrypt

information from each sensor while allowing the fusion center to perform computations

on the sensors' ciphertext. All the abovementioned methods aims at protecting

data privacy, so that the raw data is not accessible by the fusion center. However,

either the fusion center may still be able to make statistical inference of a private

hypothesis based on data that is sanitized for data privacy or inference of the

public hypothesis is severely degraded [45].

1.3.2 Data Privacy and Inference Privacy

The privacy to be preserved can be mainly categorized into data privacy and

inference privacy.

Data privacy refers to the ability an individual has to determine what data

about him/her can be shared with third parties. In cloud services, homomorphic

encryption [42�44,46] is used to allow cloud computing on encrypted data without

decryption. This serves as a good way to utilize cloud computing without disclosing

the data and the result to the cloud. However, decentralized detection is a

di�erent scenario where the fusion center should perform the computation on the
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data and get the result without knowing the data. For methods more suitable

to decentralized detection, some protect data privacy with respect to a certain

metric. The paper [47] analyzed the tradeo� between utility and data privacy,

and compared the performance of di�erent data privacy metrics: local di�erential

privacy, identi�ability, and mutual information. One example of data privacy

metric is local di�erential privacy [41]. It guarantees the distributions of data sent

from the sensors are similar, if sensors' observations are similar.

Inference privacy, on the other hand, refers to the ability an individual has

to determine what statistical inference can be made about him/her. We call a

hypothesis a public hypothesis if its inference or detection is to be achieved by

a sensor network speci�cally designed for this purpose. We call a hypothesis a

private hypothesis, if its true state is not authorized to be detected or inferred by

the fusion center. The authors of [48] proposed three inference privacy metrics

to measure the exposure of private hypothesis: information privacy, di�erential

privacy, and average information leakage, and showed that information privacy

is the strongest among the three, while di�erential privacy does not guarantee

information privacy. They de�ne information privacy to ensure that the prior

probability and posterior probability of a private hypothesis are similar. The

paper [49] utilized source coding so that a receiver can decode one source within

a prescribed distortion tolerance, while ensuring that the mutual information

between the decoded sequence and another correlated private source is lower

than a threshold. The author also analyzed the privacy-utility tradeo� under

this formulation. The reference [50] extends the result of [49], and designed

a framework to quantify the privacy-utility tradeo�s. An information-theoretic

scheme for information privacy was proposed by [48], which formulated a convex

program to �nd the privacy-preserving mapping to minimize the mutual information

between the private hypothesis and information received at the fusion center,

while satisfying certain utility constraints. In [51], the minimum Bayesian error

probability for a fusion center to infer a private phenomenon is used as the privacy
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metric, and a person-by-person optimization approach is proposed to �nd sensor

decision rules, but inference privacy is not guaranteed in general.

In this thesis, data privacy and inference privacy refer to the ability to avoid

information disclosure, while information privacy, di�erential privacy and so on,

are de�ned as metrics measuring the leakage of information.

Inference privacy and data privacy generally don't imply each other. In [36]

maximum leakage is used as the privacy metric to limit inference privacy leakage.

With type II error exponent as the utility metric, the authors conclude that it will

invade data privacy. On the other hand, data privacy constraints will not prevent

the fusion center from making statistical inference, otherwise, accurate detection

about the public hypothesis cannot be made.

1.3.3 Di�erential Privacy

Di�erential privacy was proposed by Dwork [40, 52, 53]. It considers the scenario

where statistical information is to be learnt from a statistical database. With

di�erential privacy, it guarantees that the release of statistical information does not

compromise the privacy of each individual. Typical method to protect di�erential

privacy is to add Laplacian noise to the released statistical information so that if

the change of one data entry does not result in changes of the released information.

It has wide application to various �elds. In privacy-preserving data mining [54],

deep learning [55], sensitive data is protected while mining for useful information.

In [56], the authors proposed di�erentially private method to get accurate range-

count queries via wavelet transform.

Di�erential privacy is proposed as a concept in database. In IoT sensor

network, moreover, local di�erential privacy [35, 41, 57, 58] is proposed, which is

closely related to di�erential privacy. It is a relatively stringent requirement, which

guarantees for each sensor, di�erent sensor observations result in the same sensor

output with similar probability.
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1.3.4 Decentralized Detection and Robust Detection

Decentralized detection was �rst introduced by [59], and [8] elaborates the formulation

and solution. A large proportion of real life applications can be formulated with

decentralized detection. In some applications related to IoT, it's hard to know

the joint distribution of hypotheses and sensor observations, thus nonparametric

decentralized detection is needed this these scenarios. A nonparametric decentralized

detection method was introduced by [60], which proposed the use of a kernel-based

method to learn the optimal sensor decision rules from a given set of labeled

training data. Subsequently, [61] extended this method using a weighted kernel

to allow sensor selection in the decentralized detection procedure. These works

however do not address the privacy issue described above. Following these works,

we design sensor decision rules in decentralized detection which protects data and

inference privacy.

We propose privacy-preserving decentralized method that is robust against

a small deviation from the nominal private hypothesis. Robust detection was

�rst proposed by [62]. The paper [63] �nds a general solution for the minimax

test between two composite hypotheses. In [64], robust decentralized detection is

considered in an asymptotic setting, where independently indentically distributed

(i.i.d.) sensor observations is assumed. In all these works, a minimax test between

a pair of representative simple hypotheses is conducted. In this thesis, we study

decentralized detection, in both non-asymptotic [8] and asymptotic [17] settings.

Similar to the previous works, we use a representative pair of hypotheses when

seeking robust privacy preservation for private hypotheses. However, di�erent

from the previous works, where the main focus is to �nd a pair of distributions

that is the hardest to distinguish, the focus of our paper is to �nd a private

hypothesis in the uncertainty set that is the easiest to detect.
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1.3.5 Theoretical Bounds

There are works analyzing the theoretical bounds with privacy consideration. For

stochastic source outputs, capacity bounds are proved with asymptotic equipartition

property (AEP). In [65], a broadcast channel with one common and two private

source outputs is studied, where mutual information between the private output

and channel symbol string is used to quantify leakage rate. Inner and outer

bounds on the leakage-capacity region are derived when the eavesdropper knows

the codebook. In [49], two correlated stochastic outputs are transmitted through

a one-way communication system, where one output should be kept as secret

as possible, and the other output is supposed to be received within a distortion

tolerance. Equivocation, the conditional entropy of private source output given

the transmitted variable, is used to analyse rate-utility-privacy tradeo� in the

paper.

Other works consider one-shot source outputs. [41] enables statisticians to make

statistical inference from a dataset, without knowing exactly the data entries.

Bounds for accuracy of statistical inference is analyzed with local di�erential

privacy of the data. In [66], statistical inference is supposed to be made out

of a measurement variable, while private variable correlated to that measurement

variable is to be protected. minimum achievable privacy leakage is characterized

when the amount of useful information is non trivial. In this thesis, we also study

non-stochastic source outputs, and form a hypotheses detection problem. We

analyze the tradeo� between the accuracy of detecting the public hypothesis and

the information privacy of the private hypothesis.

1.4 System Model

In this thesis, we consider a decentralized detection network as shown in Fig.1.1.

Suppose that two hypotheses H and G each takes binary values in {−1,+1}.

Each sensor t ∈ {1, 2, . . . , s}, makes a noisy observation X t ∈ X of (H,G), where
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X = {1, 2, . . . , |X |}. It then summarizes its observation using a local decision rule

or privacy mapping Z = γt(X) ∈ Z = {1, 2, . . . , |Z|}, and transmits Zt to a fusion

center. Each sensor's local decision rule is allowed to be a probabilistic mapping

from X to Z. We interpret the privacy mapping pt as a conditional probability

pt(zt | xt) = pZt|Xt(zt | xt). We constrain the transmission from each sensor to the

fusion center to a limited number of bits, so that |X | ≥ |Z|.

We denote X = (X t)st=1, Z = (Zt)st=1. Let pZ|X(z | x) = P (Z = z | X = x)

denote the overall sensor mapping, and Q be the set of pZ|X(· | ·) such that

pZ|X(z | x) =
s∏
t=1

pt(zt | xt), (1.1a)

∑
zt∈Z

pt(zt | xt) = 1, (1.1b)

pt(zt | xt) ≥ 0, (1.1c)∑
xt∈X

pt(zt|xt) ≥ ∆, (1.1d)

∀ xt ∈ X , zt ∈ Z, t = 1, . . . , s,

where ∆ ≤ |X |/|Z| is a small positive constant. We impose the constraint in (1.1d)

to ensure that every zt ∈ Z has a positive probability mass because otherwise a

smaller |Z| could have been used. Note that ∆ has to be chosen no bigger than

|X |/|Z| since otherwise |X | =
∑

zt,xt p
t(zt|xt) > |X |, a contradiction.

This models an ad hoc IoT network with low-power devices that may be battery

operated. For example, the NB-IoT standard [67] is developed for low-cost and

low-power devices with limited communication bandwidths. In this thesis, we do

not require that the sensor observations X t, t = 1, . . . , s are independent. Based

on the received messages Z, the fusion center makes a decision Ĥ = γH(Z) ∈

{−1,+1} about the state of the hypothesis H. We consider H to be the public

hypothesis that the sensors want the fusion center to infer correctly. On the other

hand, G is a private hypothesis that the sensors wish to hide from the fusion center.
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The fusion center however is curious, and after receiving the local decisions from

the sensors, implements a decision rule Ĝ = γG(Z) ∈ {−1,+1} to infer the private

hypothesis G.

H, G

X1 X2 . . . Xs

Z1 Z2 . . . Zs

X ∈ X s

Z ∈ Zs

Ĥ = γH(Z)

Ĝ = γG(Z)

Figure 1.1: An IoT network with public hypothesis H and private hypothesis G.

1.5 Thesis Contributions and Organization

The main contributions of this thesis are summarized as follows:

• In Chapter 3, We adopt the concept of ε-information privacy from [48], and

show that a su�cient condition to achieve ε-information privacy when the

private hypothesis is binary, is to ensure that the average of the Type I

and II detection error probabilities are large. We show that contrary to

intuition, a large Bayes detection error for the private hypothesis does not

ensure information privacy.

Since we do not assume knowledge of the underlying joint distribution and

we adopt a nonparametric optimization framework, we introduce the concept

of (ε, δ)-information privacy, which is a weak form of ε-information privacy.

When the private hypothesis is binary, we propose a privacy metric constraint,

which we call the empirical normalized risk, and show that under some mild

technical assumptions, this achieves (ε, δ)-information privacy for any δ > 0

when the training sample size becomes large.
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When both public and private hypotheses are binary, we propose a nonparametric

privacy-aware optimization framework and iterative algorithms to learn an

appropriate privacy threshold for our empirical normalized risk, and the

optimal sensor privacy mappings. We show that both algorithms converge

to the critical points of their respective objective functions.

We extend our optimization framework to the case where the private hypothesis

ism-ary withm > 2, and provide a su�cient condition to achieve information

privacy. This condition translates into m − 1 empirical normalized risk

constraints in our optimization framework, which achieves (ε, δ)-information

privacy for any δ > 0 when the training sample size becomes large.

We verify the performance of our algorithm on both simulated data and real

data. Our experiments suggest that our approach can achieve high error

rates for detecting the private hypothesis, but low error rates for inferring

the public hypothesis.

• In Chapter 4, We introduce uncertainty set to de�ne a set of private hypotheses.

We prove that if the set of private hypotheses are similar to the nominal

hypothesis, it can be covered by a small uncertainty set. We de�ne the most

favorable hypothesis to be the hypothesis easiest to detect in the uncertainty

set. We claim that by protecting the most favorable hypothesis, the set of

private hypotheses are all protected. We de�ne the sensor observations of

the most favorable hypothesis as the most favorable distribution, and we

�nd a probability distribution satis�es the de�nition of the most favorable

distribution.

We consider the situation where a public hypothesis is correlated with a set

of closely related private hypotheses. With known joint distribution of sensor

observations and hypotheses, we propose a privacy-preserving decentralized

detection algorithm to get the privacy mapping at each sensor. With the

privacy mapping, the information privacy of the private hypotheses is protected,
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while we can still have a high accuracy when detecting the public hypothesis.

The proposed algorithm is proved to converge to a critical point. We also

analyzed the theoretical bounds for utility given the privacy constraints.

We also study the case where the number of sensors is in�nite. We formulate

the problem with error exponent and prove that for optimal solution in this

asymptotic setting, the cardinality of sensor decisions can be no larger that

the cardinality of sensor observation added by two. We also prove that the

optimal sensor decision rule is a randomization between two deterministic

sensor decision rules.

• In Chapter 5, despite the many privacy metrics proposed in the literature,

to the best of our knowledge, the interplay between inference privacy and

data privacy and the relationship between di�erent privacy metrics have not

been adequately investigated.

In this thesis, we introduce the concept of privacy implication and non-

guarantee, and show how one privacy metric is related to another in this

framework. Moreover, we prove that information privacy metric is the

strongest inference privacy metric amongst those considered, while local

di�erential privacy metric is the strongest data privacy metric if sensor

observations are uniformly distributed. Subsequently, we argue that in

a practical IoT network, both information privacy and local di�erential

privacy metrics should be incorporated when designing each sensor's privacy

mapping.

We propose a parametric decentralized detection algorithm, with known

joint distribution of public, private hypotheses and sensor observations.

Supplementary to traditional decentralized detection [8], the proposed algorithm

protect both data and inference privacy with local di�erential privacy and

information privacy metrics. Taking into account that both local di�erential

privacy and information privacy are proven to be immune to pre-processing
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and post-processing, the proposed algorithm consists of two concatenate

privacy mappings. One mapping protects local di�erential privacy, and the

other protects information privacy with a comparatively low computational

complexity. Simulations demonstrate that the proposed algorithm can protect

both information privacy and local di�erential privacy, while maximizing the

detection accuracy of public hypothesis.

The thesis is organized as follows.

Chapter 2 reviews the fundamental concept in hypothesis detection, including

the principals of Bayesian detection, robust detection, kernel methods and empirical

risk minimization. It also reviews information theory as an important tool utilized

by this thesis. Chapter 3 proposes a nonparametric decentralized detection method

to protect the information privacy of the private hypothesis. Chapter 4 allows the

user to specify a nominal private hypothesis, and the goal is to design privacy

mappings at each sensor to protect the information privacy [48] of an uncountable

set of private hypotheses that are �close� (in a speci�c sense as de�ned in Section 4.1)

to the nominal hypothesis. Chapter 5 compares di�erent inference and data

privacy metrics, and proposes decentralized detection method that prevent the

fusion center from making statistical inference as well as knowing the sensor

observation.
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Fundamental concepts

2.1 Introduction

In this section, we introduced the fundamental concepts necessary to understand

this thesis. We will introduce the basics of hypothesis detection, kernel methods,

empirical risk minimization, and information theory.

2.2 Hypothesis Detection

2.2.1 Bayesian Hypothesis Testing

Bayesian hypothesis testing is a commonly used tool to solve detection problems,

where we wish to make decision among M possible statistical conditions based on

observations [68]. Here we introduce some of the conclusion in binary hypothesis

testing.

Assume there is a binary hypothesis, H ∈ {0, 1}. The observation related to

H is X on a observation space (Γ0,G). Let Γ ∈ G and Γc be a partition of Γ0. For

�xed partition of Γ, the decision rule γ is a function satisfying

γ(x) =


0, x ∈ Γ

1, x ∈ Γc
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A correct decision is made if γ(x) is the same as H. To minimize the error of

detecting H, an optimum Γ should be chosen.

The error of detecting H is as the follows

P (γ(x) 6= H)

=P (H = 1)P (γ(x) = 0|H = 1) + P (H = 0)P (γ(x) = 1|H = 0)

=P (H = 1)P (X ∈ Γ|H = 1) + P (H = 0)P (X ∈ Γc|H = 0)

=P (H = 0) + P (H = 1)P (X ∈ Γ|H = 1)− P (H = 0)P (X ∈ Γ|H = 0)

Therefore, the Bayesian error probability is minimized if we choose

Γ =

{
x | p(x|H = 1)

p(x|H = 0)
<

P (H = 0)

P (H = 1)

}
.

2.2.2 Decentralized Detection

This thesis proposed privacy-preserving detection methods in decentralized sensor

network. In this section, we will brie�y introduce decentralized detection. Detailed

explanation can be found in [8].

In a sensor network, each sensor has some observations about the state of the

environment. In a centralized sensor network, each sensor sends all its observations

to the fusion center, where a standard hypothesis detection is performed and the

true state of the environment is decided. In a decentralized scheme, however,

each sensor performs a local decision based on its observation and only sends

its own local decision to the fusion center. Figure 2.1 shows a decentralized

detection sensor network, where the state of the environment is denoted by random

variable H, sensor observations are denoted by X ∈ {0, 1, . . . , |X |}, and sensor

local decisions are denoted by Z ∈ {0, 1, . . . , |Z|}. The fusion center performs

hypothesis testing about H ∈ {0, 1, . . . ,M} based on the received sensor local

decisions. While the fusion center will do the same job, how should the sensors

make the best local decisions becomes a problem.
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H

X1 X2 . . . Xs

Z1 Z2 . . . Zs

X ∈ X s

Z ∈ Zs

Ĥ = γ0(Z)

Figure 2.1: Decentralized Detection

Compared to centralized scheme, the decentralized detection will yield weaker

result since less information is received by the fusion center. However, the communication

requirements of decentralized detection is dramatically reduced, since instead of

sending the raw observation to the fusion center, the sensors only sends the local

decisions (a few bits) to the fusion center.

Let γi denote the strategy at sensor i, where the local decision is made according

to Zi = γi(X
i), i 6= 0. Let γ0 denote the decision rule at the fusion center,

C(H, d, Z1, . . . , Zs) denote the cost of making decision d, when the true hypothesis

is H and the received sensor decisions are Z1, . . . , Zs. We have the following

proposition.

Proposition 2.1. Assume X1, X2, . . . , Xs are conditionally independent of each

other given the hypothesis H.

(a) Fix some i ∈ {0, 1, . . . , s}, suppose for all j 6= i, γj is �xed. Then the γi to

minimize the overall detection error is

γi(x) = arg min
z=1,2,...,|Z|

M∑
j=1

pH|X(j|x)

E
[
C(H, γ0(Z1, . . . , Zi−1, d, Zi+1, . . . , Zs), Z1, . . . , Zi−1, d, Zi+1, . . . , Zs)|H = j

]
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(b) Suppose that γ1, γ2, . . . , γs are �xed. Then γ0 is determined by

γ0(Z1, . . . , Zs) = arg min
d=1,2,...,M

M∑
j=1

p(j|Z1, . . . , Zs)× C(j, d, Z1, . . . , Zs)

2.3 Kernel Methods

Kernel methods provides a way to analyze data with higher dimensional feature

space. We introduce kernel methods, since kernel methods are used as an important

tool to form utility and constraint functions in this thesis. More detailed explanation

can be found in [69].

We begin with Example 2.1 to show the necessity of mapping data to higher

dimensional space in order to analyze more complex structure of data.

Example 2.1. We have two variables in R2, marked with red and blue points in

Figure 2.2 respectively. In this two dimensional space, it is impossible to separate

the two variables with a linear boundary. However, if we map the variables to a

three dimensional space, where the new variables becomes

φ(x) = [x1, x2, x1x2] ∈ R3,

the two variables become linearly separable as shown in Figure 2.2.

Instead of actually calculating the data, kernel methods only calculate the inner

product of the high dimensional data, which dramatically reduce the computational

complexity. Kernel trick has wide application in sequence data, text and image

processing. To get a clearer picture of kernel method, we �rst introduce reproducing

kernel.

De�nition 2.1 (Hilbert space). Hilbert space is a complete inner product space.

De�nition 2.2 (Reproducing kernel). Let H be a hilbert space of real-valued

functions. The function X × X → R is a reproducing kernel of H if it satis�es
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Figure 2.2: On the left, two variables are in two dimensional space, and they are
not separable with a linear boundary. On the right, two variables are mapped to
a three dimensional space, where there's a linear boundary to separate them.

• ∀x ∈ X : it satis�es k(·, x) ∈ H,

• ∀x ∈ X : 〈f, k(·, x)〉H = f(x).

Then we introduce the Reproducing Kernel Hilbert Space.

De�nition 2.3 (Evaluation functional). Let H be a Hilbert space of functions

f : X → H, de�ned on a non-empty set X . For a �xed x, a evaluation functional

δx : f → f(x) is a function that evaluate each function in H at the point x.

De�nition 2.4 (Reproducing Kernel Hilbert Space). Let H be a Hilbert space of

functions f : X → H, de�ned on a non-empty set X . H is said to be a Reproducing

Kernel Hilbert Space (RKHS) if for ∀x ∈ X , δx is continuous.

The reproducing kernel and RKHS is related with the following theorem.

Theorem 2.1. H is a reproducing kernel if and only if H has a reproducing kernel.
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2.4 Empirical Risk Minimization

In supervised learning, given a set of training data (xi, yi) ∈ (X ,Y), i = 1, 2, . . . , n,

we would like to learn a function f : X → Y . We aims at �nding the optimal

f to approximate y given x. Empirical Risk Minimization (ERM) is a statistical

learning theory to achieve this goal. In this section, we brie�y introduce ERM,

which will be used in this thesis.

We �rst introduce loss function. A loss function is a function that maps an

event or values of one or more variables onto a real number intuitively representing

some �cost� associated with the event. Here, we use L(f(x), y) to represent the

loss function, which will yield a higher penalty cost if f(x) is more di�erent from

y.

Here we list some commonly known loss functions.

• Classi�cation loss:

L(f(x), y) =


1, f(x) 6= y

0, f(x) = y.

• Square loss:

L(f(x), y) =
1

2
(f(x)− y)2.

• L1 loss:

L(f(x), y) = |f(x)− y|2.

The other loss functions with Y = {−1, 1}, will be introduced in Chapter 3.

We denote the underlying joint distribution of (x, y) as pX,Y , the true loss with
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loss function L is

L(f(X), Y ) =

∫
pX,Y (x, y)L(f(x), y)dxdy.

However, in most applications, it is impossible to know pX,Y , instead we have

a series of training data, where we can calculate the empirical risk to approximate

the true risk.

L̂(f(X), Y ) =
n∑
i=1

L(f(xi), yi).

ERM is a method to �nd the optimal f to minimize L̂(f(X), Y ).

2.5 Information Theory

Information theory is used in hypothesis detection as an important tool to measure

the correlation between random variables. Since the entropy and mutual information

of random variables a�ects the performance of our proposed methods in this thesis

dramatically, we brie�y summarize the basic concepts in information theory. More

detailed descriptions and proofs can be found in [70].

The entropy is a measure of uncertainty de�ned as follows.

De�nition 2.5 (Entropy). The entropy of X ∈ X ∼ p, H(X) is de�ned as

H(X) = −
∫
x∈X

p(x) log(p(x))dx.

The relative entropy is de�ned as follows.

De�nition 2.6 (KL-divergence). The relative entropy or KL-divergence between

probability distribution p and q is

D(p||q) =

∫
x∈X

p(x) log(
p(x)

q(x)
).

23



Chapter 2. Fundamental concepts

KL-divergence measures the closeness of two probability distributions, it follows

the following property.

Proposition 2.2. D(p||q) ≥ 0. D(p||q) = 0 if and only if p = q.

Proof.

D(p||q) =

∫
x∈X

p(x) log(
p(x)

q(x)
) = −

∫
x∈X

p(x) log(
q(x)

p(x)
).

by Jensen's inequality

−E
[
log(

q(x)

p(x)
)

]
≥ − log(E

[
q(x)

p(x)

]
) = 0

with equality, if and only if q(x) = cp(x),∀x, which is equivalent to p = q.

Finally, we introduce the mutual information.

De�nition 2.7. Two random variables, X and Y follow a joint probability distribution

of pX,Y , the marginal probability distribution is pX and pY respectively. The mutual

information I(X;Y ) is

I(X;Y ) = D(pX,Y ||p(X)p(Y )) = EpX,Y [log
pX,Y (X, Y )

pX(X)pY (Y )
]

2.6 Privacy Metrics

In this section, we consider di�erent privacy metrics proposed in the literature. A

privacy budget ε ≥ 0 is associated with each type of privacy metric, with a smaller

ε corresponding to a more stringent privacy guarantee. We consider the following

inference and data privacy metrics. Note that we use the joint distribution pG,X,Z

in the de�nition of inference privacy and data metrics although they depend only

on pG,Z while data privacy metrics depend only on pX,Z . This is done to make it

easier to present De�nition 5.1, which allow us to relate inference and data privacy

metrics.
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De�nition 2.8 (Inference privacy metrics). Let ε ≥ 0, G,X,Z be random variables.

We say that pG,X,Z satis�es each of the following types of inference privacy if the

corresponding conditions hold.

• ε-inference di�erential privacy [48]: for all g,g′ ∈ G such that g ∼ g′, and

z ∈ Zs,

pZ|G(z|g)

pZ|G(z|g′)
≤ eε.

• ε-average information leakage [48]: I(G;Z) ≤ ε.

• ε-information privacy [48]: for all g ∈ G and z ∈ Zs,

e−ε ≤
pG|Z(g|z)

pG(g)
≤ eε. (2.1)

Note that the term �inference di�erential privacy� in De�nition 2.8 is used

to avoid confusion with �di�erential privacy�, which is usually associated with

protecting the privacy of the data X. In De�nition 2.8, the di�erential privacy

refers to that for the private hypothesis G.

De�nition 2.9 (Data privacy metrics). Let ε ≥ 0, G,X,Z be random variables.

We say that pG,X,Z satis�es each of the following types of data privacy if the

corresponding conditions hold.

• ε-local di�erential privacy [41]: for each sensor t ∈ {1, 2, . . . , s}, and all

x, x′ ∈ X , and z ∈ Z,

pt(z|x)

pt(z|x′)
≤ eε.

• ε-mutual information privacy [47]: I(X;Z) ≤ ε.
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• ε-identi�ability [47]: for all x,x′ ∈ X s such that x ∼ x′, and z ∈ Zs,

pX|Z(x|z)

pX|Z(x′|z)
≤ eε.
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Nonparametric Decentralized

Detection with Information Privacy

3.1 Problem Formulation and Information Privacy

In this section, we �rst describe our system model, introduce assumptions, and

then discuss the connection of our problem setup with information privacy and

di�erential privacy. We provide a su�cient condition to achieve information

privacy for an Internet of Things (IoT) network.

3.1.1 System Model

Consider the system model in Figure 1.1, our goal is to �nd a local decision rule or

privacy mapping pt for each sensor t = 1, . . . , s, to minimize the error probability

P (H 6= γH(Z)), while making it di�cult for any fusion rule γG the fusion center

may employ to detect G.

In the following Section 3.1.2, we show that by making the average of the

Type I error P (γG(Z) = −1 | G = 1) and Type II error P (γG(Z) = 1 | G = −1)

su�ciently large, we achieve information privacy [48] for the private hypothesis

G. However, to �nd the optimal local sensor decision rules in order to facilitate

the inference of H while ensuring that both the Type I and II errors are large, one
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needs to know the joint probability distribution pX,H,G a priori. This assumption

is impractical for many IoT applications as the underlying joint distribution may

be di�cult to model accurately. Therefore, we assume that this distribution is

unknown, but we are given a set of n independently indentically distributed (i.i.d.)

training data (xi, hi, gi)
n
i=1 sampled from pX,H,G.

1 The framework of empirical risk

minimization is adopted as in [60] to design the local sensor decision rules, which

we discuss in detail in Section 3.2.1.

3.1.2 Information Privacy

To prevent the fusion center from inferring the true state of the private hypothesis

G based on the received sensor messages Z, we need to design Z so that the prior

and posterior distributions of G are close to each other. This is the de�nition

of ε-information privacy given by [48], which we recalled in De�nition 2.8. Note

that this di�ers from the more commonly used di�erential privacy concept [52,71],

which [48] shows is weaker than information privacy in general.

In an IoT network, both data and information privacy are important design

aspects. Achieving data privacy has been comprehensively addressed in [30, 41,

72�74]. In this thesis, we focus on the information privacy aspect. In [48], an

optimization framework based on minimizing the mutual information between G

and Z is proposed. This leads to a weaker privacy guarantee than information

privacy. In the following, we show that ifG is a binary hypothesis, then constraining

the total probability of error in detecting G leads to information privacy for G

under some technical conditions. We make following assumption.

Assumption 3.1. The priors pG(1), pG(−1) > 0. The supports of the conditional

distributions of Z given G = 1 and G = −1 are the same, and denoted as D.

Assumption 3.1 leads to no loss of generality and is required to avoid trivial

cases where G is perfectly detectable. For any detector γ(Z) for G based on Z,

1In the sequel, we adopt the following convention: a superscript index corresponds to a sensor
index (e.g., Xt), while a subscript index corresponds to either a training data index (e.g., xi) or
a hypothesis.
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let

R(γ) =
1

2
(P (γ(Z) = −1 | G = 1) + P (γ(Z) = 1 | G = −1))

be the average of the Type I and II error probabilities. For each z ∈ D, let

`(z) =
pZ|G(z | 1)

pZ|G(z | −1)
,

and

c = min
{
P
(
`(z) = min

z∈D
`(z)

∣∣∣∣G = −1

)
,P
(
`(z) = max

z∈D
`(z)

∣∣∣∣G = 1

)}
. (3.1)

From Assumption 3.1, since 0 < `(z) <∞ for all z ∈ D, c > 0.

The following result shows that a small information privacy budget is essentially

equivalent to a large minγ R(γ). Since using (an empirical proxy of) minγ R(γ)

as a privacy constraint is more convenient than imposing (2.1) directly (which

leads to 2|Z| constraints when G is binary), the following proposition allows us to

formulate a compact privacy constraint in Section 3.2.

Proposition 3.1. Suppose that Assumption 3.1 holds.

(i) Let ε > 0 be a su�ciently small positive constant. If G given Z has ε-

information privacy, then R(γG) ≥ θ/(2 maxg pG(g)), for all θ ∈ [0, 1/2]

that satis�es

H(θ) ≤ H(G)− ε, (3.2)

with H(·) being the binary entropy function [70].

(ii) If minγ R(γ) ≥ θ ∈ [0, 1/2], G given Z achieves ε-information privacy where

ε = log c
(c+2θ−1)+

.

Proof. See Appendix 3.A.
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If the prior probabilities pG(1) = pG(−1) = 1/2, minγ R(γ) is the Bayesian

error probability. When the prior for G is not uniform, the Bayes detector γ∗G

with a large Bayes error P (γ∗G(Z) 6= G) do not guarantee information privacy as

de�ned in De�nition 2.8. An example is shown in Example 3.1, and a simulation

to demonstrate this is given in Section 3.3.1. To ensure information privacy, we

require that both the Type I and II error probabilities are large, which is equivalent

to having the risk minγ R(γ) to be su�ciently large.

Example 3.1. Suppose pG(−1) < 1/2, and G and Z ∈ {z1, z2} have the joint

distribution shown in Table 3.1. Then, for all su�ciently large d, the optimal

Bayesian error probability detector declares G∗ = 1 for all Z. The Bayes error

P (G∗ 6= G) = pG(−1), which is the largest possible Bayes error for any distribution

pZ|G. However, we have
pG|Z(−1|z1)

pG(−1)
= 1

pG(−1)+d(1−2pG(−1))
→ 0 as d → ∞, which

invalidates (2.1) for any ε ∈ [0,∞). This shows that a large Bayesian error

probability does not guarantee information privacy of G.

Table 3.1: Joint distribution of Z and G

PG,Z(g, z)
Z

z1 z2

G
−1 pG(−1)/d (1− 1/d)pG(−1)
1 pG(1)− pG(−1) pG(−1)

3.2 Privacy Mapping Design

In this section, we formulate a nonparametric privacy-aware optimization framework

to �nd privacy mappings or local decision rules for the sensors in order to achieve

information privacy for the private hypothesis G. We show that our approach

achieves a weak form of information privacy, and we propose iterative algorithms

to solve the optimization problem.
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3.2.1 Nonparametric Privacy-aware Optimization

From Proposition 3.1(ii), we can solve the following optimization problem to obtain

sensor privacy mappings {γt : t = 1, . . . , s} in order to achieve a desired level of

information privacy for G:

min
γ1,...,γs,γH

P (γH(Z) 6= H)

s.t. min
γG

R(γG) ≥ θ,

(3.3)

where θ is a privacy threshold that determines the information privacy budget

for G. However, since (3.3) requires knowledge of the joint distribution of sensor

observations and the hypotheses H and G, such an approach may not be practical

in IoT applications. Instead, we propose a nonparametric approach in which we

use empirical regularized risks to approximate the Bayesian error probability for

H and the risk R(γG) for G.

Let H be a Reproducing Kernel Hilbert Space (RKHS) associated with a

kernel κ(·, ·). Let 〈·, ·〉 be the kernel inner product associated with κ(·, ·), and ‖·‖

denote the norm induced by the kernel inner product. Following [60], we restrict

γH and γG to be from H , i.e., γH and γG are of the form

γH(z) = 〈wH(·),Φ(z)(·)〉,

γG(z) = 〈wG(·),Φ(z)(·)〉,

where wH(·), wG(·) ∈ H , and Φ(z)(·) = κ(·, z) is the feature map, which maps a

point z to a function Φ(z)(·) : Zs 7→ R. To simplify notations, we use wH , wG,

and Φ(z) respectively in this thesis.

Let φ be a loss function. We seek to minimize the regularized empirical φ-risk

of deciding H, while ensuring that the empirical normalized φ-risk of deciding G,

is higher than a given threshold θ. We assume that we are given n i.i.d. training
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data points (xi, hi, gi)
n
i=1, and we seek to

min
wH∈H ,pZ|X∈Q

1

n

n∑
i=1

∑
z∈Zs

φ(hi〈wH ,Φ(z)〉)pZ|X(z | xi) +
λ

2
‖wH‖2, (3.4a)

s.t. min
wG∈H

1

2

∑
g∈{−1,1}

∑
i∈Sg,n

∑
z∈Zs

φ(gi〈wG,Φ(z)〉)pZ|X(z | xi)
|Sg,n|

+
λn
2
‖wG‖2 ≥ θ.

(3.4b)

Here, Sg,n = {i ∈ {1, . . . , n} : gi = g}, for g ∈ {−1, 1}, and λ > 0 and λn > 0

are regularization weights. The regularized empirical risks are used, since without

the regularization, we can conclude that the generalization error can become large

[69]. Note also that the empirical normalized risk in (3.4b) is di�erent from the

traditional empirical risk used in the machine learning literature (cf. (3.4a) and

[69]), and serves as a surrogate for R(·) in Proposition 3.1.

The optimization problem (3.4) is intractable to compute because of the summation

over Zs, therefore we employ the same lower bound relaxation as in (15) of [60],

and let ΦQ(x) =
∑

z∈Zs pZ|X(z|x)Φ(z). The corresponding kernel is κQ(x,x′) =

〈ΦQ(x),ΦQ(x′)〉 =
∑

z

∑
z′ pZ|X(z | x)pZ|X(z′ | x′)κ(z, z′). With this relaxation,

the convex surrogate of the risk R(γG) becomes

Rφ(wG, pZ|X) =
1

2
EX [φ(−〈wG,ΦQ(X)〉) | G = −1]

+
1

2
EX [φ(〈wG,ΦQ(X)〉) | G = 1] ,

(3.5)

and the surrogates for the empirical risks for H and G are respectively,

F (wH , pZ|X) =
1

n

n∑
i=1

φ (hi〈wH ,ΦQ(xi)〉) +
λ

2
‖wH‖2, (3.6)

R̂n(wG, pZ|X) =
1

2

∑
g∈{−1,1}

∑
i∈Sg,n

φ(gi〈wG,ΦQ(xi)〉)
|Sg,n|

+
λn
2
‖wG‖2. (3.7)
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Our optimization problem (3.4) is then relaxed to

min
wH∈H ,pZ|X∈Q

F (wH , pZ|X) (3.8a)

s.t. min
wG∈H

R̂n(wG, pZ|X) ≥ θ. (3.8b)

For convenience, we call (3.8) the Nonparamatric Privacy-aware Optimization

(NPO). We note that (3.4b) holds if the constraint (3.8b) holds, since (3.8b)

is a lower bound relaxation. In general, (3.8b) cannot guarantee information

privacy with probability one since (3.8) is solved using a �nite number of training

data points (xi, hi, gi)
n
i=1. Therefore, we introduce the notion of weak information

privacy below.

De�nition 3.1 ((ε, δ)-Information privacy). Let G and Z be random variables.

For ε > 0, δ ∈ [0, 1], G given Z or pG|Z has (ε, δ)-information privacy, if

P
(
e−ε ≤

pG|Z(G | Z)

pG(G)
≤ eε

)
≥ 1− δ.

Our goal is to provide a theoretical guarantee for weak information privacy

with some δ ∈ (0, 1) using (3.8b). However, since we are using a loss function φ as

a surrogate for the 0-1 loss implied in R(·), we require the following assumptions,

which have been used to bound generalization errors in [75].

Assumption 3.2 (Convex loss function). The loss function φ is a convex function

and φ(0) <∞.

Assumption 3.3. For any η ∈ [0, 1], let R∗φ(η) = infγ∈R (ηφ(γ) + (1− η)φ(−γ)).

There exist a > 0 and r ≥ 1, such that for all η ∈ [0, 1],

ar(φ(0)−R∗φ(η)) ≥
∣∣∣∣12 − η

∣∣∣∣r . (3.9)

Examples of loss functions, with their corresponding a and r values in Assumption 3.3,

are shown in Table 3.2. These include commonly used loss functions like the
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Table 3.2: Loss functions, their conjugate duals, and parameters for
Assumption 3.3

Loss function φ(u) Conjugate dual φ∗(−x∗) Assumption 3.3

e−u
{
x∗ lnx∗ − x∗, x∗ ∈ (0,∞)
0, x∗ = 0

a = 1√
2
, r = 2

log(1 + e−u)

{
x∗ log x∗ + (1− x∗) log(1− x∗), x∗ ∈ (0, 1)
0, x∗ = 0, 1

a = 1√
2
, r = 2

max{1− u, 0} −x∗, x∗ ∈ [0, 1] a = 1/2, r = 1
(1− u)2 (x∗)2/4− x∗, x∗ ∈ R a = 1/2, r = 2

logistic loss function [76], exponential loss function [77], hinge loss function [78],

and quadratic loss function, which have been shown to be computationally e�cient

and have bounded approximation and estimation errors [75, 79]. In Table 3.2 we

also list the conjugate dual φ∗ of these loss functions, which will be useful in the

sequel.

For z ∈ Zs, let η(z) = P
(
G̃ = 1

∣∣∣Z = z
)
, where G̃ induces the same conditional

distribution for Z as G but has uniform prior. It can be shown that minγ R(γ) =

1/2−E [|1/2− η(Z)|] (cf. (3.33)). Therefore, Assumption 3.3 gives a lower bound

for minγ R(γ) in terms of E
[
R∗φ(η(Z))

]
. To relate this to the left hand side of

(3.8b), we need the following assumption.

Assumption 3.4.

(i) λn → 0, as n→∞.

(ii) The kernel κ(·, ·) is a strictly positive kernel.

Examples of strictly positive kernels include the Gaussian kernel, and kernels

de�ned by inverse multiquadrics [80]. With the above assumptions, the following

result gives a theoretical guarantee of weak information privacy using the constraint

(3.8b).

Theorem 3.1. Suppose that Assumptions 3.1�3.4 hold. Then for any δ ∈ (0, 1],

there exists n0, such that for all n ≥ n0, G achieves (ε, δ)-information privacy for
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any pZ|X ∈ Q, if

min
wG∈H

R̂n(wG, pZ|X) ≥ θ,

where ε = log c

(c−2a(φ(0)−θ+δ)1/r)
+

, with c as de�ned in (3.1).

Proof. See Appendix 3.B.

From Theorem 3.1, we see that our NPO (3.8) can achieve arbitrarily strong

information privacy with ε→ 0 and δ → 0 by taking the sample size n→∞ and

θ → φ(0). The latter condition will however result in a poor detection rate for H,

since it leads to the case where all sensor observations are mapped to the same

output. Therefore, in the following, we propose an iterative procedure to �nd a

suitable threshold θ with appropriate constraints on the privacy mappings.

3.2.2 Iterative Optimization

Let β = [β1, β2, . . . , βn]T ∈ Rn, and

R̂∗(β, pZ|X) =−
∑

g∈{−1,1}

∑
i∈Sg,n

φ∗(−2|Sg,n|βi)
2|Sg,n|

− 1

2λn

n∑
i=1

n∑
j=1

βiβjgigjκQ(xi,xj),

(3.10)

where φ∗ is the conjugate dual of φ (see Table 3.2 for some examples) [81]. From

Proposition 2 in [60], for any pZ|X , we have

min
wG∈H

R̂n(wG, pZ|X) = max
β∈Rn

R̂∗(β, pZ|X). (3.11)

The optimal primal variable wG and the optimal dual variable β in (3.11) are

related by wG =
∑n

i=1 βigiΦQ(xi). The constraint (3.8b) can now be rewritten as

maxβ∈Rn R̂
∗(β, pZ|X) ≥ θ. By using the interior-point method with log barrier [82],
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we transform the optimization problem (3.8) into the following:

min
wH∈H ,β∈Rn,pZ|X∈Q

F0(wH ,β, pZ|X), (3.12)

where F0(wH ,β, pZ|X) = F (wH , pZ|X) − 1
µ

log(R̂∗(β, pZ|X) − θ) and µ > 0 is the

barrier parameter.

We propose a two-step algorithm to solve (3.12). Since its unclear how to

choose the threshold θ a priori, in the �rst step, we use an iterative algorithm to

�nd θ∗, which is the maximal possible θ, subject to some constraints on pZ|X . The

�rst step also provides the initial point for the iterative algorithm in the second

step. In the second step, we set the threshold θ to be a �xed fraction p of θ∗, and

iteratively solve (3.12). We call p the privacy threshold ratio. In both steps, we

apply a block nonlinear Gauss-Siedel method (GS) de�ned as follows.

De�nition 3.2 (block nonlinear Gauss-Siedel method [83]). For optimization

min
x
f(x)

s.t. x ∈ X = X 1 ×X 2 × . . .×X s,

where f(x) : Rn → R is a continuous di�erentiable function. X is the Cartesian

product of closed and convex set X t = Rmt , t = 1, 2, . . . , s, where
∑s

t=1m
t = n.

Block nonlinear Gauss-Siedel method is de�ned by the iteration

xk+1
i = arg min

y∈X i
f(xk+1

1 , xk+1
2 , . . . , y, . . . , xks)

Our algorithm will be described in detail as follows.

Finding the privacy threshold

In Algorithm 3.1, we apply GS to solve

max
β∈Rn,pZ|X∈Q′

R̂∗(β, pZ|X), (3.13)
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where Q′ is the set of pZ|X ∈ Q, such that for all t = 1, . . . , s,

∑
x∈X

pt(z | x) ≥ ∆1, for all z ∈ Z, (3.14)∣∣∣∣pt(z | x)− 1

|Z|

∣∣∣∣ ≥ ∆2, for all z ∈ Z and x ∈ X , (3.15)

with ∆1 and ∆2 being small positive constants. The constraint (3.14) ensures

that no z ∈ Z has small probability (otherwise we could have reduced the size of

Z), and (3.15) prevents equal probabilities from being assigned to all possible z.

Since the optimization problem in (3.13) is non-convex, there is no guarantee that

GS converges to the global optimum [83�85]. However, we can show the following

convergence result.

Proposition 3.2. Algorithm 3.1 converges to a critical point.

Proof. See Appendix 3.C

The objective value output from Algorithm 3.1 is denoted as θ∗, and we use

its solution (β̃, p̃Z|X) as the initialization point in the second step.

Algorithm 3.1 Finding θ∗

1: input: {gi, x1
i , . . . , x

s
i}ni=1

2: initialization: β[0] ∈ Rn, pZ|X [0] ∈ Q′, k = 0,
3: repeat
4: • k = k + 1,

• �x Q[k − 1], solve the following convex optimization problem,

β[k] = arg max
β∈Rn

R̂∗(β, pZ|X [k − 1]),

• �x β[k], pj[k], for j < t, and pj[k − 1], for j > t, t = 1, 2, . . . , s update

pt[k] = arg max
pt∈Q′

R̂∗(β[k], p1[k], . . . pt−1[k], pt, pt+1[k − 1], . . . , ps[k − 1]),

5: until
R̂∗(β[k],pZ|X [k])−R̂∗(β[k−1],pZ|X [k−1])

R̂∗(β[k−1],pZ|X [k−1])
≤ ε,

6: return β̃ = β[k], p̃Z|X = pZ|X [k], θ∗ = R̂∗(β[k], pZ|X [k]).
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Finding sensor privacy mappings

With θ∗ from Algorithm 3.1, we set θ = pθ∗, where p ∈ (0, 1) is a constant typically

chosen to be close to 1 (see Section 3.3.1). We minimize F0 over (wH ,β, pZ|X) using

GS, as shown in Algorithm 3.2.

Let α = [α1, α2, . . . , αn]T ∈ Rn, and

F ∗(α, pZ|X) =− 1

n

n∑
i=1

φ∗(−nαi)−
1

2λ

n∑
i=1

n∑
j=1

αiαjhihjκQ(xi,xj).

We have

min
wH∈H

F (wH , pZ|X) = max
α∈Rn

F ∗(α, pZ|X), (3.16)

where the optimal primal variable wH and the optimal dual variable α in (3.16)

are related by

wH =
n∑
i=1

αihiΦQ(xi). (3.17)

Instead of recording the optimal wH , which is associated with the feature map,

we record the value of α, which is a vector of length n. Note that if we substitute

the updated wH with α according to (3.17), we turn the feature maps into the

kernel in the primal space. Therefore, when it comes to updating β and pt, we do

the minimization in the primal space.

Proposition 3.3. Algorithm 3.2 converges to a critical point.

Proof. See Appendix 3.D.

3.2.3 Extension to m-ary Private Hypothesis

In this section, we extend our NPO framework to the case where G is an m-

ary hypothesis, with m > 2. For simplicity, the public hypothesis H remains as a

binary hypothesis since in many IoT applications like intrusion detection, detection
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Algorithm 3.2 Optimizing sensor decision rules and fusion center rules

1: input: {hi, gi, x1
i , . . . , x

s
i}ni=1

2: initialization: w[0] ∈ Rn,β[0]← β̃, pZ|X [0]← ˜pZ|X , k = 0,
3: repeat
4: • k = k + 1,

• Fix β[k− 1] and pZ|X [k− 1], and solve the following convex optimization
problem,

α[k] = arg max
α∈Rn

{
F ∗(α, pZ|X [k − 1])

}
,

and we obtain wH [k] =
∑n

i=1 αi[k]hiΦQ(x),

• Fix wH [k] and pZ|X [k − 1], update

β[k] = arg max
β∈Rn

1

µ
log
(
R̂∗(β, pZ|X [k − 1])− θ

)
,

• Fix wH [k], β[k], and p1[k], . . . , pt−1[k], pt+1[k − 1], ps[k − 1], update

pt[k] = arg min
pt∈Q

F0(wH [k], p1[k], . . . , pt−1[k], pt, pt+1[k − 1], ps[k − 1],β[k]),

5: until
F0(wH [k−1],pZ|X [k−1],β[k−1])−F0(wH [k],pZ|X [k],β[k])

F0(wH [k−1],pZ|X [k−1],β[k−1])
≤ ε,

6: output: α[k],β[k], pZ|X [k].
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of whether an event has occurred is the main phenomenon of interest. By using

standard multi-class classi�cation techniques, our framework can be generalized

to the case where H is a multi hypothesis. We refer the reader to [86] for details.

Suppose that G ∈ G = {0, 1, . . . ,m− 1}, where m > 2. For a detector γg that

distinguishes between the hypothesis pair (0, g), where 1 ≤ g < m, let

Rg(γg) =
1

2
(P (γg(Z) = g | G = 0) + P (γg(Z) = 0 | G = g)) ,

and

`g(z) =
pZ|G(z|g)

pZ|G(z|0)
, (3.18)

for z ∈ Zs. The following result follows from Proposition 3.1(ii).

Theorem 3.2. Suppose that ming∈G pG(g) > 0 and the support D of the conditional

distributions of Z given G = g for all g ∈ G are the same. If min1≤g<m,γg Rg(γg) ≥

θ, with θ ∈ [0, 1/2], then G given Z achieves ε-information privacy where ε =

2 log c′

(c′+2θ−1)+
, with

c′ = min
1≤g<m

{P
(
`g(z) = min

z∈D
`g(z) | G = 0

)
,P
(
`g(z) = max

z∈D
`g(z) | G = g

)
} > 0.

Proof. See Appendix 3.E.

To achieve (ε, δ)-information privacy for G for δ ∈ (0, 1], we impose the

following m− 1 empirical normalized risk constraints:

min
wg∈H

R̂g,n(wg, pZ|X) ≥ θ, for g = 1, . . . ,m− 1, (3.19)

where

R̂g,n(w, pZ|X) =
1

2

∑
g′∈{0,g}

∑
i∈Sg′,n

φ(g′i〈w,ΦQ(xi)〉)
|Sg′,n|

+
λn
2
‖w‖2, (3.20)
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with g′i = −1 if gi = 0 and g′i = 1 otherwise.

Note that here, we only need to consider the empirical normalized risk of

confusing G = g ≥ 1 with G = 0, instead of every pair of hypothesis values. The

intuition is the same as in m-ary hypothesis testing, where (3.18) are su�cient

statistics.

Indeed, it can be shown, using the same arguments as in Theorem 3.1 that the

following holds (we omit the proof here):

Theorem 3.3. Suppose the corresponding assumptions as in Theorem 3.1 for m-

ary hypothesis G hold. Then for any δ ∈ (0, 1], there exists n0, such that for all

n ≥ n0, G achieves (ε, δ)-information privacy for any pZ|X ∈ Q satisfying (3.19),

where ε = 1
2

log c′

(c′−2a(φ(0)−θ+δ)1/r)
+

, with c′ as de�ned in Theorem 3.2.

We apply Algorithm 3.1 to each of the m− 1 constraints in (3.19) to obtain a

threshold θ∗g for each g = 1, . . . ,m− 1. Then, we set θ = p ·min1≤g<m θ
∗
g , for some

p ∈ (0, 1). Finally, in Algorithm 3.2, the objective function is replaced by

min
wH∈H ,βg ,pZ|X∈Q

F (wH , pZ|X)− 1

µ

m−1∑
g=1

log(R̂∗g(βg, pZ|X)− θ),

where R̂∗g(βg, pZ|X) is the dual form of R̂g,n(wg, pZ|X) (see (3.10)). It can be shown

that Proposition 3.3 still holds.

3.3 Simulations and Experiments

In this section, we �rst perform simulations to provide insights into how di�erent

parameters impact the performance of our NPO approach. We then test our

algorithm on real datasets from the UCI Repository [87], and compare its performance

with RUCA [88] and MDR [89].

For simplicity, we use the count kernel in our simulations, which is de�ned as
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κ(z, z̃) =
∑s

t=1 1{zt=z̃t}. Then, for any pZ|X ∈ Q, we have

κQ(x, x̃) =
s∑
t=1

∑
z∈Z

pt(z | xt)pt(z | x̃t),

which can be computed with a time complexity of O(s|Z|). On the other hand,

for some kernels like the Gaussian kernel, the same computation incurs a time

complexity of O(|Z|2s). Note however that the count kernel does not satisfy

Assumption 3.4(ii). Nevertheless, our simulations suggest that using the count

kernel does not prevent our NPO approach from protecting the information privacy

of G. Since many IoT devices and gateways that serve as fusion centers are

embedded platforms with limited computation power [90], the count kernel allows

practical implementation. Therefore, in our simulations, we evaluate the performance

of our algorithms using the count kernel.

We choose the logistic loss function as φ in our simulations, and employ

gradient descent in the optimization steps in Algorithms 3.1 and 3.2.

The complexity of both Algorithms 3.1 and 3.2 using gradient descent in each

optimization step and the count kernel is O(n2s|Z|). We use ∆1 = ∆2 = 0.005 in

Algorithm 3.1 throughout.

3.3.1 Synthetic Data Set

In this section, we generate a synthetic data set to verify the performance of

our proposed method. We �rst consider the case where G has uniform prior

probability and then give an example where G has a skewed prior. Finally, we

present simulation results for the case where G is a m-ary hypothesis, with m > 2.

To evaluate the performance of our algorithm, we compute the Bayes errors for

detecting H and G since these are the minimum detection errors any detector can

achieve so that our results are oblivious to the choice of learning method adopted

by the fusion center. We also show the Bayes errors of detecting H and G when

Z = X (i.e., the raw sensor observations are available at the fusion center) as a
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baseline for comparison.

Performance of NPO framework

Consider a network of 4 sensors and a fusion center. Each sensor observation

xti ∈ X = {1, 2, . . . , 9} is generated according to Table 3.3, where nti is distributed

uniformly over {−1, 0,+1}. In this set of simulations, G has uniform prior.

Conditioned on (H,G), sensor observations are independent of each other. We

generate 80 i.i.d. training samples and 1000 i.i.d. testing samples.

Table 3.3: Sensor observations X for di�erent realizations of (H,G)

(hi, gi) xti
(−1,−1) 2 + nti
(−1, 1) 4 + nti
(1,−1) 6 + nti
(1, 1) 8 + nti

In Fig. 3.1, we show how the correlation coe�cient between H and G a�ects

the detection error rates. Recall that the privacy threshold is chosen to be θ =

pθ∗, where θ∗ is found using Algorithm 3.1. We use a privacy threshold ratio

p = 0.999. We generated both H and G with zero mean, but varying correlation

coe�cient between them. As the correlation between H and G becomes larger, the

Bayes error for both hypotheses converge to each other. As expected, to achieve

a reasonable Bayes error for H requires that H is not too correlated with G.

We compare the performance of our approach with the optimal detectors found

using (3.3), which assumes knowledge of the underlying joint distribution. We use

the same θ as that in our NPO to achieve the same error rate for G. We see

that our NPO achieves an error rate for H that is not too di�erent from the

optimal detectors, even though no prior knowledge of the underlying distribution

is assumed in NPO.

In Fig. 3.2, we show the e�ect of the threshold ratio p on the error rates of

detecting H and G, when their correlation coe�cients are 0.2 and 0.8, respectively.

The testing error is the empirical detection rate of the classi�er found using
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Figure 3.1: Error rate of detecting H and G with di�erent correlation coe�cient
between H and G.

Algorithm 3.2 applied to the testing samples we generated.

We see that when the correlation betweenH and G is small, p has no signi�cant

e�ect on their error rates over a large range. This is because the privacy mapping

Q that minimizes the error rate of H does not contain much information about

G. We also observe that with the NPO framework, the error rate for H is not

signi�cantly higher than using the raw sensor observations, whereas the error rate

for G is increased signi�cantly. However when the correlation between H and G

is large, p has signi�cant impact on the error rates. In this case, as expected, we

cannot �nd a p that induces a low error rate for H and a high error rate for G.

Comparison with the empirical Bayes error privacy metric

Example 3.1 shows that even if the Bayes error is large, information privacy cannot

be guaranteed. In this simulation, we demonstrate that using the empirical risk

corresponding to the Bayes error [91] as a privacy metric can lead to privacy

mappings that result in a pG|Z(g | z) that is signi�cantly di�erent from pG(g), i.e.,

some realization Z = z can leak signi�cant information about the true state of
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Figure 3.2: Error rate of detecting H and G with varying privacy threshold ratio
p.

G. With the empirical risk corresponding to the Bayes error, our optimization

problem becomes:

min
wH∈H ,pZ|X∈Q

F (wH , pZ|X)

s.t. min
wG∈H

1

n

n∑
i=1

φ (gi〈wG,ΦQ(xi)〉) +
λ

2
‖wG‖2 ≥ θ.

(3.21)

We let P (G = 1) = 0.95 and the correlation coe�cient between H and G to be

0.23. We use a similar procedure as Algorithms 3.1 and 3.2 to �nd a privacy

threshold and the sensor privacy mappings for (3.21). The results are shown in

Table 3.4. We see that the Bayes errors of detecting H and G respectively are

similar for both the NPO approach and (3.21). However, NPO achieves a much

smaller privacy budget ε (i.e., stronger information privacy) than (3.21).
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Table 3.4: Comparison of NPO with (3.21)

Bayes Error H Bayes Error G R(γG) Information privacy budget, ε
NPO 0.03 0.05 0.38 1.08
(3.21) 0.02 0.05 0.24 3.91

NPO with m-ary private hypothesis

We next show the performance of NPO when G is a m-ary hypothesis with m > 2.

We let (H,G) ∈ {−1, 1} × {0, . . . ,m − 1}, H and G be uncorrelated, with both

having uniform priors. We let X t = m(H+1)+2(G+1)+N t, where t = 1, 2, 3, 4,

and for sensors t = 5, . . . , 4 +m, we let

X t =

 H +N t, if G−H/2− 0.5 (mod m) ≡ t− 5

0, otherwise.

The noise N t is chosen uniformly at random from {−1, 0,+1}. We perform

training using 80 training samples, with Z = {1, 2}.

We compare NPO with two other methods: (i) detecting H and G when Z =

X; and (ii) �nding the sensor local decision rules by minimizing F (wH , Q) without

any privacy constraints. We call this the nonparametric decentralized detection

(NDD) method [60].

We see from Table 3.5 that with NPO, the Bayes error of detecting H is small,

while the Bayes error of detecting G is large, and increasing with m. Note that

the maximum possible Bayes error for G (achieved by random guessing, i.e., Z is

independent of G) is 1 − 1/m. We see that the methods we compare with have

signi�cantly lower error rates for detecting G when compared to NPO. However,

NPO has a slightly bigger Bayes error for detecting H when compared with NDD.

Table 3.5: Bayes Error with m-ary Private Hypothesis

m
Detect H
with NPO

Detect G
with NPO

Detect H
with Z = X

Detect G
with Z = X

Detect H
with NDD

Detect G
with NDD

3 3.62× 10−2 0.65 3.77× 10−3 1.21× 10−2 2.41× 10−2 0.13
4 2.72× 10−2 0.73 1.10× 10−3 3.92× 10−3 1.85× 10−2 0.19
5 2.13× 10−2 0.79 3.02× 10−3 4.22× 10−3 1.78× 10−2 0.23
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3.3.2 UCI Repository Data Sets

We test our algorithm on the OPPORTUNITY Activity Recognition Data Set [92]

and Census (Adult) Data Set (both available at UCI Repository [87]), and compare

its performance with RUCA [88] and MDR [89]. In our NPO, we set the local

decision space of each sensor to be Z = {1, 2}.

Data and implementation

The OPPORTUNITY Activity Recognition Data Set consists of recorded readings

of on-body, object and ambient sensors installed in a living space, while a person

executes typical daily activities. We let the public hypothesis be locomotion

detection (standing or walking), and the private hypothesis be the object the

person is touching (a drawer or a dish washer).

We used the data from `S2-Drill', and Weka [93] to select s = 15 sensors that

are most correlated with our chosen labels. Since the sensor reading is continuous,

unsupervised discretization was applied to quantize each continuous sensor reading

to 10 levels. We randomly sampled n = 40 instances of training data, and 3427

instances of testing data.

The Census (Adult) Data Set contains information about a population, such

as income, marital status, gender, and nationality. We let the public hypothesis

be whether a person has high income (> 50K) or low income (≤ 50K), and the

private hypothesis be the marital status of the person.

Following [88], we group `Married-civ-spouse', `Married-spouse-absent' and

`Married-AF-spouse' into a single category called `Married', while `Divorced',

`Separated' and `Widowed' are grouped into a single category called `Used to

be Married'. The `Never Married' category was left as it is. Thus the private

hypothesis is a 3-ary hypothesis. We used data from `adult.data', and selected

s = 5 attributes (age, education, occupation, relationship, sex) that are most

correlated with our chosen labels. Unsupervised discretization is applied to quantize

each numerical attributes to 15 levels. We then randomly sampled n = 180
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instances of training data, and 2100 instances of testing data.

Results and discussion

To the best of our knowledge, our work is the �rst to provide a nonparametric

approach to design decentralized sensor privacy mappings. Therefore, we compare

our method to RUCA [88] and MDR [89], which are nonparametric approaches

that require a trusted data curator to �rst aggregate data from all sensors before

applying an overall privacy mapping. Parameter settings for RUCA and MDR are

as proposed in [88] and [89], respectively. We also compare with the case where

sensors send their observations directly to the fusion center, namely Z = X.

To estimate the information privacy budget achieved by each method, we

compute

ε̂ = max
g∈G,z∈Zs

∣∣∣∣log
p̂G,Z(g, z)

p̂G(g)p̂Z(z)

∣∣∣∣ ,
where p̂A(a) is the empirical probability of the event {A = a}. Note that a

smaller ε̂ implies stronger information privacy.

From Table 3.6 and Table 3.7, we observe that our proposed NPO is comparable

to the other nonparametric methods that need a trusted data curator. We also

observe that NPO achieves stronger information privacy than the other methods,

since it explicitly optimizes for this criterion.

Table 3.6: Detection errors using the OPPORTUNITY Activity Recognition Data
Set.

Detection Method
H

Locomotion
G

Object
ε̂

NPO 10.53% 43.17% 0.47
MDR 12.56% 40.16% 1.02
DCA 10.88% 42.62% 0.88

RUCA (ρp = 1) 10.23% 45.73% 0.67
RUCA (ρp = 100) 10.10% 43.01% 0.69
RUCA (ρp = 1000) 10.10% 43.78% 0.69

Z = X 10.05% 5.57% 9.14
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Table 3.7: Detection errors using the Census (Adult) Data Set.

Detection Method
H

Income
G

Marital-status
ε̂

NPO 37.67% 62.14% 0.82
MDR 37.57% 64.02% 1.68
DCA 38.38% 56.33% 2.47

RUCA (ρp = 1) 41.24% 65.25% 1.61
RUCA (ρp = 100) 41.10% 64.14% 1.66
RUCA (ρp = 1000) 40.67% 65.86% 1.61

Z = X 34.05% 30.48% 15.33

3.A Proof of Proposition 3.1

We �rst show (i). Let Pe = P (γG(Z) 6= G) and I(·; ·) denote the mutual information

operator. From Fano's inequality [70], we have

H(Pe) ≥ H(G | Z)

= H(G)− I(G;Z)

= H(G)− E
[
log

pG|Z(G|Z)

pG(G)

]
≥ H(G)− ε,

where the last inequality follows from De�nition 2.8. Since H(Pe) is a non-

decreasing function of Pe for 0 ≤ Pe ≤ 1/2, we obtain Pe ≥ θ, where θ satis�es

(3.2). Part (i) now follows from R(γG) ≥ Pe/(2 maxg pG(g)).

We next show (ii). Let γG(Z) = arg minγ R(γ). It can be shown that γG(Z) = 1

if `(Z) ≥ 1 and γG(Z) = −1 otherwise. Let Γ = {z ∈ D : `(z) ≥ 1} and Γc = D\Γ.

We have

R(γG) =
1

2
− 1

2

∑
z∈Γ

(
pZ|G(z | 1)− pZ|G(z | −1)

)
(3.22)

=
1

2
+

1

2

∑
z∈Γc

(
pZ|G(z | 1)− pZ|G(z | −1)

)
. (3.23)
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For any z′ ∈ Γ, if R(γG) ≥ θ, we have from (3.22),

1− 2θ ≥
∑
z∈Γ

(
pZ|G(z | 1)− pZ|G(z | −1)

)
=
∑
z∈Γ

pZ|G(z | 1)

(
1− 1

`(z)

)
≥
(

1− 1

`(z′)

) ∑
{z:`(z)≥`(z′)}

pZ|G(z | 1)

≥
(

1− 1

`(z′)

)
P
(
`(z) = max

z∈D
`(z)

∣∣∣∣G = 1

)
≥ c

(
1− 1

`(z′)

)
. (3.24)

From (3.24), we obtain

1

`(z′)
≥ 1− 1− 2θ

c
,

and

1 ≤ `(z′) ≤ 1

(1− (1− 2θ)/c)+

= eε. (3.25)

Similarly, for any z′ ∈ Γc, a similar argument using (3.23) yields

e−ε ≤ `(z′) ≤ 1. (3.26)

Combining (3.25) and (3.26), we have for any z ∈ D,

e−ε ≤ `(z) ≤ eε, (3.27)

and for any g ∈ {−1, 1},

e−εpZ|G(z | g) ≤ pZ(z)

= EG
[
pZ|G(z | G)

]
≤ eεpZ|G(z | g).

(3.28)
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We then obtain (2.1) by noting that

pG|Z(g | z)

pG(g)
=
pZ|G(z | g)

pZ(z)
,

and the proof of the theorem is complete.

3.B Proof of Theorem 3.1

We start with the following elementary lemma.

Lemma 3.B.1. For any w ∈H ,

E
[
R̂n(w, pZ|X)

]
= Rφ(w, pZ|X) +

λn
2
‖w‖2,

where the expectation is taken with respect to the training samples (Xi, Gi)
n
i=1.

Proof. For each g ∈ {−1, 1}, we have

E

 ∑
i∈Sg,n

φ (Gi〈w,ΦQ(Xi)〉)
|Sg,n|


=E

EX
 ∑
i∈Sg,n

φ (Gi〈w,ΦQ(Xi)〉)
|Sg,n|

∣∣∣∣∣∣G1, . . . , Gn


=E

 1

|Sg,n|
∑
i∈Sg,n

EX [φ (Gi〈w,ΦQ(Xi)〉) |Gi = g ]


=EX [φ (g〈w,ΦQ(X)〉) | G = g] .

The lemma now follows from (3.7) and (3.5).

We now prove Theorem 3.1. Let ŵG,n = arg min
w∈H

R̂n(w, pZ|X). From Markov's

inequality, we have
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P
(
R̂n(ŵG,n, pZ|X) ≥ inf

w∈H
Rφ(w, pZ|X) + δ

)
≤ 1

δ

(
E
[
R̂n(ŵG,n, pZ|X)

]
− inf

w∈H
Rφ(w, pZ|X)

)
=

1

δ

(
E
[

min
w∈H

R̂n(w, pZ|X)

]
− inf

w∈H
Rφ(w, pZ|X)

)
≤ 1

δ

(
inf
w∈H

E
[
R̂n(w, pZ|X)

]
− inf

w∈H
Rφ(w, pZ|X)

)
=

1

δ

(
inf
w∈H
{Rφ(w, pZ|X) +

λn
2
‖w‖2} − inf

w∈H
Rφ(w, pZ|X)

)
, (3.29)

where the last equality follows from Lemma 3.B.1. If n → ∞ in (3.29), its

right hand side approaches to 0 uniformly in pZ|X because of Assumption 3.4(i)

and Q is a �nite set. Therefore,

there exists n0, such that for all n ≥ n0, we have with probability 1− δ,

R̂n(ŵG,n, pZ|X) ≤ inf
w∈H

Rφ(w, pZ|X) + δ. (3.30)

Let G̃ be a binary hypothesis with uniform prior, and satis�es pZ|G̃(z|g) =

pZ|G(z|g) for all z ∈ Zs and g ∈ {−1, 1}. We then have

Rφ(w, pZ|X) =E
[
φ
(
G̃〈w,ΦQ(X)〉

)]
=E

[
φ
(
G̃〈w,EZ [Φ(Z) |X ]〉

)]
≤E

[
EZ
[
φ
(
G̃〈w,Φ(Z)〉

) ∣∣∣X ]]
=E

[
φ
(
G̃ · γ(Z)

)]
=E [(η(Z)φ(γ(Z)) + (1− η(Z))φ(−γ(Z)))] , (3.31)

where the inequality follows from Jensen's inequality, and we let γ(z) = 〈w,Φ(z)〉

in the penultimate equality. Recall that η(z) = P
(
G̃ = 1

∣∣∣Z = z
)
. For each

z ∈ Zs, let γ∗(z) = arg infγ∈R (η(z)φ(γ) + (1− η(z))φ(−γ)), and let K be the

Gram matrix of κ(·, ·) with respect to all elements in Zs = {z1, . . . , z|Zs|}. From
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Assumption 3.4(ii), since K is strictly positive de�nite, we can de�ne

[ψ1, ψ2, . . . , ψ|Zs|] = [γ∗(z1), γ∗(z2), . . . , γ∗(z|Zs|)] ·K−1,

and take γ(z) =
∑|Zs|

i=1 ψiκ(zi, z) = γ∗(z) for all z ∈ Zs. Therefore, from (3.31),

we obtain

inf
w∈H

Rφ(w, pZ|X) ≤ EZ
[
R∗φ(η(Z))

]
. (3.32)

For η ∈ [0, 1], let R∗(η) = 1/2− |1/2− η|. We then have

min
γ
R(γ)

= min
γ

E
[
(1− η(Z))1{γ(Z)≥0} + η(Z)1{γ(Z)<0}

]
=

1

2
− E

[∣∣∣∣12 − η(Z)

∣∣∣∣]
= E [R∗(η(Z))] . (3.33)

From Assumption 3.3, we obtain

E
[
R∗φ(η(Z))

]
≤φ(0)− 1

ar
E
[(

1

2
−R∗ (η(Z))

)r]
≤φ(0)− 1

ar

(
1

2
− E [R∗ (η(Z))]

)r
, (3.34)

where the last inequality follows from Jensen's inequality. Substituting (3.33) into

(3.34), we have

min
γ
R(γ) ≥1

2
− a

(
φ(0)− E

[
R∗φ (η(Z))

]) 1
r

≥1

2
− a (φ(0)− θ + δ)

1
r ,

where the last inequality follows from (3.30) and (3.32), and holds with probability

1− δ. The theorem then follows from Proposition 3.1, and the proof is complete.
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3.C Proof of Proposition 3.2

We �rst show that−R̂∗(β, pZ|X) is a strictly quasi-convex function of pZ|X if β 6= 0.

The de�nition of strictly quasi-convexity is borrowed from [83] as follows.

De�nition 3.C.1. A function f(x1, x2, . . . , xs) is called a strictly quasi-convex

function of x1, . . . , xs, if for all k ∈ (1, . . . , s),

f(x1, . . . , px
1
k + (1− p)x2

k, . . . , xs)

< max(f(x1, . . . , x
1
k, . . . , xs), f(x1, . . . , x

2
k, . . . , xs)),

for any p ∈ (0, 1).

Lemma 3.C.1. Suppose that β 6= 0. Then, −R̂∗(β, pZ|X) is a strictly quasi-

convex function of pt, t = 1, 2, . . . , s, for pZ|X ∈ Q′.

Proof. For each pZ|X ∈ Q′, consider

n∑
i=1

n∑
j=1

βiβjgigjκQ(xi,xj)

=
∑
i,k

∑
j,k′

pZ|X(zk|xi)pZ|X(zk′|xj)βiβjgigjκ(zk, zk′) (3.35)

=

∥∥∥∥∥∑
i,k

βigipZ|X(zk|xi)Φ(zk)

∥∥∥∥∥
2

> 0,

where the last inequality holds due to Assumption 3.4(ii) since β 6= 0, and pt 6= 0

for all t = 1, . . . , s because of (3.14). From (3.10) and (3.35), −R̂∗(β, pZ|X) is a

positive de�nite quadratic form of pt, for each t = 1, 2, . . . , s, and is thus a strictly

convex function of pt. This implies strict quasi-convexity, and the proof of the

lemma is complete.

We now show that {β[k]} and {pZ|X [k]} in Algorithm 3.1 have limit points.

Since φ∗(·) ≥ −φ(0) > −∞ , −R̂∗(β, pZ|X) is lower bounded. Therefore, the

decreasing sequence F [k] = −R̂∗(β[k], pZ|X [k]) converges [94]. From Proposition

4 of [83], convergence of {F [k]} implies convergence of {β[k]} and {pZ|X [k]} to
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limit points. By Proposition 5 of [83], this shows that Algorithm 3.1 converges to

a critical point. The proof of the proposition is now complete.

3.D Proof of Proposition 3.3

From [60], F (wH , pZ|X) is a convex function of pt, for each t = 1, 2, . . . , s. Since

− log(·) is a non-increasing convex function, and R̂∗(β, pZ|X) − θ is a strictly

concave function of pt, − 1
µ

log(R̂∗(β, pZ|X) − θ) is strictly convex with respect

to pt [82]. Therefore, F0(wH ,β, pZ|X) is a strictly quasi-convex function of pt,

t = 1, . . . , s (see De�nition 3.C.1). The rest of the proof is similar to that in

Appendix 3.C.

3.E Proof of Theorem 3.2

Following the same argument as that in the proof of Proposition 3.1(ii), for any

1 ≤ g < m and z ∈ D′, we have from (3.27),

e−ε/2 ≤ `g(z) ≤ eε/2,

and for any g, g′ ∈ {0, . . . ,m− 1},

e−ε ≤
pZ|G(z | g)

pZ|G(z | g′)
≤ eε.

The proof then proceeds similarly as that in Proposition 3.1(ii).
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Parametric Decentralized Detection

with Robust Information Privacy

Protection

4.1 System Model and Error Bounds

We consider a decentralized detection network as shown in Figure 1.1. The

hypothesisH ∈ {−1, 1} is the public hypothesis that the fusion center is authorized

to infer, while G◦ ∈ {−1, 1} represents a private hypothesis that we wish to

protect.

Given pX,H,G◦ , we de�ne the utility to be the negative of the Bayes error

P (γH(Z) 6= H) in inferringH so that maximizing the utility overQmeans minimizing

the Bayes error. Our goal is to �nd a pZ|X ∈ Q to achieve an optimal trade-o�

between the utility of inferring H and protecting the privacy of G◦. However,

in practice, it may be hard for a user to specify a particular G◦ to protect.

Furthermore, there could be a model mismatch. For example, G◦ may correspond

to a particular sensitive phenomenon but during the actual operation of the sensor

network, a related but di�erent phenomenon is realized instead. Therefore, instead

of considering only G◦, we consider the privacy protection of all binary hypotheses

56



Chapter 4. Parametric Decentralized Detection with Robust Information Privacy

Protection

G that are close to G◦ in the following sense. We call G◦ the nominal private

hypothesis.

De�nition 4.1. For a given pX|G◦ and an uncertainty parameter δ ∈ [0, 1),

the uncertainty set G(pX|G◦ , δ) of private hypotheses with respect to (w.r.t.) the

nominal hypothesis G◦ is given by

G(pX|G◦ , δ) =
{
G : min

g∈{−1,1}
pG(g) > 0,

pX|G(x | g) = (1− δ)pX|G◦(x | g) + δfg(x),

fg ∈ SX s , g ∈ {−1, 1}, x ∈ X s
}
,

(4.1)

where SX s is the set of probability mass functions over X s.

We assume that G◦ ∈ G(pX|G◦ , δ). We note that G(pX|G◦ , δ) is an uncountable

set if δ > 0. Abusing notation, to avoid clutter, we sometimes denote G(pX|G◦ , δ)

as GX if δ and G◦ are clear from the context.

We also assume for some α > 0,

pX|G◦(x|g) ≥ α, ∀ x ∈ X s and g ∈ {−1, 1}. (4.2)

The assumption in (4.2) is to avoid the trivial case where the nominal private

hypothesis G◦ is perfectly detectable for some observations x.

In the example of fall detection using on-body wearables described in Section

1.2.1, the public hypothesis H is whether the person has fallen or not. The raw

sensor information X from the on-body wearables may be able to let the fusion

center infer whether the person is performing a speci�c exercise like running,

doing sit-ups, weight training, climbing stairs, etc. Suppose we de�ne G◦ to be

the hypothesis that the person is running at a particular constant speed v. Then,

the uncertainty set G(pX|G◦ , δ) consists of exercise hypotheses that are related to

running from the sensors' perspective. To be more speci�c, depending on the value

of δ chosen, the uncertainty set G(pX|G◦ , δ) can include hypotheses like the person

is running at an average speed close to v, the person is running up a �ight of stairs
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at a speed similar to v, or the person is performing jumping jacks at a rate that

generates similar but �noisier� sensor readings X than running at speed v.

The motivation for our De�nition 4.1 is to protect all hypotheses that generate

similar sensor observations as the nominal hypothesis G◦. In this chapter, for

simplicity, we consider only a single private hypothesis uncertainty set, although

our framework can be extended to include multiple uncertainty sets de�ned around

multiple or M -ary nominal private hypotheses (see Remark 4,5 later).

Our goal is to prevent statistical inference of allG ∈ GX . We choose information

privacy [48] as the privacy metric because [45] has shown that the information

privacy metric is one of the strongest privacy metrics that protects against statistical

inference. The de�nition of information privacy is presented in De�nition 2.8.

The de�nition of information privacy essentially says that the received information

Z at the fusion center does not provide much information about G in addition

to what the fusion center already knows about it. Therefore, it is di�cult to

statistically infer G given only Z. De�nition 2.8 is similar to but di�erent from the

maximal realizable leakage de�ned in [95, De�nition 4]. The maximal realizable

leakage is shown to be equivalent to maxx,z pZ|X(z|x)/pZ(z), which is related to

the local di�erential privacy of the sensor data X [95] and protects all possible

hypotheses including H. This privacy notion is too strong for our purposes as we

are interested in only protecting the privacy of those hypotheses closely related to

the nominal private hypothesis G◦, while allowing the inference of H.

Our optimization problem is formulated as follows: for a privacy budget ε > 0,

we aim to

min
γH ,pZ|X∈Q

P (γH(Z) 6= H) (4.3a)

s.t. e−ε ≤
pZ|G(z | g)

pZ(z)
≤ eε, (4.3b)

∀ G ∈ G(pX|G◦ , δ), g ∈ {−1, 1}, z ∈ Zs,

where we have made use of the equality pG|Z(g | z)/pG(g) = pZ|G(z | g)/pZ(z).
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Note that here, P (γH(Z) 6= H) is the Bayes error w.r.t. the probability distributions

pX,H,G◦ and pZ|X .

Remark 1. De�nition 4.1 utilizes the concept of a contamination uncertainty class

from the robust detection literature [62, 64, 96]. A more general de�nition of

an uncertainty class with desirable properties (e.g., the existence of a pair of

least favorable distributions (LFDs) for the two uncertainty classes {pX|G(· | 0)}

and {pX|G(· | 1)}) is the set of distributions upper bounded by a 2-alternating

capacity [63], which includes as special cases the contamination uncertainty set

used in De�nition 4.1, and the uncertainty class consisting of G such that pX|G

is within a �xed total variation distance of pX|G◦ . Generalizing De�nition 4.1 to

utilize 2-alternating capacities is out of the scope of this chapter, and is part of

our future work. Using contamination uncertainty class is also easier to interpret

in practice and leads to the following natural result in Proposition 4.1.

Remark 2. The objective function in (4.3a) can be replaced by

E(γH , pZ|X)

where E is a general loss function, examples of which are the following. Let

P (γ(Z) 6= H; pX,H,G) denote the Bayes error for inferring H w.r.t. a given pX,H,G,

pZ|X and γ.

(a) The formulation in (4.3a) uses E = P (γ(Z) 6= H; pX,H,G◦) where the Bayes

error is w.r.t. a given pX,H,G◦ .

(b) If a prior distribution over G ∈ G(pX|G◦ , δ) is known, a Bayesian formulation

with E = EG[P (γ(Z) 6= H; pX,H,G)], where the expectation is taken over all

the private hypotheses G ∈ G(pX|G◦ , δ) can be used.

(c) A minimax or robust formulation involves assuming that each pX,H,G belongs
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to an uncertainty class

P =
{
pX,H,G = pG◦ · pX|G · pH|X,G◦ :

G ∈ G(pX|G◦ , δ)
}

and letting

E = max
pX,H,G∈P

P (γH(Z) 6= H; pX,H,G) .

It is easy to see that for any pX,H,G ∈ P , x ∈ X s, h ∈ {−1, 1},

pX|H(x|h)

∝ (1− δ)
∑
g

pX,H,G◦(x, h, g) + δf(x, h), (4.4)

where f(x, h) is some joint probability mass function for (X,H). Then

minimizing E is equivalent to the robust detection of H in [62] over the

contamination uncertainty classes de�ned by the class of distributions {pX|H(· |

−1)} and {pX|H(· | 1)} of the form given in (4.4) as f(x, h) varies over all

possible distributions. The loss function E can then be simpli�ed by �nding

the pair of Least Favorable Distributions (LFD)s of these two classes, which

correspond to a G′ so that E = P (γ(Z) 6= H; pX,H,G′), which is similar to

case (a).

Since the focus of this chapter is on robust information privacy, we use case (a)

for illustrative purposes throughout this chapter.

Proposition 4.1. Let g∗ = arg ming=−1,1 pG◦(g) and

Fπ = {G : pG|G◦(−1 | 1) ≤ π, pG|G◦(1 | −1) ≤ π},
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where

π < min{pG◦(g∗),min
x,g

pX|G◦(x | g)}.

Then Fπ ⊂ G(pX|G◦ , δ), where

δ = 1− pG◦(g∗)− π
(1− π)pG◦(g∗)

(
1− π

minx,g pX|G◦(x | g)

)
. (4.5)

Proof. See Appendix 4.A.

In Proposition 4.1, we can interpret Fπ to the set of outputs after passing

G◦ through binary symmetric channels [70, Chapter 7.1] each of whose crossover

probability is not more than π. Therefore, G ∈ Fπ ⊂ G(pX|G◦ , δ) is a �noisy�

version of G◦.

4.2 Error Bounds and Optimization Relaxation

In this section, we �rst present bounds on the utility in the optimization problem

(4.3). We then propose a series of steps to relax (4.3), and introduce the concept

of a MFH, which simpli�es our �nal optimization formulation signi�cantly.

4.2.1 Error Bounds

Theorem 4.1. Suppose that H has a uniform prior probability distribution under

pX,H,G◦. Then, the objective function in (4.3) satis�es

1

2
−

(eε − 1)
∥∥pX|H(· | −1)− pX|H(· | 1)

∥∥
TV

2 minG∈GX{max{mG, eε − 1}}

≥ min
γH ,pZ|X∈Q

P (γH(Z) 6= H)

≥ 1

2
−
√
I(H;X | G◦) + ε

2
, (4.6)
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where pX|H(x | h) =
∑

g=−1,1 pX,G◦|H(x, g | h)/2, and for each G ∈ GX with

corresponding joint distribution pX,H,G,

mG = max
{
|aG(g)− bG(g)|, |cG(g)− dG(g)| : g ∈ {−1, 1}

}
,

aG(g) =
∑
x∈I+

(
pX|G(x | g)− eεpX(x;G)

)
,

bG(g) =
∑
x∈I−

(
pX|G(x | g)− eεpX(x;G)

)
,

cG(g) =
∑
x∈I+

(
e−εpX(x;G)− pX|G(x | g)

)
,

dG(g) =
∑
x∈I−

(
e−εpX(x;G)− pX|G(x | g)

)
,

for g = −1, 1, and

pX(x;G) =
∑
g=−1,1

pX|G(x | g)pG(g),

I+ = {x ∈ X s : pX|H(x | −1)− pX|H(x | 1) ≥ 0},

I− = {x ∈ X s : pX|H(x | −1)− pX|H(x | 1) < 0}.

Proof. See Appendix 4.B.

Remark 3. From the proof of Theorem 4.1, the lower bound in (4.6) can be

generalized to case (b) in Remark 2 by replacing I(H;X | G◦) (de�ned using

pX,H,G◦) with I(H;X | G) (de�ned using pX,H,G) and taking expectation w.r.t. G.

Similarly, it can be generalized to case (c) in Remark 2 by replacing I(H;X | G◦)

with I(H,X | G′) (see Remark 2 for de�nition of G′).

Both the bounds in Theorem 4.1 approach to 1/2 as ε→ 0, which is expected

as a budget ε = 0 means perfect information privacy. We present numerical results

in Section 4.4 to show the behavior of these bounds for di�erent I(X;H).
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4.2.2 Optimization Relaxation

The optimization problem (4.3) is a semi-in�nite programming [97, (1)]. Without

the constraints (4.3b), it is already a NP-complete problem [98]. In the following,

we present a series of relaxations so that a simple block nonlinear Gauss-Siedel

method (GS) approach can be developed (see Section 4.3).

For any fusion rule γG used to infer G at the fusion center, let

RG(pZ|X , γG) =
1

2

(
P (γG(Z) = −1 |G = 1)

+ P (γG(Z) = 1 |G = −1)
)
, (4.7)

be the average of its Type I and Type II detection error probabilities for G. Note

that we are not assuming pG(−1) = pG(1) = 1/2. As will be clear from the

following discussion and (4.3b) itself, the prior distribution of G does not a�ect

the information privacy constraint in (4.3b). For any z ∈ Zs and hypothesis G,

let

`Z|G(z) =
pZ|G(z | 1)

pZ|G(z | −1)
.

From Proposition 3.1, to achieve ε-information privacy for G ∈ GX , it su�ces to

ensure that

min
γG

RG(pZ|X , γG) ≥ θG, (4.8)

where θG = (1− cG(1− e−ε))/2 with

cG = min
{
P
(
Z ∈ arg min

z∈Zs
`Z|G(z) | G = −1

)
,

P
(
Z ∈ arg max

z∈Zs
`Z|G(z) | G = 1

)}
.

The value cG corresponds to the minimum probability of the fusion center making

the correct inference about G over all realizations of Z. For example, if Z = z
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minimizes `Z|G(·), then the fusion center makes the correct inference that G = 0.

We have

min
G∈GX

cG ≥ min
G∈GX ,z∈Zs,g∈{−1,1}

pZ|G(z|g)

= min
G,z,g

∑
x∈X s

pZ|X(z|x)pX|G(x|g)

≥ (1− δ) min
z,g

∑
x∈X s

pZ|X(z|x)pX|G◦(x|g)

≥ (1− δ)α∆,

where the penultimate inequality follows from the de�nition (4.1) and the last

inequality is due to the assumptions (1.1d),(4.2). Let

θ =
1

2

(
1− (1− e−ε)(1− δ)α∆

)
. (4.9)

Then, θ ≥ θG for all G ∈ GX . Therefore, by requiring that

min
G∈GX ,γG

RG(pZ|X , γG) ≥ θ, (4.10)

the information privacy constraints (4.3b) for all G ∈ GX are satis�ed. To further

simplify the constraint (4.10), we note that for any privacy mapping pZ|X ∈ Q,

G(pX|G◦ , δ) ⊂ GZ , G(pZ|G◦ , δ),

since pX|G(x | g) = (1− δ)pX|G◦(x | g) + δfg(x) implies that

pZ|G(z|g) =
∑
x∈X s

pZ|X(z|x)pX|G(x|g)

= (1− δ)pZ|G◦(z | g) + δf ′g(z),

where f ′g(z) =
∑

x∈X s pZ|X(z|x)fg(x) ∈ SZs .
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Therefore, our optimization problem (4.3) is relaxed to:

min
γH ,pZ|X∈Q

P (γH(Z) 6= H) (4.11a)

s.t. min
G∈GZ ,γG

RG(pZ|X , γG) ≥ θ. (4.11b)

It turns out that there exists a �worst-case� hypothesis in the set GZ so that

achieving (4.11b) for this hypothesis implies information privacy for all other

hypotheses in GZ with the same privacy budget. We discuss how to �nd this

�worst-case� hypothesis in the next subsection.

4.2.3 Most Favorable Hypothesis (MFH)

In this subsection, we introduce the notion of a Most Favorable Hypothesis (MFH)

w.r.t. the privacy mapping pZ|X . It is well known [68, Section II.B] that the

decision rule γ∗G minimizing (4.7) over all γG is given by

γ∗G(z) =


1, if `Z|G(z) ≥ 1,

0, otherwise.

De�nition 4.2. For a privacy mapping pZ|X ∈ Q, if there exists a hypothesis

G ∈ GZ, such that

RG(pZ|X , γ
∗
G) = min

G′∈GZ
RG′(pZ|X , γ

∗
G′),

then we call G a MFH w.r.t. pZ|X , and pZ|G a Most Favorable Distribution (MFD)

w.r.t. GZ.

The de�nitions of MFH and MFD mirror Huber's de�nition of a pair of LFD

[62]. While the LFD is de�ned for a pair of uncertainty classes within a hypothesis,

our MFH and MFD are de�ned for an uncertainty set of hypotheses. Similar

to [62], we show below that a MFH always exists and give an explicit construction

of a MFD.
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Theorem 4.2. For any privacy mapping pZ|X ∈ Q and GZ = G(pZ|G◦ , δ), we have

min
G∈GZ

RG(pZ|X , γ
∗
G) = (1− δ)RG◦(pZ|X , γ

∗
G◦), (4.12)

and a MFD pZ|GMF is given by

pZ|GMF(z | −1)

=


A1(1− δ)pZ|G◦(z | 1), z = z

(1− δ)pZ|G◦(z | −1), otherwise,

(4.13a)

pZ|GMF(z | 1)

=


A2(1− δ)pZ|G◦(z | −1), z = z̄

(1− δ)pZ|G◦(z | 1), otherwise,

(4.13b)

where

z = arg min
z

`Z|G◦(z),

z̄ = arg max
z

`Z|G◦(z),

A1 =
δ

1−δ + pZ|G◦(z | −1)

pZ|G◦(z | 1)
,

A2 =
δ

1−δ + pZ|G◦(z̄ | 1)

pZ|G◦(z̄ | −1)
,

with z and z̄ randomly chosen from the set of minimizers and maximizers, respectively,

if they are not unique.

Proof. See Appendix 4.C.

Theorem 4.2 provides a MFD w.r.t. GZ , but theMFDmay not be unique (consider

for example the case where there are more than one z that minimize `Z|G◦(z)).

Given a MFD pZ|GMF , the corresponding MFH GMF is also not unique (the MFH

66



Chapter 4. Parametric Decentralized Detection with Robust Information Privacy

Protection

distribution pGMF is any binary distribution satisfying the conditions in the uncertainty

set de�nition in De�nition 4.1 and pX|GMF may not be uniquely determined by

pZ|GMF). However, (4.12) always holds, which allows us to replace the constraint

(4.11b) with a simpler constraint to obtain the following optimization problem:

min
γH ,pZ|X∈Q

P (γH(Z) 6= H) (4.14a)

s.t. min
γG◦

RG◦(pZ|X , γG◦) ≥
θ

1− δ
. (4.14b)

Remark 4. In this chapter, we have assumed binary private hypotheses for simplicity.

To generalize to M -ary private hypotheses, suppose that every G ∈ GX has range

{0, 1, . . . ,M − 1}. For a detector γG,g at the fusion center that distinguishes

between the hypothesis pair G = 0 and G = g, where 1 ≤ g ≤M − 1, let

RG,g(pZ|X , γG,g) =
1

2

(
P (γG,g(Z) = g | G = 0)

+ P (γG,g(Z) = 0 | G = g)
)
.

Then, from Theorem 3.2 and the discussions above, to achieve information privacy

for all G ∈ GX , it is su�cient to replace the privacy constraint (4.14b) by

min
1≤g≤M−1,γG◦,g

RG◦,g(pZ|X , γG◦,g) ≥
θ′

1− δ
, (4.15)

where θ′ = 1
2

(
1− (1− e−ε/2)(1− δ)α∆

)
. In other words, the optimization problem

(4.14) now has M − 1 constraints. The privacy mapping design and results in the

next Section 4.3 can then be generalized accordingly.

Remark 5. Similar to the case of M -ary private hypotheses, suppose that we

have multiple nominal binary private hypotheses (G◦k)
K
k=1, with corresponding

uncertainty sets (G(pX|G◦k , δk))
K
k=1. Then, (4.14b) can be generalized to the K

constraints minγ RG◦k(pZ|X , γ) ≥ θ/(1− δk), for k = 1, . . . , K.
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Algorithm 4.1 GS of local privacy mappings.

1: input: pX,H,G◦ , δ, r, ξ
2: initialization:

• Let pt,(0)(z | x) = 1
|Z| + nt(z | x),∀z ∈ Z, with

∑
z∈Z n

t(z | x) = 0,∀x ∈
X , t = 1, 2, . . . , s.

• For �xed p
(0)
Z|X =

∏s
t=1 p

t,(0), optimize θ0 in (4.18) with likelihood ratio
test.

• Set θ = rθ0.

• Set k = −1 and E(0) = 1.

3: repeat
4: (i) k = k + 1.

(ii) Fix p
(k)
Z|X =

∏s
t=1 p

t,(k), optimize γ
(k+1)
H to be the Bayes detector of

hypothesis H.

(iii) Fix γ
(k+1)
H and p\t,(k) =

∏t−1
i=1 p

i,(k+1) ·
∏s

i=t+1 p
i,(k), for t = 1, 2, . . . , s,

solve (4.17) to �nd the optimal pt,(k+1) and the optimal solution E(k).
The linear solver used is [99, Algorithm 2].

5: until E(k)−E(k+1)

E(k) ≤ ξ.

6: return pt = pt,(k+1), t = 1, 2, . . . , s.

4.3 Privacy Mapping Design

Since (4.14) is NP-complete (note that optimizing the objective is NP-complete

[98]), we propose a suboptimal approach in this section to obtain the privacy

mapping pZ|X . We also derive some properties of this privacy mapping. We

consider both the non-asymptotic case and asymptotic case where the number of

sensors s→∞.

4.3.1 Fixed number of sensors

We optimize (4.14) using GS as follows. For a �xed pZ|X , we �rst �nd the

Bayesian detector γH that minimizes the error in detecting H. Let p\t =
∏

j 6=t p
j.

Then for each sensor t = 1, . . . , s, we �x γH , p
\t and optimize (4.14) over all

privacy mappings pt satisfying (1.1b),(1.1c),(1.1d). This process is iterated until

a convergence criterion is satis�ed. Let Φ be the set of deterministic local privacy
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mappings (a conditional probability distribution pZt|Xt(· | xt) with all its mass at

a particular zt ∈ Z for each xt ∈ X ). The set Φ is �nite since |X | · |Z| < ∞.

Then, for a �xed p\t, we can write

pZ|X =
∑
φ∈Φ

νφφ · p\t, (4.16)

where
∑

φ∈Φ νφ = 1, with νφ ≥ 0, for all φ ∈ Φ. Let LH(pZ|X , γH) be P (γH(Z) 6= H)

when the fusion rule for H is γH and the privacy mapping pZ|X is used. From

(4.16), we have

LH(pZ|X , γH) =
∑
φ∈Φ

νφLH(φ · p\t, γH).

Similarly,

min
γG◦

RG◦(pZ|X , γG◦) = min
γG◦

∑
φ∈Φ

νφRG◦(φ · p\t, γG◦)

≥
∑
φ∈Φ

νφ min
γG◦

RG◦(φ · p\t, γG◦).

In our GS procedure, when optimizing for each sensor t with a �xed γH and p\t,

we solve the following relaxed optimization problem:

min
νφ

∑
φ∈Φ

νφLH(φ · p\t, γH)

s.t.
∑
φ∈Φ

νφ min
γG◦

RG◦(φ · p\t, γG◦) ≥
θ

1− δ
, (4.17)

∑
φ∈Φ

νφ = 1, νφ ≥ 0, ∀φ ∈ Φ.

Proposition 4.2. The optimal solution of (4.17) is a randomization between at

most two deterministic privacy mappings.

Proof. The optimization problem (4.17) is a linear program, and has |X | · |Z|

variables with |X | · |Z|+ 2 constraints. From linear programming theory [17], the
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number of constraints in the optimal solution for which equality holds is no smaller

than the number of variables. Therefore, at most two of the weights {νφ : φ ∈ Φ}

are nonzero.

Remark 6. In practice, it may not be easy to know a priori what privacy budget

ε to set. Therefore, instead of �xing a privacy budget ε and choosing θ as in (4.9),

we let θ = rθ0, where r ∈ (0, 1) is called the privacy threshold ratio, and

θ0 = (1− δ) max
pZ|X∈Q

min
γG◦

RG◦(pZ|X , γG◦) (4.18)

corresponds to the maximal information privacy achievable for G◦ under the

constraints imposed by Q. The maximization on the right hand side of (4.18)

is achieved by letting pt(zt | xt) = 1/|Z|, for all zt ∈ Z, xt ∈ X , and t = 1, . . . , s.

With this privacy mapping, it can be shown that Z and G◦ are independent, and

θ0 =
1− δ

2
. (4.19)

In some applications, we may include additional constraints in the privacy mapping

set Q in order to improve the utility. For example, we may wish to constrain

|pt(zt | xt)− 1/|Z|| ≥ ∆′ for some ∆′ > 0 to avoid a mapping that results in Zt

being independent of H. In this case, θ0 can be found from (4.18) using a GS

approach.

The above discussion on our proposed GS approach is summarized in (4.1). We

initialize the privacy mapping for each sensor t to be pt,(0)(z | x) = 1/|Z|+nt(z | x),

where nt(z | x) is a small random noise, satisfying
∑

z∈Z n
t(z | x) = 0, for all

x ∈ X . This is done to help the GS procedure avoid local optimum points. For

each iteration k, we perform the GS procedure for each sensor t = 1, . . . , s in

order. This is iterated until a convergence criterion is reached.

The optimization problem (4.17) at each sensor t is a Linear Program (LP),

which can be solved e�ciently in polynomial time using standard LP solvers.

The storage complexity and time to encode this LP is O(|Z||X |) since each term
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in the sums needs to be computed. Its solution time complexity is at most

O((|X ||Z|)2.38 log ξ−1
0 ), where ξ0 is the relative accuracy of the LP solver (see [99]

for a tighter bound), for each sensor at each iteration of (4.1).

Proposition 4.3. Algorithm 4.1 converges to a critical point.

Proof. In Algorithm 4.1, since the Bayes error probability of detecting H is non-

increasing in steps 4(ii) and 4(iii), E(k) is non-increasing in each iteration. Since

E(k) is lower bounded, Ek converges. From [83, Proposition 4], the convergence of

E(k) implies the convergence of γH and pt, t = 1, 2, . . . , s to limit points. By [83,

Proposition 5], every limit point of γH and pt, t = 1, 2, . . . , s is a critical point for

Algorithm 4.1. The proposition is now proved.

4.3.2 Large number of sensors

In this subsection, we consider the case where the number of sensors goes to

in�nity. We assume that the sensor observations are conditionally independently

indentically distributed (i.i.d.) given the hypotheses, and every sensor t uses an

identical local privacy mapping pt = q. We have pZ|X(z | x) =
∏s

t=1 q(z
t | xt).

Let Q̃ be the set of privacy mappings q(z|x). For any q ∈ Q̃ such that Z,

H and G◦ are not independent, the error probabilities minγH P (γH(Z) 6= H)→ 0

and minγG◦ RG◦(pZ|X , γG◦)→ 0 exponentially fast as s→∞ [17,70]. In particular,

we observe that other than using a trivial mapping that results in the worst case

error probability for detecting H, there is no way to avoid violating the privacy

constraint (4.3b) for a �xed ε budget when s is su�ciently large. This result follows

from Proposition 3.1(i) since minγG◦ RG◦(pZ|X , γG◦)→ 0 as s→∞. Therefore, we

consider replacing the objective and constraint in the optimization problem (4.14)

with their respective error exponents. The error exponent of (4.14a) is given by

lim
s→∞
−1

s
log min

γH
P (γH(Z) 6= H)

= CH(p) := − min
λ∈[0,1]

log
∑
z∈Z

pλZ1|H(z | 1)p1−λ
Z1|H(z | −1), (4.20)
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while that for (4.14b) is

lim
s→∞
−1

s
log min

γG◦
RG◦(pZ|X , γG◦)

= CG◦(p) := − min
λ∈[0,1]

log
∑
z∈Z

pλZ1|G◦(z | 1)p1−λ
Z1|G◦(z | −1). (4.21)

We then obtain the optimization problem

max
p∈Q̃

CH(p) (4.22a)

s.t. CG◦(p) ≤ β, (4.22b)

for some β > 0. The constraint (4.22b) is a privacy rate constraint that prevents

the average error probability of inferring any G ∈ GX from decaying faster than

a �xed rate β as s→∞. This corresponds to preventing the information privacy

leakage of any G ∈ GX from worsening faster than a prede�ned rate.

Proposition 4.4. There is no loss in optimality in (4.22) if we restrict |Z| ≤

|X |+ 1.

Proof. For any p ∈ Q̃, we have

e−CH(p) =
∑
z∈Z

pZ1(z)dH(z),

e−CG◦ (p) =
∑
z∈Z

pZ1(z)dG◦(z),

where

dH(z) =
pH|Z1(−1 | z)

pH(−1)

(
pH|Z1(1 | z)pH(−1)

pH|Z1(−1 | z)pH(1)

)λ1
,

dG◦(z) =
pG◦|Z1(−1 | z)

pG◦(−1)

(
pG|Z1(1 | z)pG◦(−1)

pG◦|Z1(−1 | z)pG◦(1)

)λ2
,

λ1 = arg min
λ∈(0,1)

log
∑
z∈Z

pλZ1|H(z | 1)p1−λ
Z1|H(z | −1),

λ2 = arg min
λ∈(0,1)

log
∑
z∈Z

pλZ1|G◦(z | 1)p1−λ
Z1|G◦(z | −1).
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For each z ∈ Z, let wz be the vector (pX1|Z1(x | z))x∈X . We can then write

∑
z∈Z

pZ1(z)[wz, dH(z), dG◦(z)] = [pX1 , e−CH(p), e−CG◦ (p)].

The vector [pX1 , e−CH(p), e−CG◦ (p)] belongs to a space with dimension |X |+1. From

Carathéodory's theorem [100, Appendix C], since wz, dH(z), dG◦(z) are real-valued

continuous functions of pX1|Z1(·|z), we can �nd Z
′,1 such that

|{z : pZ′,1(z) 6= 0}| ≤ |X |+ 1,

and

∑
z∈Z

pZ′,1(z)[wz, dH(z), dG◦(z)] = [pX1 , e−CH(p), e−CG◦ (p)].

The proposition now follows.

Recall that Φ is the set of deterministic local privacy mappings. Any p ∈

Q̃ can be written as a randomization of deterministic mappings or the convex

combination
∑

φ∈Φ νφφ, where νφ ≥ 0 for all φ ∈ Φ and
∑

φ νφ = 1. We now

consider the case where each sensor performs independent randomization over

Φ [8], and reports its choice of privacy mapping to the fusion center.

Proposition 4.5. Suppose that each sensor performs independent randomization

over Φ. Then, the optimal solution of (4.22) is a randomization between at most

two deterministic decision rules.

Proof. From [17, Lemma 1], for J ∈ {H,G◦}, we have

lim
s→∞

1

s
log minP (γJ(Z) 6= J) = − min

λ∈[0,1]

∑
φ∈Φ

νφµJ(φ, λ),
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where

µJ(φ, λ) = log
∑
z∈Z

uλJ(φ, z, 1)u1−λ
J (φ, z,−1),

uJ(φ, z, j) =
∑

x∈φ−1(z)

pX|J(x | j).

Therefore, (4.22) can be reformulated as

min
νφ,λ1∈[0,1]

∑
φ∈Φ

νφµH(φ, λ1)

s.t. min
λ2∈[0,1]

∑
φ∈Φ

νφµG◦(φ, λ2) ≥ −β,

νφ ≥ 0,∀φ ∈ Φ,
∑
φ∈Φ

νφ = 1.

(4.23)

For any �xed λ1 and λ2, the linear program (4.23) has |Z| · |X | variables with

|Z| · |X | + 2 constraints. From linear programming theory [17], the number of

constraints in the optimal solution for which equality holds is no smaller than

the number of variables. Therefore, at most two of the νφ's are nonzero, and the

proposition is proved.

4.4 Simulations

In this section, we carry out simulation to provide insights into how di�erent

parameters impact the performance of our proposed approaches. We �rst consider

a network of 4 sensors and a fusion center, with X = {1, 2, . . . , 16}, and Z =

{1, 2}. We generate di�erent pX,H,G◦ and calculate numerically the upper and

lower bounds in Theorem 4.1. We set I(X;H|G◦) = 4 × 10−6 and impose an

information privacy budget ε = 0.01. Di�erent pX,H,G◦ with di�erent mutual

information I(X;H) are generated to test the performance of the bound. From

Figure 4.1, we see that the di�erence between the upper and lower bounds become

tighter when I(X;H) is large. Furthermore, the upper bound is tighter than the
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lower bound.

Figure 4.1: Upper and lower bounds in Theorem 4.1 and P (γH(Z 6= H)) calculated
by Algorithm 4.1 with varying I(X;H).

We set the correlation coe�cient between the public hypothesis H and nominal

private hypothesisG◦ to be 0.2. The joint distribution pX1,H,G◦ at sensor 1 is shown

in Figure 4.2. We assume that all sensors have the same joint distribution and are

independent of each other conditioned on (H,G◦).

In our �rst simulation, we set the privacy threshold ratio r = 0.7 and δ =

0.54 in (4.1) to obtain the privacy mapping pZ|X . In Figure 4.3, we visualize

the distribution of Z conditioned on di�erent hypotheses, including the nominal

private hypothesis G◦, the MFH GMF (constructed using Theorem 4.2), and the

public hypothesis H. We observe that pZ|G◦(· | 0) and pZ|G◦(· | 1) are relatively

similar to each other, which implies that Z does not provide much statistical

information about G◦. For the MFH GMF, we have a similar observation that

pZ|GMF(· | 0) and pZ|GMF(· | 1) are relatively similar to each other except at Z =

(0, 0, 0, 0) and Z = (1, 1, 1, 1), which makes the MFH the easiest to distinguish

amongst all hypotheses in GZ . In this case, we �nd that the privacy budget ε = 2.4.

We also observe that pZ|H(· | −1) and pZ|H(· | 1) are signi�cantly di�erent from
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Figure 4.2: Joint distribution pX1,H,G◦ of sensor observation X
1, public hypothesis

H, and private hypothesis G◦. The correlation coe�cient between H and G◦ is
0.2.

Figure 4.3: Conditional probability distribution of Z = (Z1, . . . , Z4) given di�erent
hypotheses. The horizontal axis shows the decimal form of the binary word
Z1Z2Z3Z4.

each other, which implies that H can still be inferred from Z with good accuracy.

We also show the privacy mapping at sensor 1 in Figure 4.4 as an example.

In Figure 4.5, we show the Bayes error rates of detecting H and GMF with

76



Chapter 4. Parametric Decentralized Detection with Robust Information Privacy

Protection

Figure 4.4: Privacy mapping at sensor 1, with r = 0.7 and δ = 0.54.

di�erent privacy threshold ratios r and uncertainty parameters δ. We let the

privacy threshold θ = (1− δ)r/2 as given by (4.19). We see that the our proposed

(4.1) yields privacy mappings that allow the fusion center to detect the public

hypothesis H with low error, while keeping the error for any private hypothesis

G ∈ GX high. As expected, the Bayes error of detecting all hypotheses increases

as the threshold ratio r increases. Furthermore, the performance of our proposed

(4.1) improves with smaller uncertainty parameter δ. This is intuitive since a

larger δ implies a stricter privacy constraint.

Let ρH,G◦ denote the correlation coe�cient between H and G◦. In Figure 4.6,

we �x θ = 0.7 and vary ρH,G◦ . We see that if ρH,G◦ is small, the Bayes error

of detecting H is much smaller than the Bayes error of detecting any G ∈ GZ .

However, if H and G◦ are highly correlated, the Bayes error of detecting H is

close to that of G◦, and greater than that of detecting GMF. This is because GMF

is the MFH in GZ , and yields the smallest detection error amongst all G ∈ GZ .
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(a) Detecting H.

(b) Detecting G◦ and GMF

Figure 4.5: Bayes error probability of detecting H, G◦ and GMF with di�erent
privacy threshold ratio r and uncertainty parameter δ.

4.4.1 Asymptotically Large Number of Sensors

Next, we plot the error exponents of detecting H and G◦ as the number of sensors

s → ∞ in Figure 4.7. We use the same sensor observation distribution as in
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Figure 4.6: Bayes error of detecting H, G◦ and GMF with varying correlation
coe�cient between H and G◦.

Figure 4.2 and set β = 0.04. We solve the optimization problem (4.22) using GS

and Proposition 4.5 to obtain the optimal privacy mapping. We see that as the

correlation coe�cient between H and G◦ increases, the error exponent of detecting

H decreases and approaches the error exponent of detecting G◦.

Figure 4.7: Error exponent for detecting H and G◦ with varying correlation
coe�cient between H and G◦.
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In Figure 4.8, we study the accuracy-privacy tradeo� with varying |Z|. We

set the sensor observation set cardinality |X | = 6, and β = 0.05. We consider

the low-correlation case where ρH,G◦ = 0.2, and the high-correlation case where

ρH,G◦ = 0.8. We see that as |Z| increases, the error exponent of detecting H

increases and stays constant for |Z| su�ciently large. The point where the error

exponent becomes constant is larger for smaller correlation coe�cient ρH,G◦ . The

results in Figure 4.8 also verify Proposition 4.4.

Figure 4.8: Error exponent for detecting H and G◦ with varying |Z|.

4.4.2 Comparisons

Finally, we compare our proposed approach with approaches using other types of

privacy metrics. We set ρH,G◦ = 0.2, and vary the distribution of X so that the

conditional mutual information I(X;H|G◦) varies accordingly. We consider the

following three privacy metrics for comparison.

De�nition 4.3 (Average information leakage [48]). Let εA ≥ 0. We say that

εA-average information leakage is achieved if I(G◦;Z) ≤ εA.
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De�nition 4.4 (Local di�erential privacy [41]). Let εL ≥ 0. We say that εL-

local di�erential privacy is achieved if for all neighboring x,x′ ∈ X s, and z ∈ Zs,
pZ|X(z|x)

pZ|X(z|x′) ≤ eεL.

De�nition 4.5 (Maximal leakage [36]). Let εML ≥ 0. We say that εML-maximal

leakage privacy is achieved if supG log maxγ P(γ(Z)=G)

maxg pG(g)
≤ εML.

The approaches we compare against when δ = 0 (i.e., GX = {G◦}) are optimization

formulations to achieve the minimum detection error while guaranteeing εA-average

information privacy and εL-local di�erential privacy respectively. This ensures

fair comparison as these approaches deal only with a single private hypothesis.

When δ > 0, we compare against the optimization formulation (3) in [36], which

guarantees εML-maximal leakage privacy in the worst case private hypothesis.

In Figure 4.9, we choose the privacy thresholds and budgets for the di�erent

metrics so that the Bayes error for detecting the private hypothesis G◦ is the

same for all metrics when δ = 0. Similarly, when δ > 0, we set the Bayes error

for detecting GMF to be the same across the metrics under comparison. We see

that the Bayes error for detecting H decreases as I(X;H | G◦) increases. As

expected, our proposed approach using information privacy as the privacy metric

yields the minimum Bayes error for detecting H. By comparison, the approach

using average information leakage has a slightly higher Bayes error for detecting

H. The approach using local di�erential privacy has a signi�cantly larger Bayes

error for detecting H, since local di�erential privacy protects the data privacy of

the sensor observations X and does not distinguish between statistical inferences

for H and G◦. For the δ > 0 comparison, the maximal leakage privacy formulation

(3) in [36] achieves the worst performance because it considers the strictest privacy

criterion using the worst-case private hypothesis G. This serves as a benchmark

upper bound for our utility performance if we let δ → 1 in our uncertainty set GX .
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Figure 4.9: Bayes error for detecting H and G◦ with varying conditional mutual
information I(X;H | G◦).

4.A Proof of Proposition 4.1

If π = 0, the proposition trivially holds. We now assume that π > 0 so that

0 < δ < 1 from (4.5). Consider a G ∈ Fπ. For any g ∈ {0, 1}, let ḡ = 1 − g and

for any x ∈ X s, let

fg(x) =
1

δ
(pX|G(x | g)− (1− δ)pX|G◦(x | g)).

To prove the proposition, it su�ces to show that fg(x) ≥ 0 since
∑

x fg(x) = 1.

We have

pX|G◦(x | g) =
pX,G◦,G(x, g, g)∑
g′=0,1 pG◦,G(g, g′)

+
pX,G◦,G(x, g, ḡ)

pG◦(g)

≤ pX|G◦,G(x | g, g) +
pX,G◦,G(x, g, ḡ)

pG◦(g)

≤ pX|G◦,G(x | g, g) + pG|G◦(ḡ | g),
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and

pX|G(x | g) =
∑
g′=0,1

pX|G◦,G(x | g′, g)pG◦|G(g′ | g)

≥ pG◦|G(g | g)(pX|G◦(x | g)− pG|G◦(ḡ | g)). (4.24)

We also have

pG◦|G(ḡ | g) =
pG|G◦(g | ḡ)pG◦(ḡ)

pG(g)

≤ πpG◦(ḡ)∑
g′=0,1 pG|G◦(g | g′)pG◦(g′)

≤ πpG◦(ḡ)

pG|G◦(g | g)pG◦(g)

≤ πpG◦(ḡ)

(1− π)pG◦(g)
. (4.25)

From (4.24),(4.25), we obtain

fg(x) =
1

δ
(pX|G(x | g)− (1− δ)pX|G◦(x | g))

≥ 1

δ

( pG◦(g)− π
(1− π)pG◦(g)

(pX|G◦(x | g)− π)

− (1− δ)pX|G◦(x | g)
)

=
pX|G◦(x | g)

δ

(
pG◦(g)− π

(1− π)pG◦(g)

(
1− π

pX|G◦(x | g)

)

− 1 + δ

)

≥ 0,

where the last inequality follows from (4.5). The proposition is now proved.
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4.B Proof of Theorem 4.1

It can be shown that

min
γH ,pZ|X

P (γH(Z) 6= H)

=
1

2
− 1

2
max
pZ|X

∥∥pZ|H(· | 0)− pZ|H(· | 1)
∥∥
TV
. (4.26)

We prove the theorem by bounding the total variation term in (4.26). We �rst

prove the lower bound. From Pinsker's inequality [101], we have

1

2

(∑
z

|pZ|H(z | 1)− pZ(z)|

)2

≤
∑
z

pZ|H(z | 1) log
pZ|H(z | 1)

pZ(z)
(4.27)

and

1

2

(∑
z

|pZ|H(z | 0)− pZ(z)|

)2

≤
∑
z

pZ|H(z | 0) log
pZ|H(z | 0)

pZ(z)
. (4.28)

From (4.27),(4.28), we obtain

I(H;Z)

≥1

4

(∑
z

1

2
|pZ|H(z | 1)− pZ|H(z | 0)|

)2

+
1

4

(∑
z

1

2
|pZ|H(z | 1)− pZ|H(z | 0)|

)2

=
1

2

∥∥pZ|H(· | 1)− pZ|H(· | 0)
∥∥2

TV
. (4.29)

We have

I(H;Z) = I(H;Z | G◦) + I(G◦;Z)− I(G◦;Z | H)

84



Chapter 4. Parametric Decentralized Detection with Robust Information Privacy

Protection

≤ I(H;X | G◦) + I(G◦;Z)

≤ I(H;X | G◦) + ε, (4.30)

where the last inequality follows from I(G◦;Z) =
∑

z,g pZ,G◦(z, g) log(pG◦|Z(g |

z)/pG◦(g)) ≤ ε and (4.3b). From (4.29),(4.30), we obtain

∥∥pZ|H(· | 1)− pZ|H(· | 0)
∥∥
TV

≤
√

2I(H;Z)

≤
√

2I(H;X | G◦) + ε,

and the lower bound in (4.6) follows from (4.26).

We next prove the upper bound. Fix a subset of Γ ∈ Zs, and consider a pZ|X

such that

pZ|X(z | x) =


A, x ∈ I+, z ∈ Γ

B, x ∈ I−, z ∈ Γ

,

pZ|X(z | x) =


B, x ∈ I+, z ∈ Γc

A, x ∈ I−, z ∈ Γc

for some A,B ≥ 0. We then have

∥∥pZ|H(· | 0)− pZ|H(· | 1)
∥∥
TV

=
1

2

∑
z

|pZ|H(z | 0)− pZ|H(z | 1)| (4.31)

=
1

2

∑
z

∣∣∣∣∣∑
x

(pX|H(x | 0)− pX|H(x | 1))pZ|X(z | x)

∣∣∣∣∣
=

1

2

∑
z∈Γ

∣∣∣∣A∑
x∈I+

(pX|H(x | 0)− pX|H(x | 1))

+B
∑
x∈I−

(pX|H(x | 0)− pX|H(x | 1))

∣∣∣∣
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+
1

2

∑
z∈Γc

∣∣∣∣B ∑
x∈I+

(pX|H(x | 0)− pX|H(x | 1))

+ A
∑
x∈I−

(pX|H(x | 0)− pX|H(x | 1))

∣∣∣∣
=

1

2
|Z|s|A−B|

∥∥pX|H(· | 0)− pX|H(· | 1)
∥∥
TV
, (4.32)

where (4.32) holds since

∑
x∈I+

(pX|H(x | 0)− pX|H(x | 1))

= −
∑
x∈I−

(pX|H(x | 0)− pX|H(x | 1))

=
∥∥pX|H(· | 0)− pX|H(· | 1)

∥∥
TV
.

To obtain the upper bound in (4.6), we �nd A ≥ B that

max
A,B

A−B

s.t.

e−ε ≤
A
∑

x∈I+ pX|G(x | g) +B
∑

x∈I− pX|G(x | g)

A
∑

x∈I+ pX(x;G) +B
∑

x∈I− pX(x;G)
≤ eε,

e−ε ≤
B
∑

x∈I+ pX|G(x | g) + A
∑

x∈I− pX|G(x | g)

B
∑

x∈I+ pX(x;G) + A
∑

x∈I− pX(x;G)
≤ eε,

for g = 0, 1, and all G ∈ GX ,

A ≥ 0, B ≥ 0, A+B =
2

|Z|s
.

If we �x a G ∈ GX , and let AG and BG be the corresponding A and B of the above

optimization problem, we obtain the linear program:

max
AG,BG

AG −BG

s.t. aG(g)AG + bG(g)BG ≤ 0,

bG(g)AG + aG(g)BG ≤ 0,

cG(g)AG + dG(g)BG ≤ 0,
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dG(g)AG + cG(g)BG ≤ 0,

for g = 0, 1,

AG ≥ 0, BG ≥ 0,

AG +BG =
2

|Z|s
,

whose solution can be shown to be the following: Let

F = {(aG(g),bG(g)), (bG(g), aG(g)),

(cG(g), dG(g)), (dG(g), cG(g)), g = 0, 1}.

1. If there exists a pair (f1, f2) ∈ F such that f1 > 0 and f2 < 0, then we �nd a

pair (f ∗1 , f
∗
2 ) from F such that f ∗1 > 0 and f ∗2 < 0 and that minimizes f ∗1 /f

∗
2 .

We obtain

AG =
−2f ∗2

|Z|s(f ∗1 − f ∗2 )
,

BG =
2f ∗1

|Z|s(f ∗1 − f ∗2 )
,

and therefore AG −BG = 2(eε−1)
|Z|s(f∗1−f∗2 )

, which is equivalent to

AG −BG

=
2(eε − 1)

|Z|s max{|aG(g)− bG(g)|, |cG(g)− dG(g)| : g ∈ {0, 1}}
.

2. If there does not exist any pairs (f1, f2) ∈ F such that f1 > 0 and f2 < 0,

we let AG = 2
|Z|s and BG = 0 to obtain AG −BG = 2

|Z|s .

From (4.32) and combining the two cases above, we obtain

∥∥pZ|H(· | 0)− pZ|H(· | 1)
∥∥
TV

≥
(eε − 1)

∥∥pX|H(· | 0)− pX|H(· | 1)
∥∥
TV

max{mG, eε − 1}
,
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for any G ∈ GX . Maximizing over all G ∈ GX , we obtain the upper bound in (4.6).

The proof of the theorem is now complete.

4.C Proof of Theorem 4.2

If δ = 0, the theorem trivially holds. Suppose that 0 < δ < 1. It is easy to check

that (4.13) de�nes a probability distribution in GZ . For any G ∈ GZ , let

ΓG = {z : `Z|G(z) ≥ 1}.

We have `Z|G◦(z) ≤ 1 ≤ `Z|G◦(z̄), and

A1 >
pZ|G◦(z | 0)

pZ|G◦(z | 1)
=

1

`Z|G◦(z)
≥ 1,

A2 >
pZ|G◦(z̄ | 1)

pZ|G◦(z̄ | 0)
= `Z|G◦(z̄) ≥ 1,

which yields the following observations:

• `Z|GMF(z̄) = A2 > 1 and `Z|G◦(z̄) > 1.

• `Z|GMF(z) = 1/A1 < 1 and `Z|G◦(z) < 1.

• For z 6= z, z̄, we have `Z|GMF(z) = `Z|G◦(z).

Therefore we have

ΓG◦ = ΓGMF . (4.33)

For any G ∈ GZ , we have

RG(pZ|X , γ
∗
G)

=
1

2

(
P (Z ∈ ΓG | G = 0) + P (Z ∈ ΓcG | G = 1)

)
≥ (1− δ)

2

(
P (Z ∈ ΓG | G◦ = 0)
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+ P (Z ∈ ΓcG | G◦ = 1)
)

(4.34)

≥ (1− δ)
2

(
P (Z ∈ ΓG◦ | G◦ = 0)

+ P (Z ∈ ΓcG◦ | G◦ = 1)
)

(4.35)

=
(1− δ)

2

(
P (Z ∈ ΓGMF | G◦ = 0)

+ P
(
Z ∈ ΓcGMF | G

◦ = 1
) )

(4.36)

=
1

2

(
P (Z ∈ ΓGMF | GMF = 0)

+ P
(
Z ∈ ΓcGMF | GMF = 1

) )
(4.37)

= RGMF(pZ|X , γ
∗
GMF

),

where

• (4.34) follows from the de�nition of GZ ;

• (4.35) is because ΓG◦ is the optimal critical region that minimizesRG◦(pZ|X , ·);

• (4.36) follows from (4.33); and

• (4.37) follows from (4.13).

Therefore, RGMF(pZ|X , γ
∗
GMF

) = minG∈GZ RG(pZ|X , γ
∗
G). Furthermore, from (4.35),

we obtain RGMF(pZ|X , γ
∗
GMF

) = (1−δ)RG◦(pZ|X , γ
∗
G◦), and the theorem is proved.
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Chapter 5

Decentralized Detection with both

Inference and Data Privacy

5.1 System Model

Consider the system model in Figure 1.1, the fusion center infers the public

hypothesis H from Z. However, it can also use Z to infer G, even though it

has not been authorized to do so. At the same time, it may also try to recover X

from Z. In this chapter, for simplicity, we consider the case where H ∈ {−1, 1}

is a binary hypothesis (our work is easily extended to the multiple hypothesis

case), and G = (G1, . . . , Gq) ∈ G = {−1, 1}q is a random vector where each

component is binary, i.e., G is a 2q-ary hypothesis. Our goal is to design privacy

mappings at sensors in order to make it di�cult for the fusion center to both

infer G (inference privacy) and to recover X (data privacy), while allowing it to

infer H with reasonable accuracy. In this paper, we do not make any assumptions

regarding the conditional independence of sensor observations, which is common

in many of the works in decentralized detection [10,11,13,14,18,102,103].

In the example of fall detection, whether a fall happens is the public hypothesis

H. Each binary Gi, i = 1, . . . , q, in the private hypothesis G can correspond to

detecting if the person is performing di�erent activities like running, climbing
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stairs, squatting, and so on.

The utility of the network is the probability of inferring H correctly by the

fusion center. Inference privacy is measured by the �di�culty� of inferring G. One

of our objectives is to determine which inference privacy metric is most suitable

for the Internet of Things (IoT) network in Figure 1.1. Furthermore, since some

sensors' observations may be uncorrelated with G, the raw observations from these

sensors are transmitted to the fusion center to maximize the utility. There is then

leakage of data privacy for these sensors. Therefore, we also require that the local

privacy mappings at each sensor incorporate a data privacy mechanism.

5.2 Relationships Between Privacy Metrics

In this section, we study the relationships between privacy metrics to provide

insights into the best inference and data privacy metrics for a decentralized IoT

network. To relate one privacy metric to another, we introduce the concept of

privacy implication and non-guarantee in the following de�nitions.

De�nition 5.1 (Privacy implication). We say that Type A privacy implies Type B

privacy, if for all sequences of probability distributions (piG,X,Z)i≥1 such that p
i
G,X,Z

satis�es εi-Type A privacy with εi ↓ 0, then piG,X,Z satis�es ε′i-Type B privacy with

ε′i ↓ 0.

In non-technical terms, De�nition 5.1 says that arbitrarily strong Type A

privacy implies arbitrarily strong Type B privacy. Therefore, to achieve a desired

level of Type B privacy, it su�ces to ensure that Type A privacy with su�ciently

small budget is satis�ed. Conversely, we say Type A privacy does not guarantee

Type B privacy if the condition in De�nition 5.1 does not hold, i.e., there exists

a sequence of probability distributions (piG,X,Z)i≥1, such that piG,X,Z satis�es εi-

Type A privacy with εi ↓ 0, and ε′i-Type B privacy with infi≥1 ε
′
i > 0.

The following theorem elucidates the relationships between di�erent privacy

metrics, which are summarized in Fig. 5.1. Some of these relationships are results
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average information leakageinformation privacy

mutual information privacy

inference differential privacy

local differential privacy

Inference Privacy

Data Privacy

I(Z;G) ≤ εIL

pZ|G(z|g)
pZ|G(z|g′) ≤ eεD

e−εI ≤ pG|Z(g|z)
pG(g) ≤ eεI

pt(z|x)
pt(z|x′) ≤ eεLD , t = 1, 2, . . . , s I(X;Z) ≤ εMI

(iii), εI = qεD
(i), εD = 2εI

(ii), εIL = εI
log 2

(v)

(vii)
(ix)

(xi), εMI = sεLD

log 2

(xii)

(x), εIL = εMI(viii)

identifiability
pX|Z(x|z)
pX|Z(x′|z) ≤ eεId

(xiii)

(v)

(ii) + (iii)

(xi)

(xii)

(ii) + (viii)(vi), εI = 2sεLD

(xiv), X ∼ Unif
εLD = εId

Figure 5.1: Relationships between di�erent privacy metrics for an IoT network
with �xed q, s. An arrow → means �implies� while ×−→ means �does not
guarantee�.

proven in [47,48], and are reproduced here for completeness.

Theorem 5.1. Consider the decentralized IoT network in Figure 1.1 with s ≥ 1

sensors and G = (G1, . . . , Gq). Let ε ≥ 0. Then, the following holds for pG,X,Z.

(i) [48, Theorem 3] ε-information privacy implies 2ε-inference di�erential privacy

for all s ≥ 1.

(ii) [48, Theorem 3] ε-information privacy implies ε
log 2

-average information

leakage for all s ≥ 1.

(iii) ε-inference di�erential privacy implies qε-information privacy. If q → ∞,

then inference di�erential privacy does not guarantee information privacy.

(iv) ε-inference di�erential privacy implies qε
log 2

-average information leakage. If

q →∞, then inference di�erential privacy does not guarantee average information

leakage.
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(v) Average information leakage does not guarantee information privacy and

inference di�erential privacy.

(vi) ε-local di�erential privacy implies 2sε-information privacy.

(vii) Information privacy does not guarantee local di�erential privacy.

(viii) Information privacy does not guarantee mutual information privacy.

(ix) Mutual information privacy does not guarantee information privacy.

(x) ε-mutual information privacy implies ε-average information leakage.

(xi) ε-local di�erential privacy implies sε
log 2

-mutual information privacy.

(xii) Mutual information privacy does not guarantee local di�erential privacy.

(xiii) ε-local di�erential privacy yields (ε+ δX)-identi�ability, where

δX = max log pX(x)/pX(x′)

with the maximum taken over all neighboring x,x′ ∈ X s. Therefore, ε-local

di�erential privacy implies ε-identi�ability if X is restricted to have uniform

distribution on X s. Otherwise, local di�erential privacy does not guarantee

identi�ability.

(xiv) ε-identi�ability yields (ε+δX)-local di�erential privacy. Therefore, ε-identi�ability

implies ε-identi�ability if X is restricted to have uniform distribution on X s.

Otherwise, identi�ability does not guarantee local di�erential privacy.

Proof. See Proof 5.A.

From Theorem 5.1, we see that information privacy implies the other types

of inference privacy metrics in (2.8). Although for a �xed number of components

q of the private hypothesis G = (G1, . . . , Gq), inference di�erential privacy also

implies other types of inference privacy metrics including information privacy, it

does not guarantee information privacy when q →∞.
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For data privacy, Theorem 5.1 shows that local di�erential privacy implies

mutual information privacy. As the identi�ability metric is essentially the same

as local di�erential privacy up to a �xed constant, we consider only the local

di�erential privacy metric in this paper.

Although local di�erential privacy implies information privacy for a �xed s

number of sensors, this is no longer true if s is not �xed or known in advance.

Furthermore, even if s is known a priori, Theorem 5.1 suggests that to achieve ε-

information privacy based solely on preserving local di�erential privacy, the order

of magnitude of the local di�erential privacy budget has to be not more than

ε/s. Note that since the de�nition of local di�erential privacy does not distinguish

between the public hypothesis H or the private hypothesis G, this implies that

pH,X,Z also satis�es ε-information privacy. If s is large, Proposition 3.1(i) then

implies that the Type I and II errors for detecting the public hypothesis H also

become large, which is therefore undesirable. Hence, we propose to design the

sensors' privacy mappings using both information privacy and local di�erential

privacy constraints, where the local di�erential privacy budget can be chosen to

be su�ciently large to achieve a reasonable utility for H while maintaining strong

information privacy for G.

In the subsequent sections, we propose frameworks for designing the local

privacy mappings for sensors in a decentralized IoT network under both the

parametric and nonparametric cases. These privacy mappings are designed to

achieve both information privacy and local di�erential privacy at the fusion center.

5.3 Parametric Case: Concatenated Privacy Mappings

In this section, we consider the parametric case where pX,H,G is known a priori.

We �rst study decentralized detection that preserves only data privacy using the

local di�erential privacy metric. Then we include information privacy as an

additional constraint to achieve inference privacy. We prove that information
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privacy is immune to post-processing, and local di�erential privacy is immune

to both post-processing and pre-processing. Finally, we propose a local privacy

mapping consisting of two concatenated privacy mappings that implement information

privacy and local di�erential privacy mechanisms separately.

5.3.1 Data Privacy using local di�erential privacy

We know from Theorem 5.1 that local di�erential privacy is the strongest privacy

metric amongst those we studied. Therefore we �rst consider the case where

local di�erential privacy is adopted as the privacy metric for the IoT network in

Figure 1.1 Let Q denote the set of pZ|X such that

pZ|X(z | x) =
s∏
t=1

pt(zt | xt), (5.1a)

∑
zt∈Z

pt(zt | xt) = 1, (5.1b)

pt(zt | xt) ≥ 0, ∀ xt ∈ X , zt ∈ Z, t = 1, . . . , s. (5.1c)

Let γH(Z) denote the decision rule used by the fusion center to infer the public

hypothesis H from the received sensor information Z. Our goal is to

min
γH ,pZ|X∈Q

P (γH(Z) 6= H)

s.t.
pt(z|x)

pt(z|x′)
≤ eεLD , ∀z ∈ Z, x, x′ ∈ X , t = 1, 2, . . . , s,

(5.2)

where εLD ≥ 0 is the local di�erential privacy budget.

To apply block nonlinear Gauss-Siedel method (GS), we iteratively optimize

over the random variables.. For �xed pt, t = 1, 2, . . . , s, (5.2) is a convex optimization

over γH [82], which can be solved with standard approaches. Then for each

t = 1, . . . , s, we �x γH and pi where i 6= t and optimize for pt. This procedure is

then repeated until a convergence criterion is met.

Theorem 5.2. Suppose |Z| = 2. Consider optimizing (5.2) over pt with γH and
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pi,i 6= t �xed. The optimal solution is

pt(1|x) =


1

1+eεLD
, if f t(1, x) ≥ f t(2, x),

eεLD
1+eεLD

, if f t(1, x) < f t(2, x),

pt(2|x) =


eεLD

1+eεLD
, if f t(1, x) ≥ f t(2, x),

1
1+eεLD

, if f t(1, x) < f t(2, x),

(5.3)

where

f t(z, x)

=
∑

z∈Ψ(z)
x∈{x:xt=x}

∏
i 6=t

pi(z|x) (pX,H(x, 0)− pX,H(x, 1)) ,

with Ψ(z) = {z : γH(z) = 1, zt = z}.

Proof. Let Γ = {z : γH(z) = 1}. We have

P (γH(Z) 6= H)

= pH(1) +
∑
z∈Γ

(pZ|H(z| − 1)pH(−1)− pZ|H(z|1)pH(1))

= pH(1) +
∑
z∈Γ,x

pZ|X(z|x) (pX,H(x,−1)− pX,H(x, 1))

= pH(1) +
∑

z∈Z,x∈X

pt(z|x)f t(z, x)

= pH(1) +
∑
x∈X

pt(1|x)(f t(1, x)− f t(2, x)) +
∑
x∈X

f t(2, x). (5.4)

We rewrite (5.2) as the following linear programming problem:

min
pt

∑
x∈X

pt(1|x)(f t(1, x)− f t(2, x))

s.t. pt(z|x)− eεLDpt(z|x′) ≤ 0

pt(z|x) ≥ 0,
∑
z

pt(z|x) = 1, z ∈ Z, x, x′ ∈ X .

(5.5)
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Without loss of generality, assume a = pt(1|1) ≥ pt(1|2) ≥ . . . ≥ pt(1||X |) = b

satisfy the constraints of (5.5). From (5.4), to minimize P (γH(Z) 6= H), we have

pt(1|x) = a for x ∈ X1 = {x : f t(2, x) > f t(1, x)} and pt(1|x) = b for x ∈ X2 =

{x : f t(2, x) ≤ f t(1, x)}. Thus, we can simplify (5.5) to

min
a,b

∑
x∈X1

a(f t(1, x)− f t(2, x))

+
∑
x∈X2

b(f t(1, x)− f t(2, x))

s.t. a− e−εLDb ≥ 0

a− eεLDb ≤ 0

(1− a)− e−εLD(1− b) ≥ 0

(1− a)− eεLD(1− b) ≤ 0

a ≥ 0, b ≥ 0.

It can be shown that the solution to the above linear program is

a =
eεLD

1 + eεLD
, b =

1

1 + eεLD
,

which proves the theorem.

Theorem 5.2 provides a closed form solution for the local di�erential privacy

mapping at each sensor t when the sensor is constrained to be binary. This is

typically the case when the sensor is low-cost and has limited computational

resources. The result in Theorem 5.2 thus allows e�cient implementation in

practice.

5.3.2 Joint Inference and Data Privacy

From Theorem 5.1, as information privacy is one of the strongest inference privacy

metrics, we adopt the information privacy metric when designing our privacy
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H, G

X1 X2 . . . Xs

Z1 Z2 . . . Zs

X ∈ X s

Z ∈ Zs

Ĥ = γH(Z)

Ĝ = γG(Z)

Y 1 Y 2 . . . Y s Y ∈ Ys

Figure 5.2: Each sensor t's privacy mapping ptZt|Xt = ptY t|Xt · ptZt|Y t consists of two
privacy mappings concatenated together.

mechanism. To achieve joint inference and data privacy, we consider

min
γH ,pZ|X

P (γH(Z) 6= H) ,

e−εI ≤
pZ|G(z|gi)
pZ(z)

≤ eεI , i = 1, . . . , q,

∀z ∈ Zs, ∀g = {g1, g2, . . . , gq} ∈ G,
pt(z|x)

pt(z|x′)
≤ eεLD ,∀z ∈ Z, x, x′ ∈ X , t = 1, 2, . . . , s,

(P0)

where εI > 0 and εLD are the information privacy budget and local di�erential

privacy budget, respectively.

Since (P0) is a NP-complete problem [98], we seek to �nd suboptimal solutions

rather than solving (P0) directly. Similar to the work in [57], we break the privacy

mapping pZ|X in (P0) into two concatenated stages as shown in Figure 5.2, where

sensor observations X ∈ X s are �rst mapped to Y ∈ Ys, which is then mapped to
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Z ∈ Zs, i.e., the mappings pY |X and pZ|Y satisfy

pY |X(y|x) =
s∏
t=1

pt1(yt|xt), pZ|Y (z|y) =
s∏
t=1

pt2(zt|yt),

and for all t = 1, . . . , s,

pt1(yt|xt) ≥ 0,
∑
yt

pt1(yt|xt) = 1, ∀yt ∈ Y , xt ∈ X ,

pt2(zt|yt) ≥ 0,
∑
zt

pt2(zt|yt) = 1, ∀zt ∈ Z, yt ∈ Y .

(5.6)

The local privacy mapping for each sensor t is given by

pt(z | x) =
∑
y∈Y

pt2(z|y)pt1(y|x). (5.7)

We propose the following two architectures:

1. Information-LocaL di�erential privacy (ILL): the mapping from X ∈ X s to

Y ∈ Ys preserves information privacy, while the mapping from Y ∈ Ys to

Z ∈ Zs preserves local di�erential privacy.

2. Local di�erential-Information Privacy (LIP): the mapping from X ∈ X s to

Y ∈ Ys preserves local di�erential privacy, while the mapping from Y ∈ Ys

to Z ∈ Zs preserves information privacy.

In the following Proposition 5.1,5.2, we show that this two-stage approach

achieves joint inference and data privacy. But �rst, we discuss how to optimize

for the privacy mappings in practice.

In the ILL architecture, we �nd mappings pY |X(y|x) =
∏s

t=1 p
t
1(yt|xt) and
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pZ|Y (z|y) =
∏s

t=1 p
t
2(zt|yt) satisfying

min
γH ,pY |X ,pZ|Y

P (γH(Z) 6= H)

e−εI ≤
pY |G(y|g)

pY (y)
≤ eεI ,∀g ∈ G,y ∈ Ys,

pt2(z|y)

pt2(z|y′)
≤ eεLD/2,∀z ∈ Z, y, y′ ∈ Y , t = 1, 2, . . . , s,

pY |X , pZ|Y satisfy (5.6).

(P1)

To solve the problem (P1), we �rst consider the information privacy subproblem:

min
γH ,pY |X

P (γH(Y ) 6= H) , (5.8a)

e−εI ≤
pY |G(y|g)

pY (y)
≤ eεI ,∀g ∈ G,y ∈ Ys, (5.8b)

From Theorem 3.2, to meet the constraint (5.8b), it su�ces to ensure that

min
g∈G\{−1},γG

1

2

(
P (γG(Y ) = g |G = −1)

+ P (γG(Y ) = −1 |G = g )
)
≥ θ, (5.9)

where θ = (1− cG(1− e−εI/2))/2 with

cG = min
g 6=−1

{
P
(
Y ∈ arg min

y∈Ys
`g(y) | G = −1

)
,

P
(
Y ∈ arg max

y∈Ys
`g(y) | G = g

)}
,

`g(y) =
pY |G(y | g)

pY |G(y | −1)
.

By using the constraint (5.9), we reduce the 2|G| × |Y|s constraints in (5.8b) to

a single (but weaker) constraint, which is easier to optimize in practice. A GS

variant of (5.8) similar to that used for solving (5.2) can then be used to �nd the

privacy mapping pY |X as follows.
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(i) For a �xed privacy mapping pY |X , we �rst �nd the optimal fusion center

decision rule γH .

(ii) For each sensor t = 1, . . . , s in sequential order, we optimize for sensor t's

information privacy mapping p1
t (yt|xt), with γH and the privacy mappings

of all other sensors p1
\t =

∏
j 6=t p

1
j �xed. Let the set of sensor t's information

privacy mapping be Φ. The optimization is done by solving the following

linear program:

min
νφ

∑
φ∈Φ

νφLH(φ)

s.t.
∑
φ∈Φ

νφ min
γG

Rg(φ · p1
\t, γG) ≥ θ, ∀g ∈ G\{0},

∑
φ∈Φ

νφ = 1, νφ ≥ 0, ∀φ ∈ Φ.

where LH(φ) is P (γH(Y ) 6= H) when the privacy mapping pY |X = φ · p1
\t.

Note that from [68, Section II.B], the decision rule γG = arg minγ Rg(φ·p1
\t, γ)

is given by

γG(y) =


1, if `g(y) ≥ 1,

0, otherwise.

The above two steps are iterated until a convergence criterion (e.g., when the L1

norm of the di�erence in the mapping pY |X between two successive iterations is

less than a small constant) is met.

In the second stage, we consider the local di�erential privacy subproblem:

min
γH ,pZ|Y

P (γH(Z) 6= H) ,

pt2(z|y)

pt2(z|y′)
≤ eεLD/2,∀z ∈ Z, y, y′ ∈ Y , t = 1, 2, . . . , s.

(5.10)

If |Z| = 2, the GS solution follows from Theorem 5.2. If |Z| > 2, we can use a
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standard linear program solver [104] for (5.10) (see the discussion leading to (5.5)

on how to formulate this linear program).

Similarly, for the LIP architecture, we consider the following optimization

problem:

min
γH ,pY |X ,pZ|Y

P (γH(Z) 6= H) ,

pt1(y|x)

pt1(y|x′)
≤ eεLD ,∀y ∈ Y , x, x′ ∈ X , t = 1, 2, . . . , s,

e−εI ≤
pZ|G(z|g)

pZ(z)
≤ eεI ,∀g ∈ G, z ∈ Zs,

pY |X , pZ|Y satisfy (5.6).

(P2)

Solving (P2) can be done in a similar fashion as (P1).

We next show that the concatenation of information privacy mapping with

local di�erential privacy mapping achieves joint information and local privacy in

both the ILL and LIP architectures.

Proposition 5.1. Let εI , εLD ≥ 0. Suppose that pG,X,Y satis�es εI-information

privacy and pG,Y,Z satis�es εLD/2-local di�erential privacy. Then, the following

holds.

(a) For any randomized mapping pZ|Y , pG,X,Z satis�es εI-information privacy.

(b) For any randomized mapping pY |X , pG,X,Z satis�es εLD-local di�erential privacy.

Proof. (a) For any z ∈ Zs and g ∈ G, we have

pZ|G(z|g)

pZ(z)
=

∑
y pZ|Y (z|y)pY |G(y|g)∑

y pZ|Y (z|y)pY (y)
.

Since e−εI ≤ pY |G(y|g)

pY (y)
≤ eεI for all y ∈ Ys, we obtain e−εI ≤ pZ|G(z|g)

pZ(z)
≤ eεI .

(b) Consider any sensor t. For any y, y′ ∈ Y and z ∈ Z, we have e−εLD/2 ≤
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pt2(z|y)

pt2(z|y′) ≤ eεLD/2. Therefore, for any x, x′ ∈ X , we then have

pt(z|x)

pt(z|x′)

=

∑
y p

t
2(z|y)pt1(y|x)∑

y p
t
2(z|y)pt1(y|x′)

≤
∑

y e
εLD/2pt2(z|y′)pt1(y|x)∑

y e
−εLD/2pt2(z|y′)pt1(y|x′)

=eεLD ,

for a �xed y′ ∈ Y .

The proposition is now proved.

Proposition 5.1 shows that joint information privacy for G and local di�erential

privacy for X are preserved in the ILL architecture. In the LIP architecture, it is

clear that information privacy for G is preserved since this is an explicit constraint

in (P2). local di�erential privacy preservation follows from [53, Proposition 2.1],

which is reproduced below for completeness.

Proposition 5.2. Let εLD ≥ 0. Suppose that pG,X,Y satis�es εLD-local di�erential

privacy. Then for any randomized mapping pZ|Y , pG,X,Z satis�es εLD-local di�erential

privacy.

Proof. For any sensor t, z ∈ Z, x, x′ ∈ X , we have

pt(z|x)

pt(z|x′)
=

∑
y p

t
2(z|y)pt1(y|x)∑

y p
t
2(z|y)pt1(y|x′)

≤ eεLD ,

since
pt1(y|x)

pt1(y|x′) ≤ eεLD . The proposition is now proved.

5.4 Nonparametric Case: Empirical Risk Optimization

In many IoT applications, knowing the joint distribution of (H,G) and the sensor

observations is impractical due to di�culties in accurately modeling this distribution.

Therefore, we adopt a nonparametric approach to design the privacy mapping pZ|X
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based on a given set of n independently indentically distributed (i.i.d.) training

data points (X = xi, H = hi, G = gi)
n
i=1.

Following Chapter 3, let φ be a loss function, H be a reproducing kernel

Hilbert space with kernel κ(·, ·), kernel inner product 〈·, ·〉, and associated norm

‖·‖. We restrict the rule used by the fusion center to infer H and G based on

Z = z to be of the form 〈w,Φ(z)〉, where Φ(z) = κ(·, z) is the feature map. We

seek to minimize the empirical φ-risk of deciding H while preserving information

privacy.

We consider the following optimization problem:

min
w∈H ,pZ|X

F (w, pZ|X), (5.11a)

s.t. min
v∈H

R̂g(v, pZ|X) ≥ θ, ∀g ∈ G\{−1}, (5.11b)

pt(z|x)

pt(z|x′)
≤ eεLD ,

∀z ∈ Z, x, x′ ∈ X , t = 1, . . . , s, (5.11c)

where

F (w, pZ|X) =
1

n

n∑
i=1

φ (hi〈w,ΦQ(xi)〉) +
λ

2
‖w‖2,

R̂g(v, pZ|X) =
1

2

∑
g′∈{−1,g}

∑
i∈Sg′

φ(g′i〈v,ΦQ(xi)〉)
|Sg′ |

+
λ

2
‖w‖2,

ΦQ(x) =
∑
z∈Zs

pZ|X(z|x)Φ(z),

λ > 0, θ > 0 is called the information privacy threshold,

g′i =


−1, if gi = −1,

1, otherwise,
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and

Sg′ = {i ∈ {1, . . . , n} : gi = g′} .

Note that F (·, ·) is the empirical φ-risk of detectingH while R̂g(·, ·) is the empirical

(normalized) φ-risk of distinguishing betweenG = −1 andG = g. For convenience,

we call (5.11) the Empirical information and local di�erential PrIvaCy (EPIC)

optimization.

For a detailed explanation of how the above optimization framework is derived,

we refer the reader to Chapter 3. Brie�y, we seek to �nd pZ|X such that the

empirical risk for detecting G under any decision rule adopted by the fusion center

is above the information privacy threshold θ. The mapping pZ|X is also required

to satisfy εLD-local di�erential privacy in the constraint (5.11c).

From Theorem 3.1, for each εLD, by choosing θ appropriately, we can achieve

εI-information privacy for any εI > 0 under mild technical assumptions. However,

this trades o� the detection error rate for H. Therefore, we adopt the same two-

step procedure in Chapter 3:

(i) Determine the largest information privacy threshold θ∗ achievable under

additional constraints on pZ|X to ensure that the error rate of inferring H

remains reasonable. This is achieved through an iterative block Gauss-Seidel

method.

(ii) Set a r ∈ (0, 1), which we call the information privacy threshold ratio, set

θ = rθ∗ in (5.11b) and use an iterative block Gauss-Seidel method to solve

(5.11).

For the details of this two-step procedure, we again refer to Chapter 3. The only

di�erence with the procedure in Chapter 3 is that now we have the additional

linear inequality constraints (5.11c), which can be easily handled since each step

in the block Gauss-Seidel method remains as a convex optimization problem.
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5.5 Numerical Results

In this section, we carry out simulations to verify the performance of our proposed

approaches. We also perform experiments and comparisons on the OPPORTUNITY

Activity Recognition Data Set [92]. In our simulations, we consider binary public

hypothesis H and private hypothesis G. To evaluate the performance, we compute

the Bayes probability errors for detecting H and G since these are the minimum

detection errors any detector can achieve so that our results are oblivious to

the choice of learning method adopted by the fusion center. The Bayes error of

detecting H re�ects the utility of our method, while the Bayes error of detecting

G re�ects the inference privacy of the private hypothesis G. Data privacy of the

sensor t's observation X t is quanti�ed by the mutual information I(X t;Zt).

5.5.1 Parametric Case Study

Consider a network of 6 sensors and a fusion center. Suppose that X = {1, 2, . . . , 16}

and Z = {1, 2}. We set the correlation coe�cient between the public hypothesis

H and private hypothesis G to be 0.2. We assume that each sensor has identical

joint distribution as shown in Figure 4.2.

In Figure 5.5, we let the information privacy budget be �xed at εI = 0.01

and 0.18, and vary the local di�erential privacy budget εLD. We see that if εI

is small, ILL is better at inferring the public hypothesis H while achieving a

similar detection error for the private hypothesis G when compared to LIP. This is

because ILL �rst sanitizes the sensor observationsX for information privacy before

applying a local di�erential privacy mapping, which allows it better control over

sanitization of statistical information needed to inferG but keeping information for

inferring H. On the other hand, if εI is large, LIP infers H with better accuracy.

We also compare with the approach that uses only a local di�erential privacy

constraint (i.e., the information privacy constraint in (P0) is removed), which we

call Local Di�erential Privacy (LDP) in the left drawing in Figure 5.5. Without
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Figure 5.3: First stage privacy mapping at sensor 1 with ILL.

Figure 5.4: Second stage privacy mapping at sensor 1 with ILL.

any constraint on εI , we see that LDP gives poor information privacy protection

for G.

In Figure 5.6, we �x εLD = 0.07, while varying εI . We see that when εLD

is small, the Bayes error of detecting H is large regardless of the value of εI .

This aligns with our discussion after Theorem 5.1 that we should not use local
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Figure 5.5: Bayes error for detecting H and G under LIP and ILL for �xed privacy
threshold ratio r and varying local di�erential privacy budget εLD.

Figure 5.6: Bayes error for detecting H and G under LIP and ILL for �xed local
di�erential privacy budget εLD and varying εI .

di�erential privacy to achieve inference privacy for the private hypothesis G as

this approach also leads to a poor inference performance for the public hypothesis

H.

We next consider the case where sensor 1's observations are independent of
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(a) Mutual information I(H;Z) and (G;Z).

(b) Mutual information I(X1;Z1) and (X2;Z2).

Figure 5.7: Mutual information with εI = 0.15 and varying εLD for ILL, LIP, InP
and LDP.
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G with marginal conditional distribution under H same as the joint distribution

shown in Figure 4.2. All other sensors follow the distribution in Figure 4.2. In

Figure 5.7, we �x εI = 0.15 and vary εLD to illustrate the mutual information

between di�erent quantities. We also compare with the approach that uses only

an Information Privacy (InP) (i.e., the local di�erential privacy constraint in (P0)

is removed). From Fig. 5.7a, we observe that both ILL and LIP yield sanitized

information Z that have a high mutual information with the public hypothesis H,

and low mutual information with the private hypothesis G. However, with LDP

the mutual information I(H;Z) and I(G;Z) are both much higher compared to

other methods, since it does not protect the information privacy of G.

In Fig. 5.7b, we compare the mutual informations I(X1;Z1) and I(X2, Z2)

under di�erent privacy architectures. We see that I(X1;Z1) under ILL and LIP

are much lower than that under InP. In particular, InP does not achieve good data

privacy for X1 since the information privacy constraint only removes statistical

information in X1 related to G, which in this case is none as X1 is independent of

G. This example illustrates the need to include both inference and data privacy

constraints in our privacy mapping design. We also see that I(X2;Z2) under both

ILL and LIP is lower than that under InP, but converges to that of InP as εLD

becomes bigger.

5.5.2 Nonparametric Case Study: Simulations

In this subsection, we consider the nonparametric case where the underlying sensor

distributions are unknown. We perform simulations to provide insights into the

performance of our proposed EPIC approach in (5.11).

For simplicity, we use the count kernel in our simulations, which can be

computed with a time complexity of O(s|Y|). We choose the logistic loss function

as the loss function φ in our simulations.

Consider a network of 4 sensors and a fusion center. Each sensor observation

xti is generated according to Table 5.1, where nti is uniformly distributed over
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{−2,−1, 0,+1,+2}. The sensor observation space is X = {−5,−4, . . . , 5}, and

the local decision space is chosen to be Z = {1, 2}. Conditioned on (H,G), sensor

observations are independent of each other. We generate 40 i.i.d. training samples,

and apply our proposed approach on the training data to learn the privacy mapping

pZ|X .

(hi, gi) (−1,−1) (−1, 1) (1,−1) (1, 1)
xti −3 + nti −1 + nti 1 + nti 3 + nti

Table 5.1: Sensor observation for di�erent realizations of (H,G).

Figure 5.8: Bayes error for detecting H and G, and mutual information between
X1 and Z1 with di�erent local di�erential privacy budget εLD.

We �rst compare the performance of three methods: our proposed EPIC,

Nonparamatric Privacy-aware Optimization (NPO) a detection method with only

information privacy metric Chapter 3, and Local Di�erential Privacy (E-LDP) a

detection method with only local di�erential privacy metric (i.e., solving (5.11a)

without (5.11b)).

Fig. 5.8 demonstrates how εLD, the local di�erential privacy budget, a�ects the

inference privacy, data privacy and utility of these methods. In the simulation,

we �x the information privacy threshold ratio r = 0.999 when setting θ = rθ∗ in
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(5.11b), and the correlation coe�cient between H and G is 0.2. We observe that

when εLD is small, the performance of EPIC is close to the performance of E-LDP,

where the Bayes error rates of both hypotheses are close to 0.5. This is in line

with Theorem 5.1(vi): a small local di�erential privacy budget implies information

privacy for both hypotheses. With the increase of εLD, the performance of EPIC

approaches the performance of NPO, where the error rate of H is low, while that

for G is high. However, with E-LDP, the error rate of G also decreases with

increasing εLD, which leads to inference privacy leakage. When analyzing the

data privacy leakage, we �nd that I(X1;Z1) stays high with NPO, whereas EPIC

achieves a reasonable I(X1;Z1) by choosing εLD to be around 5.

Figure 5.9: Bayes error probability of detecting H and G with varying correlation
coe�cient between H and G.

Fig. 5.9 shows how the correlation between H and G a�ects their Bayes error

detection rate. For EPIC, we set εLD = 5, and for LDP, we �nd a local di�erential

privacy budget for each correlation coe�cient tested that achieves the same error

rate for G as in EPIC. We observe that for the same correlation coe�cient, the

error rate for H is higher in LDP compared to that in EPIC. This demonstrates

our claim that local di�erential privacy should not be used to imply information

privacy, as it can severely impact the detection error rate for H as well.
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5.5.3 Nonparametric Case Study: OPPORTUNITY Data

Set and Adult Data Set

We test our nonparametric EPIC framework on the OPPORTUNITY Activity

Recognition Data Set [92] and Adult Data Set [105] available at UCI Repository

[87], and compare its performance with RUCA [88], DCA [106] and MDR [89]. In

EPIC, we set the local decision space of each sensor to be Z = {1, 2}.

I

Data Preprocessing

In the OPPORTUNITY Activity Recognition Data Set, measurements from motion

sensors including on-body sensors, sensors attached to objects, and ambient sensors

like switches, are recorded while a person performs a series of typical daily activities.

In this experiment, our public hypothesis H is whether the person is standing or

walking, while the private hypothesis G is whether the person is touch a drawer or

dishwasher. We used data from the `S2-Drill' dataset, and sklearn [107] to select

s = 15 sensors that are the most correlated with our chosen labels. Since the sensor

reading is continuous, unsupervised discretization was applied to quantize each

continuous sensor reading to 10 levels. We randomly sampled n = 80 instances of

training data, and 3427 instances of testing data.

In the Adult Data Set, basic information of a certain population such as age,

work class, education, income, marriage status was collected. In this thesis, the

public hypothesis is income > 50K and income ≤ 50K and the private hypotheses

are married (`Married-civ-spouse', `Married-spouse-absent' and `Married-AFspouse'),

used to be married (`Separated', `Divorced' and `Widowed') and Never married

(Never-married). We selected age, workclass, education-num, race, sex as the

features, which represents sensor observationX in our problem formulation. Although

the data is not collected from sensor network, we can apply our method similarly

to demonstrate the performance of our proposed method. We discretized the

continuous data to 5 bins and perform one-hot encoding to categorical data. We
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select n = 120 instances of training data where both public and private hypotheses

are evenly distributed and 15050 testing data.

Comparison Benchmarks

As comparison benchmarks, we compare our method to the above-mentioned NPO

and E-LDP and the following additional methods:

1. NPO Chapter 3, which includes only information privacy.

2. The centralized approaches RUCA [88], DCA [106] and MDR [89], which

require that all sensors send their observations to a central data curator

that then applies an overall privacy mapping. Note that since the mapping

in RUCA, DCA and MDR are deterministic, they do not provide any local

di�erential privacy protection.

3. Sensors do not apply any privacy mapping and sends their raw observations,

i.e., Z = X. In this case, no local di�erential privacy protection is available,

while some information privacy maybe possible depending on the underlying

distribution pX|G. This serves as a benchmark to show the intrinsic error

probability achievable.

Similar to Chapter 3, to estimate the privacy budgets achieved by each method,

we compute

ε̂I = max
g∈G,z∈Zs

∣∣∣∣log
p̂G,Z(g, z)

p̂G(g)p̂Z(z)

∣∣∣∣ , (5.12)

ε̂LD = max
z∈Z,x,x′∈X ,t∈{1,...,s}

log
pt(z | x)

pt(z | x′)
(5.13)

as estimates for the information privacy and local di�erential privacy budgets

respectively. Here, p̂A(a) is the empirical probability of the event {A = a}. Note

that a smaller ε̂ implies stronger information privacy and a smaller ε̂LD implies

stronger local di�erential privacy. We see that ε̂LD = ∞ for RUCA, MDR, and

the case Z = X.
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Result and Discussion

From Table 5.2 and 5.3, we observe that EPIC achieves the lowest information

privacy and local di�erential privacy budgets compared to all the other benchmarks.

Compared to NPO, it has similar information privacy budget but signi�cantly

lower local di�erential privacy budget since NPO does not consider any data

privacy constraints. Compared to E-LDP, it has similar local di�erential privacy

budget, but a signi�cantly lower information privacy constraint. Due to the local

di�erential privacy constraint, we see that EPIC has the highest error rate for

detecting H amongst all the methods, which is the price it pays for having the

least privacy leakage.

Table 5.2: Detection errors using the OPPORTUNITY Activity Recognition Data
Set.

Detection Method H G ε̂I ε̂LD
EPIC (r = 0.99, εLD = 1) 10.91% 43.65% 0.46 0.81

NPO (r = 0.99) 10.53% 43.17% 0.47 2.22
E-LDP (εLD = 1) 10.09% 7.31% 8.58 0.91

MDR 12.56% 40.16% 1.02

∞

DCA 10.88% 42.62% 0.88
RUCA (ρp = 1) 10.23% 45.73% 0.67
RUCA (ρp = 100) 10.10% 43.01% 0.69
RUCA (ρp = 1000) 10.10% 43.78% 0.69

Z = X 10.05% 5.57% 9.14

Table 5.3: Detection errors using the Adult Data Set.

Detection Method H G ε̂I ε̂LD
EPIC (r = 0.99, εLD = 1) 37.69% 62.25% 0.79 0.93

NPO (r = 0.99) 37.67% 62.14% 0.82 2.36
E-LDP (εLD = 1) 36.11% 32.91% 9.48 0.97

MDR 37.57% 64.02% 1.68

∞

DCA 38.38% 56.33% 2.47
RUCA (ρp = 1) 41.24% 65.25% 1.61
RUCA (ρp = 100) 41.10% 64.14% 1.66
RUCA (ρp = 1000) 40.67% 65.86% 1.61

Z = X 34.05% 30.48% 15.33
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5.A Proof of Theorem 5.1

To show privacy non-guarantee, it su�ces to provide an example of a sequence

of joint distributions that do not satisfy De�nition 5.1. We �rst present such an

example that parts of the proof of Theorem 5.1 utilize.

Example 5.1. If the random variables U ∈ U and V ∈ V satisfy the joint

distribution as shown in Table 5.4, then we have

lim
α→0

I(V ;U) = lim
α→0

{
pV,U(0, 0) log

pV,U(0, 0)

pV (0)pU(0)
(5.14)

+
∑
i,j 6=0

pV,U(i, j) log
pV,U(i, j)

pV (i)pU(j)

}
= lim

α→0

{
α log

1

α
+ (1− α) log

1

1− α

}
(5.15)

= 0,

and

lim
α→0

pV,U(0, 0)

pV (0)pU(0)
= lim

α→0

1

α
=∞, (5.16)

max
v,u,u′

pV |U(v|u)

pV |U(v|u′)
=
pV |U(0|0)

pV |U(0|1)
=∞. (5.17)

pV,U
V

0 1 . . . |V| − 1

U

0 α 0 0 0
1 0

1−α
(|U|−1)(|V|−1)

... 0
|U| − 1 0

Table 5.4: The joint distribution of V and U , where α ∈ [0, 1].

We now proceed with the proof of Theorem 5.1.

(i-ii) These claims follow from [48, Theorem 3].

(iii-iv) For a �xed q, since pG,X,Z satis�es ε-di�erential privacy, for any z ∈
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Zs,g ∈ G, we have

pZ|G(z|g1)

pZ|G(z|g2)
≤ eqε,

for any g1,g2 ∈ G. Therefore, we have

e−qε ≤
pG|Z(g|z)

pG(g)
=

pZ|G(z|g)∑
g′ pZ|G(z|g′)pG(g′)

≤ eqε.

Thus pG,X,Z satis�es qε-information privacy. Together with (ii), we obtain

that pG,X,Z satis�es qε/ log 2-average information leakage.

If q → ∞, [48, Theorem 4] gives an example that shows di�erential

privacy does not guarantee average information leakage. Together with

(ii), it implies that di�erential privacy does not guarantee information

privacy.

(v) Substitute G for U and Z for V in Example 5.1, then we get from

(5.15) and (5.16), that average information leakage does not guarantee

information privacy. From (iii), we also obtain that average information

leakage does not guarantee di�erential privacy.

(vi) Since pG,X,Z satis�es ε-local di�erential privacy, for any x0,x ∈ X s, and

z ∈ Zs, we have

e−sεpZ|X(z|x0) ≤ pZ|X(z|x) ≤ esεpZ|X(z|x0).

Then for any g1,g2 ∈ G, z ∈ Zs, we have

pZ|G(z|g1)

pZ|G(z|g2)

=

∑
x∈X s pZ|X(z|x)pX|G(x|g1)∑
x∈X s pZ|X(z|x)pX|G(x|g2)

≤
∑

x∈X s e
sεpZ|X(z|x0)pX|G(x|g1)∑

x∈X s e
−sεpZ|X(z|x0)pX|G(x|g2)
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=e2sε,

from which we obtain

e−2sε ≤
pG|Z(g|z)

pG(g)
=

pZ|G(z|g)∑
g′ pZ|G(z|g′)pG(g′)

≤ e2sε,

any g ∈ G and z ∈ Z.

(vii-viii) Suppose for any x ∈ X s,g ∈ G, pX|G(x|g) = 1
|X |s . Then, pX|G(x|g)/pX(x) =

1, and

pZ|G(z|g)

pZ(z)
=

∑
x pZ|X(z|x)pX|G(x|g)∑

x pZ|X(z|x)pX(x)
= 1,

for all privacy mappings pZ|X . Therefore, pG,X,Z satis�es 0-information

privacy but does not guarantee local di�erential privacy and mutual

information privacy as pZ|X can be chosen arbitrarily.

(ix) Substitute X for U and Z for V in Example 5.1. From (5.15), there is

a sequence of distributions (pαG,X,Z)α≥0 satisfying εα-mutual information

privacy with εα → 0 as α→ 0. Choose a g0 ∈ G, and let

pX|G(x|g0) =


α, if x = 0

(1− α)/(|X |s − 1), otherwise.

For other g ∈ G, with g 6= g0, we let pX|G(x|g) = 1
|X |s for all x ∈ X

s. We

also let G to be uniformly distributed. Then, we have

pZ|G(0|g0) =
∑
x

pZ|X(0|x)pX|G(x|g0)

= pZ|X(0|0)pX|G(0|g0)

= α,
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since pZ|X(0|0) = 1 from Example 5.1. For g 6= g0, we also have

pZ|G(0|g) =
∑
x

pZ|X(0|x)pX|G(x|g)

=
1

|X |s
,

and

pZ(0) =
α + |G|−1

|X |s

|G|
.

Therefore, we have

lim
α→0

pZ|G(0|g0)

pZ(0)
=

α|G|
α + |G|−1

|X |s
= 0,

which indicates that εI → ∞ as α → 0. This proves that mutual

information privacy does not guarantee information privacy.

(x) Since I(G;Z|X) = 0, we have 0 ≤ I(Z;G) = I(X;Z) − I(X;Z|G) ≤

I(X;Z), and the claim follows immediately.

(xi) If pG,X,Z satis�es ε-local di�erential privacy, then
pZ|X(z|x1)

pZ|X(z|x2)
≤ esε, for any

x1,x2 ∈ X s. The proof then proceeds similarly as that for (iv).

(xii) Substitute X for U and Z for V in Example 5.1. From (5.15) and (5.17),

we conclude that mutual information privacy does not guarantee local

di�erential privacy.

(xiii-xiv) These claims follow since for any z ∈ Zs, x ∼ x′ ∈ X s, we have

pZ|X(z|x)pX(x)

pZ|X(z|x′)pX(x′)
=
pX|Z(x|z)

pX|Z(x′|z)
.

The proof of the theorem is now complete.
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Conclusion and Future Work

In this thesis, we have investigated privacy preservation in wireless sensor network.

We aim to prevent the fusion center from disclosing the private information while

still enabling it to perform accurate detection of the public hypothesis of interest.

In Chapter 3, information privacy is the protection against statistical inference

of a private phenomenon. We proved that for a binary hypothesis, ensuring that

the average of its Type I and II errors is large, is su�cient to guarantee information

privacy. We proposed a nonparametric privacy-aware optimization framework to

�nd sensor privacy mappings that can limit the fusion center's detection rate

of a private hypothesis, without signi�cantly compromising the detecting ability

of the public hypothesis. We proved a theoretical guarantee of weak information

privacy for our proposed framework, and proposed iterative algorithms to solve the

proposed optimization problem. Our approach is suitable for Internet of Things

(IoT) networks in which every sensor operates independently of the others.

In Chapter 4, we have developed an approach to achieve information privacy

for an uncertainty set of private hypotheses in a decentralized detection framework.

We provided bounds for the utility of detecting the public hypothesis. We introduced

the concept of a Most Favorable Hypothesis (MFH) of the uncertainty set of private

hypotheses, and showed how to �nd a MFH, which allows us to transform the

information privacy constraint into a more tractable metric that uses the average
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of the Type I and II error probabilities of detecting the MFH. We proposed a block

nonlinear Gauss-Siedel method (GS) algorithm to �nd the local privacy mappings

at each sensor. Simulations indicate that our approach produces higher error in

detecting the private hypotheses, while maintaining a reasonably low error for

detecting the public hypothesis.

In Chapter 5, we have introduced the concept of privacy implication and non-

guarantee to study the relationships between di�erent inference and data privacy

metrics. We showed that information privacy and local di�erential privacy are

some of the strongest inference privacy and data privacy metrics, respectively.

We considered the problem of preserving both information privacy of a private

hypothesis and data privacy of the sensor observations in a decentralized network

consisting of multiple sensors and a fusion center, whose task is to infer a public

hypothesis of interest. In the parametric case, we proposed two di�erent privacy

mapping architectures, and showed that both achieve information privacy and

local di�erential privacy to within the prede�ned budgets. In the nonparametric

case, we proposed an empirical privacy optimization approach to learn the privacy

mappings from a given training set. Simulations and tests on real data suggest that

our proposed approaches achieve a good utility while protecting both inference and

data privacy.

In this thesis, we have considered only sensor observations from a single time

instance. An interesting future research direction is to generalize our approach to

sensor observations over multiple time instances in a dynamic system model.
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The following is a list of publications in refereed journals and conference proceedings

produced during my Ph.D. candidature. In some cases, the journal papers contain

partial material overlapping with the conference publications.

Journals:

1. M. Sun, W. P. Tay, and X. He, �Toward information privacy for the internet

of things: A nonparametric learning approach," IEEE Trans. Signal Process.,

vol. 66, no. 7, pp. 1734�1747, April 2018.

Conference:

1. M. Sun, and W. P. Tay, �Privacy-preserving Nonparametric Decentralized

Detection," in Proc. IEEE Int. Conf. Acoustics, Speech, and Signal Processing,

Shanghai, 2016, pp. 6270�6274.

2. M. Sun, and W. P. Tay, �Inference and data privacy in IoT networks,"

Proc. IEEE Workshop on Signal Processing Advances in Wireless Commun,

Sapporo, 2017, pp. 1�5.

3. X. He, W. P. Tay andM. Sun, �Privacy-aware decentralized detection using

linear precoding," in Proc. IEEE Sensor Array and Multichannel Signal

Processing Workshop, Rio de Janeiro, 2016, pp. 1�5.
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2018.
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