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Privacy-Preserving User Profile Matching
in Social Networks
Xun Yi, Elisa Bertino, Fang-Yu Rao, Kwok-Yan Lam, Surya Nepal and Athman Bouguettaya
Abstract—In this paper, we consider a scenario where a user queries a user profile database, maintained by a social networking service
provider, to identify users whose profiles are similar to the profile specified by the querying user. A typical example of this application is
online dating. Most recently, an online data site, Ashley Madison, was hacked, which results in disclosure of a large number of dating
user profiles. This data breach has urged researchers to explore practical privacy protection for user profiles in a social network. In this
paper, we propose a privacy-preserving solution for profile matching in social networks by using multiple servers. Our solution is built on
homomorphic encryption and allows a user to find out matching users with the help of multiple servers without revealing to anyone the
query and the queried user profiles in the clear. Our solution achieves user profile privacy and user query privacy as long as at least one of
the multiple servers is honest. Our experiments demonstrate that our solution is practical.
Keywords—User profile matching, data privacy protection, ElGamal encryption, Paillier encryption, homomorphic encryption
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I NTRODUCTION

Matching two or more users with related interests is an
important and general problem, applicable to a wide range
of scenarios including job hunting, friend finding, and dating
services. Existing on-line matching services require participants
to trust a third party server with their preferences. The matching
server has thus full knowledge of the users’ preferences, which
raises privacy issues, as the server may leak (either intentionally,
or accidentally) users’ profiles.
When signing up for an online matching service, a user
creates a “profile” that others can browse. The user may
be asked to reveal age, sex, education, profession, number
of children, religion, geographic location, sexual proclivities,
drinking behavior, hobbies, income, religion, ethnicity, drug
use, home and work addresses, favorite places. Even after an
account is canceled, most online matching sites may retain
such information.
Users’ personal information may be re-disclosed not only
to prospective matches, but also to advertisers and, ultimately,
to data aggregators who use the data for purposes unrelated
to online matching and without customer consent. In addition,
there are risks such as scammers, sexual predators, and
reputational damage that come along with using online matching
services.
Many online matching sites take shortcuts with respect to
safeguarding the privacy and security of their customers. Often,
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they use counterintuitive “privacy” settings, and their data
management systems have serious security flaws.
In July 2015, “The Impact Team” group stole user data
from Ashley Madison, a commercial website billed as enabling
extramarital affairs. The group then threatened to release
users’ names and personally identifying information if Ashley
Madison was not immediately shut down. On 18 and 20 August
2015, the group leaked more than 25 gigabytes of company
data, including user details. Because of the site’s policy of
not deleting users’ personal information, including real names,
home addresses, search history and credit card transaction
records, many users feared being publicly shamed. On 24
August 2015, Toronto police announced that two unconfirmed
suicides had been linked to that data breach.
Such a data breach has raised growing concerns amongst
users on the dangers of giving out too much personal information. Users of these services also need to be aware of data
theft. A main challenge is thus how to protect privacy of user
profiles in social networks. So far, the best solution is through
encryption, i.e., users encrypt their profiles before uploading
them onto social networks. However, when user profiles are
encrypted, it is challenging to match the users with the similar
profiles.
In this paper, we consider a scenario where a user queries a
user profile database, maintained by a social networking service
provider, to find out some users whose profiles are similar to
the profile specified by the querying user. A typical example of
this application is online dating. We give a privacy-preserving
solution for user profile matching in social networks by using
multiple servers.
Our basic idea can be summarized as follows. Before
uploading his/her profile to a social network, each user encrypts
the profile by a homomorphic encryption scheme with the
common encryption key. Therefore, even if the user profile
database falls into the hand of a hacker, the hacker can only
get the encrypted data. When a user wishes to find people
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in the social network, the user encrypts his/her preferred user
profile and a dissimilarity threshold and submits the query to the
social networking service provider. Based on the query, multiple
servers, which secretly share the decryption key, compare the
preferred user profile with each record in the database. If
the dissimilarity is less than the threshold, the matching user’
contact information is returned to the querying user.
Our main contributions include
1) We formally define the user profile matching model, the
user profile privacy and the user query privacy.
2) We give a solution for privacy-preserving user profile
matching for a single dissimilarity threshold and then
extend it for multiple dissimilarity thresholds.
3) We perform security analysis on our protocols. If at
least one of multiple servers is honest, our protocols
achieve user profile privacy and user query privacy.
4) We conduct extensive experiments on a real dataset
to evaluate the performance of our proposed protocols
under different parameter settings. Experiments show
that our solutions are practical and efficient.
This paper extends our previous work [32] as follows.
1) In our previous work, we use a variant ElGamal
encryption scheme [33] as the underlying homomorphic
encryption scheme, which assumes the two prime factors
of the modulus are public parameters. Rao [22] has
found a security flaw in the encryption scheme, that
is, an attacker may decrypt the ciphertexts without the
decryption key. In this paper, we fix the security flaw
by keeping the factorization of the modulus secret.
2) In our previous work, the user profile data is shared by
all matching servers and therefore each matching server
is required to maintain a user profile database. In this
paper, we keep the user profile data in the social service
provider only and therefore each matching server does
not need to maintain any user profile database.
3) In our previous work, a query user can specify only one
dissimilarity threshold for user matching. In this paper,
we allow the query user to specify multiple dissimilarity
thresholds for user matching.
4) In our previous work, user profile matching is based
on numerical attributes only. In this paper, we extend
our solution to user profile matching with categorical
attributes.
5) In this paper, we enhance the security and performance
of the private sharing and multiplication algorithms in
our previous work. In addition, we provide two new
collaborative algorithms for encryption and decryption.
The rest of the paper is organized as: Section 2 surveys related
work. Section 3 introduces preliminaries. Section 4 describes
our model for privacy-preserving user profile matching. Sections
5 and 6 present our solutions. Sections 7 and 8 present the
security and performance analysis. The last section concludes
the paper.
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R ELATED W ORK

In 2003, Agrawal et al. [1] gave a solution for private two-party set-intersection problem, where if one party

P1 inputs X = {x1 , x2 , · · · , xn } and the other party
P2 inputs Y = {y1 , y2 , · · · , yn }, one party learns X ∩
Y and nothing else and the other party learns nothing.
Their solution is based on commutative encryption with
the property: Ek1 (Ek2 (x)) = Ek2 (Ek1 (x)), where k1 , k2
are known to P1 and P2 , respectively. The idea is: P1
(P2 ) encrypts its inputs X (Y ) with its key k1 (k2 ), denoted as Ek1 (X) (Ek2 (Y )) and exchanges them. Next, P1
sends a pair (Ek2 (Y ), Ek1 (Ek2 (Y ))) to P2 , which computes
Ek2 (Ek1 (X))), compares it with (Ek2 (Y ), Ek1 (Ek2 (Y ))) and
decrypts Ek2 (y) if Ek2 (Ek1 (x)) = Ek1 (Ek2 (y)). Then Vaidya
et al. [28] extended such a solution to n-party setting. Arb et
al. [2] applied this idea to detect friend-of-friend in MSN.
In 2004, Freedman et al. [9] gave a solution for private twoparty set-intersection problem based on polynomial evaluation.
The idea is: P1 defines a polynomial P (y) = (x1 − y)(x2 −
y)...(xn − y) and sends to P2 homomorphic encryptions of
the coefficients of this polynomial. P2 uses the homomorphic
properties of the encryption system to evaluate the polynomial
at each of his inputs and then multiplies each result by a
fresh random number r to get an intermediate result, and
adds to it an encryption of the value of his input, i.e., P2
computes E(rP (y) + y). Therefore, for each of the elements
in the intersection of the two parties’ inputs, the result of
this computation is the value of the corresponding element,
whereas for all other values the result is random. In 2005,
Kissner and Song [19] gave an improved solution that enables
set-intersection, cardinality set-intersection, and over-threshold
set-union operations on multisets. Later, Sang et al.[23], Ye
et al. [31] and Dachman-Soled et al. [7] further improved and
extended these solutions. In 2007, Li and Wu [17] proposed an
unconditionally secure protocol for multi-party set intersection.
Their idea is similar to Kissner and Song [19], while the inputs
are shared among all parties using secret sharing [25], and
computations are executed on those shares. In 2010, Narayanan
et al. [20] proposed an improved solution. All these solutions
are based on polynomial evaluation.
In 2008, Hazay and Lindell [13] proposed a solution for the
private two-party set-intersection problem, where one party P1
with a set X inputs the key k to a pseudorandom function
F and another party P2 with a set Y inputs the elements
of its set. At the end, P2 holds the set Fk (y)y∈Y while P1
has learned nothing. Then, P1 just needs to locally compute
the set Fk (x)x∈X and send it to P2 . By comparing which
elements appear in both sets, P2 can learn the intersection (but
nothing more). Their solution needs to compute a large number
of exponentiations. In 2009, Jarecki and Liu [16] proposed
a solution to improve the efficiency. In 2010, Cristofaro and
Tsudik [6] proposed a solution based on blind RSA signatures
[5]. The server computes (H(xj ))d for the client obliviously,
where xj ’s are client’s inputs and d is server’s one-time RSA
signing key. Their solution is more efficient than previous
solutions. All these solutions are based on pseudorandom
functions.
In 2010, Yang et al. [29] proposed the E-SmallTalker
scheme for matching people’s interests before initiating a
small-talk. E-SmallTalker considers n potential communication
users U1 , U2 , · · · , Un , each having a set of interests Ai =
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{ai,1 , ai,2 , · · · , ai,ni }. It allows each user Ui to discover the
identical interests in both Ai and Aj (1 ≤ i, j ≤ n, i 6= j)
and the corresponding user Uj if there are identical interests
between Ai and Aj . E-SmallTalker is based on Bloom filter
[3]. An empty Bloom filter is a bit array of m bits, all set to
0. There must also be k different hash functions defined, each
of which maps or hashes some set element to one of the m
array positions with a uniformly random distribution. To add
an element, one feeds it to each of the k hash functions to get
k array positions and sets the bits at all these positions to 1. To
query for an element (test whether it is in the set), one has to
feed it to each of the k hash functions to get k array positions.
If any of the bits at these positions is 0, the element is definitely
not in the set - if it were, then all the bits would have been set to
1 when it was inserted. If all are 1, the element is in the set with
certain probability. In 2011, Li et al. [18] proposed the FindU
scheme for profile matching in mobile social networks. FindU
is based on private set-intersection techniques. However, FindU
is more efficient because it uses secure multi-party computation
based on polynomial secret sharing [25].
In 2011, Huang et al. [15] proposed a privacy-preserving solution for biometric matching, where the server holds a database
{vi , pi }ni=1 (vi denotes the biometric data corresponding to
some identity profile pi ), and the client who holds a biometric
reading v 0 wants to learn the identity pj for which vj is the
closets match to v 0 with respect to some metric (e.g., Euclidean
distance), assuming this match is within some distance threshold
δ. The idea is using Yao’s garbled circuit technique [30] to
perform the matching. Each gate of a circuit is associated with
four ciphertexts (a garbled table) by one party. The collection
of garbled tables (the garbled circuit) is sent to another party,
who uses information obtained by oblivious transfer to learn the
output of the function on the parties’ inputs. This work is most
related to our work. The major difference is that we assume
the database is encrypted while they assume the database to
be in cleartext.
In 2012, Shahandashti et al. [24] proposed a private fingerprint matching protocol that compares two fingerprints.
The protocol enables two parties, each holding a private
fingerprint, to find out if their fingerprints belong to the same
individual. The main building block of their construction
P is thek
aided computation. Consider a polynomial P (x) =
ak x
and a homomorphic encryption algorithm E for which Alice
knows the decryption key. It is known that given {E(ak )}nk=1
and x, the homomorphic property of E enables Bob to
compute E(P (x)). Aided computation, on the other hand,
enables Bob to compute E(P (x)) given {ak }nk=1 and E(x).
A simplified description of their protocol is as follows. Let
{pi }ni=1 and {p0j }m
j=1 denote Alice’s and Bob’s fingerprint
minutiae, respectively. They use the properties of homomorphic
encryption schemes to privately calculate and compare the
Euclidean distance and angular difference for each pair of
minutiae (pi , p0j ) to given thresholds. Their protocol enables
Bob to calculate E(zij ) for each pair (pi , p0j ), such that zij is
zero if the two minutiae match and non-zero otherwise. Then,
using the aided computation idea, Bob calculates E(R(zij )),
where R is a polynomial that maps zero to one and non-

P
zero values to zero. Let σ =
R(zij ), where σ equals the
total number of minutia matchings. Using the homomorphic
property of the encryption scheme E(σ) can be calculated
by Bob. Finally, the homomorphic property can be used to
finalize the protocol and let Alice find out if σ is greater than
or equal to a threshold τ or not. This work is also related to
our work. The difference is that we assume the stored user
data is encrypted while they assume two parties, each holding
a private fingerprint in cleartext.
Most recently, Sun et al. [27] proposed privacy-preserving
distance-aware encoding mechanisms to compare numerical
values in the anonymous space. This work is also related to
our work. The difference is that we encrypt the original data
while they embed the original data into an anonymous space.
Our work is also closely related to homomorphic encryption,
a form of encryption that allows computation on ciphertexts,
generating an encrypted result which, when decrypted, matches
the result of the operations as if they had been performed on
the plaintext. The purpose of homomorphic encryption is to
allow computation on encrypted data. Typical homomorphic
encryption schemes include the ElGamal [8], GoldwasserMicali [11], Paillier [21] schemes, which support either addition
or multiplication on encrypted data, and the Boneh-GohNissim [4] scheme, which supports arbitrary additions and one
multiplication (followed by arbitrary additions) on encrypted
data. Fully homomorphic encryption schemes, e.g., the Gentry
scheme [10], supports arbitrary computation on encrypted data,
but has not become practical so far.

3

P RELIMINARIES

3.1 ElGamal Encryption
Our protocol is based on the ElGamal encryption scheme, which
is introduced in this section.
The ElGamal encryption scheme consists of key generation,
encryption, and decryption algorithms as follows.
• Key Generation: On input a security parameter k, it
publishes a multiplicative cyclic group G of prime order
q with a generator g, such that discrete logarithm problem
over the group G is hard. Then it chooses a private key
x randomly from Z∗q = {1, 2, · · · , q − 1} and computes
a public key y = g x . The private key x is kept secret
while the public key y can be known to everyone.
• Encryption: On inputs a message m ∈ G and the public
key y, it chooses an integer r randomly from Z∗q and
outputs a ciphertext C = E(m) = (A, B), where A = g r
and B = m · y r .
• Decryption: On inputs a ciphertext (A, B), and the private
key x, it outputs the plaintext m = D(C) = B/Ax .
3.2 Conditional Gate
A conditional gate [26] allows n (≥ 2) parties to multiply two
encrypted values a and b without disclosing a and b, as long
as a is restricted to a two-valued domain. It can be realized by
the distributed ElGamal cryptosystem.
Assume the same setting as distributed ElGamal cryptosystem
[32]. Let E(g a ), E(g b ) denote ElGamal encryptions, with a ∈
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4.1 Our Model
Our model considers a social networking service environment
with users and servers. Our model with one user, one database
(DB) server and n matching servers is illustrated in Fig. 1.
In our model, all users stores their profiles in the DB server in
the service provider. User profile attributes are either sensitive
or insensitive. We consider protection of sensitive attributes
only. In addition, user profile attributes are either numeric (e.g.,
income) or categorical (e.g., address). We consider numeric
attributes only in this paper except in Section 6.2.
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Fig. 1: Our Model for Privacy-Preserving User Profile Matching

{−1, 1} and b ∈ Zq , the n server jointly compute W = E(g ab )
using the conditional gate as follows1 .
• Let U0 = E(g a ) and V0 = E(g b )
• For i = 1, 2 · · · , n, the server Si takes Ui−1 and Vi−1 as
ri
ri
input and outputs Ui = RE(Ui−1
) and Vi = RE(Vi−1
),
where ri is randomly chosen from {−1, 1} and RE stands
for re-encryption.
Qn
• The n servers jointly decrypt Un to obtain g a i=1 ri .
Because
a, ri ∈ {−1, 1}, it is easy to know a0 =
Qn
a i=1 ri ∈ {−1, 1}.
0
• Let W = Vna .
The conditional gate correctly computes E(g ab ) because
0

Vna = E(g b

Qn

i=1

ri a0

)

Qn

= E(g ab(

i=1

ri ) 2

) = E(g ab ).

Based on the conditional gate, the n servers can jointly
compute E(g ab ) given E(g a ) and E(g b ) for a, b ∈ {0, 1} as
follows.
−1

−1

E(g ab ) = E(g ((2a−1)b+b)2 ) = (E(g (2a−1)b )E(g b ))2 .
Note that 2a − 1 ∈ {−1, 1} when a ∈ {0, 1} and E(g (2a−1)b )
can be computed with the conditional gate as above.
Furthermore, given encrypted bit representations E(x) =
(E(g xm−1 ), · · · , E(g x1 ), E(g x0 )) and E(y) = (E(g ym−1 ), · · · ,
E(g y1 ), E(g y0 )) of two numbers x and y, the n servers can
jointly compute encrypted bits of x + y, given by E(z) = E(x +
y) = (E(g cm−1 ), E(g zm−1 ), · · · , E(g z1 ), E(g z0 )) as follows:
E(g ci ) = E(g xi yi )E(g xi ci−1 )E(g yi ci−1 )E(g −2xi yi ci−1 ),
E(g zi ) = E(g xi )E(g yi )E(g ci−1 )E(g −2ci ),
for i = 0, 1, · · · , m−1, where c−1 = 0. We denote E(x+y) =
E(x)  E(y).
Yao [30] garbled circuit allows two parties, each having a
private input bit, compute the product of their private inputs.
However, it is restricted to two parties only, whereas the
conditional gate allows more than two parties to compute the
product of their private inputs.
1. The interested reader is referred to [26] for the detailed description of
the protocol.

4.2 Dissimilarity Definitions
Definition 1 (Dissimilarity Definition for Single Attribute).
For any numerical attribute A, the dissimilarity between two
users U and U 0 with A = a and A = a0 , respectively, is defined
as dA (U, U 0 ) = (a − a0 )2 , where a, a0 are integers.
Definition 2 (Dissimilarity Definition for Multiple Attributes). Assume that A1 , A2 , · · · , Am are m numerical
attributes for user profile, the dissimilarity
Pm between two users
U and U 0 is defined as d(U, U 0 ) = i=0 dAi (U, U 0 ).
For a user who queries the user profile database, different
attributes may have different impacts on the dissimilarity. Some
attributes may be more important for the dissimilarity than other
attributes. We introduce the concept of weight to measure the
importance of an attribute to the dissimilarity. The weight for
an attribute is an integer more than or equal to 0. It is specified
by a user who queries the database.
Definition 3 (Weighted Dissimilarity Definition for Multiple
Attributes). Assume that A1 , A2 , · · · , Am are m numerical
attributes for user profile and the weight of attribute Ai is wi .
0
The weighted dissimilarity
Pm between two users U and U is
defined as d(U, U 0 ) = i=0 wi dAi (U, U 0 ).
4.3 Security Definitions
To protect the user profile privacy, the ElGamal encryption is
used. At first, each matching server Si generates its ElGamal
public/private key pair (pki , ski ). The commonQpublic key of
n
the social networking service is set to P K = i=1 pki .
According to the common public key P K, a user encrypts
each attribute of his profile along with his contact information
and sends the encrypted profile to the DB server, which stores
them in a user profile database. The encrypted profile can be
decrypted only by the cooperation of the n matching servers.
To find users with similar profiles, a user specifies a profile,
encrypts and submits it along with a dissimilarity threshold to
the social networking service provider.
The n matching servers cooperate to find the matching users
from the user profile database according to the user profile
and the dissimilarity threshold and then return the contact
information of the matching users with dissimilarity less than
the threshold to the querying user.
Considering m attributes A1 , A2 , · · · , Am for user profile,
we formally define the above process with a user profile
matching protocol, composed of four algorithms as follows.
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Profile Generation (PG): Takes as input the common public key P K of the social networking service, the profile a1 , a2 , · · · , am of the user, (the user)
outputs an encrypted profile P , denoted as P =
PG(P K, a1 , a2 , · · · , am ). The encrypted profile P is
submitted to the social networking service provider and
stored in the user profile database DB.
(2) Query Generation (QG): Takes as input the common
public key P K of the social networking service, the
profile a1 , a2 , · · · , am specified by the user, the corresponding wights w1 , w2 , · · · , wm , and the dissimilarity
threshold δ, (the user) outputs a query Q, denoted as
Q = QG(P K, a1 , w1 , a2 , w2 · · · , am , wm , δ), which is
submitted to the social networking service provider.
(3) Response Generation (RG): Takes as input the
query Q, the user profile database DB, and the
private keys sk1 , sk2 , · · · , skn , (the n matching
servers) outputs a response R, denoted as R =
RG(Q, DB, sk1 , sk2 , · · · , skn ). The response R, containing the contact information of the first t matching
users in DB, is then returned to the user, where t is
either fixed or specified by the user in Q.
(4) Response Retrieval (RR): Takes as input the response
R, (the user) outputs the first t matching users in DB.
(1)

A user profile matching protocol is correct if the response R
lists the contact information of the first t0 matching users with
the dissimilarity less than the threshold δ, where t0 = min(t, T )
and T denotes the total number of matching users in DB.
Now, we formally define user profile privacy with a game
as follows.
Given the common public key P K, consider the following
game between an adversary A and a challenger C. The game
consists of the following steps:
The adversary A chooses two user profiles
(a01 , a02 , · · · , a0m ) and (a11 , a12 , · · · , a1m ) and
sends them to the challenger C.
(2) The challenger C chooses a random bit b ∈ {0, 1},
and executes the Profile Generation (PG) to obtain an
encrypted profile Pb = PG(P K, ab1 , ab2 , · · · , abm ), and
then sends Pb back to the adversary A.
(3) The adversary A can experiment with the code of Pb
in an arbitrary non-black-box way, and finally outputs a
bit b0 ∈ {0, 1}.
(1)

The adversary wins the game if b0 = b and loses otherwise.
We define the adversary A’s advantage in this game to be
AdvA (k) = |Pr(b0 = b) − 1/2| where k is the security
parameter.
Definition 4 (User Profile Privacy Definition). In a user
profile matching protocol, the user has profile privacy if for
any probabilistic polynomial time (PPT) adversary A, we have
that AdvA (k) is a negligible function, where the probability is
taken over coin-tosses of the challenger and the adversary.
User profile privacy ensures that the attacker cannot determine the profile of the user even if some matching servers are
compromised by the attacker.
Next, we formally define user query privacy with a game

as follows: Given the common public key P K, consider the
following game between an adversary A, and a challenger C.
The game consists of the following steps:
(1) The adversary A chooses two user profiles
(a01 , a02 , · · · , a0m ) with corresponding weights
(w01 , w02 , · · · , w0m ) and a dissimilarity threshold δ0 ,
and (a11 , a12 , · · · , a1m ) with corresponding weights
(w11 , w12 , · · · , w1m ) and another dissimilarity threshold
δ1 , and sends them to the challenger C.
(2) The challenger C chooses a random bit b ∈ {0, 1}, and
executes the Query Generation (QG) to obtain a query
Qb = QG(P K, ab1 , wb1 , ab2 , wb2 , · · · , abm , wbm , δb ),
and then sends Qb back to the adversary A.
(3) The adversary A can experiment with the code of Qb
in an arbitrary non-black-box way, and finally outputs a
bit b0 ∈ {0, 1}.
The adversary wins the game if b0 = b and loses otherwise.
We define the adversary A’s advantage in this game to be
AdvA (k) = |Pr(b0 = b) − 1/2| where k is the security
parameter.
Definition 5 (User Query Privacy Definition). In a user
profile matching protocol, the user has user query privacy if for
any probabilistic polynomial time (PPT) adversary A, we have
that AdvA (k) is a negligible function, where the probability is
taken over coin-tosses of the challenger and the adversary.
User query privacy ensures that the attacker cannot determine
the query of the user even if some matching servers are
compromised by the attacker.

5 U SER P ROFILE M ATCHING P ROTOCOL
5.1 Initialization
We will use the ElGamal encryption scheme [8] and choose
the public parameters on the basis of the Paillier encryption
scheme [21].
On input a security parameter k, the system generates two
large distinct primes p and q and computes N = pq and
g = (1 + N )p rN (mod N 2 ) for a randomly chosen integer
r ∈ {2, 3, · · · , N 2 − 1}, such that (g − 1)/N is not an integer,
then publishes (N, g) and erase p and q from the memory. Note
that (N, g) can be privately generated by multiple parties as
described in [14] such that no one knows p and q if at least one
party can be trusted, or by the Intel Software Guard Extensions
(Intel SGX). Anyone can check if (g − 1)/N is an integer.
Based on the public parameters (N, g), each matching
server Si chooses a private key SKi randomly from Z∗ρ =
{1, 2, · · · , ρ − 1}, where ρ is a large integer less than N , and
computes and publishes a public key P Ki = g SKi (mod N 2 )
and a zero-knowledge proof of knowledge of SKi . Let the
common
Qnpublic key of the social networking service be
P K = i=1 P Ki (mod N 2 ).
According to the common public key P K and the public parameters (N, g), each user Ui encrypts his profile
(ai1 , ai2 , · · · , aim ) as follows,
a
a
E(g1 ij ) = (g rij (mod N 2 ), g1 ij P K rij (mod N 2 ))
where rij is randomly chosen from Z∗ρ and g1 = N + 1. We
assume that |aij |  N .
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In the same way, the user Ui also encrypts
(a2i1 , a2i2 , · · · , a2im ). In addition, the user Ui encrypts
his contact information CIi , e.g., email address or mobile
phone number, where we assume that the size of the binary
representation of CIi is less than the size of N , i.e., CIi < N .
Then the user Ui submits 2
a
a2
E(g1CIi ), E(g1ai1 ), E(g1 i1 ), · · · , E(g1aim ), E(g1 im )
to the social networking service provider, which stores them
in the user profile database DB.
The database DB containing l users’ profiles is a set
a2
a
DB = {E(g1CIi ), [E(g1 ij ), E(g1 ij )]1≤j≤m |1 ≤ i ≤ l}.
Since the user profiles are encrypted by the common public
key P K, nobody knows the user profiles unless the n matching
servers in the social network collude. But we assume that at
least one out of the n servers is trusted not to collude with
other servers to attack the user profiles. Therefore, the privacy
of the user profiles can be protected.
5.2

Private User Profile Matching

When a user U wishes to find matching users from the social
network, he specifies his preferred profile attributes A1 =
a1 , A2 = a2 , · · · , Am = am , and the corresponding weights
w1 , w2 , · · · , wm , and the dissimilarity threshold δ. We assume
that all wj are integers between 0 and 2`w −1 and δ is an integer
between 0 and 2`δ −1, where `w and `δ are the bit-length of wj ’s
and δ, respectively. In addition, based on the public parameters
(N, g), the user U randomly chooses the private key SKU from
Z∗ρ and computes the public key P KU = g SK (mod N 2 ).
Then the user U generates a query
Q = {E(g1a1 ), E(g1w1 ), · · · , E(g1am ), E(g1wm ), E(g1δ ), P KU }
and submits Q to the social networking service provider.
After receiving the query Q from the user U , the n matching
servers cooperate to find matching users from the database DB
in four steps as follows.
Private Sharing of Query. Given an encryption of g1x , i.e.,
E(g1x ), assume that the absolute value of x is smaller than L,
where L = 2`x +`  N , `x is the bit-length of x, and ` is a
sufficiently large statistic security parameter to mask x, e.g.,
the values of attributes, weights, and thresholds, etc., the n
matching servers can cooperate to privately share x by running
Algorithm 1.
Algorithm 1 Private Sharing (PS) (n Servers)
E(g1x ), N, g, P K

Input:
(public), S1 : SK1 , S2 : SK2 , · · · ,
Sn , SKn (private)
P
Output: S1 : x1 , · · · , Sn : xn such that n
k=1 xi = x.
x
1: let (A, B) = E(g1 )
2: for k = 1 to n − 1 {
3: The server Sk randomly chooses an integer xk from (−L, L),
x
computes (g1 k ASKk )−1 (mod N 2 ) and sends it to the server Sn .
4: }
5: Sn computes
xn = [B

n−1
Y

(g1 k ASKk )−1 /ASKn (mod N 2 ) − 1]/N
x

k=1

6: return S1 : x1 , S2 : x2 , · · · , Sn : xn

TheoremP1 (Private Sharing Correctness). In Algorithm 1,
n
we have k=1 xk = x.
Proof. Assume A = g r and B = g1x P K r for a random integer
r, we have
B

n−1
Y

(g1xk ASKk )−1 /ASKn

k=1
n
P
Y
x− n−1
k=1 xk
g1
P Kr/
g SKk r
k=1
P
Pn−1
x− n−1
x
k
k=1
g1
= (1 + N )x− k=1 xk
n−1
X
1 + (x −
xk )N (mod N 2 )

=
=
=

k=1

[B

n−1
Y

(g1xk ASKk )−1 /ASKn (mod

2

N ) − 1]/N = x −

k=1

n−1
X

xk

k=1

i.e., xn = x −

Pn−1
k=1

xk . The theorem is proved. 4

After the executions of Algorithm 1 for aj and wj (j =
1, 2, · · · , m), respectively, the server Sk (k = 1, 2, · · · , n) will
Pn
(k)
(k)
(k)
privately hold aj such that k=1 aj = aj , and wj such
Pn
(k)
that k=1 wj = wj .
Private Computation of Dissimilarity. Assume that
server
Pthe
n
Sk (k = 1, 2, · · · , n) privately holds xj such that k=1 xj =
x, given the encryption of g1y , i.e., E(g1y ), the n matching
servers can cooperate to privately compute E(g1xy ) by running
Algorithm 2.
Algorithm 2 Private Multiplication (PM) (n servers)
Input: S1 : x1 , S2 : x2 , · · · , Sn : xn (private), E(g1y ), N, g, P K
(public)
Output: E(g xy ).
1: for k = 1 to n {
x y
y
2: Sk computes and re-encrypts E(g1 )xk = E(g1 k )
xk y
3: Sk broadcasts E(g1 ) to other servers.
x y
x y
x y
4: Sk computes (A, B) = E(g1 1 )E(g1 2 ) · · · E(g1 n )
5: }
6: return (A, B)

Theorem 2 (Private Multiplication Correctness). In Algorithm 2, we have (A, B) = E(g1xy ).
Proof. Because
(A, B)

= E(g1x1 y )E(g1x2 y ) · · · E(g xn y )
(x1 +x2 +···+xn )y

= E(g1

) = E(g1xy )

The theorem is proved. 4
Now the n servers cooperate to determine the dissimilarity between the user profile and the given record
2
2
a2
(E(g1ai1 ), E(g ai1 ), E(g ai2 ), E(g ai2 ) · · · , E(g1aim ), E(g1 im )) of a
user Ui from the database DB.
Because the server Sk (k = 1, 2, · · · , n) has privately
Pn
(k)
(k)
held aj such that
= aj , the n servers can
k=1 aj
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(aj −2aij )aj

cooperate privately to compute E(g1
a2ij

(a −2a )a

) with Algorithm

(a −a )2

ij
j
2 and then E(g1 j
)E(g1 ) = E(g1 j ij ), where
j = 1.2, · · · , m.
Next, because the server Sk (k = 1, 2, · · · , n) has privately
Pn
(k)
(k)
held wj such that k=1 wj = wj (j = 1.2, · · · , m), each
server Sk can compute and broadcast

m
Y

w

(k)

E(g1 j

(aj −aij )2

(k)

Pm

) = E(g1

j=1

wj

(aj −aij )2

s

At last, the n servers can compute
(k)
2
j=1 wj (aj −aij )

Pm

E(g1

Algorithm 4 Collaborative Decryption (CD) (n servers)

Pn

) = E(g1

k=1

(k)
2
j=1 wj (aj −aij )

Pm

)

k=1
Pm

= E(g1

j=1

wj (aj −aij )2

Proof. According to the binary addition described in Section
3.2, we have (sλ−1 · · · s1 s0 ) is the two’s complement of d =
δ − d(U, Ui ). Based on the properties of two’s complement, we
have sλ−1 = 0 if d ≥ 0 (i.e., d(U, Ui ) ≤ δ) and 1 otherwise.
The theorem is proved. 4
Private Generation of Response. After obtaining e(g2λ−1 ),
the n servers cooperate to decrypt it by running Algorithm 4.

)

j=1

n
Y

Theorem 3 (Private Comparison Correctness). In Algorithm
3, we have sλ−1 = 0 if d(U, Ui ) ≤ δ and 1 otherwise.

d(U,Ui )

) = E(g1

).

Given the encryption of the threshold, i.e., E(g1δ ), the n
d(U,Ui )
δ−d(U,Ui )
servers can compute E(g1δ )/E(g1
) = E(g1
) and
then privately share d = δ − d(U, Ui ) by running Algorithm
1. After execution of Algorithm 1, assume that P
the server Sk
n
(k = 1, 2, · · · , n) privately holds dj such that k=1 dj = d,
where |dj | < L for j = 1, 2, · · · , n − 1, |dn | < nL and
|d|  L.
Private Comparison with Threshold. For the purpose of
security and efficiency, we will use the original ElGamal
encryption in this step. The n servers cooperate to choose
a multiplicative cyclic group G of prime order q 0 with a
generator g2 , such that discrete logarithm problem over the
group G is hard. Then each server Sk chooses a private key
skk randomly from Z∗q0 = {1, 2, · · · , q 0 − 1} and computes a
publicQkey pkk = g2skk . The common public key is defined as
n
pk = k=1 pki .
Let λ = dlog2 nLe + 2, assume the two’s complement of dk
(k) (k)
(k) (k)
(k)
is dk = bλ−1 bλ−2 · · · b1 b0 where bλ−1 = 0 if dk ≥ 0 and
(k)
bλ−1 = 1 otherwise according to [12].
To compare d(U, Ui ) and δ, the n servers cooperate to run
Algorithm 3, where e stands for the original ElGamal encryption
with the public key pk.

Input: S1 : sk1 , S2 : sk2 , · · · , Sn : skn (private), e(g2α ) where
α ∈ {0, 1}, q 0 , g2 , G, pk (public)
Output: α.
1: let (A0 , B0 ) = E(g α )
2: for k = 1 to n − 1 {
3: Sk randomly chooses rk from Z∗ρ , computes
r

sk

k
k rk
Ak = Ak−1
, Bk = (Bk−1 /Ak−1
) ,

4:
5:
6:
7:

and sends (Ak , Bk ) to the server Sk+1 .
}
n
The server Sn computes Z = Bn−1 /Ask
n−1 .
if Z = 1 { return 0 }
else { return 1 }

Theorem 4 (Collaborative Decryption Correctness). In Algorithm 4, the output is α.
Proof. When α = 0, let (A0 , B0 ) = (g2r0 , pk r0 ), we have
A1

=

Ar01 = g2r0 r1

B1

=

n
n
Y
Y
1 r1
(B0 /Ask
= (( pkl )r0 /g2r0 sk1 )r1 = ( pkl )r0 r1
0 )
l=1

l=2

By induction hypothesis, we assume that for 1 ≤ k ≤ n − 1,
Ak

k
= Ark−1
= g2r0 r1 ···rk

Bk

=

rk
1
(Bk−1 /Ask
=(
k−1 )

n
Y

pkl )r0 r1 ···rk

l=k+1

Algorithm 3 Private Comparison (PC) (n servers)
Input: S1 : d1 , S2 : d2 , · · · , Sn : dn (private), q 0 , g2 , G, pk (public)
Output: e(1) if d(U, Ui ) ≤ δ and e(g2 ) otherwise.
s
s
s
1: let S = (e(g2λ−1 ), · · · , e(g21 ), e(g20 )) where sj = 0 for all j.
2: for k = 1 to n {
3: Sk encrypts dk to get
b

(k)

b

(k)

b

(k)

e(dk ) = (e(g2λ−1 ), · · · , e(g21 ), e(g20 ))
4: n servers cooperate to compute
s

S = S  e(dk ) = (e(g2λ−1 ), · · · , e(g2s1 ), e(g2s0 ))
as described in Section 3.2, where sj is either 0 or 1.
5: }
s
6: return e(g2λ−1 )

Therefore,
r r1 ···rn−1 skn

r0 r1 ···rn−1
n
Z = Bn−1 /Ask
/g20
n−1 = pkn

= 1,

r r2 ···rn−1

and the output is 0. When α = 1, we have Z = g21
and the output is 1. The theorem is proved. 4

6= 1

If the output of Algorithm 4 is 0, the n servers cooperate
to encrypt CIi with the public key P KU of the query user U
by running Algorithm 5, where E(g1m , P K) and E(g1m , P KU )
stand for encryptions described in the initialisation of g1m under
the public keys P K and P KU , respectively.
Theorem 5 (Collaborative Encryption Correctness). In Algorithm 5, (A, B) is an ElGamal encryption of g1m1 +m2 +···+mn
with the public key P KU .
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Algorithm 5 Collaborative Encryption (CE) (n servers)
Input: S1 : SK1 , S2 : SK2 , · · · , Sn : SKn (private),
E(g1m , P K), N, g, P KU (public)
Output: E(g1m , P KU ).
1: given E(g1m , P K), the n servers cooperate to run Algorithm 1 to
privately share
P m and then each server Sk privately holds mk
such that n
k=1 mk = m.
2: for k = 1 to n {
3: Sk randomly chooses rk from Z∗ρ , computes
m

r

Ak = g rk (mod N 2 ), Bk = g1 k P KUk (mod N 2 )
and sends (Ak , Bk ) to the social network service provider.
4: }
5: The service provider computes

A=

n
Y

Ak (mod N 2 ), B =

k=1

n
Y

Bk (mod N 2 )

k=1

6: return (A, B)

Proof. According to Algorithm 5, we have
A=

n
Y

Ak =

k=1
n
Y

B=

Bk =

k=1

n
Y

n
Y

g rk = g r1 +r2 +···+rn

k=1

g1mk P KUrk = g1m1 +···+mn P KUr1 +···+rn

k=1

Therefore, the theorem is proved. 4
After receiving E(g1CIi , P KU ) from the service provider, the
query user U runs Algorithm 6 to obtain CIi .
Algorithm 6 Decryption (User U )
Input: E(g1y , P KU ), N, g, P KU (public), U : SKU (private)
Output: y.
y
1: let (A, B) = E(g1 , P KU )
2: The query user U computes
x = [B/ASKU (mod N 2 ) − 1]/N
3: return x

Theorem 6 (Decryption Correctness). In Algorithm 6, we
have x = y(mod N ).
Proof. Assume that A = g r and B = g1y P KUr , we have
x

= [B/ASKU (mod N 2 ) − 1]/N
= [g1y P KUr /(g r )SKU (mod N 2 ) − 1]/N
= ((1 + N )y (mod N 2 ) − 1)/N
= (1 + y(mod N )N − 1)/N = y(mod N )

The theorem is proved. 4
Because CIi < N , the output of Algorithm 6 is CIi if the
input is E(g1CIi , P K).
The above process is repeated until t matching users are
found from DB and returned to the querying user. In case that

the total number of matching users from DB is less than t, all
matching users are returned to the querying user.

6
6.1

E XTENDED P ROFILE M ATCHING P ROTOCOL
User Profile Matching for Multiple Thresholds

In the user profile matching protocol described in Section 5,
the query user only specify single threshold δ only. In some
user matching queries, the user may wish to specify different
thresholds for different groups of attributes, respectively. For
example, the query user may wish to find people with age
between 20 and 30 and height between 170cm and 180cm.
In this section, we extend the user profile matching protocol
for a single threshold to allow the query user to specify multiple
thresholds. Let us consider two thresholds at first.
Assume that the query user U chooses two groups of
attributes, one group consists of attributes A1 , A2 , · · · , Am and
another group contains attributes A01 , A02 , · · · , A0m0 and wishes
to
find a matching user Ui such that dA1 ,A2 ,··· ,Am (Ui , U ) =
Pm
2
≤ δ, dA01 ,A02 ,··· ,A0m0 (Ui , U ) =
j=1 wj (aij − aj )
Pm0 0 0
0 2
0
0
j=1 wj (aij − aj ) ≤ δ , where aij and aij are the value
0
of the attributes Aj and Aj , respectively, for the user Ui , and
aj , wj , δ, a0j , wj0 , δ 0 are specified by U in the query.
a0

a0

First of all, the user U encrypts g1a1 , · · · , g1am , g1 1 , · · · , g1 m ,
0
w0
w0
g1w1 , · · · , g1wm , g1 1 , · · · , g1 m , g1δ , g1δ with the ElGamal encryption scheme and P K as described in Section 5.1. In addition,
the user U randomly chooses the private key SKU and
computes the public key P KU = g SKU . Then the user
generates a query
Q = {A1 , E(g1a1 ), E(g1w1 ), · · · , Am , E(g1am ), E(g1wm ), E(g1δ ),
0
a0
w0
w0
a0
A01 , E(g1 1 ), E(g1 1 ), · · · , A0m0 , E(g1 m ), E(g1 m ), E(g1δ ), P KU }
and submits Q to the service provider.
Given Q, the n matching servers cooperate
to run Algorithm 1 repeatedly to privately share
0
a1 , w1 , · · · , am , wm , a01 , w10 , · · · , a0m0 , wm
0.
For each user Ui in the database, the n matching servers
cooperate to determine whether Ui meets the thresholds
specified by the query user U in three steps as follows.
Step 1: For attributes A1 , A2 , · · · , Am , the n matching servers
δ−d
(U,Ui )
collaborate to compute E(g1 A1 ,··· ,Am
) as described in
Section 5.2. Then, the n servers cooperate to privately share
δ −dA1 ,··· ,Am (U, Ui ) without revealing it by running Algorithm
1 and to determine if δ − dA1 ,··· ,Am (U, Ui ) ≥ 0 by running
Algorithm 3. Let the output of Algorithm 3 be e(g2α ), where
α = 0 if δ − dA1 ,··· ,Am (U, Ui ) ≥ 0 and 1 otherwise.
Step 2: For attributes A01 , A02 , · · · , A0m0 , the n matching servers
δ 0 −dA0 ,··· ,A0

(U,Ui )

1
m0
collaborate to compute E(g1
) as described in
Section 5.2. Then, the n servers cooperate to privately share δ 0 −
dA01 ,··· ,A0m0 (U, Ui ) without revealing it by running Algorithm
1 and to determine if δ 0 − dA01 ,··· ,A0m0 (U, Ui ) ≥ 0 by running
0
Algorithm 3. Let the output of Algorithm 3 be e(g2α ), where
0
0
α = 0 if δ − dA01 ,··· ,A0m0 (U, Ui ) ≥ 0 and 1 otherwise.
0

Step 3: After obtaining e(g2α ) and e(g2α ), the n servers
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cooperate to compute
0

((2α−1)α0 +α0 )2−1

e(g2αα ) = e(g2

(2α−1)α0

) = (e(g2

0

−1

)e(g2α ))2 .

(2α−1)α0

Note that e(g2
) can be computed with a conditional
gate as described in Section 3.2. Then the n servers cooperate
to compute
0
0
(1−α)(1−α0 )
e(g2
) = e(g2 )e(g2αα )/(e(g2α )e(g2α )),
(1−α)(1−α0 )
and decrypt e(g2
) by running Algorithm 4. If the
(1−α)(1−α0 )
output is 1 (i.e., e(g2
) = e(g2 ) and thus α = α0 = 0),
the n servers cooperate to encrypt CIi by running Algorithm 5 and the social networking service provider returns
E(g1CIi , P KU ) as the response to the query user U . After
receiving E(g1CIi , P KU ) from the service provider, the query
user U runs Algorithm 6 to obtain CIi .
The above process is repeated until t matching users are
found and returned to the querying user. In case that the total
number of matching users is less than t, all matching users are
returned to the querying user.
Now we consider multiple thresholds for user matching in
general. The query user chooses several groups of attributes,
specifies a dissimilarity threshold for each group of attributes
and logical relations (including NOT, AND, OR) for the
thresholds, generates a query Q accordingly and sends it to the
social service provider.
Given the query Q and the profile of a user Ui , the n
matching servers cooperate to perform Step 1 for each group
of attributes and each threshold to obtain e(g2α ), where α = 0
if the dissimilarity threshold is satisfied and 1 otherwise. Based
on the logical
relations specified by the query user U and
0
e(g2α ), e(g2α ), · · · obtained in Step 1 (Step 2), the n matching
servers cooperate to evaluate the logical conditions like Step 3
with conditional gates described in Section 3.2.
When the output of Algorithm 5 meets the logical condition,
the n matching servers cooperate to compute E(g1CIi , P KU )
and the social network provider returns it as the response to
the querying user U and then the user U decrypts the response
to obtain CIi like Step 3.
6.2 User Profile Matching for Categorical Attributes
For numerical attributes, we define dissimilarities between
two users as in Section 4. These dissimilarity definitions are
not applicable to categorical attributes, e.g., user nationality,
user hobbies, and etc. However, for some special queries, e.g.,
finding users with the same nationality, we can re-use our user
profile matching protocol as follows.
Assume that A1 , A2 , · · · , Am are categorical attributes.
In the initialization, each user Ui maps the value of each
categorical attribute Aj to the data aij of a fixed size by
a hash function H, encrypts the ai1 , a2i1 , · · · , aim , a2im as
described in Section 5.1, and then sends the ciphertexts
a2
a2
E(g1CIi ), E(g1ai1 ), E(g1 i1 ), · · · , E(g1aim ), E(g1 im ) to the social
networking service provider, which stores them in the user
profile database DB.
When a user wishes to find people such that aij = aj
(j = 1, 2, · · · , m), he sends to the service provider a query

Q = {E(g1a1 ), w1 = 2, · · · , E(g1am ), wm = 2, δ = 1, P KU ).
Like our protocol described in Section 5.2, the n match(a −a )2
ing servers can cooperate to compute E(g1 j ij ) for
j = 1, 2, · · · , m on the basis of Q and the profile
of a user Ui in the database. Then Pthe
n servers
can
m
2
Qm
(aj −aij )2 wj
j=1 2(aj −aij )
compute
)
= E(g1
) and
j=1 E(g1
P
1− m

2(aj −aij )2

j=1
E(g1
).
Pm
Next, the n servers cooperate to share d = 1 − j=1 2(aj −
aij )2 by running Algorithm 1 and then determine if d ≥ 0 by
running Algorithm 3. Assume thatPthe output of Algorithm 3
m
is e(g2α ). If α = 0, then d = 1 − j=1 2(aj − aij )2 ≥ 0 and
therefore aij = aj for j = 1, 2, · · · , m.
The output of Algorithm 3, i.e., e(g2α ), may be incorporated
with other dissimilarity thresholds for numerical attributes as
described in Section 6.1 to determine if the profile of the user
Ui meets the searching criteria.

7 S ECURITY A NALYSIS
7.1 Security of Our Underlying Encryption Scheme
To compute the distance privately, we use the ElGamal
encryption scheme [8], but we choose the public parameters
on the basis of the Paillier encryption scheme [21]. The public
parameters are (N, g), where N is a product of two larger
primes q and p and g = (1 + N )p rN (mod N 2 ) for a randomly
chosen integer r ∈ {2, 3, · · · , N − 1}. It is not hard to see
g (p−1)(q−1) 6= 1(mod N 2 ), but g q(p−1)(q−1) = 1(mod N 2 ).
Thus the order g is more than q. In addition, because
(g − 1)/N is not an integer, there is no integer a such that
g = (1 + N )a (mod N 2 ).
The security of the original ElGamal encryption scheme is
built on the decisional Diffie-Hellman (DDH) problem: given
g a , g b , g c , determine if c = ab. If the DDH problem is hard,
the ElGamal encryption scheme is semantically secure.
Because g = (1 + N )p rN , we have g x = (1 +
N )px rN x , which is a Paillier encryption of px(mod N ).
If p and q are given, one can decrypt g x to obtain px.
So given g, g a , g b , g c in a DDH problem, one can obtain
p, pa(mod N ), pb(mod N ), pc(mod N ), by which it is easy
to see if c = ab. Because p and q are assumed to be public in
[33], the variant ElGamal encryption scheme has been shown
to be insecure [22].
In this paper, we assume that (N, g) can be generated so
that no one knows p and q, e.g., by the approach in [14] or by
the Intel Software Guard Extensions (Intel SGX). Furthermore,
there is no integer a such that g = (1 + N )a (mod N 2 ) and
it is well-known that the factorization of a large integer N
is a hard problem. Therefore, under the assumption that no
one knows p and q, the DDH problem over the group G =
{g α (mod N 2 )|α ∈ ZN } is hard.
In the computation of the distance, our encryption scheme is
actually a combination of the ElGamal and Paillier encryption
schemes. Like the Paillier scheme, from an encryption (A =
g r (mod N 2 ), B = g1x P K r (mod N 2 )) of x, one can obtain
B N = (g1x )N P K rN = P K rN (mod N 2 ). However, given
X N , one cannot distinguish X with a random integer R ∈ Z∗N 2 .
Otherwise, the Paillier scheme is not semantically secure.
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In summary, under the assumption that no one knows p and
q and the Paillier scheme is semantically secure, the ElGamal
scheme described in the initialization is semantically secure.
7.2 User Profile Privacy
In Section 4, we define user profile privacy with a game
between an adversary A and a challenger C. We assume
that the adversary A has compromised n − 1 matching
servers S2 , S3 , · · · , Sn and known their private keys SKk for
k = 2, 3, · · · , n.
The adversary A chooses two user profiles
(a01 , a02 , · · · , a0m ) and (a11 , a12 , · · · , a1m ) and sends
them to the challenger C. The challenger C chooses a random
bit b ∈ {0, 1}, and executes the Profile Generation (PG) to
obtain an encrypted profile Pb = PG(P K, ab1 , ab2 , · · · , abm ),
and then sends Pb back to the adversary A.
According to the initialization described in Section 5.1,
a2
a2
Pb = {E(g1ab1 ), E(g1 b1 ), · · · , E(g1abm ), E(g1 bm )}.
For simplicity, we do not include the contact information
here. It can be considered as an attribute.
Given E(g1x ) = (g r (mod N 2 ), g1x P K r (mod N 2 )), the
adversary can compute g1x P K r /(g r )SK2 +···+SKn = g1x P K1r .
Without knowing the private key SK1 of the first server, the
adversary cannot distinguish x with any other value because the
ElGamal encryption scheme is semantically secure. Therefore,
the adversary advantage in guessing b is negligible. According
to Definition 4, our protocols (including the extended protocols)
have user profile privacy.
7.3 User Query Privacy
In Section 4, we also define user query privacy with a game
between an adversary A and a challenger C. We also assume
that the adversary A has compromised n − 1 matching servers
S2 , S3 , · · · , Sn and known their private keys SKk , skk for
k = 2, 3, · · · , n. In addition, we assume that the adversary is
different from the adversary in the user profile privacy game.
The adversary A chooses two user profiles
(a01 , a02 , · · · , a0m )
with
corresponding
weights
(w01 , w02 , · · · , w0m ) and dissimilarity threshold δ0 ,
and (a11 , a12 , · · · , a1m ) with corresponding weights
(w11 , w12 , · · · , w1m ) and dissimilarity threshold δ1 , and sends
them to the challenger C. The challenger C chooses a random bit
b ∈ {0, 1}, and executes the Query Generation (QG) to obtain
a query Qb = QG(P K, ab1 , wb1 , ab2 , wb2 , · · · , abm , wbm , δb ),
and then sends Qb back to the adversary A.
According to our protocol,
Qb = {E(g1ab1 ), E(g1wb1 ), · · · , E(g1abm ), E(g1wbm ), E(g1δb ), P KU }
where P KU = g SKU is randomly generated.
As the analysis on user profile privacy, given E(g1x ), the
adversary cannot distinguish x with any other value without
knowing SK1 .
In the private sharing algorithm, given E(g1x ) and
x1 SK1 −1
(g1 A
) from the first server, the adversary can obtain
g1x−x1 and then x − x1 . However, x1 is sufficiently large, i.e.,
around 2`x +` , to hide all possible values of x, where `x is the

bit-length of x and ` is a sufficiently large statistical security
parameter. Therefore, the adversary still cannot distinguish x
from any other value. In addition, the adversary cannot retrieve
ASK1 from (g1x1 ASK1 )−1 in view of the existence of x1 . Thus
the adversary cannot use ASK1 to decrypt any other ciphertext
(A, B) in case that the adversary decoys the first server to
output ASK1 .
In the private multiplication algorithm (Algorithm 2), there
is no decryption of any query component and thus it does not
help the adversary win the game.
In the private comparison algorithm (Algorithm 3), the
encryption scheme used to encrypt 0 or 1 only is different
from the encryption scheme used to encrypt user profiles and
queries. There is no decryption of any query component in the
algorithm and it does not help the adversary win the game.
In the collaborative decryption algorithm (Algorithm 4), there
is only one decryption. The algorithm is designed so that the
decryption result is either 0 or 1 and it is hard for the adversary
1
1 rk
to retrieve Ask
from (B0 /Ask
0
0 ) , where rk is randomly
chosen by the first server. Thus this algorithm also does not
help the adversary win the game.
In the collaborative encryption algorithm (Algorithm 5), the
private sharing algorithm (Algorithm 1) is used to share the
contact information CIi of the user Ui at first. As we have
shown, Algorithm 1 does not help the adversary win the game.
(1)
After that, the first server encrypts CIi with the public key
P KU of the query user U . Without knowing the private key
(1)
SKU , the adversary cannot get CIi and hence is not able to
determine CIi . Thus the adversary cannot distinguish CIi in
E(g1CIi ) from any other value and cannot make use of CIi to
guess b.
In summary, our user profile matching protocol is composed
of Algorithms 1-6. Algorithm 6 is executed by the query user.
Algorithms 1-5 are cooperatively executed by the n matching
servers. Even if the adversary compromises n − 1 servers, he
still cannot distinguish the two queries in the game. Therefore,
the adversary’s advantage in guessing b is negligible. According
to Definition 5, our protocols (including the extended protocols)
have user query privacy.

8

P ERFORMANCE A NALYSIS

8.1 Theoretic Performance Analysis
We need two instances of ElGamal encryption for our protocols. The first instance, described in Section 5.1, is used in
Algorithms 1, 2, 5, and 6, since in these four algorithms the
value of the exponent of the generator in the cyclic group has
to be retrieved by a decrypting party. The second instance is
the original ElGamal encryption scheme, used in Algorithms 3
and 4 to encrypt a bit.
We construct the first instance of ElGamal encryption by
creating an RSA modulus N , which is the product of two
large primes p and q with bit-length equal to 512-bit each. The
generator g is chosen to be (1 + N )p rN modulo N 2 , which has
an order more than q under Z∗N 2 . As for the second instance,
we use the original ElGamal encryption scheme [8] based on
an order q 0 subgroup modulo p0 , where p0 and q 0 are prime
numbers of 1,024-bit and 160-bit, respectively. The generator
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TABLE 1: Computation Complexities per Server
Protocols
Basic Protocol [32]
Privacy-Enhanced Protocol [32]
New Proposed Protocol

Distance
Computation
11m (Exp.)
18m (Exp.)
8m (Exp.)

Private
Comparison
1 (Exp.)
O(λ) (exp.)
O(λ) (exp.)

Response
Generation
3 (Exp.)
3 (Exp.)
5 (Exp.)

g2 for this instance is chosen to be an element in Z∗p0 with
order equal to q 0 . The first instance allows a decrypting party
to compute the discrete logarithm to the base of g1 modulo
N 2 but this comes at a cost of a higher decryption complexity
since N 2 is a 2,048-bit integer.
The most important functionality we provide in our protocol
is query processing, which in turn consists of three subprotocols. An encrypted weighted and squared Euclidean
distance between the given record (query) and a profile is
jointly computed by those n matching servers in the first subprotocol, whose output is then fed to the second sub-protocol
to determine whether or not there is a match. If both match, a
response, i.e., the encrypted contact information of the matching
user, is generated and returned to the query user in the third
sub-protocol. Therefore, in the following performance analysis,
we focus on the performance analysis of the efficiency of our
proposed protocols in distance computation, private comparison
and response generation. We list the computation complexities
of each server in the three sub-protocols for the basic protocol
[32], the privacy-enhanced protocol [32] and the proposed new
protocol in Table 1, where the user profile contains m attributes,
and Exp. and exp. denote the modular exponentiation in the first
instance and the second instance of the ElGamal encryption
scheme, respectively, and λ denotes the max bit-length of the
distance shares.
Note that both the basic and privacy-enhanced protocols
[30] require each matching server to share the user profiles in
the initialization and maintain a user database, while the new
protocol keeps the user profiles in the service provider only.
The basic protocol [32] does not hide the contact information
of users, the weights of the query, and the difference between
the distance and threshold. The privacy-enhanced protocol [32]
hides them, but its private sharing algorithm requires each
server to encrypt the share, broadcast the encrypted share, and
verify the commitments from other servers and then collaborate
to decrypt a value. In the new protocol, the private sharing
algorithm only needs each server to send one decryption part
to the last server.
8.2 Experimental Performance Analysis
Now, we have conducted extensive experiments on a real
dataset2 to evaluate the performance of our proposed protocols
under different parameter settings. We removed the records
with missing values and randomly sample 5,000 records from
this dataset. We then choose age, hours-per-week, capital-gain,
capital-loss, and fnlwgt as the attributes involved in the profile
matching. Table 2 gives the original domain ranges of these
attributes. As we can see from Table 2, the ranges for the
attributes differ a lot. In order to ease profile matching, the
2. http://archive.ics.uci.edu/ml/datasets/Census+Income

TABLE 2: Domain Ranges of Attributes
Attribute
age
hours-per-week
capital-gain
capital-loss
fnlwgt

Type
Numerical
Numerical
Numerical
Numerical
Numerical

Lower Bound
0
0
0
0
0

Upper Bound
100
100
100,000
5,000
1,500,000

TABLE 3: Parameters in the Experiments
Parameter
|D|
`0
m
|w|
`
n

Meaning
Dataset Size
Max Bit-Length of Attribute Values
Number of Attributes
Max Bit-Length of Weight Values
Statistical Security Parameter
Number of Matching Servers

Values
1k 3k 5k
5
135
3
20 30 40
246

profile data owners could first scale each of their attribute
values to a predefined range, e.g., [0, 2`0 − 1] that is publicly
known. We adopt this approach in our experiments.
In our experiments, we use several parameters summarized
in Table 3. The default parameters are shown in boldface. In
the following subsections, we focus on the empirical analysis
of the efficiency of our proposed protocols.
The prototype of our system is implemented in C/C++, and
the experiments were carried out on a computer equipped with
an Intel i7-4770HQ CPU with 16 GB RAM running on Ubuntu
64-bit 14.04.1 operating system. We use the GNU MP library3
to implement the ElGamal encryption scheme instances.
1) Distance Computation
In the first part of query processing, to enable n matching
servers to privately determine whether or not there is a match
δ−d(U,Ui )
in the next sub-protocol, a ciphertext E(g1
) should be
computed and
n matching servers, where
Pmshared among the
d(U, Ui ) = j=1 wj (aj − aij )2 .
First of all, we note that ` and n are the most decisive
parameters regarding the security of our proposed solutions
and hence we would like to study their effects on the efficiency
of the protocols. In Figure 2(a) and Figure 2(b), we provide
the evaluation time needed for secure distance computation
when varying (`, m) and (n, |D|), respectively. We include the
results from the Basic protocol, the Privacy-Enhanced protocol
and the New Proposed protocol in these figures and use B, PE
and NP to denote them, respectively.
From both Figure 2(a) and Figure 2(b), it is clear that the time
for distance computation grows linearly in both the number of
attributes (m) and the number of records (|D|) in the database,
which is as expected because the computation of the Euclidean
distance is performed in a componentwise manner and the
computation of the Euclidean distance has to be done for each
data record given a query.
On the other hand, it can be seen that the protocol NP is the
most efficient protocol among those three being compared under
the same configuration of (`, m) or (n, |D|). There are several
reasons. First, recall that in [32], the secret key SKk of the
server Sk used for the private sharing and private multiplication
3. https://gmplib.org/
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Fig. 2: Evaluation Time for Distance Computation
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was chosen from a much larger domain of {1, · · · , q−1}, where
q is a 512-bit prime number, while in the protocol NP, each
matching server Sk randomly selects a secret key SKk from
{1, · · · , ρ − 1}, where ρ = 2160 . Second, the efficiency of
the private sharing algorithm in the protocol NP is improved.
Specifically, in the private sharing algorithm of the PE protocol,
there are 2 heavy operations, i.e., one ElGamal encryption
for E(g1xk ) and one exponentiation for C1SKk . The former
requires the computation of g r and P K r for a 512-bit random
integer r. In total, at least 3 exponentiations modulo N 2 are
needed. However, in the new private sharing algorithm, each
server only needs to compute g1xk ASKk ( mod N 2 ) and send its
inverse to the last server. Third, fewer invocations of the private
multiplication algorithm are required in the protocol NP. To be
a2
a a
precise, for the protocol B and PE, E(g1 j ) and E(g1 j ij ) are
derived separately via two invocations of private multiplications,
whereas in the new protocol, only one private multiplication
(a −2aij )
on input E(g1 j
) and shares of aj is required to compute
(a −2aij )aj
E(g1 j
). The protocol B is more efficient than the
PE protocol in that wj is publicly known in the former so
that no further invocations involving expensive exponentiations
δ−d(U,Ui )
are needed to produce E(g1
), whereas one additional
private sharing to share wj and a subsequent call to private
w (a −a )2
multiplication for producing E(g1 j j ij ) are necessary
for the latter. Lastly, unlike the protocol B or PE, our new
protocol reduces the overhead of re-encryption in the private
multiplication protocol by each server Sk performing only
Pm
(k)
one re-encryption on its own share of j=1 wj (aj − aij )2 ,
saving up to 2(m − 1) exponentiations modulo N 2 per query,
(k)
where wj denotes the share of wj possessed by the server Sk .
Overall, the protocol NP saves at least 82% of the computational
overhead than the PE protocol.
Furthermore, in Figure 2(a) and Figure 2(b), we observe that
varying ` and n has very limited effects on the elapsed time
for each of the protocols being compared. This is as expected.
First, recall that when the statistical security parameter ` is
increasing, a random share xk possessed by the server Sk has
to be enlarged as well to ensure that the share retrieved by
the last server Sn would look like a random integer chosen
from a much larger domain than the domain in which x, the
integer to be shared, resides. In this regard, when the private
multiplication algorithm is invoked later, the computational
overhead would also become higher in that each component
of E(g1y ) has to be raised to a larger exponent xk . However,
due to the fact that the range of the bit-length of each share
xk in our experiment is much smaller (from 35 to 58 given
the current possible parameter configurations) than the random
integer r used in encrypting g1xk , increasing ` only slightly
increases the time for computing E(g1y )xk .
In addition, we note that in both the private sharing and
the private multiplication algorithms used in each protocol
under consideration, the server Sk does not have to wait for
other matching servers to compute g1xk ASKk (mod N 2 ) or a
re-encryption of E(g1xk y ), respectively. Thus, these expensive
operations are highly parallelizable and the elapsed time does
not depend on the number of matching servers so much.
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Fig. 3: Evaluation Time for Private Comparison

2) Private Comparison
In this subsection, we report the time for determining whether
there is a match between the given query and a profile. In the
protocol B, it is allowed that the difference between d(U, Ui )
and δ is revealed. Hence, only one distributive decryption of
δ−d(U,Ui )
E(g1
) is needed, which is much cheaper than the cost
in the case when this difference has to be hidden, i.e., the
protocols PE and NP. We thus study the effects of varying
(m, `) and (n, |D|) on the evaluation time when only the single
bit indicating the matching result is allowed to be revealed.
The results are reported in Figures 3(a) and 3(b), respectively.
Notice that for the private comparison, both protocols PE and
NP use the same private adder, which in turn is based on the
same construction of conditional gate, and therefore we do not
distinguish between them in those two figures.
As what we have seen in the distance computation, in Figure
3(b), it is clear that the evaluation time grows linearly in |D|, the
database size. However, unlike what is shown before, when `,
m, and n increase, we have a noticeable increase in evaluation
time and such an increase is much higher for larger values of `
and n. The reason is the use of the cryptographic primitive for
implementing the secure comparison, namely, the multiplication
protocol based on the conditional gate.
To seeP this, recall that the weighted squared dism
2
tance is
j=1 wj (aj − aij ) , which is upper-bounded by
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Pm

0
`0
2
j=1 wj (2 − 1) . Let ` be the minimum number of bits
required to represent this P
maximum distance, it can be seen
m
that `0 = blog2 ((2`0 − 1)2 ( j=1 wj )) + 1c. Hence, the private
0
sharing (Algorithm 1) is invoked with the parameter0 L = 2` +`
`
to share the distance, which is upper-bounded by 2 − 1. Using
a similar argument, it can be concluded that the minimum
number of bits to represent0 a distance share 0owned by the
server Sn is `00 = blog2 ((2` − 1) + (n − 1)(2` +` − 1)) + 1c.
The minimum number of bits needed to represent Sn ’s distance
share thus grows linearly in (`0 + `). According to the fact that
the time complexity of private addition increases linearly in
the bit-length of its two input numbers, the evaluation time for
private comparison grows linearly in `, which is consistent with
our experimental results in Figure 3(a). Increasing the number
of attributes (m), however, does not have a linear effect on the
execution time. The evaluation time only grows logarithmically
in m, which can be confirmed with the formula representing
`0 above.
In the evaluation of the conditional gate, we assume that the
server Si has to wait for its subsequent servers to finish the
computation of Un and Vn to proceed to the next stage in the
conditional gate, implying that the evaluation time increases at
least linearly in the number of matching servers involved in
the conditional gate, which in turn is used to implement the
private addition. This explains why we see a linear increase in
n from Figure 3(b). However, if we allow those n servers to
process n user profiles in parallel by interleaving the order of
query execution for different user profiles, the evaluation time
will reduce significantly, because the server Si can compute Ui0
and Vi0 for another user profile in the database while waiting
on Un and Vn to be generated by its following servers.

8.3

TABLE 4: Performance Comparison with Shahandashti et al.’s
Protocols
Our two-party
Protocol
Shahandashti
et al.’s Protocol

Computation Complexity
3O(κ`) (exp.)

Communication Complexity
3O(κ`)γ

(O(κ|T |) + O(κ|DE |)
O(κ|Da |)) (exp.)

(O(κ|T |) + O(κ|DE |)
O(κ|Da |))γ

our two-party protocol and Shahandashti et al.’s are roughly
compared in Table 4, where ` is the statistical security parameter
in our protocol, κ is the number of matching, γ is the ciphertext
size, and |S| denotes the number of elements in the set S.
Usually, ` = 30 is sufficient in our protocol. If |T | =
10, |DE | = 1,000, |Da | = 10 and κ = 1, Shahandashti et
al.’s protocol needs to compute about 1,020 encryptions and
exchange about 1,020 ciphertexts. However, our protocol needs
to compute about 90 encryptions and exchange about 90
ciphertexts. Shahandashti et al.’s protocol is more efficient
than our protocol only when |T | + |DE | + |Da | is less than
90, in other words, the number of possible fingerprints is less
than 27,000.

9 C ONCLUSION
In this paper, we proposed a new solution for privacy- preserving user profile matching with homomorphic encryption
technique and multiple servers. Our solution allows a user to
find out the matching users with the help of multiple servers
without revealing the query and the user profiles. Security
analyses have showed that the new protocol achieves user
profile privacy and user query privacy. The experimental results
have showed that the new protocol is practical and feasible.
Our future work is to improve the performance of computing
conditional gates by parallel computation.

Comparison with Shahandashti et al.’s Protocol

At last, we compare the performance of our protocol with
Shahandashti et al.’s [24], where Alice and Bob, each holding
a private fingerprint, find out if their fingerprints belong to the
same individual.
In Shahandashti et al.’s protocol, let Alice have as private
input a set of minutiae F = {p1 , p2 , · · · , pn } where for i = 1
to n, pi = (ti , xi , yi , θi ) and Bob have as private input a set
of minutiae F 0 = {p01 , p02 , · · · , p0m } where for j = 1 to m,
p0j = (t0j , x0j , yj0 , θj0 ). Alice’s private output of the protocol is
the binary predicate indicating whether or not there are at least
τ of her minutiae matching those of Bob’s, where two minutiae
are defined to match if their types ti and t0j are the same, their
locations
q are closer than a threshold Euclidean distance dE ,
i.e., (xi − x0j )2 + (yi − yj0 )2 ≤ dE , and their orientations
are within an angular difference da , i.e., min(|θi − θj0 )|, 2π −
|θi − θj0 |) ≤ da .
For comparison, in our protocol for multiple thresholds, we
assume that there are two matching servers, which are given the
encryptions of F and F 0 and output if two minutiae match or
not. Let us denote the set of all possible minutia types by T , the
set of all possible Euclidean distances (resp. angular differences)
between two arbitrary points (resp. orientations) by DE (resp.
Da ). The computation and communication complexities of
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