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A 1036 F 2/bit High Reliability Temperature
Compensated Cross-Coupled Comparator Based PUF

Qiang Zhao, Yiheng Wu, Xiaojin Zhao, Member, IEEE, Yuan Cao, and Chip-Hong Chang, Fellow, IEEE

Abstract—In this paper, a compact physical unclonable function
(PUF) based on cross-coupled comparator is presented. Featuring
a positive feedback response generation mechanism, the mismatch
in analog signals between the cross-coupled transistor pair is
quickly amplified to prevent its polarity from flipping by the
temporal noise. The rapid enlargement of noise margin by the
sense amplifier also contributes to stabilizing the response against
supply voltage variations. To improve its temperature stability, the
counteracting effect of complementary-to-absolute-temperature
(CTAT) and proportional-to-absolute-temperature (PTAT) drives
are considered in sizing the bit cell transistors. The proposed
design is fabricated in standard 65 nm CMOS process. The bit
cell occupies an area of only 4.38 µm2 (i.e. 1036 F 2), and the
overall PUF chip consumes 2.98 pJ/bit at the throughput of 8
Mb/s, of which only 1.61 pJ/bit is due to the PUF’s core. With the
uniqueness measured to be 49.53%, the unpredictability of the
fabricated PUF chips is validated by auto-correlation function
and NIST randomness tests. Compared with the state-of-the-
art implementations, the proposed PUF has the lowest native
response instability of 1.46% with 500 repeated PUF readouts
at 27◦C and 1.2 V. By varying the operating temperature from
−50◦C to 150◦C in step size of 10◦C and the supply voltage from
1.0 V to 1.4 V in step size of 0.1 V simultaneously, the average
reliability of the proposed PUF obtained from the 2D plot of all
operating conditions is found to be 96.87% without correction
and 99.31% with spatial majority voting (SMV).

Keywords—Physical unclonable function, cross-coupled com-
parator, temperature compensation, low native instability, wide
operating temperature range.

I. INTRODUCTION

THE evolution of hardware security research has recently
moved away from chip identities generated and protected

by key-based cryptographic algorithms towards hardware in-
trinsic root-of-trust. The manufacturing process variability of
nano-scale devices, which used to have negative impact on
circuit performance, is now leveraged for the generation of
secure chip-unique identity without the need for the persistence
presence of an on-chip secret key. As opposed to the speckle
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pattern based identity of optical physical unclonable function
(PUF), where measurement and digitalization are performed
externally, the response of solid-state circuit based PUF can
be easily digitized and evaluated internally. As a security
primitive, this promises the advantages of lightweight, low-
power, fast response enrollment and low measurement cost
[1]–[3]. The tamper-evident property of PUF and its ability to
securely identify a device by interrogation without a permanent
secret residence or well-defined algorithmic support largely
reduce the risks of a number of powerful hardware attack
vectors such as reverse engineering, probing and fault injection
attacks on smart cards and security tokens [4]–[6]. In fact,
PUF has been increasingly used with logic locking to avoid
the security problem of key distribution [7], where the key
for unlocking the circuit functionality is assumed to be stored
locally in anti-tamper memory and protected by passive and
active mesh against reverse engineering or externally input
through secure communication link.

PUF is characterized by its challenge-response mapping
mechanism. A PUF is useless once all its challenge-response
pairs (CRPs) can be exhaustively extracted or predicted with
high accuracy by the attackers. Therefore, from application and
challenge-response interface protection perspectives, existing
PUFs can be broadly categorized into strong PUF [8]–[17]
and weak PUF [18]–[25] based on the growth of CRP space
with the number of basic cells. It is in principle impossible
to exhaust the challenges of a strong PUF within reasonable
time of query due to its exponential CRP space. Hence, strong
PUFs have been widely considered for secure lightweight
device authentication before many of them were reported to
be mathematically cloneable by emerging modeling attacks
[26]. The relatively limited CRP space of weak PUFs makes
modeling attacks irrelevant but also restricts their usage for
authentication. Weak PUFs are typically adopted in key gen-
eration and device tagging applications. Until recently, weak
PUF has become a popular mechanism to individualize ICs
for logic and scan-chain locking, IC metering and pay-per-use
IP licensing schemes [7], [27]–[29] that used to share a global
chip key. The use of weak PUF as a key preprocessor in these
design-for-trust techniques allows the designer of each IC (or
even each IP) to derive an individual chip key for processing
the unlocking information internally. Even the designer with
the knowledge of the common key is not able to dictate the
actual individual key of a specific chip until it is fabricated.

Unfortunately, real PUF circuits can produce erroneous
responses upon deployment due to the change in environmental
conditions. In [18], a logic gate structure based on the transistor
offset voltage is used to construct a 128-bit chip ID using
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0.13 µm CMOS process. Based on the reported measurement
results, even under the normal working temperature and supply
voltage, up to 3% of instability (native unstable bits based on
the PUF’s raw output without any correction) were reported
due to the random noise, and approximately 5.47% (7b)
of error bits were detected over the temperature range of
0◦C∼80◦C. A cascode current mirror based PUF was proposed
in [20]. Due to the inherent difference between NMOS and
PMOS transistors of the current mirrors, the outputs are biased
although the native instability has improved to 1.73%. Until
recently, measurement results of physically fabricated weak
PUF chips still suffer from a relatively high native instabilities
of ∼27% [23], 5.62% [24] and 2.55% [25].

In order to mitigate the influence of temporal noise on the
PUF’s native reliability at a lower hardware cost than resorting
to expensive and sophisticated error correction codes (ECC),
temporal majority voting technique (TMV) is proposed in [19],
[21]. Specifically, for the PUF based on voltage-compensated
proportional-to-absolute-temperature (PTAT) voltage genera-
tors [21], bit error rates (BER) of 3.5% and 1.0% were
reported over an operating temperature range of 0◦C∼80◦C
and a supply voltage range of 0.6 V∼1.2 V [21], respectively.
Due to the low native voltage mismatch between PTAT pairs
(∼0.09 mV), an instability of as high as 6.54% was reported
even at normal temperature and supply voltage. After 11
times of TMV, its instability at normal temperature/supply
voltage condition has reduced to 2.00%. In [19], besides
TMV, aging hardening and bit-masking are also introduced
to further reduce the instability at normal condition by 10
folds (from 30% to 3%). Nevertheless, the abovementioned
reliability improvements in [19] and [21] were achieved at the
expense of significantly higher energy consumption per bit.
Specifically, the energy consumptions of [19] and [21] were
increased by ∼10× from 0.013 pJ/bit and 0.548 pJ/bit to 0.19
pJ/bit and 6.02 pJ/bit, respectively.

In this paper, the raw response stability problem of the afore-
mentioned implementations is overcome by pre-amplifying
the weak mismatched analog voltage/current signals of our
proposed cross-coupled comparator PUF [30], which can be
easily overwhelmed by the temporal noise before they are
fed into the following digitizing circuitries. Meanwhile, the
combined effect of complementary to absolute temperature
(CTAT) and proportional to absolute temperature (PTAT) is
also leveraged in the bit cell design to increase the immunity of
PUF response generation process against thermal fluctuation.
Specifically, with a small number of additional transistors
per cell, the tiny mismatched voltages of the cross-coupled
transistor pair that dictates the response bit state are boosted
up by increasing the overall loop gain of the comparator.
Together with the sense amplifier, the difference between
the mismatched analog values enlarges instantaneously to a
large noise margin. A 16×16 array of the proposed PUF
cells is fabricated using a standard 65 nm CMOS process
to validate the randomness, uniqueness and reliability of its
raw response against temperature and supply voltage varia-
tions. The effectiveness of further reliability improvement by
independent application of existing temporal majority voting
(TMV), dark-bit detection (DBD) [23] and spatial majority

voting (SMV) [31] error correction techniques with different
controlling parameters are also evaluated and compared. In
addition, due to the proposed optimized bit addressing scheme,
the energy consumption of the entire circuitry is limited to 2.98
pJ/bit (of which 1.61 pJ/bit is contributed by the PUF core) at
a throughput of 8 Mb/s.

The rest of this paper is organized as follows. Section II
presents the proposed PUF implementation based on cross-
coupled comparator with temperature compensation. The chip
measurement results are presented, discussed and compared
with the previous implementations in Section III. The paper is
concluded in Section IV.

II. PROPOSED CROSS-COUPLED COMPARATOR BASED
PUF WITH TEMPERATURE COMPENSATION
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Fig. 1. (a) Architecture of the proposed PUF; (b) schematic of the top cell
and bit cell; (c) simplified model of the PUF cell.

As shown in Fig. 1(a), the overall architecture of our
design comprises a column decoder, a row decoder, 16 column
units (CU), a sense amplifier (SA) and an analog multiplexer
(MUX). Specifically, each column unit contains one top cell
and 16 bit cells. To generate a response bit, the bit cells are
selected in turn by the MUX, with the two output voltages
(V0, V1) being compared by the sense amplifier. Fig. 1(b)
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Fig. 2. Simulated static power consumptions: 1) with M7 and M8 only
(174.88 µW); 2) with M3, M4, M7 and M8 only (88.62 µW); 3) with
M3 ∼ M8 (16.52 µW).

illustrates the schematic of each bit cell, which has a compact
footprint of 4.38 µm2 (i.e. 1036 F 2). It includes 8 minimum-
sized NMOS transistors (M5 ∼ M12), where M5 ∼ M8 are
access transistors, M9 and M10 are reset transistors, and the
cross-coupled transistors with positive feedback M11 and M12

are the main entropy source.
Typically, only M7 and M8 in Fig. 1(b) are needed as the

access transistors for row selection. However, with only M7

and M8, the cross-coupled structure adopted in this design
dissipates a substantially high static power consumption of
174.88 µW, as shown in Fig. 2. In addition, the current
flowing through each top cell is equally divided by the 16
bit cells in the same column, resulting in a slow regeneration
process. By adding M3 and M4, the static power consumption
can be reduced to 88.62 µW, as shown in Fig. 2. However,
the regeneration speed is not improved, as illustrated in Fig.
3(a) and (b). To address this issue, we introduce two more
access transistors, M5 and M6. High threshold voltage (HVT)
transistors are used for M3 ∼ M6. As depicted in Fig. 2 and
Fig. 3(c), with M3 ∼ M6 added, the regeneration process
is 3.3× faster, and the static power consumption has been
dramatically reduced from 174.88 µW to 16.52 µW. In fact,
these added transistors (M3 ∼ M6) serve as both access
transistors and power gating transistors, which account for the
reduced power consumption with only one bitcell activated to
produce one PUF bit.

As presented in Fig. 1(c), the simplified model of the PUF
structure, without reset and access transistors, is composed
of the cross-coupled transistors M11/M12 and a pair of top
cell PMOS transistors M1/M2. The cross-coupled structure
with two stable V0/V1 states (i.e., V0 XOR V1 = 1) can be
initialized into metastable states using a pair of top cell PMOS
transistors M1 and M2 with the same size. Due to the inherent
current mismatch of transistors M11 and M12, the metastable
states are eventually resolved into stable states. Specifically,
the process variation of the four transistors, M1, M2, M11 and
M12, introduces an intrinsic bias that converts the metastable
state to a stable state of either (V0 = 0, V1 = 1) or (V0 = 1, V1 =
0) [32]. Meanwhile, the cross-coupled structure also provides
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Fig. 3. (a) Regeneration process with M7 and M8 only; (b) regeneration
process with M3, M4, M7 and M8 only; (c) regeneration process with M3 ∼
M8.

a positive feedback to speed up the stabilization process. When
a bit cell is selected, the top cell starts to charge the bit cell. At
this stage, the gate voltages of the transistors, M11 and M12,
are close to 0. So the transistors M11 and M12 are biased at the
subthreshold region. As the bit cell is charged continuously,
the rise of V0 and V1 corresponds to a drop in |Vgs| of the
top cell transistors, which pushes the top cell transistors to
the subthreshold region and eventually turns off one of them.
Suppose M1 is turned off, M2 continues to charge the serially
connected transistor M12 to increase Vds12 = V1 until M11 is
turned on (Vds12>Vth11). Then V0 and V1 are well separated as
shown in Fig. 4. Before M1 is turned off, the values of V0 and
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Fig. 4. Positive feedback based native reliability enhancement mechanism
of the proposed PUF implementation.
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V1 can be calculated using the subthreshold region equation:

I =µCox
W

L
(m− 1)Vt

2exp

(
Vgs − Vth

mVt

)
×
(
1− exp

(
−Vds

Vt

)) (1)

where µ is the carrier mobility, Cox is the sheet oxide-
capacitance density, W /L is the width to length ratio of the
transistor, m is the sub-threshold slope factor, Vgs and Vds are
the gate-source and drain-source voltages, respectively, Vth is
the threshold voltage and Vt is the thermal voltage.

Since the top cell and the bit cell are connected in stack,
the values of V0 and V1 can be calculated as follows:

V0 =Vdd − Val +
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m2Vtln

(µCox
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2

(µCox
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12
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︸ ︷︷ ︸

PTAT

(3)

where Val and Var are the drain-source voltages of the left and
right access transistors, M5 and M6, respectively. According
to our simulation results, Val and Var are close to each other
with a difference of around 10 mV. Considering that Vds of
the device is typically larger than 200 mV, the dependence
of subthreshold drain current on Vds can be ignored. Besides,
M11/M12 are designed with minimum size HVT transistors to
maximize the native entropy. With optimized transistor size for
the top cell transistors, the CTAT and PTAT terms in Eq. (3)
counteract each other to minimize the temperature dependence
of V0 and V1. Except for M5∼M12, whose W/L were kept at
80nm/60nm to minimize the PUF cells area, M1∼M4 in the
top cell were sized for the minimum temperature instability.
To determine the sizes of these transistors, Monte Carlo (MC)
simulations were conducted for different transistor sizes at
each temperature point to extract sufficient PUF bits. The
temperature coefficient (TC) and BER for each transistor width
were calculated and shown in Fig. 5. The sizes of M1∼M4

that have the lowest TC and BER were selected.
Let ∆Vout be the difference between V0 and V1. It can be

calculated as follows:

∆Vout = (Vt∆K)︸ ︷︷ ︸
PTAT

−(Val − Var)− (
m1

m11
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Eq. (4) indicates that the temperature dependent terms are
well compensated and the dependence of ∆Vout on the supply
voltage is largely reduced. Moreover, ∆Vout is dominated by
the difference between the threshold voltages of M11 and M12

instead of the top cell transistors, M1 and M2, which are
shared by each column. To further minimize the mismatch
originating from the top cell transistors, M1 and M2, we upsize
the top cell transistors (M1∼M4), then split them into smaller
sizes and connect them together in a common-centroid layout
style.

Device parametric variation due to fabrication process, such
as threshold voltage of the transistor, is typically modelled
by normal distribution N (µ, σ2) with mean and variance
governed by the process technology [33]. Theoretically, as
the Vth distributions of the two bottom transistors, M11 and
M12, are the same, ∆Vout also follows a normal distribu-
tion with zero mean and twice the variance. However, the
mismatched voltages/currents generated by the two adjacent
transistors are very small initially, and can be easily perturbed
by noise. ∆Vout becomes stable when the difference between
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Fig. 7. Auto-correlation results of 2560 consecutive bits obtained from 10
PUF chips.

V0 and V1 increases beyond the noise. As shown in Fig. 4,
the proposed positive feedback mechanism quickly amplifies
this mismatch induced metastable ∆Vout before it can be
overturned by temporal noise to improve the robustness of the
entire structure. As temporal noise is a random process with
time-varying amplitude and phase, by ramping up the noise
margin of ∆Vout fast enough during the PUF bit generation
cycle, the probability of temporal noise inflicted error bit is
significantly reduced. Finally, a sense amplifier is used to
generate the rail-to-rail digital output at the earliest, according
to the stable output state of the cross-coupled comparator
structure. The sense amplifier adopted in our design is formed
by three cascaded differential amplifiers, which has a gain of
64.5dB and a bandwidth of 9.73MHz.

III. EXPERIMENTAL RESULTS

The proposed implementation was fabricated using standard
65 nm CMOS process. Fig. 6 shows both the microphotograph
and layout of the fabricated prototype, which features a com-
pact overall silicon area of 2533 µm2. Each bit cell occupies
an area of 4.38 µm2. Including all the peripheral circuitries
such as the decoders, sense amplifier and the top cells shared
by each column, the chip area per PUF bit is calculated
to be 9.89 µm2. In the following subsections, the proposed
PUF implementation is evaluated based on the widely-adopted
figures of merit, including unpredictability/randomness, u-
niqueness and reliability/instability. TMV, DBD and SMV
are commonly used lightweight error correction schemes for

TABLE I. NIST SP800-22 TEST RESULTS BASED ON THE OUTPUTS
GENERATED BY THE FABRICATED PUF CHIPS.

Test Item Stream length No. of runs P VALUE Pass (%) Pass?

Frequency 256 10 0.911413 100 YES
Block Frequency 256 10 0.213309 100 YES
Cumulative Sums 256 10 0.739918 100 YES

Runs 256 10 0.534146 100 YES
Longest Run 256 10 0.350485 100 YES

FFT 256 10 0.122325 100 YES
Approximate Entropy 256 ( m = 3 ) 10 0.350485 100 YES

Serial 256 ( m = 3 ) 10 0.739918 100 YES

reliability improvement of PUF. To evaluate the extent of
reliability enhancement achievable by our proposed PUF by
these schemes, they are implemented off-chip on FPGA board
and Matlab program on PC as in [19]–[24].

A. Unpredictability
The widely-adopted auto-correlation function (ACF) and

NIST SP800-22 test suite [34] for entropy test are used to
evaluate the unpredictability of the proposed implementation.
As shown in Fig. 7, a 2560-bit (10 chips×256 bit) data stream
obtained from 10 test chips was sent for ACF test, and the
auto-correlation result σ was calculated to be 0.0197 with 95%
confidence interval. The small σ value obtained from the auto-
correlation test results implies that the data stream generated
by our proposed PUF has high randomness [32], and is less
vulnerable to correlation analysis attacks.

In addition, the 2560 raw CRPs without any pre- and post-
processing were also input to NIST test suite to further evaluate
their randomness. The results are summarized in Table I. The
P-value of each test must be greater than 0.01 in order for
the bitstream to be considered as random. Due to the limited
number of test chips and CRP space of weak PUF, the size
of the raw response bit stream collected from the PUF chips
is insufficient to carry out some NIST tests such as “Binary
Matrix Rank”, “Linear Complexity”, “Overlapping Template
Matching”, “Universal Statistical”, “Random Excursions” and
“Random Excursions Variant”, which require much larger data
bit stream. Given the results of Table I from the raw PUF
responses for all NIST tests that can be conducted with this
length of bitstream, it demonstrates that the response generated
by each bit cell is independent and identically distributed.

Moreover, the spatial uniformity of the response bits due
to the combined effect of inter- and intra- die variations is
visualized by the 2D map in Fig. 8. Each pixel of a 2D
map represents the average value of the response bits of a
cell measured from 20 different chips for Fig. 8(a), 20 MC
simulated cell instances for Fig. 8(b) and over 1000 MC
simulated cell instances for Fig. 8(c). The average response
bit value between 0 and 1 of each cell is quantized into 10
equal intervals and represented by 10 different color intensities.
The mean µ and standard deviation σ of each of the array of
16×16 cells are computed to be (µ, σ) = (0.498, 0.063) for
20 chips, (0.507, 0.073) for 20 MC instances and (0.5006,
0.0142) for 1000 MC instances. The cells that fall outside
the 95% confidence interval are marked in each plot by using
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Fig. 8. (a) Average outputs of the PUF arrays of 20 test chips; (b) average
outputs of the PUF arrays based on 20 pre-layout MC simulation runs; (c)
average outputs of the PUF arrays based on 1000 pre-layout MC simulation
runs.

different intensities of red color for average cell response bit
values that fall in the range from 0 to µ − 2σ and different
intensities of blue color for average cell response bit values
that fall in the range from µ + 2σ to 1. The percentages of
cells that fall within ±2σ are equal to 98.0%, 98.4% and
95.7% for 20 chips, 20 and 1000 MC instances, respectively.
The results indicate the measured average response bit values
are not significantly deviated from the simulation results with
good uniformity as more than 95% of the cells have deviation
bounded within 2σ. MC simulation with larger sample size has
a more uniform distribution across all cells in the array and
better approximates the population mean. To check if there is
significant difference between the 256 average response bits
measured from the 20 chips and those simulated by the 1000
MC instances, a two-tails Welch’s T test is conducted with the
null hypothesis H0 of µ1 = µ2, the significant level α = 0.05
and outliers included. Since the p-value equals 0.197835 > α,
H0 is accepted, signifying that the difference between the
average response bits of the two populations is not big enough
to be statistically significant.

Meanwhile, the row and column averages of the digital
outputs of 20 test chips and 20 MC simulated instances are
plotted in Figs. 9(a) and (b), respectively. For a binomial
distribution with p = 0.5, n = 320 for 20× 16 rows/columns.
The standard deviation can be calculated as

√
np(1− p) =

8.944, which correspond to 2.80% of 320 bits. The dashed lines
on each plot mark the boundaries 0.5±0.028. The variations of
the row and column averages of both plots are bounded by the
calculated standard deviation, which show an excellent statis-
tical agreement between the measured and simulation results.
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Fig. 9. Average digital output values per row and per column generated from
(a) 20 test chips; (b) 20 pre-layout MC simulation runs.
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Fig. 10. Measured inter-PUF HDs across 10 PUF chips.

The absence of strong gradient change in the row average and
the column average shows that systematic deviation has been
greatly reduced. The insignificant fluctuation of these average
values around 0.5 indicates that the effect of the mismatch in
the top cell transistors has been successfully eliminated by the
optimized size and common-centroid layout. It corroborates
that the term Biastopcell in Eq. (4) is negligible compared
with Biasbitcell and can thus be ignored.

B. Uniqueness Measurement
The uniqueness of the proposed PUF design is evaluated

by the inter-PUF Hamming distance (HD). The inter-PUF HD
is defined as the HD between the outputs of two different
PUF chips operating at the reference temperature and supply
voltage (which is 27 ◦C and 1.2 V for our tests). The ideal
inter-PUF HD is 50%. Let Ru and Rv be the n-bit responses
of two different chips to the same challenge, respectively, the
uniqueness can be calculated by taking the average HD of n-bit
responses between different pairs of m PUF chips normalized
by the response bit length n as follows [2]:

U =
2

m(m− 1)

m−1∑
u=1

m∑
v=u+1

HD(Ru, Rv)

n
× 100% (6)

For 10 test chips, m = 10. Since a 256-bit response is
generated by each test chip, n = 256. The histogram of the
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Fig. 11. Fraction of native unstable bits detected by different error thresholds.
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Fig. 12. Measured native BER with/without TMV under normal condition.

fractional HD values calculated from 10C2 = 45 pairs of
256-bit response is plotted in Fig. 10. The distribution of
the fractional inter-PUF HDs measured from 10 PUF chips
exhibits a binomial distribution. The mean µ and standard
deviation σ of the best-fit Gaussian curve to the histogram
are found to be 49.53% and 3.51%, respectively.

C. Reliability Characterization

Reliability is characterized by the cumulative instability (i.e.,
proportion of locations that have at least one error occurred
across all evaluations) and the instantaneous instability (i.e.,
the BER) in previous implementations [22], [25]. In order
to quantify the PUF’s instability against temporal noise, the
outputs of 10 PUF chips are read up to 5000 times and
averaged under normal operating condition.

As shown in Fig. 11 and Fig. 12, the worst-case fraction
of unstable bits of the native PUF is measured to be at most
1.46% for 500 evaluations and 2.91% for 5K evaluations, and
the worst-case BER is 0.44%. By setting the threshold (th) in
the number of errors over 5K evaluations to 20, 40 and 80 to
classify a bit location as unstable, the unstable bits are further
reduced to 1.99% (th = 20), 1.73% (th = 40) and 0.82% (th =
80), respectively, as shown in Fig. 11.

In a v-way TMV (TMV-v), the PUF bit is computed by
the mean response within a voting window v, where v is
an odd integer determined by the non-zero response bit flip
probability. TMV-v is implemented as follows: 1) The PUF
bit is read out v times by applying the same challenge. 2)
The v output bits (‘1’ or ‘0’) are accumulated by a counter.
The PUF response bit is 1 if the counter output is larger
than (v − 1)/2, and 0 otherwise. 3) The steps are repeated
for 256 different challenges to form a 256-bit PUF response.
The BERs at different environmental conditions are calculated
based on the majority-voted PUF bit strings. Fig. 12 shows
that with TMV, the worst-case BER of the native response has
been reduced to 0.40% and 0.31% for TMV11 and TMV21,
respectively. For comparison, the BER for TMV31 is also
calculated, which is very close to that for TMV21. It shows
that the reliability improvement saturates with the increase in
frequency for majority voting.

In order to measure the reliability of the proposed PUF
against temperature variation, the fabricated PUF chips were
challenged under various operating temperature and the digital
responses were recorded to calculate the BER:

BER = 1−Reliability =
1

k

k∑
j=1

HD(Ri, Ri,j)

n
×100% (7)

where Ri is an n-bit response produced by a PUF chip i
under normal operating condition (27◦C) and a set of input
challenges, C. Then the same set of challenges is applied k
times to the same PUF under varying operating temperature
ranging from −50◦C to 150◦C to obtain the responses Ri,j for
j = 1, 2, · · · , k. Each bit of the reference n-bit response Ri

of Eq. (7) is obtained by a single measurement under normal
operating condition. The average of multiple measurements
was only adopted for TMV based error correction. In TMV-
v, each bit of the reference response Ri is obtained by the
average of v measurements with the same challenge at normal
operating condition. As shown in Fig. 15, the average native
BER measured from 10 PUF chips is found to be 3.91% for
the worst-case scenario (i.e., −40 ◦C). With the temperature
changes in a step size of 10◦C, the BER per 10◦C is calculated
to be 0.26%. TMV scheme is applied to further improve the
BER per 10◦C. The fact that the BER per 10◦C can only be
reduced to 0.21% even with TMV31 implies temporal noise is
not the main contributor of the error bits at adverse operating
condition.

DBD is another effective way for locating the unstable
bits with multiple evaluations by sweeping temperature/voltage
[23]. In particular, during the chip measurement, we found that
the locations of some cells that generate error bits are always
fixed. For instance, the cell corresponding to the challenge
(0x08) generates an error bit at 30◦C, and for other operating
temperature including −30◦C, 50◦C, 70◦C, 100◦C, the error
bit is always detected for the same challenge. These error
bits with fixed locations cannot be completely eliminated by
TMV scheme. DBD scheme is applied to prune the unreliable
responses from these cells. For DBD, the response of PUF
under normal condition (27◦C, 1.2V) and the responses under
varying conditions are compared to prune the dark bits. It
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Fig. 15. Measured native BER for 10 test PUF chips with
the operating temperature ranging from −50◦C to 150◦C.
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Fig. 16. BER improved by different correction schemes with the operating
temperature varied from −50◦C to 150◦C.

is evaluated by the following procedure: 1) The reference
response bit of a cell is read out at normal condition (27◦C,
1.2V). 2) The response bit of the same cell is also read out at
each other condition with the temperature varying from −50◦C
to 150◦C in step size of 10◦C, and supply voltage varying from
1V to 1.4V in step size of 0.1V. 3) A counter is used to count
the number of differences in the response bits of the same
cell generated at other conditions from that at the reference
condition. 4) If the counter output is larger than the threshold
v, the PUF cell will be marked as a dark bit and discarded.
As shown in Fig. 13, DBD can reduce the BER significantly.
By discarding the output bit of a cell that repeatedly generates
error for v times over the sweeping temperature range, 23 bits
(9%) are discarded if v is set to 2, and the BER can be reduced
to as low as 0.13%. In order to strike a good balance between
the number of discarded bits and the BER, v is set to 4 to
discard only 10 bits (4%) to reduce the BER to 0.67%, as
illustrated in Fig. 13.

SMV [31] is similar to TMV except that the majority voting
is performed spatially instead of temporally. In SMV, the
responses from a group of affiliated cells (i.e., responses to
different challenges) are used to determine the response bit
of a cell in the group. It uses v output bits to reconstruct a
new output bit (called the pre-key) with fault-tolerance up to
(v − 1)/2 bits, where v is an odd integer determined by the

non-zero probability of response bit flip. By majority voting,
the reconstructed response bit is erroneous only when the
number of bit errors within the group exceeds half of the
votes. The process is carried out in two stages, as shown
in Fig. 14. The pre-key is generated under normal condition
(27◦C, 1.2V) by the following steps: 1) Response bits from v
PUF bit cells are XORed to obtain a pre-key. The v bit cells
can be arbitrarily selected by v successive outputs generated
from a linear feedback shift register (LSFR) seeded by the
challenge. 2) The pre-key is XORed with the v PUF response
bits to obtain a v-bit mask. The mask will be stored in a
non-volatile memory without leaking the response bit. The
response bit is reconstructed from the PUF under different
operating conditions (−50◦C∼150◦C, 1 V∼1.4 V) as follows:
1) The response bits are read out from v bit cells selected
by successive outputs of the LSFR seeded by the applied
challenge. 2) The v-bit mask stored in the NVM corresponding
to the challenge are XORed with the v response bits to obtain
a v-bit word. 3) The number of 1s in the v-bit word are
accumulated by a counter. The PUF response bit is 1 if the
counter output is larger than (v − 1)/2, and 0 otherwise. The
improved BER per 10◦C of the response reconstructed by
SMV is compared with the TMV and DBD schemes in Fig.
16.

The BER of the PUF output against the supply voltage
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Fig. 18. BER improved by different correction schemes with the supply voltage
ranging from 1.0 V to 1.4 V.
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without any correction.
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Fig. 20. Improved reliability across all different operating conditions with
SMV.

variations from 1.0 V to 1.4 V (i.e. ±17%) is also evaluated,
with the reference voltage at 1.2 V. As depicted in Fig. 17,
the native BER of 10 PUF chips is 5.27% in the worst-case
scenario at 1.0 V. With a step size of 0.1 V, the BER per 0.1
V is calculated to be 2.34%. With TMV31, DBD (v = 4, 12b)
and SMV (v = 3) schemes, the BER per 0.1 V can be lowered
to 2.15%, 1.89% and 0.34%, respectively, as shown in Fig. 18.

The PUF reliability are also evaluated against simultaneous
temperature and supply voltage variations. The 2D plot in Fig.
19 shows the native reliability across all different combinations
of changes in these two environmental factors. The measured
average reliability is 96.87%, and the worst-case reliability is
94.34%, which occurs at (−50◦C, 1 V) and (150◦C, 1 V).
With SMV correction scheme, the average reliability and the
worst-case reliability have been raised to 99.31% and 98.25%,
respectively, as shown in Fig. 20.

The ratio of the mean inter-PUF HD to mean intra-PUF
HD is also calculated. As expressed in Eq. (7), the intra-PUF
HD is defined as the number of mismatch bits with the same
challenge applied to the same PUF instance under different
environmental conditions. The output responses of the chip
are read under the reference supply voltage and temperature
repeatedly for ∼5000 times, and two output sets are randomly
selected to calculate the HDs. As shown in Fig. 21, based

on the best-fit Gaussian curves plotted for both the inter-
PUF HD and the intra-PUF HD, the mean inter-PUF HD
is calculated to be around 118× the mean intra-PUF HD.
By randomly selecting two output streams generated under
different operating temperature/supply voltage conditions, the
intra-PUF HDs are plotted with the operating temperature
varied from −50◦C to 150◦C and the supply voltage varied
from 1.0 V to 1.4 V in Fig. 22. Then the ratios of the inter-PUF
to intra-PUF HDs corresponding to the operating temperature
and supply voltage variations are calculated to be around 18
and 13, respectively. The inter/intra-PUF HD ratios for the PUF
readout with DBD and SMV based correction schemes are also
determined. As illustrated in Fig. 23, with DBD correction, the
ratios of inter-PUF to intra-PUF HDs have been elevated to
38 and 20 for the operating temperature and supply voltage
variations, respectively. In stark contrast, with SMV based
correction scheme, the inter-PUF HDs have been significantly
elevated to 127× and 59× those of the intra-PUF HDs for
the same ranges of temperature and supply voltage variations,
respectively, as illustrated in Fig. 24.

D. Comparison
Table II provides a full comparison of our proposed PUF a-

gainst the reported state-of-the-art weak PUF implementations
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Fig. 21. Separation of inter/intra-PUF HD at the normal condition
(27◦C, 1.2V).

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
0.0

0.2

0.4

0.6

0.8

1.0

1.2

=0.0272
=0.0166

=0.0375
=0.0221

C
ou

nt
 (N

or
m

al
iz

ed
)

Hamming Distance

 Inter-PUF
 Intra-PUF-T
 Intra-PUF-V

=0.4953
=0.0351

13X
18X

 

 

Fig. 22. Separations of inter/intra-PUF HD with operating temperature
variation (−50 ◦C∼150 ◦C) and voltage variation (1.0 V∼1.4 V).
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Fig. 23. Improved separations of inter/intra-PUF HD with DBD.
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Fig. 24. Improved separations of inter/intra-PUF HD with SMV.

[19]–[25]. It shows that our proposed PUF design is highly
reliable with BER per 10◦C as low as 0.16%, even under the
widest operating temperature range of −50◦C∼150◦C. The
normalized bit cell size is as compact as 1036 F 2, which are
9.29×, 5.82×, 9.06× and 3.52× smaller than the previously
reported designs of [19], [20], [23] and [25], respectively. With
the same number of repeated PUF readouts under the normal
condition, our PUF design outperforms the reported native
unstable bits/BER of [19] by 10.3×/19.3× (5K readouts), [20]
by 1.18× (400 readouts), [21] by 4.48× (500 readouts), [23] by
9.28× (5K readouts), [24] by 2.13×/1.60× (1K readouts), and
[25] by 1.75×/1.88× (500 readouts), respectively. It should be
noted that the above Gb/s throughputs reported in some PUF
implementations are actually achieved by directly outputting
the digital PUF bits in parallel (e.g., 64 bit width in [22]),
whereas the PUF bits in this and other works with much
lower throughputs are generated and output in series by using
a cross-coupled comparator and sense amplifier shared by the
whole PUF array. As acknowledged by the authors of [22], the
parallel readout that is widely adopted for mainstream memory
(e.g., SRAM) can significantly elevate the throughput at huge
expense of silicon area and power consumption, including
those dedicated to the additional I/O pads for chip testing.

IV. CONCLUSION

In this paper, we have successfully demonstrated a PUF
implementation based on the cross-coupled comparator with
temperature compensation. It features a compact bit cell size
of 1036 F 2. Due to the positive feedback mechanism provided
by the cross-coupled structure, the proposed implementation
is capable of minimizing the unstable raw response bits to
at most 1.46% (500 evaluations) ∼ 2.91% (5K evaluations)
and achieving a native BER of 0.44% at normal operat-
ing temperature/supply voltage condition. With the operating
temperature ranging from −50◦C to 150◦C and the supply
voltage ranging from 1.0 V to 1.4 V, the native BER per
10◦C and BER per 0.1 V are evaluated to be 0.26% and
2.34%, respectively without any correction. By using the DBD
and SMV based error correction schemes, the above native
BER per 10◦C and BER per 0.1 V can be further reduced
to 0.11% (DBD)/0.016% (SMV) and 1.89% (DBD)/0.34%
(SMV), respectively. Across all different operating conditions,
the average BER is measured to be 3.13% without correction
and 0.69% with SMV. From the inter-PUF HD measured from
10 fabricated PUF chips, an excellent uniqueness of 49.53% is
achieved. The superior unpredictability of this design is also
validated by ACF and NIST randomness tests. The measured
average power consumption of the PUF chip is 23.83 µW at the
throughput of 8 Mb/s, corresponding to an energy efficiency of
2.98 pJ/bit (and 1.61 pJ/bit for the PUF core). Compared with
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TABLE II. PERFORMANCE COMPARISON WITH THE STATE-OF-THE-ART IMPLEMENTATIONS.

[19]

ISSCC’14

[20]

ISSCC’15

[20]

ISSCC’15

[21]

JSSC’16

[22]

ISSCC’17

[23]

JSSC’17

[24]

ISSCC’18

[25]

JSSC’18
This Work

Technology (nm) 22 65 65 65 180 14 180 40 65

Structure SRAM RO INV
PTAT Volt.

Generator
2T-Amp. SRAM Leakage-based

Current

Mirror

Cross-coupled

Comp.

Correction scheme
Burn-in, TMV,

Masking
N/A

Burn-in,

TMV

TMV,

Masking

TMV,

Masking

TMV, Burn-in

SBD7

Remapping,

TMV

Hysteresis,

T-Comp.

TMV, DBD

SMV

Norm. bitcell size (F 2) 9628 39000 6030 726 782 9387 890 3643 1036

Unstable bits under

normal condition (%)

(No. of Evaluations)

∼30

∼31

(5K)

69.53
1.73

(400)

6.54

2.002

(500)

1.73

0.692

(2K)

∼27

(5K)

5.62

1.762

(1K)

2.55/3.48

(500/5K)

1.46/2.64/2.91

(500/1K/5K)

BER under

normal condition (%)

8.3

0.971 N/A N/A N/A
0.18

0.082 N/A
0.69

0.0192 0.81 0.44

Temp. range (◦C) 25∼50 N/A 25∼85 0∼80 −40∼120 25∼110 0∼80 −40∼125 −50∼150

Supply volt. range (V) 0.7∼0.9 N/A 0.7∼1.0 0.6∼1.2 0.8∼1.8 0.55∼0.75 1.2∼1.8 0.8∼1.0 1.0∼1.4

Averaged BER across

all temp. &volt.

conditions (%)

N/A N/A N/A N/A N/A
5.76

1.468 N/A N/A
3.13

0.695

BER per 10◦C (%) N/A N/A 0.47 0.443 0.214 N/A N/A ∼0.32
0.26

0.0165

BER per 0.1V (%) N/A N/A 1.3 0.133 0.294 N/A N/A ∼0.72
2.34

0.345

Uniqueness (%) 49 N/A 50.14 50.01 49.9 48.6 50.001 49.07 49.53

ACF@95%

confidence
0.0088 0.125 0.0363 0.0188 0.0167 N/A 0.0221 0.00735 0.0197

Entropy 0.9997 0.8671 0.9966 0.9998 N/A 0.99993 N/A 0.9972 0.9999

Energy efficiency

(pJ/bit)

0.0139

0.196
0.475 0.015

0.548

6.022
0.0911 0.0049 3.6 0.0565

1.619

2.98

Throughput (Mb/s) 2000 N/A N/A 10.2 4832 750 0.018 24000 8

Data Output Scheme N/A N/A Serial Serial
Parallel

(64-bit)
N/A N/A N/A Serial

1 Bit-error rate after TMV, with aging hardening and bit-masking applied; 2With TMV11; 3With off-chip ADC/comparator and manual re-calibration at
each temperature point; 4With TMV, not native; 5With SMV to increase the rate of fault tolerance; 6With TMV15; 7Selective Bit Destabilization; 8With
TMV15 and dark bits discarded; 9Energy efficiency of PUF core.

the state-of-the-art implementations, the unstable bits and BER
of the native responses measured at the normal condition have
been improved by 1.18∼10.3× and 1.60∼19.3×, respectively.
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