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Abstract: Since 2002, there have been active discussions on template attacks due to the robust
performance of such attacks. There are reports of numerous proposals to improve the accuracy
of prediction model in order to identify the point of interest. To date, many researchers have only
focused on the performance of template attacks. In this paper, we introduce a new approach to retrieve
the secret information in key schedules, without the profiling phase utilizing secret information.
The template attack allows us to reveal the correct key even though the encryption/decryption
processes have powerful countermeasures. More precisely, if the templates are sufficiently built in
loading/saving the public information, in the extraction phase, the templates already created can
be applied to the identical operation about secret information, which allows us to retrieve the secret
information even if the countermeasures are theoretically robust. This suggestion becomes another
backdoor to avoid hardened countermeasures. In order to demonstrate our proposal, we consider the
Advanced Encryption Standard key schedule as a target for attack; however, it cannot be the target of
non-profiling attacks in general. Finally, the Hamming weight information of the correct key could
be recovered in an XMEGA128 chip, without the secret information. Moreover, we concentrate on the
potential possibility of our suggestion since the performance cannot outperform the original methods
used in such attacks.

Keywords: template attack; AES key schedule; profiling attack

1. Introduction

Template attacks were suggested by Chari et al. [1] as one of the strongest side-channel attacks.
In general, a template attack consists of two phases: profiling and extraction. To conduct template
attacks, in the profiling phase, the attacker has to find the point of interest (Pol). Based on this
information, templates are built using statistical tools or machine learning (ML). The significant aspect
is that an adversary must have the knowledge of the secret information, such as the correct key,
all instructions, and device specification. Afterward, based on its setting, the extraction phase is
conducted to retrieve the correct key, with a different device.

To enhance the performance of template attacks, many contributions have been proposed. In order
to find appropriate Pols, statistical tools such as sum of squared pairwise T-difference (SOST) [2],
normalized inter-class variance (NICV) [2], difference of mean (DOM) [3], sum of squared difference
(SOSD) [2], signal to noise ratio (SNR) [4], mutual information analysis (MIA) [5], Komogorov-Smirnov
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analysis (KSA) [6], and variance (VAR) [7] have been suggested. Among these, the SOST tool is the
most commonly employed to find Pols.

In contrast, many researchers have struggled to construct an accurate leakage model. In terms
of the (multivariate) Gaussian distribution model, there are some variants for covariance to improve
the accuracy of prediction model. In particular, some proposals show remarkable results when
applying the average to traces. Moreover, ML schemes, such as random forest, support vector machine,
and self-organizing map [8,9], can be applied to build templates. Deep learning, convolutional neural
networks, and multi-layer perception are also used to mount profiling attacks, based on artificial
intelligence priciples.

Most template attacks including the profiling attacks are applied to the internal of encryption
processes such as S-boxes. Therefore, some studies [10,11] try to overcome the masking countermeasures
to apply profiling attacks. To return to key schedule sight, some papers [7,12-14] are applied to profiling
attacks to extract round keys.

Related Works Sometimes, the key schedule can be the main target of side-channel analysis
based on the profiling attack because the master key cannot usually be changed in attack device.
Some papers [7,12-14] show that side-channel leakage can be extracted to acquire the master key or
round key, when some operations are computed in a key schedule. The brief description is as follows.

o E.Biham et al. [12] In software implementation of the smart card, they described that it is possible
to recover the key value after producing some templates for each Hamming weight (HW) value of
the key-dependent region. It is required to use a specific algorithm to distinguish the HW value
of a key after collecting the different cryptographic key and fixed data, but they did not show the
experimental results. That is, some ideas for side-channel analysis with respect to key schedules
were just suggested.

o PN.Fahn et al. [13] Their main target was the exclusive or (XOR) operation of the round key
when the cryptographic key is fixed. To obtain the round key, they first divided each round in a
key schedule operation to observe the difference of the key bit. Subsequently, it was compared
between each rounds. They confirmed that the difference which was found depends on the key
bit when XOR operation is computed in each round.

e  S.Mangard [14] He proposed two strategies for a key schedule. In the first strategy, he learned the
full leakages for round keys on another target. Subsequently, the round keys could be extracted
on an attack target. In the second strategy, he referred that an adversary could learn the properties
of HW for processing known values, such as plaintext/ciphertext on XOR operation, in the case
that an adversary only had access to an attack target. However, he did not show the experimental
results for the two strategies.

e S.Mangard et al. [7] They summarized previous studies [12-14] for the extraction of the secret
information on the computation of a key schedule. Additionally, they confirmed that the HW of
each data can be characterized by MOV instruction. To utilize its properties, they mentioned that
round keys could be acquired to perform template attacks in key schedule.

Although the masking scheme of key schedule is suggested [15], a part of loading and/or saving
of the master key can be naturally leaked in terms of side-channel information. In other words, if the
templates for natural loaded and/or saved master key can be built, it is possible that the correct key
can be retrieved based on the assumption below.

Assumption 1 (Adversary Assumption for General Template Attack).

An adversary obtains an identical device as a target device.

2. Anadversary fully controls the device that has identical instructions as the target device.

3. For the abovementioned instructions, an adversary can execute the device with different data and different
keys to collect numerous traces.
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Since an adversary can build an accurate leakage model, this assumption is ideally expected to
acquire higher performance compared to non-profiling schemes. Surprisingly, there are no challenges
in the elimination of an adversary assumption. Additionally, if the encryption/decryption parts
include the strong countermeasures, such as high-order masking [16], hiding [17], and the combination
between high-order masking and hiding [18], it is hard to recover the secret information. Naturally,
we can imagine two fold. The first thing is that the countermeasures of encryption/decryption parts
are very powerful to break secret information. The second thing is that the master key is loaded
and/or saved to a local variable to operate key schedule operation, and also plaintext/ciphertext
is loaded/saved to a local variable, respectively. This is a reasonable assumption owing to the fact
that many countermeasures concentrate on depening the encryption/decryption parts rather than
the key schedule. Even though the masking countermeasure is applied to key schedule operation,
the loading/saving of the master key naturally might be leaked.

Challenge & Contribution An adversary should acquire the identical device in order to build the
templates in the profiling scenario. If an adversary creates the templates without identical devices,
the template attacks will be more attractive compared to non-profiling attacks. But, how can we create
templates in a non-profiling scenario? The answer is that we can utilize public information such
as plaintext and ciphertext. Then, Pols can easily be found without secret information. Afterward,
the templates can be built. Despite this fact, in usual scenarios, the templates are only used to recover
the public information, not secret, due to the fact that the templates are built from public information.
From a different angle of view, in this paper, we utilize the template created from public information to
the key schedule operation, which is composed of secret information. More precisely, after searching
the loading/saving parts in public and secret information, we can apply the templates to the secret
information part. Additionally, although assuming that an adversary cannot recover any secret
information in encryption/decryption parts, our suggestion allows us to recover the secret key.

While performing our suggestion, the trace points used in the profiling phase might not be identical to
those used in the extraction phase. To resolve this issue, we should estimate the statistical difference
between the traces used in the profiling and extraction phases, before executing the extraction phase.
Intuitively, the success rate seems to depend on the statistical difference. In this paper, we show the
possibility of our suggestion, which means that the template attack from the fact that the profiling is
created by only the public information is feasible.

In generic non-profiling attacks, the key schedule operation of a block cipher cannot be targeted since
all intermediate variables in the key schedule operation cannot be changed. However, even though
we do not employ the original profiling concept, the Hamming weight (HW) information can be
recovered on key schedule operation. When performing a template attack to create the templates,
we can utilize public operations like plaintext or ciphertext. In other words, while the plaintext or
ciphertext are moved to the local variables, the templates can be constructed. Despite the mitigated
assumption, the success rate is quite high when the power consumption model is considered as a HW
model. After the HW value of the secret key is recovered using our suggestion, we can employ an
attack scheme like an algebraic attack to completely retrieve the master key. Consequently, by our
suggestion, the master key is directly retrieved in the key schedule operation without assuming an
original profiling attack. In this paper, to show our suggestion, we decide the main target as the key
schedule of a block cipher Advanced Encryption Standard (AES) [19].

2. Classical Template-Based Simple Power Analysis

In this section, we briefly discuss the template attack with respect to profiled side-channel analysis.
Before presenting a detailed description of a template attack and our suggestion, we first summarize
the notations used, as in Table 1. Note that the notations described in this section are maintained for
consistency and used throughout the rest of this paper.
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Table 1. Notations for template attack.

Notation Description
D Number of collected power traces
K Number of key candidates
T Number of points in a trace
d; Input or output of ith encryption
kj Key of encryption algorithm (jth key is a part of master key)
vjj Intermediate variable is generated from f(d;, k;)
£ Power consumption model
hi Expected power consumption model for v; ;
) Trace when performing encryption with h; ,
Kl ie., (th,-,/,lf‘ . ’thi,j/T)/ (The size of ty, : T x 1)
det(C) Determinant of C
B, Template vector for the expected intermediate variable h; ;
mgsl Averaged trace of t, . for selected Pol
(CES_I Covariance of t, . for selected Pol
Npor Number of the selected Pol
tpro OF TExt Traces collected in Profiling or Extraction phase for template attack

m}ig{ or tg% Pols of traces collected in Profiling or Extraction phase for template attack

An adversary accesses an identical cryptographic device that he/she can program to his/her
selection via template attack [1]. Soon afterward, many researchers conducted studies to enhance the
template attack. Based on this fact, the typical procedure to perform a template attack is as follows.

1. Find the Pols
2. Profiling Phase
3.  Extraction Phase

Before explaining our suggestion, we conducted a classical template-based simple power analysis
(SPA) on a key schedule of the block cipher AES that was comparable to the success rate of an attack of
our suggestion. For this, some variables for each step were selected as follows.

2.1. Find the Pols

As previously stated, many selection schemes were proposed. Our main focus is not the
improvement of the efficiency but the examination of the possibility of an attack. Therefore, we chose
a generic approach to select a Pol. Owing to the fact that the SOST tool is commonly used to find the
Pol, we employ this tool.

2.2. Profiling Phase

To improve the success rate of a template attack, we use the HW value as an intermediate variable.
Moreover, to reduce the complexity of the intermediate variable, we only consider 8-bits as the size of
the operand size in CPU. Namely, the number of templates is 9 classes.

hij = £(f(d;,k;)) = £(v; ;) = HW(d;)

(£ : Power consumption model)
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2.3. Extraction Phase

As Choudary et al. warned in Reference [20], while avoiding the floating-point limitation and
numerical problems for a large matrix size, we carefully compute an original multivariate normal
distribution to obtain the HW value as follows.

!/
1 Pol Pol Pol\—1 Pol Pol
exp <_2 : (tEXt - ]Inhl./]. ) : (Chl‘/]- ) : (tEXt - mhl‘/]‘ )>

\/(ZH)NPOI - det((CESjI)

Pol. ;. Pol
Pr (tEgt; bhfj) =

3. Our New Approach—Keyless Template-Based Simple Power Analysis

In this section, we explain our proposal, which mitigates an adversary assumption concerning a
template attack.

3.1. Mitigating an Adversary Assumption

Instead of a powerful assumption, we can supplement some realistic assumptions for an
adversary assumption.

Assumption 2 (Mitigating an Adversary Assumption for our Proposal).

1. Anadversary can confirm the loading or saving of public information such as plaintext or ciphertext to
build templates.

2. Anadversary should identify traces of the profiling phase and those of the extraction phase.

3. Anmadversary can execute the device with different data to collect the numerous traces.

In Assumption 2, the first condition can be straightforwardly confirmed to select and utilize a
statistical tool such as SOST, NICV, DOM, and SOSD owing to the fact that plaintext and/or ciphertext
is public. The second condition is the most important aspect of our proposal. Namely, an adversary can
distinguish the loading of plaintext and key schedule operation in all traces. Theoretically, since there
are the loading/saving of master key and plaintext/cipher in the encryption/decryption process,
statistical tools can contribute to distinguish it. In summary of Assumption 2, it is required that the
classical template attack can be applied to the change of secret information such as master key to build
the templates. On the contrary, our assumption is not required the access of secret information as well
as the acqusition of identical device. Based on this fact, the experimental result of the distinguishmnet
betwween plaintext/cipher and master key is referred to Section 4.

3.2. Adjusting the Procedure of Template-Based Simple Power Analysis

Based on Assumption 2, the original procedure of the template attack can be adjusted to suit our
proposal in this section.

Instead of a powerful assumption, we need another procedure that is compatible with the
original template attack, as shown in Figure 1. Because the trace used in the profiling phase is
significantly analogous to that used in the extraction phase in our mitigated assumption, an adversary
should distinguish an identical operation from a trace. Namely, the operation for the profiling phase
should be considered similar to that for the extraction phase. This procedure is called “identify
identical operation”. Moreover, some phases in a general template attack have to be reformed to
apply our solution. In other words, all phases should only use public information such as plaintext
and/or ciphertext.
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Find the Pol
with Public Information

‘ Find the Pol ’ Identify identical operation

Profiling Phase Profiling Phase
with Secret Information without Secret Information

Adjusting ‘ Extraction Phase ’

‘ Extraction Phase ’

(a) Classical template the procedure (b) Keyless template

attack attack
(Our suggestion)

Figure 1. Procedure of classical and keyless template attacks.

3.2.1. Finding the Pol with Public Information

Except for the NICV tool, an adversary should know the secret information such as the master key
because the intermediate variable should be guessed accurately. However, when applying our solution,
the secret information is not required. Therefore, all tools related to finding the Pol can be used.

3.2.2. Identify Identical Operation

To find the identical operation for the extraction phase, we can employ a statistical function.
Basically, autocorrelation can be applied. However, if the matching rate is too low when using a
statistical function, we should employ another tool to improve the matching rate. Like Reference [21],
we can enhance the matching rate by transforming a trace. This approach is represented as follows.

Pol 4 Pol
A <_-7:‘match (tPro' ﬁJExt)

/bol Pol . Poly :
t Ext <_]:transform(¢P?0, tEQt) ifA <o,

@

where the F,tch function indicates measuring the matching rate between a trace used in the profiling
phase and a trace used in the extraction phase; the Fi;ansform function refers to a trace transform used to
improve the matching rate for the profiling phase; A is the matching rate, and 0 specifies the threshold
of the matching rate.

An adversary sets the threshold of the matching rate before executing the Facn function. If A is
over the threshold, an adversary can conduct Fiansform to improve the matching rate.

3.2.3. Profiling Phase without Secret Information

Similar to finding the Pol, the secret information is not required. In other words, we can build
templates with public information such as plaintext and/or ciphertext. For example, while loading
the plaintext to a local variable, the power consumption model can be built to use a multivariate
Gaussian distribution. Contrary to a general template attack, the “identify identical operation” step
should definitely be conducted before building the templates. As mentioned above, Fiansform should
be performed if the matching rate is too low in terms of an adversary.
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3.2.4. Extraction Phase

There is no need to change this step. The traces used in the extraction phase are already
transformed if the matching rate cannot be satisfied with respect to the threshold.

4. Experiment Results

Before applying our approach, we first perform the template attack on the saving of plaintext
in order to investigate the performance of the classical template-based SPA. Of course, the classical
template attack can be applied to the saving of master key after collecting the traces while changing
the master key. However, we can confirm whether the template attack works or not in the operation
of public information such as plaintext and ciphertext if the master key cannot be changed. Hence,
to perform classical template-based SPA, the main target is considered as the saving of plaintext in
this section. Furthermore, we explain how to apply our approach in a key schedule after confirming
the performance of classical template-based SPA. As described beforehand, the difference between
classical template-based SPA and our approach is extraction phase and “Identify idential operation”
step is also required. For applying our proposal, assuming that there is no countermeasure when the
saving the plaintext and the saving the master key in a key schedule operation of the block cipher AES.
All results are supported by ChipWhisperer-Lite (CW1173) [22], which is based on an AVR chip.

4.1. Result of Classical Template-Based Simple Power Analysis

In this section, to confirm the performance of a classical template-based SPA, we conducted
a classical template-based SPA while loading the plaintext. This result allows us to compare the
our suggestion.

(1) Finding the point of interest (Pol)

In Figure 2, 16 bytes might be moved to the local variables, owing to the fact that there are
16 patterns. Moreover, we confirm the Pols using SOST tool.

0.2

ption

—0.25

Saving the platinext

Power consum

|
i
o

1,600 2,600 3,000
Number of points

Figure 2. When the plaintext is stored in some local variables for the block cipher AES with
no countermeasure.

In Figure 3, the information about plaintext is split into three areas: Area (1), Area (2), and Area (3).
However, we only utilize Area (1) because Area (2) and Area (3) might change due to some reasons
such as a change in the implementation method. In other words, Area (1) can be always assumed to
occur because the plaintext is stored in the local variables of the internal function.
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Figure 3. SOST results for block cipher AES with no countermeasure when the plaintext is stored.
(2)  Profiling Phase

As previously stated, we utilized the HW value as the power consumption model. To build the
templates, 100~1000 traces were used for each HW value.

(3) Extraction Phase

We re-collected the traces to perform a template-based SPA on the plaintext operation of the block
cipher AES. In addition, to measure the performance of a template attack, we employ a security metric
as the guessing entropy [5]. The experimental variables are presented in detail in Table 2.

Table 2. Experimental variables for classical template-based SPA when loading plaintext in the block
cipher AES with no countermeasure.

Guessing Entropy
Repeat 50 for chosen randomly traces per template-based SPA
Find the Pol
Statistical tool Number of Pols
SOST Increase 1 from 1 to 20
Profiling Phase
Scheme Number of traces
HW(d;) Increase 100 from 100 to 1000
for each HW value
Extraction Phase
Scheme Number of traces
Pr (mgg{; h£31> Increase 1 from 1 to 50

In the experimental variable of the profiling phase, a maximum of 1000 traces were used for each
HW value. That is, a total of 9000 traces were utilized to build the templates.

As shown in Figure 4, most HW values of each byte have been recovered. Moreover, only the
best result is represented corresponding to the number of traces for the extraction phase. Except for
two bytes, 14 bytes are easily extracted when performing a classical template-based SPA. Moreover,
the guessing entropy of two bytes is two. Therefore, it is not difficult to recover the master key.
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Figure 4. Results for a classical template-based SPA when loading plaintext in block cipher AES with
no countermeasure.

4.2. Result of Keyless Template-Based Simple Power Analysis

While all existing template attacks assume that an adversary acquires identical device that is
different from the target device, in our proposal, we can eliminate it. Based on the above fact and
Figure 1, we show how apply our approach to a key schedule.

(1)  Finding the Pol with Public Information

In the first step, we should find the Pol with only public information which is different from the
points used for extraction phase. As explained earlier, the saving of the plaintext is employed to create
the templates, which is referred to Figure 2. In other words, the templates already created in classical
template-based SPA can be utilized to our approach.

(2)  Identifying identical operation

As shown in Figure 5, red boxes in each figure seem to show similar operations. More precisely,
as previously stated, this is easily confirmed to use the relevant statistical tool in Figure 5. However,
we might not be able to completely identify how operations are calculated from Figure 5 below.
Therefore, in order to distinguish our target in the figure below, another statistical tool or function is
required. Actually, the auto-correlation tool is used in order to distinguish the loading of plaintext and
master key. The last condition which is analogous to the original assumption is the third condition of
Assumption 1.
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A trace of loading the plaintext of block cipher AES with no countermeasure

e
N

ption

—0.25

Power consum

/7 1,600 /7 2,600 3,000
/ Number of points
/

;. Atrace of keyschedule of block cipher AES with no countermeasure

ption

Power consum

—0.5
0

1,(;00 2,600 3,000
Number of points

Figure 5. Comparison with a trace of plaintext and a trace of keyschedule.

As seen in Figure 6, we easily identified the operation that is similar to loading the plaintext.
In addition, to compute Fiy,ich, We employed autocorrelation. As a result, the matching rate acquires
more than 0.9. That is, the calculation of Fiansform Was not required. Using Equation (1), we obtained
the following expression.

09~ A efmatch(ﬁ:gfol,tggl = AutoCorrelation(ttgOI mﬁi{)

T0’/

2)
Pol /Pol Pol ,Pol Pol (
ﬁJEg’t =t Ext <_-Ftrarlsform (TtP?o' TtEgt) = IL(ﬂ:E;’t)

where 1 specifies the identity function.
(3)  Profiling Phase

The hyper-parameter setting is identical to Table 2. The points to create templates for each HW
values are also considered as the Area (1) in Figure 3.

(4)  Extraction Phase

Similar to previous results in Section 4.1, the best result is represented corresponding to the
number of traces used in the extraction phase. The results can be explained through categorization
into three groups. In the first group, the guessing entropy converges to 1. Namely, half out of 16 bytes
can be completely recovered using our suggestion. Moreover, in the second group, the recovered value
is about 2, even though the HW value cannot be definitely retrieved. A few bytes have about guessing
entropy 3 in the last group.
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Partial guessing entropy (PGE)

0 10 20 30 40 50
Number of traces

— 1st Byte 2nd Byte —— 3rd Byte 4th Byte

5th Byte —— 6th Byte —— 7th Byte 8th Byte
— 9th Byte 10th Byte — 11th Byte 12th Byte
—— 13th Byte — 14th Byte — 15th Byte 16th Byte

Figure 6. Results for the keyless template-based SPA when computing a key schedule in a block cipher
AES with no countermeasure.

Although all bytes cannot be retrieved, a brute force attack can be performed based on the
recovered HW value. Moreover, to examine the detailed results, we compare the classical and keyless
template-based SPAs in terms of the number of Pols.

4.3. Comparison between Classical and Keyless Template-Based Simple Power Analysis

To investigate the detailed results, only three cases are represented in this section because we
have categorized into three groups in the previous section. In addition, to investigate the effect of the
number of Pols, the results are plotted when the number of Pols is the range 1-20. That is, the 1st, 10th,
and 15th bytes are represented.

In the classical template-based SPA for the 1st byte, the partial guessing entropy (PGE) converges
to 1, regardless of the number of traces used in the profiling and extraction phases. However, in terms
of our suggestion, all results in Figure 7d are poor. Unlike the result for the 1st byte, the HW value is
completely recovered by our suggestion in Figure 7e. However, contrary to the result of the classical
template-based SPA, the performance of our suggestion seems to be better. In the 15th byte result of
the classical template-based SPA, the PGE decreases corresponding to the number of traces used in
the profiling and extraction phases. This is the most reasonable result in our experiment. In addition,
in our opinion, this result is worse than that of the classical template-based SPA but the PGE still
maintains a low value.

Unlike to the result of the single Pol, all results from our proposed approach are less than the
classical template-based SPA in Figure 7. This indicates that the serious points cannot be matched
with traces used in the profiling phase and that used in the extraction phase, as the number of Pols
increases. Especially, in Figure 8e, we could not retrieve the HW value of the secret key, as we did
in the classical template-based SPA. In other words, we should study the performance of a template
attack when the number of Pols is very small to improve our suggestion.
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4.4. Analysis and Discussion

The analysis and discussion of our results and approaches can be divided into three parts in
this section. First, the attack complexity is still high, despite our proposal. As J. VanLaven et al.
already mentioned in [23], the maximum attack complexity of retrieving the master key is roughly
2%, although the HW of master key is revealed. However, its restriction can be overcome utilizing
their proposal which the known HW round key can be compared to unknown HW round key. In other
words, the unknown HW round key can be distinguished by comparing known HW value using
statistical tools such as Euclidean distance. Even if the comparison between the known value and
unknown value has some error, they demonstrated that it is feasible. Further, the master key can be
decided as a unique key with the pair for plaintext and ciphertext.

The second thing is that our result might look to be obscure. As mentioned previously, we have
only represented the best results in many parameter settings. In Figures 7 and 8, the number of
profiling traces is rarely dependent on the final PGE. Hence, the consideration for the number of
profiling traces while building the templates is not required. Moreover, half of PGE results are obtained
when the number of Pols is 1. Even if the remaining results are spread to various Pols, the PGE rapidly
reaches 1. The HW of the incorrect key is not stable enough to reach PGE 1 despite using many attack
traces. In other words, the complexity does not affect the feasibility even though many parameter
settings are performed in our suggestion.

The last thing is the potential for our suggestion. In Figure 6, the result is naturally worse than
the original attack which is referred to in Section 4.1. The reason for this is that the worse result is the
difference of the original template attack. In other words, the maximum possibility of our approach is
restricted to the performance of the original scheme. Despite its limit, our approach can be applied to
the case that it is impossible to perform the template attack and there are strength countermeasures in
the encryption/decryption process. Furthermore, template attack has been studied in many papers to
improve efficiency and performance, which are naturally applied to our approach. Also, recent works
such as machine learning are perhaps applicable to our study.

5. Conclusions

In conclusion, we have demonstrated that the effort to eliminate the profiling assumption is
worthwhile because most of the HW value in the AES key schedule operation can be recovered.
In other words, by introducing our new approach with an adjustment of the procedure of template
attacks, we can provide a more reasonable system. Additionally, our suggestions still allow us to
reveal the secret information in the key loading part, even though numerous countermeasures are
applied to an encryption/decryption process. To the best of our knowledge, this suggestion is a first
attempt ofsuch. As mentioned above, we have concentrated only on the potential possibility of the
template attack.

As an example, we have studied the attack on an AES key schedule operation. In classical template
attacks, most HW values of the master key can be easily retrieved, but an adversary should know the
secret information to build the templates. However, our suggestion can yield a reasonable recovery of
the master key even though the performance cannot outperform the original methods used in such
attacks. In other words, our new approach of eliminating profiling assumptions can be used in practice
to retrieve a master key in a suitable timeframe. It is necessary to further verify our new approach in
other template attack schemes and encryption operations.
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