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Summary 

The world is changing rapidly with the internet penetrating into every aspect of our 

lives. People are trying their best to shift as many things from the conventional platform 

to the network platform as quickly as possible, such as trading, shopping, banking etc. 

Unlike the real world, there is no police or effective regulation to keep the online world 

safe so as to make it trustworthy. Currently, the only method available for internet 

authentication is by using the not-so-liked ‘username + password’. Few people like it, 

as username plus password is neither easy to remember nor strong against attacks. 

Biometrics offers an alternative to the traditional authentication techniques. Biometric 

technologies use a person’s physiological or behavioral characteristics to judge whether 

the claimant is the one that he/she claims to be. Users of biometric authentication 

systems do not have to remember passwords because their physiological characteristics 

are their passwords. 

Identifications in biometric network systems and many other pattern recognition 

systems usually take a long time. A sophisticated search algorithm which aims to 

improve the search speed in biometric identification and other pattern recognition 

systems that use nearest neighbor search is presented. In pattern recognition, the 

dimension of the datasets can be very high. High dimension makes searching for the 

nearest neighbor very time-consuming. Up till now, there are very few methods 

efficient enough for locating the nearest neighbor as most of the available methods still 

involve large amount of computations. We introduce a new method of solving nearest 

neighbor pattern recognition problems based on indexing the data space. Firstly, we 

enlarge the volume of each class so that the neighboring spaces are maximally covered 

whilst ensuring that the opposing classes do not overlap. Secondly, we record the 

quantized volume locations of the classes in multidimensional tables. To classify a 

query point, we simply open the tables and do a mapping in such a way that there are 

very few computations involved. Experiments on both standard and computer generated 
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datasets show that our methodology is much more efficient than many of the well-

known methods. 

We will introduce our multimodal biometric authentication system that integrates 

speech recognition, speaker verification, face verification and lip shape estimation 

together to provide a user-friendly, accurate and robust authentication. These biometric 

features have been chosen on the basis of their usability in the public domain, maturity 

of technology and minimal inconvenience to the user. 

New algorithms for improving the performance of speaker verification are presented. 

The idea is to assign to every enrolled user a set of user-specific parameters. Novel 

liveness check mechanisms are introduced and they are the audio liveness check and the 

joint audio-video liveness check. The audio liveness check uses speech recognition. The 

joint audio-video liveness check uses lip shape estimation with speech recognition. 

Fusion and decision making algorithms are also presented. 

Challenge response database and systems robustness are discussed. Methods of 

estimating the system’s robustness are discussed. Experiments are conducted to show 

the system’s robustness against replay and brute-force attacks. 
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Chapter 1 

Introduction 

1.1 Motivation 

Identity verification and identification can be dated back to ancient China when officials 

used fingerprints to identify murderers. Nowadays, identity verification and 

identification can be found almost everywhere. For example, we all have the experience 

of drawing money from Automatic Teller Machines (ATM). ATM applies the most 

typical type of identity verification: Username + Password. You first put in your card, 

which is your username, and then you type the password associated with this card. If the 

card and the password match, you will be able to draw a certain amount of money from 

the ATM. Another example is that you want to buy an iPOD on Ebay: first you type in 

your username and password on the homepage www.ebay.com, then the username and 

password are sent back to the system for verification. You will be allowed to log in and 

trade only if the username and password match. Besides identity verification, identity 

identification is also widely used. For example, police try to find out a murderer by a 

fingerprint collected on the scene, or a surveillance camera wants to detect the identity 

of a suspicious person through his face and voice. 

Our lives have become so convenient with the internet flourishing. On remembering the 

username and password, we can have access to our bank accounts and online 

transactions from every corner of the world. However, each of us may have more than 

one credit card or network account. It is cumbersome to remember every set of 

username and password that some people resort to writing them down on paper, but this 

may not be secure because others might have the chance to access what is written on the 

paper. As a result, we choose to set identical passwords for every account we have. By 
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doing this, we are actually benefiting the hackers or the crackers. Once they have 

broken into one of the accounts, all the other accounts are vulnerable. So the problem 

arises when we have many accounts but are unwilling to set different passwords for 

each account. At the same time, we want our accounts to be as safe as possible. 

Furthermore, most of the current verification systems use the ‘username + password’ 

mode, which are vulnerable to attacks like brute-force attacks and replay attacks. Thus, 

people somewhat lack the confidence in the safety of online transactions and web 

security. This is a serious impediment to the advancement of online economic activity, 

which is sure to play a significant role in the future economy. 

Our lives have also become safer with the prevalence of the internet. Nowadays, ‘anti-

terrorism’ is a sensitive phrase all around the word and authorities are trying their best 

to chase terrorists globally. The biometric features of a suspect can be sent all over the 

world, via the internet, for the purpose of identification. In order to find out whether the 

suspect is a terrorist and thus prevent potential attacks, the biometric identification 

should be done as quickly as possible. 

Our work efficiency has been improved greatly with the help of the internet. Internet 

conferencing is popular nowadays and enables people at different locations to carry out 

real-time collaborations. The speeches transmitted should be identified of their speakers 

in real-time so that people do not have to repeat their names every time they speak. 

Sentences and the names of their speakers should appear simultaneously to facilitate 

reading and understanding. Thus, the identification of the speakers should be done as 

quickly as possible. Unfortunately, current biometric systems and many other pattern 

recognition systems whether for the purpose of network or on-site applications are quite 

slow on identification especially when the database is very large. 

With the above two scenarios in mind, we have decided to focus our efforts on the 

following two aspects. Firstly, we incorporate biometrics into verification systems. 

Secondly, we discover a searching algorithm that will shorten the identification process 

for biometric identification systems. 
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A good biometric verification system is different from a conventional verification 

system in that not only its users do not have to remember the passwords, but also it is 

anti-brute-force attack and anti-replay attack. The system is both easy to use and much 

more secure. With such a verification system, online transactions might be able to boom 

at a much faster rate, as internet security will be much stronger than before. And most 

importantly, people will have strong confidence in doing things online. Therefore, we 

carry out research to find out the most effective and stable combination of physiological 

or behavioral characteristics that can be applied into a biometric verification system. 

Our goal is to design a system that provides solid security for online authentications. 

An important issue of a biometric identification system and many other pattern 

recognition systems, especially network systems where speed is important, is that when 

the database of the system grows larger and larger, the identification process will 

consume a big amount of time. This will result in the situation that identifying a person 

(or object) takes too long before necessary actions could be taken. A good biometric 

system should react swiftly to a query in order to avoid unnecessary delays, thus a 

sophisticated search method should be discovered and applied to the domain of 

biometric identification and, ideally, many other kinds of pattern identification. 

1.2 Objectives 

Currently, there are several kinds of single modal biometric systems in use. For 

example, Automated Fingerprint Identification Systems (AFIS) are used by courts to 

identify or verify the criminals. Iris authentication systems are used in the airports in 

Britain. Speaker recognition systems are used by several companies for the purpose of 

access control [1]. However, the performance of a single modal biometric system can be 

improved by combining several biometric features together because of the features’ 

statistical independence. There are some multimodal biometric systems being 

researched, but very few of them are being researched specifically for network 

authentication. 
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A system for network authentication is a little different from those on-site access 

control systems. Firstly, the whole process of verification is done remotely, so the 

effectiveness of the liveness check is crucial. Secondly, it must be robust against brute-

force and replay attacks that hackers mostly use. 

In this thesis, we propose the design of a biometric verification system that is secure, 

easy to use and accurate. At the same time, the physiological and behavioral biometric 

techniques used are non-intrusive. We study the various kinds of start-of-the-art 

biometric techniques, algorithms and applications. We choose four biometric features 

that are most suited for online authentication and we give our justifications for choosing 

them. We develop new algorithms to improve the system performance. We incorporate 

two kinds of liveness check mechanisms to effectively protect the system from brute-

force and replay attacks. 

Besides the biometric verification system, we propose a new and general indexing and 

searching method to make the search of the database of a biometric identification 

system and other pattern recognition systems more efficiently. We study the up-to-date 

technologies used for identification speed optimization. Our method is suited for any 

kind of recognition system that uses nearest neighbor as the means of classification. 

Identification speed of a recognition system will be accelerated by using this method. 

1.3 Major Contributions 

We have three major contributions and they are presented in Chapter 3, 4 and 5. 

• We have proposed an efficient class based exact nearest neighbor search algorithm 

for the purpose of speeding up pattern identification (Chapter 3). This algorithm 

works for biometric identification systems and any other pattern recognition systems 

that use nearest neighbor as the classification means. We enlarge the volume of each 

class so that the neighboring spaces are maximally covered whilst ensuring that the 

opposing classes do not overlap. We record the quantized volume location of the 
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classes in multidimensional tables. To classify a query point, we simply open the 

tables and do a mapping in such a way that there are very few computations 

involved and the search of the database becomes almost instant. 

• A multimodal biometric verification system with novel liveness checks is proposed 

for the purpose of network authentication (Chapter 4). Speaker verification, face 

verification, speech recognition and lip shape estimation have been combined 

together. Two novel liveness check mechanisms have been proposed. They are the 

audio liveness check and the joint audio-video liveness check. New algorithms for 

improving the performance of speaker verification are proposed. 

• A novel challenge response database is proposed (Chapter 5). A challenge response 

is generated according to certain rules. Firstly, the mode of the challenge response is 

randomly selected. Secondly, every part of the sentence is filled according to the 

mode selected. System robustness against replay and brute-force attacks is discussed 

and experiments are done to demonstrate that capacity, vocabulary and challenge 

response length are crucial to fend off attacks. 

1.4 Thesis Organization 

The thesis is organized as follows: 

Chapter 1 is the introduction. Motivations, objectives and three major contributions are 

outlined. 

Chapter 2 is the literature review. In this chapter, most of the biometric techniques used 

today will be introduced. Some basic knowledge is presented, such as: verification, 

identification, fusion, single modal biometric system, multimodal biometric system, etc. 

Then, some current biometric authentication system applications are introduced. Finally, 

most of the pattern identification search optimization algorithms are introduced and 

their advantages and drawbacks are discussed. 

Chapter 3 introduces the novel indexing and search algorithm that works for any kind of 
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biometric identification systems that uses nearest neighbor as the classification means. 

Extensive experiments are carried out to demonstrate its superiority. 

Chapter 4 deals with the structure and functionality of the whole system. Speaker 

verification, face verification, speech recognition and lip shape estimation are 

introduced in details. New algorithms are proposed so as to improve the performance of 

speaker verification. Fusion algorithms and liveness check mechanisms are also 

discussed. Extensive experiments are carried out to demonstrate the performance of our 

multimodal biometric system. 

Chapter 5 introduces the novel challenge response database. System robustness against 

replay and brute-force attacks is discussed and experiments are done to show the 

robustness of the system. 

Chapter 6 concludes the thesis and makes suggestions on future works. 
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Chapter 2 

Literature Review 

In this chapter, we review most of the commonly used biometric techniques. Some 

basic knowledge about biometric authentication systems is presented, such as: 

verification, identification, fusion, single modal biometric system and multimodal 

biometric system. Tree search algorithms for pattern identification search optimization 

are introduced. 

2.1 Overview of Biometrics 

2.1.1 What is Biometrics? 

Biometrics can generally be regarded as automated methods of recognizing a person 

based on his/her physiological or behavioral characteristics [1]. 

The physiological or behavioral characteristics include: voice, face, lip shape, 

fingerprint, hand geometry, handwriting, iris, retina, vein, etc. 

2.1.2 Why Biometrics? 

Traditional user recognition systems have been based on something that you have (like 

a key or an identification card) and/or something that you know (like a password or a 

PIN). Things like keys or cards tend to get stolen or lost and PINs or passwords are 

often forgotten or disclosed. For example, it is very tough for a person to remember 

every one of his 10 passwords correctly especially if the 10 passwords are all different. 

What’s more serious, hackers can easily crack traditional verification systems by using 

brute-force attacks or replay attacks without being noticed. 
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To achieve more reliable verification or identification, something that really 

characterizes the given person should be used instead of the usernames and passwords. 

Biometrics offer automated methods of identity verification or identification based on 

measurable physiological or behavioral characteristics. The characteristics are inherent 

in the individual and need not be remembered.  

2.2 Biometric Recognition (Verification/Identification) Systems 

2.2.1 Characterization of Biometric Recognition Systems 

The most significant difference between biometric and traditional recognition systems 

lies in the recognition process. Biometric systems do not verify the identity of a person 

on a yes or no basis. For example, a person’s signatures are never identical and the 

positions of fingers on a fingerprint reader will vary from time to time. Instead, a 

biometric system tells how similar the current biometric sample is to the sample stored 

in the database. By doing this, the biometric recognition system is actually telling us the 

similarity between these two biometric samples and therefore the probability of these 

two biometric samples’ belonging to the same person. 

2.2.2 Verification vs. Identification 

Biometric systems can be used in two different modes: verification and identification. 

Verification is to decide whether the claimant is the person he claims to be. In this case, 

the claimant might be one of the users enrolled in the system, but he might also be a 

person not enrolled. Identification is a little different as we suppose the person to be 

identified is one of the individuals whose record the system already has and the purpose 

is to find out who he is among all the people enrolled into the system. If the record of 

the ‘to-be-identified’ is not in the system, the result that the identification system 

provides will be the person whose record is the closest to that of the ‘to-be-identified’. 

For verification, background users will be chosen [26], [27]. For identification, a large 

database is pre-categorized according to a sufficiently discriminating characteristic in 
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the biometric data. Subsequent searches for a particular record will not search the entire 

database [112]. This lowers the number of relevant records per search so as to increase 

the search speed. Identification rate will typically decrease as the database grows. 

2.2.3 Enrollment 

Before the user can be successfully verified or identified by the system, he/she must be 

registered with the biometric system. Users’ biometric data are captured, processed and 

stored. As the quality of this stored biometric data is crucial for further 

verification/identification, often several biometric samples are used to create the user’s 

master template. The process of the user’s registration with the biometric system is 

called the enrollment [2]. 

2.2.4 Physiological and Behavioral Characteristics 

Biometric features can be divided into two major categories: the physiological 

characteristics and the behavioral characteristics. 

Physiological characteristics include fingerprint, hand geometry, face, iris, retina, vein, 

etc. Behavioral characteristics include voice, lip shpae, handwriting, etc. 

2.2.5 Threshold 

As described in Section 2.2.1, the biometric recognition system will give us the 

probability the test subject matches the samples in the database. So, how can we use this 

probability? We have to decide a threshold value so that we will accept the claimant 

into the system if the probability is greater than the threshold value and reject him/her if 

the probability is smaller than that. As biometric features can never be exactly the same 

from time to time, the probability will never be 100%. This means if we set the 

threshold as high as 100%, then all the users of the system will be rejected all the time. 

We have to allow some variability of the biometric data in order not to reject too many 
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authorized users. However, the greater the variability we allow, the greater probability 

that an impostor with similar biometric data will be accepted as an authorized user. 

A system that demands a high level of security usually allows a small variability and 

consequently will set the threshold at a high value and vice versa for a system that only 

needs a low level of security. 

2.2.6 Error Rates 

The biometric verification system has two kinds of error rates: the False Acceptance 

Rate (FAR) and the False Rejection Rate (FRR). 

False acceptance occurs when an impostor is accepted as a legitimated user because the 

system finds the impostor’s biometric data similar enough to the master template of a 

legitimated user. False rejection occurs when a legitimated user is rejected because the 

system does not find the user’s current biometric data similar enough to the master 

template stored in the database. 

In an ideal system, there should be no false acceptances or false rejections. In a real 

system, however, these rates are non-zero and depend on how we set the threshold. The 

higher the threshold is set, the more the false rejections will be. The lower the threshold 

is set, the more the false acceptances will occur. The rate of false rejections and the rate 

of false acceptances are inversely proportional. 

The false acceptance and false rejection rates are usually expressed in percentage form: 

 

*100%A

T

IFAR
I

= ,       (2.1) 
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where AI  is the number of impostors classified as true claimants, TI  is the total number 

of impostor classification tests, AC  is the number of true claimants classified as 

impostors and TC  is the total number of true claimant classification tests. 

By setting different thresholds, we can get different pairs of FAR and FRR. The 

following figure shows a typical example of the relationship between FAR and FRR. 

 

 

Figure 2.1: FAR and FRR. ERR is a point where FAR = FRR. 

 

The curves of FAR and FRR cross at the point where FAR and FRR are equal. This 

value is called the Equal Error Rate (EER). This value can be used as an indication of 

the accuracy of the system. If we have two systems with the equal error rates of 1% and 

5%, we can assume that the first system performs better than the second system. 
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2.3 Commonly Used Biometric Techniques 

There are lots of biometric techniques available nowadays. A few of them are in the 

stage of research only, but a significant number of technologies are already mature and 

commercially available such as: fingerprint, hand geometry, palm print, iris, retina, face, 

voice and signature dynamics. 

Many biometric systems in real applications operate under the verification mode, as 

one-to-one matching is the main task facing security concerns [3]. While in the law 

enforcement and anti-terrorism domains, identification is mostly used. 

2.3.1 Face 

The face of a person is considered to be the most immediate and transparent biometric 

feature for physical verification or identification applications. Any camera with a 

sufficient resolution can be used to obtain the image of the face. Any scanned picture 

can be used as well. As far as adequate camera positioning can mitigate issues with 

users properly looking into the camera, cooperativeness is not in some cases a crucial 

issue. Nevertheless, in other uncontrolled situations, like when trying to detect a 

particular face in a crowd, cooperativeness is an important issue. Generally speaking, 

the better the image quality the more accurate the result we will get. 

Despite its intrinsic complexity, face based recognition still remains of particular 

interest because it is perceived psychologically and physically as noninvasive. The face 

is what human beings largely depend on to recognize others. Consequently, every 

human being is an expert in face recognition from infancy. Furthermore, face 

recognition can be advantageously included in multimodal biometric systems, not only 

for authentication purposes but also to confirm the liveness of the signal source of 

fingerprints, voice, etc. 

A wide choice of techniques has been proposed to meet the demands of automatic 

person recognition by their faces. Those techniques are classified into two main 
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categories: geometric based face recognition and eigenface (template) based face 

recognition. 

Geometric based face recognition uses geometric or facial metrics, like the distance 

between the two eyes, the distance between the nose and the mouth and the positioning 

of the eyes, nose and mouth or more abstract features, like filter responses on a grid [7]. 

To extract geometric metrics, subparts of the face must be extracted. A common 

approach to do this is by using scalar products that attempt to match well-defined 

portions of the face with a reference template [8]. 

The eigenface approach [9] describes a face image in terms of the linear combination of 

basis images that also belongs to this class. The eigenface matching can be performed 

as a scalar product between the reference face image coefficients and the test image 

coefficients. 

The accuracy of the face recognition systems improves with time, but it has not been 

very satisfactory so far. One of the problems is the localization of the face. The current 

algorithms often do not find the face at all or finds a face at an incorrect place [113]. 

This significantly makes the results worse. Better results can be achieved if the operator 

is able to tell the system exactly where the face is positioned. The systems also have 

problems of distinguishing very similar persons like twins, and any significant change 

in hair or beard style requires re-enrollment. Illumination, glasses and facial expressions 

can also cause additional difficulties. 

The main drawback of the face recognition system is that the system does not require 

any contact with the person and can be fooled with a picture if no countermeasures are 

active. The liveness check is based most commonly on facial mimics. The user is asked 

to blink, smile or turn to some directions. If the image changes properly, then the person 

is considered ‘live’. Few systems can simultaneously process images from two cameras, 

i.e. from two different viewpoints. The use of two cameras can also avoid fooling the 

system with a simple picture.  
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Facial recognition systems are offered by a great number of suppliers nowadays, to 

name a few of them: Miros, Neurodynamics or Visionics [2]. 

2.3.2 Voice 

The speech signal conveys rich information to the listener. At the primary level, speech 

conveys a message via words, but at other levels speech conveys information about the 

language being spoken, the emotion, gender and generally the identity of the speaker. 

While speech recognition aims at recognizing the words spoken in the speech, the goal 

of automatic speaker recognition systems is to extract, characterize and recognize the 

information in the speech signal that conveys the speaker identity.  

Speech recognition has been studied for many years and many algorithms and methods 

have been developed for various purposes of speech recognition. The most popular type 

of speech recognition system is the speaker independent, large vocabulary, text-

independent continuous speech recognition. In a word, this kind of speech recognition 

system is able to recognize sentences spoken from different speakers and the words in 

the sentence can be any words in the dictionary. 

There exist various software and speech SDKs that can be used to do speech recognition. 

The most successful commercial application software include IBM ViaVoice [13] and 

Dragon Naturally Speaking [14], while the most advanced speech SDK is Microsoft’s 

Speech API [15]. 

The principle of speaker verification is to analyze the voice of the user in order to store 

a voiceprint that is later used for verification or identification [43]. Speaker verification 

focuses on the vocal characteristics that produce the speech but not the sound or the 

pronunciation of the speech itself. The vocal characteristics depend on the dimensions 

of the vocal tract, mouth, nasal cavities and other speech processing mechanisms of the 

human body. The system typically asks the user to pronounce a series of sentences 

during the enrollment. The voice is then processed and stored in a template in the form 
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of some parameters used to represent the user’s voice characteristics. 

A typical speaker recognition system uses speech of 30 seconds to 1 minute in length to 

train one single user’s model. The quality of the speech greatly affects the recognition 

rate. For example, the speech recorded in a sound-proof room will result in a much 

higher recognition rate than that of the system using speech transmitted through a 

telephone line. 

Currently, the speaker recognition techniques are not advanced enough for applications 

with a large number of users. One of the problems is that no tests have been made to 

check the performance of the speaker recognition algorithm over large databases [27]. 

Most of the tests are conducted using databases with a number of speakers well below 

1,000. Some of the commonly used databases are TIMIT, NTIMIT Switchboard and 

YOHO [16]. 

2.3.3 Lip Shape 

Lip shape estimation is usually being researched together with speech processing [81], 

[90]-[93]. Lip shape combined with speech recognition technology can help improve 

speech recognition rate, especially in noisy environments. As our lips move in three-

dimensional space when we speak, some three-dimensional lip shape estimation 

algorithms have been developed [89], [91]. 

Lip shape synthesis or speech-to-lip synthesis is another application of lip shape 

estimation [85]. As human-computer interaction becomes more and more popular, this 

technology is often used to create a computer agent that can interact intelligently with 

human beings. 

Lip shape estimation is also useful in gesture recognition [82], [84]. It is used as a 

feature in facial feature tracking problems to identify the mood or action of a person 

[94], [95] and lip shape alone can also be used for person authentication [87]. 
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2.3.4 Other Biometric Techniques 
 

Fingerprint 

Fingerprints are usually not compared and stored as bitmaps. Fingerprint matching 

techniques can be placed into two categories: minutiae based and correlation based. 

Minutiae based techniques find the minutiae points first and then map their relative 

placement on the finger. Minutiae are individual unique characteristics within the 

fingerprint pattern such as ridge endings, bifurcations, divergences, dots and islands [4]. 

Other information about fingerprint can be found at [2], [5], [6], [126]. 

Iris 

Iris is the colored ring of textured tissue that surrounds the pupil of the eye. Each iris is 

a unique structure featuring a complex pattern. This can be a combination of specific 

characteristics known as corona, crypts, filaments, freckles, pits, furrows, striations and 

rings. Even twins have different iris patterns and everyone’s left and right iris is also 

different. Research shows that the matching accuracy of iris identification is greater 

than that of the DNA testing. Information about iris can be found at [2], [10], [114]. 

Retina 

Retina scan is based on the blood vessel pattern in the retina of the eye. Retina scan 

technology is older than the iris scan technology that also uses a part of the eye. The 

first retinal scanning system was launched by EyeDentify in 1985 [11]. 

Hand Geometry 

Hand geometry is based on the fact that nearly every person’s hand is shaped differently 

and that the shape of a person’s hand does not change after a certain age. Hand 

geometry systems produce estimates of certain measurements of the hand such as the 

length, width, thickness, curvatures and relative location of the fingers. 
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Palm-print 

Palm-prints are stable and show high accuracy in representing each individual’s identity 

[12]. Thus, they have been commonly used in law enforcement and forensic 

environments. Users consider hand biometrics as being user friendly, easy to use and 

convenient. Palm-print acquisition is based on standard charge-coupled device (CCD). 

Although some acquisition procedures imply pressing on a glass panel (there will be an 

elastic distortion on the palm-print), some others do not. Those who do not, however, 

must solve the liveness issue separately. 

Signature 

The signature recognition is based on the dynamics of making the signature rather than 

a direct comparison of the signature itself [104]. The dynamics is measured as a means 

of the pressure, direction, acceleration, length of the strokes, number of strokes and 

their duration. The most obvious and important advantage of this is that a fraudster 

cannot glean any information on how to write the signature by simply looking at one 

that has been previously written. More information about signature can be found at [17]. 

DNA 

DNA sampling is rather intrusive at present and requires a form of tissue, blood or other 

bodily sample. This method of capture still has to be refined. The analysis of human 

DNA is now possible within 10 minutes. As soon as the technology advances, the DNA 

can be matched automatically in real time and then it may become more significant. 

Thermal Imaging 

This technology is similar to the hand vein geometry. It also uses an infrared source of 

light to produce an image of the vein pattern in the face or in the wrist. 
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Ear Shape 

Identifying individuals by the ear shape is used in law enforcement applications where 

ear markings are found at crime scenes. Whether this technology will progress to access 

control applications is yet to be seen. 

Body Odor 

The body odor biometrics is based on the fact that virtually each person’s smell is 

unique. The smell is captured by sensors that are capable of obtaining the odor from 

non-intrusive parts of the body such as the back of the hand. Methods of capturing a 

person’s smell are being explored by Mastiff Electronic Systems. Each human smell is 

made up of chemicals known as volatiles. They are extracted by the system and 

converted into a template. 

Keystroke Dynamics 

Keystroke dynamics is a method of verifying the identity of an individual by their 

typing rhythm that can cope with trained typists as well as the amateur two-finger 

typists. Systems can verify the user at the login stage or they can continuously monitor 

the typist. These systems should be cheap to install as all that is needed is a software 

package. 

Arm Sweep 

Arm Sweep uses acceleration signals obtained by an acceleration sensor during the arm 

sweep action of a person [107]. 

2.3.5 Biometric Applications 

Currently, there are some biometric systems in real applications. There are biometric 

systems for border controls [110], authentication for e-learning environments [106] and 

ATM authentications [105]. 
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2.4 Multimodal Biometric Systems 

Any of the biometric techniques can be used to build up a biometric verification or 

identification system. A system is a single modal biometric system if the system only 

uses one of the techniques. However, the performance of a single modal biometric 

system is usually not ideal enough for real applications or the performance may be 

greatly improved by fusing or combining some other kinds of biometric techniques with 

a single modal biometric system. A system that uses two or more different biometric 

techniques is called a multimodal biometric system. Usually, better verification 

performance can be expected through the use of multiple biometric features due to their 

statistical independence [18]. A typical multimodal biometric system is shown in the 

following figure. 

 

 

Figure 2.2: Multimodal Biometric System (Using Opinion fusion). 

 

Opinion fusion is a fusion strategy that combines scores provided by each matcher. 

Some popular combination schemes are weighted sum, weighted product and decision 

trees. Fusion can be carried out at different stages of the system such as sensor fusion, 

feature fusion and opinion fusion [19]. For the decision trees scheme in opinion fusion, 
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we have the serial fusion and the parallel fusion. 

 

 

Figure 2.3: Decision trees, serial fusion. 

 

 

 

Figure 2.4: Decision trees, parallel fusion. 

 

Currently there are many kinds of multimodal biometric systems, with each one of them 

suitable for different kinds of applications and levels of security demands. There are 

systems that use: a) both palm-print and hand geometry [20]; b) the combination of face 

and iris [21]; c) face together with fingerprints [23]; d) the combination of fingerprint, 

face and speech [22], [88], [99]. 
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2.5 Biometric Systems for Network Authentication 

2.5.1 Current Biometric Systems 

Single modal biometric authentication systems have been widely researched. The 

systems include face [8], [31], [37], [129], voice [16], [130], facial thermogram [131], 

fingerprint [132], hand geometry [133], [134], hand vein [136], iris [137], [138], retina 

[139], signature [140]-[142] and arm sweep [135]. 

There is no fusion involved in single modal biometric authentication systems, so they 

are simpler than multimodal biometric authentication systems that incorporates some of 

the biometric indicators together. 

Single modal biometric authentication systems have some main drawbacks. Firstly, the 

verification rate sometimes cannot be very high such as hand vein, hand geometry etc. 

Secondly, the applicability of a single modal biometric authentication system is 

somewhat limited. For example, fingerprint systems have to take into account that a 

certain percentage of the people have fingers with unclear fingerprints. Voice based 

systems will not work well if the operating environment is very noisy. 

In order for a biometric authentication system to achieve high verification rate under 

different applications and environments, multimodal biometric authentication systems 

are used. Multimodal biometric authentication systems based on palm print and hand 

geometry [20], face and fingerprint [23], face, fingerprint and hand geometry [125], 

fingerprint, face and speech [22], palm print and face [127], face and iris [21] have been 

described. 

2.5.2 Multimodal Biometric Systems for Network Security 

Currently, biometric authentication systems are mainly used for on-site access controls 

[105], [106], [110]. Not much effort has been spent on remote access control systems. 

With the internet penetrating into every aspect of our lives, the network or remote 
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authentication is sure to play an indispensable role in the future. 

Nowadays, network security still relies on the traditional authentication systems that use 

usernames and passwords. The most up-to-date art of the internet security might be the 

‘digital PIN generator’ [115]. However, it still has the problem that others can easily 

access your digital PIN generator. And what’s worse, once someone obtains a generated 

PIN, he can use it without any restriction. 

Up to now, not much work has been done on the research of single modal biometric 

authentication systems catering for network authentication, let alone multimodal 

systems. Single modal systems are still susceptible to brute force and replay attacks 

[111]. Some abstracted structures of multimodal biometric systems have been proposed, 

but the systems are either intrusive or not feasible [100], [102], [103]. 

There are several difficult issues in the research of a biometric network authentication 

system. Firstly, the biometric indicators to be used should be suitable for the purpose of 

network authentication. Secondly, liveness checks should be incorporated into the 

system so as to prevent replay and brute-force attacks. 

The biometric indicators to be used should not only provide high verification rate, but 

also facilitate the design of the liveness check function and suit the network 

environment. For the ten indicators mentioned in Section 2.5.1, face, voice, iris and 

fingerprint provide high verification rate. Among them, iris is not very suited for 

network authentication in that it needs sophisticated device and personnel to take iris 

images. There is some system that uses face, voice and fingerprint [22], but it does not 

incorporate liveness checks into it. So, face and fingerprint become vulnerable to 

attacks because they can be easily copied and then re-used. Furthermore, fingerprint is 

static and thus it is unsuitable for network authentication systems. There is some system 

that fuses acoustic and visual features to provide some so called dynamic features [128], 

but the dynamic features could still be easily forged so as to spoof the system. 
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We consider the combination of face and voice suitable for a multimodal biometric 

system for network authentication. It not only provides high verification rate [22], [129], 

[143], but also facilitates the design of the robust liveness check function and suits the 

network environment. Based on the above factors, we propose a system that 

incorporates face, voice and lip shape. Our system provides high verification rate and 

novel liveness checks to prevent replay and brute-force attacks. 

2.6 Speed Optimization of Identification 

Identification of a biometric system and other pattern recognition systems becomes too 

slow when the database grows too large. Researches have been carried out on database 

search optimizations, but up to now few efficient algorithms have yet been proposed. 

2.6.1 Exact Search 

There exist a few methods for finding the nearest neighbor for the purpose of pattern 

identification. Most of them are based on tree structures and therefore they are 

commonly known as ‘tree search’ such as A-tree, R*-tree, R+ tree, SR-tree, VP-tree, X-

tree, KDB-Tree and K-d tree [58]-[62], [77], [119]-[122]. 

Tree searches are exact searches in that there is no estimation involved, so a search 

result is in itself 100% correct. They divide the entire data space into subspaces with 

regard to the training points. When a query point is presented, only a portion of the 

entire training points need to be searched. These algorithms are very complex but not 

efficient enough, as it is often the case that a large portion of the training points are 

searched before the nearest one is found. For example, when the dimension goes above 

20, R*-tree and X-tree will have to search at least half of the entire database before 

fulfilling the query. Some algorithms pre-compute Voronoi cells [48] so as to 

approximate the data space [44], [65] and store the cells in some tree based structure, 

but still the efficiency of these algorithms are similar to tree search algorithms and their 

performances degrade quickly when the dimension goes above 20. Some other 

interesting methods can be found here [74]-[76], [79], [80]. 
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2.6.2 Approximate Search 

Besides the exact searches introduced in Section 2.6.1, there are also algorithms that 

give an approximate answer to the nearest neighbor search [63], [64], [73]. By 

approximate, we mean a class assignment together with a probability score. Obviously, 

the lower the probability means it is likely that there are other training points from 

different classes closer to the query point. Approximate searches find applications in 

multimedia data retrieval where exact searches are inappropriate or impractical such as 

finding a related audio or video file. 

2.6.3 Other Searches 

Other methods try to increase the efficiency at the cost of putting constraints on the 

algorithms such as the search is conducted only in a specific area [46] or the search tries 

to find a number of nearest points instead of one [66]. Also, some propose a kind of 

user interactive method which involves user feedback [72]. 

2.6.4 Advantages and Drawbacks of Tree Searches 

Tree searches use multidimensional rectangles to store points in spaces. The searching 

of the nearest point of a query is carried out from the top and goes one layer down at 

each node. When a node that does not have any child has been reached, the nearest 

point of a query is found. 

The main advantage of tree search methods is that they pre-split the space so that only a 

portion of the points are searched. Also, insertion or deletion of a point after when a tree 

is built up is relatively efficient. There are some drawbacks of tree searches. Firstly, a 

searching becomes slow when a tree is too high. Secondly, for pattern recognition 

problems, the building up of a tree does not take into account the class information. 

Thus, a searching does not stop even when the points need to be searched all belong to 

the same class. 
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Figure 2.5: Tree searches use multidimensional rectangles to store the space. To search 
a point in R5, it searches R2, R3 and then R5. 

2.7 Summary 

We have explained the difference between traditional verification systems and 

biometric verification systems. Some basic knowledge is presented, such as: verification, 

identification, fusion, single modal biometric system, multimodal biometric system, etc. 

Most of the biometric techniques used today and some of the current biometric 

authentication system applications are introduced. 

Tree search algorithms for pattern identification search optimization are introduced. 

Their advantages and drawbacks are discussed. 
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Chapter 3 

Novel Class Based Exact Nearest Neighbor 

Search for Pattern Identification 

3.1 Introduction 

Nearest neighbor search (NNS) is a simple yet effective method for pattern 

identification problems [45], [53] and is widely used in many research areas related to 

information retrieval, information matching and biometric identification such as image 

retrieval, audio retrieval, string matching,  3D object recognition and fingerprint 

identification [50]-[52], [54]-[57], [78]. 

The problem that we are dealing with can be summarized as one in which we model or 

represent some existing labeled data in such a way that we can classify future data. 

Labeled data means that every data point in the dataset is explicitly assigned to their 

respective classes. We start with an initial set of data which is typically acquired 

through some supervised data collection procedure. By supervised, we mean that the 

classes, to which the data belong, are known. Next, from the data, we extract out feature 

vectors which we call training points. The space occupied by these feature vectors is 

typically multidimensional and is referred to as the data space. When new data are 

acquired, we extract their feature vectors and refer to them as query points. We say that 

the query point which is closest to a training point belongs to the same class as that of 

the training point. The closest point or nearest neighbor is measured using the Euclidean 

distance measure. 

In this chapter, we will present a novel exact nearest neighbor search which is more 

efficient than the current methodologies. Our method can be described as indexing a 
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multidimensional space where the multidimensional indices only cover the volume of 

the training points. Whenever a query point is presented, only a series of mappings of 

the query point’s coordinates into the indexing structure is required. As there are very 

few multiplications involved, the total CPU-time for locating the nearest point is very 

low.  

The discussion of our methodology is divided into two parts. The first part involves the 

setting up of multidimensional tables with the given training data. This is discussed in 

Sections 3.2 and 3.3, where we show how our directory structure for multidimensional 

datasets overcomes the “Curse of Dimensionality” in terms of training time and storage 

space. The second part discusses the index mapping method and also other strategies 

used to efficiently identify the class or nearest neighbor when a query point is presented. 

These are discussed in Sections 3.4 and 3.5 respectively. In Section 3.6, we present our 

experimental results on both simulated and benchmark datasets and compare the 

performance of our algorithm with some of the well-known search algorithms used. 

Furthermore, we will discuss cases where quantization of the data points is involved and 

explain how this can be handled by our algorithm to ensure that our method remains an 

exact search. 

3.2 Problems in Indexing the Space 

3.2.1 Characteristics of Nearest Neighbor Search in High Dimensional 
Data Spaces 

A naïve approach for indexing a multidimensional space is to quantize the entire space, 

index it and label every volume element with an appropriate class. The class label in 

each volume element can be worked out by pre-calculating its nearest neighbor using 

the training points. However, the number of quantized volume elements to be labeled 

grows exponentially when the number of dimensions goes up. Therefore, for a large 

multidimensional dataset, this approach is not feasible. Both the pre-calculation time 

and the storage requirements grow exponentially. 
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For example, in an N-dimensional data space where each dimension is divided into M 

equi-linear elements, there are altogether NM  volume elements in the entire data space. 

If we carry out the training one by one and record down the result for every volume 

element, then both the training time and disk storage will be proportional to NM . This is 

typically known as the “Curse of Dimensionality” as everything grows exponentially 

when the number of dimensions increases. 

3.2.2 Nearest Neighbor Search for High Dimensional Pattern Recognition 
Problems 

In most pattern recognition problems such as speech recognition, speaker verification, 

and face recognition, the feature vectors used are typically of high dimension [67], [68]. 

As such, all the existing search algorithms are not very efficient. Also, if the classes are 

well represented by the feature vectors, the potential query points are not likely to 

scatter very far from the centroid of the class. For pattern recognition, we are only 

concerned with which class the query point should belong to rather than to which 

training point. This is unlike the situation where each class corresponds to only one 

training point as in some database search problems. In any case, our algorithm can deal 

with both situations, i.e., a single training point representing a class or when many 

training points represent a class. 

3.3 Training the Directory Tables 

3.3.1 Partitioning the Data Space 

Definition 1 (Shortest Inter-class Radius, SIR). Suppose training point p is from class 

L, the shortest inter-class radius of p, R(p), is half the distance between p and its nearest 

point q, where q is from some other class. 

 

( ) : min(  -  /2), ,R p p q p L q L= ∈ ∉ ,          (3.1) 
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Next, we can draw a hypersphere with center p and radius R(p). It is easy to prove that 

any point inside it belongs to class L with regard to the shortest Euclidean distance. This 

hypersphere is called the SIR hypersphere. In the following sections, we will refer to the 

SIR hypersphere of a training point as the hypersphere for simplicity unless specified 

otherwise. 

Now, each training point in the dataset will have one and only one SIR. Thus, for each 

training point, p, we can draw one and only one hypersphere centered at it and with the 

radius R(p). 

Lemma 1. The hyperspheres of training points from different classes will not overlap. 

 

 

Figure 3.1:  Lemma 1. ip  and kp  are centers of the circles, d is the distance between 

them. ( )iR p  and ( )kR p  are SIRs of ip  and kp  respectively (see  (3.1)). 

 

We can imagine that the space is then covered by drawing a hypersphere around each 

training point. Some volume may be covered by two or more hyperspheres from the 

same class. No volume could be simultaneously covered by hyperspheres from different 

classes. 

Once the space is covered by hyperspheres, we are ready to record the learnt space into 

our tables. Our tables are unique in a sense that we store the indices of training points 
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instead of storing the boundary information. The indices are unique representations of 

the training points in that each training point is given a unique number as its index and 

this number is stored together with this training point’s class number in a “index-class 

reference” table. For example, a training point belonging to class c is assigned an index 

i, and thus c and i are stored together, so we will know that an incoming query point 

belongs to class c whenever we have located the training point i as the closest to the 

query point by means of our NNS method. 

3.3.2 Precision 

Precision can be imagined as lines that partition the entire data space into many small 

grids. The higher the precision the smaller the grids will be. 

Definition 2 (Precision). Precision is a value (normally below 1) that represents the 

smallest quantization level. 

For example, if the values of the data range from 0 to 5 and the dataset precision is 0.01, 

then there are 500 partitions, thus resulting in 501 effective data points on each 

dimension (suppose all dimensions have the same range of value). Partition and 

effective data points are illustrated in Fig. 3.2. 
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Figure 3.2:  Illustration of partitions and effective data points in a 2-dimensional case. 

 

Fig. 3.2 shows that an effective data point is a point on the corner of a grid and a query 

point will be quantized to its nearest effective data point before operation. In our 

experiments, we choose the dataset precision as our precision, so every training or 

query point will fall onto some effective data point.  For example, if the dataset has 4 

digits after the decimal point, then we choose 0.0001 as our precision. This means that 

all incoming data, both the training points and query points are, in fact, already 

quantized. 

Precision can be lowered if the dataset precision is too high or if it is too high on some 

of the dimensions. We can set the precision to be 0.0001 while the dataset precision is 

0.00001, but lowering the precision will require us to quantize every data point. Thus, 

steps should be taken to avoid errors introduced by quantization. 

In the following sections, we will explain our solution of maintaining our exact search 

methodology while lowering the precision. 

3.3.3 Storing the Pre-calculated Information 
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The information is stored into tables in such a way that we could do a mapping instead 

of calculation whenever a new query point comes. Here, a table is actually a file that 

contains the indices of the training points. A table is named after its precision value on a 

certain dimension. Each training point is assigned an index, 1, 2,3,...  to represent itself. 

First of all, we find the largest inner hypercube inside each hypersphere. For simplicity, 

we illustrate this with a 2-dimensional case in Fig. 3.3. 

 

 

Figure 3.3:  The largest inner square of a circle (centered at ip ). iI  is the largest inner 

square of circle iC . 
icR  is the radius of iC  and 

iI
R  equals to half of the length of the 

side of the square iI .  

 

The square iI  and the circle iC  are centered at the training point ip . From Fig. 3.3, it is 

easy to tell that the relationship between 
icR  and 

iI
R  is that 

 

2 22 / 2
i i i iI C I CR R R R= ⇒ = ,       (3.2) 
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and extending to the N-dimensional case, we get 

 

/
i iI CR R N= ,        (3.3) 

 

where 
icR  is the radius of an N-dimensional hypersphere and 

iI
R  equals to half of the 

length of the hypersphere’s largest inner hypercube. 

 

 

Figure 3.4:  The smallest outer square of a circle (centered at ip ). iO  is the smallest 

outer square of circle iC . 
iC

R  is the radius of iC  and 
iO

R equals to half of the length of 

the side of iO . 

 

It is also obvious from Fig. 3.4 that 
i iC OR R=  and this is true for any higher dimensions. 

Once we have located the largest inner square of a training point as illustrated in Fig. 

3.3, we are ready to write it into our tables. Let us assume we have a training point ip  
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(see Fig. 3.3 and Fig. 3.4), and we define 
iI

R  to be half the length of the side of the 

square iI  (see Fig. 3.3) and (x, y) its coordinates. 

On dimension 1, this training point covers the range ( , )
i iI Ix R x R− + , so we create the 

first group of tables, table ( )
iIx R−  all the way to table ( )

iIx R+  incrementing by the 

precision step and we write number i into each table. Note that the left boundary will be 

the first effective data point greater than ( )
iIx R−  and the right boundary will be the last 

effective data point smaller than ( )
iI

x R+ , and so on for all the other dimensions. On 

dimension 2, we create the second group of tables, table ( )
iI

y R−  all the way to table 

( )
iIy R+  and also write number i into each table. To extend to the N-dimensional case 

with the training point’s coordinates 1 2( , ,..., )Nc c c , we carry out the same procedure 

from dimension 1 to dimension N by writing number i into tables 1( )
iIc R−  to 1( )

iIc R+  

on dimension 1 all the way to ( )
iN Ic R−  to ( )

iN Ic R+  on dimension N. When recording 

the rest of the training points, we either create a new table if it does not exist or just add 

the index of a training point into an existing table. So, we will have N groups, 

corresponding to N dimensions, of tables where each group contains a range of tables. 

Lemma 2. The largest inner hypercubes (of training points) from different classes will 

not overlap. 

The number of points in a table is mainly influenced by the inter-class distribution. The 

number of points in a table will be higher when different classes do not overlap at all 

compared with the number when classes overlap. Because when different classes do not 

overlap, the SIR of a training point will be larger, thus resulting in that a training point 

will be written into more tables while the total number of tables is fixed (dimension 

times precision). 

From now on, the largest inner hypercube (square for 2-dimensional case) will be 
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denoted as LI hypercube (LI square for 2-dimensional case) and the smallest outer 

hypercube will be denoted as SO hypercube (SO square for 2-dimensional case). 

3.3.3.1 Storing Information under Lowered Precision 

The only difference in writing the tables under lowered precision is in further recording 

a ‘Δ ’ value for a training point in its boundary tables. 

Definition 3 (Δ ). Δ  is a value that represents the difference (can be negative) between 

the actual left (right) boundary of a training point’s LI hypercube and its quantized left 

(right) boundary on one dimension. Refer to Fig. 3.5, Δ  is negative or zero when it is 

calculated as a left boundary minus the quantized value of this left boundary. Δ  is 

positive or zero when it is calculated as a right boundary minus the quantized value of 

this right boundary.  

Definition 4 (Boundary Table). Boundary table is a table that is the left most or right 

most table of a training point on one dimension. 

 

 

Figure 3.5: Illustration of Δ . iI  is the largest inner square of ip ’s SIR hypersphere. 
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From Fig. 3.5 and Definition 3, it is clear that 0Δ ≤  holds for the left boundary and 

0Δ ≥  holds for the right boundary. Let’s summarize that we write both the index of a 

training point and its related Δ  into a table if the table is a boundary table of the training 

point. Thus, an index without a Δ  indicates that this table is not a boundary table of the 

training point. 

In the extreme case where only one boundary table exists, we write down both 2 Δs. 

3.3.4 Overcoming the “Curse of Dimensionality” 

In this section, we will demonstrate that both the training time and the storage space of 

our mapping algorithm overcome the “curse of dimensionality”. No matter how high 

the dimension of the dataset is, the training can be done in a short time (polynomial 

time1) and the storage takes only limited disk space (polynomial space). 

To find out a training point’s nearest neighbor from the other classes, the easiest way is 

to carry out a brute-force calculation. The brute-force calculation means to calculate the 

Euclidean distances between a training point and all the other training points from 

different classes in order to find out the smallest among them. By doing so, the total 

amount of time needed for training can be summarized as, 

 

( )2( )T w cS S O wS= ⋅ ⋅ = ,              (3.4) 

 

where T represents the total computation time, w is the time needed to do one N-

dimensional Euclidean distance computation, i.e., N subtractions, N multiplications, and 

N-1 summations, S stands for the number of training points, and c is a constant between 

                                                            
1 Polynomial time refers to the computation time of a problem where the time, m(n), is no greater than a polynomial 
function of the problem size, n. Written mathematically, m(n) = O(nk) where k is a constant. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



Novel Class Based Exact Nearest Neighbor Search for Pattern Identification 

37 

 

0 and 1. 

T will only grow linearly when N goes up. This is because only w grows linearly when 

N goes up. 

We then write the pre-calculated information into the tables. The amount of disk space 

that is needed can be shown to be 

 

max min max min- -( )V V V VN cS O N S
P P

⎛ ⎞⋅ ⋅ = ⎜ ⎟
⎝ ⎠

,          (3.5) 

 

where P is Precision, N is the number of dimensions, maxV  and minV  represent the 

maximum and minimum value of the coordinates of the training points respectively, S is 

the number of training points, and c is a constant between 0 and 1. 

In (3.5), N is only a multiplier rather than an exponent and so the amount of storage 

needed will not explode when N goes up. 

3.4 Mapping 

The reason why our algorithm for finding the nearest class is called “Mapping” is that 

there are no or very few computations involved. Instead, we map the coordinates of a 

query point into the indices of the tables stored and then open the tables to locate the 

training points. 

3.4.1 Pre-mapping 

For an N-dimensional query point, its coordinates 1 2( , ,..., )Nc c c  will be mapped into N 

numbers that represent the indices of N different tables using (3.6), one in each 
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dimension. 

 

-
Precision

i i
i

c BT = ,                (3.6) 

 

where iT  is the index of the table to be opened on dimension i, iB  is the lower bound of 

that dimension. 

3.4.2 Basic Mapping 

First, let us suppose that an incoming query point is covered by at least one LI 

hypercube (other cases will be discussed in Section 3.5). After pre-mapping, we have 

located N tables 1 2( , ,..., )Nt t t , in which it  represents the table in dimension i. Each table 

contains some training points whose LI hypercubes cover the query point on the 

dimension the table is in. If there is a training point whose LI hypercube contains the 

actual query point, then this particular training point will appear N times because it 

should appear in every one of the N tables. 

Lemma 3. If a training point appears in every one of the N tables opened (for the N-

dimensional case), then its recorded LI hypercube must contain the query point. 
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Figure 3.6:  Illustration of Lemma 3 in a 2-dimensional case. If a query point p is within 
the square with regard to both dimension 1 and dimension 2, then it must be within the 
square. 

 

The training points that appear in all of the N tables should be from the same class, 

because from Lemma 2 (Section 3.3.3) we know that LI hypercubes from different 

classes do not overlap. So once a training point that appears N times in the opened 

tables is found, the search is completed. It is possible that more than one training point 

will appear N times, but all these points will be from the same class and therefore no 

additional search is required. Finally, the index of the training point is mapped to the 

class number to which the training point belongs. 

In this case, there  are only very few computations, as all we have to do is to locate N 

tables, find one training point that appears in all of the tables and map the index of the 

training point to its class number. There are no Euclidean distance computations at all. 

The search speed will not be slowed down even if there are many points in a table. This 

is because: firstly, the total number of tables to be opened is as low as N; secondly, 

among the N tables to be opened, we open the smallest table (contains the fewest 
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number of points) first and then search in other tables only the points that appear in the 

smallest table, so the number of points to be searched is lower than the number of points 

in the smallest table. 

3.4.2.1 Mapping under Lowered Precision 

As the precision has been lowered, the query point may fall in between 2 effective data 

points (see Fig. 3.7). In this case, we will be opening its 2 adjacent tables and a new 

selection rule is described in the following. 

 

 

Figure 3.7:  Lower Precision Case. A query point falls in between 2 effective data 
points. 

 

As described in Section 3.4.2, the opening of tables will be done dimension by 

dimension. First, we select training points that appear in either one of the 2 adjacent 

tables opened but without a Δ  value. Second, we select training points with a Δ  value 

written and whose actual boundary covers the query point. For the left adjacent table, 

training points with a non-positive Δ  will all be selected while those with a positive Δ  

be selected only if 1dΔ ≥ . For the right adjacent table, training points with a non-

negative Δ  will all be selected while those with a negative Δ  will be selected only if 

2dΔ ≥ . If a training point has 2 Δ , then both conditions should be satisfied. 

By selecting training points according to the above rule, it is guaranteed that the LI 

hypercubes of all the training points selected actually cover the query point, so lowering 

the precision will not introduce any error at all. For lower precision, memory usage is 
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lower, but search speed is also lower. 

3.5 Extended Training and Mapping 

3.5.1 Particularities in High Dimensional Space 

In high dimensional data spaces, not only are things abstract but also a wide range of 

strange, non-intuitive mathematical geometries exist [44]. 

 

 

Figure 3.8:  The relationship among a circle, its largest inner square and smallest outer 
square. C is a circle with radius R whereas I is its largest inner square and O is its 
smallest outer square. 

 

Consider the relationship among the area of a circle C, that of its LI square I and that of 

its SO square O as shown in Fig. 3.8. We find that they are quite close at the 2-

dimensional level. 

If we let 1R = , the area of the circle C is π , that of the inner square I is 2, and that of 

the outer square O is 4. So the outer square’s area is 4 /π  times the circle’s and the area 

of the circle is / 2π  times the area of the inner square. This will be totally different in a 

high dimensional case where the volume of O will be much larger than the volume of I. 
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This is as shown, 

 

(2 )
(2 / )

N NO
N

I

V R N
V R N

= = ,              (3.7) 

 

where OV  and IV  are the volumes of hypercubes O and I respectively, R is the radius of 

hypersphere C, and N is the number of dimensions. 

For a 20-dimensional case, the ratio is equal to 131.024 10× . It means that the volume of 

the LI hypercube can almost be ignored compared with that of the SO hypercube. In 

other words, the volume of a hypersphere, those of its LI and SO hypercubes differ 

greatly. 

3.5.2 Extended Training 

In Section 3.3, we used the LI hypercubes of the training points to store the pre-learnt 

information about the training data space. It works well with datasets of less than 10 

dimensions, but the performance degrades sharply when the number of dimensions goes 

above 10. This is because previously we suggested that the data space can be covered 

effectively using hyperspheres and the volume of an LI hypercube does not vary too 

much from that of its hypersphere at not very high dimensions. Thus, using the largest 

inner hypercubes we can still cover the space effectively. As long as the space is 

covered effectively, the incoming query points will fall into volumes that are already 

covered by the LI hypercubes. That is why only one mapping is needed to find out the 

nearest class of an incoming query point. 

Unfortunately, we have shown in Section 3.5.1 that the volume of the largest inner 

hypercube can almost be ignored compared with that of its hypersphere. The data space 

is no longer covered effectively using the largest inner hypercubes. This results in the 
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occasional occurrence of a query point falling into some space that is not covered and 

so we are unable to find even one training point that appears in all of the N tables 

opened. 

An effective way of solving this problem is to enlarge the LI hypercubes to an extent 

such that most of the “potential” spaces are covered whereas the overlaps into opposing 

classes introduced are at the minimum possible level. Fig. 3.9 gives an illustration of the 

enlargement in a 2-dimensional case. 

 

 

Figure 3.9:  Enlarging the LI square in order for it to cover more spaces. The area in 
shadow is cover after enlargement. 

 

Potential space stands for the area where future query points will most possibly appear. 

If the dataset is well trained and the training points on hand reflect well the intra-class 

and inter-class structure, then the query points should not appear too far away from the 

training points (from the same class). In other words, the Euclidean distance measure 

can be used as an effective method for recognizing patterns for this particular dataset. 

This hypothesis is reasonable as our algorithm is in fact based on the Euclidean distance 

measure. If the query points are randomly scattered, then the Euclidean distance 

measure in itself would not be suited for the dataset as a solution for pattern recognition, 
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then using our mapping would also have no meaning. 

3.5.3 Formularizing the Enlargement 

For training points from one class, we conduct the enlargement with the central idea 

that the larger the radius of a hypersphere, the larger the enlargement factor will be 

assigned. This is because larger radii usually appear on training points that are far away 

from points from the opposing classes, thus enlarging the radii will not cause serious 

overlapping. By doing this, we will achieve a maximum data space coverage whilst 

maintaining the overlap to the minimum possible level. 

The value of the enlargement factor should be between 1 to N , where N is the 

number of dimensions. The upper limit N  implies that the training points we have 

can well represent the classes in the data space and the space can be covered effectively 

using hyperspheres. Thus, we will actually be using SO hypercubes to cover the data 

space if we enlarge every LI hypercube N  times. SO hypercubes are larger than their 

hyperspheres. Thus further enlarging the SO hypercubes will not increase the space 

coverage effectively but instead introduce massive overlaps between opposing classes. 

We do the enlargement class by class. First, we sort the radii of the hyperspheres (of 

training points from one class) in descending order. Second, we assign the largest radius 

with an enlargement factor of N  and the smallest one with 1. Then, we carry out 

interpolation with the following equations 

 

,

1 ,

N if X N
EF X

if X N

⎧
<⎪= ⎨

⎪ ≥⎩

              (3.8) 
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and 

 

1 1, 1,2,...,
1

IX N I S
S
−

= ⋅ + =
−

,            (3.9) 

 

where EF stands for enlargement factor, I the position of a training point in a sorted 

(descending order) queue, and S the total number of training points. 

A typical curve of the enlargement factor will have the shape shown in Fig. 3.10. 

 

 

Figure 3.10: Example of the enlargement factor curve for a 40-dimensional case. X is 
defined in (3.9). 

 

For datasets in which one single training point represents one class, the enlargement 

factor can be the same for all the training points, i.e., we use a single global enlargement 

factor, thus every training point will have the same probability of having the majority of 

their query points falling into the enlarged LI hypercube. Experiments (Section 3.6) 
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show that the global enlargement factor works well for single point-one class datasets. 

3.5.4 Extended Mapping 

Two important problems arise from enlarging the LI hypercubes. Firstly, it is possible 

that 2 enlarged LI hypercubes from different classes overlap. Secondly, some areas 

inside an enlarged LI hypercube will not be inside the corresponding hypersphere. 

So, we may be able to find two or more training points that appear in all the N tables, 

but they are actually from different classes. Furthermore, a query point that falls into an 

enlarged LI hypercube may not be within the corresponding hypersphere (refer to Fig. 

3.11). 

 

 

Figure 3.11:  Problems of the enlarged largest inner square (2-dimensional case). Case 1 
demonstrates area of overlap and case 2 demonstrates area that is inside the enlarged 
largest inner square but is outside its corresponding circle. 

 

A good way to solve these problems is to further test whether the query point is within 

the SIR hypersphere of the hypercube it falls in (SIRs can be pre-calculated). If a query 

point is also within the hypersphere, then both of the problems mentioned above are 
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solved. 

Lemma 4. If a query point falls into an enlarged LI hypercube (of a training point) and 

also falls into the hypersphere of the hypercube, then it belongs to the class to which the 

corresponding training point belongs. 

This is different from the basic mapping methodology discussed in Section 3.4. In 

extended mapping, we have to further verify whether a query point is inside the 

hypersphere of the located training point and this will involve Euclidean distance 

computations. The nearest class is found if the query point is inside the hypersphere, 

otherwise we need to go on verifying other training points. In the next 2 sections, we 

will complete our mapping algorithm by introducing a solution for cases where basic 

and extended mappings fail. 

3.5.5 Special Mapping 

In both basic and extended mapping, we assume that a query point falls into at least one 

hypercube recorded in the table, which is either an LI or enlarged LI hypercube (of a 

hypersphere), but it is possible that some query points may not fall into any of these 

hypercubes or fall outside all the hyperspheres of these hypercubes they fall into. In 

both situations, the nearest neighbor cannot be located instantly and we have to go on 

searching for some other relevant training points. The idea for solving the problem is 

that we first locate the most relevant training point of the query point and then continue 

the search in the area specified by the located training point. As long as the relevant 

training point located is close to the query point, the area specified for further search 

will be small enough that only very few training points are inside it. 

In Section 3.6, we will show that only few query points need to use the special mapping 

mentioned above and most of the query points can be answered instantly. 

3.5.6 Locating the Most Relevant Training Point 
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Several steps are involved if we cannot locate any training point that appears in all of 

the N tables or the query point is outside all the hyperspheres of the corresponding 

enlarged LI hypercubes it falls into. 

Definition 5 (Hit). Hit is the number of times that a training point appears in the N 

opened tables. 

When a query point q comes, firstly, we select a class L that has got the most hits 

among all classes. For example, we find M different training points after opening N 

tables and training point p appears in ( )m mk k N≤  tables and mk  is the largest among all 

, 1,2,...,ik i M= , then class L is chosen because training point p is from class L. 

Secondly, we choose from class L a training point r that has the shortest distance from q. 

Here, r stands for a training point that appears mk  times in the N tables opened and is 

from class L. The position of the training point r is regarded as a relevant position for 

specifying some area for further search, because it is clear that if there exists any 

training point that is closer to the query point q than r, it must be inside the hypersphere 

centered at q with radius r q− . If there is no training point inside this hypersphere, 

then training point r is just the closest training point to q. Up to now, a hypersphere 

centered at q with radius r q−  has been determined and it is the area of interest for 

further search (see Fig. 3.12). 
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Figure 3.12: Area of further search (2-dimensional case). The training points need to be 
further searched are all within the circle centered at q with radius r q− . Thus, by 
searching its smallest outer square we can guarantee that no training points that ought to 
be searched will be missed. This is why our mapping algorithm is an exact NNS 
algorithm. 

 

Thirdly, we find other training points covered by the SO hypercube of the hypersphere. 

If there are no other training points that appear inside, then r is just the training point we 

want to locate and the query point q belongs to class L. If the training points we found 

are all from class L, then q also belongs to class L. 

If there are other training points inside, we just need to test those points from classes 

other than L to decide whether L is the nearest class or not. The moment we find a 

closer training point, we repeat the steps mentioned above. Thus, the SO hypercube 

becomes smaller and smaller, and so the number of training points within drops rapidly. 

Some advanced algorithms [47], [49] can also be used to kick out points that are 

actually not inside the hypersphere determined for further search so as to reduce the 

number of points needed to be further searched. 

The complexity of the “further search” is proportional to the number of training points 
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inside the SO hypercube. The best case is that there is no training point inside, so no 

further search is needed. The worst case is that all the training points are inside the SO 

hypercube, so a brute force search is needed. 

Again, our algorithm excludes the possibility of missing any training points that ought 

to be searched, thus it is an exact nearest neighbor search algorithm. 

Finally, we want to point out that the total CPU-time (refer to Chapter 3.6) should still 

be low even if the extended or special mapping is used. This is because the tables are 

stored in memory and there is no opening or closing of files, thus data fetching is 

extremely quick. 

3.6 Experiments 

To show that our algorithm outperforms existing search methods, we have conducted 

tests on both standard datasets and computer generated datasets. The datasets include 

the 4-dimensional Iris dataset [69], the 13-dimensional Wine dataset [70], the 21-

dimensional Waveform dataset [71], the 36-dimensional speaker identification dataset, 

and computer generated multidimensional Gaussian datasets with numbers of 

dimensions ranging from 10 to 50. We carried out tests on these datasets using R*-tree 

[58], X-tree [60], and K-d Tree [61] so as to make a comprehensive comparison with 

our algorithm. 

The efficiency of the algorithms is judged using two standard measures: total CPU-time 

and the average number of N-dimensional Euclidean distance computations. One N-

dimensional Euclidean distance computation is defined as one set of computations 

involving 

 

1
( ) ( )

N

i i i i
i

p q p q
=

− ⋅ −∑ ,        (3.10) 
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i.e., N subtractions, N multiplications, and N-1 summations. The average number of N-

dimensional Euclidean distance computations refers to the total number of computations 

divided by the number of query points. This takes up a large portion of the CPU-time. 

All the experiments are done on a personal computer with P4 3.4G Hz CPU and 1GB 

memory. The page size is in the range of 1024 to 2048 bytes. It is adjusted so as to 

achieve a better result at a certain dimension. All original codes are written in C++ and 

compiled under Visual C++. 

3.6.1 Gaussian 

Precision is set to 0.00005 for all Gaussian data experiments. 

3.6.1.1 One Training Point per Class 

We generate 1,000 random seeds first. The 1,000 seeds are 1,000 classes with each seed 

representing one class. The range of value is from 0 to 1 for all dimensions. 

Then, we generate 20 query points around each seed using multidimensional Gaussian 

distribution. The mean of the 20 query points (generated for one seed) is just the seed’s 

co-ordinates and the variance is one third of the seed’s SIR. Thus, overlap among 

different classes is very slight. The 20,000 points are all query points. 

Altogether, 5 sets are generated having dimensions of 10, 15, 20, 30 and 50. Results are 

illustrated in Fig. 3.13 and Fig. 3.14. 
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(a) 

 

 

(b) 

Figure 3.13: Comparisons of the 4 algorithms.  (a) CPU-Time. (b) Average number of 
N-dimensional Euclidean distance computations. 
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(a) 

 

(b) 

Figure 3.14: Proposed algorithm vs. K-d tree. (a) CPU-Time. (b) Average number of N-
dimensional Euclidean distance computations.  

 

From Fig. 3.13, it is easy to tell that our proposed algorithm performs much better than 

the rest. K-d tree performs the second best while the other two algorithms perform 

poorly by a significant margin. In Fig. 3.14, we zoom in to highlight the superiority of 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



Novel Class Based Exact Nearest Neighbor Search for Pattern Identification 

54 

 

our algorithm over the K-d tree algorithm. 

The CPU-time of K-d tree grows much faster than that of our proposed algorithm even 

though the two are almost the same at the 10-dimensional level. This is because the 

CPU-time of our proposed algorithm grows linearly whereas that of K-d tree grows 

almost exponentially. 

When the number of dimensions goes up, the numbers of searches conducted by R*-tree 

and X-tree both increase significantly. When it comes to the 30-dimensional and 50-

dimensional cases, R*-tree has to almost search all the training points before finding the 

closest neighbor. X-tree also has to search about one half of the database in order to find 

the nearest neighbor. K-d tree shows a much better performance than R*-tree and X-tree, 

but it still has to search a lot more training points than our proposed algorithm. In 

contrast, our proposed algorithm’s average number of Euclidean distance computations 

remains close to 1.5. Euclidean distance computations are mainly executed to examine 

whether a query point is within the SIR hypersphere(s) of the hypercube(s) it falls in. 

In Section 3.4.2 and 3.5.4, we talked about the basic and extended mapping where a 

query point falls into a LI hypercube or an enlarged LI hypercube and also its SIR 

hypersphere. These are the cases that no further searches are needed, because we only 

need to do mappings and check whether a query point is within the SIR hyperspheres.  

In Section 3.5.5, we talked about a special mapping that is used to locate the nearest 

training point of a query point that does not fall into any of the LI or enlarged LI 

hypercubes or fall outside of all the SIR hyperspheres of the hypercubes it falls into. In 

these cases, we must resort to further searches to find out the nearest neighbor. 

We will make comparisons of the no-further-search cases and need-further-search cases 

using multiples of average CPU-time and N-dimensional Euclidean distance 

computations. 

Multiples of average CPU-time is the average CPU-time of query points that need 
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further search divided by the average CPU-time of query points that do not need further 

search. The comparisons are shown in Fig. 3.15. 

         

(a) 

 

(b) 

Figure 3.15: Comparisons of the complexity of no further search and need further 
search case.  (a) Multiples of CPU-Time. (b) Average number of N-dimensional 
Euclidean distance computations. 
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The percentage of points that need further search is shown in Table 3.1. 

Table 3.1: Percentage of points need further search for one training point per class case. 
 

Dimension % of Points Need Further Search 

10 2.0 

15 2.2 

20 2.3 

30 2.7 

50 3.4 

 

As overlap among different classes is very slight, the coverage of the space by 

hyperspheres is very effective, so the percentage of number of points that need further 

search is very low. 

3.6.1.2 Many Training Points per Class 

In this section, we will demonstrate that our algorithm performs well even if there are 

many training points in one class. 

We generate 1,000 random seeds first, each class has one seed. The range of value is 

from 0 to 1 for all dimensions. Then we generate 5 to 15 additional training points 

around each seed, so there will be 6 to 16 training points for one class. The additional 

training points are generated using multidimensional Gaussian distribution with mean 

equaling to the seed and variance equaling to one third of the seed’s SIR. 

We generate 20 query points for each class using multidimensional Gaussian 

distribution. The mean of the 20 query points is the co-ordinates of the original seed of 

each class and the variance is one third of the original seed’s SIR. 
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Altogether, 5 sets are generated having dimensions of 10, 15, 20, 30 and 50. We 

compare our result with K-d tree only since it performs best among the tree search 

algorithms. 

 

(a) 

 

(b) 

Figure 3.16: Proposed algorithm vs. K-d tree. (a) CPU-Time. (b) Average number of N-
dimensional Euclidean distance computations.  
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In the case of many training points per class, our algorithm still out-performs the K-d 

tree. We also compare the results with those from the single point per class case. The 

details are shown in Fig. 3.17. 

 

(a) 

 

(b) 

Figure 3.17: Performance comparison of single point per class case with multiple points 
per class case. (a) CPU-Time. (b) Average number of N-dimensional Euclidean distance 
computations.  
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From Fig. 3.17, we can see that although the total number of training points is about 11 

times that of the single point per class case, the CPU-time and the average number of N-

dimensional Euclidean distance computations do not rise 11 times respectively. In fact, 

CPU-time rises to about 2.2 times and average number of N-dimensional Euclidean 

distance computations rises to about 3.9 times respectively at the 50-dimensional case. 

While those of the K-d tree rise to 3.4 and 4.7 respectively (refer to Fig. 3.14 and Fig. 

3.16). The percentage of points that need further search is shown in Table 3.2. 

Table 3.2: Percentage of points need further search for multiple training points per class 
case. 
 

Dimension % of Points Need Further Search 

10 3.1 

15 3.8 

20 4.3 

30 5.7 

50 9.0 

 

3.6.1.3 Different Distribution Parameters 

We repeat the experiments in Section 3.6.1.2 with a different variance. This time we set 

the variance of the Gaussian distribution to half of a seed’s SIR for both the additional 

training points and the query points of a seed. Thus, we allow medium overlaps among 

different classes. The results are shown in Fig. 3.18 and Fig. 3.19. 
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(a) 

 

(b) 

Figure 3.18: Proposed algorithm vs. K-d tree (variance equals to 0.5 of SIR). (a) CPU-
Time. (b) Average number of N-dimensional Euclidean distance computations. 
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(a) 

 

(b) 

Figure 3.19: Performance comparison under different variance. (a) CPU-Time. (b) 
Average number of N-dimensional Euclidean distance computations. 

While there is medium overlap among different classes, our algorithm still out-performs 

the K-d tree method, but it degrades slightly faster than the K-d tree especially in the 

50-dimensional case. For the 50-dimensional case, our algorithm performance degrades 

about 40% and the K-d tree algorithm degrades about 24%. This is mainly due to the 
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reason that SIRs of the training points become smaller, thus the number of further 

searches goes up. The percentage of points that need further search is shown in Table 

3.3. 

Table 3.3: Percentage of points need further search for medium overlap case. 
 

Dimension % of Points Need Further Search 

10 5.4 

15 6.8 

20 9.7 

30 16.7 

50 28.1 

 

3.6.2 Iris 

Precision is set to 0.1 for iris data experiments. 

We pick 10 records from each class as the query points and the rest are used as training 

points, so in all there are 120 training points and 30 query points. The dataset is 4-

dimensional. 

The results for the average number of N-dimensional Euclidean distance computations 

(simplified as Average Number of Computations) and total CPU-time are shown in the 

following table. Also shown in the table is the percentage of points that need further 

searching. This is computed by taking the percentage of the total query points that do 

not fall into any of the recorded hypercubes or fall outside of all the hyperspheres of the 

hypercubes they fall into. Thus we have to locate relevant areas in order to carry out 

further searches (refer to Section 3.5.6). 
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Table 3.4: Results on the Iris Dataset. CPU-time is in milliseconds.  “% of Points Need 
Further Searching” is only available for our proposed algorithm. 

 

 Average 
Number of 

Computations

CPU-Time 
(ms) 

% of Points Need Further 
Searching 

Proposed 1.6 0.26 13 

R*-tree 34.6 1.6 N/A 

X-tree 28.4 1.5 N/A 

K-d tree 3.4 0.37 N/A 

 

 

From Table 3.4, it is clear that our proposed algorithm performs the best. Even though 

the Iris dataset is only 4-dimensional, the performances of both R*-tree and X-tree are 

quite disappointing. This dataset is quite well behaved and so only 13% of the query 

points need further searching while the rest of the query points are classified through 

direct mapping. Our proposed algorithm searches about 1.33% of the entire training 

points, K-d tree searches 2.83%, R*-tree searches 28.8%, and X-tree searches 23.7%. 

3.6.3 Wine 

Precision is set to 0.01 for wine data experiments. 

We do the same as we did for the Iris dataset with 10 points from each class used for 

testing and the rest of them are used for training. Altogether, there are 148 training 

points and 30 query points. 

This dataset is a badly behaved dataset judging by the Euclidean distance as a measure 

for pattern recognition. Training points from different classes are very close to each 

other and that makes our proposed algorithm search a little more training points as the 

hyperspheres and hypercubes are not large enough to cover the space efficiently. This is 
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the reason why our proposed algorithm does not outperform K-d tree greatly. Also we 

can see from Table 3.5 that the percentage of query points need further searching is 

quite high. 

Table 3.5: Results on the Wine Dataset. 
 

 Average 
Number of 

Computations

CPU-Time 
(ms) 

% of Points Need Further 
Searching 

Proposed 4.2 1.4 30 

R*-tree 57.5 12 N/A 

X-tree 43.0 6.5 N/A 

K-d tree 5.1 1.6 N/A 

 

3.6.4 Waveform 

Precision is set to 0.01 for waveform data experiments. 

Among the 300 training points, 98 are for class 1, 97 are for class 2, and 105 are for 

class 3. The number of query points is 30, 10 for each class. Table 3.6 shows the results. 

Again, our proposed algorithm outperforms the other three algorithms. This dataset can 

also be categorized as a well-behaved dataset as training points from each class are 

clustered together. Therefore, the classes of all the query points are found directly 

through mapping. 
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Table 3.6: Results on the Waveform Dataset. 
 

 Average 
Number of 

Computations 

CPU-Time 
(ms) 

% of Points Need 
Further Searching 

Proposed 2.4 0.36 0 

R*-tree 35.3 12 N/A 

X-tree 33.5 6.0 N/A 

K-d tree 3.6 0.47 N/A 

 

 

3.6.5 Speaker Identification 

Precision is set to 0.0001 for speaker data experiments. 

We randomly choose 200 users from the TIMIT speech database [96]. Then, we extract 

36-dimensional Mel-Frequency Cepstral Coefficient (MFCC) features from each speech 

file. 8 out of the 10 speech files of each user are used as training data and the other 2 are 

used as testing data.  

We use shortest Euclidean distance combined with majority vote as the method for 

identification. Firstly, we search for the closest neighbor for each feature in a speech file. 

If the closest neighbor is from user A, then user A gets one score. Secondly, we count 

the scores of all users and the user with the highest score is considered the owner of the 

speech file. 

The identification rate is 88.2%, the identification rate using Gaussian Mixture Model 

(GMM) can be found in [16]. 
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Table 3.7: Results on the Speaker Identification dataset. 
 

 Average 
Number of 

Computations 

CPU-Time 
(ms) 

% of Points Need Further 
Searching 

Proposed 12.2 8.6 21 

R*-tree 341.5 132.0 N/A 

X-tree 297.0 89.1 N/A 

K-d tree 23.1 16.6 N/A 

 

From Table 3.7, we can see that our method outperforms the other three on finding the 

nearest neighbor. 

3.6.6 Conclusion 

We conclude that our proposed algorithm outperforms the tree based algorithms due to 

two main reasons. Firstly, the number of computations needed is much lower. Secondly, 

the computations involved in our algorithm are mostly integer additions and 

comparisons as compared with floating point computations required in other algorithms. 

From the various datasets, we can see that our method suits any pattern recognition 

problems that use nearest neighbor as the recognition means. 

3.7 Limitations 

3.7.1 Badly-behaved Datasets 

As described in Sections 3.3, 3.4 and 3.5, we store the information pertaining to the 

largest (or enlarged largest) inner hypercubes in our tables and we suppose that the 

hypercubes can cover the data space efficiently.  This is true provided that the datasets 

are well-behaved. The efficiency of our methodology might degrade when a dataset is 

badly-behaved. By badly-behaved, we mean a dataset in which some training points 
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from different classes are too close. Then, the largest inner hypercubes of these training 

points will be too small to efficiently cover the spaces nearby. Therefore, the possibility 

of a query point falling into some space that is not covered will be higher and so a 

single mapping will not lead to finding its nearest neighbor. A badly-behaved dataset is 

illustrated in Fig 3.20. 

 

 

Figure 3.20: Badly-behaved datasets. Two training points from two opposing classes are 
extremely close. 

 

There are some possible solutions. We can assign large enlargement factors to both of 

the training points. When a query point falls in, we just have to search the two points 

and so we just search one more point. 

3.7.2 Adding New Training Points 

If a new training point is added into the system, the worst case would be that we have to 

recalculate all the R(p) of the training points and re-write the tables. Fortunately, this 

does not happen very often as we can imagine that for well-behaved datasets, a point to 

be added is likely to be inside its class, so none of the already calculated R(p) have to be 

recalculated. 
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3.8 Summary 

In this chapter, we have introduced a novel search algorithm based on mapping to 

significantly speed up the nearest-neighbor pattern recognition problem. This algorithm 

pre-learns the data space by expanding the areas taken by the training points so as to fill 

up the data space and then store the learnt information into tables. Whenever a query 

point comes, we just open the related tables and do a mapping. It only involves very few 

computations, and hence it is much faster in locating the nearest class than many of the 

well-known algorithms. 

We have tested our algorithm on several datasets including 4 standard datasets and 5 

computer generated datasets. The results all show that our mapping algorithm is very 

efficient. For those well-behaved datasets, one single mapping will find a query point’s 

nearest class and no computation is needed. For poorly behaved datasets, some further 

searches are required. 

Our algorithm can be applied to biometric network identification systems where speed 

of identification is very important. Also it can be applied to any other pattern 

recognition systems where the Euclidean distance is the measure for identification. 
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Chapter 4 

Proposed System 

In this chapter, we will introduce the technologies used in our system: speech 

recognition, speaker verification, face recognition and lip shape estimation. The 

liveness check mechanisms will also be presented. 

4.1 Speech Recognition and Speaker Verification 

Speech recognition and speaker verification have something in common, they are the 

preprocessing and feature extraction. Raw input such as the microphone signal or the 

pre-recorded ‘.wav’ file cannot be directly used to either generate the Hidden Markov 

Model (HMM) for speech recognition or the Gaussian Mixture Model (GMM) for 

speaker verification or identification [123], [16]. In Section 4.1.1, we will describe 

briefly the feature extraction methods that can be used by both speech recognition and 

speaker recognition. In the following two sections, we will describe how to generate the 

HMM model for speech recognition and the GMM model for speaker verification or 

identification. 

4.1.1 Feature Extraction 

Mel-Frequency Cepstral Coefficient (MFCC) is the most effective feature for voice 

analysis. In MFCC feature extraction, the speech signal is analyzed on a frame by frame 

basis with a typical frame length of 20ms and a frame advance of 10ms. For a frame 

length of 20ms, it can be assumed that the speech signal is stationary, thus allowing the 

computation of the short-term Fourier spectrum. 

Suppose 0 1 1{ , ,... }T Nx x x −=X  is a frame (of 20ms in length) at time T, N is the frame 
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length and ix  is a sample point. 

This frame is first pre-emphasized: 

 

[ ] [ ] [ 1], 1 ~ 1
[0] [0]

y i x i x i i N
y x

α= − ⋅ − = −⎧
⎨ =⎩

,    (4.1) 

 

where, 0.95α =  and can be different on other situations. 

This frame is then multiplied by a Hamming Window in order to reduce the effects of 

spectral leakage [24]. 

 

ˆ[ ] [ ] [ ], 0 ~ 1y i window i y i i N= ⋅ = − ,     (4.2) 

 

where [ ]window i  is the Hamming Window and defined as the following: 

 

2[ ]  0.54 - 0.46 cos , 0 ~ 1
1

window i i i N
N
π⎛ ⎞= ⋅ ⋅ = −⎜ ⎟−⎝ ⎠

.    (4.3) 

 

The frame 0 1 1
ˆ ˆ ˆ ˆ{ , ,... }T Ny y y −=Y  will then go through the Fast Fourier Transform (FFT): 

 

1
2 /

0

ˆ , 0 ~ 1
N

j ik N
k i

i
w y e k Nπ

−
−

=

= ⋅ = −∑ ,       (4.4) 
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where 0 1 1{ , ,... }T Nw w w −=W  is the complex spectrum. 

We take the square magnitude of TW : 

 

2ˆ | | , 0 ~ 1i iw w i N= = − .        (4.5) 

 

Now we have 0 1 1
ˆ ˆ ˆ ˆ{ , ,... }T Nw w w −=W , which is the square magnitude of the spectrum (at 

time T). 

There is a map from the normal frequency to Mel-frequency, simulating the hearing 

process done by human ears [25]. 

 

1125 ln(1 0.001 )MEL HzF f≅ ⋅ + ,        (4.6) 

 

where MELF  is the Mel-frequency and Hzf  is the normal frequency we use. 

The Mel-frequency filter bank is achieved by doing the following steps: 

1. Decide your frequency bandwidth, with lf  representing the lowest frequency of the 

voice signal and hf  the highest. 

2. Choose the number of filters, suppose we want M filters in the filter bank. 

3. Map lf  and hf  to their Mel-frequency counterparts, lf ′  and hf ′ . 

4. Equally divide lf ′  to hf ′  into (M-1) parts, so we will be having M points, if lf ′  and 

hf ′  are included, let’s mark them as: 1 2 2, , ,... ,l M hf f f f f−′ ′ ′ ′ ′ . 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 Proposed System 

72 

 

5. 1 2 2, , ,... ,l M hf f f f f−′ ′ ′ ′ ′  are the center frequencies of the M filters, with the upper and 

lower passband frequencies being the center frequencies of the adjacent filters. 

6. Map all the Mel-frequencies back to the normal frequencies. 

 

Suppose the M filters are 1 2[ ], [ ]...... [ ]MH k H k H k . By using (4.6), we can achieve their 

center, upper and lower passband frequencies: 

 

1 ( ) ( )[ ] ( ) ( ( ) ), 0 ~ 1
1

h l
l

s

B f B fNf m B B f m m M
F M

− −
= + ⋅ = +

+
,   (4.7) 

 

where sF  is the sampling frequency, N is the frame length, M is the number of the 

filters and 

 

( ) ln( 1) 1125
1000

fB f = + ⋅ ,       (4.8) 

 

1( ) 1000 (exp( /1125) 1)B f f− = ⋅ − .      (4.9) 

 

Thus, the filters can be expressed in the form as: 
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0 [ 1]

2( [ 1])
[ 1] [ ]

( [ 1] [ 1])( [ ] [ 1])
[ ]

2( [ 1] )
[ ] [ 1]

( [ 1] [ 1])( [ 1] [ ])

0 [ 1]

0 ~ 1
,

1 ~m

k f m

k f m
f m k f m

f m f m f m f m
H k

f m k
f m k f m

f m f m f m f m

k f m

k N
m M

< −

− −
− ≤ ≤

+ − − − −
=

+ −
≤ ≤ +

+ − − + −

> +

= −

=

⎧
⎪
⎪

⎧⎪
⎨ ⎨

⎩⎪
⎪
⎪
⎩

. 

 (4.10) 

 

The normal shape of the filter bank is shown in the following figure: 

 

 

Figure 4.1: Shape of a Mel-Frequency filter bank. 

 

The output energy of each filter is: 

 

1

0

ˆ[ ] ln[ ( [ ])], 1 ~
N

k m
k

S m w H k m M
−

=

= =∑ .     (4.11) 

 

Finally, 1D Discrete Cosine Transform is taken: 
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1

1[ ] [ ]cos( ( ) / ), 0 ~
2

M

m
c n S m n m T n Tπ

=

= − =∑ ,    (4.12) 

 

where T is the order of the MFCC. 

c[0] in (4.12) represents the average log energy of the spectrum. Since the loudness of 

the speech is a factor resulting from the varying background, it is usually omitted. The 

rest T coefficients are used. 

 

{ [1], [2],... [ ]}c c c T=C .       (4.13) 

 

For each of the frame, we repeat the above steps. 

There are some other kinds of features, such as: LPCC, CMS, Delta and MACV [26]. 

But the MFCC feature is the most effective and practical feature that we usually use. 

4.1.2 Hidden Markov Model 

A hidden Markov model [124] is defined by: 

1 2{ , ,... }Mo o o=O , an output observation alphabet. The observation symbols correspond 

to the physical output of the system being modeled. 

{1, 2,... }N=Ω , a set of states representing the state space. 

 = { }ijaA , a transition probability matrix, where ija  is the probability of taking a 

transition from state i to state j, i.e. 
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-1( | )ij t ta P s j s i= = = .        (4.14) 

 

={ ( )}ib kB , an output probability matrix, where ( )ib k  is the probability of emitting 

symbol ko  when state i is entered. Let 1 2, ,... ...tX X X=Χ  be the observed output of the 

HMM. The state sequence 1 2, ,... ...ts s s=S  is not observed, and ( )ib k  can be written as: 

 

( ) ( | )i t k tb k P X o s i= = = .       (4.15) 

 

{ }iπ=Π , an initial state distribution where 

 

0( ), 1 ~i P s i i Nπ = = = .       (4.16) 

 

ija ,  ( )ib k  and iπ  must satisfy the following properties: 

 

0ija ≥ , ( ) 0ib k ≥  and 0iπ ≥ ,        (4.17) 

 

1

1
N

ij
j

a
=

=∑ , 
1

( ) 1
M

i
k

b k
=

=∑  and 
1

1
N

i
i
π

=

=∑ .       (4.18) 

 

To sum up, a complete specification of an HMM includes two constant-size parameters, 

N and M, representing the total number of states and the size of observation alphabets, 

observation alphabet O, and three sets (matrices) of probability measures A , B  and Π . 
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For convenience, we use the following notation: 

 

= { , , }Φ A B Π .        (4.19) 

 

Given the definition of HMM above, three basic problems of interest must be addressed 

before they can be applied to real-world applications. 

1. The Evaluation Problem – Given a model Φ  and a sequence of observations 

= (X , X ,...X )1 2 TΧ , what is the probability ( | )P Χ Φ ; i.e., the probability of the model 

that generates the observations? 

2. The Decoding Problem – Given a model Φ  and a sequence of observations 

( , , ... )1 2X X XT=Χ , what is the most likely state sequence 0 1 2( , , ,... )Ts s s s=S  in the 

model that produces the observations? 

3. The Learning Problem – Given a model Φ  and a set of observations, how can we 

adjust the model parameter Φ  to maximize the joint probability (likelihood) 

( | )P∏
Χ

ΧΦ ? 

If we could solve the evaluation problem, we would have a way of evaluating how well 

a given HMM matches a given observation sequence. Therefore, we could use HMM to 

do pattern recognition, since the likelihood ( | )P Χ Φ  can be used to compute posterior 

probability ( | )P Φ Χ , and the HMM with the highest posterior probability can be 

determined as the desired pattern for the observation sequence. If we could solve the 

decoding problem, we could find the best matching state sequence given an observation 

sequence, or, in other words, we could uncover the hidden state sequence. If we could 

solve the learning problem, we would have the means to automatically estimate the 

model parameter Φ  from an ensemble of training data. These three problems are tightly 

linked under the same probabilistic framework. 
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In order to derive the model, we do the following steps. First, we define the forward 

probability: 

 

1( ) ( , | )t
t ti P X s iα = = Φ ,       (4.20) 

 

where 1 1 2( , ,... )t
tX X X X= . 

The forward algorithm should be: 

1. Initialization: 1 1( ) ( ), 1 ~i ii b X i Nα π= =  

2. Induction:  

1
1

( ) [ ( ) ( )], 2 ~ ; 1 ~
N

t t ij j t
i

j i a b X t T j Nα α −
=

= = =∑    

 (4.21) 

3. Termination: 
1

( | ) ( )
N

T
i

P iα
=

=∑Χ Φ   

 

The backward probability is defined as: 

 

1( ) ( | , )T
t t ti P X s iβ += = Φ        (4.22) 

 

The backward algorithm should be: 

1. Initialization: ( ) 1/ , 1 ~T i N i Nβ = =  

2. Induction:  
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1 1
1

( ) [ ( ) ( )], 1 ~ 1; 1 ~
N

t ij j t t
j

i a b X j t T i Nβ β+ +
=

= = − =∑   

 (4.23) 

 

Next, we define ( , )t i jγ , which is the probability of taking the transition from state i to 

state j at time t, given the model and observation sequence, i.e. 

 

1
1 1

1

( ) ( ) ( )
( , ) ( , | , )

( )

t ij j t tT
t t t N

T
k

i a b X j
i j P s i s j X

k

α β
γ

α

−
−

=

= = = =

∑
Φ .   (4.24) 

 

Using the above information, we obtain the model estimate: 

 

1

1 1

( , )
ˆ

( , )

T

t
t

ij T N

t
t k

i j
a

i k

γ

γ

=

= =

=
∑

∑∑
,        (4.25) 

 

1

( , )
ˆ ( )

( , )

t k

t
t X o i

j T

t
t i

i j
b k

i j

γ

γ

∈ =

=

=
∑ ∑

∑∑
,       (4.26) 

 

0
1

ˆ ( , )
N

i
k

i kπ γ
=

=∑ .        (4.27) 

 

Finally, the whole process of estimating the model parameters will be: 
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1. Initialization: Choose an initial estimate Φ . 

2. Re-estimate Φ̂  according to (4.25), (4.26) and (4.27). 

3. Set ˆ=Φ Φ , repeat step 2 until convergence. 

During the training period, we calculate a model some wordΦ  for each word using the 

above HMM method. At the recognition stage, we consider the word with the greatest 

probability ( | )some wordP Χ Φ  the word that has been spoken. 

4.1.3 Gaussian Mixture Model 

The use of the Gaussian mixture density for speaker recognition is motivated by two 

interpretations. First, the individual component Gaussians in a speaker-dependent GMM 

are interpreted to represent some broad acoustic classes. These acoustic classes reflect 

some general speaker-dependent vocal tract configurations that are useful for modeling 

speaker identity. Second, a Gaussian mixture density is shown to provide a smooth 

approximation to the underlying long-term sample distribution of observations obtained 

from utterances by a given speaker [27]. 

A Gaussian mixture density is a weighted sum of M component densities as shown in 

the following equation. 

 

1
( | ) ( )

M

i i
i

p x p b x
=

=∑λ ,        (4.28) 

 

where x  is a D-dimensional random vector, ( ), 1 ~ib x i M= , are the component 

densities and , 1 ~ip i M= , are the mixture weights. Each component density is a D-

variant Gaussian function of the form: 
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1

/2 1/2

1 1( ) exp ( ) ( )
(2 ) | | 2i i i iD

i

b x x xμ μ
π

−⎧ ⎫′= − − −⎨ ⎬
⎩ ⎭

∑∑
,   (4.29) 

 

with mean vector iμ  and covariance matrix i∑ . The mixture weights satisfy the 

constraint that 
1

1
M

i
i

p
=

=∑ . 

The complete Gaussian mixture density is parameterized by the mean vectors, 

covariance matrices and mixture weights from all component densities. These 

parameters are collectively represented by the notation: 

 

{ }  , , ,  1 ~i i ip i Mμ= =∑λ .      (4.30) 

 

Each speaker is represented by a GMM and is referred to by his/her model λ . 

The GMM can have several different forms depending on the choice of covariance 

matrices. The model can have one covariance matrix per Gaussian component as 

indicated in (4.30) (nodal covariance), one covariance matrix for all Gaussian 

components in a speaker model (grand covariance), or a single covariance matrix shared 

by all speaker models (global covariance). The covariance matrix can also be full or 

diagonal. Here, we use nodal, diagonal covariance matrices for the speaker models. This 

choice is based on previous experimental results indicating better performance using 

nodal, diagonal variances compared to nodal and grand full covariance matrices. 

Given training speech from a speaker, the goal of speaker model training is to estimate 

the parameters of the GMM, that is the λ , which in some sense best matches the 

distribution of the training feature vectors. 
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There are several techniques available for estimating the parameters of a GMM [28]. By 

far the most popular and well-established method is maximum likelihood (ML) 

estimation. 

The aim of ML estimation is to find the model parameters which maximize the 

likelihood of the GMM, given the training data. For a sequence of T training vectors 

1 2{ , ,... }Tx x x=X , the GMM likelihood can be written as: 

 

1

( | ) ( | )
T

t
t

p p x
=

=∏X λ λ .       (4.31) 

 

Unfortunately, this expression is a nonlinear function of the parameters A and direct 

maximization is not possible. However, ML parameter estimates can be obtained 

iteratively using a special case of the expectation-maximization (EM) algorithm [29]. 

The basic idea of the EM algorithm is, beginning with an initial model λ , to estimate a 

new model λ , such that ( | ) ( | )p p≥X λ X λ . The new model then becomes the initial 

model for the next iteration and the process is repeated until some convergence 

threshold is reached. This is the same basic technique used for estimating HMM 

parameters via the Baum-Welch re-estimation algorithm [30]. 

On each EM iteration, the following re-estimation formulas are used which guarantee a 

monotonic increase in the model’s likelihood value: 

Mixture Weights: 

 

1

1 ( | , )
T

i t
t

w p i x
T =

= ∑ λ ,        (4.32) 
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Means: 

 

1

1

( | , )

( | , )

T
t tt

i T
tt

p i x x

p i x
μ =

=

= ∑
∑

λ

λ
,       (4.33) 

 

Variances: 

 

2
2 21

1

( | , )

( | , )

T
t tt

i iT
tt

p i x x

p i x
σ μ=

=

= −∑
∑

λ

λ
,      (4.34) 

 

The a posteriori probability for acoustic class i is given by: 

 

1

( )( | , )
( )

i i t
t M

k k tk

p b xp i x
p b x

=

=
∑

λ .       (4.35) 

 

Two critical factors in training a Gaussian mixture speaker model are selecting the order 

M of the mixture and initializing the model parameters prior to the EM algorithm. There 

are no good theoretical means to guide one in either of these selections, so they are best 

experimentally determined for a given task. 

4.1.3.1 Identification 

For speaker identification, a group of S speakers {1, 2,..., }S=S  is represented by 

GMM’s 1 2, ,..., Sλ λ λ . The objective is to find the speaker model which has the 
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maximum a posteriori probability for a given observation sequence. So using Bayes rule: 

 

1 1

( | ) Pr( )Ŝ arg max Pr( | ) arg max
( )
k k

kk S k S

p
p≤ ≤ ≤ ≤

= =
X λ λλ X

X
.    (4.36) 

 

Assuming equally likely speakers, that is Pr( ) 1/k S=λ  and noting that ( )p X  is the 

same for all speaker models, the classification rule simplifies to: 

 

1
Ŝ arg max ( | )kk S

p
≤ ≤

= X λ .        (4.37) 

 

Using logarithms and the independence between observations, the speaker identification 

system computes: 

 

1 1
Ŝ arg max log ( | )

T

t kk S t
p x

≤ ≤
=

= ∑ λ .        (4.38) 

 

4.1.3.2 Verification 

The general approach used in the speaker verification system is to apply a likelihood 

ratio test to an input utterance to determine if the claimed speaker is accepted or 

rejected. For an utterance 1 2{ , ,... }Tx x x=X  and a claimed speaker identity with 

corresponding model Cλ , the likelihood ratio is: 
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Pr( | )Pr( is from the claimed speaker)
Pr( is not from the claimed speaker) Pr( | )

C

C

X
X

=
λ X
λ X

.   (4.39) 

 

Applying Bayes’ rule and discarding the constant prior probabilities for claimant and 

impostor speakers (they are accounted for in the decision threshold), the likelihood ratio 

in the log domain becomes: 

 

( )  log ( | )  log ( | )C Cp pΛ = −X X λ X λ .     (4.40) 

 

The term ( | )Cp X λ  is the likelihood of the utterance given it is from the claimed 

speaker and ( | )Cp X λ  is the likelihood of the utterance given it is not from the claimed 

speaker. The likelihood ratio is compared to a threshold θ  and the claimant speaker is 

accepted if ( ) θΛ ≥X  and rejected if ( ) θΛ <X . The likelihood ratio essentially 

measures how much better the claimant’s model scores for the test utterance compared 

to some non-claimant model. The decision threshold is then set to adjust the tradeoff 

between rejecting true claimant utterances (false rejections) and accepting non-claimant 

utterances (false acceptances). 

The terms of the likelihood ratio are computed as follows. The likelihood of the 

utterance given the claimed speaker’s model is directly computed as: 

 

1

1log ( | ) log ( | )
T

C t C
t

p p x
T =

= ∑X λ λ .      (4.41) 

 

The 1/ T  scale is used to normalize the likelihood for utterance duration. 
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The likelihood of the utterance given it is not from the claimed speaker is formed using 

a collection of background speaker models. With a set of B background speaker models, 

1 2, ,..., Bλ λ λ , the background speakers’ log-likelihood is computed as: 

 

1

1log ( | ) log log ( | )
B

bC
b

p p
B =

⎧ ⎫= ⎨ ⎬
⎩ ⎭
∑X λ X λ ,     (4.42) 

 

where log ( | )bp X λ  is computed using Equation (3.41) and B is the number of 

background speakers. 

4.2 Face Verification 

Face recognition has been under research for many years and many algorithms have 

been proposed for this purpose. Several benchmark algorithms for face recognition 

include: Principle Component Analysis (PCA), Pseudo 2D HMM, 1D HMM, GMM and 

Elastic Graph Matching (EGM). Some evaluation program of face recognition 

algorithms can be found here [31]. 

4.2.1 Introduction 

Generally speaking, a typical face recognition system is comprised of four parts: 

1. Face localization and segmentation. 

2. Normalization. 

3. Feature extraction. 

4. Classification (Verification or Identification). 

In this section, we assume that the face is already well located and normalized, so we 

will only discuss the third part and fourth part. The user can find approaches to face 

location and segmentation in these papers [32], [33]. Normalization involves the 
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correction of size, rotation and sometimes the illumination normalization. 

We must note that while the verification task has the greatest application potential [34], 

past research on face recognition systems has concentrated mainly on the identification 

aspect. While identification and verification systems share some techniques, there is no 

guarantee that an algorithm that works well in identification will also work well for 

verification. 

4.2.2 Principle Component Analysis (PCA) 

Principle Component Analysis (PCA) is often used for face recognition. The objective 

of PCA is to design a transformation such that the feature vectors can be represented by 

a reduced number of effective features, yet retain most of the intrinsic information. It 

projects the original N-Dimensional data onto M-Dimensional ( M N ) linear 

subspace spanned by the leading eigen vectors of the data’s covariance matrix. The 

following figure shows how PCA works: 

 

 

Figure 4.2: Principle component analysis. 

 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 Proposed System 

87 

 

In Fig. 4.2, there are many dots that can be described using a 2-dimensional coordinate 

(x and y). Either axis 1 or axis 2 can be used to represent the data set if we want to lower 

the number of dimensions of the data set. From the figure, it is obvious that axis 1 can 

better represent the data set then axis 2 do, since it retains much more of the original 

information of the data set. In fact, PCA is an eigen vector decomposition method and 

the shape of the data set is well preserved after the orthogonal transformation. 

Given a face image (training) set containing N samples, with each sample image of the 

same size W H× . We represent one sample image iF  with a column vector 

1 2{ , ,..., }T
i W Ha p p p ×= , it is of size ( ) 1W H× ⋅ , that is to concatenate all the columns of 

iF  to form this column vector ia . Thus, we have N column vectors 1 2, ,..., Na a a  for the 

N samples. The mean of the N column vectors can be calculated as: 

 

1

1 N

mean i
i

a a
N =

= ∑ .        (4.43) 

 

A new set of mean-subtracted column vectors is formed using: 

 

, 1 ~i i meanb a a i N= − = .       (4.44) 

 

The mean-subtracted training set can then be represented as a matrix 1 2[ , ,..., ]NG b b b= . 

The covariance matrix can be calculated as: 

 

TC GG= .         (4.45) 
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The number of training samples of a person N is usually much smaller than the 

dimension of the face image ( )W H× , so there will only be N-1 meaningful eigen 

vectors (the smallest eigen value is close to 0). Turk and Pentland [35] exploited this 

fact to determine the eigen vectors using an alternative method, summarized as follows. 

Let us denote the eigen vectors of matrix TG G  (with size N N× ) as jv  with 

corresponding eigen values jλ , so we have: 

 

T
j j jG Gv vλ= .         (4.46) 

 

Pre-multiplying both sides by G gives: 

 

T
j j jGG Gv Gvλ= .        (4.47) 

 

Let j ju Gv=  and substituting for C from Equation (4.45): 

 

j j jCμ λ μ= .         (4.48) 

 

Thus, the eigen vector of C can be found by pre-multiplying the eigen vectors of TG G  

by G . After dimensionality reduction, let us construct the matrix 1 2[ , ,..., ]DU μ μ μ= , 

which contains D ( 1D N≤ − ) eigen vectors of C with largest corresponding eigen 

values. The normalized eigen vectors can be represent as: 
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1 2
ˆ ˆ ˆ ˆ[ , ,..., ]DU μ μ μ= ,        (4.49) 

 

where ˆ
iμ  is the normalized eigen vector defined by: 

ˆ , 1 ~i
i

i

i Dμμ
μ

= = .        (4.50) 

A feature vector of dimensionality D can be derived from a face image vector f  using: 

 

ˆ Tx U f= .         (4.51) 

 

There are many identification and verification techniques based on the feature vectors 

extracted using PCA. 

For identification, we measure the Euclidean distance UserD  between the feature vector 

of the claimant’s face image and the feature vectors of a user enrolled into the system 

(based on the master templates). We then choose the person with the smallest distance 

as the identification result. 

 

arg min UserUser System
User D

∈
= ,       (4.52) 

 

where UserD  is the Euclidean distance between the feature vector of ‘User’ and the 

claimant. 

For verification, we measure the Euclidean distance (threshold) ( )XΛ  between the true 

claimant’s and the impostor’s weighting coefficients. 
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( ) ;
( ) ( , )

( ) ;C C

X accept
X Dis W W

X reject
τ
τ

Λ <⎧
Λ = ⎨Λ ≥⎩

,     (4.53) 

 

where CW  is a weighting coefficient of the true claimant and CW  is a weighting 

coefficient of the impostor [36]. This technique is similar to the one used for speaker 

verification. 

Our system uses PCA as the mean for face recognition. Some other commonly used 

face recognition algorithms such as pseudo 2D HMM, 1D HMM, GMM and elastic 

graph matching (EGM) can be found at [37] ~ [41], [97], [98]. 

4.3 Lip Shape Estimation 

Lip shape estimation usually involves two steps, the locating of the lip region of interest 

(ROI) and the lip shape estimation. 

In our system, the lip ROI of a face image is manually located so as to provide more 

accurate shape estimation to better simulate the joint audio-video liveness check. 

Algorithms for locating the lip ROI can be found at [116], [118], [83], [86]. 

After locating the lip ROI, we locate the vertical position of the center of the mouth. We 

calculate the sum of each row and choose the row with the minimum sum as the center 

of the mouth. Then, we use edge detection to find out the edge of the upper lip and the 

edge of the lower lip. Finally, we refine the lip shape by using two parabolas. 

Parameters of the two parabolas are determined in the way that minimizes the mean 

square error [117]. The height to width ratio of the lip is used to determine the lip shape. 
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Figure 4.3: Lip shape estimation. Two parabolas are used to refine the lip shape. 

 

4.4 Our Proposed System 

4.4.1 System Outline 

In this section, we will introduce our proposed biometric authentication system. Fig. 4.4 

shows the structure of the system: 

 

 

Figure 4.4: System outline. Signals have to go through verification and liveness check. 

 

Here, we want to justify our reasons for choosing speech, speaker, face and lip shape as 

the physiological or behavioral characteristics to be used by our system. First of all, 

they are effective biometric features, especially for network authentication systems. 

These biometric features have been chosen on the basis of their usability in the public 

domain, maturity of technology and minimal inconvenience to the user. 
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scripts, in order to try all the combinations of well-known usernames and passwords. 

Such applications may use default password databases or dictionaries that contain 

commonly used passwords or they may try all combinations of the accepted characters 

set in the password field. With the help of a typical P4 computer, millions of 

combinations can be tried in a single day. Thus, it is only a matter of time for the 

crackers to find out a working pair of username and password. 

What is a replay attack? A replay attack is a form of network attack in which a valid 

data transmission is maliciously or fraudulently repeated or delayed. This is carried out 

either by the originator or by an adversary who intercepts the data and retransmits it, 

possibly as part of a masquerade attack. Here is an example: A wants to prove her 

identity to B. B requests her password as proof of identity, which A dutifully provides. 

Meanwhile, C is monitoring the conversation and steals the password. After the 

interchange is over, C connects to B posing as A. When he is asked for a proof of 

identity, C sends A's password read from the last session. So, B accepts C as A. 

Our system has two embedded liveness check methods. The audio liveness check and 

the joint audio-video liveness check. The liveness check will only be carried out when a 

person passes the verification test. 

 

 

Figure 4.6: The two embedded liveness check mechanisms. 
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The audio liveness check relies on speech recognition. We will propose a challenge 

response and the user’s speech will be sent back for both speaker verification and 

speech recognition. Our system provides a challenge response database that is large 

enough to withstand brute-force and replay attacks. 

 

 

Figure 4.7: Audio liveness check. 

 

The joint audio-video liveness check uses speech recognition and lip shape estimation. 

At a certain point on the time axis, the lip shape extracted from a face image is 

examined to see whether it matches the syllable being spoken. The lip shape is checked 

multiple times to prevent the situation that an intruder uses an image to fool the system. 

 

 

Figure 4.8: Joint audio-video liveness check. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 Proposed System 

95 

 

Our liveness check is different from the methods proposed in some of the systems 

mentioned in Section 2.5.2 in that it is independent from the verification. So, our 

liveness check can be truly ‘dynamic’ and it does not affect verification results. 

4.4.3 New Methods to Improve the Performance of Verification 

The system involves speaker and face verification. Verification is a special task that is 

different from identification, but speaker verification and face verification have 

something in common. For example, they both use background users and the threshold 

they use to make a decision is the likelihood ratio.  

Our system uses Gaussian Mixture Models (GMM) for speaker verification. Recall that 

one method of verification is to apply a ratio test (Section 4.1.3.2): 

 

Pr( | ) = 
Pr( | )

C

C

Ratio λ X
λ X

,        (4.54) 

 

where cλ  is from the claimed speaker, while cλ  is from the ‘Background Users’ of 

whom the claimant claims to be. This is the posterior ratio which will result in a 

likelihood ratio when the priors are equal. 

Applying Bayes rule and discarding the constant prior probabilities for claimant and 

background users, the ratio in the log domain becomes: 

 

( )  log ( | )  log ( | )C Cp pΛ = −X X λ X λ .     (4.55) 

 

The term ( | )cp X λ  is the likelihood of the utterance given it is from the claimed 
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speaker and ( | )cp X λ  is the likelihood of the utterance from the background speakers. 

( )Λ X  is the threshold. Here, both ( | )cp X λ  and ( | )cp X λ  are normalized according 

to the duration of the speech. 

Different values of the threshold will result in different FAR and FRR. Setting the 

threshold at a higher level will lower the FAR but increase the FRR. On the contrary, 

assigning a lower value to the threshold increases the FAR but decreases the FRR. 

In our system, we incorporate two new algorithms of choosing the threshold, the two-

threshold algorithm and the user-specific thresholds algorithm. Our user-specific 

thresholds algorithm is different from some other algorithm [125] in that it is further 

based on our two-threshold algorithm. So, not only does each user have his own 

thresholds, but also his own thresholds are optimized. In the following, we will describe 

the two-threshold algorithm first and then the user-specific thresholds algorithm. 

In (4.55), we regard ( | )cp X λ  as the absolute score a claimant has received. So, instead 

of having one threshold, we are willing to have two thresholds. We set a ‘Difference 

Threshold (DT)’ with regard to the ( )Λ X , and an ‘Absolute Threshold (AT)’ for the 

( | )cp X λ . 

( | )cp X λ  can be interpreted as the closeness between the claimant and the person 

he/she claims to be. Sometimes, a claimant may get a high score on ( )Λ X , but in fact, 

he or she is not the true person who he/she claims to be. By further comparing the 

absolute score, ( | )cp X λ , with the AT, we can have a better idea of whether the 

claimant is the true person that is claimed to be. Setting a proper value of AT will 

effectively lower the FAR while the FRR just rises for a very small amount. By 

adjusting DT and AT simultaneously, the system is able to achieve a better performance 

than that of the system which only uses one threshold (refer to Section 4.5). We find DT 

and AT pairs like this: 
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1. Decide a system FAR, r, 0 1r≤ ≤ . Find the DT that results in FAR=r and the 

smallest DT that results in FAR=1 under the condition that only the DT is used as 

the threshold. The two DT are denoted as DT(r) and DT(1). 

2. For each DT between DT(r) and DT(1), we do a brute-force search to AT and find 

the AT that results in FAR=r and the minimum FRR. 

3. The DT and AT that result in the overall minimum FRR will be chosen for this FAR. 

Experiments show that system performance is improved by using the two-threshold 

method (refer to Section 4.5). 

No matter one single global threshold or two thresholds, DT and AT, is being used, the 

threshold(s) are system specific. In other words, all the users enrolled use the same 

threshold(s). But in real world, every user is different from each other and possesses his 

or her unique characteristics. The user specific information is somewhat concealed by 

using system specific thresholds. So, if we take advantage of the user-specific 

information, we might be able to lower the FAR and FRR for every specific user, thus 

improving the overall performance of the system. 

Considering the above factors, we further improved our two-threshold algorithm 

introduced above. Here, we assign to every user enrolled a pair of user-specific DT and 

AT.  The algorithm of finding the user-specific pairs is described as the following: 

1. Decide a system FAR, r, 0 1r≤ ≤ . 

2. For the ith user in the system, ( )iDT r  and ( )iAT r  are the thresholds for user i that 

results in his FAR=r and the minimum FRR using the method described in the two-

threshold algorithm. 

The advantage of the algorithm is that it not only improves the system performance but 
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also gives a higher probability that every one of the users enrolled into the system will 

get a low FAR, which is more critical than the FRR. Experiments show that system 

performance can be further improved by using the user-specific thresholds method 

(refer to Section 4.5). 

The same methodologies can be applied to face verification using probabilistic based 

models such as GMM, 1D HMM and Pseudo 2D HMM. 

4.4.4 Verification Fusion Strategy 

“Sum Rule” is widely used for the fusion of verification modalities. The scores from 

speaker verification and face verification are normalized, weighted and then added 

using 

 

Speaker Face* *S FSum Score N Score N= + ,     (4.56) 

 

where SpeakerScore  is the score from the speaker verification result and FaceScore  is the 

score from the face verification result. SN  and FN  are global normalizing factors. 

We can suggest that speaker verification and face verification are equally important for 

the decision making, so SN  and FN  are both 0.5. 

A threshold Θ  is used in order to make the decision 

 

, Accept
, Reject

Sum
Sum

Sum
≥ Θ⎧

⎨ < Θ⎩
.       (4.57) 
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4.4.5 Liveness Check Fusion Strategy 

Two kinds of fusion strategies can be adopted: the serial fusion and the parallel fusion. 

Liveness check 1 is the speech recognition. Liveness check 2 is the lip shape estimation 

with speech recognition. 

 

 

Figure 4.9: Decision tree, serial fusion. 

 

 

 

 

Figure 4.10: Decision tree, parallel fusion. 

 

The serial fusion does the audio check in the first stage. If the check fails, there will be 
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no need to carry on the joint audio-video check and the claimant is rejected. The audio-

video check will be carried out only if the audio check is passed. And only if the 

claimant passes both checks will he/she be accepted into the system. The audio check is 

put in the first place because it is faster than the joint audio-video check. 

The parallel fusion does both the audio check and the joint audio-video check. If one of 

the two checks is passed, the claimant will be accepted by the system. 

We can use different strategies for different users. For example, those users who use the 

system frequently will be assigned the serial model in order to lower the FAR. 

4.4.6 Data Encryption of the System 

Both the template data (of the users) and the real-time data, i.e. the data being 

transferred are encrypted. The template data are stored after encryption and the real-

time data are encrypted at the sender side and then decrypted at the receiver side. Some 

of the data encryption algorithms can be found at [101], [108], [109]. 

4.4.7 System Implementation 

Two software applications, i.e. the server-end and the client-end application are written 

for our authentication system. Before the system can actually perform verification tasks, 

user’s biometric data should be captured, processed and stored. Finally, system 

parameters are set up according to the security level intended. Every user of the system 

is simply required to have one microphone and one web camera. 

4.5 Experiments and Results 

4.5.1 Databases 

4.5.1.1 Voice Database 

We use the TIMIT database for the speaker verification test and the audio liveness 
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check test. Table 4.1 shows the brief description of the database. 

 

Table 4.1: Specification for the TIMIT Database. TIMIT contains a total of 6,300 
sentences, 10 sentences spoken by each of 630 speakers from 8 major dialect regions of 
the United States. 

 

Specification Description 

# Speakers 630 

# Utterances / speaker 10 

# Total sentences 6,300 

Channel clean 

Handset wideband microphone 

Sampling rate 16,000 

 

4.5.1.2 Image Database 

We used the Face Recognition Database from University of Essex, UK [42]. The data 

are held in four parts: faces94, faces95, faces96 and grimace. They are in the order of 

increasing difficulty. We used the faces94 for our face verification test. Images in this 

database are extracted from videos recorded by an S-VHS camcorder and people are 

asked to say some words during the videos. The audio information is not provided 

alongside. 

Database Descriptions: 

 Number of individuals: 153. 

 Images per person: 20. 
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 Image resolution: 180 by 200 pixels (portrait format). 

 Directories: female (20), male (113), male staff (20). 

Variation of individual’s images: 

 Backgrounds: the background is plain green. 

 Head turn, tilt and slant: very minor variation in these attributes. 

 Position of face in image: minor changes. 

 Image lighting variation: none. 

 Expression variation: considerable expression changes. 

 Additional comment: there is no individual hairstyle. 

 

4.5.2 Speaker Verification Test 

Firstly, we randomly choose 200 speakers from the TIMIT database, with 70% male 

speakers and 30% female speakers. This 200 speakers are treated as ‘users’ of the 

system, they are used for training and testing of the FRR only. Secondly, we randomly 

choose 200 speakers from the remaining 430 speakers. They are treated as ‘imposters’ 

whose information the system doesn’t have, and they are used to test the FAR. To test 

the performance of our multiple thresholds algorithms, we choose another 100 speakers 

from the remaining 230 speakers for the purpose of system and user parameter tuning. 

We refer to them as ‘samples’. Users, imposters and samples do not overlap with each 

other. 
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4.5.2.1 Test Methodology 

Each speaker in the database has 10 sentences and each sentence is about 3~4 seconds 

in length, so altogether there is about 30~40 seconds in duration. For the ‘users’, 8 of 

them are used to train the user’s GMM model and the rest of the 2 are used for testing 

the FRR. We choose 8 and 2 so as to make the user’s model as accurate as possible 

while retaining as many test samples as possible. For the ‘imposters’ and ‘samples’, all 

the 10 sentences are used for FAR test. 

We take 20ms of speech as one frame to obtain a 12-order MFCC feature vector and 

repeat that every 10ms. Then, we generate one single user’s 16-order GMM model 

through the MFCC feature vectors. 

The methodology of choosing background speakers can be found at [16]. We suppose 

that impostors are from both the same sex and the opposite sex. So, the background 

speaker panel will contain both male and female speakers. The final background 

speaker panel contains 5 of the user’s closest speakers and 5 of the user’s farthest 

speakers. 

4.5.2.2 Test Using the ‘Difference Threshold’ Only 

As described in Section 4.4.3, we have three kinds of threshold choosing strategies for 

speaker verification. In this section, the commonly used threshold representing the 

( )Λ X  (we call the ‘Difference Threshold (DT)’) is the only threshold taken into 

consideration. The result is shown in the following figure. 
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Figure 4.11: Speaker verification performance under one ‘Difference Threshold’. 

 

4.5.2.3 Test Using ‘Difference Threshold’ with ‘Absolute Threshold’ 

In Section 4.4.3, we have introduced the two-threshold choosing strategy that uses both 

the DT and AT.  Performance evaluation is conducted in two steps. Firstly, we tune the 

system’s DT and AT based on the 200 users and 100 samples. Optimum DT and AT 

pairs that result in the related FAR and FRR pairs are recorded. Secondly, we test the 

tuned system based on the 200 users and 200 imposters using the optimum DT and AT 

pairs (data used for tuning purpose are not used). For DT and AT pairs that result in the 

same FAR, only the highest FRR is recorded. Thus, the lowest genuine acceptance rate 

(GAR) is reflected in the receiver operating characteristic (ROC) curve. 

Results are shown in Fig. 4.12. 
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Figure 4.12: Performance comparison of DT only and DT with AT. 

 

From the ROC curve shown in Fig.4.12, we can see that the performance has been 

improved quite a lot. 

4.5.2.4 Test Using User-Specific Thresholds 

In Section 4.4.3, we introduced a novel algorithm that uses user-specific DTs and ATs 

instead of using system specific DT and AT. Firstly, we decide each user’s DT and AT 

pair using the algorithm described in Section 4.4.3. The tuning of the user-specific 

thresholds is based on the 200 users and 100 samples. The testing of the performance of 

the user specific thresholds is based on the 200 users and 200 imposters. Testing 

methodology is the same as that described in Section 4.5.2.3. 

Results are shown in Fig. 4.13. 
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Figure 4.13: Performance comparison of the two-threshold method and the user-specific 
thresholds method. 

 

From Fig. 4.13 we can see that the performance of the speaker verification can be 

further enhanced by using user-specific thresholds. 

4.5.3 Face Verification Test 

We randomly select 50 people from the database, with 15 females and 35 males. Each 

person has 10 background models comprised of 5 closest models and 5 farthest models. 

10 of the images are used to train the model and 5 from the rest are used for testing the 

FRR. Similar to the speaker verification test, these 50 people are treated as the users of 

the system and they are used for training and testing the FRR. To test the FAR 

performance, we randomly select another 20 people from the remaining 103 people, and 

they are treated as imposters. Feature vectors after projection are normalized for the 
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computation of the Euclidean distance ( ) ( , )C CX Dis W WΛ = . Result is shown in Fig. 

4.14. 

 

Figure 4.14: Face verification performance. 

 

From Fig. 4.14, we see that the EER is 25.3%. 

4.5.4 Fusion of Speaker Verification and Face Verification 

We adopt the “sum rule” fusion strategy and treat speaker and face verification equally, 

so SN  and FN  in equation (4.56) are both 0.5. 

We randomly ‘match’ 60 people from the TIMIT database with 60 people from the 

faces94 database to make up 60 ‘users’. So, each ‘user’ has got both the speech signals 

and the face images. We train the system and test system FRR based on the 60 users. 

We then make up another 40 ‘imposters’ that are used to test system FAR. Data of 
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people used for FRR test are not used for FAR test as we suppose the system do not 

have any prior knowledge of imposters. The 60 people are referred to as the users and 

the other 40 people are referred to as the imposters. Fig. 4.15 shows the performance of 

the sum rule on the two verification modalities. 

 

Figure 4.15: Performance of the sum rule for speaker and face fusion. 

 

From Fig. 4.15 we can see that the performance of the system improves greatly by 

fusing the speaker and face verification together. To achieve an FAR around 0.26%, the 

FRR is around 5.8%. Some FAR and FRR pairs are shown in Table 4.2. 
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Table 4.2: FAR and FRR for the verification fusion test. 
 

FAR (%) FRR (%) 

1.67 

1.02 

0.53 

0.26 

0 

1.2 

2.7 

5.8 

0.10 

0.01 

11.3 

22.8 

0 24.7 

 

 

4.5.5 Audio Liveness Test 

In this section and the following section, we will study the impact of liveness checks on 

verification results. We only simulate the situation that a live person tries to login or 

break into the system. Situations that intruders obtain users’ information to fool the 

system will be discussed in Chapter 5. Thus for audio liveness test, the challenge 

response and the text of the sentence being recognized are always the same, as we 

assume that a live person speaks a challenge response as it is. So, the recognition result 

of a sentence is compared with the text of this sentence. 

Speech recognition is used in the audio liveness check. The audio liveness check will 

only be carried on when a person passes the verification test. So in this section, we 

follow the fusion testing in Section 4.5.4 and carry on speech recognition tests for both 

the genuine acceptance cases and the false acceptance cases to study how audio liveness 

check impacts the system performance. 
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For each sentence, the test engine compares word by word and the audio liveness check 

is passed if more than 80% the words are recognized correctly. If a genuine acceptance 

is rejected, then the FRR increases. If a false acceptance is rejected, then the FAR 

decreases. Table 4.3 shows the updated FAR and FRR after the audio liveness check. 

Table 4.3: FAR and FRR after audio liveness check. The left two columns are results 
from Section 4.5.5. The right two columns are results after the audio liveness check. 
The speech recognition rate is 88.3%. 

 

FAR (%) 

verification 

FRR (%) 

verification 

FAR (%) 

audio 

FRR (%) 

audio 

1.67 

1.02 

0.53 

0.26 

0 

1.2 

2.7 

5.8 

1.49 

0.93 

0.50 

0.24 

11.7 

12.5 

13.8 

16.8 

0.10 

0.01 

11.3 

22.8 

0.09 

0.01 

22.2 

32 

0 24.7 0 32.8 

 

 

In Table 4.3, the FRR is 32.8% when FAR is 0. This implies that a user might have to 

try to login twice or three times before he could be accepted. As the FAR is 0, an 

imposter will never be accepted no matter how many times he tries. 

4.5.6 Joint Audio-Video Liveness Test 

This section aims at simulating the impact of the joint audio-video liveness check on the 

system. We want to have an idea on how serial fusion and parallel fusion will affect the 
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performance. As we don’t have the audio information of the image database, we use the 

approach described below to create a scenario that is close to the real situation to the 

best we can. 

As stated in the previous section that we simulate a live person’s trying to login or break 

into the system, we suggest that lip shapes reflect the syllables being spoken at all the 

time. Thus, we simplify the step of extracting an image from a video at a point where a 

syllable is being pronounced by manually choosing an image that reflects a syllable 

being spoken. 

Similar to the speech recognition test, we following the fusion testing in Section 4.5.4 

and carry on tests for both the genuine acceptance cases and the false acceptance cases. 

4.5.6.1 Test Methodology 

The lip shapes of the 60 users enrolled are learned and recorded first. We classify a 

user’s lip shape into two groups: flat and oval. The flat group aims at representing lip 

shapes corresponding to syllables as ‘[m]’, ‘[b]’, etc. The oval group represents 

syllables such as ‘[au]’, ‘[ɔ]’, etc. 

To train the lip shape estimation, we carry on the following steps: 

1. For each user enrolled, we manually measure the height to width ratio of each 
training image. 

2. We sort the training images according to the ratio in ascending order and record the 
first one as rf, and the last one as ro. 

3. The classification rule is 

*

*

f o

f o

ratio r r flat

r r ratio oval

⎧ ≤ →⎪
⎨

< →⎪⎩
.      (4.58) 
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To simulate the joint audio-video liveness check in which face images are checked for 

lip shape, we pair two face images with each sentence. The paring is done in such a way 

that the two images are from the owner of the sentence and they reflect the syllables 

being spoken. For instance, person A (user or imposter) passes the verification as user B 

(B can be A) with challenge response ‘Don't ask me to carry an oily rag like that’. Then 

we manually select one image containing a flat lip shape and one containing a oval lip 

shape from the rest of the testing images from A to represent ‘[m]’ and ‘[ɔ]’. This 

selection in itself is a manual classification. We then use algorithm described in Section 

4.3 to estimate the lip shape. Finally, we classify the lip shape according to equation 

(4.59) using rf and ro from user B. If both of the results match those of the manual 

classification, the joint audio-video liveness check is passed. 

4.5.6.2 Test Results 

Table 4.4 shows the results after the joint audio-video liveness check. 
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Table 4.4: FAR and FRR after joint audio-video liveness check. The left two columns 
are results after the audio liveness check. The middle two are results after the joint 
audio-video liveness check using serial fusion and the right two are results using 
parallel fusion. Lip shape classification rate is 80.7%. 
 

FAR (%) 

audio 

FRR (%) 

audio 

FAR (%) 

serial fusion 

FRR (%) 

serial fusion 

FAR (%) 

parallel fusion 

FRR (%) 

parallel fusion 

1.49 

0.93 

0.50 

0.24 

11.7 

12.5 

13.8 

16.8 

1.03 

0.63 

0.36 

0.17 

37.5 

42.5 

43.7 

44.8 

1.54 

0.96 

0.51 

0.25 

4.2 

5.3 

6.7 

9.8 

0.09 

0.01 

22.2 

32 

0.06 

0 

48.2 

54.7 

0.10 

0.01 

15.2 

26.2 

0 32.8 0 56.1 0 27.8 

 

 

4.6 Summary 

In this chapter, we presented our multimodal biometric verification system. The system 

uses four biometric techniques: speaker verification, face verification, speech 

recognition and lip shape estimation. We justified our reasons for choosing the above 

four features. We also described two embedded liveness check methods. The two novel 

liveness checks make the system strong against brute-force attacks and replay attacks. 

We also presented two new threshold choosing algorithms, the two-threshold and the 

user-specific thresholds algorithm. Experiments have been done to demonstrate that 

these two algorithms can improvement the performance of the speaker verification. 

Experiments have been carried out on speaker verification, face verification, speech 
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recognition and lip shape estimation. Test methodologies have been explained and 

results are shown with illustrations. 
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Chapter 5  

System Robustness 

5.1 Introduction 

Verification rate and robustness are two key issues of a biometric authentication system. 

Verification rate is the judgment of how well the system can recognize a person. 

Robustness is the judgment of how strong the system stands against attacks. Liveness 

checks are used to enhance the robustness of the system. Because biometric features of 

a person can be maliciously copied by some prospective intruders, thus an intruder can 

use the biometric features obtained to fool the system if the system does not have a 

liveness check function. The liveness check function ensures that the person trying to 

log into the system is a live person. In other words, the biometric features the system 

collects during verification must not be previously obtained. Liveness checks can 

effectively prevent the system from brute-force and replay attacks. 

In this chapter, we will discuss the challenge response database design first. Then, 

estimation of the system robustness based on the audio liveness check will be given. 

Finally, tests will be carried out to simulate replay and brute-force attacks. 

5.2 Challenge Response Database Designing 

In both Section 4.4.2 and 4.4.5, we discussed the liveness check mechanism, which the 

audio check relies on the random challenge response. The system presents a random 

sentence every time a user tries to log in and asks the user to speak out the presented 

sentence clearly. The sentence is then sent for both speaker verification and speech 

recognition. The system should have a challenge response database that is large enough 

to resist brute-force or replay attacks that most hackers resort to when trying to break 
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into systems illegally. 

The capacity of the challenge response database of our system is huge. By ‘huge’, we 

mean that every time a challenge response is randomly generated instead of being 

chosen from a static sentence pool which contains only small number of sentences. 

However, a challenge response is generated according to some rules to make it a bit 

friendlier to the users. Firstly, the mode of the challenge response is randomly selected. 

Secondly, every part of the sentence is filled according to the mode selected. 

 

 

Figure 5.1: Challenge response modes. A mode is randomly chosen each time the 
system composes a sentence. 

 

Fig. 5.1 shows some of the modes of the challenge response. For example, a resulting 

challenge response based on ‘Mode 2’ can be ‘It is an ideally robust authentication 

system’. The selection of a mode has to satisfy the following rule: 

 L F∝ ,        (5.1) 
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where L is the number of words of a mode and F is the login frequency of the user. 

Equation (5.1) indicates that users with frequent logins are asked to speak longer 

sentences so as to protect the system from brute-force attacks. 

After choosing the mode, the system fills each slot with some words. The words used to 

fill up a sentence can be any words in the dictionary. A word filter is designed to 

determine the words based on the rules that the sentence should contain some words 

that are not often used and it should contain syllables of many different lip shapes. The 

first rule helps increase the robustness against brute force attacks and the second rule 

facilitates the joint audio-video liveness check. 

 

Figure 5.2: Word filtering of a challenge response. This is done by a word filter. 

 

The number of total challenge responses can be estimated using the following equation: 

 

1 1

( )
LN

l
n l

T K
= =

=∑ ∏ ,       (5.2) 

where lK  is the number of possible words of slot l of a certain mode, L is the number of 

slots of a mode, N is the number of modes of the challenge response database and T is 

the total number of possible challenge responses. 
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In our challenge response database, effective lK  is 80, effective L is 5 and effective N is 

5. So, the total number of challenge responses is 101.6384 10⋅ . 

5.3 Robustness Estimation 

5.3.1 Replay Attacks 

In replay attacks, an intruder captures the information being transmitted through the 

internet and replays the information when he is prompted to provide the biometric 

information. When the challenge response database is large, the possibility of the 

replayed sentence matching the challenge response is very low.  

Furthermore, the information is encrypted so that an intruder cannot use the captured 

information to recover the speech signal. So, even if an intruder captures many pieces of 

information, he can just randomly select one piece of information each time to replay. 

Therefore, capturing multiple pieces of information does not help improve the 

possibility of breaking into our system. 

To estimate the robustness against replay attacks, we present an extreme case where a 

replay attack works. An intruder is lucky enough to steal a user’s information being 

transmitted and the speech in it matches the challenge response prompted to him when 

he tries to break into the system using this information. The possibility of this case 

happening is shown in equation (5.3). 

 

1/ P C∝ ,        (5.3) 

 

where P is the possibility of breaking into the system and C is the capacity of the 

challenge response database. 
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So, we can fend off replay attacks by increasing C. 

5.3.2 Brute-force Attacks 

For a brute-force attack, an intruder maliciously obtains a user’s information and uses 

the information to break into the system as that user. An intruder can pre-record a user’s 

speeches and use the speeches to generate a sentence according to a challenge response 

in a way that: 

The number of words of the generated sentence matches that of the challenge response. 

The words are filled using the words from the speeches he has. For a word in the 

challenge response that he does not have, he selects a word that is close. 

If the vocabulary of the challenge response database is large, the intruder will not be 

able to provide a sentence that is identical to the challenge response as there will always 

be some words that he cannot provide. 

We can estimate the robustness against brute-force attacks using 

 

1

1 ( )
N

l
i

l
i i

l
q

N
P p r

=

∝ ∑ ∑ ,      (5.4) 

 

where P is the possibility of breaking into the system, N is the number of users enrolled, 

qi is the probability that user i be attacked, l is the number of words in a challenge 

response, pl is the probability of occurrence of challenge responses with length l and ri 

is the ratio of a user’s number of words obtained by an intruder to the number of words 

in system’s vocabulary. 
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We can increase the robustness against brute-force attacks by increasing the number of 

words in a challenge response, i.e. increase l and/or add words that are not often used to 

the vocabulary of the system, i.e. decrease ri. 

5.4 Experiments 

5.4.1 Preparation 

We choose 12 people from the 60 users in Section 4.5.5 to represent the users whose 

information has been captured or pre-recorded. We choose a smaller number of users 

for two reasons: 

1. We simulate a situation that a certain percentage of the users enrolled have 

prospective security vulnerabilities. 

2. We hope to reduce the testing time to an acceptable level while the effectiveness of 

the test is not affected. 

Words causing recognition errors are trimmed to the extent that recognition rate of the 

120 (12*10) sentences is 90% (this is to simulate that in real world there will be some 

recognition errors). Total number of words after trim is 609 and the recognition rate of 

the 609 words is 98%. 

5.4.2 Replay Attacks 

The vocabulary of our challenge response database contains 1,000 words. It includes all 

the 609 words that appear in the sentences from the 12 users. 

For each user, his/her 10 sentences are treated as the captured information. There are 

altogether 120 sentences and 103 unique sentences by text. 

We generate challenge response database twice. The first time, we generate another 97 
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responses, so there are altogether 200 responses. The second time, we generate another 

897 responses so as to build a database with 1,000 responses. 

To simulate the replay attacks, we do as follows: 

1. For user i, the system randomly chooses a challenge response from the database and 

then we randomly select one sentence from the 10 captured sentences to replay. A 

replay is successful if it matches the challenge response. 

2. Repeat step 1 for user i for 10,000 times. 

3. Repeat step 2 from user 1 to 12. 

4. Repeat step 3 for the two challenge response databases. 

Results are shown in Table 5.1. 

Table 5.1: Results of replay attacks. 
 

database capacity # of attack # of break in % of break in 

200 120,000 541 0.4508 

1,000 120,000 115 0.0958 

 

The results from Table 5.1 are in line with equation (5.3) that the inverse of the 

possibility of breaking into the system by replay attack is close to the capacity of the 

challenge response database. So, the system will be robust against replay attacks when 

the capacity is large. 
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5.4.3 Brute-force Attacks 

For each user, the sentences are split into words and the words will be used to compose 

new sentences. Each user has about 70 words. We assume that an intruder pre-records 

user A’s information and uses that information only to break into the system as user A. 

So, we will not use words from different users to compose a sentence. 

To reduce the testing time while keep the effectiveness of the test, we set some 

restrictions on generating the challenge response. First, only the 609 words from the 

users’ sentences are used. Second, the length of a challenge response is fixed to 4. 

We simulate the brute-force attacks as follows: 

1. For user i, the system randomly chooses a challenge response from the database and 

then we compose a new sentence using the rules described in Section 5.3.2. 

2. Repeat step 1 for user i for 50,000 times. 

3. Repeat step 2 from user 1 to 12. 

Result is shown in Table 5.2. 

Table 5.2: Result of brute-force attacks. 
 

# of attack # of break in % of break in 

600,000 117 0.0195 

 

We calculate the possibility P of successful brute-force attacks using equation (5.4), and 

0.0175P = . The result in Table 5.2 is close to our estimation using equation (5.4). So, 

the system will be robust against brute-force attacks when the vocabulary is large and 
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challenge responses are long. 

5.5 Summary 

In this chapter, we have presented our challenge response database. The challenge 

response database is the core part of the liveness checks of the system. We have worked 

out two equations to estimate the system robustness against replay and brute-force 

attack respectively. 

Experiments on replay attacks demonstrated that the capacity of the challenge response 

database is crucial to prevent replay attacks. Experiments on brute-force attacks 

demonstrated that the size of the vocabulary and the length of a challenge response are 

crucial to prevent brute-force attacks. 
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Chapter 6 

Conclusions and Future Works 

6.1 Conclusions 

In this thesis, we have presented our multimodal biometric authentication system for the 

purpose of network authentication and a novel indexing and searching algorithm aims at 

shortening the amount of time that identification of a biometric system or any pattern 

recognition system takes. 

Our system uses four techniques: speech recognition, speaker verification, face 

verification and lip shape estimation. We have justified our reasons for choosing the 

above four features.  Firstly, they are effective and dynamic biometric features and 

therefore they are suitable especially for the purpose of remote authentication. Secondly, 

these biometric features are non-intrusive and bring minimal inconvenience to the user. 

Thirdly, they cannot be easily copied or forfeited. 

Speaker verification and face verification are used to verify whether someone is the 

person he/she claims to be. This replaces old methods of “username + password” 

authentication as voice and face are physiological characteristics that people don’t have 

to remember. The scores from the two verifications are fused so as to increase the 

verification rate. We have also presented the two-threshold and the user-specific 

thresholds algorithms to improve the performance of speaker verification. The user-

specific thresholds algorithm is based on the idea that in the real world every user is 

different from each other and possesses his or her unique characteristics. The user-

specific information is somewhat concealed by using system specific thresholds. So, if 

we take advantage of the user-specific information, we might be able to improve the 

verification performance for every user and thus improving the overall performance of 
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the system. Experiments have shown that by introducing dynamic thresholds, the 

performance of the speaker verification can be greatly improved. 

Verification and liveness check are the two core parts of the system. The liveness check 

function has the responsibility of making sure that the person trying to log into the 

system is a live person, in other words the biometric features the system collects (during 

verification) are not maliciously captured or previously obtained from some user. In our 

system, we have two liveness checks. They are the audio liveness check and the joint 

audio-video liveness check. The audio liveness check is discussed in detail and with its 

help our system is robust against brute-force and replay attacks. 

For the audio liveness check, the system presents a random challenge response every 

time a person tries to login and ask him to speak out the sentence clearly. The speech 

information is then sent for both speaker verification and speech recognition. In order to 

resist replay and brute-force attacks, the capacity of the database and the size of the 

vocabulary should be large, and the length of a challenge response should be long. We 

have presented the challenge response database design ideas. In the first step, a mode of 

the question is selected. In the second step, words are filled into each slot of the 

sentence. We have also given out the way of estimating the capacity of the database. 

We have demonstrated that the robustness against replay attacks is proportional to the 

capacity of the challenge response database. We have also demonstrated that the 

robustness against brute-force attacks is proportional to the size of the vocabulary and 

the length of a challenge response. 

We have discussed a novel class based exact nearest neighbor search algorithm for high 

dimensional pattern identification that can be used by a biometric identification system 

or any other identification system that uses the Euclidean distance. We focus our 

algorithm on nearest neighbor search because nearest neighbor search is a simple yet 

effective method for pattern identification and is widely used in many research areas 

related to biometric identification, information retrieval and matching. We introduce a 

new method of solving nearest neighbor pattern recognition problems based on 
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indexing the data space. Firstly, we enlarge the volume of each class so that the 

neighboring spaces are maximally covered whilst ensuring that the opposing classes do 

not overlap. Secondly, we record the quantized volume location of the classes in 

multidimensional tables. To classify a query point, we simply open the tables and do a 

mapping in such a way that there are very few computations involved. This algorithm is 

a general algorithm, so it can be applied to any Euclidean distance pattern recognition 

problems and biometric identification systems. 

We have conducted tests on both standard datasets and computer generated datasets to 

show that our algorithm outperforms existing search methods such as R*-tree, X-tree 

and K-d Tree. The efficiency of the algorithms is judged using two standard measures: 

total CPU-time and the average number of Euclidean distance computations. The total 

CPU-time and the average number of Euclidean distance computations only grow 

linearly when the dimension increases while those of the other algorithms grow almost 

exponentially. 

6.2 Future Works 

For the biometric authentication system, there is still a lot to be done in the future. We 

should study the various internet security protocols for comparison purposes and 

possibly for incorporating biometrics together with existing mature security protocols 

and we should study different quality measures for accepting the biometric signals over 

the internet. We should also test the system on some larger databases to see its 

performance. 

For the identification optimization, we should try hard to overcome some of the 

limitations of our algorithms. Our algorithm degrades when the dataset is badly-

behaved in that two training points from two opposing classes get too close or even 

overlap. We should adjust our algorithm so that it will work well even if the dataset is 

not well-behaved. By achieving this, our algorithm can be applied to an even wider 

range of pattern recognition applications. 
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The other problem to be solved is the training of new points added into the system. If a 

new training point is added into the system, the worst case would be that we have to 

recalculate the space occupation all over and thus the tables should be all re-written. So, 

training of the system will consume too many efforts if new points are added frequently. 

We should develop an algorithm in order that whenever a new point is added into the 

system only a small portion of the space occupation has to be recalculated so that the 

number of tables needing to be re-written is as low as possible. 

Also, we should try to test our algorithm on some larger datasets, preferably datasets 

with over 100,000 enrolled samples. 

For the audio liveness check, we should study the influence of speech recognition error 

on the robustness of the system. Also, we should study how the joint audio-video 

liveness check will affect the robustness. System robustness should be further estimated 

when fusion of the two liveness checks are carried out. 

Also, we should try to build up an audio-visual database that is large enough for 

prospective testing as currently all the audio-visual databases are too small. 

 

 

 

 

 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

128 

 

Bibliography 

[1] Biometric Consortium, http://www.biometrics.org/html/introduction.html. 

[2] V´aclav Maty´aˇs Jr., Zdenˇek ˇR´ıha, “Biometric Authentication Systems,” Tech 

Report, ecom-monitor.com, November 2000. 

[3] J. Ortega-Garcia, J. Bigun, D. Reynolds and J. Gonzalez-Rodriguez, 

“Authentication gets personal with biometrics,” IEEE Signal Processing 

Magazine, vol. 21, issue 2, pp. 50-62, 2004. 

[4] Pattern Recognition and Image Processing Lab, Michigan State University, 

http://biometrics.cse.msu.edu/. 

[5] NIST, “Summary of NIST Standards for Biometric Accuracy, Tamper Resistance, 

and Interoperability”, Report to U.S. Congress, November 2003. 

[6] E. Newham, “The biometric report”, SBJ Services, 1995. 

[7] M. Lades, J.C. Vorbruggen, J. Buhmann, J. Lange, C. von der Malsburg, R.P. 

Wurtz, and W. Konen, “Distortion invariant object recognition in the dynamic 

link architecture,” IEEE Trans. Computers, vol. 42, pp. 300–311, March 1993. 

[8] R. Brunelli and T. Poggio, “Face recognition: features versus templates,” IEEE 

Trans. Pattern Analysis and Machine Intelligence, vol. 15, pp. 1042–1043, Oct. 

1993. 

[9] M. Turk and A. Pentland, “Eigenfaces for recognition,” Journal of Cognitive 

Neuroscience, vol. 3, pp. 71–86, 1991. 

[10] Iridian Technologies, http://www.iriscan.com. 

[11] EyeDentify, http://www.eyedentify.com. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

129 

 

[12] D.D. Zhang, “Biometrics Solutions for Authentication in an E-World,” Norwell, 

MA: Kluwer, July 2002. 

[13] IBM Corporation, http://www.ibm.com. 

[14] Nuance, http://www.nuance.com. 

[15] Microsoft Corporation, http://www.microsoft.com. 

[16] D. Reynolds, “Speaker identification and verification using Gaussian mixture 

speaker models,” Speech Communication, vol. 17, n. 1-2, pp. 91-108, 1995. 

[17] LCI Smartpen, http://www.smartpen.net. 

[18] A. Ross and A. Jain, “Information fusion in biometrics,” Pattern Recognition 

Letters, vol. 24, n. 13, pp. 2115-25, 2003. 

[19] M. Faundez-Zaiiuy, “Data fusion in biometrics,” IEEE Aerospace and Electronic 

Systems Magazine, vol. 20, n. 1, pp. 34-8, 2005. 

[20] A. Kumar, D.C.M. Wong, H.C. Shen and A.K. Jain, “Personal Verification 

Using Palmprint and Hand Geometry,” Proceedings of Fourth International 

Conference on AVBPA, pp. 668-678, June 2003. 

[21] Y. Wang, T. Tan and A.K. Jain, “Combining Face and Iris Biometrics for 

Identity Verification”, Proceedings of Fourth International Conference on 

AVBPA, pp. 805-813, June 2003. 

[22] K. Jain, L. Hong and Y. Kulkarni, “A Multimodal Biometric System using 

Fingerprint, Face and Speech,” Proc. Second International Conference on 

AVBPA, pp. 182-187, March 1999. 

[23] L. Hong and A.K. Jain, “Integrating Faces and Fingerprints for Personal 

Identification,” IEEE Trans. Pattern Analysis and Machine Intelligence, vol. 20, 

n. 12, pp. 1295-1307, December 1998. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

130 

 

[24] J.G. Proakis and D.G. Manolakis, “Digital Signal Processing: Principles, 

Algorithms and Application,” Prentice Hall, USA, 1996. 

[25] C.J. Moore, “Frequency Analysis and Masking,” Hearing, Academic Press, USA, 

1995. 

[26] C. Sanderson, “Automatic Person Verification Using Speech and Face 

Information,” PhD Thesis, Griffith University, August 2002. 

[27] D.A. Reynolds and R.C. Rose, “Robust text-independent speaker identification 

using Gaussian mixture speaker models,” IEEE Trans. Speech and Audio 

Processing, vol. 3, pp. 72-83, 1995. 

[28] G. McLachlan, “Mixture Models,” New York Marcel Dekker, 1988. 

[29] A.P. Dempster, N.M. Laird and D.B. Rubin, “Maximum likelihood from 

incomplete data via the EM algorithm,” Journal of the Royal Statistical Society, 

vol. 39, pp. 1-38, 1977. 

[30] L. Baum, “A maximization technique occurring in the statistical analysis of 

probabilistic functions of Markov chains,” Annals of Mathematical Statistics, vol. 

41, pp. 164-171, 1970. 

[31] “Evaluation of Face Recognition Algorithm,” The CSU Face Identification 

Evaluation System, Version 5.0, 

http://www.cs.colostate.edu/evalfacerec/algorithms5.html. 

[32] C-C. Han, H-Y. M. Liao, G-J. Yu and L-H. Chen, “Fast face detection via 

morphology based preprocessing,” Patter Recognition, vol. 33, n.10, pp. 1701-

1712, 2000. 

[33] H.A. Rowley, S. Baluja and T. Kanade, “Neural Network Based Face Detection,” 

IEEE Trans. Pattern Analysis and Machine Intelligence, vol. 20, n. 1, pp. 23-38, 

1998. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

131 

 

[34] G.R. Doddington, M.A. Przydycki, A.F. Martin and D.A. Reynolds, “The NIST 

speaker recognition evaluation - Overview, methodology, systems, results, 

perspective,” Speech Communication, vol. 31, n. 2-3, pp. 225-254, 2000. 

[35] M. Turk and A. Pentland, “Eigenfaces for Recognition,” Journal of Cognitive 

Neuroscience, vol. 3, n. 1, pp. 71-86, 1991. 

[36] Dae Young Ko, Jin Young Kim and Seong-Joon Baek, “A study on the 

implementation and the robustness of face verification methods under 

illumination changes,” 13th IEEE International Workshop on Robot and Human 

Interactive Communication, pp. 259-63, 2004. 

[37] F. Samaria, “Face Recognition Using Hidden Markov Models,” PhD Thesis, 

University of Cambridge, 1994. 

[38] A. Nefian, “A Hidden Markov Model Based Approach for Face Detection and 

Recognition,” PhD Thesis, Georgia Institute of Technology, August 1999. 

[39] C. Sanderson, M. Saban and Y.S. Gao, “On local features for GMM based face 

verification,” Proc. Third International Conference on Information Technology 

and Applications, pt. 1, vol. 1, pp. 650-5, 2005. 

[40] M. Lades, J.C. Vorruggen, J. Buhmann, J. Lange, C. Malsburg, R. P. Wurtz and 

W. Konen, “Distortion Invariant Object Recognition in the Dynamic Link 

Architecture”, IEEE Trans. Computers, vol. 42, n. 3, pp. 300-311, 1993. 

[41] T.S. Lee, “Image Representation Using 2D Gabor Wavelets”, IEEE Trans. 

Pattern Analysis and Machine Intelligence, vol. 18, n. 10, pp. 9590971, 1996. 

[42] http://cswww.essex.ac.uk/mv/allfaces/index.html 

[43] J. Markowitz, “Speaker recognition,” Biometric Technology Today, vol. 10, n. 6, 

pp. 9-11, 2002. 

[44] S. Berchtold, D.A. Keim, H.-P. Kriegel and T. Seidl, “Indexing the solution 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

132 

 

space: a new technique for nearest neighbor search in high-dimensional space,” 

IEEE Trans. on Knowledge and Data Engineering, vol. 12, no. 1, pp. 45-57, 

Jan.-Feb. 2000. 

[45] F.M. Seco, L. Mico and J. Oncina, “A new classification rule based on nearest 

neighbour search,” Proc. 17th International Conference on Pattern Recognition, 

vol. 4, pp. 408-411, 2004. 

[46] S.A. Nene and S. K. Nayar, “A Simple Algorithm for Nearest Neighbor Search 

in High Dimensions,” IEEE Trans. on Pattern Analysis and Machine Intelligence, 

vol. 19, no. 9, pp. 989-1003, Sept. 1997. 

[47] S.G. Bakamidis, “An exact fast nearest neighbor identification technique,” Proc. 

IEEE International Conference on Acoustics, Speech and Signal Processing, vol. 

5, pp. 658-61, 1993. 

[48] F. Aurenhammer, “Voronoi Diagrams - A Survey of a Fundamental Geometric 

Data Structure,” ACM Computing Surveys, vol. 23, no. 3, pp. 345-405, Sept. 

1991. 

[49] M.T. Orchard, “A fast nearest-neighbor search algorithm,” Proc. International 

Conference on Acoustics, Speech and Signal Processing, vol. 4, pp. 2297-2300, 

1991. 

[50] F. Caparrelli, P.I. Rockett and R. Yates, “A novel approach to nearest neighbor 

search in high-dimensional spaces for 3D object recognition,” Proc. Seventh 

International Conference on Image Processing And Its Applications, vol. 1, pp. 

13 - 17, July 1999. 

[51] J. Haitsma, T. Kalker, and J. Oostveen, “An efficient database search strategy for 

audio fingerprinting,” Proc. IEEE Workshop on Multimedia Signal, pp. 178-181, 

2002. 

[52] G.-H. Cha, X.M. Zhu, D. Petkovic and C.-W. Chung, “An efficient indexing 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

133 

 

method for nearest neighbor searches in high-dimensional image databases,” 

IEEE Trans. on Multimedia, vol. 4, no. 1, pp. 76-87, March, 2002. 

[53] T. Cover and P. Hart, “Nearest neighbor pattern classification,” IEEE Trans. on 

Information Theory, vol. 13, pp. 21 - 27, Jan 1967. 

[54] M.L. Miller, M.A. Rodriguez and I.J. Cox, “Audio fingerprinting: nearest 

neighbor search in high dimensional binary spaces,” Proc.  IEEE Workshop on 

Multimedia Signal Processing, pp. 182-185, 2002. 

[55] M. Ankerst, G. Kastenmuller, H.-P. Kriegel and T. Seidl, “Nearest Neighbor 

Classification in 3D Protein Databases,” Proc. Seventh International Conference 

on Intelligent Systems for Molecular Biology, pp. 34-43, 1999. 

[56] M. Kamel and L. Guan, “Fast nearest neighbor search for vector quantization of 

image data,” Proc. 11th IAPR International Conference on Pattern Recognition, 

vol. 3, pp. 623-626, 1992. 

[57] S.C. Sahinalp, M. Tasan, J. Macker and Z.M. Ozsoyoglu, “Distance based 

indexing for string proximity search,” Proc. International Conference on Data 

Engineering, pp. 125-136, 2003. 

[58] N. Beckmann, H.-P. Kriegel, R. Schneider and B. Seeger, “The R*-Tree: An 

Efficient and Robust Access Method for Points and Rectangles,” Proc. ACM 

SIGMOD Int'l Conf. Management of Data, pp. 322-331, 1990. 

[59] N. Katayama and S. Satoh, “The SR-Tree: An Index Structure for High-

Dimensional Nearest Neighbor Queries,” Proc. ACM SIGMOD International 

Conf. Management of Data, pp. 369-380, 1997. 

[60] S. Berchtold, D. Keim, and H.-P. Kriegel, “The X-Tree: An Index Structure for 

High-Dimensional Data,” Proc. 22nd Conf. Very Large Data Bases, pp. 28-39, 

1996. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

134 

 

[61] T. Shibata, T. Kato and T. Wada, “K-d decision tree an accelerated and memory 

efficient nearest neighbor classifier,” Proc. Third IEEE International Conference 

on Data Mining, pp. 641-644, 2003. 

[62] W.-C. Fu, M.-S. Chan, Y.-L. Cheung and Y.S. Moon, “Dynamic vp-tree 

indexing for n-nearest neighbor search given pair-wise distances,” J. VLDB, vol. 

9, no. 2, pp. 154-173, July 2000. 

[63] A. Chakrabarti and O. Regev, “An optimal randomised cell probe lower bound 

for approximate nearest neighbour searching,” Proc. 45th Annual IEEE 

Symposium on Foundations of Computer Science, pp. 473 - 482, Oct. 2004. 

[64] H. Ferhatosmanoglu, E. Tuncel, D. Agrawal and A.E. Abbadi, “Approximate 

nearest neighbor searching in multimedia databases,” Proc. 17th International 

Conference on Data Engineering, pp. 503-511, 2001. 

[65] V. Ramasubramanian and K.K. Paliwal, “Fast nearest-neighbor search based on 

Voronoi projections and its application to vector quantization encoding,” IEEE 

Trans. on Speech and Audio Processing, vol. 7, no. 2, pp. 221-226, March 1999. 

[66] A. Wojna, “Center-based indexing for nearest neighbors search,” Proc. Third 

IEEE International Conference on Data Mining, pp. 681-684, 2003. 

[67] D.A. Reynolds and R.C. Rose, “Robust text-independent speaker identification 

using Gaussian mixture speaker models,” IEEE Trans. on Speech and Audio 

Processing, vol. 3, no. 1, pp. 72-83, Jan. 1995. 

[68] C. Sanderson, “Automatic Person Verification Using Speech and Face 

Information,” PhD dissertation, School of Microelectronic Engineering, Griffith 

Univ., Queensland, Australia, 2002. 

[69] D.J. Newman, S. Hettich, C.L. Blake and C.J. Merz, “UCI Repository of 

machine learning databases,” http://www.ics.-uci.edu/~mlearn/databases/iris. 

1998. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

135 

 

[70] D.J. Newman, S. Hettich, C.L. Blake and C.J. Merz, “UCI Repository of 

machine learning databases,” http://www.ics.-uci.edu/~mlearn/databases/wine. 

1998. 

[71] D.J. Newman, S. Hettich, C.L. Blake and C.J. Merz, “UCI Repository of 

machine learning databases,” http://www.ics.-

uci.edu/~mlearn/databases/waveform. 1998. 

[72] C.C. Aggarwal, “Towards meaningful high-dimensional nearest neighbor search 

by human-computer interaction,” Proc. 18th International Conference on Data 

Engineering, pp. 593-604, 2002. 

[73] S. Arya and D.M. Mount, “Approximate Nearest Neighbor Queries in Fixed 

Dimensions,” Proc. Fourth Annual ACM-SIAM Symposium on Discrete 

Algorithms, pp. 271-280, 1993. 

[74] C.C. Aggarwal and P.S. Yu, “The IGrid index: reversing the dimensionality 

curse for similarity indexing in high dimensional space,” Proc the Sixth ACM 

SIGKDD International Conference on Knowledge Discovery and Data Mining, 

pp. 119-129, 2000. 

[75] R. Weber, H.-J. Schek and S. Blott, “A quantitative analysis and performance 

study for similarity-search methods in high-dimensional spaces,” Proc. the 

Twenty-Fourth International Conference on Very-Large Databases, pp. 194-205, 

1998. 

[76] S. Berchtold, C. Bohm and H.-P. Kriegel, “The Pyramid-Technique: towards 

breaking the curse of dimensionality,” SIGMOD Record, vol. 27, n. 2, pp. 142-53, 

June 1998. 

[77] Yasushi Sakurai, Masatoshi Yoshikawa, Shunsuke Uemura and Haruhiko 

Kojima, “The A-tree: An Index Structure for High-Dimensional Spaces Using 

Relative Approximation,” Proc. the 26th VLDB Conference, pp. 516-526, 2000. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

136 

 

[78] X.F. He, D. Cai and J.W. Han, “Learning a Maximum Margin Subspace for 

Image Retrieval,” IEEE Trans. on Knowledge and Data Engineering, vol. 20, pp. 

189 - 201, Feb. 2008. 

[79] N. Bouteldja, V. Gouet-Brunet and M. Scholl, “HiPeR : Hierarchical Progressive 

Exact Retrieval in Multi Dimensional Spaces,” Proc. IEEE 24th International 

Conference on Data Engineering Workshop 2008, pp. 320-329, April 2008. 

[80] C.C. Aggarwal and P.S. Yu, “On High Dimensional Indexing of Uncertain Data,” 

Proc. IEEE 24th International Conference on Data Engineering Workshop 2008, 

pp. 1460-1461, April 2008. 

[81] S. Morishima, S. Ogata, K. Murai and S. Nakamura, “Audio-visual speech 

translation with automatic LIP synchronization and face tracking based on 3-D 

head model,” Proceedings of IEEE International Conference on Acoustics, 

Speech and Signal, vol. 2, pp. II/2117-II/2120, 2002. 

[82] R. Herault, F. Davoine and Y. Grandvalet, “Head and facial action tracking - 

Comparison of two robust approaches,” Proceedings of the 7th International 

Conference on Automatic Face and Gesture Recognition, pp. 287-292, 2006. 

[83] S. Lucey, S. Sridharan and V. Chandran, “Initialised eigenlip estimator for fast 

lip tracking using linear regression,” Proceedings of 15th International 

Conference on Pattern Recognition, vol. 3, pp. 178-81, 2000. 

[84] N. Oliver, A. Pentland and F. Berard, “LAFTER - a real-time face and lips 

tracker with facial expression recognition,” Pattern Recognition, vol. 33, n. 8, pp. 

1369-82, 2000. 

[85] E. Yamamoto, S. Nakamura and K. Shikano, “Lip movement synthesis from 

speech based on Hidden Markov Models,” Speech Communication, vol. 26, n. 1-

2, pp. 105-15, 1998. 

[86] J. Luettin, N.A. Thacker and S.W. Beet, “Locating and tracking facial speech 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

137 

 

features,” Proc. The 13th International Conference on Pattern Recognition, vol. 

1, pp. 652-6, 1996. 

[87] M.I. Faraj and J. Bigun, “Motion Features from Lip Movement for Person 

Authentication,” Proc. 18th International Conference on Pattern Recognition, pp. 

1059-1062, 2006. 

[88] R. Brunelli and D. Falavigna, “Person identification using multiple cues,” IEEE 

Trans. Pattern Analysis and Machine Intelligence, vol. 17, n. 10, pp. 955-66, 

1995. 

[89] F. Dornaika and J. Orozco, “Real time 3D face and facial feature tracking,” 

Journal of Real-Time Image Processing, vol. 2, n. 1, pp. 35-44, 2007. 

[90] M.T. Chan, Y. Zhang and T.S. Huang, “Real-time lip tracking and bimodal 

continuous speech recognition,” IEEE Second Workshop on Multimedia Signal 

Processing, pp. 65-70, 1998. 

[91] K. Komiya, R. Ishikawa and K. Momose, “Speech recognition technology 

combined with three dimensional lip movement,” Proc. The International Society 

for Optical Engineering, vol. 4298, pp. 95-102, 2001. 

[92] S. Nakamura and E. Yamamoto, “Speech-to-lip movement synthesis by 

maximizing audio-visual joint probability based on the EM algorithm,” Journal 

of VLSI Signal Processing Systems for Signal, Image, and Video Technology, vol. 

27, n. 1-2, pp. 119-26, 2001. 

[93] P. Duchnowski, M. Hunke, D. Busching, U. Meier and A. Waibel, “Toward 

movement-invariant automatic lip-reading and speech recognition,” Proc. 

International Conference on Acoustics, Speech, and Signal Processing, vol. 1, pp. 

109-12, 1995. 

[94] P.P. Pradeep and P.F. Whelan, “Tracking of Facial Features Using Deformable 

Triangles,” Proc. the SPIE - The International Society for Optical Engineering, 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

138 

 

vol. 4877, pp. 138-43, 2003. 

[95] M. Aoki, K. Masuda, H. Matsuda, T. Takiguchi and Y. Ariki, “Voice activity 

detection by lip shape tracking using EBGM,” Proc. the Fifteenth ACM 

International Conference on Multimedia, pp. 561-564, 2007. 

[96] V. Zue, Seneff, S. and J. Glass, “Speech database development at MIT:TIMIT 

and beyond,” Speech Communication, vol. 9, n. 4, pp. 351-6, Aug. 1990. 

[97] S. Mitra and M. Savvides, “Gaussian mixture models based on the phase spectra 

for illumination invariant face identification on the yale database,” IEEE 

Conference on Biometrics: Theory, Applications and Systems, BTAS'07, pp. 225-

30, 2007. 

[98] H. Bredin, N. Dehak and G. Chollet, “GMM-based SVM for face recognition,” 

Proceedings - 18th International Conference on Pattern Recognition, ICPR 2006, 

pp. 1111-1114, 2006. 

[99] G. Chetty and M.Wagner, “Multi-level liveness verification for face-voice 

biometric authentication,” Biometrics Symposium, BCC 2006, pp. 13-18, 2006. 

[100] D.R. Nayak, “A novel architecture for embedded Biometric Authentication 

system,” Proc. European Modeling Symposium, 2nd UKSim European 

Symposium on Computer Modeling and Simulation, pp. 567-572, 2008. 

[101] J. Bringer and H. Chabanne, “An authentication protocol with encrypted 

biometric data,” Proc. First International Conference on Cryptology in Africa, 

pp. 109-124, 2008. 

[102] T. Polon and S. Sander, “Attestation-based remote biometric authentication,” 

Biometric Consortium Conference, pp. 37-41, 2007. 

[103] X.M. Meng, “Study on the model of e-commerce identity authentication based 

on multi-biometric features identification,” International Colloquium on 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

139 

 

Computing, Communication, Control, and Management (CCCM), pp. 196-200, 

2008. 

[104] E. Maiorana, P. Campisi and A. Neri, “Biometric signature authentication using 

radon transform-based watermarking techniques,” Biometrics Symposium, BSYM,  

pp. 88-93, 2007. 

[105] A. Ogihara, H. Matsumura and A. Shiozaki, “Biometric verification using 

keystroke motion and key press timing for ATM user authentication,” 

International Symposium on Intelligent Signal Processing and Communications, 

ISPACS'06, pp. 223-226, 2007. 

[106] E.G. Agulla, L.A. Rifon, L.J.A. Castro and C.G. Mateo, “Is my student at the 

other side? Applying biometric web authentication to elearning environments,” 

Proc. The 8th IEEE International Conference on Advanced Learning 

Technologies, ICALT 2008, pp. 551-553, 2008. 

[107] F. Okumura, A. Kubota, Y. Hatori, K. Matsuo, M. Hashimoto and A. Koike, “A 

study on biometric authentication based on arm sweep action with acceleration 

sensor,” 2006 International Symposium on Intelligent Signal Processing and 

Communications, ISPACS'06, pp. 219-222, 2007. 

[108] T.S. Ong, B.J.T. Andrew, S.E. Khor and T. Connie, “Reliable template 

protection technique for biometric authentication,” IEICE Electronics Express, 

vol. 5, n. 8, pp. 278-284, 2008. 

[109] L.Q. Chen, S. Pearson and A. Vamvakas, “On enhancing biometric 

authentication with data protection,” Proc. Fourth International Conference on 

Knowledge-Based Intelligent Engineering Systems and Allied Technologies, vol. 

1, pp. 249-52, 2000. 

[110] T. Kwon and H. Moon, “Biometric authentication for border control applications,” 

IEEE Trans. Knowledge and Data Engineering, vol. 20, n. 8, pp. 1091-1096, 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

140 

 

2008. 

[111] H.H. Szu, C.C. Hsu, C. Szu and S.J. Wang , ”Live biometric authenticity check,” 

Proc. the SPIE - The International Society for Optical Engineering, vol. 5102, pp. 

69-76, 2003. 

[112] X.D. Jiang, M. Liu and A. Kot, “Fingerprint Identification with Exclusive and 

Continuous Classification,” IEEE Conference on Industrial Electronics and 

Applications, pp.1 - 6, 2006. 

[113] Y. Rodriguez, F. Cardinaux, S. Bengio and J. Mariethoz, “Measuring the 

performance of face localization systems,” Image and Vision Computing, vol. 24, 

no. 8, pp. 882-93, 2006. 

[114] Iris Recognition: Counterfeit and Countermeasures, http://www.iris-

recognition.org/counterfeit.htm. 

[115] Second Factor Authentication, 

http://www.dbs.com/sg/personal/ibanking/news/Pages/default.aspx.  

[116] B. Moghaddam and A. Pentland, “Probabilistic Visual Learning for Object 

Representation,” IEEE Trans. Pattern Analysis and Machine Intelligence, vol. 19, 

no. 7, pp. 696-710, 1997. 

[117] R.A. Rao and R.M. Mersereau, “Lip modeling for visual speech recognition,” 

Conference Record of the 28th Asilomar Conference on Signals, Systems and 

Computers, vol. 1, pp. 587-90, 1994. 

[118] B. Moghaddam and A. Pentland, “Probabilistic visual learning for object 

representation,”  IEEE Transactions on Pattern Analysis and Machine 

Intelligence, vol. 19, no. 7, pp. 696-710, 1997. 

[119] T. Sellis, N. Roussopoulos and C. Faloutsos, “The R+ tree: a dynamic index for 

multi-dimensional objects,” Proceedings of 13th International Conference on 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

141 

 

Very Large Databases, pp. 507-518, 1987. 

[120] J. Robinson, “The K-D-B-Tree: a search structure for large multidimensional 

dynamic indexes,” Proceedings of the 1981 ACM SIGMOD International 

Conference on Management of Data, pp. 10-18, 1981. 

[121] A. Guttman, “R-trees: a dynamic index structure for spatial searching,” 

Proceedings of the 1984 ACM SIGMOD International Conference on 

Management of Data, pp. 47-57, 1984. 

[122] C.M. Eastman and S.F. Weiss, “Tree structures for high dimensionality nearest 

neighbor searching,” Information Systems, vol. 7, no. 2, pp. 115-22, 1982. 

[123] M.Q. Wang and  S.J. Young, “Speech recognition using hidden Markov model 

decomposition and a general background speech model,” IEEE International 

Conference on Acoustics, Speech and Signal Processing, vol.1, pp. 253-6, 1992. 

[124] L.R. Rabiner, “A tutorial on Hidden Markov Models and selected applications in 

speech recognition,” Proceedings of the IEEE 77, pp. 257-286, 1989. 

[125] A.K. Jain and A. Ross, “Learning user-specific parameters in a multibiometric 

system,” Proceedings 2002 International Conference on Image Processing, vol.1, 

pp. I-57-60, 2002. 

[126] X.D. Jiang, M. Liu and A. Kot, “Fingerprint Retrieval for Identification,” IEEE 

Transactions on Information Forensics and Security, vol. 1, no. 4, pp. 532-542, 

2006. 

[127] S. Ribaric, I. Fratric and K. Kris, “A biometric verification system based on the 

fusion of palmprint and face features,” Proc. of 4th International Symposium on 

Image and Signal Processing and Analysis, pp. 12-17, 2005. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

142 

 

[128] G. Chetty, “Biometric liveness detection based on cross modal fusion,” Proc. of 

12th International Conference on Information Fusion (FUSION), pp. 2255-62, 

2009. 

[129] K. Lee and H. Byun, “An effective face authentication method for resource-

constrained devices,” Journal of KISS: Software and Applications, vol. 31, no. 9, 

pp. 1233-45, 2004. 

[130] R. Jayamaha, M. Senadheera, T. Gamage, K. Weerasekara, G. A. Dissanayaka 

and G. N. Kodagoda, “VoizLock - Human Voice Authentication System using 

Hidden Markov Model,” Proc. of the 2008 4th International Conference on 

Information and Automation for Sustainability, pp. 330-335, 2008. 

[131] F. J. Prokoski, R. B. Riedel, and J. S. Coffin, “Identification of individuals by 

means of facial thermography,” Proc. of 1992 International Carnahan 

Conference on Security Technology: Crime Countermeasures, pp.120-125, 1992. 

[132] X. D. Jiang, “On Orientation and Anisotropy Estimation for Online Fingerprint 

Authentication,” IEEE Transactions on Signal Processing, vol. 53, no. 10, pp. 

4038- 4049, 2005. 

[133] M. Faundez-Zanuy, D. A. Elizondo, M. A. Ferrer-Ballester and C. M. Travieso-

Gonzalez, “Authentication of individuals using hand geometry biometrics: a 

neural network approach,” Neural Processing Letters, vol. 26, no. 3, pp. 201-16, 

2007. 

[134] A. K. Singh, A. K. Agrawal and C. B. Pal, “Hand geometry verification system: 

a review,” Proc. 2009 International Conference on Ultra Modern 

Telecommunications & Workshops, pp. 1-7, 2009. 

[135] F. Okumura, A. Kubota, Y. Hatori, K. Matsuo, M. Hashimoto and A. Koike, “A 

study on biometric authentication based on arm sweep action with acceleration 

sensor,” Proc. of 2006 International Symposium on Intelligent Signal Processing 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

143 

 

and Communications, pp. 219-222, 2007. 

[136] A. Kumar and K. V. Prathyusha, “Personal authentication using hand vein 

triangulation and knuckle shape,” IEEE Transactions on Image Processing, vol. 

18, no. 9, pp. 2127-36, 2009. 

[137] M. Qi, Y. H. Lu, J. S. Li, X. L. Li and J. Kong, “User-specific iris authentication 

based on feature selection,” Proc. of International Conference on Computer 

Science and Software Engineering 2008, vol. 1, pp. 1040-1043, 2008. 

[138] B. Akrout, K. I. Khanfir, C. Benamar and B. A. Ben “A new scheme of signature 

extraction for iris authentication,” Proc. of 6th International Multi-Conference on 

Systems, Signals and Devices 2009, 2009. 

[139]  T. Fuhrmann, J. Hammerle-Uhl and A. Uhl, “Usefulness of retina codes in 

biometrics,” Proc. of Third Pacific Rim Symposium on Advances in Image and 

Video Technology, pp. 624-32, 2009. 

[140] H. Cardot, M. Revenu, B. Victorri and M. J. Revillet, “An artificial neural 

networks architecture for handwritten signature authentication,” Proc. of the 

SPIE - The International Society for Optical Engineering, vol. 1965, pp. 633-44, 

1993. 

[141] K. R. Radhika, M. K. Venkatesha and G. N. Shekar, “On-line signature 

authentication using Zernike moments,” Proc. of IEEE 3rd International 

Conference on Biometrics: Theory, Applications and Systems, 2009. 

[142] E. Maiorana, P. Campisi and A. Neri, “Biometric signature authentication using 

radon transform-based watermarking techniques,” Proc. of 2007 Biometrics 

Symposium, 2007. 

[143] X. D. Jiang, B. Mandal and A. Kot, “Enhanced Maximum Likelihood Face 

Recognition,” Electronics Letters, vol. 42, no. 19, pp. 1089-1090, 2006. 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

144 

 

Publications 

1) Jiaqi Zhu and S.G. Razul, “Multimodal Biometric System for Network 

Authentication,” Proceedings of the International Conference on Computer and 

Communication Engineering, ICCCE’06 Malaysia, vol. I, pp. 32-36, 2006. 

2) Jiaqi Zhu and S.G. Razul, “Fast Search Algorithm for High Dimensional Pattern 

Analysis,” Proceedings of Sixth International Conference on Information, 

Communications and Signal Processing, pp. 1080-3, 2007. 

3) Jiaqi Zhu and S.G. Razul, “An Efficient Class Based Exact Nearest Neighbor 

Search Algorithm for High Dimensional Pattern Recognition,” Data & Knowledge 

Engineering, 2009 (submitted). 

4) Jiaqi Zhu and S.G. Razul, “Multimodal Biometric System using Novel Challenge 

Response for Network Authentication,” Data & Knowledge Engineering, 2009 

(submitted). 

 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

145 

 

Appendix 

Pseudo-Code for Chapter 3 

Pseudo-Code (training) 

1 calculate_SIR( training point p ); 

2 do_enlargement( p ); 

3 table[] = write_table( p ); 

4 if( table == boundary table ) 

5  record_delta( p ); 

 

Pseudo-Code (query) 

1 table[N] = map( coordinates of query point q ); 

2 training_points[] = find_in_table( table[N] ); 

3 for( training_points[] : t ) { 

4  if( q within t’s hypershpere ) 

5   return t’s class; 

6 } 

7 do further search: 

8 t = select_most_hits( training_points[] ); 

9 further_points[] = find_in( q’s SO square relative to t  ); 

10 if( further_points[] == null || from_one_class(further_points[]) ) 

11  return t’s class; 

12 while( !from_one_class(further_points[]) ) { 

13  if( exists_closer(q, t) ) { 

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library



 

146 

 

14   t = closer_point; 

15   repeat 9~12; 

16  } 

17  else { 

18   return t’s class; 

19  } 

20 } 
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