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Abstract

This thesis is dedicated to the design of wiretap codes for fading channels,
that is, codes that promise both reliability and confidentiality for wireless

channels.

By upper bounding the eavesdropper’s probability of correctly decoding a
confidential message, we begin by deriving a code design criterion that char-
acterizes confidentiality for finite lattice constellations. We consider wiretap
lattice codes built from number fields, or more precisely ideal lattice codes.
Ideal lattice codes are known to be good for reliability and we refine our
code design criterion for this type of lattice codes yielding an optimization
of a sum of inverse of algebraic norms. In order to construct good wire-
tap lattice codes for fast fading channels, we analyse sums of inverse of
algebraic norms by studying the units and non-units with small norms in
number fields. We compare different underlying number fields with respect

to the wiretap codes they provide.

Encoding of wiretap codes is done via coset encoding, where each codeword
sent is chosen randomly from a coset of codewords. Motivated by the need
to perform coset encoding with lattices built from number fields, we propose
a generalization of Construction A of lattices over number fields from linear
codes. The lattice construction is of interest on its own, but also serves for

encoding slow fading wiretap codes.
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Chapter 1

Introduction

The security in wireless communications has become one of the major concerns in
communication systems nowadays. Our work is dedicated to the study of security in
wireless communications from an information theoretical point of view. We exploit
the eavedropper’s noise inherently present over communication channels and apply a
coding strategy to confuse the eavedropper by adding random bits to information bits.
This technique stems from the pioneering works by Wyner who introduced wiretap
channels. A wiretap channel is a broadcast channel where a legitimate sender Alice
communicates to two users, a legimitate recipient Bob, and an eavesdropper Eve. This
work is related to wiretap coding for fading channels with the use of algebraic number
theory and classical coding theory. Indeed algebraic number theory is known to provide
mathematical tools to design codes for fading channels.

The structure of this thesis is organized as follows. We begin in Chapter 2 by
introducing wiretap coding for fading channels. After illustrating the assumptions on
wiretap fading system model, we recall briefly the 2 types of wiretap fading channels
that we focus on this thesis, namely fast fading channels and slow fading channels.
Next we elaborate our major research problem which can be summarized as minimizing
the probability of correct decoding for the eavedropper through the design of wiretap
lattice codes. We derive a code design criterion that characterizes wiretap codes that
reduces Eve’s probability of correct decoding, when lattice coset encoding is performed.
Chapter 2 also contains the necessary definitions and facts about lattices for dealing

with wiretap lattice codes.



1. INTRODUCTION

In Chapter 3, we propose the design of wiretap lattice codes through ideal lattices.
To begin with, we recall some terminolgy from algebraic number theory which will be
needed to define ideal lattices and analyse code design criteria in the context of ideal
lattices. Before the end of Chapter 3, we propose ideal lattice codes and identify the
lattice code parameters related to code design criteria which are analysed in Chapters
4 and 5.

In Chapter 4, we analyse ideal lattice codes for fast fading channels. Applying the
knowledge of algebraic number theory, we optimize lattice code parameters based on
number fields with particular properties, guided by the code design criteria for reliability
and confidentiality.

In Chapter 5, we propose a general lattice construction from linear codes which
can be seen as a generalization of Construction A. We analyse this construction for
certain number fields. This generalization of Construction A also provides a method to
perform coset coding and we illustrate wiretap encoding of ideal lattices for slow fading
channels.

Finally we conclude this thesis and mention some possible future works related to

the design of wiretap codes for fading channels.



Chapter 2

Wiretap Coding for Fading

Channels

To motivate our research problems, we consider a wiretap channel (see Figure [2.1)

as introduced by Wyner [34] which consists of two discrete memoryless channels: one

is called the main channel that models the communication between the legitimate

users, Alice and Bob, whereas the other is known as the wiretapper’s channel, that

can be viewed as a degraded version of the main channel, which is exploited by the

eavesdropper, Eve, to get information from the main channel.

Encoder
Sz

i

Main Channel

Wiretapper's
Channel

Bab

Figure 2.1: A Wiretap Channel - Let S be the message to be sent, S is encoded into

X, then Y and Z are the noisy messages received.

By exploiting the noise difference between the main channel and the wiretapper’s

channel, Wyner showed that there exist codes, called wiretap codes, such that it is

possible for Alice to communicate with Bob reliably and confidentially. Thus the design
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of wiretap codes has for goals that Bob decodes the message sent by Alice correctly
while at the same time, the message sent is kept secret from Eve.

From an information theoretic aspect, Wyner defined the perfect secrecy capacity
as the maximum amount of information that Alice can send to Bob while insuring that
Eve gets a negligible amount of information. Wyner’s work on wiretap channels has
since then been generalized to many channels (see [15]), whose secrecy capacity has
been studied. In particular, the secrecy capacity of the Gaussian wiretap channel was
analysed over additive white Gaussian noise (AWGN) channel (see [14]). Although the
related explicit wiretap code constructions remain elusive for most classes of channels,
recent constructions of wiretap codes with examples from different types of physical
channel can be found in [18].

Progress has been made recently on the wiretap code design for Gaussian Channels.
The secrecy gain and the flatness factor (see respectively [24] and [I9]) have been
proposed as code design criteria for AWGN wiretap channels, in order to maximize the
confusion at the eavesdropper, and wiretap lattice codes satisfying the former criterion
have been studied [17]. The constructed wiretap lattice codes are relating the secrecy
gain to Eve’s probability of correct decision in decoding the message, P .

Let us recall the background of Gaussian wiretap channels, that is, broadcast chan-
nels where the sender (Alice) sends a signal to a legitimate receiver (Bob), while an
illegitimate eavesdropper (Eve) can listen to the transmission. It is modeled by

Yy = T+

Z2 = T4+
where € R is the transmitted signal, both y, z € R are the received signals, vy and v,
denote the Gaussian noise at Bob, respectively Eve’s side, both with zero mean, and
respective variance O'g and ag. In practice, a k-bit message s = (s1, S2, ..., S) is encoded
into a sequence of n signals x = (z1, z2, ..., ©,) € R™ which is then transmitted over the
Gaussian wiretap channel. Let v = (v1,v2, ..., v,) be the Gaussian noise of the overall

transmission. The received signal y = (y1,y2, ..., yn) € R™ is then
y=x+vVv

where the noise vector v has the probability distribution with zero mean and variance

o2, namely

1 _ 2 2
L v

pO,crz(v) = (\/ﬂ()’)n
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where ||v| = v? + ... + v2. Thus an AWGN wiretap channel is then modeled by

y = X+w

Z = X+V,
where y and z denote the received signals by Bob and Eve respectively. Lattice coding
is often used for Gaussian channels: Alice chooses x € Ay where Ay is an n-dimensional
real lattice intended to Bob. Note that the design of A is used to increase Bob’s
probability of correct decision in decoding the message, P, ; and it is a classical problem
in ensuring the reliability for Bob (see [24]). Instead we are dealing with the goal of
confidentiality for Alice by studying the problem of maximizing Eve’s confusion. In
order to do so, we motivate the design of wiretap codes built from lattices. Thus we
will provide some relevant terminology related to lattices in Section 2.1 before describing
lattice coset encoding for wiretap channels in Section In Section we provide
the background on 2 types of fading channels namely Fast Fading Wiretap Channels
and Slow(Block) Fading Wiretap Channels which are the focus of this thesis.

2.1 Background on Lattices

We begin with the introduction of some relevant terminology related to lattices such
as generator matrix, Gram matriz, sublattice, integral lattice, dual lattice, and Voronoi
region. The following definitions and facts about lattices are mainly found in [5], [25]
and [7], to which the reader may refer for more details.

A lattice A is a discrete additive subgroup of R™. Here discrete means that there
is an € > 0 such that any two distinct lattice points x and y are at distance at least
|lx —y|| > e. For example, Z" is a lattice because the set of integral vectors in Z"
forms an additive group and the distance between any two distinct integral vectors is

at least 1.

Definition 1. Let {vi,...,v,,} form a linearly independent set of column vectors in R™.

The set of points
A= {X: Z AiVi, A\ € Z}
i=1

is called a lattice of dimension n, and {vi,...,v,} is called a basis of the lattice. Thus,
Vi,...,Vn are basis vectors of the lattice and we call the elements inside a lattice as

lattice points.
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Definition 2. The matrix

M= (vi vy ... V)

whose columns are the basis vectors vi,va,...,vy, of a lattice A is called a generator
matrix for the lattice. The matric G = MTM is called a Gram matrix for the lattice,
where M™T denotes the transposition of the matriz M. Note that each entry of this
Gram matriz G can be computed by inner products among basis vectors of a lattice,
since columns of the generator matriz M consist of basis vectors of a lattice. More

precisely, the lattice can be defined by its generator matrix as
A={x=MNNe€Z"}.

e For the above lattice generated by a square matrix M, we call it a full-rank lattice.

We will only consider full-rank lattices in our study.

e Given two generator matrices M; and Ms, we say that the lattices produced
are equivalent if and only if My = ¢UM>B where ¢ is a nonzero constant, U is
a matrix with integer entries amd determinant +1 (unimodular integer matrix)

and B is a real orthogonal matrix (with BBT = I,).

Definition 3. Any subgroup of a lattice A is called a sublattice of A.

Remark 1. It is always possible to find a sublattice of a given lattice A by taking its

scaled version by an integer factor.

Definition 4. A lattice A is called an integral lattice if all entries in its Gram matrix

belong to 7.

Definition 5. Let A C R"™ be an integral lattice. A is even when
XX €27 Vx € A,

otherwise it is odd.

Definition 6. The determinant or discriminant of a lattice A is defined to be the

determinant of its Gram matriz G, namely
det(A) = disc(A) = det(G).

Note that it does not depend on the choice of the lattice basis.
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Definition 7. For full rank lattices, the square root of the determinant of its Gram

matriz G is the volume of the lattice, and is denoted by vol(A). Equivalently,
vol(A) = | det(M)| = \/det(G).
Definition 8. Let A C R™ be an integral lattice. The dual lattice A* of A is
N ={yeR" |y -x€Z forall x € A},
where - is the usual inner product. When A = A*, the lattice A is said to be unimodular.

Remark 2. For an integral lattice A, we have A C A*. Moreover, when A is integral,
we have disc(A) = |A*/A|.

Definition 9. The Voronoi region of a lattice A of dimension n, denoted by V (A) is
defined to be for any point x € A the set of points in R™ that are closer to x than any
other points of A.

Remark 3. A Voronoi region contains only one lattice point. The translation of a

Voronoi region by another lattice point produces another Voronoi region.

Theorem 1. [Poisson Summation Formula][7/ Let A C R™ be an arbitrary lattice,
and let f: R™ — C be a function which satisfies the followings (C1), (C2) and (C3):

(C1) fin |F(30)|dx < o0

(C2) The series > |f(x + u)| converges uniformly for all u belonging to a compact
XEA
subset of R™.

The condition (C1) implies the existence of the Fourier transform f of f, which is
defined by the formula

~

fo) = [ e i

The condition (C2) implies that the function F(u) := >  f(x 4+ u) is continuous on
x€A

R"™. The third condition will be:

(C3) The series f(y) is absolutely convergent.
yeA*

Then

1 .
> 109 = Gy 22 J0)

xEA

Proof. Omitted. [7] O
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2.2 Lattice Coset Encoding for Wiretap Channels

In this section, we study an encoding strategy called coset encoding [34], in the context
of lattices.

To send a k-bit message s over a Gaussian wiretap channel [24], Alice performs
lattice encoding by mapping the message s into a vector x € R™ which belongs to a

lattice Ay intended to Bob, that is
x =M\ A€ Z"

where M, is the generator matrix of the lattice Ay. At the same time, Alice wants to
prevent Eve who is an eavedropper from getting any message information, hence she
uses the following strategy called coset encoding.

Consider a sublattice A. of Ay and a partition of Ay into a union of disjoint cosets
of the form

Ac+c

where ¢ = (c1,¢2,...,¢,) € Ay C R™. The message intended for Bob, s is labelled by
s = Ac+c(s). Next the transmitted lattice point x € Ac+cg) C Ay is chosen randomly.
Equivalently,

X =T+ C() € Ae + ¢(5) & random vector r € A..

The rationale of using coset encoding is that it provides a labeling of the lattice
point of Ay with a mixture of information bits(c ) and random bits (r € A.). With the
assumptions that the wiretapper’s channel is noisier than the main channel for Bob, it
was shown that it is possible to achieve secure communication [14] using lattice codes
where Eve decodes the random bits but not the data bits. The code constructions are
however not explicit and finding them is still under study (see [16]). In this thesis, we

will similarly consider lattice wiretap codes, but for wiretap fading channels.

2.3 Wiretap Fading Channels

As mentioned, we study the design of lattice wiretap codes based on 2 kinds of fading

channels namely Slow Fading Wiretap Channels and Fast Fading Wiretap Channels.



2.3 Wiretap Fading Channels

The background on both fading channels is recalled next, before we derive a code design
criterion for both wiretap fading channels.

We consider the transmission of data over a single antenna fading channel. This
wireless channel is modeled as an independent Rayleigh fading channel. We assume
that perfect channel state information (CSI) is available at both receivers. The discrete

time model of the channel is given by
v =dx+n

where z € C is a symbol from a complex signal set, n’ is the complex white Gaussian
noise and o’ the complex zero mean Gaussian fading coefficient.

With the aid of an in-phase/quadrature component interleaver, it is possible to
remove the phase of the complex fading coefficients to obtain a real fading which is
Rayleigh distributed and guarantee that the fading coefficients are independent from
one real symbol to the next [25, sec 2.1]. This explains also why the models below are

defined over real channels.

2.3.1 Slow Fading Wiretap Channels

We consider that the communication channel between Alice and Bob, resp. Eve is a
block fading channel with coherence time N. This is modeled by

Y = diag(hy)X + V4, and

Z = diag(h))X +V, 1)

where the transmitted signal X is an n x N matrix, and the n x N matrices V};, and V,
are the Gaussian noise at Bob and Eve respectively. By channel assumption, V;, and V.
have zero mean and variance ag and o2 respectively. The fading matrices can be given

explicitly by

diag(hy) = diag(|hp 1], - - -, |hpn|) and
diag(he) = diag(|h€71|a sy |h€,n|)

where the fading coefficients hy;, he; are complex Gaussian random variables with
variance o3 ,, resp. oi _, so that |hy;|,|he,i| are Rayleigh distributed with parameter

aib, resp. O‘;QL’e, foralli=1,...,n.
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2.3.2 Fast Fading Wiretap Channels

Here we suppose that the transmission occurs over a fast Rayleigh fading channel with
coherence time N = 1. Bob and Eve respectively receive the vectors y and z given by

y = diag(hy)x +v,

z = diag(he)x + v, (2:2)

where the transmitted signal x € R™ is a n x 1 column vector, and the n x 1 column
vectors v, and v, denote the Gaussian noise at Bob, respectively Eve’s side, both with

zero mean, and respective variance af and ag, and

‘hb,1| |h6,1|
diag(hy) = ,diag(he) = g
’hb,n’ ’he,n|

are the channel matrices containing the fading coefficients where hy;, he; are com-
plex Gaussian random variables with variance o7 ,, resp. o3 _, so that |hy|, |he,;| are

Rayleigh distributed, ¢ = 1,...,n, with parameter cr% p» T€sp. a,% .

2.4 Code Design Criteria for Wiretap Fading Channels

In order to design wiretap codes for the Rayleigh fading channel, a design criterion has
been proposed in [23] dealing with infinite lattice constellations by relying on the fact
that once the fading is fixed, one deals with a Gaussian channel and the results of [24]
can be applied. In our study, we will derive the code design criterion based on the case
of finite lattice constellations for both fast and block fading channels.

In practice when we use a lattice code, we send a finite constellation carved from
a lattice and this finite constellation is obtained through the intersection between the
whole lattice and some bounding region R. It is known that [24] gives a bound on
Eve’s probability of error assuming that the lattice constellation is infinite. Though
the lattice bound for infinite lattice constellations does provide an upper bound for
finite constellations, this bound obtained may not always be working since the series
inside the bound may not be convergent. Thus we will need to rederive an upper bound
for finite constellations. This means that we first need a finite constellation version of

the bound of [24], which we compute below.

10
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Proposition 1. [27] Suppose transmission over a Gaussian wiretap channel, where
coset coding is performed using the nested lattices A C Ay, and a finite constellation
is sent, determined by a bounded region R around the origin. Suppose that the Fourier
transform of the characteristic function xx is even. Then Eve’s probability P.. of

correct decision s upper bounded by

1 2 2
PC,@ S 7V01(Ab) eillt” /2067
(V2moe) te%:mz

where vol(Ay) denotes the volume of Ay.

Proof. Eve’s probability P, . of correct decision when doing coset decoding after trans-

mission over a Gaussian channel is
1

P,=— / e llu+tll?/202 gy (2.3)
(V2moe)” te%:mgg V(Ap)

where V (Ap) denotes the Voronoi region of Ay, and the sum over t takes into account

the randomization introduced by coset encoding. Then

1 270 2
P, — / I o lutel2/202 510
7 V(Ay) (V2mae)" Z

teAeNR
_ / LS et
V(Ay) (V2moe)” teA,

where xg(t) is 1 if t € R and 0 otherwise.

Denote
_ 2 2
ft)=e [lu+t]] /2UEXR(t).

The Poisson summation formula for lattices (refer to Theorem (1) holds and yields

S F) = vol(A) ™t Y F()

teAe treAs

where A% is the dual lattice of A,. We next compute f(t*), which by definition is

f(t*) — /n 672m'(t*,v)f(v)dv

omilt* —\|u\|2—2<u2,v>—uvu2
— / 6_ 7”( 7V> e 208 X:R(V) dV

11
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using the convolution theorem, where

R o —[lul|?—2(u,v)—||v||?
filw) = / e Amtmyle ey

2 2
—uj—2u1v] vj

n
— H/e—Qwiwjvje 202 de
Jj=1
n —u2 U5 —1)2.
J —2( miw;+=—% v, J
- Heﬁoe/e 7202 )" o35k
Jj=1

n
920271202 0 U
— H /271'0'36 20T w3 eQmeuJ
J=1
_ /27T02 le—20§7r2||w|\2627ri(w,u>
using
—axr? — 2
/e =22y — \/rjae’ 1, a > 0. (2.4)
R

This shows that

A~

ft) = . A" = w) fo(w)dw

~ oro?" / =272 =Wl 2w~ ) oy o
n

and
Z f(t*) — @n Z 627Ti<t*,u>/ 6720“3#2\\t*fw\|26727ri(w,u)fz(w)dw
treA? t*eA? "
= /2r102" Z cos(27r<t*,u>)/ 6_2‘73“2”“_‘”"26_2m<w’u)f2(w)dw
treAx "
< V2ro?" 3 / o226 W =2milwn) f ()
treAr VR"

by noting that the sine term of the exponential averages out to zero when summing over
all lattice points, and where the last inequality follows from the fact that the cosine
term takes its maximum value (that is 1) when u € A.

Using a similar argument, write e~2™W:W = cos(27(w, 1)) — isin(27(w,u)) and
note that for a given u, the integral over R™ will make the sine term alternate, so that

_ =202 t" w2 ~202x2|lt

and e “+wI* hoth will appear as a factor of i sin(27 (w, u)) fo(w)

( fg (w) is even by hypothesis), and the sum over all lattices averages out to zero, since

12



2.4 Code Design Criteria for Wiretap Fading Channels

the four terms _6720gw2||t*7w||2’ 67202ﬂ2\|t*+w||2 and _672027r2|\7t*7w||2’ 6720gﬂ2||7t*+wH2

appear as a factor of isin(2r(w, u)) fo(w). Thus
Z f(t) < VOl(Ae)_l /271_0_3” Z / 6_2U§W2Ht*_w‘|2f2(W)dW.
teAe treAr /RY

This yields a first upper bound on Eve’s probability P, . of making a correct decision:

Pc,e < VOI(AE)I/ / e—QUgﬂth*wasz(w)dw du
V(Ab) t*eAz R
VOl(Ab) / _ 952 2||t*7 H2 ~
= e =%l VI fo(w)dw.
VOI(AE) t*EZAz n

To obtain an expression which depends on A, instead of A}, we denote this time

0,2 2014k ]2 A
f(t*) :/ e 2052 ||t* —wl| fQ(W)dW,
and the Poisson summation formula for lattices now gives

D FE) = vol(Ae) Y f(b)

t*EA: teA

where f(t) = Jrn e~ 2mitV) f(v)dv, and we recognize that f(t) is actually the Fourier
transform of the convolution of e~27™IIVII* and fg(v). We then obtain the product of

Fourier transforms, that is

f(t) _ </n e—2m‘(t,v)e—27r2a§|v|2dv> fz(t)

n

— —2mitjv; —2n202v?

= H/e iYie <“idvj | fa(t)
j=1"%

using again (2.4)).

Finally the probability of making a correct decision for Eve is summarized by

vol(Ayp) Z e ll/202 (2.5)

teANR

1
P.<—
T (V2o

O]

13



2. WIRETAP CODING FOR FADING CHANNELS

Remark 4. One may take the region R to be a cube centered around the origin. This
will satisfy the hypothesis of the proposition. In the case the shaping region does not
satisfy the hypothesis it can always be inserted into a cube of the right size, which will

serve as an upper bound.

Using lattice encoding, recall that the message sent by Alice intended to Bob is

transmitted as a codeword x € Ay, that is
x = MpyA, N € an

where M, is the generator matrix of the lattice Ay. We can rewrite the fast fading
channel in ((2.2]) accordingly:

y = diag(hy) My + vy

z = diag(he) MpA + ve, (2:6)

and we interpret diag(hy)Mp, respectively diag(he)M;, as the generator matrix of the
lattice Ayn,, respectively App, and these are the lattices intended to Bob as seen
through Bob’s and Eve’s channel respectively.

Using the above proposition, we are now ready to derive a code design criterion for

fast fading and block fading wiretap channels.

Corollary 1. [27] Suppose transmission over a fast fading wiretap channel as described
mn , where coset coding is performed using the lattices Ae C Ay, under the same
hypothesis as in the above proposition. Then Eve’s average probability P.. of correct

decision is upper bounded by

pc,e < ( ;;) VOl(Ab) Z

3/2
€ xEANR =1 (1+|xi|2(0%€/03)>

- ! (2.7)

Proof. The proof technique is the same as that of [23]. Once the fading coefficients are
fixed, the channel becomes a Gaussian wiretap channel, where the lattice point
sent now belongs to a new lattice which includes the fading matrix: if x is a lattice
point of the form x = Mu, u € Z", where M is the generator matrix of the lattice
in use, then diag(hy)Mu still belongs to a lattice, with generator matrix diag(hy)M.
The upper bound of the proposition is then used, and the average probability of error
is computed over different fading realizations (using that the coefficients are Rayleigh
distributed). O

14



2.4 Code Design Criteria for Wiretap Fading Channels

Remark 5. Note that the upper bound in the above corollary is very similar to that
obtained for fast fading channels classically [25], except for the sum. Indeed, Bob is not
affected by the randomization introduced by A, since Alice transmits based on Bob’s
channel. For Bob, his average error probability Pe,b when sending a lattice point (of the

finite constellation R) is

_ 1 402
Pe,b§§ H .

The usual design for fast fading channels is to minimize P, j, and then simplified to give

that the dominant term
(2.8)

1
IT 1l
x;7#0
should be minimized. In particular, the n components of every lattice point should be

non-zero, property referred to as full diversity.

Definition 10. The diversity of a lattice A € R™ is defined by
div(A) = mi | yi=1,...n}.
io(A) = min #{i | @i 0.7 n)

As the property of diversity of a lattice is closely related to the code design [25]
for reliable transmission, ideally we would like all the non-zero vectors x € A, to have
only non-zero coefficients. Thus we are looking for full diversity (where the diversity
is the length n of the vector) lattice in order to minimize Bob’s probability of error
in decoding. The study of diversity is well understood in the context of ideal lattices
which will be addressed in the next chapter.

Recall that our focus is to minimize the probability P.. of Eve’s correct decision in
doing coset decoding. Some simplication of the sum from and comparison to the

dominant term in ([2.8)), yields as wiretap code design criterion to minimize

T
> HW (2.9)

xEANR =0

where x = (x1,...,2,) and Vz; # 0. It may not give the best bound but a first
understanding of the situation.
On the other hand, when we are dealing with a block fading channel, we look at

the Nn—dimensional lattice structure of the transmitted signal and we vectorize the

15



2. WIRETAP CODING FOR FADING CHANNELS

received signal in (2.1)) to obtain

vec(Y) = vec(diag(hy)X) + vec(V3)
diag(hb)
= vec(X) + vec(V})
diag(hy)

vec(Z) = vec(diag(hy)X) + vec(V})
diag(hy)
= vec(X) + vec(V}),
diag(hy)

and we interpret the n x L codeword X as coming from a lattice by writing
vec(X) = My, resp, vec(X) = M

where A € ZN" and M, (resp. M.) denotes the Nn x Nn generator matrix of the
lattice intended to Bob (resp. Eve). Similar to the setting of fast fading channels,
we interpret diag(diag(hy), ..., diag(hy)) My, respectively diag(diag(he), ..., diag(h.))M,
as the generator matrix of the lattice Ay, , respectively Ay 1, and these are the lattices

intended to Bob as seen through Bob’s and Eve’s channel respectively.

Corollary 2. Suppose transmission over a block fading wiretap channel as described
mn , where coset coding is performed using the lattices Ae C Ay, under the same
hypothesis as in the above proposition. Then Fve’s average probability 1’5076 of correct

decision is upper bounded by

_ 0',21 n/2 n 1
Pc,e§< ;) vol(Ay) 11 T (2.10)

. | N
e xEANR =1 (1 + ||xz||2 (0-}21 e/O'g)) i

Proof. Use the vectorization of the transmitted signal X and the received signals Y

and Z, then apply the proof of Corollary [I} O

Remark 6. Like for fast fading channels, for slow fading channels, we want to ensure

that full diversity is achieved so we identify the dominant term

> 11—

XEANR i=1 [

to be minimized where x = (x1,...,x,) and x; # 0, Vi.

16



2.4 Code Design Criteria for Wiretap Fading Channels

In summary, given the region R that describes a finite constellation carved into the
infinite lattice A., we want to minimize the probability P.. of Eve’s correct decision in

decoding. Namely:

for fast fading channels, we want to minimize

> I

xXEANR =0

where x = (z1,...,2,) and z; # 0, Vi;

for slow fading channels, we want to minimize
X e
N2

xeAenR [ 20 1%l

where x; is the ith row of some n x L matrix X such that x = vec(X)
is a point in A..

17
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Chapter 3

Wiretap Codes from Ideal

Lattices

In the previous chapter, we defined our coding problems to be the construction of good
wiretap lattice codes based on the proposed code design criterion. In order to construct
lattice codes, in this chapter, we introduce algebraic lattices, obtained by applying a
twisted canonical embedding of an algebraic number field to its ring of integers. In
particular, we study a family of algebraic lattices endowed with a trace form called
ideal lattices and from there, we further identify wiretap code design criteria for ideal
lattices. To begin with, we introduce some concepts of algebraic number theory which

will be needed.

3.1 Some Concepts from Algebraic Number Theory

We assume that the reader has some basic knowledge of abstract algebra especially of
basic field theory and Galois theory. In this section, we introduce some basic concepts
of algebraic number theory by including the relevant definitions and results which will
be needed to introduce ideal lattices.

In the beginning of this section, we define algebraic number fields and rings of
integers. We then introduce some terminology related to ramification, embeddings and
the discriminant of a number field. Finally, we introduce cyclotomic fields which will

be number fields that we focus on.
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3. WIRETAP CODES FROM IDEAL LATTICES

For further reading on algebraic number theory, the reader may refer to [31], [21]

and [28].

3.1.1 Algebraic Number Fields

Definition 11. An algebraic number field (or simply number field) is a finite field

extension of the field of rational numbers, Q.

Definition 12. A quadratic field is a number field of degree 2 over Q.

In order to illustrate several concepts from algebraic number theory, we will include

examples based on quadratic fields.

Definition 13. Let L/K be a field extension, and let o € L. If there exists a non-zero
irreducible monic (coefficient of highest power equals to 1) polynomial p € K[X] such
that p(a) = 0, we say that « is algebraic over K. Such a polynomial is called the

minimal polynomial of a over K.

Example 1. The polynomials X2 —3 and X%+ 1 are respectively the minimal polyno-
mials of\@ and /—1 over Q.

3.1.2 The Ring of Integers of a Number Field

Definition 14. Let K be a number field. An element o € K is an algebraic integer if

it s a root of a monic polynomial with coefficients in Z.

Definition 15. The set of algebraic integers of a number field K is a ring called the
ring of integers of K, denoted by Ok . For a proof that Ok is a ring, see [31]].

Theorem 2. [31] If K is a number field, then K = Q(6) for an algebraic integer
0 e Ok.

Example 2. Consider a quadratic field Q(0) where 0 is an algebraic integer. Then 0 is
a root of X2 +aX+b (a,b € Z). By taking a®—4b = t>d where both t and d are integers,
the quadratic fields are precisely those of the form Q(v/d) = {a +bVd | a,b € Q} for d

a squarefree rational integer.

Remark 7. A quadratic field is said to be real if d is positive, imaginary if d is negative.

Example 3. Q(v/3) = {a+bV3 | a,b € Q} and Q(v—1) = {a+by/—1 | a,b € Q} are

real and imaginary quadratic fields respectively.
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3.1 Some Concepts from Algebraic Number Theory

Theorem 3. [71] Let K be a number field of degree n. The ring of integers O of K

forms a free Z-moduleﬂ of rank n (that is, there exists a basis of n elements over Z).

Definition 16. Let {w;}}' ; be a basis of the Z-module O, so that we can uniquely
write any element of O as > | ayw; with a; € Z for all i. We say that {w;}?_, is an
integral basis of K.

Integral bases are in general not easy to compute. The case of quadratic fields is

an exception.

Theorem 4. [31] Let d be a squarefree rational integer. Then the ring of integers of

Q(vd) is

1.z [ﬁ ifd#1 (mod 4),
1+

]
ﬂ] ifd=1 (mod 4).

2. 2|1

Example 4. The integral basis of Q(v/d) is thus

1. {1,3/d} if d# 1 (mod 4),

2. {1,154 i d =1 (mod 4).

In particular, {1,v/2} and {1, 1+2\/5} are integral bases of Q(v/2) and Q(v/5) respec-
tively.

3.1.3 Ramification

In the ring of integers of a number field O, a prime p of Z may not remain a prime.
For example, in the ring of integers of Q(v/2), 7 = (3 + v/2)(3 — v/2). Thanks to
Kummer and Dedekind, it is known that the ideal generated by p in this ring can be
uniquely factored as a product of prime ideals. This scenario may be loosely described
as ramification. Before we introduce Dedekind domain, we recall some concepts about

ideals.

Definition 17. An ideal I of a commutative ring R is an additive subgroup of R such
that for all r € R, then rJ C J.

!The concept of a module over a ring is a generalization of the notion of vector space. The scalars

may lie in any arbitrary ring instead of a field.
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3. WIRETAP CODES FROM IDEAL LATTICES

Definition 18. An ideal J of R is proper if I = R. We say that is it non-trivial if
J# R and J # 0.

Definition 19. An ideal J of R is principal if it is of the form
J=2R={zy, ye R}, z €.

Definition 20. A principal ideal domain (PID) is an integral domain in which every

ideal 1s principal.

The case when O is a principal ideal domain will be of particular interest for our
study. The class number of K, denoted by hg, is a measure of how principal a ring
of integers is. When O is a principal ideal domain, we have hxg = 1. For a formal
definition of the class number of K, the reader may refer for example to [9].

We know that the norm of a principal ideal is computed by taking the absolute

value of the norm of its generator as defined next.

Definition 21. [71)] Let I = xOk be a principal ideal of Ok . Its norm is defined by
N(J) = |N(z)|, where N(x) is the norm of an element x (see Definition[31)).

Definition 22. A maximal ideal in the ring R is a proper ideal that is not contained

i any strictly larger proper ideal.

Definition 23. A prime ideal in a commutative ring R is a proper ideal p of R such

that for any x,y € R, we have that
TYyEPp=xCPhorychy.
Definition 24. A Dedekind domain is an integral domain R such that
1. Ewvery ideal is finitely generated;
2. FEvery nonzero prime ideal is a mazximal ideal;

3. R is integrally closed in its field of fractions
F={a/B:a,fcR,B#0}

The above last condition means that whenever /8 € F and satisfies a monic polynomial
f € R[X], then a/B € R.

Remark 8. The above first condition is equivalent to each of the conditions
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3.1 Some Concepts from Algebraic Number Theory

1. Any ascending chain of ideals stablilizes.

2. Bvery non-empty set S of ideals contains a maximal element Iy, meaning that

Iy € S, and there is no element of S which contains Iy properly.
A ring satisfying the above two conditions is called a Noetherian ring.
Theorem 5. [21] The ring of integers O of a number field is a Dedekind domain.

Theorem 6. [21] Every nonzero proper ideal in a Dedekind domain is uniquely factored

as a product of prime ideals, up to reordering.

Corollary 3. [21] Every nonzero proper ideal of the ring of integers O can be factored

uniquely into prime ideal(s), up to reordering.

Definition 25. Let (p) be a prime ideal of Z for a prime p. A prime ideal p of O is
said to lie over p if pNZ = (p).

Since O is a Dedekind domain, for any nonzero prime ideal (p) of Z, the extension
pOg of (p) to Ok is a nonzero proper ideal of O and hence it can be uniquely written

as 9
POk =[] »f
i1

where p1, p2, ..., py are distinct nonzero prime ideals of Ok and e; are positive integers.

Moreover, Ok /p; is a finite field which is a finite extension of the finite field Z/(p).

Definition 26. The positive integer e; above is called the ramification index of p; over
(p) and is denoted by e(p;/(p)); the field degree [Ok /p; : Z/(p)] is called the residue class
degree (or the inertial degree) of p; over (p) and is denoted by f(p;/(p)). If e; > 1 for

some i, then we say that (p) is ramified in Ok . Otherwise, it is said to be unramified.

Theorem 7. [20] Let Ox be as above and n = [K : Q|. Suppose (p) is a prime ideal
of Z. We have

g
POk = H p;’
i—1

where p1, P2, ..., pg are distinct nonzero prime ideals of Ok and e1, ea, ..., eq are positive

integers. Then, upon denoting f; =[Ok /pi : Z/(p)], we have

g

Z eifi = n.

=1
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3. WIRETAP CODES FROM IDEAL LATTICES

Definition 27. We say that p is inert if (p)Ox = p1 is prime, in which case we have
g=1,¢e =1 and f(p1/(p)) = n. We say that p is totally ramified if (p)Ox = p}
that is ey = n, g = 1, and f(p1/(p)) = 1. Moreover, we say that p is totally split if

(0)Ox = 11 pi. that is g = n and f(pi/(p)) = ¢; = 1, Vi.
i=1

Remark 9. If a prime ideal p of O appears in the factorization of (p)Ok, we say
that p divides p denoted by p|p.

Theorem 8. [20] Let K be a normal number field. Let q and q' be two primes of O
lying over (p), then e(a/(p)) = e(q'/(p)) and f(a/(p)) = f(d'/(p))-

Corollary 4. Let p be a prime ideal of a Galois field extension, then

g
Y efi=efg=n

i=1

where e = e(p/(p)) and f = f(p/(p)). Moreover, there exists only a finite number of
prime ideals in Ok lying over (p).

Example 5. For a quadratic field K, the possibilities for the factorization of (p) in
Ok are
(p) is prime. < p is inert in K.
(p) Ok = pq, p # q < p totally splits in K.

p? < p ramifies in K.

Example 6. Let K = Q(v/—1) = Q(i) with ring of integers Z[i|, the ideals (5)Z[i] =
(2+14)(2—1) and (2)Z[i] = (1+1)2. These say that 5 and 2 are totally split prime and

ramified prime respectively.

3.1.4 Field Embeddings

After recalling the definition of field embeddings, we introduce the notion of norm,
trace and discriminant of a number field. In the end of this section, we notice that field
embeddings allow us to transform the ring of integers of a number field into a lattice

in the Euclidean space which serves our purpose.

Definition 28. Let K1/Q and K2/Q be two field extensions of Q. We call p : K1 — K
a Q-homomorphism if ¢ is a ring homomorphism that satisfies p(a) = a for all a € Q,
i.e., that fixres Q. Recall that if A and B are rings, a ring homomorphism is a map
. A — B that satisfies, for all a,b € A
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3.1 Some Concepts from Algebraic Number Theory

(1) ¥la+b) =(a) +¥(b),
(2) (a-b) =(a) - ¥(b),
(3) ¥(1) = 1.

Definition 29. A Q-homomorphism ¢ : K — C is called an embedding of K into C

and by the properties of ring homomorphism, it is an injective map.

Definition 30. Let K = Q(0) be a number field of degree n over Q. There are exactly
n embeddings of K into C:0; — C, i =1,...,n, defined by 0;(0) = 6;, where 0; are the

distinct zeros on C of the minimal polynomial of 8 over Q.

Example 7. We define the two embeddings from Q(\/&) into C, namely the identity

and conjugation mappings as follows,
o1(a+bVd) = a+ bVd,
oo(a +bVd) = a — bVd.

Definition 31. Let K be a number field of degree n and x € K. The elements

o1(x),02(x), ..., on(x)

are the conjugates of x. The norm of x is defined as

Nigjo(@) =[] oi(»)
=1

whereas the trace of x is defined as

n

Tigole) = 3 oie).

i=1

Example 8. Using the embeddings defined in Example [1, we compute the norm and
trace of of any element in Q(v/d) = {a + bVd | a,b € Q} respectively, we obtain as

follows,

Ngjgla+bVd) = oi(a+bVd) ox(a+bVd) = o —b?d,
TYK/@(a—l—b\/g) = o1(a+bVd)+ oz(a+bV/d) = 2a.

We further list down some properties of the norm and trace.

Theorem 9. [12] Let L be a finite dimensional extension field of N and let x,y € L.
Then Ny n(zy) = Np/n(2)Np/n(y)-
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Theorem 10. [29/[Transitivity of the Norm and Trace] If L C M C N and a € N,
then

(i) Naryp o Nnjv(a) = Nyjr(a)
(i4) Trpr/r 0 Tryag(a) = Tryyr(a)
where o denotes composition of map.

Theorem 11. [71] For any x € K,we have Nk g(z) and Trg q(r) € Q. If v € Ok,
we have Ng o), Tri g(r) € Z.

Corollary 5. The norm Ngg(a) of an element a of O is equal to +1 if and only if

a is a unit of O .

Definition 32. The elements a,b in a ring are called associates if a = ub for some

unit u.
Corollary 6. For an element v in a ring, its associates have the same norm.

Definition 33. Let {w1,wo,...,w,} be an integral basis of K. The discriminant of K
is defined as dg = det[(aj(wi))zjzl]Q.

Theorem 12. [3]] The discriminant dx of a number field belongs to 7.

Theorem 13. [31] Let d be a squarefree rational integer. Then the discriminant dg
of the ring of integers of Q(v/d) is

(1) 4d if d # 1 (mod 4),
(2) difd=1 (mod 4).

The prime factorization of the discriminant provides important information about
ramification. Indeed, the following result that relates the discriminant with the rami-

fication is known.

Theorem 14. [20] Let K be a number field. Let p be a prime in Z. A prime p € Z is
ramified in Ok if and only if p divides dg .

Corollary 7. There is only a finite number of ramified primes.

Proof. The discriminant contains only a finite number of prime divisors. O
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Example 9. Consider the quadratic fields Q(v/3) and Q(\/5). Their discriminants are
12 and 5 respectively. Only 2 and 3 ramify in Q(v/3) whereas the only ramified prime
in Q(\/5) is 5.

Definition 34. Let {01,09,...,0,} be the n distinct embeddings of K into C. Let ry
be the number of embeddings with image in R, and ro the number of pairs of complex

conjugate embeddings with image in C so that
r1 4+ 2r9 = n.

The pair (r1,r2) is called the signature of K. If ro = 0, we have a totally real number

field. If r1 = 0 we have a totally complex number field.

Example 10. For a quadratic field, its signature is either (2,0) or (0,1). In other
words, a quadratic field is either a totally real number field or a totally complex number

field.

In fact, the signature of a number field is related to the following well known theorem

which describes the group of units 0% of Og.

Theorem 15. [21, p.42, Dirichlet’s Units Theorem]| The group of units O} of Ok
is the direct product of the finite cyclic group p(K) and a free abelian group of rank
r1 + 19 — 1 where the numbers r1 and ro are as described in Definition .

Remark 10. Note that the finite cyclic group pu(K) is the group of roots of unity of
K.

Example 11. If d is a positive squarefree rational integer, then the group of units O%
of the real quadratic field K = Q(V/d) is O3 = {-1,1} xC, where C a free abelian group
of rank 1. This implies that there exist infinitely many other units in real quadratic
fields. Except quadratic imaginary fields and the rational field, all other number fields
have strictly positive rank for their group of units. In other words, all other number

fields have infinitely many units except for quadratic imaginary fields and the rational

field Q.

In general a Galois number field is either totally real or totally imaginary which is

proven in the following lemma.

Lemma 1. Let K/Q be a number field that is Galois over Q. Then K is either totally

real or totally tmaginary.
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Proof. For all ¢ € Gal(K/Q), o : K — Q yields an automorphism of K, where
Q is the algebraic closure of Q. In particular, o(K) = K. Since K/Q is a finite
separable extension, by the Primitive Element Theorem, K = Q(6). Then the minimal
polynomial of 6, pg either has a real root or it does not. Moreover, since K is normal

extension, all the roots of py are in K. Assume there is one real root, a and for some
o' € Gal(K/Q), we have

o Q) = Q(a) CR

since 0’ : 6 — «. Hence, K C R.
L]

Definition 35. A number field K is called a CM-field if there exists a totally real
number field F' such that K is a totally imaginary quadratic extension of F'. Clearly all

mmaginary quadratic extensions are CM-fields.

Definition 36. Let {01, 09,...,0,} be the n distinct embeddings of K into C. Arrange
all the embeddings in such a way that for allx € K, o;(z) € R, 1 < i <ry and Ojtry 1S
the complex conjugate of oj(x) for ri +1 < j <1y + 12 We call canonical embedding
o: K — R"™ x C" the homomorphism defined by

o(x) = (61(x), ey 0py (2), Ty 41 (), ovvy Oy 4y (7)) € R™ X C"2.

If we identify R™ x C™ with R™, the canonical embedding can be rewritten as o : K —
RTL

U(l‘) = (0'1(1’), w0y (l‘), %0-7"1+1(x)3 %0-7"14’1 (37)) ey §RO’T1+T2 (l‘)v %UT1+T2 (l’)) e R"
where K denotes the real part and & the imaginary part.

Remark 11. The canonical embedding is an injective ring homomorphism. Thus it
gives an injective map between the elements of a number field K and the vectors of R™

and this will be useful when we construct algebraic lattices.

Next we introduce cyclotomic fields which are well known families of number fields.
We will use cyclotomic fields often in the next chapters. So in the next section, we
recall some definitions and properties of cyclotomic fields which will be needed later

on.
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3.1.5 Cyclotomic Fields

Definition 37. An n-th root of unity denoted by « is a root of the polynomial X™ — 1.
An n-th root of unity is primitive if o # 1 for k =1,2,....n — 1. We denote by (, a

primitive n-th root of unity.

Definition 38. [30)] A cyclotomic field is a number field obtained by adjoining a complex
primitive n-th root of unity, ¢, to the rational field Q. The minimal polynomial of ¢,

over Q divides X™ — 1, so its roots are nth roots of unity and consequently, powers of

Cn-

Remark 12. [30] A cyclotomic field K is a Galois field extension and its Galois group
Gal(K/Q) is isomorphic to (Z/nZ)*. Thus the degree of the field extension K : Q] is
given by p(n) where ¢(n) is the Euler’s phi function.

Definition 39. KT = Q((, + (1) is the totally real mazimal subfield of Q(¢,). Note
that ¢, is a root of polynomial X* — (¢, + ¢, )X +1 =0 over K*. Thus [K : Kt] = 2.
This further implies that [K : Q] = p(n)/2.

Example 12. Q({,) is a CM-field since [Q((n) : Q(Cn + ¢Y)] = 2 and Q(¢n + 1) s
the totally real mazimal subfield of Q((y).

Theorem 16. [33] The rings of integers of Q((,) and Q(Cn + ¢ 1) are Z[¢,] and
Z[Cn + ¢ 1] respectively.

Theorem 17. [2]] Let K = Q({p) and p,q be distinct rational primes, then q is

unramified in K and in fact

(Q)O0k = q1...q¢

with mutually distinct prime ideals q; and each of inertial degree f = f(q;/q) equal to
the order of q in (Z/p)* ,i.e., [ is the least natural number such that

¢ =1 (mod p).

Theorem 18. [6] Let p be an odd prime, v a positive integer and K' a subfield of
Q(¢pr) with [K': Q] = up? ‘where p does not divide u. Then the discriminant of K', up
w((+2)p — )1

to sign, dgr = p

Remark 13. Let p be an odd prime. Since Q((yr) is a Galois field extension whose
Galois group is isomorphic to (Z/p"Z)*, a cyclic group, it is well known that there is

one-to-one correspondence between the subfields of Q((yr) and the divisors of (p—1)p"—1
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3. WIRETAP CODES FROM IDEAL LATTICES

which is the degree of Q((pr) over Q. Thus we can notice that u from the above theorem
is a divisor of p—1 and j < r — 1. Furthermore, all subfields of Q((pr) are Galois
extensions and by Lemma each subfield of Q((yr) is either totally real or totally

1maginary.

Theorem 19. [35] For p prime, the discriminant of Q((pr) is +pP" T (r=r=1)  yhere

we have — if p" =4 or p =3 (mod 4), and we have + otherwise.

Example 13. K = Q(¢;): For any prime q other that 7, using Theorem
¢ =1 (mod7)

giving a way to calculate the inertial degree f of q.

e Case I:
g=1 (mod 7), we obtain f =1 which implies a totally split prime.

o (Case 2:
g =3,5 (mod 7), we obtain f = 6 which implies an inert prime.

e Case 3:
q=2,4,6 (mod 7), we obtain f = 2,3 which implies a non-totally split prime.

We list down some small primes based on their ramification.

o Inert primes: 3, 5, 17, 19, 31
e Split primes: 2, 11, 13, 23, 29, 37, 41

e Ramified primes: 7 (By Theorem and Theorem

3.2 1Ideal Lattices

With the tools from algebraic number theory and lattice theory from the previous
chapter, we are ready to study the lattices obtained from algebraic number fields. We
refer to those lattices as “algebraic lattices”. We introduce the definition and properties
of ideal lattices and provide some examples of such lattices. Finally we introduce ideal

lattice codes that address the main problem of this thesis.
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3.2 Ideal Lattices

3.2.1 Definitions and Properties

To begin with, we introduce algebraic lattices using the following theorem.

Theorem 20. [71] Let {w1,wa, ...,w,} be an integral basis of a number field K. Recall
that o is the canonical embedding as defined in Definition |36, The n vectors v; =
o(w;) € R", i = 1,....,n are linearly independent over R™, so they define a full rank
lattice A = A(Og) = 0(Ok).

We express the lattice A = o0(Of) using its generator matrix M’ as

A={x=MNX eR"|XxeZ"},

where M’ is given explicitly by

T
or(wi) ... op(w1) Roppi(wi) Sopqi(wi) o0 Rorgpry(wi)  Sop e, (w1)
or(wz) ... or(w2) Roppi(wz) Sopqi(w2) .00 Ror4r(w2)  Sop4r, (w2)
o1(wn) ... Ory (wn) §Rf’n +1(wn) Sory +1(wn) ... ROy 41y (wn) SOy +ry (wn).

Thus a lattice point x € A C R"” is of the form

X = (@1, 02, ooy Ty s Ty b1y ey Try2r9)
n n n T
= ( )\iol(wi), ceny Z )\ﬂRUTl+1(wi), ceey Z )\i%O—T‘1+7‘2 (wz))
i=1 i=1 i=1
n n n
= (01X Niwi)s ey ROy 11 (00 Niw;)y ooy SOy 1 (30 Nwi))T
i=1 i=1 i=1
= (01(2), s ROp 11(2), oy SOpy 1y (2))T
_ O.(:E)T

for some \; € Z and z = Z Aiw; an algebraic integer. This establishes a correspondence
between a vector x € R"l:a;d an algebraic integer x € Og.

Thanks to the existence of an integral basis of K, we can embed Og into R™ and
construct algebraic lattices. There are other subsets of Ox which also contain a Z-
integral basis of same rank as Og. They are the ideals of O which are described in

the previous section.

Theorem 21 ([31], p.115). For a given number field K, every ideal I # {0} of Ok has
a Z—basis {1, ..., im } where m is the degree of K.

Instead of using the whole ring of integers to build algebraic lattices, we consider
ideals of the ring of integers and use them to construct ideal lattices. In a sense, ideal

lattices are generalized versions of algebraic lattices.
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3. WIRETAP CODES FROM IDEAL LATTICES

Definition 40. Let K be a CM —field. An ideal lattice is an integral lattice A = (3, q,,)

formed by an Ok -ideal I and a positive definite symmetric bilinear form q.:
QoI XTI =7, qa(z,y) = Trgglary), Va,yel

where o € O s totally positive (i.e., o;(a) > 0 for all i) and y denotes the complex

conjugation of y.
o (integral lattice): qo(x,y) € Z, Vr,y € J.
e (positive definite): qo(x,z) >0, Vo €T\ {0}.
e (symmetric bilinear form): qo(z,y) = qu(y,z), Vr,y € J.

In particular, when K is a totally real number field, we obtain an ideal lattice A = (7, qq,)

by having qo(z,y) = Trg g(ary), Yo,y €J.

Remark 14. The element o has a “twisting” effect which is useful to obtain different
types of lattices over the same ring of integers. In fact, o could be taken outside Ok
under different conditions, but the case where a € Ok is enough for our purpose. By
adjoining a twisting element « to the embeddings, the generalized version of a canonical

embedding, called twisted canonical embedding o, : K — R", is introduced, namely

aa(:rr)T = (Va101(x), ..., /O 0py (T)y /Oy 11RO r 415+ ooy /Oy 113 SOy 41 (ZL'))T

where a; = o;(a), i = 1,2,...,71 + 12 and (r1,r2) denotes the signature of K.

If {p1, ..., upn} is a Z-basis of J, by applying the twisted canonical embedding, the
generator matrix M’ of the corresponding ideal lattice Ay = {x = M"A|\ € Z"} is

given by
voroi(pa) .. eror (pn)  emaRor 4a(pn) - /O e S0 4 (1)
M = varoi(u2) ... VAr1Ory (p2) vV Qryr1Rory 1 (n2) - VO 41580 4y (k2) (3.1)

Varoi(pn) oo Gror (Bn) @R 41 (Bn) e O g SO 4y (fin)

where oj = 0j(a), for j =1,2,...,m1 +ra.
Remark 15. One easily verifies that the Gram matriz (M) M" is given by
{Tric/o(o pirtg) =1

Also notice that M’ as obtained earlier on is a particular case of M" by taking o = 1
and J = O.
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3.2 Ideal Lattices

Theorem 22. [1] The volume vol(Ay) of the lattice Ay = (J,q4) is
vol(Ag) = det(Ag)"/? = det({Tr g wiw;) =) = (Ni /(@) Nk g (9)?|dx )1/
where di is the discriminant of K.

Remark 16. It is worth to recall that the discriminant is related to the ramification.
Thus the above theorem indicates that the volume vol(Ay) of the lattice Ay in turn

depends on the ramification.

Theorem 23. [30] Let di be the discriminant of K, let O be the ring of integers
of K, and let I be a non-zero integral ideal of Ox. Then o(O) and o(J) are lattices.

Moreover,
VOI(O'(OK)) =2""2y/ ‘dK’ and VOl(Aj) =272y ’dK‘NK/Q(J)
where ry is the number of pairs of complex conjugate embeddings with tmage in C.

The ramification in a given number field thus influences the possible volumes that
a lattice over this number field can take, which then gives a necessary condition for the

existence of a lattice , as illustrated in the following examples, to find the Z™ lattice.

3.2.2 Some Examples of Ideal Lattices

For K = Q(V/5) of degree 2, its ring of integers O is Z[1+2‘/5]. Let 01,02 be the two
real embeddings which are the identity and the conjugation mappings respectively of
K. We will assume J = O. Furthermore, we have dg = 5 and obtain the necessary

condition

N(a)-5=c?

where c is an integer for obtaining the Z? lattice. Notice that the Gram matrix G is
the identity matrix for Z2.
To look for a suitable o € K whose norm is 5, we look at the prime p above 5 and

take
1+5

a=3-— 5

€p.

(3 H5)(3 - 158) =5.

To verify its norm, N(«a) = o1(a)oz(a) =
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By taking I = O, a = 3 — H'f and by applying the twisted canonical embedding,

the lattice generator matrix M is given by

Y @) ZIONRY
Voi(a)o (A 02(0[)02(12‘/5 '

Next we compute the Gram matrix G = MT M as follows,

o o1(a) + oa(a) 1 (a8 4 oy (alH3) _ ( 5 0)
o1(a258) + op(ay) o1 (a(155)%) + oa(a(1H5)?) 05)

2

By normalization, we obtain the Z? ideal lattice built over Ox = Z[H'Q‘/g] with

. . L
lattice generator matrix \/EM .

Remark 17. In general, although we have a necessary condition from Theorem[23 for
obtaining 72 lattices, that is N(a)N(9)?|dk| = c?, it is not sufficient to guarantee that

the lattices obtained are equivalent to a scaled version of 7?2 lattices.

Now we consider the construction of ideal lattices on Q((p + ¢, 1Y which is of degree
p%l over Q. We have J = O = Z[(p + ¢, '] (Theorem |16 .i and dg = p'2 =y (Theorem
18).

Before we illustrate the construction, we have the following lemmas.

To obtain the Z" ideal lattices, we will find a suitable « based on the necessary

condition derived from Theorem [23| namely

p—3 p—1

N(I)N(a)|ldg| = N(a)pz =p 2.

Observe that N(«) has to be p. In order to find N(«) of norm p, we will make use of

the following lemmas and the transitivity of norm from Theorem [I0]

Lemma 2. The p"th cyclotomic polynomial of Q((yr) denoted by V,(X) equals to
2 42 b+ 1 where t = XV

Proof. Proof by induction and using the fact that X™ — 1 = [ ¥4(X). Applying
d|n
Eisenstein’s criterion to verify its irreducibility.

Lemma 3. For any prime power p", NQ(Cpr)/Q(l —Gpr) =
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3.2 Ideal Lattices

Proof. First, let p(X) = ¥, (X), thus p(1) = p. The Galois conjugates of (,r over Q
are exactly the powers of (% as k runs through (Z/p"Z)*. On the other hand, p(X)
can be expressed as [[(X — C;fr). Hence, Ng(¢,»)/0(1 — Gr) =101 - C}I,fr) =p(l) =p.
k k
O

Since we consider r = 1, we notice that Ng(c,)/q(1 — (1’;) =pfork=1,..,p—1and
further compute that NQ(CerCpA)/Q(l - C}';) =(1- C{;)(l - C;f,l).

Proposition 2. [25] Consider a = (1 — (,)(1 — (p_l) and x,y € O,

1 _
A = (O, ~Trg g(ary)) is equivalent to 7'
p

Proof. Using the trace from Definition |31|and taking o;(ex) = Il,k +¢, Ik as embeddings
p—1
of K into C, compute Trg g(ae;e;) where {e; = C;f + Cp_k}kil. The Gram matrix
obtained is the Gram matrix of the lattice Z"2" after taking the new basis {e],...,e},_. },
2

where €/,_, = ep and ), = ex + €} 1, k:1,2,...,¥.[25] dJ

2
3.2.3 Ideal Lattice Codes

In the previous chapter, we introduced the transmission of wiretap lattice codes over
fading channels and summarized their code design criterion. Now we want to refine the
code design criterion when ideal lattices codes are used, both in terms of reliability and
secure transmission. Let us start with reliability. Recall from [3], [25] that the main
code design criterion for reliability is to maximize the diversity of the lattice, which is
to obtain low error probability for Bob.

Using the generator matrix M” of the lattice A = 04/(J) from (3.1), a lattice point

x from an ideal lattice is of the form

X = (V Q101 (SU), oy QU Oy (l‘), vV O‘T1+1§RUT1+17 SRRV aT‘1+T2SUT1+T2 (x))T
n
where z = Y~ A\ju; and \; € Z.
i=1
Remark 18. Recall that there is an injective map between a lattice point x € A =
n
(J,94) C R™ and an algebraic integer x = Y A\jp; € I C Ok, N\j € Z, where {1, ..., pun}

i=1
is a Z-basis of J.

Lemma 4. If x = (21, ...,x,) € R" is a non-zero vector from ideal lattices constructed

over Ok, then all its components are non-zero as well.
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Proof. If z; = /& O'J(Z Aip;) = 0 for some j, then Z Aipy; = 0 since /a; > 0.
=1
This further implies that every x; must be zero since o; is ring homomorphism. This

contradicts the assumption that x is a non-zero vector. ]

Theorem 24. [3] Ideal lattices exhibit a diversity
L=r1+mrs.

Corollary 8. Ideal lattices built over totally real number fields (that is with signature

(ri,r2) = (n,0)) have mazimal diversity L = n.

Remark 19. Corollary[8 shows that ideal lattices constructed over totally real number

fields give full diversity lattices, the first design criterion for reliable transmission.

Next we consider the code design for confidentiality. The code design for confiden-
tiality over fast fading channels as described in the previous chapter, when choosing
Ay and A, C Ay to be ideal lattices from a totally real number field K of degree n,

becomes

Z lel?’ - Z H\/@,Q

XEANR,xF#0 x; 70 z€INR’ x#0 1=1

_ (3.2)
acEfJﬁfR’,ac;éO (\/W\NK/Q(UC) )3

since x = (21,...,2,) = (Vaio1(z),. .., J/ano,(z)) for some x = > | \ipt; € J, and
R’ is some subset of J corresponding to R. In this thesis, we will further consider
the case where K is a Galois extension, and J is a principal, to start with (in whole
generality, a Galois extension is not needed to build an ideal lattice, and the ideal does
not have to be principal). In that case, z € J = (8)Ok, Nk q(r) = Nk ,o(B8) Nk /g(')

for some 2’ € Ok, and we see from (3.2 that the sum which becomes of interest is

! (3.3)

2€0 1 B,z 40 [Nijo(@)l?

We write B to emphasize that we are interested in finite sums, ideally B should be
computed as a function of R, though that may not always be easy to do.

It is worth repeating that since A, is a sublattice of Ay, both lattices will be obtained

as ideal lattices over O . This is consistent with the design of Ay, since this lattice will

also benefit of the full diversity property coming from choosing K totally real, and full
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diversity is indeed the design criterion for reliability over fast Rayleigh fading channels

as explained above.

Remark 20. It is important to keep in mind that we are comparing two coding strate-
gies via , and for such a comparison to make sense, lattices Ao of same volume
should be compared. In particular, choosing an ideal of big norm is not a valid strategy,

since it essentially inflates the volume of the lattice considered.

In summary, we refine the code design criterion for fading channels using ideal
lattices and translate it into a sum of inverse of algebraic norms in number fields as the

following.

For fast fading channels, we want to minimize
1
3
z€0NB,z#0 |NK/Q($)|

where B denotes finite constellations.

For block fading channels, we want to minimize

1
Z 3.4)
N, N+2 (
x€ONNB x#0 [Nk o(lIx[])]

where x = (z1,...,xn), z; € Ok.

Remark 21. We will focus on the case of fast fading channels, which is analysed in next
chapter. We will not study the case of block fading channels in term of minimization

of (.4), however coset encoding for block fading channels is discussed in Section [5.4]
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Chapter 4

Ideal Lattice Codes for Fast
Fading Wiretap Channel

Recall from the previous chapter that the code design criterion for wiretap ideal lattice

codes is the minimization of the following finite sum of inverse of algebraic norms,

1
2 Neg@P -y

€0 NB,x#0

where K and O denote a number field and its ring of integers respectively. Note that
the finite region B ensures that the sum is finite. The minimization of similar sums
have been looked at in the context of the Diversity Multiplexing Trade-Offs (DMT)
[32].

In this chapter, we focus on the design of ideal lattices codes over totally real number
fields for fast fading channels by identifying the number field parameters that minimize
the sum in .

From the sum in , we can observe that the dominant terms are the units of K
(which have norm £1) and algebraic integers with small norms. The density of units
of a number field K is described by the regulator of K whereas those algebraic integers
with the absolute value of norm at least 2 will depend on the ramification in the number
field K and as well the density of units since those associates of algebraic integers share
the same norm by Corollary [] One code design criterion for reliable transmission is
to consider number fields with small discriminants. As most number fields with small
discriminants have class number one, we restrict our study to number fields with class

number one. Note that the correlation between small discriminants and class number
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4. IDEAL LATTICE CODES FOR FAST FADING WIRETAP CHANNEL

one is deduced from the class number formula. This explains why we only consider the
case of class number of K, hi = 1.

We begin with the effect of algebraic integers with small nonunit norms which is
described by the ramification in Section [4.1] Then we focus on the units and regulator
in Section and analyse the effect of a regulator on the sum which is to be
minimized over different number fields. Finally we present numerical results from the

analysis of the previous sections in Section [£.3]

4.1 Small Norms

To analyse the effect of the ramification of prime numbers, we start with the following

example.

Example 14. Consider the following two totally real number fields, K1 and K,

1. Number field Ky,

(a) K1 = Q(Ci6 + (i), where Cig is a primitive 16th root of unity.
(b) K1 Q] = p(16)/2 = 4.

(¢) The ring of integers Ok, = Z[Ci6 + (g |-

(d) The discriminant, dr, = 2048.

(¢) It contains elements of norm 2 (in particular (1 — Ci6)(1 — (') has norm
2). We take as an integral basis v; = (16 + (i)’ i = 0,1,2,3 and B(b) =
{Z?:O a;vi, a; € [—b, ceey b]}

2. Number field Ko with the minimal polynomial X* — X3 —5X2 4+ 2X + 4,

(a) [K2 : Q] =4.
(b) The discriminant dg, = 2225.

(c) We take as integral basis (computed numerically) p; = 6, i = 0,1,2 and
iz = (0 + 62 +63)/2, with B(b) = {32°_, aipsi, ai € [=b,...,b]}.

Elements of small norms as well as for different choices of B(b) are computed
numerically using Sage and shown in Table 4.1 We observe that Ko gives smaller
sums for the three choices of b, despite having a larger number of units every time
(11, x] refers to = elements having a norm whose absolute value is 1). This illustrates

the weight of the elements with the absolute value of norm 2 in the sum, and the fact

40



4.1 Small Norms

Table 4.1: The sum (3.3) is computed for K, (in the 2nd column) and K (in the 3rd
column) for different values of b (in the 1st column). We observe that K, gives smaller
sums, despite a higher number of units (in the 4rth and 5th columns, [z,y] refers to the

number of elements y with norm in absolute value equal to x).

b H K; ‘ Ky H small norms in K3 ‘ small norms in Ko ‘
b=4 | 133.00 | 130.43 [1,120],[2,92],[4,84] [1,128],[4,152]
b=28 || 281.71 | 269.68 || [1,252],[2,212],[4,178] [1,264],[4,354]

b=15 | 491.07 | 479.09 || [1,438],[2,378],[4,320] [1,468],[4,690]

that they may not be neglected. Furthermore, elements of norm up to 4 are enough here
to describe the behavior of the sums. For instance, for K1 and b =4 (but this is true

for every case)

2 4
120 + 27) + % =120+ 11.54 1.3125 = 132.8125 ~ 133.

These two fields were chosen for a fair comparison, since they are both totally real,
have the same degree, and discriminants close to each other. To make things even
more complicated, the above computations are sensible to a choice of integral basis. For
example, for Ko, another integral basis is {1,(0 + 0 + 63)/2,02,03}, which yields as
small norms [1,96],[4,120] and sum 97.90 for b = 4, [1,226], [4,290] and sum 230.61
for b =8 and [1,414],[4,566] with sum 422.99 for b = 15.

This example illustrates the role that elements of smaller nonunit norms may play
in understanding . With the help of ramification theory of number fields, the
approach that we will thus adopt is to analyse the behaviour of norms and further to
identify number fields with no element of smaller norms.

Let p be a rational prime, then clearly p belongs to the principal ideal pOg, and by

considering the prime factorization of pO g, we have
g g
N(pog) = N([]#i) = [[ N = INksop)| = p"
i=1 i=1

where all p; are distinct prime ideals. If K is Galois, recall that pOx = [[7_; p¢, that
is e; = e for all 3.

In particular, if p is totally ramified (¢ = 1 and e; = n) or if p totally splits (g =n
and all the ramification indices are 1), then

N(p)" =p", or [[N(p:) =p"
i=1
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shows the existence of an ideal above p of norm p. If this ideal is principal, then the
generators will have norm p. This argument shows how to find elements of norm p.
On the other hand, when e = g = 1 (such a prime p is called an inert prime), this
will force the smallest norm involving only the prime p to be at least p”. Indeed,
suppose that there exists an element € Ok whose norm is p’ for some positive j.
Then N(zOx) = [Ng/g(z)| = p’ and by definition |0 /zOf| = p?, which shows that
p’ C 20k, thus pP? O C 20k and 20k |p? Ok. Since pO is prime (e = g = 1), it must
be that 2Ok = p? O for some j' < j, and N(z0g) = N(pOK)j/ = p"’, showing that
Jj=n.

4.1.1 Maximal Real Subfields of Cyclotomic Fields

Let (, denote a primitive pth root of unity, and consider the cyclotomic field Q((p).
Recall from Chapter 3, it has degree p — 1 over Q, and its maximal real subfield
Q(¢p + ¢ 1) has degree (p — 1)/2 over Q. They have respective rings of integers Z[(,)]
and Z[(, + ¢, ']. The ramification in Q((,) is well understood from the theorem
Since we will be looking at subfields of Q((,), it is useful to remember that the

ramification and the residual index satisfy transitivity, namely

e(ar/q) = e(qar/ar)e(arx/q), flar/a) = flar/dax)f(ax/q), (4.2)

for the tower L/K/Q and qr, a prime above qg, and qx a prime above q.
Consider the special case when p = 2p/ + 1, with p’ a prime. It is then easy to make

sure that small primes stay inert in Q(¢, + ¢, h.

Lemma 5. [26] Suppose that p = 2p' 4+ 1, where both p and p' are prime (such a prime

p' is called a Sophie Germain prime). Then the primes smaller than p are inert in

Q¢ + C;l)-

Proof. Let g be a prime smaller than p. By forcing p = 2p/ +1 with p’ prime, the degree
of Q(¢p + Cp_l) is now p’ over Q. Since

P =e(ai/9)f(a:/0)g(qi/q)

for every prime q; above ¢ and e(q;/q) = 1 when ¢ is distinct from p (if e(q;/q) > 1, then
by transitivity (4.2)) ¢ should ramify in Q((,)), we deduce that either (1) f(q:;/q) =1
and g(a:/q) = p', or (2) f(a:;/q) = p’ and g(qi/q) = 1. Suppose f(q:/q) = 1 and
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9(49i/q) = p/, by applying the transitivity of the residual index in Q((,) and Theorem
either ¢ = 1 (mod p), or ¢> =1 (mod p).

The former case cannot happen if ¢ is smaller than p.

The latter case is also impossible. Here are two reasons why this is the case.
Firstly: ¢> = 1 (mod p) means that ¢ is an element of order 2. But in the cyclic
group (Z/pZ)*, generated by some element a, the elements of order 2 are of the form
a® with (p—1)/ ged(p—1,k) = 2, that is 2p’/ gcd(2p', k) = 2, implying that k& must be an
odd multiple of p/, that is k = p’. Now this element of order 2 has to be a? = p—1, since
(p—1)2=1 (mod p). Alternatively: ¢*> =1 (mod p) is equivalent to (g—1)(¢g+1) =0
(mod p), that is p divides (¢ — 1) or (¢+ 1). But ¢ < p so p cannot divide (¢ — 1), and
p cannot divide g + 1 either, since p — 1 is even.

This shows that f(q;/q) = p' and ¢ is inert. O

Example 15. Consider Q((23), with 23 = 2 - 11+ 1. The primes 2, 3, 5, 7, 11, 13,
17, 19 are all inert in Q(Caz + (o3')-

We could extend this technique to consider a totally real subfield K of Q((,) of
degree [K : Q] = p/, when p = mp’ + 1. Indeed, the Galois group of Q(¢,)/Q is
isomorphic to (Z/pZ)*, that is, it is a cyclic group of order p — 1 = mp’. Let us denote
by o its generator. Then ot generates a subgroup of order m, to which corresponds
a subfield K = Q(Cp)<‘7p/> which is fixed by (67'), which is of degree p’ over Q. Since
p’ is prime, the same argument as in the proof of Lemma [5| shows that if ¢ is a prime

different from p, then ¢ cannot ramify. Either it is inert, or it splits totally.

Example 16. Consider Q((g7), with 67 = 6 - 11 + 1. Let o be the generator of the
Galois group of Q(Ce7)/Q. The subgroup (o) has order 6, with corresponding fived
field K, which is totally real and of degree 11 over Q. Its minimal polynomial is Xt —
X10—30X9+63X8+220X7 —698X° —101X5+1960X* — 1758 X3 + 35X % + 243X +29.

Since

11 = f(ai/q)9(ai/q)

we have that f(q;/q) is either 1 or 11. Let us assume that this is 1. Using the transitivity

formula
flar/a) = f(ar/a:)

thus f(qr/q) is either 1, 2, 3, or 6, with L = Q({e7). A direct computation using
Theorem shows that 2, 7, 11, 18, 17, 19 and 23 are inert. On the other hand,
293 =1 (mod 67).
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Figure 4.1: The cyclotomic field Q({,) with p prime and its subfield of degree (p —1)/f
for f a divisor of p — 1.

L=QC) 2ax10L=4qr1 " qdLs
Gy

K = Q(Cp)<"f> 2¢Ok =4qK1- " 9Kr
e=(p—1)/f | G/Gy

Q

Remark 22. Note that number fields considered in both Examples 15 and 16 are com-

parable since they have the same dimension over Q.

4.1.2 Other Totally Real Subfields of Cyclotomic Fields

We next consider more generally totally real subfields of Q((,), with p a prime. As
recalled earlier, the Galois group of Q((,)/Q is isomorphic to (Z/pZ)*, that is, it is a
cyclic group of order p—1. Let us denote by o its generator. If fl[p—1,sete = (p—1)/f.
Then o/ generates a subgroup of order f, that we denote by G #, to which corresponds
a subfield K = Q(¢,)(") which is fixed by G; = (o¥), which is of degree e over Q
(see Figure . The Galois group of K/Q is the quotient group G/Gy. Let ¢ € Z be
a prime, g # p, and let qxg € O be a prime lying over ¢, and q; € Op be a prime

lying over qx. The decomposition groups Dy, of qx and Dy, of qr are respectively,

the

by definition, the groups
Dy, ={0 € G, oar) = ar}, Doy = {7 € G/Gy, T(ax) = ax’}-

Using the orbit-stabilizer theorem and since the Galois Group acts transitively on its

set of prime ideals,

9(ax/q) = [G/Gy : Dyl =7, glar/q) =[G : Dy, ] = s

giving us a way to determine whether = 1 (that is ¢ is inert in K') using decomposition
groups. Now let Q(CP)D 1 = LPiL be the subfield of L fixed by Dy, . Since ¢q cannot
ramify in L, e(qr./q) = 1 and

p—1=flar/a)g(ar/a) = [L : LP][L7 : Q] =Dy, |G/ Dy, |
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showing that |Dy, | = f(qz/q), that is, D(qz) is a subgroup of the cyclic group G = (o)
of order f(qz/q), which is the order of ¢ (mod p) (by Theorem [I7). We are then left
to compute g(qx/q) = [G/Gy : Dq,] = r, that is the index of the subgroup generated
by the image of ¢ in G/G ¢, which can be computed to be (p — 1)/lem(f, f(qr/q)). In

summary:

Proposition 3. [27] Let K be a subfield of Q((p) for p a prime, and let ¢ # p be a
prime. Suppose that [K : Q] = (p — 1)/f, for f some divisor of p — 1. If the least
common multiple of f and of the order of ¢ (mod p) is p — 1, then q is inert in K.

Since we are interested in comparing different number fields, we will start by looking
at fields of degree 5. For that, we will apply this proposition on subfields of the
cyclotomic fields Q(¢,) with p = 2m + 1 and 5|m. Indeed, in this case, its maximal
real subfield has degree m, and we will find a suitable subfield. This gives us p €
{11,31,41,61,71}.

Example 17. The prime 3 splits in Q((41) since f = 8 and the order of 3 (mod 41)
is 8, thus g(qx/3) = 5.

Example 18. The prime 2 is inert in Q((31) since f = 6 and the order of 2 (mod 31)
is 5, thus (p — 1)/lem(6,5) = 1. Similary, 3 is inert, since the order of 3 mod 31 is
30. On the other hand, 5 splits, since the order of 5 (mod 31) is 3 and g(qx/5) =
30/lem(3,6) = 5.

Similar computations show that 11 and 23 are the smallest primes which are not
inert in Q((g1) and Q((71) respectively.
Among those totally real fields with inert small primes, we now look at those with

small number of units as considered next.

4.2 Units

As mentioned, the units are dominant terms for the sum . In order to understand
the density of units, we will introduce the regulator of number field K as described in
the following.

Let K be a number field of degree d and signature (r1,72). Set r =71 +ry — 1. Let

w be the number of roots of unity in K.
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Table 4.2: Some totally real number fields K with their small primes and regulator. The
first column describes K as a subfield of a cyclotomic field Q(¢,), the second column is
the regulator R, the third column is the minimal polynomial of K, and the fourth column
gives the first small prime which is not inert.

KcQ) R p(X) primes
Q(¢11) 1.63 XP 4+ X —4X3-3X24+3X+1 11 ramifies
Q(¢s1) 30.37 X5 —9X* +20X% —5X% - 11X — 1 5 splits
Q(Ce1) 93.768 X5 4+ X1 —24X3 —17X? + 41X — 13 11 splits
Q(¢r1) 70.611 X5+ Xt —28X% +37X% + 25X +1 23 splits
Q(¢23) 1014.31 XM 4 x10 _10X° —9X® +36X7 + 28X°6

—56X° —35X* 4 35X3 4 15X2? —6X — 1 23 ramifies
Q(Ce7) 330512.24 X' — X' _30X° 4+ 63X® +220X7 — 698X

—101X5° +1960X* — 1758 X + 35X 2 + 243X +29 29 splits

Definition 41. [} Let {e1,...,e,} be a basis for the group of units modulo the group
of roots of unity. The requlator of K is

R = | det(log |oi(ej)])1<i j<rl,

where |o;(e;)| denotes the absolute value for the real embeddings, and the square of the

complex absolute value for the complex ones.

To associate the regulator and the number of units, the best known bound on the

number of units is given in the following.

Theorem 25. [§] The number of units U(q) such that maxi<;<q|oi(u)| < ¢ in K is

given by

w(r+1)" - r—1—(cR2/™)~
U(q)—(Rr!)(logq) +O((log q) =R/

as ¢ — oo and ¢ = 6-2-102d°(1 + 2log d).

We might use this result on U(q) to evaluate the amount of units in the region B of
interest, that is of elements of norm 1 in , since one can always take the maximum
of maxj<i<q|o;(u)| over every unit in B to define ¢q. Since we focus on totally real
number fields, w = 2 (the only roots of unity are £1), ro = 0 and 7 = d, so that
r = d — 1. Thus the regulator is the only factor that distinguishes two totally real
numbers of same degree.

However, we note that the results on regulators of number fields are not easily found.

To have a sense of the range to which regulators belong, we compute numerically
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regulators corresponding to totally real number fields identified earlier as having all
their small primes inert (we discard Q((41), see Example . Note that the numerical
computations are not obvious either, since they require units computations, which are
lengthy, when the degree of the number fields increases. Examples of number fields
can be found in Table [£:2] where we recall the smallest prime which is not inert, as
computed in the previous section. We observe that maximal real subfields have very
small regulators. Note that all number fields of degree 5 and 11 in Table [£.2] are totally
real by Lemma 1| and their signatures of number fields.

The case of degree 5 shows that the choice of the regulator is making a huge differ-
ence, since the dominant term for U(q) is

254 4 625

625 4

yielding respectively
~ 0.4(log q)*, ~ 32(logg)*

for the smallest (1.63 for Q(¢11)) and biggest (93.768 for Q({s1)) regulators shown in
Table

Theorem is an asymptotic result, holding for a region defined by ¢, when ¢
grows to infinity. In our scenario, we are on the contrary interested in small regions,
corresponding to the signal constellation transmitted. In order to get a sense of how
valid it is to use this bound to evaluate the density of units in the regions considered,
we computed for B(6) for the number fields of degree 5 of Table We observe
that the regulator predicts very well which number field is giving the smallest sum:
when the regulator increases, the sum decreases. The difference between the smallest
and biggest sum is also huge (roughly of a factor of 30), though not as huge as predicted
(roughly of a factor of 80). Other experiments with other integral bases gave variations
of the above results, but with the same overall behavior. Since the discriminants of the
number fields considered are needed to normalize two lattices to have the same volume,

the discriminants are also indicated in Table [£.3

Remark 23. Elements of small norms have the biggest contributions to these sums.
We first narrow down our study to number fields where small primes are inert, to
prevent the existence of elements of small norms. This is motivated by examples of

fields where elements which are not units but have small norms contribute as much as
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Table 4.3: Some totally real number fields K with their small primes, discriminant dg,
regulator and class number hg. The first column describes K as a subfield of a cyclotomic
field Q(¢p), the second column is the regulator R, the third column is discriminant dgx of
K, and the fourth column gives the first small prime which is not inert. The last column
computes (3.3) for B(6).

KcQ(g) R dx  hg primes for B(6)
Q(¢11) 1.63 11* 1 11 ramifies 1352.66
Q(¢s1) 30.36 31* 1 5 splits 90.22

Q(¢61) 93.768 614 1 11splits  44.12

Q(¢r1) 70.611 7141 23 splits 60.01

Q(C23) 1014.31 2310 1 23 ramifies

Q(¢e7) 330512.24 679 1 29 splits

the units. Then, among these number fields, those with less units are identified through
their regulator. Current bounds on the requlator seem to characterize the behavior of
the sum of inverse norms, even for small constellation sizes. This gives a first set of

number fields candidate to provide good lattice wiretap codes.

4.3 Numerical Results

In this section, we provide some numerical results, to get some intuition on the be-
haviour of the sum of inverse of algebraic norm (4.1). We start with quadratic fields,

since they are the number fields best understood.

4.3.1 Quadratic Fields

To look at the effect of the regulator on the sum , we do some numerical ex-
periments with quadratic fields. We use the MATLAB software to compute the sum
based on different finite regions of lattice points in quadratic fields. The pro-
gram represents algebraic integers as lattice points on the 2-dimensional Cartesian
plane as shown in Figure Note that B in the sum from is assumed to be
the square grid centered at the origin of different sizes. See Table [1.4] for an example
of MATLAB code for O, the ring of integers of Q(v/d) for a squarefree d. Recall
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from Theorem Y Ox = Z[Vd] = {a + bVd |a,b € Z} if d # 1 (mod 4) whereas
O = Z[HY9] = {a+ b4 |q b Z} if d =1 (mod 4).

Figure 4.2: Lattice points - The grid points represent lattice points.

Remark 24. When we run seriessum(r) on MATLAB for some positive values of
the integer r, the above algorithm steps will compute the sum over all algebraic
integers within the square grid centered at the origin of size r where the coordinates of

both azxes of the Cartesian plane range in [—r,r] respectively.

Example 19. Using the algorithm, we plot the graphs for the sum over Gaussian
integers and Eisenstein integers within square grids centered at the origin of size r where
r is at most 50, in Figure [{.5 and Figure [{.4 respectively where both of these number
fields contain finitely many units, namely the units of Gaussian integers are +1, +i
whereas the units of Eisenstein integers are +1, 4w, +w? where w = _1%‘/?3 — %
Since the rings of integers of Gaussian integers and Eisenstein integers contain only
4 and 6 units respectively, both sums converge even when the square grids contain all
units. In both cases, most of the weight of the sum is reached when r = 5. The sum is

smaller for Z[i] which can be easily explained by the number of units.

Thus compared to Z[i], Z]|w] has more weight in terms of units but less in terms of
non-units elements. Next we have an example from real quadratic fields where their

number of units are infinite.

Example 20. Modifying the algorithm, we plot the graphs for the sums over Z[v/2]
and Z[HT‘/“F’] within square grids centred at origin of size r at most 50 based on with
only units, without units and the whole ring of integers in the Figure[4.5 and Figure[{.0
respectively. From the figures, clearly the units weight more.

Furthermore, we compare that for a same r, the sum over Z[\/i} is smaller than
H2)

the sum over Z] . By computation using Sage, we note that the requlator of Z[ﬂ]
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Table 4.4: An example of MATLAB code for O, the ring of integers of Q(v/d) for a
squarefree d.

function y = seriessum(limit)

a = zeros(2*limit+1);

b = zeros(2*limit+1);

for i = -limit:1limit
a(i+limit+1,:) = -limit:limit;
b(:,i+limit+1) = (-limit:1limit)’;

end

N=a."2+b."2; % Norm of Gaussian Integers.
S=1./N."3; ¥ Replace N by the norm of ring of integers of
% different quadratic fields. For example,

% norm of Eisenstein Integers is a. 2+b."2+a.*b.

S(isinf(S)) = 0;
y = sum(sum(S));

Figure 4.3: Imaginary Quadratic Field 1 - The sum 1} based on Gaussian integers.
The contribution of non-units clearly is less that 1, (= 0.66) for r < 50.
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B.25
Sum (1)
6.2

615

6.1

B0

a ) 10 15 20 25 30 3% 40 45 50
r

Figure 4.4: Imaginary Quadratic Field 2 - The sum 1) based on Eisenstein integers.
The contribution of non-units elements is ~ 0.36 for r» < 50.

equals to 0.88137 and is larger than the regulator of Z[1+27\/5] which equals to 0.48121.
This provides some beacon for the effect of requlator on the sum . Indeed, we

expect the larger requlator to give a smaller sum which is numerically confirmed.

4.3.2 Cyclotomic Fields

After quadratic fields, the next best understood number fields are cyclotomic fields. We
present some numerical computations of number fields from the family of cyclotomic
fields in Table where the regulator of the number fields and the ramification of
prime numbers are given.

In Table we classify cyclotomic fields of same degrees into groups, then we
compute their regulators and study the ramification of prime numbers so that this
information can be utilized to evaluate how large the range of regulators can be, given
the degree. For cyclotomic fields with the same degree, for a very small range of
regulators among those number fields, the ramification of prime numbers may weight
more.

Finally, we present next in Section [£.3.3] some numerical results on totally real

number fields of degree 3 which are obtained from cyclotomic fields.

4.3.3 Totally Real Number Fields of Degree 3

Let p be an odd prime and denote ¢, be a primitive p—th root of unity of the cyclotomic

field K = Q((p). Then Q((p) is cyclic extension of degree p — 1 over Q with its Galois
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with anly unit(s)
25 T T T T T T T T T

Sum(r)s L i

5 1 1 1 1 1
0 5 10 15 20 r 25 30 34 40 45 a0

without unitis)
3 T T T T T T T T T

the whale ring
25 T T T T T T T

20 .

Sum(r) | i

Figure 4.5: Real Quadratic Field 1 - The sums 1) based on Z[v/2] plotted based on
with only units, without units and the whole ring of integers.
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with anly unit(s)
40 T T T T T T T T T

a0+ .
Sum(r)

20F A

10+ .

the whole ring
40 T T T T T T T T T

30
Sum(r)
20+ .

10+ b

Figure 4.6: Real Quadratic Field 2 - The sums 1) based on Z[1+2\/5] plotted based

on with only units, without units and the whole ring of integers.
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Table 4.5: Some cyclotomic fields K with its regulator R (second column) and first small

prime that is not inert (last column).

Cyclotomic fields of degree 4 | R primes
Q(¢s) 0.9624 | 5 ramifies
Q(Gs) 1.7627 | 2 ramifies
Q(¢12) 1.3170 | 2 ramifies
Cyclotomic fields of degree 6 | R primes
Q(¢7) 2.1018 | 2 splits
Q(&) 3.3971 | 3 ramifies
Cyclotomic fields of degree 8 | R primes
Q(¢15) 4.6618 | 2 splits
Q(¢16) 19.534 | 2 ramifies
Q(¢20) 7.4112 | 2 ramifies
Q(C24) 10.643 | 2 ramifies
Cyclotomic fields of degree 10 | R primes
Q(¢11) 26.1711 | 3 splits
Cyclotomic fields of degree 12 | R primes
Q(¢13) 120.7840 | 3 splits
Q(¢a1) 70.3994 | 2 splits
Q(Cas) 123.2527 | 2 ramifies
Q(C36) 162.8377 | 2 ramifies
Cyclotomic fields of degree 16 | R primes
Q(¢17) 3640.01 | 2 splits
Q(Cs2) 15753.95 | 2 ramifies
Q(C0) 3557.07 | 2 ramifies
Q(Cas) 5982.16 | 2 ramifies
Q(Ce0) 1560.86 | 2 splits
Cyclotomic fields of degree 18 | R primes
Q(¢19) 22305.90 | 5 splits
Q(Car) 40934.03 | 3 ramifies
Cyclotomic fields of degree 20 | R primes
Q(C25) 161406.84 | 5 ramifies
Q(¢33) 62791.39 | 2 splits
Q(Caa) 140601.25 | 2 ramifies
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Table 4.6: Totally real cyclic number fields K’ of degree 3 with the first column describes
K' as a subfield of a cyclotomic field Q(¢,), the second column is the minimal polynomial
of K’, the third column is the regulator R, the fourth column is hg/, the class number of
K’ and the fifth column is dk-, discriminant of K.

K'c Q) p(X) R higr  dg
Q(¢7) X3+ X2 -2X -1 0525 1 49
Q(¢13) X34 X2 -4X +1 1.365 1 169
Q(¢19) X34+ X2 -6X -7 1.952 1 361
Q(¢31) X34+ X2-10X -8 12196 1 961
Q(C37) X3+ X2 12X +11 3126 1 1369
Q(¢43) X34 X2 14X +8 18922 1 1849
Q(¢e1) X34+ X2-20X -9 13.709 1 3721
Q(Cer) X34+ X2 22X +5 19.703 1 4489
Q(¢3) X34+ X2 24X —27 19.248 1 5329
Q(¢r9) X34+ X2 26X +41 4698 1 6241
Q(Cor) X34+ X2-32X-79 5168 1 9409

group denoted by G. For 3|p—1, there exists a unique subfield of degree 3, K’ in Q((,)
which is also Galois since its corresponding subgroup is normal in G. Furthermore,
[K': Q] = 3, there exists a real embedding of K’ into C and using Lemma |1} we have
that K’ is a totally real number field of degree 3.

So now we present numerical computations of K’ in Table
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Chapter 5

Construction A of Ideal Lattices

and Wiretap Encoding

In this chapter, we propose a generalized construction of lattices over a number field
from linear codes and detail its application to wiretap encoding for block fading wiretap
channels.

Recall from Chapter [2] that the wiretap encoding we use for wiretap channels is
lattice coset encoding. The underlying idea of such a wiretap encoding is to have two
nested lattices A C Ay where Ay is represented as a union of cosets of A.. Information
symbols are used to label the cosets, and random bits are introduced to pick a lat-
tice point randomly within this coset. This randomized encoding is meant to provide
confidentiality between the two legitimate players, in the presence of an eavesdropper.

We begin this chapter below with the introduction of some terminology related to
classical coding theory. Note that this section also requires the background on lattices
from Chapter [2] and algebraic number theory from Chapter In Section we
present a general ideal lattice construction from linear codes, which is a generalization
of Construction A of lattices from binary codes. Parameters and properties are studied
in Section and Section The application to wiretap encoding for block fading
channels is discussed in Section [5.4] .

Before starting, let us recall the notion of linear code, generator matriz of a linear

code and parity-check matriz of the dual code.

Definition 42. Let F, be the finite field of q elements where q is a prime power. An

(N, k) linear code C' is a k-dimensional vector subspace of the Hamming space IF{IV.
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Definition 43. The dual code C of C is given by
CJ‘:{yGIFfIV |y -x=0 forallx € C}.
When C = C*, the code C is said to be self-dual.

In coding theory, a basis of a linear code is represented in the form of generator
matriz while a matrix that represents a basis of the dual code is called parity-check

matriz.

Definition 44. e A generator matriz for a linear code C is a matriz G' whose rows

form a basis for C.

e A parity-check matriz H for a linear code C is a generator matriz for the dual
code C.

Connections between lattices and linear codes have been classically studied (see [7]
for an excellent course on the topic, or [5] for an exhaustive list of relevant results).

Construction of lattices from binary codes are referred to as “Construction A”.

Definition 45 (Construction A). Let p : ZY — FY be the reduction mod 2 compo-
nentwise. Let C be an (N, k) binary linear code of length N. Then A = p~1(C) is a

lattice. We write
A=22"+C=|]@Z" + o).
ceC

From a coding point of view, Construction A is of practical interest since it provides
an efficient method for encoding lattice codes which serves our goal in this chapter.
Recent works in this direction include [I1] where Barnes-Wall lattices are obtained
from linear codes over polynomial rings, resulting in an explicit method of bit-labeling
complex Barnes-Wall lattice codes.

Hence we propose a method for encoding ideal lattice codes over the ring of integers
of a totally real number field so as to ensure full diversity as described in Chapter 3] In
particular we study the case of Q((pr +§;-1) using a linear code over F,,. This generalizes
the well-known Construction A to lattices obtained from number fields (see [7] when
the number field is the cyclotomic field Q({,)) which further provides an efficient coset

encoding for lattice codes .
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5.1 A General Ideal Lattice Construction

To start with, let us set up the notations. Let F; be the finite field with ¢ elements,
where ¢ is a prime power. We use the term code to mean an (N, k) linear code over
[F,, that is, C' is a k-dimensional subspace of Fév . Once again, to recall the background

on lattices and algebraic number theory, the reader can refer to Chapters 2 and 3.

Definition 46. An integral lattice I' is a free Z-module of finite rank together with a

positive definite symmetric bilinear form (, ) :T' x ' — Z.

Let K be a number field of degree n, with ring of integers Ok, and let p € O be
a prime above p, where Ok /p >~ s since recall from Chapter (3| that O /p is a finite
field extension over Z/pZ of degree f, which is the residual degree of p.

Let C be an (N, k) linear code over F,;. We define I'c to be the lattice obtained

as the “preimage” of C' in O%. The precise definition is given as follows.

Definition 47 (Generalized Construction A over number fields). Let p: O — F fg\; be

the mapping defined by the reduction modulo the ideal p in each of the N coordinates.
Define
T'c = p_l(C) C O%

To see why I'c: forms a lattice, we first note that p=1(C) is a subgroup of O¥ since
C is a subgroup of ]F;Xc and p is a group homomorphism. Furthermore, O% is a free
Z-module of rank nN, and so it follows that p~!(C) is also a free Z-module. Now, since
|0 /pN| < 00, p1(C) and OF must have the same rank as a Z-module. We conclude
that p~1(C) is a Z-module of rank n.V.

Remark 25. Note that a variation of Construction A built on number fields is available
in [22].

Let x = (z1,...,2x) and y = (y1,...,yn) be vectors in OX. Then, p~1(C) forms

a lattice with the positive definite symmetric bilinear form

N
(x,y) = ZTIK/Q(axiyi), (5.1)
=1

where a € O is totally positive, meaning that o;(c) > 0 for all i. The totally positive

condition ensures that the trace form is positive definite; if o;(c) > 0 for all 7 and x is
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not the zero vector, then, by the definition of trace,

N
(X, X> = Z TI“K/@(CK.%'Z'.%'Z')

i=1

N n
= Z Zaj(a)aj(wi)g > 0.
i=1 j=1
If a € Ok then Trg g(aw;y;) belongs to Z for all i since z;,y; € Ok. Consequently,
(x,y) is an integer. Thus, a totally positive a € O guarantees that I'c together with
the bilinear form is an integral lattice. Though, as will be shown later, depending
on the code C, other choices of & might be possible.

A generator matrix for the lattice I'c = p~1(C) is computed next. Recall that each
of the N coordinates of a lattice point x = (x1,...,2zx) € I'c is an element of Ok since
I'ec C O]KV. Here, I'c has rank nN as a free Z-module, so we are interested in a Z-basis
of T'c. Let {v1,...,v,} be a Z-basis of Ox. Then, a generator matrix for the lattice
formed by Ok together with the standard trace form (w, z) = Trg g(wz), w, 2 € Ok,
is given by

o1(r1) o2(v1) ... opn(1)
M = : : : (5.2)
o1(vn) oavn) ... on(vn)
since MMT = Try q(vivj). A vector w in this lattice is thus a linear combination of

the rows of M: w = Z?:l w;V; 18 embedded as

(Ul(z wivj), ... ,O’n(z ujvj)), and (w, 2) = Trg q(wz)
j=1 =

which is the case of the ideal lattices as discussed in Chapter [3| by taking N = 1 and
a =1 for the bilinear form in (5.1)).

We now give one last ingredient before we derive a generator matrix for the lattice
I'c. Recall that p is a Z-module of rank n. It then has a Z-basis u1, ..., u, given by
i = 2?21 WijVj, pij € Z, so that

or(p1) ... onlp) dogmr mgon(vy) o 30U pon(vy)
: L= : s =DM
o1(ttn) -+ onlpn) 2?21 pnjor(vj) ... Z?:l Hnjon(V5)

where D := (u; ;)

n
i.j=1"

60



5.1 A General Ideal Lattice Construction

Recall that the discriminant of the lattice is defined to be the determinant of the
Gram matrix G, namely disc(A) = det(G).

Proposition 4. The lattice ' is a sublattice of O% with discriminant
disce(T¢) = di(pf)* N ")

where dg is the discriminant of K. It is given by the generator matrix

Iy @ M A M
Mo =
On(N—k)nk IN-k®@ DM

where @ is the tensor (also known as Kronecker) product of matrices, (I, A) mod p
is a generator matrixz of C', M is the matrix of embeddings of a Z-basis of Ok given in
, and DM is the matriz of embeddings of a Z-basis of p.

Proof. The bilinear form (w, z) = Trg/g(wz), w, z € O, has determinant dy over O
since dg = det(MM?7) by definition. Thus, the bilinear form (z,y) = Zi\il Tr(z;y;)
has determinant d% over O%. The map p of reduction mod p is surjective, and p~1(C)
is of index (pf)N~*, therefore the discriminant of T'¢ is

disc(Tc) = diy (pf)*N 2%,

It is clear from the shape of the generator matrix My that this lattice has the right
rank. Note that the first nk rows of M¢ correspond to an embedding of a basis for C
and the last n(N — k) rows of M¢ correspond to an embedding of a basis for p. To

make this more precise, let us write u; = (w1, ..., un) € Z" where x; = Y ;" uyvy,
i=1,...,N, and define 0 = (01,...,0,) : Og — R™ to be the canonical embedding of
K. We have .
oj(xi) = 0;j <Z uilul> =u; - (My;)1,
1=1
and

I, @M A@ M )

(Uly oy Uy U1y - - - s UN)
On(N—k)nk IN-k ® DM

k k
= (o(21),.. . 0(@r), Y ajno(@y) + o(@hy), -0 Y ajn—ko(z;) + o(zly))
j=1 j=1
where z}, Ll z'y are in the ideal p. It is not hard to see that the above vector is an

element in I'c. Indeed, if we define

Pio(x) = (o1(x), ..., on(xs)) = x5 = Zuilyl € Ok,
=1
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then applying ¥ and p componentwise in order gives

k k
c= (p((o(x1)), -, p((o(@n)), D ajp(W (o (@), D agn-rp(t(o (7)),
j=1 j=1

since z; reduces to zero modulo p. Now, ¢ is a codeword of the code C given by

¢ = (P @))s- - .. p(o(@r) - (e A).

Finally, the absolute value of determinant of M can be computed as

| det(M¢)| = |det(Ix @ M) det(In_x @ DM)|
= | det(M)|*| det(DM)|NF
= | det(M)|"| det(D)[N

= Vg N(p)NH
= \/@N (pf)N_ka

showing that M generates a lattice with the same volume as ', which completes the

proof of the proposition. O

n

For x = (z1,...,2n) € I'c C O%, we have that x; = Zj:l

and z is embedded into R™Y as

xyvj for i =1,... )k,

k

k
x = (o(x1),...,0(xr), Y aja0(z;) + o(@hy1), -, > ajnv—ko(x;) + olaly))
j=1 Jj=1

= (01(1'1), ceny Jn(xl), ...,O’l(karl), ...,O’n(l‘k+1), ceey 01(1']\[), ceey O’n({I,‘N),

k k
, /
where zp11 = ) aji1x; + Lha1rH TN = aj,N-kTj + Ty

j=1 j=1
Then,

N
(x,y) = Z Tryo(ziyi)-
=1

Corollary 9. The lattice I'c has Gram matriz

GGT & TI‘(VZ'V]‘) A® TI'(;LZ‘V]‘)
AT @ Tr(pivy)  In-x @ Tr(pigy)

where py, ...,y 18 a Z-basis of p, and G = (I A). In particular, T'c is an integral
lattice when A is integral (this is always the case if f =1).
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Proof. By definition, the Gram matrix of I'¢ is

Iy @ M Ao M Iy @ M7T 0k,n(N—k)
ON—t)nk IN-k @ DM | \AT @ MT Iy_, @ MTDT
B (Ug+AAU®AﬂwT A® MMTDT )

A@M@::(

AT @ DMMT In_ @ DMMTDT
([ GGT @ Tr(viyy)  A® Tr(uv;)
- ( AT @ Tr(uivy)  IN-k ® Tr(mw)) '
It follows that the entries of this matrix are integers when A has integral entries, and

thus I'¢ is an integral lattice. O

A similar construction is obtained from a CM-field. We provide an outline next, in
less details, since we will be mostly interested in the totally real case. Recall that a
CM-field is a totally imaginary quadratic extension of a totally real number field. If K
is a CM-field and a € O NR is totally positive, then p~1(C) forms a lattice with the

positive definite symmetric bilinear form

N
(x,y) =Y Trsglazifi), (5.3)

i=1
where y; denotes the complex conjugate of y;. Since o; commutes with the complex

conjugation and o;(c) > 0 for all ¢, we have for x not the zero vector that

N
<X, X> = Z TI“K/Q(CVZ‘Z@'Z')

i=1
_ZZO'J )oj(x:)|* > 0.
i=1 j=1
Again, whether Trg /g (ax;y;) € Z depends on the choice of o, and o € O is a sufficient
condition, as that makes ax;7; € Ok for all x;,y; € Og. A generator matrix for this
lattice is obtained similarly as above, with the exception that now oy 4+1,...,0, are
complex embeddings. One thus chooses one complex embedding per pair and separates

its real and imaginary parts to get

0= (Ulv <5 0pqp,y %(JT1+1)7 (UT1+1) §R(UT‘HH“Q) (UT1+T2))

and

x = (o10) Jwwy), o R(or 1O uy))s - S0 (O i)
j=1 j=1 j=1
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5.2 The Case of a Totally Ramified Prime

Variations of the above construction have been considered in the literature. We keep
the notations adopted so far. In particular, when N = 1, i.e., codes are not involved,
the problem reduces to understanding which lattices can be obtained on the ring of
integers of a number field as illustrated in ideal lattice codes from Chapter |3| (also see
[2] for example). The quotient O /pOk has been considered in [22], where the lattice
obtained from the ideal pOg /pOx has been studied for p a prime above p with large
ramification index. In the cases explored, the quotient Ox /pOf is a polynomial ring,
and the ideal pOg /pOf corresponds to one of its ideals, which in turn defines a code
over the given polynomial ring.

We will focus on the case where K is a Galois extension and the prime p is chosen
so that p is totally ramified. Therefore, we have pOx = p™, e =n, and f = 1.

Now, let C" C Fév be a linear code over F,, of length N, and let p : O% — FZZOV be
the mapping defined by the reduction modulo the prime ideal p on every coordinate.

We consider (see Definition the lattice
I'or = pil(Cl) C O%

We know from the previous section that I'cr is an integral lattice of rank n/N with
respect to the bilinear form (x,y) = ZZ]\L 1 Trgjg(aa;y;) for a totally positive element
a € OgNR. If K is totally real, then y; = y;, and this notation allows us to treat both
the cases of totally real and CM-field at the same time.

Next we will show that if ¢/ C €', then SN Tr/g(2iyi) € pZ, and thus we can
normalize the positive definite symmetric bilinear form by a factor of 1/p, or equiva-

lently, choose o = 1/p.

Lemma 6. Let C' C IF;)V be a code such that C' C C"*. Then, T'cv is an integral lattice
with respect to the bilinear form (x,y) = Zfil Trg /o (wiyi/p)-

Proof. Tt suffices to show that (x,y) as defined is an integer for all x,y € I'cv. Let
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5.2 The Case of a Totally Ramified Prime

X = (r1,...,2n) and y = (y1,...,yn) be elements in T'cr = p~1(C’). We have

N
o-y) = ¢ (z y)
=1

p(wi)p(y:)

[
WE

1
(%) - p(y)
€F,

-
Il

I
IS

where the last equality follows from the fact that p(z),p(y) € C' and C' C C'*. Tt
follows that

N
Zmiyi =x-y=0 (mod p).
i=1

We are going to show next that y; = y; mod p for all i =1,..., N. Since O /p =
[F,, for each i, one can write y; € Ok as y; = y; + v/ where y; € Z and y/' € p. Note
that ~ is the automorphism of K induced by complex conjugation. Since K is a Galois
extension, the Galois group acts transitively on the ideals above p. However, the only
prime above p is p, so we must have g’ € p. It follows that g, =y, + ¢/ =y, + v/ =y
mod p as desired.

Therefore,
N N
Z Ty = Z z;y; =0 (mod p).
i=1 i=1

Again, as p is the only prime above p, all conjugates of Zf\il x;4; must lie in p, and so

must its trace. In other words,
N
Trr/g (Z wz’ﬂi) €p,
i=1

implying that

N
TI‘K/Q (Z $1y1> eEPNZ =pZ.

=1

Now, by linearity of the trace,

N N
1
(x,y) = Trgso@ili/p) = ETYK/Q (Z %%) ;

i=1 =1

and so we may conclude that I'c is integral. O
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5. CONSTRUCTION A OF IDEAL LATTICES AND WIRETAP ENCODING

Remark 26. Note that instead of considering the lattice p~!(C’) with

N
(x,y) =Y Trisq(z:li/p),

i=1
we can alternatively consider the lattice p~1(C”)/\/p with (x,y) = Zf\i1 Trg q(Tifi)-

Next, we derive some parameters of I'cv where the code C” is chosen so that C' € C'+.
Let G = (I, A) be a generator matrix for C’. First, by Proposition 4} the generator

matrix for I'cr is
1 ( I, M A M )
Mo = — .
VP \OnN—t)nk IN-k®@ DM

Its discriminant is then

diSC(Fcl> = d%pzN*Qkan.

Indeed, by Corollary [9]

1 2(N—k)

dise(Tor) = ()N (p! )" = ax?

pnN
The Gram matrix of I'¢cr is

1 (GGT ® Tr(viv;)  A® Tr(pyy) )
p \ AT @ Tr(uivy)  In—x @ Tr(uipy))
We know from Lemma [6] that I'cv is an integral lattice, so we may expect entries of the
Gram matrix of I'cr to be integers. This is certainly the case since G is a generator
matrix for a code C' € C'* over F, (so p divides every entry of GGT) and p,vj, pip; € p
for all i and j (so p divides every entry of Tr(u;v;) and Tr(uv;)).

Several particular cases of the above constructions have been considered in the

literature. We provide some of them here in the following examples.

Example 21. The following construction is discussed in Section 5.2 of [7]. Let p be an
odd prime, and let ¢, be the primitive p™ root of unity. Consider the cyclotomic field
K = Q(¢p) with the ring of integers O = Z[(p]. The degree of K over Q is p — 1, and
p is totally ramified, with pOg = (1 — (,)P~. Thus, take the prime ideal p = (1 — ()
with the residue field O /p ~ F, and the bilinear form (x,y) = 32N Tr jo(zi%i/p)-
Since Q((p) is a CM-field, this bilinear form corresponds to with o = 1/p. It was
proven that, given a code C’ over F,, if C' C C'*+ then p~1(C’) is an integral lattice of
rank N(p —1).
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5.3 Maximal Totally Real Subfields of Cyclotomic Fields

Example 22. A particularly well-known construction of lattices from codes is when
p = 2 in the previous example. In such case, (, = —1, O = Z, and p = 27Z, yielding
the so-called Construction A (see Section 1.3 of [7]). To obtain lattices of rank N from

binary linear codes of length N, we consider

1 _
FC’ = ﬁp 1(0,)7

with (x,y) = vaz 1 Tr(x;y;) (see Remark . A generator matrix for this lattice is

. L (hA
““Vvalo a2y )’

which may be obtained as a particular case of Proposition

5.3 Maximal Totally Real Subfields of Cyclotomic Fields

Since we consider the case where p is a prime above p which totally ramifies in K,
cyclotomic fields and their subfields are natural candidates to study. Let p be an odd
prime, and let (,~ be a primitive p"th root of unity.

Let us start by considering K™ = Q((r + C]}l) the maximal totally real subfield
of the cyclotomic field K = Q((,r), » > 1, with respective rings of integers Ox+ =
Z[(pr + ('] and Ok = Z[Gyr] B3] p.16]. The degree of K+ over Q is %. The

prime p totally ramifies in K:
PO =P ),

where P is a prime principal ideal with generator 1 — (,» and residue field Ok /p ~
F,. We write e(B|p) = p"~1(p — 1) for its ramification index, and by transitivity of
ramification indices

PN p — 1) = e(Blp) = e(Blp)e(plp)

for p the prime above p in K+. This is enough to conclude that e(p|p) = p" ' (p—1)/2,
and the prime p also totally ramifies in K+ = Q& + Cp_rl):

pr -1
2

POg+ =P

with
P=PNOk+ =1—Cr)1—(0)
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5. CONSTRUCTION A OF IDEAL LATTICES AND WIRETAP ENCODING

Lemma 7. Consider the number field KT = Q({r + CI;I). Let C C IF]]DV be a k-
dimensional code such that C C C+. Then the lattice T'c given in Definition @ to-
gether with the bilinear form (x,y) = Zf\il Trgc+ g(axiyi) is an integral lattice of rank
Np~l(p—1)/2.

This follows immediately from what was done in the previous section. A generator
matrix for the lattice I'c = p~1(C) is obtained as described in Proposition [4] namely

1<Q®M A M )
0

Mo = —
¢ VP \On(N—k)nk IN-k ® DM

where as usual G = (I A) is the generator matrix of C. Here p is principal, generated
by (2 — (pr — Cp_rl). A Z-basis of O+ = Z[(pr + Qp_rl] is {C;;r + Cl}i}?z_ol. The matrix M
is thus obtained from this Z-basis, by applying the n embeddings of K, which are of
the form o ((r + Cpﬁnl) = C;r + C;}i, with ¢ coprime to p.

In the case r = 1, that is K+ = Q((, + ¢, '), more can be said [13].

Lemma 8. Let K+ = Q((, + (;1), and let C' C IF]JDV be a k-dimensional code such that
C C C*. Then
F*C == ch_.

Proof. Let x € I'c, y € I'ci. Then by definition of these lattices, p(x) € C and
p(y) € C+, and it follows by definition of C* that p(x)-p(y) =0 (mod p). By redoing
the argument in the proof of Lemma@ we deduce that (x,y) € Z, and thus I'cr C T':.
The discriminant of I'¢ is
disc(¢c) = pN =2,

This follows from the fact that
disc(Tc) = d%+p2N—2k—N(p—1)/2 _ (p(p—l)/2—1)Np2N—2k—N(p—1)/27

Since dK+ = p(p_l)/2—1
It then follows that

VOl(RnN/Fc) _ (pN72k)1/2 _ p%*k

and
k-

vol(R"V /T%) = pF~ 2.
On the other hand, the dimension of C* is N — k, and so

dZ'SC(FCJ_) _ pN—Q(N—k) _ ka—N’
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5.3 Maximal Totally Real Subfields of Cyclotomic Fields

implying that
N
El

vol(R™Y /T 1) = p*~
We may now conclude that I'y, = T'o1. O
Corollary 10. Let K+ = Q(¢, + Cp_l) and let C C IE‘ZZ,V be a k-dimensional code such
that C C C*. Then the lattice T given in Deﬁmtionlﬁ together with the bilinear form
(x,y) = Zfil Try q(axiy;) is an integral lattice of rank Np™~Y(p —1)/2. In addition,
if C is self-dual, then I'c is an odd unimodular lattice.

Proof. By an odd integral lattice, we mean an integral lattice I' which contains a vector
x € I such that (x,x) is an odd integer. Indeed, take x = (2 — (pr — CIQI, 0,...,0) eT.
Then

(x,x) = Trge+ )0((2 = G — ¢ 1)?/p)

N zlaTer@(G UG+ G+ (G +EGT)

6(]0— 1) -3 -1
= T + ?TTK“'/Q(C;D +¢ )
2p D

since (p + C;l and Cg + C;Z are conjugate, and using that

Trre+ /(G + G ) = Triee jo(Trge,) i+ (Gp))
= Tro(g,)/a(%) = —1.

If C is self-dual, then by the above Lemma 8, I't, = I'c. = I'c and I'¢ is a unimodular
lattice. O

Example 23. Fixp =5, K = Q((5) and K+ = Q(¢+¢; 1), with p : Z[¢+¢5 1 — F2.
Let £ = (5 + C5_1. The degree of K*/Q is 2, the two embeddings of K are o7 which is
the identity and o which maps (5 + (5 to ¢ 4 (52, that is 09(¢) = —1 — &.

Consider the self-dual code of length 2 over F5 given by a generator matrix

G=(112),
that is, C = {(0,0),(1,2),(2,4),(3,1),(4,3)}. Then, I'c is an odd positive definite
unimodular lattice of rank 4, and the only such lattice is Z* [5].

Consider now the Cartesian product of the code C' by itself, that is, the code Cs

over F5 given by a generator matrix

1200
001 2]
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5. CONSTRUCTION A OF IDEAL LATTICES AND WIRETAP ENCODING

Then, I'c, is an odd positive definite unimodular lattice of rank 8, which is Z8.

We next compute a generator matrix for the lattice I'c explicitly. We choose the
basis {1, £} for Ok, and it follows that the generator matrix for the lattice O together
with the trace form (z,y) = Trg q(vy/5), =,y € Ok, is

Mo Lt ot y_ L1 1
S VB\E () VB\e —1-¢ )

The generator matrix for I'c as a free Z-module of rank 4 is

1 1 2 2
MC:<M 2M>:1 £ —1-¢ 2% 2(—1—¢)
0 DM Vil 0 0 2-¢ 2—(-1-¢)
0 0 £2-9 (-1-92-(-1-9)
where

and DM is the matrix of embeddings of the ideal p = (2 — &).

The constructions from Q((p + ¢, 1) are particularly useful for coding applications
to fading channels (recall from Proposition [2 that Z"7 is obtained over Z(C + G,
as will be discussed in next section.

We conclude this section by mentioning two other families of subfields of Q((,r —i—(I;l)
that can be used to obtain lattices from codes.

Since the maximal totally real subfield K = Q((yr + () has degree p"!(p—1)/2,

its Galois group contains a subgroup of order p” !

, namely its unique Sylow p-subgroup,
which itself contains a cyclic subgroup P of order p. Let K¥ be the subfield fixed by P,
which has degree p"~2(p — 1)/2 over Q. Let p be the prime in K above p. As before

L i) = e lp)eCeln)

and thus p is totally ramified. Let C C IFIJDV be a k-dimensional code with C' c C+.
Then the field K enables the construction of lattices of rank Np"~2(p — 1)/2, with
respect to the bilinear form (z,y) = SN Trcr o(iyi/p).-

When 7 =2, K+ = Q((,2 + Cp_gl) contains a subextension of degree p over Q, which

again, as above, provides lattices of rank N % from a code C with C C C*.
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Example 24. Take p = 5, r = 2 and K = Q((25) contains the subfield of degree 5,

given by the minimal polynomial

p(X) = X° —10X> +5X% + 10X + 1.

5.4 Wiretap Encoding of Ideal Lattices for Block Fading

Channels

In this section, we focus on the application to wiretap encoding for block fading chan-
nels.

Let K be a totally real number field of degree n with n embeddings o1, 09, ..., 0, of
K into C and ring of integers O . As before, K is assume to contain a prime p above

p which totally ramifies. Let C' C C* be a linear (N, k) code, with generator matrix

G = (Ik A) .
Recall that z; € O is written as x; = »_,"; xj in an integral basis v1,...,v,, and
that
o(zj) = (o1(x5), - -, on(z;))

is the canonical embedding of K.

A lattice point x in I'¢ is given by

k k
x = (o(x1), ..., 0(xr), Y ajio(a;) + o(@h i), -0 Y ajn-k0(z5) + o(y))
j=1 j=1
with ) ,,..., 2}y € p, which can be rearranged into an n x N matrix X as follows:

X = (o)™, o(@)T, Sk ajio(e)) + 0@ )70 (e ajn-kolz) + oz )T)

that is, with normalization,

k k
or(z1) ... 01(2%:1 a1z + T ) - 01(2%:1 aj,N—kT; + Thy)
X 1 | o) oo 02(BCfog a1 +I§¢+1) e 02(X0 o 4, N— kT + @)
VP : :
on(@) o on(Tioianzi+ay) o on(Thog ajNokej +Thy)

Now coset encoding is performed by setting A, = p_l(C)/\/[) =T¢ and A, = pN/\/f),
using the fact that

1 N _L N C:
75 %(p +C>_\/f’cgc(p +¢).
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In words, the choice of (z1,...,x}) determines a coset of p?, since

(p(@1),...,p(zk)) = (p + cin, -, P+ cik)
and consequently

(p(:Cl), LR p(xk)v Z?:l (ljlp(ﬂﬁj), SR Z?:l aj,N—kp(xj))
= (p+ci17-"7p+cik7"'p+cin)
=p" +a,

for ¢; a codeword in C. This explains why lattices obtained from number fields are

good for wiretap encoding.
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Chapter 6

Conclusion and Future Works

This thesis is dedicated to the study of lattice codes for wiretap fading channels. It
begins by addressing the questions of designing wiretap lattice codes for both fast fading
and slow fading channels.

For fast fading channels, using our derived upper bound on Eve’s probability of
correctly decoding the confidential message intended to Bob for finite constellations,
we obtain a code design criterion to characterize the confusion that a lattice code
induces for Eve. Since ideal lattices are known to be suited for transmission between
Alice and Bob over fast fading channels, we rewrite the code design criterion in terms
of ideal lattices, which translates into a sum of inverse algebraic norms in number
fields. Using the new derived code design criterion, this thesis studies these sums of
inverse norms over certain number fields. In particular, elements of small norms have
the biggest contributions to these sums. From there, we narrow down our study to
number fields where small primes are inert, so as to prevent the existence of nonunit
elements of small norms. This is motivated by the computation using examples of fields
where elements which are not units but have small norms contribute as much as the
units to overall sum. After that, by relating the regulator with the existence of units,
we identify those number fields with less units. We notice that current bounds on the
regulator seem to characterize the behavior of the sum of inverse norms, even for small
constellation sizes. This gives a first set of number fields candidate to provide good
lattice wiretap codes.

The picture for wiretap lattice codes is however more complex, since it involves the

design of not only A. (the lattice designed to confuse Eve), but also A, (the lattice
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that provides reliability for Bob). Though this has not been made completely explicit
in this particular context of coset encoding, the discriminant dx of the number field K
is known [2] [10] to play a role in the design of Ay, and in fact, it is usually preferred to
be not too big (this is on top of already knowing that the discriminant should not be
too large since it is used for normalization). Table illustrates how the discriminant
di grows with the regulator. This suggests that the optimal design might be a trade-
off between the discriminant and the regulator, and that further benefits in terms of
confusion could be obtained by considering the ramification of small primes. This is a
natural direction for further study.

As for slow fading channels, this thesis proposes a construction of lattices over
number fields using linear codes over finite fields, mimicking Construction A from binary
codes. We study more into details the case of Galois number fields, where there is a
prime that totally ramifies. Maximal totally real subfield of the cyclotomic field Q((p,r)
are particularly considered. Application to coset encoding for block fading wiretap
channels is presented, showing why the proposed algebraic lattices are suited for coset
encoding, but also to optimize the code design criterion for wiretap codes. Future work

involves further study of the obtained lattices. In particular, recall from (3.4)), we want

1
Z |N+2

N
x€ONNB x#0 [Ny I1x1)

to minimize

where x = (z1,...,zn), z; € Ok, and finding among algebraic lattices those which

further optimize this design criterion is open.
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