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Abstract. Fault Injection Attacks are a powerful form of active attack
mechanism which can threaten even the strongest of cryptographic algo-
rithms. This attack vector has become more pertinent with the growing
popularity of the Internet of things (IoT), which is based on small om-
nipresent embedded systems interacting with sensitive data of personal
or critical nature. This tutorial addresses this issue of fault attacks, cov-
ering a wide range of topics which has accumulated through years of
research. The first part of the talk will cover fault attacks and its ap-
plication to attack standard cryptosystems. Different popular forms of
fault attacks, namely Differential Fault Attacks (DFA) and Differential
Fault Intensity Attacks (DFIA) are presented. It is followed subsequently
by a discussion on the underlying injection techniques. Finally, protec-
tion mechanism will be discussed highlighting on information redundancy
based reactive countermeasures and sensor-based protection mechanisms
as two alternative strategies for security against the menacing fault at-
tacks.
KeyWords: fault injection attacks, differential fault analysis, parity,
sensors

1 Overview

Fault analysis of cryptographic primitives was first reported by Boneh et. al. [3]
in 1996 to attack an RSA cryptosystem. After this seminal work, a new re-
search direction was triggered to conduct study of fault analysis with respect to
all popular cryptosystems, including symmetric key cryptosystems, public key
cryptosystems and hash function. Fault attacks involve injecting faults into an
implementation of a cryptographic algorithm, followed by analysis under differ-
ent fault models to recover the key. Such attacks have rendered even mathemati-
cally robust and classically secured cryptosystems vulnerable. With fault attacks
now being an established threat to cryptosystems, sound countermeasures are
needed to protect them. Designing countermeasures against fault attacks is a
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non-trivial task in the present scenario, given the multitude of fault models and
fault injection techniques that an adversary has at her disposal. Finally, it is
also important to design suitable metrics to quantify the vulnerability of a given
crypto primitive against a particular fault model, as well as to compare multiple
cryptosystems in terms of their security against fault attacks. The tutorial at
hand presents a comprehensive coverage of the state-of-the-art in each of these
aspects, and also points out future research directions.

In this talk, we first present the concept of fault analysis and its relation
to cryptography. Subsequently, we discuss on Differential Fault Analysis (DFA)
[2] of the world-wide standard block cipher, namely the Advanced Encryption
Standard (AES). A detailed case study of DFA on AES-128 is presented to show
how a single well formed fault can lead to a drastic reduction of the key-space,
and eventually its leakage [8, 14]. The optimality of this attack is subsequently
discussed. Thereafter, we extend these attacks to multiple byte faults, using a
new fault model based on the diagonals of the AES state matrix. This fault
attack, commonly called as the Diagonal Fault Attack shows that the cipher can
be attacked if one, two or three diagonals are affected needing 2, 2 or 4 faulty
cipher-texts respectively to uniquely obtain the key [13]. In order to thwart such
powerful attacks, fault tolerance is introduced in block ciphers through either
detection or infective schemes. However, there is a gap!; While conventional
fault tolerance offers large amount of reliability under the assumption that all
faults are equally likely, an attacker is equipped with a biased fault injection
mechanism, which can threaten most existing fault tolerant architectures. We
formalize the notion of bias of a fault model using the variance of the fault dis-
tribution. Subsequently, we discuss that the bias in the fault injection increases
the probability of fault collisions which can lead to attacks against popular de-
tection schemes [10]. In this context, we further discuss a different flavour of
fault attacks, called Differential Fault Intensity Analysis (DFIA), that combines
principles of differential power analysis with fault attacks [4].

The second part of the tutorial will cover practical aspects of fault attacks.
Research on fault injection techniques has advanced over the last two decades.
From global and inexpensive methods like power glitch [1] which troubled the
pay television industry for several years, to sophisticated and local methods em-
ploying techniques like laser [11] or electromagnetic injections [12] which can
penetrate with precision even the latest technology nodes. A comparative anal-
ysis of techniques involved, their extent, limitations and applications are dis-
cussed. The study of injection techniques is naturally followed by protection
mechanisms. These protection can be applied either at the physical level [15,
7] to detect injection attempts or at the information level [6, 5] to detect data
modification. Physical level countermeasures are based on sensors which detect
any change in environmental condition that may result in faults. On the other
hand, information level countermeasures profits from concurrent error detection
mechanisms to detect data change by faults. However, the biasness of the fault
injection techniques makes many classic fault tolerant techniques weak and can
be still subjected to fault analysis [10]. Finally, we conclude with the novel idea
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of Fault Space Transformation (FST) as a novel proposition to counter such
biased fault attacks [9].
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