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Abstract — We propose a Multiplexer Look-Up-Table (MLUT) 

based Substitution-Box (S-Box) implementation for the 

Advanced Encryption Standard (AES) algorithm. There are 

two key features in the proposed MLUT based S-Box. First, it 

is implemented based on 256-byte to 1-byte multiplexer with a 

256-byte memory instead of the conventional implementation 

of employing multiplication inversion in GF(2
8
) and affine 

transformation. Thus, our proposed S-Box is simpler in circuit 

implementation and lower in power dissipation. Second, our S-

Box is 30× more secured against the Side Channel Attack (SCA) 

based on Correlation Power Analysis (CPA), as our proposed 

S-Box exhibits smaller variance in its power dissipation profile 

for different processed data. Based on the measurement results 

of AES-128 implemented on the Sakura-X FPGA board, our 

proposed S-Box dissipates only 1.9mW and features 5.5× lower 

power than the conventional S-Box implementation. Our 

proposed MLUT S-Box design is also highly secured as the 

CPA attack on the AES with our proposed S-Box 

implementation requires 13540 power traces. This is 

significantly higher than the conventional S-Box which 

requires only 445 power traces to uncover the same secrete key. 
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I. INTRODUCTION 

Advanced Encryption Standard (AES) algorithms have 
been employed in a variety of security systems including the 
defense and banking applications since 2001. It has been 
proven to be more effective to protect the secret information 
when compared to other reported encryption algorithms 
including the Data Encryption Standard (DES), Triple-DES 
(3DES) and Elliptic Curve Cryptography (ECC) [1]. The 
AES encryption process as depicted in Fig. 1 requires 
multiple rounds of iterations, each round consists of 4 
arithmetic and logical operations namely SubstitutionByte, 
ShiftRow, MixColumn and AddRoundKey except for the 
last round which does not have the MixColumn operation. 
Despite its highly secured features, AES is vulnerable 
against Side Channel Attack (SCA) which can reveal the 
secret information (secret key and plaintext) by correlating 
its intermediate data with the leakage physical parameters. 
The leakage physical parameters can be the power 
dissipation, electromagnetic radiation and timing 
information generated during the encryption process. There 
are three types of power analysis based SCAs, namely 
Simple Power Analysis (SPA), Differential Power Analysis 
(DPA), and Correlation Power Analysis (CPA). Among 
these 3 types of attacks, the CPA is the most effective attack 
to reveal the secret information [1]. 

The CPA attack is the byte-based attack employing the 
statistical properties of power traces and the intermediate 
data to reveal the secrete key. Many techniques have been 
reported to enhance the AES encryption systems as to 

countermeasure against the power analysis based SCAs [1], 
[2]. There are two main types of countermeasures against 
CPA attack, i.e. Hiding and Masking [1]. The hiding 
technique is hardware-based approach which aims to break 
the dependency between the processed intermediate data 
and the leakage parameter which eventually reduces their 
correlation. In masking technique, the intermediate data is 
randomized to mask the data against correlated leakage 
parameters. The masking technique can be categorized as 
the software-based approach. 

 
 

Figure 1. The encryption process of AES algorithm 

 

Substitution-Box (S-Box) is one of the main modules in 
the AES implementation. This module is a non-linear 
operation which makes AES highly secured in protecting 
the secret information. In another perspective, S-Box 
dissipates the most power [3] and easily leak out the 
information of the processed intermediate data through CPA 
attack.  Numerous literatures have reported to protect S-Box 
against CPA attack [2]-[4] and [5]. A Random of Dynamic 
Voltage Scaling (RDVS) design was reported in [4]. In this 
design, the supply voltage is randomly changed to 
countermeasure against the CPA attack. However, the 
voltage can be easily corresponded to its intermediate data 
through its synchronous clock signal. Hence, the resistance 
against SCA is rather low. The Pre-Charge Static Logic 
(PCSL) [5] has been proposed to balance the internal charge 
of the circuits for different input data. However, in practical 
applications, the circuit charges may not be perfectly 
balanced, hence the power dissipation profile correlates to 
the charging and discharging of the circuit activities can 
easily leak out some pertinent information. In another study, 
the reconfigurable IC is implemented [6] to countermeasure 
against the CPA attack. The countermeasure technique 
utilized idle reconfigurable processing elements to generate 
dummy operations as to reduce the correlation. Although the 
resistance against CPA is relatively high, it has high area 
overhead. 

mailto:ali1@e.ntu.edu.sg
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography


In this paper, we propose a Multiplexer Look-Up-Table 
(MLUT) based S-Box implementation for the AES 
algorithm. The AES implementation embodying our 
proposed MLUT S-Box requires only one 256-byte-to-1-
byte multiplexer and one 256-byte look-up-table. Our 
proposed S-Box features smaller variance of power 
dissipation for different input data and is 30× more secured 
than the conventional S-Box against the CPA attack. Our 
proposed S-Box dissipates only 1.9mW and features 5.5× 
lower power than the conventional S-Box implementation 
and also features highly resistance against the CPA attack. 
To uncover the same secrete key, our proposed MLUT S-
Box requires 13540 power traces which is significantly 
higher than the conventional S-Box, requires only 445 
power traces. 

This paper is organized as follows. Section II explains 
the S-Box of the AES Algorithm. Section III describes the 
proposed MLUT based S-Box. Section IV shows the 
measurement results on AES implementations. Section V 
presents the measurement results on CPA attack and finally, 
conclusions are drawn in Section VI. 

II. S-BOX OF THE AES ALGORITHM 

The S-Box consists of two sub-modules [7], namely the 
multiplicative inversion sub-module in GF(28) and the 
Affine transformation (operates in matrix multiplication) 
sub-module as depicted in Fig. 2. Each input to the S-Box is 
an 1-byte of intermediate data, x, and the S-Box will 
generate 1-byte of output S(x). In term of power, it 
dissipates 65% - 80% of the total power dissipation of the 
AES implementation [2]. Based on these two sub-modules, 
the S-Box features a non-self-inverse function [8] which 
effectively protects the data against the CPA attack. 

 
 

 

 

 

 

 

 

 

 

 

 

Figure 2. The two sub-modules of a conventional S-Box 

In Fig. 2, isomorphic and inverse isomorphic mappings 
are denoted as A and A-1 respectively [1]. The mapping A 
aims to decompose complex GF(28) to lower order GF(2), 
GF(22) and GF((22)22). In circuit implementation, A and A-1 
require 24 and 23 XOR gates respectively. The square 
operation in GF(24) is denoted as B which requires 4 XOR 
gates. The sum operation in GF(24) is denoted as C which 
requires 4 XOR gates. The multiplication in GF(24) is 
denoted as D, requires 21 XOR and 9 AND gates. The 
multiplication with constant operation is denoted as E, 
requires 3 XOR gates. The inverse operation in GF(24) is 
denoted as F which requires 22 XOR and 12 AND gates. 
The Affine transformation is performed based on matrix 
multiplication which requires 23 XOR gates. The total 

number of gates required in S-Box operation are 120 XOR 
and 21 AND gates as tabulated in TABLE I.  

TABLE I. NUMBER OF LOGIC GATES REQUIRED IN CONVENTIONAL S-

BOX 

Logic Gate 
Multiplication 

inversion in GF(28) 

Affine 

transformation 
Total 

XOR  97 23 120 

AND 21 0 21 

 
As for the 8-bit input x, it processed through A – F and 

the Matrix Multiplication operations to generate the S(x), it 
dissipates different power for different x. Thus, the power 
dissipation could be corresponded with the value of the 
processed data in the S-Box. 

III. PROPOSED MLUT BASED S-BOX  

The input to the S-Box is an 8-bit data, x, which has 256 
combinations of input values (28 =256). The output from the 
S-Box, S(x), for each possible input, x, can be pre-computed 
and stored in a Look-Up-Table (LUT). The corresponding 
output can then be retrieved directly from the LUT when a 
particular input arrives. In this context, a multiplexer can be 
used to select a corresponding output data from the LUT as 
depicted in Fig. 3(a). Hence, the S(x) can be generated faster 
(with only one multiplexer operation) and this operation 
dissipates lower power when compared to the conventional 
S-Box operation. 

As depicted in Fig. 3(a), the proposed MLUT S-Box 
which consists of a 256-byte-to-1-byte multiplexer and a 
256-byte LUT. The 256 stored values, S(x), in the LUT are 
based on the pre-computed values of S-Box operations for 
all possible 256 bytes of x. The longest and shortest path of 
the data of MLUT S-Box is depicted in Fig. 3(b). Although 
there is an interconnection delay difference in these paths, 
their power dissipation difference is small. We will show 
the power dissipation measurement results in Section V. 
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Figure 3. Multiplexer based S-Box (a) Proposed MLUT S-Box                        

(b) Longest and Shortest Path delay 

 

The dissipated power in MLUT S-Box is relatively low 
(when compared to the conventional S-Box) and highly 
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uniform for different x, since only the selection of the 
corresponding S(x), from the LUT is performed. As depicted 
in Fig. 3(b), the data, S(x), selected from LUT passes 
through the AND gate and OR gate to the output, thus the 
power dissipation is low. However, the small differences of 
delay resulted from different paths of the data in multiplexer 
operation generates a marginal small power dissipation 
variation for different x. Hence, the power dissipation of our 
proposed MLUT S-Box has a smaller correlation with the 
processed data when compared to the conventional S-Box 
and thus it is highly secured against SCA.  

IV. MEASUREMENT RESULTS ON AES 

IMPLEMENTATIONS 

The CPA experiment on AES-128 implementation is 
conducted based on the Sakura-X FPGA board [9]. The 16-
byte plaintext is randomly generated from the Sakura 
checker. The power dissipation is measured in an 
oscilloscope with sampling rate of 2.5Giga samples/second. 
The CPA attack is focused at the last round of AES-128 
which processes 128-bit size (16-byte) of input. Hamming 
Distance (HD) power model is employed in this experiment, 
measuring the changes of input and output of the last round 
of the AES-128 implementation. The power dissipation of 
MLUT S-Box is only 1.9mW as shown in Fig. 4. This low 
1.9mW of power dissipation is contributed by the 2 logic 
gate (AND and OR) operations, and an insignificant power 
dissipation due to the interconnection. This is 5.5× lower 
power dissipation than the conventional S-Box 
implementation which dissipates 10.5mW. 

 
Figure 4. Power dissipations of conventional S-Box and MLUT S-Box 

 

It is worthwhile to note that a low power implementation 
on encrypted device does not directly imply high security 
against SCA. The security of the device against SCA is 
measured based on its power variance for different 
processed data. A lower value of variance implies a higher 
security against SCA. In order to verify the dependency 
between the power dissipation and the processed data, a 
variance of 10000 power dissipation of the conventional and 
the proposed MLUT S-Box operations are computed and 
depicted in Fig. 5. The highest power dissipation variance 
can be observed in the conventional S-Box implementation. 
This is due to the 8-bit input data, x, is processed via 120 
XOR gates and 21 AND gates (783 transistors) to generate 
the S(x), hence different values of processed data will 
generate different level of power dissipations. However, for 
our proposed MLUT S-Box, the variance of the power 

dissipations is mainly due to the different S(x) undergo the 
256 AND and 1 OR operations. Although our proposed 
MLUT S-Box has a higher number of AND gates, the total 
number of transistors is only 515, which is lower than the 
conventional S-Box of 783 transistors, implying our design 
has a smaller area overhead. 

 

 
Figure 5. Variance of 10000 power dissipation of conventional S-Box and 

the proposed MLUT S-Box 

V. MEASUREMENT RESULTS ON CPA ATTACK 

The proposed MLUT S-Box is compared with the 
conventional S-Box based on their resistance against the 
CPA attacks. In this experiment, 1-byte key of the 16-byte 
keys was used to evaluate their levels of security. In the 
byte-based CPA attack, there are 256 possible values (1 byte 
= 8 bits and possibility is 28 = 256) and the correct key is 
one of the 256 key candidates. The CPA is performed at the 
last round of the AES-128 implementation. In this case, HD 
of the ciphertext is the intrinsic input for the CPA attack, see 
Fig. 1. 

On the basis of the CPA attacks on the AES-128 
implementations, 15000 power traces are measured to 
evaluate the level of security of the conventional S-Box and 
the proposed MLUT S-Box implementations. As depicted in  

 
Figure 6.  Highest correlation peak of 0.13 shows at key 240 for the correct 

secrete key based on the conventional S-Box implementation 

Fig. 6, the conventional S-Box requires only 5000 power 
traces (shown in Fig. 7) to distinguish between the correct 
key of 240 with the absolute correlation coefficient of 0.13 
and the incorrect key of average absolute correlation 
coefficient of 0.032.  

The low number of power traces required to reveal the 
secrete key of the conventional S-Box is clearly due to the 
variance of the power dissipation of the conventional S-Box 

10.5mW 

Conventional S-Box 

 

Proposed MLUT S-Box 

Conventional S-Box 

Proposed MLUT S-Box 

1.9mW 



is much higher than the variance of the power dissipation of 
the proposed MLUT S-Box which can be observed in Fig. 5. 
This also shows that the variance of power dissipation is 
linked to the power-data correlation and thus the resistance 
to the CPA attack. In order to precisely identify the 
‘minimum’ power traces required to reveal the correct key, 
the correlation versus power traces is plotted in Fig. 7. It is 
shown that the conventional S-Box requires only a 
minimum of 445 power traces to reveal the correct key 
which implies that it is highly vulnerable against CPA attack. 

 

 
Figure 7.  Correlation at different power traces for key 240 based on the 

conventional S-Box 

Fig. 5 has shown that the MLUT S-Box has a smaller 

variance of power dissipations which implies that the data 

and the power dissipation is less correlated, hence it requires 

more number of power traces to reveal the correct key. The 

result of the CPA attack on MLUT S-Box with 15000 power 

traces is depicted in Fig. 8. 

 
Figure 8. Correlation peak for key 240 measured at 15000 power traces 

based on the proposed MLUT S-Box 
In Fig. 8, it is shown that the highest correlation 

coefficient of the correct key of 240 is 0.06 whereas the 
second highest correlation coefficient of the wrong key of 
165 is 0.57, which the difference is very marginal. The 
correct key correlation coefficient of 0.06 is also smaller 
than conventional counterpart of 0.13. In Fig. 8, the absolute 
correlation coefficients of the correct key and the average 
absolute correlation coefficients of the rest of the keys are 
0.06 and 0.027 respectively. The small difference implies 
the difficulty of disclosing the correct key using MLUT S-
Box when compared to the conventional S-Box. The 
minimum power traces required to reveal the correct key is 
plotted and depicted in Fig. 9. 

 
Figure 9.  Correlation at different power traces for key 240 based on the 

proposed MLUT S-Box 

The comparison of the conventional S-Box and the 
proposed MLUT S-Box is tabulated in TABLE II. It is 
clearly shown that the MLUT S-Box increased the 
minimum number of power traces from 445 to 13540 traces. 
This is approximately 30× more secured than conventional 
S-Box. In addition, the power dissipation for the 
conventional S-Box is 10.5mW whereas our proposed 
MLUT S-Box dissipates only 1.9mW. In summary, our 
proposed MLUT S-Box features higher security and lower 
power dissipation against the conventional counterpart. 

 

TABLE II. COMPARISON OF THE CONVENTIONAL S-BOX AND THE 

PROPOSED MLUT S-BOX 

S-Box 

Topology 

Number Of Gates No. 

Trans

istors 

Delay 

(ns) 

Power  

(mW) 

No. 

Power 

Traces XOR AND OR 

Conventional 

S-Box 
120 21 - 783 

164# 

82* 
10.5 445 

MLUT 

S-Box 
- 256 1 515 

21# 

17* 
1.9 13540 

#Longest path delay 

*Shortest path delay 

VI. CONCLUSIONS 

We have proposed a MLUT S-Box for AES-128 
implementation to reduce the power dissipation and to 
increase the resistance against SCA, in particular the CPA 
attack. Our proposed MLUT S-Box design requires only one 
256-byte-to-1-byte multiplexer and one 256-byte of LUT 
memory based on AES-128 implementation. The power 
dissipation of the AES-128 based on our proposed MLUT 
S-Box is significantly reduced from 10.5mW to 1.9mW. In 
addition, the power dissipation for different processed data 
is highly uniform which resulted in lower variance. The 
measurement results obtained from the experiment have 
shown that the proposed MLUT S-Box is 30× more secured 
than the conventional S-Box based on the CPA attack. The 
secret key can only be revealed after measuring a 
significantly large number of 13540 power traces. 
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