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CONSTRUCTING IRREDUCIBLE POLYNOMIALS
OVER FINITE FIELDS
SAN LING, ENVER OZDEMIR, AND CHAOPING XING
Abstract. We describe a new method for constructing irreducible polynomials modulo a prime number p. The method mainly relies on Chebotarev’s
density theorem.

Introduction
Finite ﬁelds are the main tools in areas of research such as coding theory and
cryptography. In order to do operations in an extension ﬁeld of degree n over a
given base ﬁeld, one ﬁrst needs to construct an irreducible polynomial of degree n
over the base ﬁeld. That task is not tedious for ﬁelds of small characteristic. In fact,
for such ﬁelds, it is common to use the Conway polynomials which provide standard
notation for extension ﬁelds. However, for ﬁnite ﬁelds with large characteristic, it
is time consuming to ﬁnd Conway polynomials even for small degrees [8]. Hence
ﬁnding irreducible polynomials in ﬁnite ﬁelds with large characteristic is still an
important task. There are some algorithms presented for this problem ([1], [11],
[12]). For example, one of the eﬃcient methods described in [12] constructs an
irreducible polynomial through the factorization of some special polynomials over
ﬁnite ﬁelds. However, the method that is mostly used in practice for ﬁelds of
larger characteristic is the trial-and-error method. Since the density of irreducible
polynomials of degree n modulo a prime number p is around 1/n, the method is
eﬃcient especially for small degrees.
The method that we present here is also similar to the trial-and-error method.
In our case, we ﬁrst construct a certain polynomial, which is called the Hilbert class
polynomial, of degree n and check if it is irreducible or not. The method is eﬃcient
since the probability that a Hilbert class polynomial of degree n is irreducible mod p
is φ(n)/n when n is square-free, where φ is Euler’s phi function. The probability is
again φ(n)/n for more than 97% of the case when n is odd by Cohen and Lenstra’s
conjecture [4]. Another advantage of our method is that it might also provide a
standardization for ﬁelds of larger characteristic as Conway polynomials do for small
characteristics. Since some Hilbert class polynomials can be computed and stored
in advance, the only task to ﬁnd an irreducible polynomial of a certain degree is
an irreducibility test which can be performed in a very eﬃcient way for the Hilbert
class polynomials.
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The paper is organized as follows. In Section 1, we introduce some preliminaries
and basic results on Hilbert class polynomials. Our algorithm will be presented
at the beginning of Section 2 and analyses on the probability of success and time
complexity are discussed in Subsections 2.1 and 2.2, respectively.
1. Hilbert class polynomials
In this section we brieﬂy introduce Hilbert class polynomials for imaginary quadratic orders. The main reference of this section is [5] and especially Section 5 of
[5].
Let K be an imaginary quadratic number ﬁeld and let OD be an order in K with
discriminant D. The ideal class group C(OD ) of OD is isomorphic to the group
C(D) of the reduced binary quadratic forms of discriminant D. Hence any ideal
by a triple [A, B, C] such that B 2 − 4AC = D and
class I of C(OD ) is represented
√
−B+ D
in the standard
fundamental domain. The corresponding
the number τ = 2A is 

√

D
j value for the ideal I is j −B+
, where j(τ ) is Klein’s j-function, and each j
2A
value is the j-invariant of an elliptic curve over C with the endomorphism ring OD .
This implies that there are h(D) isomorphism classes of elliptic curves over C with
endomorphism ring OD , where h(D) is the class number of C(D). The extension
ﬁeld L of K generated by these j values is called the ring class ﬁeld for OD . The
extension is ﬁnite and has degree h(D). The common minimal polynomial PD (x)
for the j values is called the Hilbert class polynomial for OD .
The discussion above shows that the Hilbert class polynomial PD (x) for a dis
criminant D is hi=1 (x − j(Ii )), where Ii is an ideal class in C(OD ) and h = h(D).
In the current state of the art, ﬁnding the Hilbert class polynomial is a necessary
step for constructing elliptic curves over ﬁnite ﬁelds with a desired endomorphism
deﬁring. The classical method to ﬁnd PD (x) for given D ﬁrst searches all positive
√ 
−Bi + D
with
nite reduced forms [Ai , Bi , Ci ] in the group C(D), then computes j
2Ai
suﬃcientprecision.
Since
the
polynomial
P
(x)
has
integer
coeﬃcients,
the
result
D

√ 

i+ D
with
high
precision
yields the exact value of PD (x)
of hi=1 x − j −B2A
i
[13, Chapter 10]. The running time of this method approximately depends on the
size of |D|1/2 (see [6]). Therefore, the method is not eﬃcient except for small sizes
of D. Recent work on constructing Hilbert class polynomials and more details on
this subject can be found in [6].

2. Constructing irreducible polynomials
We ﬁrst present an algorithm for constructing irreducible polynomials modulo a
prime number p, then describe the theory behind it. The symbol D represents a
discriminant of an order in an imaginary quadratic ﬁeld.
Algorithm. Input a prime number p and an integer n and output an irreducible
polynomial of degree n mod p.
(1) Find a discriminant D such that ( D
p ) = 1, h(D) = n and the class group
C(D) is cyclic.
(2) Compute the Hilbert class polynomial PD (x) for D.
(3) If PD (x) is irreducible mod p, return PD (x); else go to Step 1.
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2.1. Irreducibility of Hilbert class polynomials. In this subsection, we explain
why the polynomial PD (x) is often irreducible modulo a number p. We have the
following result from Gauss’s class number problem.
Theorem 2.1. Let n be a positive integer. There exists a discriminant D such
that h(D) = n.
For n ≤ 100, we know all D such that h(D) = n by [15]. For all other n’s we
know that there exist ﬁnitely many D such that h(D) = n [3, Chapter 5].
Lemma 2.2. Let D < 0 be a discriminant and let p be a prime such that ( D
p ) = 1.
Let PD (x) be the Hilbert class polynomial for the order OD . Then all the irreducible
factors of PD (x) mod p have the same degree.
√
Proof. Let K = Q( D) and let L be the ring class ﬁeld for OD . The extension
is abelian and the Hilbert class polynomial is PD (x). Since ( D
p ) = 1, the prime p
splits completely in the ring of integers OK of K, i.e., we have pOK = pp, where
p and p are conjugate prime ideals in the ring OK . As L is Galois over the ﬁeld
K, the inertial degrees of the primes above p in the ring of integers OL of L are
all equal. This means that the degrees of the irreducible factors of PD (x) mod p
in OK are all the same. Since [OK /p : Z/p] = 1, the inertial degree is equal to the

degree of the irreducible factors of PD (x) mod p.
Let K, PD (x), L, OD be the same as above. Suppose that
[L : K] = n = deg(PD (x)).
Let OK and OL be the rings of integers of the ﬁelds K and L, respectively. The
proposition below shows that by using Chebotarev’s density theorem, it is possible
to give the density of primes p in OK which are inert in OL .
Proposition 2.3. Let G =Gal(L/K) be the Galois group of the ﬁeld extension
L/K. If the group G is cyclic, then the density of primes p in OK such that PD (x)
is irreducible mod p is φ(n)/n where φ is Euler’s phi function.
Proof. Let σp be the Artin symbol corresponding to the prime p. Then p splits
into [G : σp ] primes in L (see [2, Proposition 2.3 on page 165]). Thus, if σp is a
generator of G, then p is inert in L/K and hence the polynomial PD (x) is irreducible
over the residue class ﬁeld OK /p. On the other hand, for a ﬁxed generator σ of
G, by Chebotarev’s density theorem [10, Theorem 3.1], the density of primes p in
OK such that σp = σ is 1/n since G is commutative and the conjugacy class of σ
contains only one element. Therefore, the density of primes p in OK such that σp
is a generator of the group G (or PD (x) mod p is irreducible) is φ(n)/n as there
are φ(n) generators of G.

Let p be a prime number such that D is a quadratic residue mod p. Suppose
that p in OK divides pOK . Since (D/p) = 1, the prime p splits completely in OK
and we have [OK /p : Z/p] = 1. Hence, the factorization pattern of the polynomial
PD (x) mod p is the same as the factorization pattern of it mod p. Therefore the
probability that PD (x) is irreducible mod p is equal to the probability that PD (x)
is irreducible mod p where pOK = pp. For example, if the degree of PD (x) = n
is prime and (D/p) = 1, then the probability that PD (x) is irreducible mod p is
(n − 1)/n; and if n is square-free, then the probability is φ(n)/n since G=Gal(L/K)
is cyclic for both cases.
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As for the other n, the probability depends on the structure of Gal(L/K) which
is isomorphic to the class group C(D) of discriminant D. For instance, if n is odd
for a random D with h(D) = n, the group C(D) has more than a 97% chance to be
cyclic based on a conjecture (see [4] and [3, Conjecture 5.10.1]). As for even nonsquare-free n’s, again we have more than a 97% chance that the odd part C0 (D)
of the class group C(D) is cyclic by [4]. The subgroup C0 (D) consists of elements
in C(D) of odd order. We should also note that in practice it is not hard to check
whether the group C(D) (or Gal(L/K)) is cyclic for a random D by assuming
h(D) is not too large. This can be done eﬃciently by the method described in [7]
or by any method described in Section 5.4 of [3]. For example, for n = 128, there
are 10 discriminants D with h(D) = n in the ﬁrst 28 such discriminants such that
C(D)(=Gal(L/K)) is cyclic. The ratio is 10 to 39 for n = 256, 10 to 20 for n = 144,
10 to 42 for n = 512 and 10 to 15 for n = 1024 . Therefore, in practice one can
compute and store the ﬁrst 10 discriminants D for each n < 10000 such that the
class group C(D) is cyclic.
2.2. The running time. For a given integer n, |D| is approximately n2 by [3] and
if n is odd, then |D| must be a prime number. The eﬃcient methods described in
[3, Section 5.4] and [7] for computing class numbers also give the structure of the
class group while computing the class numbers. Note that the class group C(D) is
always cyclic when n is square-free and 97% of the time when n is odd [4]. Hence
searching D can be performed eﬃciently. We should also note that one might need
to work with extensions of degree at most 5000 (or maybe 10000) of ﬁelds of large
(more than 5 digits) characteristic, since in practice computing in an extension ﬁeld
of degree more than 5000 is a time consuming task. Hence, we might assume that
the degree n is at most around 10000. The time complexity of constructing PD (x)
is O(n2 ) [6]. Therefore, in terms of time complexity, the dominating step is Step 3
for large primes. The following lemma suggests that Step 3 can also be performed
eﬃciently by using a method similar to that in [9]. Then the running time of this
step is O(nβ log p) with β < 1.9.
Lemma 2.4. Let PD (x) be the Hilbert class polynomial with degree n for a discriminant D and let p be a prime number such that ( D
p ) = 1. If n is prime, then
PD (x) is irreducible modp if and only if gcd(xp − x, PD (x)) = 1. If n is composite
such that n = ab with 1 < a < n, then PD (x) is irreducible mod p if and only if
a
b
gcd(xp − x, PD (x)) = 1 and gcd(xp − x, PD (x)) = 1.
Proof. See [3, Proposition 3.4.4] and Lemma 2.2.



In the current state of the art, the method that is mostly being used in practice
to ﬁnd an irreducible polynomial over ﬁelds of large characteristic is the trial-anderror method. This method also works since the density of irreducible polynomials
of degree n is around 1/n mod any prime p [12]. Although our algorithm also
needs to check if a polynomial is irreducible or not, the probability of success in our
case is φ(n)/n for most of the time. Although O(nβ log p) with β < 1.9 is eﬃcient
enough to determine an irreducible polynomial, one may reduce the running time
by avoiding any polynomial arithmetic in Step 3. The following observation might
lead one to achieve this.
Theorem 2.5. Let D < 0 be a negative discriminant and let PD (x) be the corresponding Hilbert class polynomial. If PD (x) has a root in the ﬁeld Fq , then there
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exists an integer t such that |t| < 2q and (t+2q, t−2q) is either of the form (b2 , Dy 2 )
or (2b2 , 2Dy 2 ) for some integers b and y, where q = pr and ( D
p ) = 1.
Proof. That PD (x) has a root in Fq implies that PD (x) splits completely over Fq .
Each root gives the j-invariant of an elliptic curve with endomorphism ring OD .
Let E be one of these elliptic curves over Fq . The curve E is also deﬁned over Fq2 .
Let t = q 2 + 1 − #E(Fq2 ). The discriminant D1 of the q 2 th Frobenius morphism
lies in OD hence D1 = t2 − 4q 2 = (t − 2q)(t + 2q) = v 2 D for some integer v. Since
the curve E is not supersingular, gcd(t, p) = 1. Therefore (t − 2q) is of the form

y 2 D or 2y 2 D for some integer y.
Corollary 2.6. Let p and n be primes such that n = h(D) for some discriminant
D < 0. Let PD (x) be the Hilbert class polynomial for OD . Then PD (x) has a root
mod p if and only if there exists an integer t such that |t| ≤ 2p and (t + 2p, t − 2p)
is either of the form (b2 , Dy 2 ) or (2b2 , 2Dy 2 ) for some integer b and y.

Acknowledgments
The authors are grateful to the anonymous referee for his/her invaluable comments and suggestions. Without these suggestions, the paper could not have appeared in the current form.

References
1. L. Adleman and H. Lenstra, Finding irreducible polynomials over ﬁnite ﬁelds, Proc. 18th
Annual ACM Symp. on Theory of Computing, 350-355.
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