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Abstract— This paper studies a distributed secure consensus
tracking control for multi-agent systems subject to strategic
cyber attacks modeled by a random Markov process. A hybrid
stochastic secure control framework is established for designing
a distributed secure control law such that mean-square exponen-
tial consensus tracking is achieved. A connectivity restoration
mechanism is considered and the properties on attack frequency
and attack length rate are investigated, respectively. Based on
the solutions of an algebraic Riccati equation and an algebraic
Riccati inequality, a procedure to select the control gains is
provided and stability analysis is studied by using Lyapunov
method. The effect of strategic attacks on discrete-time systems
is also studied. Finally, numerical examples are provided to
illustrate the effectiveness of theoretical analysis.

Index Terms—Cyber system; Network system; Distributed
secure control; Strategic attack; Attack frequency; Mean-square
exponential convergence.

|. INTRODUCTION

Recent years have witnessed an increasing attention on dis-
tributed cooperative control of real-world multi-agent systems
due to its widespread applications in various fields such as
distributed control of team robots, design of sensor networks,
formation control of vehicles, rendezvous of mobile agents,
and synchronization of coupled chaotic oscillators [1]-[5]. A
fundamental yet interesting issue on this topic is to develop
distributed controllers using only relative local information
such that as time goes on, all the agents eventually achieve
state consensus of the whole group. As an effective consensus
seeking approach, consensus tracking problem has been widely
studied for linear multi-agent systems [6]-[13].

Distributed secure coordinated control of multi-agent sys-
tems is an interesting and important problem. Multi-agent
systems, like all large-scale spatially distributed systems, are
vulnerable to cyber-attacks due to the development of network
information and communication technologies. Typically, there
are two different attack scenarios in a multi-agent system:
attack on the dynamic behaviors (or closed-loop dynamics)
of the agents and attack on the communications among the
agents. Both of attacks can dramatically affect the consensus
properties of the whole team. Under the assumption that the
network is complete, consensus problem was studied in [14]
for multi-agent systems with adversaries. [15], [16] considered
distributed attack detection using unknown input observers for
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double integrator multi-agent systems. In [17], a distributed
attack detection and identification algorithm via a distributed
filter was investigated for cyber-physical systems. Note that
[14]-[17] show that an attack on a specific node is identical
to node removal on network graphs. In reality, it is more
general to consider the second attack scenario that a number
of edges are attacked [18]-[20]. In addition, the aforemen-
tioned detection techniques and control algorithms are always
separated, which implies that there is no feedback to the
control parameters when the attacks are detected or identified.
Recently, [21] proposed a distributed receding-horizon control
method for secure control of multi-agent systems by limiting
the actions of the adversaries. [24] and [25] modeled attacker-
defender interactions as a stochastic game and developed the
game-theoretic resilient control schemes for cyber-physical
systems. So far, how to design effective resilient algorithms
is still challenging and of great significance to the distributed
secure control problem of multi-agent systems.

In previous work [26], two types of attacks: connectivity-
maintained and connectivity-broken attacks were studied and
a hybrid secure control scheme was provided to achieve dis-
tributed secure control of a leader-follower multi-agent system.
However, on the one hand, the attacks on graphs are modeled
by using a deterministic switching signal that determines the
switching among various network topologies. That is, it is
assumed that the system has complete access to the attacker
moves. This similar switching attacks are also considered in
[29] from the perspective of sliding mode. On the other hand,
sufficient conditions for existence of consensus algorithms are
established by solving two linear matrix inequalities (LMIs)
to get a common solution for designing Lyapunov functions
afterwards. The set of LMIs are dependent on the eigenvalues
of the Laplacian matrix of all the information graph topologies.
Besides, the time-complexity of solving an LMI is O(N?s%),
where N and s are the number of agents and the dimension
number of agent dynamics, respectively. Overall, it is conser-
vative via LMI techniques.

In this work, a distributed secure coordinated control prob-
lem is addressed for linear multi-agent systems under strate-
gic attacks in cyber space whose dynamics are captured by
a random Markov process. Exponential consensus tracking
in mean-square sense is achieved based on a novel hybrid
stochastic secure control approach, provided that two condi-
tions are satisfied with respect to the attack frequency and
attack length rate. A piecewise quadratic Lyapunov function is
explored, which is determined by solving an algebraic Riccati
equation and an algebraic Riccati inequality and the existence
of solutions can be guaranteed [30], [31].



The main contributions of this work are summarized as
follows. 1). In contrast to consensus (or consensus tracking)
problems for lower-order multi-agent systems in [1]-[5], [9]-
[25], continuous-time and discrete-time linear dynamics are
considered in this paper. Furthermore, the open-loop system
matrix of the linear agent dynamics may not contain stable
eigenvalues as required in [6]-[8]. 2). Different from deter-
ministic attacks in [26], this paper studies strategic attacks,
whose dynamics are captured by a random Markov process. A
connectivity restoration mechanism is assumed such that after
a short period of time, the networks can recover from attacks.
The problem is formulated from a switching perspective and
a switching sequence forms a random Markov chain to model
strategic attacks. 3). An explicit analysis of the attack fre-
quency and length rate is provided to achieve secure consensus
tracking. By virtue of the slowly switching mechanism with a
piecewise Lyapunov function, the upper bounds of the attack
frequency and attack length rate are obtained to ensure that
the attacks do not occur frequently and the average recovery
time is not too large. Under these two conditions, the designed
distributed secure control laws guarantee that all the agents
can achieve mean-square exponential consensus tracking. 4).
Different from solving two LMIs to obtain a common solution
in [26], the distributed control laws can be designed by solving
the algebraic Riccati equation and inequality, respectively, with
the time-complexity of O(s*) [30], which are independent of
all the information topologies under strategic attacks.

This paper is organized to provide mathematical develop-
ment and stability analysis along with numerical simulations.
Specifically, in Section I, a distributed secure coordinated
control problem is formulated. In Section Ill, the distributed
design and stability analysis are first developed for continuous-
time multi-agent systems under attacks. Then, an extension to
discrete-time case is studied. Section IV gives the numerical
stimulations, followed by conclusions in Section V.

The following notations are used throughout this paper. Let
R (R>p) be the set of reals (greater than or equal to 0), RV*N
be the set of NV x N real matrices, Iy be the N x N identity
matrix, and 1 be the NV x 1 vector with all ones. N denotes the
set of natural numbers and Ny = {NUO}. Notations & and ||-||
denote, respectively, the Kronecker product and the Euclidean
norm. For a real symmetric matrix A, Amin(A4) and Apax(A)
represent its smallest and maximum eigenvalues, respectively.

Il. PROBLEM FORMULATION

Consider a group of N agents modeled by the following
continuous-time linear dynamics:

&;(t) = Az;(t) + Bu(t), t € Rxo, 1)

and its discrete-time counterpart is given by
zi(t 4+ 1) = Az;(t) + Bui(t), t € No, )
where z;(t) € R™ and u;(t) € R, i =1,2,---, N, are the

state and control input, respectively, and A, A € R"*", and
B, B € R™*! are the system and input matrices of (1) and (2),
respectively. We assume that A is not Hurwitz stable and A
is not Schur stable, while (4, B) and (A, B) are stabilizable.
That is, there exists a control gain K € R!*™ such that A+BK
is Hurwitz stable and A + BK is Schur stable, respectively.

Cooperative team objectives are prescribed in terms of local
neighborhood consensus tracking error §;(¢) defined as

6i(t) = Z aij(zi(t) —x;(t)) + bi(xi(t) — zo(t), (3)

where zo(t) € R™ is the state of a leader, labeled as i = 0,
satisfying the linear dynamics: @ (t) = Axzo(t).
The objective of distributed coordination is to design
’U,l(t) = —cKéi(t), = 1, 2, ey N, (4)

with coupling gain ¢ > 0 and control gain matrix K € R*™,
such that x;(t) of the followers track xz((¢) of the leader.

A. Attack Model

In [26], two types of attacks, connectivity-maintained and
connectivity-broken attacks, are studied. These attacks on
graphs are modeled by using a deterministic switching signal
to determine switchings among various network topologies.
The model in [26] assumes that the system has complete access
to the attacker moves. In this work, we study the following
new attack model partly motivated by [24] and [25].

1) Cyber System: Different from the results in [26], the
state of the cyber system in this paper is described by 6(¢).
The evolution of 6(t) depends on the attacker’s action «a
and the cyber defense action d, which are also functions of
time. For a given pair (a,d), 6(t) is modeled as a right-
continuous, time-homogeneous, ergodic, random Markov pro-
cess. S = {1,2,...,s} is the finite state space corresponding
to all possible topologies under attacks. Let the infinitesimal
generator of Markov process be T = (,,,), which is given by

Ppe(t) = Prob{r(t+h)=q|r(t) =p}
— { ’quh + O(h)a p 7£ q7 (5)
B 1+'Ypph+0(h)7 p=gq,

where for the switching signal 7(t), v,, > 0 is the tran-
sition rate from state p to state ¢ if p # ¢ while v,, =
— D y=1.p#q Ypg» @Nd o(h) denotes an infinitesimal of higher
order than h, i.e. limy_,go(h)/h = 0. Note that T is the
transition rate matrix, whose row summation is zero and all
off-diagonal elements are nonnegative.

2) Cyber Strategy: Denote by a € A a cyber-attack chosen
by the attacker from its attack space A : = {a1,az2, - ,an}
composed of all m possible actions. d € D is the cyber defense
mechanism employed by the network administrator, which in-
cludes possible defense actions from D : = {dy,ds,- - ,d, }.
Thus, one can consider the following mixed strategies of the
defender and the attacker:

FR) = [fp(R)j=r € Fry g(k) = g4(k)]j-1 € G, (6)

Fi o+ ={fR) €0, > fpk) =1}, (7)
p=1

G ={g(k) € [0,1": Y gy(k) =1}, ®)
q=1

where k denotes the time scale on which cyber events occur,
fp(k) and g, (k) are the probabilities of choosing d,, € D and
aq € A, respectively, and F, and G, are two sets of admissible
strategies provided for the defender and the attacker.
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Fig. 1. Hybrid stochastic secure control framework in a multi-agent system.

Therefore, the transition law of the cyber system state 6(k)
at time & depends on the actions of the attacker as well as the
defense mechanism employed by the network administrator.
More precisely, the rate matrix satisfies

Vpa(f(K), 9(k)), ¢ # p,
’Ypp(f(k‘% g(kj))v q=Dp,

where A > 0 is on the same scale as k, v,,(f(k), g(k))
are the average transition rates in terms of the transition rates

:qu(k‘) = :qu(a’q(k‘)’ dp(k))v b, q € Sa dEﬁnEd by

-3

p=1q=

Prob{6(i+A) = do(k) =1} = {

m

prq fp gq ’qu( ) (9)
1

B. Hybrid Stochastic Secure Control Framework

In a networked multi-agent system, an interaction between
the physical space and cyber space is captured by their
dynamics. Clearly, equations (1) and (5) describe a hybrid
system with continuous-time and discrete-time states. The
multi-agent physical system state x;(¢) is controlled by a
distributed secure controller ;(¢). In cyber space under attacks
modeled by a random Markov jump process, the cyber system
state 6(¢) is controlled by a cyber defense mechanism d
used by the network administrator as well as the attacker’s
action a. The attacker intends to remove the connection edges
in a networked multi-agent system by launching strategic
attacks on graphs, which results in all kinds of new possible
graph topologies. These topologies are paralyzed when the
graph connectivity is broken. A distributed resilient control
algorithm will be developed such that the network won’t lose
the secure consensus tracking performance. The hybrid nature
of the multi-agent system leads to the adoption of a class of
hybrid systems model. Therefore, a framework of this hybrid
stochastic secure control for a networked multi-agent system
is illustrated in Fig. 1.

C. Control Objective

The objective is to design a distributed secure control law
u;(t) for multi-agent systems (1) with strategic attacks on
communication graphs modeled by a random Markov jump
process. Therefore, a distributed secure consensus tracking
control problem is defined as follows.

Definition 1: (Mean-Square Consensus Tracking Under
Strategic Attacks) The distributed secure control law wu;(t)
is said to solve a secure consensus tracking problem in
mean-square sense for multi-agent systems (1) under strategic
attacks, if there exist a scalar x > 0 and a decay rate p > 0
such that for all t > tg, i € V,

B {Jla:(t) — wo(t)|*} < me= B {Jlas(to) — wo(to)]* .

I1l. MEAN-SQUARE EXPONENTIAL CONSENSUS
TRACKING UNDER STRATEGIC ATTACKS

In this section, based on the attack model in subsection I1-A,
a distributed secure consensus tracking control problem will
be studied for multi-agent systems (1) under strategic attacks.
In the context of multi-agent systems, the initial connectivity
graph of the agents often meets some connection conditions
[5]. Thus, motivated by this observation, we assume that the
initial graph without being attacked by any strategic attacks
contains a directed spanning tree with the leader being the
root. However, strategic attacks satisfying a random Markov
jump process may make the networks paralyzed as the graph
communication connectivity is broken, which results in the
loss of secure consensus tracking performance for the entire
multi-agent systems. Before deriving the main results, the
following graph description under attacks is presented.

A. Time-varying Markovian Graph

Based on descriptions of attack model in Section 1I-A, let
Grity = {V,E @), Arry} represent a directed time-varying
graph of order N with the set of nodes V, &, is the

set of edges and A, = [ ”(t)} e RVXN denotes the

adjacency matrix of G,,, where a}\" > 0 if and only if
(4,1) € &) else a;@ = 0. An edge of G, is an ordered
pair (i,7) € &, if agent j can be directly supplied with
information from agent ¢. The set of neighbors of node v; is
denoted by N,y = {v; € V, (vj,v;) € &1y, 4 # i}. Graph
Gr(+) contains a directed spanning tree if there is a node which
can reach all the other nodes through a directed path. The
Laplacian matrix of a graph G, is defined as LTSt) =D,)—
Ay € RNXN where D,y —=diag{d]"",d5" LA}
with d/) = S | a". Thus, an information- exchange ma-
trix for consensus trackmg is written as H,.;) = L)+ Br(s)s

where B, = diag{s;", v;*,... b} represents the
access of followers to the leader under attacks. If b;(t) =1,
the 4th agent accesses to leader, and b’(t = 0, otherwise.

B. Connectivity Restoration Mechanism

In order to achieve secure consensus tracking for systems (1)
under strategic attacks, the following assumption introduces a
connectivity recovery mechanism.



Assumption 1: G, can be recovered into connectivity-
maintained topologies after a connectivity restoration mecha-
nism (i.e, the sensing and communication devices are able to
recover through some backup or repairing efforts).

Remark 1: Although the initial graph without being at-
tacked can provide the possibility of consensus tracking for
system (1), each paralyzed topology G, under strategic
attacks might totally destroy the secure consensus performance
of the whole multi-agent systems. Thus, Assumption 1 implies
that the secure consensus tracking problem can be solved if
there exists a connectivity restoration mechanism through in-
ternal recovery/tolerance capacities of the system or repairing
efforts, even though it may take a short period of time.

C. Distributed Secure Control Law Design

Without loss of generality, one may suppose that there exists
an infinite sequence k = 0,1,2,---, for [tax, to(41)), Such
that when ¢t = t9511, the multi-agent system is subject to
strategic attacks. That is, the multi-agent network G, is
paralyzed during [tox1,ta(k+1)), While it works well during
[tak,tor+1) for an initial graph G, without being attacked
by any strategic attacks. Based on the recovery mechanism
in Assumption 1, when ¢ = ¢, , the multi-agent network is
recovered to a connectivity-maintained topology.

The objective is to construct a distributed resilient control
law to achieve secure consensus tracking for system (1) under
strategic attacks. Specifically, based on the above analysis the
protocol (4) can be designed as

oK1 ad (w(t) — @i(t)) + 0 (wo(t) — z:(1)))],
t € [tak, tant1),
ui(t) =
IF[SN 0l (1) — (1)) + 0 (o
—z;())], t € [tak+1, tagrrn))s

(t)

(10)
where £ € Ny, i = 1,2,--- N, o, 9 > 0 represent the
coupling strengths, K, I' € Rlxn are the feedback control gain
matrices to be designed, a , by are the adjacency elements
of the initial network go, Whlle a’”j(t) b'") represent the
adjacency elements of G, ;) under strategic attacks modeled
by a random Markov jump process.

Denote the state tracking error between the followers and
the leader as e; (t) = x;(t)—zo(t) and let e(t) = (e (¢), el (1),

-, €& (t))T. Then, substituting (10) into the multi-agent
system (1) yields the following closed-loop error dynamic
system in a compact form

[In ® A— o(Hp ® BK)]e(t), t € [tak, tak+1),
é(t) =

Ny ® A—9(H,) @ BF)le(t),t € [tar+1.tagkt1)),

where Hy and H, . are the information-exchange matrices of
the initial graph G, and graph G, ) under malicious cyber-
attacks, respectively. Here Hj is a nonsingular matrix.

D. Attack Frequency and Attack Length Rate

Based on [26], it is obvious that the attack amount is not
arbitrary and suitable conditions must be imposed. Motivated
by a slowly switching mechanism in [27], the following
definitions are introduced to solve the studied problem.

Definition 2: (Attack Frequency) For any 75 > Ty > to,
let N¢(T1,T5) denote the number of attacks taking place over
[Ty, Ty). Thus, F(Ty, Th) = w is defined as the attack
frequency over [Ty, T5) for all TQ > T, > to.

Definition 3: (Attack Length Rate) For any ¢ > 0, denote
T, (to,t) as the total time interval for multi-agent systems
under attacks during [to,t). Thus, T;Qg(;“ is defined as the
attack length rate over [to, t).

Remark 2: Note that H, is a nonsingular matrix, while
H,.;) may be a reducible matrix. Even though Hy provides the
possibility of consensus tracking, the existence of paralyzed
topologies H,.;) may totally destroy the secure consensus
tracking performance To overcome this difficulty, suitable
conditions must be imposed on both attack frequency and
length rate as it is important to determine the amount of attacks
that a system can tolerate before undergoing instability.

Remark 3: As defined in [26] for a multi-agent system
under attacks, Definitions 2 and 3 can specify the class of
attack signals in terms of their frequency and length rate.

E. Stability Analysis

The following two lemmas are provided as a basis for the
development of the main result.

Lemma 1: For multi-agent systems (1) without being at-
tacked by any strategic attacks, if there exists a unique sym-
metric positive definite matrix P > 0 such that the following
algebraic Riccati equation (ARE) is satisfied

PA+ ATP—-PBR'B"P+Q =0, (11)

where R > 0 and @ > I are two symmetric positive definite
matrices. Then, under the proposed distributed controller (10),
for a selected Lyapunov function V,(e(t)) and a positive
constant & = Apin (Q)/Amax(P) > 0, it holds that

Va(e(t)) < eV, (e(to))- (12)
Proof: Choose a Lyapunov function candidate as:
Ze 07 Pe;(t), i=1,2, ---, N, (13)

where ;" is similarly given as in Lemma 4 [28] such that
® = OHy+HI© > 0. One such © is given by diag{6; ", - ,
o5} where § = [67",--- 63" = (H{) 'L,
Taking the time derivative of V;,(e(t)) along the closed-loop
systems yields the following equality in a compact form
Vale(t)) = ') (@@ PA+0 @ ATP)e(t) (14)
—0eT(t)((©Hy + HI©) ® PBK)e(t).
Substituting X = R~'BT P into (14) yields
Valet)) = €L'(t)(0® PA+0 @ ATP)e(t)
—0e’ (t)((6Hy + HI©) ® PBR™' BT P)e(t)

< ') (O ® (PA+ ATP))e(t)
—0Amine? (t)(In ® PBR™1BT P)e(t)
< €T(t)(® ® (PA + ATP))e(t) - QAminemin
e’ (t)(©@ @ PBR™' BT P)e(t), (15)

where i, = min; 0;, ¢ =1,2,--- , N, and Apin = Amin(P).



Provided the coupling strength o > (Amin&min) %, it fol-
lows from (11) that the expression in (15) can be rewritten as

Va(e(t) < ef'(t)©® (PA+ATP - PBR'BTP)le(t)
(

= —Tt)(O®Q)e(t). (16)

Given that —Q < —A\nin(Q)] = —aAnax(P)I < —aP
and & = Apin(Q)/Amax(P), (16) is further rewritten as

Va(e(t)) < —aeT(t)(G ® Ple(t) = —aV,(e(t)).
Integrating both sides of (16) over [tg,¢) leads to
Va(e(t)) < e @tV (e(to)).

Thus, the proof is completed. [ ]

Next, we consider that the multi-agent system (1) is subject
to strategic attacks satisfying a random Markov process. Be-
fore presenting the result, the following assumption is given
on possible graphs under strategic attacks.

Assumption 2: The paralyzed topology G, ;) under strate-
gic attacks are balanced and the union of all digraphs consist-
ing of the leader and the NV followers contains a spanning tree
rooted at the leader.

Lemma 2: For multi-agent systems (1), if there exists a
symmetric positive definite matrix S > 0 such that the
following algebraic Riccati inequality (ARI) is satisfied

SA+ ATS - SBT'BTS - S <0,

17)

(18)

where 7" > 0 is a symmetric positive definite matrix, then,
under the proposed distributed controller (10) with Assumption
2, for a selected Lyapunov function V,(e(¢)) and a constant
B8 > 0, the following expression can be obtained:

E{Vi(e(t))} < "0 E{Vi(e(to))}- (19)
Proof: Choose ]3 Lyapunov function candidate as
Vile(t)) = 3 el (t)Se;(t), i =1,2,--- ,N.  (20)

=1
Based on Lemma 4.2 in [32], the stochastic Lyapunov
function candidate of (20) w.r.t the Markov jump process is
VP (e(t)) = Ele” (t)(In @ S)e(t)X(r(t)=py): VP €S, (20)

where r(¢) used to model the strategic attacks on graphs is
given in Section I1-A, and for a real function r(¢), its indicator

function of event r(t) = p is defined b
1, if r(t) = p,

0, if r(t) #p.
Based on Lemma 4.2 in [32], the stochastic derivative of
VP (e(t)) along the closed-loop error system is expressed as

VE(e(t) = El(de(t)" (In @ S)e(t)X {r(t)=p}]
+E[e" () (In @ S)de(t)X {,(t)=p} ]
n g 7y Vi (e()dt + o(dt)

= FE{TW)[In®SA+Iy® ATS
—9(H, ® SBF + (H, @ SBF)")]e(t)

n ; Y Vi (e(t)dt + o(dt)}, (23)

X{r(t)=p} = (22)

where V;?(e(t)) denotes the Lyapunov function for r(¢) = q.

Suppose that the signal ~(t) starts at an invariant distribu-
tion m = [my, my ---, ws] @S given in [33], selecting the
coupling strength ¥ > (27 minAmin (Hun)) ™! With 7 =
minpes{m,y}, S = {1,2,..., s}, and substituting the controller
gain matrix F = T-'BTS into (23) yield the following
expression by bearing in mind that 7, > Tmin,

dVy(e(t))

T < E[T"(t)(In ® SA+ Ixy @ ATS)e(t)]
EleT(t)(H ® SBT BT S)e(t)], (24)

where H = (Hup + HZ,)/(2Amin(Hun)), Hun =1 Hp
is the information-exchange matrix of the union of all digraphs
Gp,p €S and H,, is its corresponding information-exchange
of the mirror of the union of G,, p € S.

Take a unitary matrix ¥ = [¢1,%,, -+ , 5], Where ¢, is
an orthonormal eigenvector of H,,,, associated with eigenvalue
Ni(Hyp), b8, 0T Hyp = Ni(Hyp )T forall i =1,2,--- N,
Similarly, defining é(¢) = (97 ® Ix)e(t) gives

el'(t)[In ® (SA+ ATS) — H ® SBT BT S)e(t)

al ~T T )‘](Iglu’ﬂ) —1RT q\s
Jj=1 min un
N

< Y& (t)(SA+ATS — SBT'BTS)é;(t). (25)
j=1

Since SA+ATS—-SBT-'BTS—3S < 0in (18), it follows
from (25) that (24) can be rewritten as

E{Vi(e(t)} < BE{" () (In ® S)e(t)} < BE{Vi(e(t)},

which yields (19) and the proof is completed. [ ]
Next, a multi-step design procedure is developed for select-
ing the control parameters of (10).
Algorithm 1: Under Assumptions 1 and 2, the proposed
distributed control law (10) can be constructed as follows.
(1) Solve the following algebraic Riccati equation (ARE)

PA+ ATP - PBR'BTP+Q =0, (26)

to get a matrix P > 0.
(2) Solve the following algebraic Riccati inequality (ARI)

SA+ ATS — SBT'BTS — S <0, 27)
to get a matrix .S > 0 for a given positive scalar 5.
(3) Design the feedback control gains of (10) as
K=R'BTp, F=T7'B"gs, (28)

where R > 0 and 7" > 0 are two given symmetric positive
definite matrices, P and S are obtained by solving ARE (26)
and ARI (27), respectively.

(4) Choose the coupling strength satisfying:

0> (/\minemin ) -1 ’ ) 2 (27rmin )\min (Hun) ) -1 ’ (29)

where Amin = Amin(®), Omin = min; 6;,7=1,2,--- | N, and
Tmin = Minyes{m,}, S ={1,2, ..., s}.

Next, according to this designed Algorithm 1, sufficient
conditions on secure consensus tracking are developed for
multi-agent systems (1) subject to strategic attacks. The main
result is thus described as follows.



Theorem 2: Consider the multi-agent systems (1) subject According to Definition 2, N (to,t) = k fort € [tog, tak+1)
to strategic attacks. Suppose that Assumptions 1 and 2 hold. and Ny(to,t) = k + 1 for t € [tapy1,t2(k+1)). Thus, for
Under the proposed control law w;(t) in (10), all the agents V¢ > 1, it follows from (35) and (36) that

can achieve secure consensus tracking in mean-square sense 9N —a(t—to—
' #(to,t) ,—a(t—to—Ta(to,t)) ,B8Ta(to,t)
provided that the following two conditions are satisfied: E{VD)} < p ¢ € E{V(to)}.

X y (37)
Ienl.ﬂ']l't;:{g :;(;isst]csiez; constant n* € (0, ) such that the attack Based on (30), it holds that
g T (to,1) < o—n* (30) —a(t —to — Tu(to,t)) + BTa(to,t) < —n*(t —to), (38)
t—to — a+fB’ which implies that
2. There exists a constant n € (0,7*) such that the attack p—alt—to=Ta(to,t)) BTa(to,t) < p—n" (t—to) (39)
frequency F(to,t) satisfies -
_ Ny(to, «_ NN Based on (31), it is clear that
Fyto,t) = =— = < Ff = ()’ (31) ANy (to.6) Inu) < (" —=m)(t=to). (40)
where p = max{ rndxm"r]n(?)(P)v 9m/?:d;ff()P)} > 1, Opin = Thus, substituting (38)-(40) into (37) yields
min; 6;, and 0. = max; 0;, i = 1,2,---, N. E{V(t)} < €_Tl(t_t0)E{Vb<t0)}- (41)
Moreover, the state decay estimation is given by -
9 n(t—to) 9 From (33), it is not difficult to obtain that
E{lles(0))"} < e E{lei(to) "}, (32) )
. 4 bE{|le:(t)|*} < BV ()}, E{V (to)} < aB{|lei(to)] }
where ¢ = £, a = max{Anax(0; P), Anax(S)}, b = (42)
min{Amin (0; ' P), Amin(S)}, i = 1,2+, N. Thus, combining (41) and (42) yields the following state

Proof: Based on Lemmas 1 and 2, the following piece-  decay estimation of consensus tracking error
wise Lyapunov-like functional candidate is defined as V'(t) 5 n(t—to) 9
= Vy((e(t)), where o(t) = a or b is a switching signal, E{lei(t)|*} < e O B{eito) I} (43)
specmcally, to activate the running time of the controller. According to (43), e; (¢ 0 as t — oo, which indicates
Vi) = Va(e(t)), if t € [tog, togs1), (33) that xi(t)g_> x(o(t))’ aesZ(t )—>——>1—oo o [ ]
Vi(e(t)), ift € [tart1, taes1)),

where the Lyapunov functions Vi (e(t)) and Vj(e(t)) are F- EXtension to Discrete-time Case

defined in (13) and (20), respectively. The objective is to design a distributed controller u;(k) for
Suppose V, is activated in [tar, tox. 1) and V4 is activated a discrete-time linear multi-agent system (2) under strategic
in [taps1, ta(k+1))- It follows from Lemmas 1 and 2 that attacks satisfying a random discrete-time Markov process with
a transition probability matrix A = (A,,), which is given by

E{V(t)} (34)
o [ N B 1 € o) Apg=Prob{r(k +1) = dlr(k) =p}, k€ No.  (44)
- eAt=taer) B{V, (tapr1) }, i £ € [torsr, bagrsn))- Thus, a distributed secure consensus tracking control prob-

lem for discrete-time systems (2) is defined as follows.
Definition 4: The distributed resilient control law wu;(k)

solves a secure consensus tracking problem in mean-square

sense for discrete-time linear multi-agent system (2) under

Note that the closed-loop error system is switched at ¢ = ¢,
and ¢ = t3, ;. Next, we discuss two cases for ¢ € [tar, tok41)
and t € [tog41,tagky1)), respectively.

Case I: if t € [tak, takt1), it follows from (34) that

E{V(t strategic attacks, if there exists a scalar ¢ > 0 and a decay
V) rate 0 < v < 1 such that for all k& > kg
< e TR BV, (tar)} < pem TN B{Vi(t5,)} ’
< et [Pt ) BV (1)) E {Jles(k) = ao(k)|* } < o) B {la:(ho) — zo(ko)II* }
o (t—tar) [ B(tar—tak 1) -
< pe TR B Va (ty )] Similar to Section 111-C, the following distributed control
= plemoltta) flla—ta-) pry, (1o )} law is proposed to achieve secure consensus tracking
< M e~ (t—tak) oB(tar —tor—1) 50
- QK(S (k)a ke [k2m7k2m+1)7
—a(tzk—1—t2(k-1)) u; (k) = S ) (45)
_ x[e E{Va(ta(e-1)}] (k) { 19F5;(k)(k)a k€ [kamy1, kagmt1))s
; p2kealt=to=Ta(to 1) BT (to) LY (1)), (35) where m € Ny and 07 (k) = Zj.v:l ali(xi(k) — x;(k)) +
- ‘ b (a5 (k) — wo(k)), i =0, r(k ‘
z(zl( ) ‘TO( ))a ,T‘( )
Case 1 if t € [tat1,tak+1)), it follows from (34) that Thus, substituting (45) into system (2) yields the following
E{V(t)} closed-loop error systems in a compact form
< eBt= t2k+1)E{Vb(t2k+1)} < Ne'g(t_t%H)E{Va(t;k-;-l)} ( : [In ® A—p(Hy ® BK)le(k), if k € Qq,
< B(t—tagt1) *a(t2k+1*t2k)E V. (t e(k+1)=
= ke le {Valtar)} Un @ A —D(H,y @ BF)e(k), if k € Qo,
< . (46)
< pktlemali=to=Tu(to) A Talto-t) RLV ()}, (36) where @ = [kom, kam11) and Qo = [kom i1, ko))



Algorithm 3: Under Assumptions 1 and 2, the proposed
distributed control law (45) can be constructed as follows.
(1) Solve the following algebraic Riccati equation (ARE)

ATPA—-P-ATPB(BTPB+R)'BTPA+Q =0, (47)

to get a matrix P > 0.
(2) Solve the following algebraic Riccati inequality (ARI)

ATGA -7\, §— ~ATSB(BTSE + T)"BT54 < 0, (48)

to get a matrix S > 0 for constants A, > 1 and v € [0,1).
(3) Design the feedback control gains of (45) as

K = (B"PB+R)"'BTPA, F=(BTSB+T) 'BTSA,

y 3 (49)
where R > 0 and 7" > 0 are two given matrices.
(4) Choose the coupling strength satisfying
|0Xi(Ho) — 1] <7, T €3, (50)

where X;(Hp) is the nonzero eigenvalues of Hy, ~, =
[Omax(Q AT PB(BTPB + R)~ 1BTPAQ——)]—%, and &
= {{9 € R‘{g2>\max(zz 1 HTH )* 2'L97Tmm mm(
—y(0) < —y; < 0} with v; < 1 and FuminAmin(
(%AmaX(ZZzl HTH ))1/2 Tmin = Milpes{Tp}-
Next, sufficient conditions on secure consensus tracking are
developed for systems (2) subject to strategic attacks.
Theorem 4: Consider the multi-agent system (2) subject
to strategic attacks. Suppose that Assumptions 1 and 2 hold.
Under the proposed u;(k) in (45), all the agents can achieve
secure consensus tracking in mean-square sense, provided that
the following two conditions are satisfied:
1. There exists a constant A, € (A_, Ay ) such that the attack
length rate satisfies
Tu(ko, k) < In\, —InA_
k—ky ~InAy —InA_~

(A«, 1) such that the attack

u7) =

un)

(51)

2. There exists a constant A\ €
frequency F'y(ko, [Ii/} satisfies

Fylho ) = SLEE <y 2 )
where i = max{&gg)), im‘“‘ S)} >1.
Moreover, the state decay estlmatlon is given by
E{[lei(k)*} < gv* ) B les (ko) (|}, (53)
where v = A7, ¢ = £, & = max{Anax(P), Amax(9)}, b =

min{)\min(ﬁ’), Amin(S)}-

Proof: Without loss of generality, suppose that there
exists an infinite sequence m = 0, 1,2, - - -, for [Kap, ko(m1))
such that when k = ko,,11 the multi-agent system is subject
to strategic attacks. That is, the multi-agent network G, is
paralyzed during k2,11, k2(m-+1)), While it works well during
[k2k, kom1) for an initial graph Gy. Choose the following
piecewise Lyapunov-like function candidate as

) { Vale(k)) = S0y eF (k) Pey(k), if k € Q,
V(k) =

where 1 =1,2,---

Vi(e(k)) = L, ef (k) Seq(k). if k € 0,
, N, £ and € are given in (46).

Next, the proof will be presented with the following steps.

(1) The system (2) is not subject to any attacks. When k €
4, calculating the difference of V(&) in terms of
AVq(e(k)) = Va(e(k +1)) = Va(e(k)),

which is written as the following expression in a compact form

Va(e(k +1)) = Va(e(k))
= eT(k+1)(Ix ® Ple(k+1) — (k) (In ® P)e(k)
e’ (k)[In © A - 9(Ho © BK)|" (Iy ® P)
X [In ® A—p(Ho ® BK)e(k) — " (k)(In ® P)e(k)
el (k)[Iny ® ATPA — 2pHy ® ATPBK] (k)
+ %7 (k)[(Hy @ BK)T(Ix ® P)(Hy ® BK))e(k)
"' (k)(In @ P)e(k). (54)
Substituting K = (BTPB + R)"'BTPA into (54)
and it follows from Algorithm 3 and Theorem 2 in [31]
that AV, (e(k)) < —e"(k)Qe(k) < —AVale(k)), Aa =
Amin (@ )/Amx( ) (0,1), which implies that
Valk +1) S A_Vu(k), Ao =1—-X, < 1. (55)
(1) The system (2) is subject to strategic attacks on graphs.
When k € Q,, similar to that in part (1), it is obtained that
AVi(e(k)) = Va(e(k + 1)) = Vi(e(k)), (56)
where the stochastic Lyapunov function candidate of V;(e; (k))
w.r.t the Markov jump process is
VP (ei(k)) = Ele” (k) (In ® 8)e(k)X r(ky=p}): 7P € S, (57)
where r(k) is used to model the strategic attacks on graphs,
and its indicator function of event r(k) = p is defined by

1, if =,
X{v(k)=p} = { 0, :f ;Ek% #g. (58)

Based on Lemma 4.2 in [32], the stochastic difference of
VP gfzgt ) is expressed as

= VP(e(k+1)) = VP(e(k))
= Fle (/ﬂ +1H)(In ® S)e(k + )X{r(k) p}]
—Ele" (k)(In ® S)e(k)X (r(k)=p}]
+ 3 74, V() + k), (59)
which implies that for a positive constant Ay = A" —1 > 0

AVP(e(k)) — M VP (e(k))
= BN k)[(In @ A—9(H,

x(Iy ® A—V(H, ® BF))

3 ) + o)

Since (k) starts at the invariant distribution 7, it follows
from (59) and 7 > 7,5, that

® BF))"(In ® 5)
— XTIy ® 9)e(k)}
(60)

AVi(e(k)) — MoV (e(k))
< B{"[Iy ® ATSA+9°( > H'H,) ® FTB"SBF
~ R T
—2197~rmmxmm(Hun)M ATSBEYe(k))
2>\min(Hun)

—ATE{e" (k) (In @ S)e(k)}. (61)



Substituting ¥ = (BTSB + T)~'BTSA into (61) and
it follows from Algorithm 3 and Theorem 1 in [31] that
AV, (e(k)) — M Vi(e(k)) < 0 holds, which implies that

E{Vy(k+1)} < M E{V(B)}, Ay =14+ X > 1. (62

(1) Synthesizing the above two circumstances (I)-(Il) into
one, it follows from (55) and (62) that for any & > 0,

Ne=kam RIV (ko) ), if k€ Q,
E{V(k)} < { (63)

N2t ROV (kgyn) ), if b € Qo

where 0 < A\_ =1-X, <land Ay =1+ X, > 1 imply that
the Lyapunov function along the closed-loop systems (46) has
an exponential decay rate A_ or increase rate A .
Similar to (35) and (36) in Theorem 2, we can obtain
Case 1. if ko1 <k < kapma1),
E{V(k)}
k—kom, - ~\k—kom " —
B BT ()} < A BV (i)}
ﬁAi_k2'rvl+l )\/iszrl—kzm E{Va(ka)}
AL e )

ﬂS)\ﬁT_—ka+1 +kom—k2m—1 )\112m+1_k2mE{Va(k2_m_1)}

VAN VAN VAN VAR VAN VAN

N T VAT) S )
Case I if ko < k < Kopt1, similarly
B{V(k)} < 2mafe (oo Tebol) i (1)) (69)

Thus, it follows from Ny (ko, k) = m for k € [tam, tam+t1)
and Nf(ko, k) =m-+1forte [t2m+1,t2(m+1)) that

E{V(k)} < [L2Nf(kmk))\Ia(ko,k)/\li—ko—Ta(k:o,k)E{Vu(kO)}.

(66)
Based on (51), it holds that
(In A —In A )T (ko, k) > (InA_ —In X, ) (k — ko), (67)
which implies that
Ao R \R ko =Ta (R ) < (3, Y—ho, (68)
Based on (52), it is clear that
ﬂ2Nf(kro,k) < e(@InXa—In ) (k—ko) _ (i_%)k—kog (69)
Thus, substituting (67)-(68) into (66) yields
E{V(k)} < X" B{V (ko)) (70)
Thus, it gives
bE{||ei(k)|*} < E{V(k)}, B{V(ko)} < &E{Ilei(ko)li;l)

Combining (70) and (71) yields the following state decay
estimation of consensus tracking error

E{fles(k)[*} < v E{les (ko) ||},

where ¢ = 2 and v are shown in Theorem 4. Thus, ¢;(k) — 0
as k — o0, which that z;(k) — z(k) as k — +oo. This
completes the proof. [ ]

Remark 4: Theorems 2 and 4 show mean-square exponen-
tial consensus tracking for continuous-time and discrete-time
multi-agent systems under strategic attacks, respectively. The
divergence of tracking errors with the exponential increasing
rates 5 in (19) and Ay in (62) are caused by strategic attacks.
Fortunately, it follows from conditions (30) and (31) for
continuous-time case and conditions (51) and (52) for discrete-
time case that exponential convergence with decay rates » and
v are eventually obtained in (32) and (53), respectively.

1V. NUMERICAL SIMULATIONS

Two numerical examples are provided to demonstrate the
theoretical effectiveness for continuous-time and discrete-time
linear multi-agent systems under strategic attacks.

Example 1: (Continuous-time consensus tracking)

In this example we consider a cooperative tracking problem
with 1 leader agent and 6 follower agents. Each agent is a two—
mass—spring system with a single force input, except for the
leader agent, which is unforced. The dynamics of the ith agent
are given in the form of (1) as provided in [34]:

i?i(t) = Al’l(t) + Bui(t), te Rzo, (72)

where z;(t) = [zi1(£), mia(t), zi3(t), z:4(t)]” is the state vec-
tor for agent ¢« = 0,1,--- ,6 with ug(¢t) = 0, and the system
and input matrices A and B, respectively, are given by

0 1 0 0 0
—k1—ko 0 ko 0 1
A= mi m1 B = mi
0 o o 1| 0 ’
ko 0 =k2 0
mao mi
where my and my are masses, k1 and ko are spring constants,
and u; is the force input of the sth mass, i = 1,--- ,6.

Let these agents receive information from their neighbors
according to a communication topology. As described in
Section 1I-A, we consider two cases:

(1) When the cyber system is not subject to an attack, the
communication topology is shown in Fig. 2.

(2) When the cyber system is under strategic attacks mod-
eled by a random Markov jump process, the communication
topologies are shown in Fig. 3. It can be seen that each
topology G, (), (t) = 1,2,3, is paralyzed while the union
of G,(;) has a spanning tree satisfying Assumption 2.

The objective of the secure consensus tracking control
problem in mean-square sense is to design a resilient dis-
tributed controller w;(¢) for system (72) under strategic attacks
modeled by a random Markov jump process.

In simulations, choose the dynamic parameters m; = 1.1kg,
mo = 0.9kg, k1 = 1.5N/m, and k2 = IN/m. It is easy to check
that (A, B) is stabilizable. To generate the attack model, the
generator matrix is chosen as

—~0.1 0.02 0.08
T=1| 03 -05 02 |, (73)
01 01 —02

where the probabilities of choosing the attacker and defender
strategies f,(k) = g4(k) =1/3, p,¢=1,2,3, are used and the
initial distribution of the random Markov jump process is given
by its invariant distribution = = [0.5882, 0.1500, 0.3235].
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Fig. 3. Topologies under strategic attacks Gi1, G2, and Gs in Example 1.

Based on Algorithm 1, constructing the controller (10) with
R=2,T=0.05Q =101, I is a 4 x 4 identity matrix, o =
4.31, and § = 0.19 yields K = [3.2477, 3.4850, —1.2477,
2.4193] and F = [0.0386, 0.0873, —0.0155, 0.0272]. Some
calculations give the parameters A, = 0.0842, 0., = 2.5,
Amin(Hun) = 0.1433, 1 = 11.1843. According to Algorithm
1, set the coupling strength ¢ = 15 and ¥ = 25. It follows from
Theorem 2 that mean-square consensus tracking for system
(72) with protocol (10) can be achieved if two conditions in
(30) and (31) are satisfied. The switching signal is shown
in Fig. 4, where r(t) = 1,2,3 is to describe the evolution
of the cyber state under G, and o(t) is to describe the
switching in high level to activate the running time of the
designed controller. The total activation time of attacks is
3.2 seconds, which implies that (30) and (31) are satisfied.
The state trajectories of the multi-agent systems are shown in
Fig. 5 which imply that the agents can achieve consensus and
track the leader. Use E.(t) = (1/6)\/22':1 llz;(t) — zo(t)]|
in Fig. 6 to denote the consensus tracking error of systems.
This simulation demonstrates that secure consensus tracking
can be achieved. The details on (30) and (31) are provided.

As given in (31), the attack frequency F(to,t) satisfies

n*—n 3.31 -0.31

Fr(tg,t) < =
slto,t) < 2In(p)  21In(11.1843)
which means that in a statistical sense, the attacks cannot occur

more than 0.6058 times during a unit of time.
It follows from (30) that the attack length rate satisfies

Tu(to, t) < a—n"  431-3.31
t—ty — a+pB  431+0.19

which means that in a statistical sense, average recovery time
is less than (o« — n*)/((a + B)F¢(to,t)) = 0.3665 time unit.

= 0.6058,

= 0.2222, (74)
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Example 2: (Discrete-time consensus tracking)
Consider the discrete-time dynamics of the sth agent as

zi(k+ 1) = Az;(k) + Bu;(k), k € Ny, (75)

where the system and input matrices A and B, respectively,
are given by

~15 25 0 0 0
. 05 -1 05 0 - 2
4= 0 o o0 1['B=]0

15 0 -2 0 0

The communication topologies in cyber space are the same
as that in Example 1. However, the transition probability
matrix to generate the attack model for system (75) is

0.1 04 0.5
02 05 03 |,
03 03 04

and the discrete-time Markov process starts at its invariant
distribution 7 = [0.2165, 0.4021, 0.3814].

Based on Algorithm 3, we construct the distributed control
law (45) with the parameters selected as R = 0.5, T = 0.8,
Q = 0.41, A_ = 0.0035, A, = 0.6, A, = 1.6. According to
Theorem 4, the simulation results are shown in Figs. 7-9. Use
Eq(k) = (1/6)\/2521 llz; (k) — zo(k)|| in Fig. 9 to denote
the consensus tracking errors of the closed-loop discrete-time
multi-agent system. This simulation demonstrates that secure
consensus tracking can be achieved for systems under strategic
attacks. The details on the conditions provided in Theorem 4
are shown as follows.

As given in (31), the attack frequency F¢(ko, k) satisfies

2ln)\g—InA,  —0.1951 +0.5108
2In(1) 2 x0.2624

which means that in a statistical sense, the attacks cannot occur
more than 0.2298 times during a unit of time.
It follows from (30) that the attack length rate satisfies

Tu(ko,k) _ InAy —In),  —0.5108 +0.5108
k—ky — InA—InA_  0.4700 + 5.6550

A= (76)

Ff(k()ak) S

= 0.2298,

= 0.8399,

(77)
which means that in a statistical sense, the average recovery

time is less than Aj’jfnf_l;‘%f(ko)k) =3.6549 time unit.

V. CONCLUSIONS

In this paper, a distributed secure consensus tracking prob-
lem is studied for both continuous-time and discrete-time
linear multi-agent systems under strategic attacks in cyber
system whose dynamics are captured by a random Markov
process. We formulate this problem from the perspective of a
switched system with two-level switching sequences. Under
the proposed hybrid stochastic secure control framework,
a distributed resilient control law is developed to achieve
exponential consensus tracking in mean square sense, provided
that two conditions on the attack frequency and attack length
rate are satisfied. Based on the solutions of the ARE and
ARI, a design methodology is proposed to properly select the
controller gains and the stability analysis is studied by using
Lyapunov analysis together with graph theory.
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