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Abstract

Public-key encryption with keyword search (PEKS) enables users to search
over encrypted data and retrieve target data efficiently. However, most of ex-
isting PEKS schemes are vulnerable to adversaries equipped with quantum
computers in the near future, and even incur complex certificate manage-
ment procedures due to the public key infrastructure (PKI). To this end,
we propose a proxy-oriented identity-based encryption with keyword search
scheme (PO-IBEKS) from lattices for cloud storage, which is post-quantum
secure. In PO-IBEKS, an original data owner authorizes a proxy to encrypt
sensitive data as well as corresponding keywords and upload them to cloud-
s, which alleviates the data processing burden on the original data owner.
Besides, PO-IBEKS can resist inside keyword guessing attacks (IKGA) from
misbehaved cloud servers by integrating the learning with errors (LWE) en-
cryption and preimage sampleable function. Each entity in PO-IBEKS is
identified with her/his recognizable information, thereby eliminating manag-
ing certificates. Formal security analysis proves that PO-IBEKS can achieve
ciphertext indistinguishability, existential unforgeability, and delegation se-
curity. Experimental results demonstrate PO-IBEKS is much more practical
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compared with existing schemes.

Keywords: proxy-oriented, identity-based encryption, keyword search,
lattices, post-quantum secure, inside keyword guessing attacks

1. Introduction

With the sharp increase in massive data, cloud computing has been in-
tegrated into various types of network technologies to improve massive data
processing and management capabilities [1]. In cloud computing, one of the
most significant services is cloud storage [2], which possesses the advantages
of nearly unlimited storage space, and enables users to remotely upload their
data to the cloud storage server. Besides, cloud storage services contribute
to kernel data sharing among users with no geographic constraints, which
can achieve flexible access anywhere.

Although cloud storage services have brought about a great many benefits
to users, some serious security concerns in data outsourcing have emerged [3].
Without the physical control of the data stored in the remote cloud server,
users would not fully trust the cloud server. As the cloud server may be ma-
licious or corrupted, the outsourced data may be eavesdropped, tampered, or
deleted, thereby undermining the data confidentiality, integrity, and reliabil-
ity. From the perspective of users, the most important security issue is data
confidentiality, especially for those sensitive data which need to be encrypted
before being uploaded to the cloud server [4, 5]. Simultaneously, original data
owners also want to share encrypted data with other data receivers. Hence,
the issue how to search over the ciphertexts and retrieve target data in the
cloud server efficiently has been raised.

Public-key encryption with keyword search (PEKS) [6] is a cryptograph-
ic primitive that integrates keyword search functionality into public key en-
cryption, which can achieve the goals of searching and retrieving target data
efficiently. However, most of existing PEKS schemes are designed on conven-
tional cryptographic hardness assumptions, which may be broken in the near
future according to the research on quantum computers [7]. The fact about
some breakthrough research results [8, 9] in recent years indicates that quan-
tum computers would be probably constructed, which makes post-quantum
secure PEKS schemes more critical than ever before.

We also observe that existing PEKS schemes lack a controlled way of
delegatable outsourcing. In some scenarios, original data owners may only



have limited computation resources, or have no ability to access the Internet
flexibly. For instance, as a chronic disease patient, she/he needs long-term
treatments. During this period of treatments, continuous recording health
status of the patient with medical sensor devices will generate massive med-
ical data, among which, some medical data are critical and sensitive. As
the patient cannot flexibly process these massive medical data in real time,
on behalf of the patient, a trusted proxy (e.g., medical worker) needs to be
authorized to encrypt these sensitive medical data as well as corresponding
keywords, and upload them to the cloud server associated with medical infor-
mation systems. Thus, it enables the patient to share these sensitive medical
data with data receivers (e.g., chief doctors) for further precision analysis
and diagnosis. Consequently, constructing an efficient proxy-oriented PEKS
scheme in cloud storage systems is indispensable [10, 11], especially for those
original data owners with constrained data processing capability.

As far as we are concerned, a majority of existing PEKS schemes are de-
signed on certificate-based systems [12; 13], which incur complex certificate
management procedures in public key infrastructure (PKI), including time-
consuming certificate generation, certificate storage, certificate update, and
certificate revocation. Additionally, some drawbacks in the security proce-
dures of various certificate authorities have also jeopardized trust in the entire
PKI, which might hinder the secure deployment of PEKS in cloud storage in
practice. While an identity-based cryptographic system, first introduced by
Shamir [14], can eliminate the establishment of the PKI. In such a system, a
trusted key generator center (KGC) can generate the private key according
to any known information of an individual, e.g., telephone number, email or
IP address. Hence, it can remove the need for explicit certification and all
associated costs, making an identity-based cryptographic system particularly
appealing.

Along with the aforementioned hindrances in the deployment of PEKS
in cloud storage, as pointed out in Huang et al.’s work [12], due to the low
entropy of keywords, most of existing PEKS schemes are vulnerable to in-
side keyword guessing attacks (IKGA) from misbehaved cloud servers. In
particular, to perform such IKGA, a misbehaved cloud server encrypts all
keywords under a data receiver’s public key by exhausting a small keyword
space off-line. With a searchable trapdoor from the data receiver, the mis-
behaved cloud server can identify the ciphertext which matches the targeted
trapdoor exhaustively, and recover the keyword hidden in the trapdoor to
violate data privacy eventually.



To address the above issues, in this paper we propose a proxy-oriented
identity-based encryption with keyword search scheme from lattice assump-
tions for cloud storage, providing a post-quantum secure promise. Lattice-
based cryptography [16] inherently owns distinct advantages, it enjoys very
strong security proofs based on worst-case hardness, efficient implementation-
s, and has been considered as the best promising post-quantum cryptography.
Specifically, the contributions of this work are elaborated as follows.

e We propose an efficient proxy-oriented identity-based encryption with
keyword search scheme, called PO-IBEKS. PO-IBEKS is constructed
by leveraging an identity-based encryption based on the hardness as-
sumption of deciding learning with errors (LWE) problem [17], and
is secure against quantum computers attacks. Moreover, we integrate
the LWE encryption and preimage sampleable function [17] into PO-
IBEKS to resist inside keyword guessing attacks (IKGA) from misbe-
haved cloud servers.

e PO-IBEKS enables an original data owner to authorize a trusted proxy
to process the kernel data by generating the signed warrant. Once
validating the signed warrant, the proxy can further encrypt the kernel
data as well as corresponding keywords, and upload the ciphertext to
the cloud server. Since the warrant includes the relative rights and
information of an original data owner and a proxy, any unauthorized
one cannot encrypt the data and outsource them to the cloud server
on behalf of the original data owner.

e We provide provable security of PO-IBEKS, including ciphertext indis-
tinguishability, extensional unforgeability, and delegation security. We
conduct a comprehensive performance evaluation, compared with exist-
ing schemes, PO-IBEKS is much more efficient in terms of communica-
tion overhead and computational costs. Specifically, in the test process,
without needing much more time-consuming cryptographic operations,
such as bilinear pairing and modular exponentiation operations, the
cloud server only needs to execute simple addition and multiplication
operations over a moderate module. Hence, PO-IBEKS dramatically
reduces the end-to-end computation delay from the cloud server to the
data receiver, making it quite practical for post-quantum secure cloud
storage systems.



The remainder of this paper is organized as follows. In Section 2, we
review the related work. In Section 3, we introduce preliminaries, including
lattice-based cryptography, system model of PO-IBEKS, threat model, and
design goals. In Section 4, we propose PO-IBEKS. In Section 5, we provide
the security proof of PO-IBEKS. In Section 6, we conduct the performance
evaluation. In Section 7, we draw the conclusions and future work.

2. Related work

Nowadays, cloud storage service plays an important role in data out-
sourcing. Simultaneously, many security concerns for users have emerged
[18, 19, 20, 21, 22], such as data integrity, data reliability, data confidential-
ity. So far, many public verification techniques have been proposed [23, 24]
to ensure the integrity of outsourced data. Besides, some other cryptograph-
ic techniques [25, 26, 27, 28] have been exploited to achieve the reliability
of the data stored in the cloud server. From the perspective of users, one
of the most important security issues is data confidentiality. In fact, kernel
data (e.g., emails with sensitive keywords) are considered as being strictly
confidential by many individuals and organizations. Thus, these kernel data
need to be encrypted before being outsourced to the cloud server. Hence,
how to search over the encrypted data and retrieve the target outsourced
data efficiently becomes a challenging issue.

Searchable encryption (SE) [29] was first proposed to allow users to search
over encrypted data. In general, SE can be divided into symmetric search-
able encryption (SSE) and asymmetric searchable encryption (ASE). More
recently, many symmetric searchable encryption schemes with novel features
have been proposed [30, 31, 32, 33]. Although SSE has a higher execution ef-
ficiency, it is only suitable for a single-user model, in which a user outsources
her /his encrypted data to the storage server, and later she/he searches the
encrypted data by keywords. Thus, SSE has low scalability and cannot been
widely deployed in multi-user model.

Boneh et al. [6] designed the first public-key encryption with keyword
search (PEKS) scheme, which can break the limitation of SSE. However,
Back et al. [34] pointed out that Boneh et al.’s model needs to establish a
secure channel, which incurs high communication overhead. To tackle this
problem, they proposed a channel-free PEKS scheme. Following up, Rhee et
al. [35] proposed a generic construction of designated tester PEKS scheme, it
not only achieves ciphertext indistinguishability but also trapdoor security.



Fang et al. [36] constructed a channel-free PEKS, which achieves secure
against keyword guessing attack under the standard model. In recent, many
PEKS variants with novel properties were proposed [10, 11, 37, 38, 39, 40].
Specifically, the schemes in [10, 11] support proxy re-encryption with keyword
search under the assistance of the proxy.

Actually, the aforementioned PEKS scheme are vulnerable to keyword
guessing attacks launched by a malicious system insider, e.g., a misbehaved
cloud server, called IKGA. To resist against such IKGA, Xu et al. [41]
constructed a public-key encryption with fuzzy keyword search scheme, in
which each trapdoor corresponds to an extract keyword searchable trapdoor
and a fuzzy keyword searchable trapdoor. However, it is impractical since the
heavy communication overhead and computational costs are also introduced
to the data receiver. After that, Chen et al. [42] proposed a dual-server
PEKS scheme, but it relies on two servers and requires them do not collude
with each other. Huang et al. [12] introduced the concept of public-key
authenticated encryption with keyword search, where a data sender not only
encrypts each keyword, but also authenticates it. We also observe that,
most of these aforementioned schemes are designed on certificate systems,
introducing complex key management procedures. Fortunately, the identity-
based cryptographic systems [14] can simplify key management process in
PKI. More recently, Li et al. [15] proposed a designated-server identity-based
authenticated encryption with keyword search, which can also resist against
IKGA. In addition, to eliminate complex key management and key escrow
problem, certificateless PEKS schemes have also been proposed [43, 44, 45].

Nevertheless, according to the security analysis in [7], the conventional
public key cryptographic algorithms will be threatened. Thus, those schemes
mentioned above will be broken by quantum computers. As a promising tech-
nique for resisting quantum computers attacks, lattice-based cryptography
holds very strong security proofs based on worst-case hardness [16, 46]. Up
to date, few lattice-based searchable encryption schemes in public-key cryp-
tographic systems have been proposed [47, 48], but these schemes still cannot
resist against IKGA from misbehaved cloud servers.

3. Preliminaries

3.1. Notations

Now we provide some notations that will be used throughout the paper.
We denote by R, Z, Z, the set of real number, integer, and the cyclic group

6



{0,1,---, ¢} with addition modulo ¢, respectively. For a positive integer
m, [m] is denoted by {1,2,--- ,m}. By convention, vectors are assumed to
be in column form and are written using lower-case letters, e.g., b, the i-th
component of b is denoted by b;. Matrices are written as capital letters, e.g.,
B, and the i-th column vector of a matrix B is denoted by b;. We denote
by || B]| or ||b]| the norm of a matrix B or vector b, we denote by B by the
Gram-Schmidt ordered orthogonalization of B, and its norm by || B|. Let
B||B'|| denote the concatenation of the sets B, B'.

We use standard big-O notation to classify the growth of functions, and
say that f(n) = O(g(n)) if f(n) = O(g(n) - log®n) for some fixed constant c.
Denote by poly(n) an unspecified function f(n) = O(n°) for some constant
c. An expression is exponentially small in n, it means that it is at most
29" A negligible function denoted by negl(n) is that it is smaller than all
polynomial fractions for sufficiently large n.

3.2. Lattices

Now, we first provide the definitions of integer lattices as follows.

Let B = {b1, -+ ,by,} € R™™ be an (m x m)-dimension matrix whose
columns are linearly independent vectors by, ,b,, € R™. B is actually a
basis of the m-dimensional full-rank lattice A, here A = {v € R™ : I\ =
(AL, o dm) T €Z™ v =B\ = Zie[m} Aibi}

Definition 1. For a prime q, a matriv A € Zy*™, and a vector v € Zy, the
q-modular integer lattices in [49] are defined as follows:

L A(A) ={z€Z]:3XNe€Z},z= AT\ mod q}.
2. Ay (A) ={z€Z: Az =0 mod ¢}.
3. AY(A) ={z€Z): Az =v mod q}.

Now, we introduce discrete Gaussians as follows. ps.(y) = exp(—7||y —
v[|?/6?) denotes a Gaussian function on R™ with center v and parameter
6 > 0. Let L be a subset of Z™, Vy € L, ps(L) = >_ 1 psw(y) denotes the
sum of ps, over L. Yy € L, Dp5.,(y) = ps.(y)/psw(L) denotes the discrete
Gaussian distribution over L with center v and parameter 0.

The ciphertext indistinguishability of PO-IBEKS reduces to the following
learning with errors (LWE) problem.

Definition 2. For a prime q, a positive integer n, and a Gaussian noise
distribution x over Z,. An LWE instance consists of access to an unspecified
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challenge oracle Oy, being either a noisy pseudo-random sampler Oy, or
a truly random sampler Oy. Their behaviors are described respectively as
follows:

Oy : It outputs samples of the form (v, ug1, -, ure) = (Vg ul T3+t -,
up g +ty) € LY x L, where each xp € Z7 (1 = 1,--- () is a uniformly
distributed persistent value is invariant across invocations, each t; € Z, is a
fresh sample from x, and vy is uniform vector in Zy .

Oy: It outputs truly uniform samples from Zy X Zg.

The LWE problem allows to repeatedly query to the oracle Op,.. An ad-
versary A can succeed in deciding the hardness assumption of LWE problem
if LWE,a[A] := |Pr[A°" = 1] — Pr[A%2 = 1]| is non-negligible. According to
the security proof in [50, 51|, the LWE problem is as hard as the worst-case
SIVP and GapSVP under a quantum reduction.

Definition 3. The inhomogeneous small integer solution (ISIS) problem is
defined as follows: Given a positive real number h, a matriz Q € Zy*™, and
a uniform vector 9 < Zy, the goal of ISIS problem is to find the solution
0 € 77, such that Q0 =¥ mod q and 0 < ||0]| < A.

According to the security proof in [17], for any prime ¢ > h-w(v/nlogn),
and any poly-bounded A = poly(n), the average-case hardness assumption
of ISIS problem is as hard as approximating the problem SIVP in the worst
case to within certain factor - O(y/n).

We introduce the preimage sampleable functions [17], which are giv-
en by a tuple of probabilistic polynomial-time (PPT) algorithms (TrapGen,
SampleDom, SampleDom).

e TrapGen: The PPT algorithm TrapGen(gq,n) in [52] generates A €
Ly ", Ta € 2™, such that A is statistically close to a uniform matrix
in Z2*™, and Ty is a basis of A (A), satisfying [|T4l| < O(v/nlogq),
and ||T4]] < O(yv/nlogq) with all but negligible probability in n.

e SampleDom: Sample an z from distribution Dzm 5, the distribution of
fa(z) is uniform over R™.

e SamplePre: For ¢ > 2, m > 2n[logq], taking as inputs a matrix
A e Z*™, a basis Ty € Z™ of Aj(A), a vector v € Z7, and a pa-

rameter § > ||3“VA|| -w(y/logm), the PPT algorithm SamplePre outputs
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a sample z € A7(A) sampled from a distribution statistically close to
Day(4).6, where Dav(a)s is a discrete Gaussian distribution over Ay (A)
with parameter 0, such that Az = v mod q.

Then we introduce the lattice basis delegation NewBasisDel [53], which is a
key tool to generate the proxy-oriented private key in PO-IBEKS. NewBasisDel
refers to the distribution D,, «,, on matrices in Z;”X’”, which denotes (Dzm s,,)™
conditioned on the resulting matrix being Z,-invertible, where dp = y/nlog q-

w(v/Iogm).

Lemma 1. Taking as inputs a matriv A € Zy*™, a Zg-invertible matriz R

sampled from D,,xm, a short lattice basis Ty, and parameter o > HTVAH .
Sry/mw(log®?m), the PPT algorithm NewBasisDel outputs a random short
lattice basis Ty of A} (B), where B = AR

To prove that our scheme achieves ciphertext indistinguishability and
existential unforgeability, we need a PPT algorithm SampleR, referring to
[53], to sample matrices from a distribution, which are statistically close to
D,y xcm OVeEr Z;”X"‘.

Additionally, the provable security of the proposed scheme employs a PPT
algorithm SampleRwithBasis [53] to simulate a random short lattice basis in
the following lemma.

Lemma 2. Given a prime q¢ > 2, m > 2n[logq|, for all but at most a ¢~™
fraction of rank n matriz A in Z7*™, the PPT algorithm SampleRwithBasis(A)
outputs a low-norm matriz R € Z;™ which is sampled from a distribution
statistically close to Dyxm, and a random short lattice basis Ty of Aj(B)

with B = AR™Y, such that |Tg|| < 0r/w(v/Iogm).

3.3. Basic system model and security definition
Now we introduce the system model of PO-IBEKS for cloud storage in

Figure 1, which has five different entities: original data owner, proxy, data
receiver, cloud server, and key generation center (KGC).

1. Original data owner: Her/his sensitive data as well as corresponding
keywords need to be encrypted and uploaded to the cloud server by the

proxy.
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Figure 1: The system model of PO-IBEKS

2. Proxy: It is authorized by an original data owner. Once validating the
signature of the warrant, on behalf of the original data owner, a proxy
encrypts the sensitive data as well as keywords contained in the data
under the public key of the intended data receiver, and further uploads
them to the remote cloud server.

3. Data receiver: As a user, the data receiver employs the private key to
generate the trapdoor associated with the specific keyword, and sends
it to the cloud server to retrieve the intended encrypted data.

4. Cloud server: It provides computing power and cloud storage services.
Once receiving a trapdoor associated with a specific keyword from a
data receiver, the cloud server provides the data receiver with an effi-
cient and secure way to search the ciphertexts with the trapdoor, and
forwards corresponding encrypted data to the data receiver.

5. KGC: It is controlled by an authority. Using the master public-secret
key, the KGC can generate the public/private key pair of any identity,
such as an original data owner, the proxy, or a data receiver.

A formal definition of PO-IBEKS is given as follows.

Definition 4. PO-IBEKS consists of six polynomial-time algorithms, Set-
up, KeyExtract, Proxy-oriented key generation, IBEKS, Trapdoor,
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Test.

Setup: The PPT algorithm takes as inputs a secure parameters k, out-
puts the system public parameters, and the master public/secret key pair
(Mpk, Msk) of KGC.

KeyExtract: This PPT algorithm is performed by the KGC. Tak-
ing as inputs system public parameters, the master public/secret key pair
(Mpk, Msk), and an identity id, the KGC generates corresponding public/private
key SK;q4 of id.

Proxy-oriented key generation: This phase is to generate the proxy-
oriented public/private key pair of the proxy. For the delegation of the
proxy-oriented encryption rights, we denote a warrant W which records the
delegation policy, valid period of delegation, and the identities of the original
data owner id, and the proxy id,.

id, firstly generates the signature of the warrant W by using her/his
private key SK4,, and sends it to id,, then id, validates the signature of
W. Based on the signature of W, id, further generates the proxy-oriented
public/private key pair (PK,,, SKp,,) using her/his private key SKiq, .

IBEKS: This PPT algorithm is performed by the proxy id,. Taking as
inputs the system public parameters, a keyword w, a data receiver’s iden-
tity id,, and the proxy-oriented private key SK,,,, id, outputs a searchable
ciphertext C' associated with the keyword w.

Trapdoor: This PPT algorithm is performed by a data receiver id,.
Taking as inputs the system public parameters, the private key SK;4 of the
data receiver id,, and a keyword w, id, outputs a trapdoor d, associated
with the keyword w.

Test: This deterministic polynomial-time algorithm is performed by the
cloud server, it takes as inputs a trapdoor d,,, a searchable ciphertext C|
outputs 1 if C' and d,, contain the same keyword w, and 0 otherwise.

Correctness consistency: PO-IBEKS requires that for any honestly
generated proxy-oriented public/private key pair (PK.,, SK,,) of the proxy
id,, the private key SK;g4, of id,, and for any keyword w, Test(d,,, C, PK,,, id,) =
1 holds, where C' «— IBEKS(w, SK,,, id,) and d,, <— Trapdoor(w, SK;4, , PK,,,).

3.4. Threat model

In the threat model of PO-IBEKS, here we consider security threats from
three different aspects: malicious data receiver, adversarial cloud storage
server, and outside adversary.

11



1. Malicious data receiver: Any malicious data adversary can break the
ciphertext indistinguishability, such that it can guess the specific key-
word and target corresponding intended encrypted data.

2. Adversarial cloud storage server. The adversarial cloud storage server
would perform IKGA to violate the confidentiality of the outsourced
keywords by forging an authenticated searchable ciphertext.

3. Outside adversary. Any outside adversary may impersonate an original
data owner to authorize the proxy to encrypt the data as well as cor-
responding keywords, and uploads them to the cloud server, by forging
the signature of warrant.

To prove the security of PO-IBEKS under the above threat model, we
follow the security definitions that contain ciphertext indistinguishability,
existential unforgeability, and delegation security. Details will be provided
in Section 5.

3.5. Design goals

To construct a practical PO-IBEKS under the aforementioned model, the
following objects should be achieved.

1. Security. PO-IBEKS should achieve ciphertext indistinguishability, ex-
istential unforgeability, and delegation security. Moreover, enabling
PO-IBEKS to be secure against quantum computer attacks will be sig-
nificant in the near future.

2. Efficiency. The communication overhead and computational costs should
be as little as possible, especially at the side of the cloud server, de-
creasing the end-to-end computation delay would be an economic and
favorable in practice. Moreover, eliminating the substantial certificate
management of the PKI will be great benefit to the deployment of
PO-IBEKS in mobile cloud storage systems.

4. Proxy-oriented identity-based encryption with keyword search
scheme from lattices

4.1. The construction of PO-IBEKS

Now we first provide mathematical symbols of the proxy-oriented identity-
based encryption with keyword search scheme (PO-IBEKS) from lattices, in
Table 1. Specifically, the search and test process of PO-IBEKS is shown
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Table 1: Mathematical symbol

Symbol Description

X The discrete Gaussian distribution
o, 0 Gaussian parameters

Mpk The master public key

Msk The master secret key

V< Ly Sample a uniform vector from Zy
lq/2] The maximum integer less than or equal to q/2
H Cryptographic hash function

id € {0,1}" The size of identity is ¢, bits
Aproy Toro Proxy-oriented public/private key
KGC The generation center

in Figure 2. PO-IBEKS consists of the following six polynomial-time algo-
rithms, Setup, KeyExtract, Proxy-oriented key generation, IBEKS,
Trapdoor, Test.

Setup: Taking as input a security parameter s, the KGC determines the

system parameters in the following steps:

e Determine the discrete Gaussian distribution y and security Gaussian
parameters o, §.

e Run TrapGen(g,n) to generate the master public key Mpk = A € Z7*™
together with the master secret key Msk = Ty € Z;"*™.

e Select a uniform random vector v < Z;‘.

e Set five secure cryptographic hash functions: H; : {0,1}* — Ly,
Hy - {0,1} x {0,1} x {0,1}2 x Z — Z7, Hs : {0,1}"* x {0,1}" x
{0,1}2 x Z7" — Z>™, Hy - {0, 1} x {0,1}* x {0,1}* — Z7™™ and
Hs : {0,1} x Z;”Xé — Zy, where the outputs of Hy, Hy and H, are
distributed in D, xm.

The system public parameters are I' = (A, v, Hy, Hy, Hs, Hy, Hs,0,0), the

KGC secretly keeps the master secret key Msk = T'y.

KeyExtract: Taking as inputs system public parameters ', the master

public/secret key pair (A, T4), and an identity id € {0, 1}%*, here the general
identity ¢d can be termed an original data owner, a proxy, or a data receiver,
the KGC performs as follows:
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e Compute Ry = H,(id) and A;q = A(R;q)™' € Zy*™ as the public key
of id.

e Run NewBasisDel(A, R;4, T4, 0) to generate a random short lattice basis
Tiq € Z™ of A (A;q) as the private key of id.

The KGC sends the private key T;4 to id via a secure channel.

Proxy-oriented key generation: To generate the proxy-oriented pub-
lic/private key pair, an original data owner id, will interact with a proxy id,
as follows:

e id, creates the warrant W € {0,1}* according to its requirements.
There is an explicit description of the relative rights and information of
an original data owner and a proxy in the warrant W. Specifically, the
warrant W also includes the information of the intended data receiver,
so that id, can know about whom the original data owner wants to
share the encrypted data with.

e id, selects a uniform random vector r < Z7, computes 1 = Hy(id,||id,||
W{r), and runs SamplePre(A;q,, Tia, 1, 0) to generate By € Z;'. Then
id, sends (W,r, B ) directly to id,. Here, everybody can validate the
signature of the warrant W.

e Upon receiving (W, r, B ) from id,, id, checks the validity of the signed
warrant W by computing A;q, Bw = Ha(id,||id,||W||r), where By is
distributed in Dyp(a,, ),s- I the verification equation does not hold,
id, rejects it and informs id,; otherwise, id, proceeds to compute
Ry = Hs(id,||id,||W | Bw), and runs NewBasisDel(A;q,, Rw, Tia,, o) to
generate (Ao, Tpro) as the proxy-oriented public/private key pair of
idy, where Apo = A, (Rw) ™" € Z*™.

IBEKS: Taking as inputs I', (A0, Tpro) Of id,, a data receiver’s identity
id,, and a keyword w € {0,1}%, id, performs in the following steps:

e Randomly choose a uniform matrix F' € ZZ” , and a random binary

string 7 = (71,70, -- , 1) € {0,1}".

e Sample a random noise vector n = (11,7, -+ , 1) < x°. Sample ¢
random noise vectors sq,s9,---,8; < X, and set the noise matrix
S = (s1,52,- -+ ,80) € "
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and compute h = H5(7||£);
5) Check A, .0 = h whether
or it holds. If it holds,
the cloud server returns 1,
and returns corresponding
ciphertext CT’; otherwise,
the cloud server returns 0;

OT||PO — IBEKS

6) Use SK4, to decrypt CT.

Figure 2: Search and test process of PO-IBEKS

b Compute g = (Aidr’yil)TF + S7 C - VTF +n+ (7—177—2a T 7Tf> LQ/2J7
where v = Hy(id,||id, |w) € Z7™>™.

e Compute h = H5(7||€), and run SamplePre(A,,,, Tpro, b, §) to generate
0ecZm
q

Finally, on behalf of id,, id, uploads the proxy-oriented searchable ci-
phertext C' = (&, (, 0) to the cloud server.

Trapdoor: Taking as inputs I', (A;q4,,Tiq.) of id,, and a keyword w €
{0,1}%, id, performs as follows:

e Compute v = Hy(id,||id,||w) € Z7*™, and run NewBasisDel(Aqq, , 7, Tiq, ,
o) to generate a random short lattice basis D, € Z7™™ of A (A, v™").

e Run SamplePre(A;yv~1, Dy, v, d) to generate the trapdoor d,, € Zy.
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Note that Ajq v 'd, = v € Ly, and the trapdoor d,, is distributed in
DAZ( A, v-1),s- Finally, id, sends the trapdoor d,, to the cloud server to re-
trieve the target encrypted data.

Test: Taking as inputs I', A,,, of id,, the searchable ciphertext C, and
a trapdoor d,, from ud,., the cloud server performs as follows:

o Compute 7 - ( — d,& € Z,. For j =1,2,--- £, compare each 7; and
lq/2], treating them as integers in {1,2,--- ¢} C Z. If they are close,
ie., if |7, — |¢/2]| < |g/4] in Z, set T; < 1; otherwise, output 7; < 0,
then output 7 = (7,79, --- ,7) € {0, 1}".

o Compute h = H;5(7||€), and check whether the equation A,.,0 = h
holds, where 6 is distributed in DAZ‘( Apro),s- 1E the equation holds, the
cloud server returns 1; otherwise, it returns 0.

4.2. Correctness.

Let w be the keyword contained in the searchable ciphertext C' and w’
be that in d, . The correctness of PO-IBEKS is elaborated as follows.

In Test, with the trapdoor d,, the cloud server can easily compute 7/ =
(11,79, , 7)) < C—d € € Zg. We take into account the following two
cases:

1. If the keywords w and w’ are the same, i.e., w = w’, we have that
T~ (—dE = (T, 72, ) g/2] + 1 —d),S. Actually, n —d, S
is an error vector, to decrypt correctly, we need to guarantee each
component of error vector is less than ¢/5 discussed in [53]. Thus,
7' =7, we have b/ = H5(7'||£) = H5(7||§). Therefore, A, ,0 = h' holds,
where 0 is distributed in DAI;( Apro),s- The cloud server returns 1.

2. If the keywords w and w’ are distinct, i.e., w # w', as 7 + ( —
d ¢ e Zg # (11,72, ,70)|q/2] +n — d},S, the searchable ciphertext
cannot be decrypted as 7 = (71,7, -+ ,7¢) € {0,1}*. Thus, we have
h' = Hs(7'||€) # Hs(7||€) and the equation A0 # h'. The cloud

server returns 0.

Therefore, PO-IBEKS satisfies correctness consistency and the cloud serv-
er can believe that the searchable ciphertext C' = (&, (, ) together with the
trapdoor d,, contain the same keyword w. The cloud server responds with
corresponding encrypted data associated with the keyword w to the data
receiver id,. Thus, id, can further decrypt it with the private key Tj4,, and
get the primitive data shared by the proxy id,.
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5. Security proof

Now we demonstrate that PO-IBEKS achieves semantically security, pro-
vided that PO-IBEKS achieves ciphertext indistinguishability, existential un-
forgeability, and delegation security simultaneously. Thus, PO-IBEKS resists
against IKGA from misbehaved cloud servers. The details of the provable
security processes could be provided as follows.

5.1. Cliphertext indistinguishability

Now, we prove that PO-IBEKS achieves ciphertext indistinguishability
under the selective-ID security in the random oracle model. It is defined by
the following interactive game between an adversary 4; (a malicious data
receiver) and a challenger C.

Game 1: The game is interactive between A; and C.

Setup: Input a security parameter s, C outputs the system public pa-
rameters, the master public key of the KGC, and returns them to A;. A;
submits to C a target identity id; which will be challenged ahead of time.
Then A, is allowed to adaptively issue queries to the following oracles.

KeyExtract oracle: Once receiving a query on an identity id (an o-
riginal data owner id,, a proxy id,, or a data receiver id,), C generates
corresponding private key SK;; and returns it to A;. With the restriction
that A; cannot query the private key of id;.

Trapdoor oracle: Once receiving a query on a keyword w, C generates
corresponding trapdoor d,, and returns it to A;.

Challenge phase: At some point, A; adaptively chooses two challenge
keywords (w§, wy) as well as target identity id}, which have not been queried
for Trapdoor oracle or KeyExtract oracle, and submits them to C. C
randomly chooses a bit j € {0, 1}, generates corresponding searchable cipher-
text C* in a normal way, and returns it to A;.

A; continues to issue queries for Trapdoor oracle as above, with the
restriction that neither wg or wi could be submitted to the oracle.

Guess: Finally, A; outputs a bit ¥ € {0,1}. It wins the game if and
only if y/ = 3.

The probability of 4; in winning the above game is defined as Adv 4, (k) =
Prly = 3] —1/2].

Now we provide the detailed security proof of ciphertext indistinguisha-
bility as follows.
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Theorem 1. PO-IBEKS achieves ciphertext indistinguishability under the
selective-1D security in the random oracle model, provided that the hardness
assumption of deciding LWE problem holds.

Proof. We suppose A; (a malicious data receiver) can break ciphertext
indistinguishability with non-negligible probability €;, we will demonstrate
that C can successfully decide the hardness assumption of LWE problem with
non-negligible probability €.

Setup: C requests from LWE oracle Oy, for m + 1 times, and obtains
each instance (vg, Ug1, -+ , Uge) € ZZXZé, where £ = 0,1,--- ,m. Meanwhile,
to maintain consistency, C sets five lists Ly ,Lo, L3, Ly, Ls, respectively. Set
qu, to be the maximum number of A)s queries to H; for i = 1,2,3,4,5. C
randomly chooses I} € [qm,], and I} € [qm,]. Finally, C prepares system
public parameters for A; as follows:

e C samples two random matrices P}, Py <= Dy« by running SampleR.

e C assembles a random matrix P* € Z;*™ from m of the LWE instances,
by letting the k-th column of P* be the vector vy € Zj for all k =
1,---,m.

e Csets A= P*Py P, where A is uniform in Zy*™, since Py, Py € Z;"™*™
are Zg-invertible and P* is uniform in Z;*™. C sets v = vy € Z, and
sets I' = (A = P*Py Py, v, Hy, Hy, H3, Hy, H5). Finally, C returns T" to
A;. Ahead of time, A; submits to C a target identity id} which will be
challenged.

We first assume that no matter when A; performs the KeyExtract o-
racle query, it has made all relevant H; queries before. Now, A; performs
the following queries.

H;y query: For the [-th query, here [ = 1,2, - qg,, A; queries to H; on
any identity id adaptively. If [ = I}, such that id = id}, B sets Hy(id) = Py
and returns it to A;. Otherwise, C runs SampleRwithBasis(A) to generate
a low norm invertible matrix R,y € Z;”X’”, and a short lattice basis T} of
Ay (A(Rig)™"). Then C adds (id, A(Ria)™", Rig; Tiq) to list Ly, and returns
Rz’d to Al.

H, query: For the [-th query, here | = 1,2,--- ,qp,, A1 queries on a
distinct (id,||id,||W||r) to C. Then C first checks if the value of Hy was pre-
viously defined. If it was, the previously defined value is returned. Otherwise,
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C randomly chooses a vector p < Zy, and adds it to list Ly, then returns it
to .Al.

Hj query: For the [-th query, herel = 1,2, --- | qg,, A queries on a distinc-
t (id,, id,, W, Bw) to C. C returns Ry to Ay, if there exists (id,, id,, W, Bw, Rw,
Apros Tpro) in list Ly. Otherwise, C searches (id,, A(Riq,) ", Ria,, Tia,) in list
Ly, randomly chooses a matrix Ry <= Dy,xm, and runs NewBasisDel(A;q,, Ry,
Tiq,,0) to generate a short lattice basis T}, for A,., = Aq, (Ryw)~te Zy=™.
Finally, C adds (id,, id,, W, Bw, Rw, Apro, Tpro) to L3, and returns Ry to Aj.

H, query: For the [-th query, here | = 1,2,--- ,qp,, A1 queries on a
distinct (id,, id,,w), here we consider the following two cases.

If ¢d, = id;, C performs as follows:

If [ = I}, such that w = w*, the challenger C sets Hy(id,|id,|w) = P5,
adds (id,id:, w*, A(Py)~Y(Py)~', L, P5) to list Ly, and returns P to Aj.
Otherwise, the challenger C runs SampleRwithBasis(A(P;)™!) to generate a
random m X m-dimension matrix R, < D,,xm and a short lattice basis D,
for A(P;)~'(R,)~'. Finally, C adds (id,id,, w, A(P})"*(Ry) ™", Dy, Ry) to
Ly, and returns R, to Aj;.

If id, # id;, C performs as follows:

If I = I}, such that w = w*, C directly returns Py to A;; otherwise, C looks
into list L; to find (id,, A(Ri, )~ ', Ria,, Tia,), randomly chooses a matrix
Ry < Dpxm, and runs NewbasisDel(A(R;q,) ™!, Rw, Tia,,0) to generate a
short basis D,, for A(R;q,) ' (R,,)"!. Finally, C adds (id,, id,, w, A(H;(id,)) ™
- (Ry)7Y, Dy, Ry) to Ly, and returns R, to Aj.

Hs query: Upon A; queries on a distinct (7, &), C first checks if the value of
Hs was previously defined. If it was, the previously defined value is returned;
otherwise, C random chooses hs <— Z;, and returns it to A;.

KeyExtract oracle: Upon receiving the KeyExtract query on id, with
the restriction that id # id?, C checks list Ly to find (id, A(R;q) ™", Rig, Tia),
if it is found, C returns T;; to A;. If not, C performs as the same to the H;
query on the id, outputs (id, A(Ria) ™", Ria, Tia), and returns Ty to A;.

Trapdoor oracle: Upon receiving the query on a keyword w from Ay,
with the restriction that id # id. C first checks list Ly to find (id,, id,, w,
A(Hy(id,)) " (Ryw)™, Dy, Ry), and runs SamplePre( A(H (id,)) " (Ry) ™", D,
v,0) to generate d,,, and returns to A;.

Challenge phase: The adversary A; sends (id,, id}, w§, w}) to C, where
wy and wi are two challenge keywords, ¢d; is a challenge identity. A; ran-
domly selects 7 < {0,1}. If =0, C returns a random searchable ciphertext
C* = (&%, (", 0%) associated with the keyword w] to A;. Otherwise, C per-
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forms as follows:

e For each £ = 0,1---,m, retrieve uyy, g1, ,ure € Zy from LWE
instances, set ux = (Upy, -+ ,upe)' € Zf;, u* = (uy, - Uy)! € Z%”X‘],
and randomly choose a binary string 7* = (77,75, --- ,7/) € {0, 1}".

o Compute &* = ug +7|¢q/2] € Z! and set (* = u* € Z*".

Then C computes h* = Hj(7*||{*) € Zj and gets the proxy-oriented
private key 7, of the data sender ¢d, in a similar manner of answering the
H; query on (id,,id,, W, Bw), and then runs SamplePre( Ay, Tpro, h*, 6) to
generate 0* € Z7'. Finally, C returns C* = (£*,(*,0%) associated with the
keyword wg to Aj.

Guess: At last, A; outputs 5/ < {0,1}.

Now, we evaluate the probability of A; in breaking ciphertext indistin-
guishability under the selective-ID security in the random model. Essential-
ly, the goal of A; is to decide which keyword is involved in the challenge
searchable ciphertext C*. Based on the setting of the public parameters I,
since A = P*P; Py, we have the equation A(H;(id})) Hy(idy|id: ||wg) ™! =
AP YPy)™ = P* and & = u* = (P*)TF* + S* for some random matri-
ces F* € Z7*" and S* € Z* with Gaussian distribution. Therefore, £*, (*
have the correct forms. We consider the case that A; can successfully guess
that the keyword wyg is involved in C* with non-negligible probability €,
where the keyword wy is just the Ij-th H, query, it means that wj = w*,
this case occurs with the probability 1/qg,. While id} is just the I7-th H
query, this case occurs with the the probability 1/qg,. Moreover, C can re-
turn the searchable ciphertext which is really associated with the keyword
wg with the probability 1/2. Thus, if A; with non-negligible probability €;
can break ciphertext indistinguishability of the proposed scheme under the
selective-ID security in the random oracle model, C has the non-negligible
probability €| = €1/(2qm,qm,) to solve the hardness assumption of deciding
LWE problem by running the adversary A; as a subroutine, it leads to a
contradiction. Consequently, Adv 4, (k) is negligible, PO-IBEKS achieves ci-
phertext indistinguishability under the selective-ID security in the random
oracle model.

5.2. Emistential unforgeability

As we described in the threat model, a misbehaved cloud server may se-
lect a proxy’s identity ahead of any query, guess the target keyword, and try
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to generate a forged searchable ciphertext, so that the searchable ciphertext
can pass the test process. Now we prove that PO-IBEKS achieves existen-
tial unforgeability, so that a misbehaved cloud server cannot forge a valid
searchable ciphertext to perform the IKGA.

Existential unforgeability is defined by the following interactive game
between an adversary A (a misbehaved cloud server) and a challenger C.

Game 2: The game is interactive between A, and C.

Setup: Input a security parameter x, C outputs the system public pa-
rameters, the master public key of the KGC, and returns them to A,. A,
submits to C a target identity id; which will be challenged ahead of time.
Then A, is allowed to adaptively issue queries to the following oracles.

KeyExtract oracle: Once receiving a query on an identity id (an o-
riginal data owner id,, a proxy id,, or a data receiver id,), C generates
corresponding private key SK;; and returns it to A;. With the restriction
that Ay cannot query the private key of id.

Trapdoor oracle: Once receiving a query on a keyword w, C generates
corresponding trapdoor d,, and returns it to A,.

Authenticated searchable ciphertext oracle: A, queries to C on
any keyword w under the identities id,, id,. C generates corresponding au-
thenticated searchable ciphertext associated with the keyword w, with the
restriction that id, # id;.

Forgery phase: Finally, As outputs a forged authenticated searchable
ciphertext of 7* associated with (w*, idy, id,), which can pass the test process.

The probability of A, in winning the above game is defined as Adv 4, (k).

Now we provide the detailed security proof of existential unforgeability
as follows.

Theorem 2. PO-IBEKS achieves existential unforgeability under the selective-
ID security in the random oracle model, provided that the hardness problem
of ISIS assumption holds.

Proof. Suppose that an adversary Ay (a misbehave cloud server) can
break existential unforgeability in the random model with non-negligible
probability e, we will prove that C can solve the hardness assumption of
ISIS problem also with non-negligible probability €,, by running the adver-
sary As as a subroutine.

Setup: C receives an instance of ISIS problem (Q,9) € Zp*™ x Z7.
C simulates the game of existential unforgeability with A,, tries to find a
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solution 6 € Zg', such that 0 < [[0*|| < éy/m and Q0" = ). Meanwhile,
to maintain consistency, C sets five lists Ly ,Lo, L3, L4, L5 respectively. Set
qu, to be the maximum number of A)s queries to H; for i = 1,2,3,4,5. C
randomly chooses J; € [qu,|, J5 € [qu,], and JF € [qu,]. Finally, C prepares

system public parameters for A; as follows:

e C samples two random matrices QF, Q5 <= Dy« by running the algo-
rithm SampleR.

e C sets the matrix A = QQ;Q7, randomly chooses a vector v «— Z, and
returns I' = (A, v, Hl, HQ, Hg, H4, H5) to AQ.

Initially, Ay submits to C a target identity id; which will be challenged.
We assume that no matter when A, performs the KeyExtract query, it has
made all relevant H; queries before. Ay performs the following queries.

H, query: For the [-th query, here [ = 1,2, - ,qn,, A2 queries to H; on
any identity id adaptively. If [ = J, such that id = id;, C sets H,(id) = Q]
and returns it to A,. Otherwise, C runs SampleRwithBasis(A) to generate
a low norm invertible matrix R;q € Z;"*™, and a short lattice basis Tig of
Ay (A(Rig)™"). Then C adds (id, A(Ria)~", Rig; Tia) to list Ly, and returns
Rz‘d to .AQ.

Hy query: Ay queries on a distinct (id,||id,||W||r) to C. Then C first
checks if the value of Hy was previously defined. If it was, the previously
defined value is returned. Otherwise, C randomly chooses a vector u < Zj,
and adds it to list Lo, then returns it to As.

Hj query: For the [-th query, here [ = 1,2 ---  qp,, A2 queries on a dis-
tinct (id,, id,, W, Bw) to C. C returns Ry, if there exists (id,, id,, W, Bw, Rw,
Apro;s Tpro) inlist L. If I = J3, such that id, = id;, C adds (id,, id,, W, Bw, Q5,
Apro, L) tolist Ly and returns Q3 to As. Otherwise, C searches (id,, A(Ridp)_l,
Riq,, Tidp) in list Ly, then C randomly chooses a matrix Ry < D, xm, and
runs NewBasisDel(A;q,, Ry, Tiq,,0) to generate a short lattice basis T}, for
Apro = Aig,(Rw) ' € Zy*™. Finally, C adds (id,, id,, W, Bw, Rw, Apro, Tyro)
to L3, and returns Ry to As.

H,y query: Ay queries on a distinct (id,,id,,w), C looks into list L; and
finds (id,, A(Riq,) ™", Ria,, Tiq,), randomly chooses a matrix Ry < Dpxm,
then runs NewbasisDel(A(R;q,) !, Ry, Tia,, o) to generate a short basis D,, for
A(Ria,) ' (Ry,)™!. Finally, C adds (id,, id,,w, A(H(id,)) " (Rw) ™", Dw, Ry)
to list Ly, and returns R, to A,.
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Hjs query: For the [-th query, here | = 1,2,---  gp,, A2 queries on a
distinct (7,&), C returns hs to Ay, if (7,&) exists in list Ls. If [ = J, such
that 7 = 7, £" is just the first component of ciphertext C associated with
the keyword w*, under some uniform matrix F™ <= Z*™, some noise matrix
S* e Z;”XZ, C adds (7%,&*, L,9) to Ls, and returns ¢ to Ay. Otherwise, C
generates 6 <— Dzm 5 by runing SampleDom, and computes hs = Q0 € Z7,
then C adds (7,&, h,0) to Ls, and returns hy to As.

KeyExtract oralce: Upon receiving the KeyExtract query on ¢d, with
the restriction that id # id;. C will check list Ly to find its hash value, if it
is found, the previous value is returned. If it is not found, C performs as the
same to the H; query on id, outputs (id, A(R;q) ™', Rig, Tia), returns Tiq to
As.

Trapdoor oracle: Once receiving the query on a keyword w from A;. C
first looks into list Ly, if (id,, id,, w, A(Hy(id,)) ™ (Ry) ™", Dy, Ry,) is in Ly, C
can get D,,, and runs the algorithm SamplePre( A(H, (id,)) ' (Ry) ™", Dy, v, )
to generate d,,, and returns it to A,.

Authenticated searchable ciphertext oracle: A, submits a keyword
w and a binary string 7 € {0, 1} for the authenticated searchable ciphertext
query. C randomly chooses a uniform matrix F' < Z*™, chooses a noise
matrix S € Z;”Xé, and computes &, ¢ in a normal way. Then, C chooses 0 «+
Dym s by running the algorithm SampleDom. Finally, C returns C' = (€, , 0)
to Az.

Forgery phase: A, eventually returns C a forged searchable ciphertext
C* = (&,¢",0%) of 7 associated with (w*,idy,id.). With the restriction
that 7 associated with (w*,idy,id,) cannot be submitted to authenticated
searchable ciphertext oracle.

Note that A, can query to C to get (id}, id,, w*, A(Hy(id,)) ™ (Ry+) ™", Dy,
R,+) in list Ly, Ay further generates d,« < SamplePre(A;q, 7™, Dy+,v,0).
Now C performs as follows:

e Recover 7" by computing 7* < (*—d,,+£* under the searchable trapdoor
Ay -

e Output #* as a forged signature of 7* associated with the keyword w*.

Thus, C outputs 6* as its answer to the ISIS instance (Q,v). We know
that the adversary Ay can win the game only if 6* is a valid proxy-oriented
signature of 7" associated with the keyword w* for the proxy id;, thus we
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have Ay (Rw)~'0* = Hs(7*(|£*), where 0 < ||| < dy/m. Note that if C suc-
cessfully guesses, such that Hs(7*(|£*) = ¥ and Hs(id,||id} ||W||Bw) = Q3. As
Aigs (Rw) ™" = A(Rigy) " (Rw) ™" = A(Q})H(Q5)~" = Q, Ay succeeds in forg-
ing a valid authenticated searchable ciphertext with non-negligible probabili-
ty €2, then C can find a solution 6%, such that Q6* = ¢ and 0 < [|0*|| < dy/m,
with non-negligible probability €, = €5 /(q(m,1q1m,)9[#5)), Which contradicts to
the hardness assumption of ISIS problem. Consequently, Adv 4, (k) is neg-
ligible, PO-IBEKS achieves existential unforgeability under the selective-ID
security in the random oracle model.

5.3. Delegation security

For the delegation of the proxy-oriented encryption rights, as the warrant
W records the delegation policy, valid period of delegation, and the identities
of an original data owner and the proxy, only the rights of id, satisfy the
contents of the warrant W, can id, encrypt the data as well as the keywords,
and upload them to the remote cloud server on behalf of the original data
owner. Now we further prove the delegation security of PO-IBEKS as follows.

Theorem 3. PO-IBEKS achieves delegation security, provided that the hard-
ness problem of ISIS assumption holds.

Proof. Since the provable security process is similar to Theorem 2,
for simplicity, here we omit the description of Game 3, we directly pro-
vide the security analysis. Once the adversary Az captures the valid autho-
rized information (W, r, By) from an original data owner, we assume that
Az with an advantage Advy,(k) can forge a valid authorized information
(W', r', Byy,) without the private key Tj4, of the original data owner, such that

Aia, By = Ha(id,l|id,||W'||7") = hf, where [y, is distributed in DAhIQ(A .
q ido />
As a matter of fact, the authorized information (W, r, By) satisfies the equa-

tion A;q,fw = Ha(id,||id,||W||r) = he, provided that Sy is generated under
the private key T}4, of the original data owner. Thus, according to the securi-
ty proof in [17], Az can find the solution £};, = fw — B} of the ISIS instance,
such that A;q By = ha — b}, which contradicts to the hardness problem of
[SIS assumption, thus Adv 4, (k) is negligible. Therefore, PO-IBEKS achieves
delegation security, any outside adversary cannot generate the forged signa-
ture of the warrant, or cannot personate the original data owner to authorize
the proxy to encrypt the sensitive data as well as corresponding keywords,
nor upload the ciphertext to the cloud server.
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Table 2: Communication overhead comparison

Schemes Trapdoor Ciphertext
PAEKS [12] Lg, 2Lg,
dIBAEKS [15] 2Lg, 2Lg, + Lg,
CLPAEKS [45] Lg, 2Lg,
PO-IBEKS mL, (ml+ €+ m)L,
Table 3: Test costs comparison
Schemes Test costs
PAEKS [12] 2Pair + mul
dIBAEKS [15] 2Pair + 2Exp + mul
CLPAEKS [45] 2Pair 4+ 2Add 4+ 2Mul + mul + 2hash
PO-IBEKS (nm 4+ ml)mul + hash

5.4. Performance analysis

To deploy a practical PO-IBEKS in mobile cloud storage systems, a com-
putationally efficient test process is a critical requirement to minimize the
end-to-end computation delay. Now we conduct an elaborate performance
evaluation of PO-IBEKS, compared with existing schemes [12, 45, 15]. The
key factors that affect the performance of a practical PO-IBEKS in mobile
cloud storage systems, are actually in terms of the communication overhead
and the testing costs on the end-to-end delay from a cloud server to a data
receiver.

All the implementations are conducted on a laptop with Window 10 sys-
tems with an Intel Core 2 i5 CPU and 8GB DDR 3 of RAM. We exploit
C language and MIRACL Library version 5.6.1. The elliptic curve is an
MNT curve, its base field size is 159 bits and the embedding degree is 6.
As the lattice-based cryptographic algorithms are based on these parameters
n,m,q, to achieve the provable security, we give an instance of a concrete
PO-IBEKS with appropriate parameters which satisfy m > 2n[logq]. We
compare a concrete PO-IBEKS to the existing schemes, we also set the secu-
rity level £ = 10. All the results of implementations are represented 30 trials
on average.

Now we specify some notations to represent corresponding cryptographic
operations. In particular, Lg,, Lg, denote the bit length of an element in
cycle group Gy, Gy respectively, L, denotes the bit length of an element in
Zq. Moreover, Pair denotes a bilinear pairing executing time, Fap denotes
a modular exponentiation executing time, Add denotes a point addition exe-
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cuting time in Gy, Mul denotes a scalar multiplication executing time, mul
denotes a general multiplication executing time, hash denotes a general hash
function executing time. The communication overhead comparison is listed
in Table 2, including trapdoor and ciphertext size. The test costs comparison
is also listed in Table 3. The implementation results in Figure 3 show that
PO-IBEKS owns the ciphertext size almost as the same as existing schemes,
while PO-IBEKS achieves much more efficient in terms of trapdoor size.
Moreover, the implementation results in Figure 4 show that PO-IBEKS is
much more light-weight than existing schemes in the comparison of test costs
with the increasing number of searching keywords. In addition, PO-IBEKS
resists against quantum computers and IKGA simultaneously, which can be
much more practical in post-quantum secure cloud storage systems.

6. Conclusions and future work

In this paper, we have proposed an efficient proxy-oriented identity-
based encryption with keyword search scheme (PO-IBEKS) for cloud storage.
PO-IBEKS is constructed on lattice-based cryptography, achieving quantum
computers resistance. PO-IBEKS enables an original data owner to autho-
rize a trusted proxy to encrypt the kernel data as well as corresponding
keywords, and upload them to the remote cloud server. We have proved the
semantically security of PO-IBEKS, including ciphertext indistinguishability,
existential unforgeability, and delegation security. Therefore, PO-IBEKS can
resist against IKGA from misbehaved cloud servers. The security proof and
performance evaluation demonstrate that PO-IBEKS is much more practical
for post-quantum secure cloud storage systems. To further preserve data
privacy against proxies, we will design an efficient proxy re-encryption with
keyword search from lattices in our future work.
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