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Abstract

The use of DeepFake technologies to create hyper-realistic faces has sparked
serious security concerns. Recent advances on DeepFake detection showed
promise on algorithm generalization to unseen manipulation methods by
identifying high-level semantic irregularities. However, the extracted features are
not always robust, as the sample variations such as different motion magnitudes
can easily degrade the feature-vector representations of their semantic
information. In this work, we propose DTNet, a novel deep method that further
regularizes feature learning toward more robust DeepFake Detection. To be
specific, the proposed DTNet contains Deviation Regularization that penalizes
samples with deviated motion magnitudes in the loss function, and Temporal
Continuity Preservation, which helps keep and learn patterns of temporal continuity
in feature space regardless of motion magnitudes. Experimental results show that
our method effectively mitigates the impact of motion magnitudes on feature

vectors, thereby improving the generalization ability.
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1. Introduction

In the ever-evolving landscape of technology, the introduction of Deepfake has
sparked a global conversation surrounding the blurred lines between reality and
illusion. These sophisticated manipulations of media content have created a
world where seeing is no longer necessarily believing. At its core, Deepfake
refers to the use of artificial intelligence (Al) to create hyper-realistic alterations
of digital images, videos, and audio recordings, effectively enabling the
synthesis of entirely new and often misleading content. This phenomenon has
become increasingly prevalent with the rapid advancements in Al and machine
learning, raising critical questions about the implications of such technology on

our society, politics, and ethics.

1.1 Introduction to DeepFake

The term "Deepfake" is derived from the combination of two words: "deep,"
referencing deep learning, and "fake," denoting the creation of counterfeit or
deceptive content. This concept was first introduced in the late 2010s, as
researchers and technologists began to explore the capabilities of Al algorithms
to generate synthetic media. They utilized neural networks, specifically
generative adversarial networks (GANSs) [1], to effectively "learn” from vast
amounts of data and reproduce images, videos, and audio that closely mimic
real-world counterparts. As the technology advanced, it became easier for even
non-experts to create convincing Deepfakes, leading to a proliferation of this

content across the internet.

One of the most well-known applications of Deepfake technology is in the
creation of manipulated videos, wherein the face of a person in the original
footage is replaced with the likeness of another individual. This has been
popularized through celebrity face-swaps and impersonations, allowing viewers
to witness surreal scenarios that were once considered implausible [2].
Moreover, Deepfake has also been utilized for voice cloning, enabling the

replication of a person's speech patterns and tonal nuances, creating seemingly
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authentic audio clips that can be used for various purposes [3].

While Deepfake technology has undeniably unlocked a world of creative
potential in fields such as entertainment, advertising, and art, it also poses
significant risks and challenges. Concerns over the malicious use of Deepfakes
have grown substantially, with the potential to spread disinformation, manipulate
public opinion, and even compromise the credibility of journalism. Fabricated
videos and images have already been used in political smear campaigns,
causing confusion and undermining trust in institutions [4]. Additionally, the rise
of Deepfake pornography has brought forth a new dimension of privacy invasion
and harassment, with victims often being unaware of the existence of such

content until it has already circulated widely [5].

The increasing prevalence of Deepfake technology has prompted an urgent
need for countermeasures. Researchers and companies have begun to develop
detection tools that employ Al and machine learning to analyze content and
identify potential Deepfake elements. These tools, however, face an ongoing
battle against ever-improving Deepfake algorithms, resulting in a constant arms

race between the two sides.

1.2 Research Objectives

The rapid advancement and proliferation of Deepfake technology have
highlighted the urgent need for effective countermeasures to identify and

combat these digital forgeries.

We aim to design an end-to-end DeepFake detection system that are robust to
unseen DeepFake methods. This is a challenging task. Firstly, it requires the
system to generalize its detection capabilities beyond the specific techniques
and algorithms it has been trained on, effectively adapting to the ever-evolving
Deepfake technologies. Secondly, the challenge of deepfake detection has
attracted significant attention from researchers, industry professionals, and

academics alike, transforming it into a highly competitive field. As more experts



dive into this area, an increasing number of state-of-the-art methods have
emerged, the rapid pace of innovation and increasing number of state-of-the-art
methods developed can make it difficult for researchers to surpass its

predecessors in terms of detection accuracy, robustness, and generalization.

At the beginning of my research, | adopted a distinct and novel approach that
focuses on capturing the patterns of real data instead of explicitly identifying the
features of manipulated content. To the best of my knowledge, no one has tried
to detect deepfake only using real data in the training stage. The underlying
assumption of this strategy is that authentic data exhibits certain inherent
characteristics that are difficult to replicate perfectly in deepfakes, regardless of
the specific generation technique used. By training the model to recognize and
understand the nuances of only real data, it can be better equipped to identify
deviations from these patterns, which may indicate the presence of deepfake
content. This approach does not rely on any assumptions about specific
deepfake methods, making it potentially more resilient to a wide range of
manipulation techniques, including those that have not yet been developed or

encountered.

However, | failed to get competitive results only using real data to train. | did not
find appropriate baseline and | did not manage to build a baseline from scratch

by myself. Then | tried to use both real and fake data to train.

A recent state-of-the-art method in deepfake detection, known as Lipforensics
[6], has demonstrated promising results by focusing on the semantic information
of lip motions, which has proven to be robust to a wide range of deepfake
generation techniques. This approach aligns with my ideas of concentrating on
features that are difficult to manipulate accurately and consistently, rather than
relying on assumptions about specific deepfake methods. Inspired by the
success of Lipforensics, | decided to build my deepfake detection model based
on this method, with the primary goal of extracting accurate semantic

information from lip motions to identify and distinguish deepfake content.



With deeper exploration of high-level information, | found that the existing
techniques for detecting DeepFake videos by analyzing the semantic
information of lip movements are not sufficiently reliable. This is because
differences in the magnitude of motion can easily weaken the feature vectors
that encode semantic information, despite the fact that semantic information
should be consistent regardless of the magnitude of motion. To illustrate, people
can convey identical semantic information through their lip movements (such as
when they say the same words) with varying degrees of motion magnitude,

whether that motion magnitude is large or small.

Finally, our research objective is to a method for extracting feature vectors of
semantic information that are invariant to motion magnitudes in order to improve
the generalization of DeepFake detection. Our idea is generally illustrated in Fig.
1.

Motion magnitude variations:

(DLarge change of pose: (2)Nearly no lip motion:
Pyt~ Dt~ efipdd wlheipudfeliy -

3)Big lip motion:

(a)
Degraded Feature
Representation
Baseline: m /
(Lipforensic [6]) I Res18 Af —’@—’chl
— U
N Regularized F
- - soularized Feature
s oo ql.,{u arized Feature
X P} 4 epresentation
Ours: 1[Preserve :str:ZiZLs Regularize f @ Fake @®
v.‘\‘.' s N s n > —pd —»a ('u
(DTNet) Temporal Continuity weights) Deviation
e DeepFake x with motion . ) 2 7
L o Feature Extraction .' Temporal Classification
- S e Network F Network M
. I; - ith frame of x

(b)
Fig. 1. Overall illustration of our method: (a) DeepFake samples of motion
magnitude variations; (b) Comparison on dealing with DeepFakes of motion

magnitude variations between Baseline Lipforensic (top) and ours (bottom)

Fig.1(a) shows three types of motion magnitude variations in DeepFakes,
namely a large change of pose, nearly no lip motion and big lip motion. These

phenomena led to big deviations in the feature space of semantic information
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and thus impaired the DeepFake detection results in current methods. In
Fig.1(b), we compare the baseline with our method when dealing with a
DeepFake sample with motion variations like big lip motion shown in Fig.1(a).
In the upper flow of Fig.1(b), the baseline [6] gets an input x and extracts lip
motion representation f’ through a feature extraction network F (3DResnet18).
And then use another network M for classification. Unfortunately, the baseline
tends to classify the DeepFake sample as real. However, our method shown in
the lower part can successfully classify the DeepFake sample as fake. We
propose Deviation regularization and Temporal continuity preservation Network
DTNet to regularize the feature learning on semantic information to achieve it.

Both are highlighted in red.



2. Literature Review

We review the generation and detection of DeepFakes in this section. Firstly,
we generally describe four main types of DeepFake generation methods.
Secondly, we introduce four primary DeepFake datasets and -carefully
investigate how fake videos are generated in each dataset. Next, we compare
the generation and sophistication of each dataset in a table. Moving on, we
explore current DeepFake detection methods and how researchers have
exploited low-level and high-level anomalies caused by DeepFake generation
for detection purposes. Finally, we compare the detection methods in terms of
the information destroyed by generation, their catered generation method, and

their limitations in a table.

2.1 Types of DeepFake Generation

Generally, there are four types of DeepFakes generation methods based on

their objectives.

The first one is Face Replacement which swaps the face of the real image with

another face [7]. Below Fig. 2 shows some examples of face replacement.

Source Target FaceSwap

Fig. 2. Examples of Face Replacement [7]

The second one is Face Reenactment which transfers the expression of the

source face to the target face while maintaining the identity of the target
10



person [8] [9]. Below Fig. 3. is an example of face reenactment.

Source Actor

Real-time Reenactment

- &?

\

Reenactment Result
-
-

Target Actor

Fig. 3. An Example of Face Reenactment [8]

The third one is Facial Attribute Editing which alters the facial attributes of a
person while preserving the identity of the person [10][11]. Below Fig. 4. is an

example of facial attribute editing.

Real

Fig. 4. An Example of Face Attribute Editing [11]

The fourth one is Face Synthesis which creates faces by mixing styles from

different faces. Below Fig. 5. shows examples of face synthesis [12].

Fake

Fig. 5. Examples of Face Synthesis [13]
11



Face Replacement is more elementary compared to others and we can perceive
the fake images easily with our eyes. However, some datasets applied post-
processing techniques to smooth the boundary contour and eliminates the
inconsistency and flickering of the swapped face [14]. Real-time face
reenactment like Face2Face [9] is advanced and human can barely differentiate
between real and fake. Although some are advanced, all current methods
manipulated pristine videos frame by frame, which probably left inter-frame

inconsistencies. And | try to exploit these inter-frame inconsistencies.

2.2 DeepFake Dataset

We train and evaluate our model in the following four datasets. It is important to
understand how the fake videos are generated in the datasets. Generally, the
majority of samples in current DeepFake datasets are generated by
autoencoders. For our training dataset, FaceForensics++ [15] used Face2Face
[9], NeuralTextures [16], FaceSwap [7], and DeepFakes [17]. For the testing
dataset: CelebDF [14] used the autoencoder with post-processing techniques,
FaceShifter [18] used the attribute editing encoder. DFDC [19] used eight
different methods and most of the samples are generated through
autoencoders. We elaborate these datasets first and then summarize the

datasets in their Deepfake generation categories mentioned in Section 2.1.

2.2.1 FaceForensics++

FaceForensics++ [15] contains 4 different kinds of fake videos manipulated from

the same set of real videos.

Firstly, shown in Fig. 3, Face2Face [9] was capable of transferring the facial
expressions from a source video to a target video in real-time while preserving
the other facial features and the background of the target person. The method
involved analyzing and extracting information such as pose, illumination,

expression, and identity of both the source and target actors on a frame-by-
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frame basis. Initially, a 3D model was created using the first frames of each
video to establish a temporary face identity, which was then used to track facial
expressions in the subsequent frames. This approach was sophisticated and

not reliant on deep learning methods.

Secondly, shown in Fig. 6, NeuralTextures [16] was also a reenactment method.
They employed expression transfer to generate a modified UV map of the target
actor, which matched the expression of the source actor. This UV map was used
to sample from the target actor's neural texture. Additionally, they provided a
background image to the neural renderer, resulting in the final reenactment

output.

Neural
Renderer Output

Target Actor

Source Actor

D TRUMP ON BEST & WORST PRES!

Neural Texture

Fig. 6. Overview of NeuralTextures [16]

Thirdly, shown in Fig. 2, FaceSwap [7] involved first identifying a few key points
on the face, from which the face region was extracted. These points were then
used to fit a 3D template model that utilized blendshapes. The model was then
projected onto the targetimage, and the difference between the projected shape
and the localized landmarks was minimized by using the textures of the input
image. The rendered model was then blended with the image, and color

correction was applied to achieve the result.

Fourthly, shown in Fig. 7, DeepFake [17] was based on two autoencoders with
a shared encoder that were trained to reconstruct training images of the source
face A and the target face B, respectively. The architecture represented how the
majority of fake images were generated in current datasets. To create a fake

image, the trained encoder and decoder of the source face A were applied to
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the target face B. The autoencoder output was then blended with remaining
parts of the image through Poisson image editing.

Training
[T . Vg
K] Encoder
Y 4
Converting
A

Fig. 7. Overview of DeepFake Autoencoders

2.2.2 CelebDF

Basically, CelebDF [14] generated fake images through Autoencoders similar to
Fig. 7. and applied post-processing techniques like color correction, mask
correction, and temporal correction. These post-processing techniques each of
which is catered for a specific artifact left by DeepFake generation algorithms.

Below, Fig. 8. shows an example of color correction. In the training stage, they
randomly perturbed colors of faces and also added color transfer from the real

faces.

Fig. 8. Fake images without (left) and with (right) color correction.

For mask correction, they interpolated facial landmarks when generating fake

images to make the boundary of mask invisible, shown in Fig. 9.
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Visual parts of
original face

Boundary
artifacts

Boundary
artifacts

@ Facial landmarks
+ Interpolated points

Fig. 9. Mask generations in other datasets (top two rows) and CelebDF (the
last row). (a) the warped synthesized face overlaying the target’s face. (b)
mask generation. (c) final generated fake image [14]

For temporal correction, they filtered sequences of facial landmarks through a
Kalman smoothing algorithm to reduce imprecise variations of landmark

locations.

2.2.3 FaceShifter

We can regard FaceShifter [18] as an improved version of DeepFake
autoencoders. It was composed of an identity encoder, a multi-level attributes
encoder, and an AAD-generator. The AAD-generator integrated information of
identity and attributes in multiple feature levels. It successfully addressed the

defective lighting, face shape mismatch and blurred pixels, shown in Fig. 10.
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Source Target FaceSwap FaceShifter

Lighting

Face shape

Blurriness

Fig. 10. Comparison of fake image generation between FaceSwap and
FaceShifter. Three rows show issues of lighting, face shape and blurriness,

which were addressed by FaceShifter (in the last two columns) [18]

2.2.4 DFDC

The majority of face-swapped videos in DFDC [19] were created with DeepFake
Autoencoders, similar to DeepFake in FaceForensics++ and also applied
multiple challenging data augmentations techniques. Unlike FaceForensics++,
we did not know each fake video was generated by which generation method

specifically.

Aside from DeepFake Autoencoders, DFDC contains samples generated from
seven other algorithms and under multiple image background settings. For
example, some used non-deep learning morphable mask model to transfer face
action with personalized bilinear regression [20]. Some applied StyleGAN to
project a fixed identity on the latent space of the face [21]. Some developed 4
GAN models to incorporate face swapping and reenactment through

segmentations of face areas, inpainting and blending [22].

Different from other datasets, DFDC randomly applied multiple data

augmentation methods to 70% of the generated videos, shown in Fig. 11.
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Fig. 11. Asample frame containing the various augmentations that were applied
to the videos. Top row (from left to right): original, brightness, contrast, a logo
overlay. Second row: dog filter, dots overlay, faces overlay, and flower crown
filter. Third row: grayscale, horizontal flip, noise, and images overlay. Bottom
row: shapes overlay, encoding quality level change, rotation, and text overlay.

Not pictured: blur, framerate change, audio removal, and resolution change [19].

What's more, DFDC also contains more challenging samples like extreme

lightning and extreme pose of the head, shown in Fig. 12.

(b)

Fig. 12. Difficult samples in DFDC: (a) head with extreme pose, (b) extremely
low lightning
Unlike most datasets contain samples with similar qualities or explicitly split
samples of different qualities. DFDC contains sample of varying qualities. Like
17



Fig. 13 shown below, where each row corresponds to a method and each

column shows increasing quality from left to right.

Fig. 13. Samples of varying qualities of different methods in DFDC

2.3 Summary of DeepFake Generation & Dataset

After carefully investigating four types of DeepFake generation and four primary
DeepFake datasets. We listed the class splitin Table. 1 and compared them in
Table. 2. from the prospect of generation process, post-processing process and

the level of sophistication.

Dataset #Videos
Real Fake
Face2Face 1k 1k
(FF++) [9]
NeuralTextures 1k 1k
(FF++) [16]
FaceSwap 1k 1k
(FF++) [7]
DeepFake 1k 1k
(FF++) [17]
CelebDF [14] 0.6k 5.6k
FaceShifter 1k 1k
[18]
DFDC [19] 24k 105k

Table. 1. Summary of Class split in primary datasets

18



Dataset Ger;eration Model-based | GAN-based | Post-processing | Augmentation Sophisticated
ype
F(?;i?;?;f Reerﬁ:cc:;tement \/ X X X \/
Ne(llir:-ll--ll-(;)[(:l(ji;es ReerI?:cc::tement X \/ X X \/
T;;if;";? Rep:;accé%ent \/ X X X X
([l)=§ig)F?1k ;] Rep::aizement \/ X X X X
GelebDF 114] Reerﬁ:cc::tement X X \/ X \/
raceShifter [19] ReerI?:cc::tement X \/ X X \/
PRl Rep:;accé%ent \/ \/ \/ \/ \/
Reena%:tment

Table. 2. Summary of DeepFake generation in primary datasets
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2.4 DeepFake Detection

Auser study accuracy [15] indicated that Face2Face [9] and NeuralTextures [16]
were particularly difficult to detect by human observers, as they do not introduce
a strong visual change, shown in Fig. 14. As the technology for creating these
videos becomes increasingly sophisticated, it becomes more challenging for
humans to distinguish between real and fake videos. This has spurred the
development of more advanced methods for detecting DeepFakes by examining
them for telltale signs of manipulation. the battle between those who create
DeepFakes and those who seek to detect them is currently in a state of

stalemate.

ﬂﬂﬂjﬂ

Face2Face DeepFakes FaceSwap NeuralTextures Pristine

B RAW B HQ LQ

= = ]
=} = =}

User Study Accuracy
]
)

Fig. 14. Accuracy to differentiate DeepFake by human. (RAW: video of raw
quality, HQ: video of high quality video, LQ: video of low quality) [15]

In this section, we are going to investigate current DeepFake Detection
methods. Researchers have observed some anomalies caused by DeepFake
generation and exploited them for DeepFake detection. We view these
anomalies from two aspects: low-level and high-level. Low-level anomalies are
visually perceivable anomalies in spatial space, frequency space and temporal
space or other fused feature space. Also, DeepFakes may have high-level
anomalies as DeepFake generation could destroy the semantic information in

face motions, expressions, or identities.

2.4.1 Detection through Low-level Anomalies

20



Deepfake technology has raised concerns about the authenticity of images and
videos, and detecting these forgeries has become increasingly challenging. One
approach to Deepfake detection has been to look for low-level anomalies, which
are visually perceptible anomalies in spatial space [23], frequency space [24-
26] [31], temporal space [27-29], or other fused feature space [30] [32-35].
Previous models have focused on low-level anomalies, such as blending
anomalies around boundaries [23], patterns in DCT spectra [24], or strange
motion vectors through optical flow [27]. Some models have even fused

information from color and frequency domains [30].

However, models focusing on low-level anomalies have not performed well in
detecting unseen DeepFake generation methods. While low-level anomalies
can be effective for detecting specific types of Deepfake artifacts, they may not

capture the global properties of an image that can distinguish it as a forgery.

For spatial anomalies, elementary DeepFake generation methods extracted the
source face and blend it into the target face, which left blending anomalies
around the boundary. Some authors observed that most existing face
manipulation methods shared this common step, i.e., blending the altered face
into an existing background image. The Face X-ray [23] of an input face image
is a grayscale image that reveals whether the input image can be decomposed
into the blending of two images from different sources. It did so by showing the
blending boundary for a fake image and the absence of blending for a real
image. However, the assumption that the existence of a blending step is too
strong for all DeepFake generation methods. Many advanced DeepFake
generation methods did not rely on blending, in which scenarios Face X-ray may

not get good results.

Aside from spatial anomalies, researchers also exploited anomalies in
frequency space. Frank et al. [24] leveraged patterns in DCT spectrums. The
authors observed that DeepFake images are often generated using generative
adversarial networks (GANs), which introduced high-frequency artifacts that are

distinct from those found in real images. Building on this insight, they proposed
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CNN to analyze the frequency spectrum of an input image and distinguish
between real and fake images based on the presence or absence of high-
frequency artifacts. However, it may not be generalizable to other types of image
manipulations, as the model is specifically trained to detect high-frequency
artifacts introduced by GANSs. Similar papers like [25] proposed to extract and
detect DeepFake through DCT coefficients. From another aspect, Y. Luo et al.
[26] tired to detect DeepFake by high-frequency noise. They assumed that
noises were high-frequency signals that capture random fluctuations in
brightness or color data. The distribution of image noise was affected by the
digital camera's image sensor and internal circuitry. DeepFake generation would
destroy the pattern of high frequency noise. The proposed method involved
applying a high-pass filter to the down sampling of multiple RGB feature maps
to extract high-frequency features and then using a deep neural network to
analyze these features to distinguish between real and fake images. However,
the essential high-pass filters were carefully handcrafted by human, which may
be tuned to overfit only several DeepFake generation methods but could not
generalize to unseen methods. Recent method [31] generated adversarial
examples to improve the generalization ability of deepfake detection models.
However, it assumed that blending existed in the Deepfake generation process,

which restricted its generalization to certain types of generation methods.

For temporal space, Amerini et al. [27] found strange motion vectors through
optical flow of fake frame sequences. The method was rather straight. They
computed optical flow of consecutive frames and input them to an CNN for
classification. Although the detection accuracy was not competitive, this is the
first time that optical flow-based CNN method was applied in DeepFake
detection. It also indicated that simple feature may not be sufficient to achieve
good performance in DeepFake detection. Furthermore, methods that tried to
exploit inter-frame conflicts [28] showed promising. The proposed approach
utilized CNN to extract spatial features from video frames and RNN to capture
temporal dependencies between the frames. Also, the authors found that face
alignment could help improve the results and that a sequence of images was

better than single frame input, both of which were widely used in subsequent
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methods. To the best of our knowledge, all current deepfake generation
methods generated fake images frame by frame, which made it highly probable
that temporal inconsistencies existed across the frame. Recent method [29]
achieved state-of-the-art performance by temporal incoherence that happened
between the neighborhood frames. The authors argued that temporal
coherence, which referred to the consistency of motion and appearance across
frames, was an essential factor in detecting face forgery in videos. The proposed
approach incorporated a temporal coherence module into the existing deepfake
detection framework, which utilized both spatial and temporal information. The
temporal coherence module was designed to capture long-term temporal
dependencies in video frames and enforce consistency across frames.

However, the application of transformer was more computationally expensive.

Additionally, some researchers exploited anomalies in fused feature space. The
anomalies may not be as perceivable by human as previous ones. Two-branch
[30] fused information from color and frequency space. The spatial branch
processed individual frames using a convolutional neural network, while the
temporal branch used a recurrent neural network to analyze the temporal
consistency between frames. The two branches were then combined to make a
final deepfake prediction. But it may be overfit to seen deepfake generation
methods and it needed further evaluation on other datasets. C. Shen et. al [32]
observed that existing DeepFake detection methods often relied on global
features or pixel-level information, which may not capture the complex
relationships between different regions of the face. To address this limitation,
the authors proposed a new method that leverages local relation learning to
capture the relationships between local regions of the face through RGB and
DCT fusion. However, the classification was based on a specific kind similarity
map of a specific DeepFake generation method. When a novel DeepFake
generation method appeared, it easily failed to output a new type of similarity

map, which leads to impaired classification results.

Recent method [33] also tried to detect deepfake from correlations between

local regions. The authors assumed that there were self-consistencies between
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local regions of real image, which could easily be destroyed by DeepFake
generation methods. The proposed method involved training a generative
network to generate adversarial examples by modifying real images or videos.
The adversarial examples were then used to train a detection model to
distinguish between real and fake images or videos. Although it got competitive
results, it may be because that the majority of DeepFake samples in testing
datasets were used similar DeepFake generation methods as the training
adversarial samples. As the training and testing results used similar DeepFake
generation methods, the results may not support that the model had good
generalization ability to novel generation methods. Lastly, multi-modal data like
audio visual consistency were used for DeepFake Detection too [34] [35]. They
observed that existing DeepFake detection methods mainly focused on visual
features and neglected the role of audio in DeepFake generation. Basically, this
kind of methods applied mel-scale spectrogram to represent audio information
and extracted words through lip motions. The model involved training separate
visual and auditory models and then combined the output of both models to form
a synchronization detection. The auditory model also relied on high-level
anomalies, which we will elaborate on Section 2.4.2. However, it may be
computationally expensive due to the use of both visual and auditory models,

and it lacked the validation of the accuracy of auditory models.

Some general effective techniques in the computer vision field were also applied
to deepfake. H. Zhao et.al [36] applied a multi-attention module to detect
DeepFake. The authors drew inspiration from the fine-grained classification
problem, where species with small and local differences are differentiated from
each other. They proposed to model deepfake detection as a special fine-
grained classification problem with two categories and present a multi-attention
network for deepfake detection. The proposed network consisted of multiple
spatial attention heads that predicted multiple attention maps and enhanced the
textural features obtained from shallow layers. The authors aggregated low-
level texture features and high-level semantic features as the representation for
each local part and then pool the feature representations of each local part

independently by a bilinear attention pooling layer, which was fused as the
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representation for the whole image. However, the model was not easy to train.
What's more, the transformer has also been applied in DeepFake Detection [37].
The authors proposed a novel approach that leveraged transformer models to
capture the relationships among pixels and effectively explore regions of
different scales in images. The proposed Multi-modal Multi-scale Transformer
(M2TR) followed a two-stream architecture that operated on patches of different
sizes to detect local inconsistencies in images at different spatial levels. The
frequency stream adopted learnable frequency filters to filter out forgery
features in the frequency domain, which complement RGB information. The
authors further introduced a cross-modality fusion block to combine the
information from both streams effectively. However, using transformer did not
boost the performance very much comparing to its more expensive
computational cost. More simple and efficient transformer-based detection

method is needed.

2.4.2 Detection through High-level Anomalies

DeepFakes can be created with through various generation methods, making it
increasingly challenging to detect them using one robust model. One approach
to DeepFake Detection has been to look for high-level anomalies, which may be
present in Deepfake images due to the destruction of semantic information in
facial motions, expressions, or identities during the generation process. Models
tried to detect high-level anomalies in fake video has been proved a great help
to boost model generalization to novel methods. However, research papers
focusing on high-level anomalies are much less than those focusing on low-level
anomalies. Future work in Deepfake Detection should continue to explore high-
level features. We will review some papers focusing on high-level anomalies

below.

One promising approach is to focus on detecting high-level anomalies in
identity, that are difficult to manipulate and are unique to each individual [38]
[39] [40]. Previous method [40] leveraging simple identity of the person through

the 4 clips of the same video did not boost generalization ability. Recently, D.
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Cozzolino et al. [39] proposed a new approach called ID-Reveal, which learned
temporal facial features specific to how a person moved while talking. It was
more complex definition of identities than the previous method that simply
defined identity as who the person is. The approach included three primary
elements: a tool to identify facial characteristics, a system to recognize biometric
irregularities over time, and a network that attempted to determine individualized
movements from the expressions of another person. The metric learning
coupled with an adversarial training strategy and high-level semantic features
made it resilient to post-processing technigues. However, the authors mainly
compared their results with other methods published before 2019, they should
include more recent methods. Similar as [40], X. Dong [38] used simple identity
definition but equipped with Identity Consistency Transformer (ICT),
incorporating a consistency loss for identity consistency determination, making
it more robust to various types of image degradation forms, including deepfake
videos. The proposed ICT method trained a model to learn a pair of identity
vectors, one for the inner face and the other for the outer face, by designing a
Transformer such that the inner and the outer identities could be learned
simultaneously in a seamlessly unified model. The paper also showed that the
proposed ICT could be easily enhanced with additional identity information
when such information was available, as was the case with celebrities. However,
only a few datasets labeled their samples with identity of the person. Also, it

needs to include more recent results for comparison.
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Fig. 15. Overview of Lipforensics [6]. After preprocessing, 25 frames of cropped
mouth are input into the network. These crops undergo a frozen feature
extraction process through a ResNet-18 that includes an initial 3-D convolutional

layer. The feature extractor was pre-trained on lipreading dataset, leading to
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embeddings attuned to mouth movements. Following this, a multi-scale
temporal convolutional network (MS-TCN), which was also trained on
lipreading, gets fine-tuned to detect fake videos by high-level semantic

irregularities in mouth movement.

Another approach is to leverage high-level anomalies in semantic meaning of
the lip motions. Lip motions, also known as lip movements or lip gestures, can
convey a range of semantic meanings depending on the context in which they
occur. The primary function of lip movements is to produce speech sounds. The
position and movements of the lips help to shape the sounds that we produce
when we speak, and can indicate the pronunciation of vowels and consonants
that make up words, as well as the emphasis, intonation, and emotion behind
what we're saying. Recent method Lipforensics [6] assumed DeepFake
generation could destroy such semantic meaning of lip motions. They achieved
the current state-of-the-art performance and demonstrated good generalization
ability to unseen DeepFake generation methods. Shown in Fig. 15, the
approach consisted of first pre-training a spatial-temporal network to perform
visual speech recognition (lipreading), thus learning rich internal representations
related to natural lip motion. A temporal network was then fine-tuned on fixed
mouth embeddings of real and forged data to detect fake videos based on mouth

movements without overfitting to low-level, manipulation-specific artifacts.

However, after implementing Lipforensics [6] on DeepFake samples across
different datasets. We found that the method based on extracting the semantic
information of lip motions were not robust enough. The AUC of the model
dropped 3% when we only tested it with samples of big motion magnitudes and
dropped 5% with samples of small motion magnitudes. Although Lipforensics
could get the feature space representing semantic information to some extent
by pretraining the model first with Lipreading dataset [41], the results indicated
that variations of motion magnitudes could easily degrade the feature-vector
representations of the semantic meaning, but the semantic information should
be invariant to motion magnitudes. For example, the same semantic information

could be conveyed (e.g., people say the same words) with either a big motion
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or a small motion.

Hence, we try to mitigate the negative influence posed by motion magnitudes.
We propose Deviation Regularization and Temporal Continuity Preservation to
regularize the learning of semantic information, and thus make the feature-

vector representations more robust.

2.5 Summary of DeepFake Detection

With DeepFakes being created using various generation methods, it has
become increasingly difficult to detect them using a single robust model. We
have carefully investigated several deepfake detection methods based on either
low-level anomalies or high-level anomalies. In this section, we also compared
them in the aspects of information destroyed by generation (assumed by the
authors), whether they were cater to a specific kind of generation method and

their limitations in Table 3.
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Reference Information Cater to Limitations
destroyed by specific
generation generation
methods
[23][31] | Blending boundaries \/ Many advanced DeepFake generation methods did not rely on blending.
[24] [25] DCT coefficients \/ Not all fake samples have high-frequency anomalies introduced by GANSs.
[26] Camera fingerprints X Handcrafted parameters for essential high-pass filter.
[27] [28] Inconsistencies % [27] and [28]: not good AUC. [29]: computationally expensive. [30]: may
[29] [30] across frames overfit and needs evaluations on other datasets.
[32] [33] Correlations Specifically fit to a kind of generation methods and thus lacks
between local \/ generalization.
regions
[34] [35] Audio-visual % Needs to validate the accuracy of auditory models.
consistency
[36] [37] | Patterns in color and X Not easy to train and computationally expensive.
frequency space
[38] [39] Identity % Should include more recent methods for comparison. Only A few available
[40] datasets are labeled with identity.
[41] Semantic meaning X Not robust to motion magnitudes.

of lip motions

Table. 3. Summary of DeepFake detection methods

29




3. Methodology

We aim to build a DeeepFake detection model that is both robust and
generalizable by differentiating between natural and abnormal mouth
movements, meanwhile, the feature vectors of semantic information are robust
to motion magnitudes. The assumption is that irregularities in lip motions exist

in fake videos regardless of the DeepFake generation method.

Firstly, same as Lipforensics [6], we pretrain train a convolutional neural network
(CNN), which includes a spatio-temporal feature extraction component and a
subsequent temporal convolutional network, for lipreading tasks. We anticipate
that this training will generate internal representations that can detect irregular
mouth movements within a high-level semantic context, as low-level patterns

may not be adequate for accomplishing the task.

Then based on the Lipforensics, we proposed Deviation Regularization and
Temporal Continuity Preservation to regularize the feature learning and thus
mitigate the negative effect posed by motion magnitudes. In Sec. 3.1, we explain
the method of using a video-level inter-frame distance in feature space to
represent motion magnitudes. In Sec. 3.2, we propose deviation regularization
to penalize big variations in motion magnitude. Lastly, in Sec. 3.3, we introduce
the idea of preserving temporal continuity in feature space by ensuring that
feature vectors of consecutive frames do not differ too much. These three
techniques are essential to the proposed deepfake detection model and are

explained in detail in the following sections.

3.1 Inter-frame Distance in Feature Space

In Sec.3.1, we first find an index that can represent motion magnitudes. The
idea is derived heuristically from that inter-frame difference in the image space

can represent motion magnitudes and we transfer it into the feature space. So

we define video-level inter-frame distance in feature space, i.e. D, (x).
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As indicated in the previous sections, we need to deal with variations of motion
magnitudes. And the inter-frame difference that refers to the pixel-wise
difference between two frames in color space can help represent these
variations (e.g., big inter-frame differences in color space can represent big
motion magnitudes). Hence, we regularize inter-frame distance in the feature

space to reduce the influence posed by these variations.

In this section, we define the video-level inter-frame distance in feature space.
Then in the following two sections, we will elaborate on how to regularize inter-
frame distance in feature space to reduce the influence of different motion

magnitudes on semantic information.

In feature space, we use the cosine similarity to measure the inter-frame
distance in feature space and adjust the range to [0,1] similarly as [32]. So the
frame-level inter-frame distance D(i,j) between i — th frame and j — th frame
IS:

cos < fi, fi > +1

D(ij) =1~ ; "

fi = F(IL;)
where F is the feature extraction network, I; is the i — th frame of the input

video x, and f; is the feature vector of the frame I;.

Then the video-level inter-frame distance D, (x) is computed by averaging
D(i,j) of all frames within a video:

1
Tk

i=1j

k
=1

where x is the input video of k frames.
3.2 Deviation Regularization
In Sec.3.2, we propose deviation regularization to regularize samples with

motion magnitudes. We define a(X) from D,(x). When samples with motion

magnitude variations appear, ¢(X) becomes big. Then we penalize big ¢(X) in
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our loss function to regularize motion magnitude variations.

A big change of a head poses or nearly no lip motion could lead to large
deviations of inter-frame differences. Deviation regularization penalizes
samples of these large deviations when they are beyond a certain range. The

deviation of inter-frame distance across population X is defined as o(X):

3
_%ﬂ:), _{‘rly"TZs-:lN}

where N is the number of videos and x; is the i — th video.

We set a boundary y to ¢(X), and the deviation regularization only contributes
to the whole loss function when o (X) is larger than the boundary. Hence, the

loss function L is defined as:

L = L. + Amax(o(X) — ~,0)
== [ylogyi + (1 —yi)log(1 — )] (4)
(fla f2’ sy fk)

where L., is the cross-entropy loss, 4 is the weight of regularization, and y is the
boundary coefficient. We passed the extracted feature vectors through another
temporal classification network M to obtain the final predicted probability ¥ The
training process minimizes L over all parameters in the feature extraction

network F and the temporal classification network M.
3.3 Temporal Continuity Preservation

In Sec.3.3, we propose to preserve temporal continuity in feature space. We
also derive this idea heuristically from the image space. Temporal continuity can
be described as the gradual change between consecutive frames. We transfer
it into the feature space: temporal continuity means feature vectors of
consecutive frames do not differ so much. And we obtain similar feature vectors
for consecutive groups of frames by making the input of feature vectors do not

differ so much. Because we use a shadow network with a limited discrimination
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ability to extract feature vectors. When the input is similar, the output feature

vectors should be similar too.

Temporal continuity in color space refers to the rule that moving areas change
gradually and static areas remain the same between adjacent frames. Similarly
in feature space, the temporal continuity may be preserved if there is no large
distance between feature vectors of adjacent frames. However, in current
methods, big motion magnitude made it hard for the feature space to preserve
such temporal continuity, because it triggered a bigger D,,(x) (defined in Eq.(2)),

which meant that feature vectors of each frame differed so much.

Temporal continuity is important to detect DeepFakes as DeepFake generation
could destroy this rule whereas real video follows this rule. To preserve such
temporal continuity in feature space and thus force network M to learn the rule
of temporal continuity in feature space, we propose to ensure the small distance
between adjacent feature vectors f; and f;,; of adjacent frames I; and I;,; no
matter the motion magnitude is big or small. As defined in Eq.(1) and Eq.(2),
ensuring small distances is equivalent to ensuring the high cosine similarity

between adjacent feature vectors.

We split the input into groups of frames and make adjacent groups have some
same frames. And then we feed groups of frames parallelly into feature
extraction networks of shared weights, shown in Fig. 16. Hence, we can rewrite
the feature vectors with temporal continuity in Eq.(1):

F(Igi—1, Iz J2iq1, I2ig2, I2iy3) = fis

5
i€{1,2,3,.,11} %)

where F is the feature extraction network, f; is the feature vector of ith group

of frames, I,;_, is the (2i — 1)th frame of the video clip x.
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Fig. 16. The process of getting temporally continuous feature vectors

The method is on the basis that if two inputs to the network F are similar, which
means input two frames have a low pixel-wise texture difference, then their
outputs will also be similar, as F is a shallow convolutional neural network for
feature extraction that has a limited discrimination ability. We also validate this

prior basis in our model in Section 4.3.

After making adjacent groups have some same frames, parallel inputs to F
contain a high percentage of the same frames. In other words, the same frames
make sure that the inputs of F for f; and f;,, are similar enough, hence we can

guarantee their outputs f; and f;,; have high enough cosine similarity.

As illustrated in Fig. 16, we split an input video of 25 frames into 11 groups of
frames. Each group has five frames, and adjacent groups have three same
frames. 11 groups of frames are fed into the feature extraction network F with
shared weights in parallel. We get a feature vector for each group and
concatenate them together for subsequent temporal classification through

another network M defined in Eq.(4).
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4. Experiments

4.1 Experiment Settings

Dataset: We train and test our model on the most commonly used benchmark
dataset HQ (c23) version of FaceForensics++ (FF++) [15]. It contains 1000 real
videos, and each of them is manipulated by four different DeepFake methods:
Face2Face, FaceSwap, Deepfakes, and NeuralTextures. Furthermore, to
evaluate the model generalization ability, we test our model on FaceShifter
(FSh) [18] with 280 testing videos and CelebDFv2 (CDF) [14] with 518 testing
videos.

Architecture: For network architecture, we use 3D-ResNetl8 as feature
extraction network F, and use Multi-scale Temporal Convolutional Networks [42]
as network M to further extract and classify the feature vectors same as

Lipforensics [6].

Preprocessing: First, the faces are detected and adjusted to match the average
face. Then, a grayscale 96 x 96 area around the mouth is cropped and
transformed. Our videos have 25 frames, so after random cropping, our input
tensor is 25 x 88 x 88 x 1 in size. It's important to note that this size is
comparable to the standard RGB frame input for many forgery detectors (which

is typically 1 x 256 x 256 x 3) according to existing research.

Training Scheme: For the training scheme, the model is firstly pretrained in
LRW [41], a dataset containing over 500,000 utterances spanning hundreds of
speakers in various poses, and then is fine-tuned in DeepFake datasets,
following Lipforensics [6]. Our models are trained with SGD. The learning rate
is 107* and weight decay is 1077 . In Eq.(4), the weight of deviation
regularization 4 is 0.1, and the boundary y is 0.13. We terminate training when

there is negligible improvement to the validation loss for 10 epochs.

Evaluation Metric: All results are expressed with AUC, which is commonly
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used in Deepfake detection. It is robust to class imbalance, as it considers the
true positive rate (sensitivity) and false positive rate across thresholds, providing
a balanced view of model performance. In tasks like deepfake detection, where
the tolerance for error rate is low, the consequences of false positives and false
negatives are significant. Through AUC, both types of errors are reduced as

much as possible, leading to a more reliable and trustworthy model.

4.2 Comparison with Previous Methods

We evaluate our model in the cross-magnitude setting, cross-manipulation
setting and cross-dataset setting. Cross-magnitude setting means that we split
the dataset according to its motion magnitude and conduct experiments on each
part. Cross-dataset setting means that the training samples and testing samples
come from two different datasets. Cross-manipulation setting means that the
DeepFake generation methods in training and testing datasets are different, but
the fake samples are manipulated from the same real samples. We adopt video-
level AUC (area under Receiver Operating Characteristic Curve) as the

evaluation metrics [6].

Cross-magnitude Testing Comparison: We train in FaceForensics++ (FF++)
and test in FaceShifter (FSh). Table. 4. shows that we achieve a performance
gain of 5% in samples with big motions, and a performance gain of 8%. Our

methods successfully reduce the effect posed by motion magnitudes.

Motion Magnitude
Big Small Regular

Lipforensics[6] 0.88  0.86 0.91
Qurs 0.93 0.88 0.92

Methods

Table. 4. AUC with different Motion Magnitudes

Cross-dataset Testing Comparison: We train our model in FaceForensics++
(FF++) and test it in another dataset CelebDFv2 (CDF). We compare our results
with six recent methods. The second column of Table. 5. shows that our method

has better generalization ability. It surpasses Lipforensics by 2.1% AUC, from
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82.4% to 84.5%.

Cross-dataset ~ Cross-manipulation

Methods AUC (CDF)t+  AUC (FSh) 1
Two-Branch [30] 0.767 -
Face X-ray [23] 0.795 0.928
Multi-task [43] 0.757 0.660
SLAE [31] 0.837 -
Multi-attention [36] 0.721 -
Lipforensics [6] 0.824 0.971
DTNet (ours) 0.845 0.982

Table. 5. Cross-dataset and Cross-manipulation testing results on CelebDF
(CDF) [14] and FaceShifter (FSh) [18] when training on FaceForensics++
(FF++) [15] (We test SLAE [31] and Multi-attention [36] to get video-level AUC

by ourselves, others are from [6]).

Cross-manipulation Testing Comparison: We train in FaceForensics++
(FF++) and test in FaceShifter (FSh). The third column of Table. 5. shows that
our methods can generalize well to novel manipulation methods and surpass
Lipforensics by 1.1% AUC, from 97.1% to 98.2%.

4.3 Ablation Study

We study the importance of Deviation regularization and Temporal continuity
preservation in this section. We also elaborate on hyperparameter setting.
Different from the experimental setting in Section 4.2, we pretrain all models
with the first 50 classes (10%) of LRW for affordable computational cost. Other
settings are the same.

Hyperparameter Setting: We have three manually set hyperparameters,

namely y, 2 and temporal window size. The ablation study is shown in Table. 6.

Boundary coefficient y: To determine y in Eq.(4), we firstly compute the mean
of o(X) of all samples in pretraining stage. The mean can be regarded as the

typically normal value of deviation. When samples have much larger ¢(X) than
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the mean, we need to penalize them. And we experimentally search around the

mean to find the final value of y.

Weight of deviation A: 1 is set empirically as a regularization to the loss

function. We fine-tune it to make a balance with the cross-entropy term.

A 001 005 0.1 0.15 1
AUCtT 070 070 0.72 071 0.61

0 001 0.11 0.13 0.15 1
AUCT 065 071 072 072 0.70

Table. 6. AUC with different A and y. A = 0.1 when y changes and y = 0.13

when A changes

Temporal window size of frame groups: We need to ensure that we have a
fairly good lip motion representation f; (defined in Eq.(5)). Otherwise, the
subsequent classification based on f; would be impaired. Too large window size
of frame groups in Sec.3.3 is computationally expensive whereas too small may
lead to inaccurate lip motion representations. As indicated in Lipforensics [6],
five frames are sufficient to capture lip motions and achieve AUC around 0.89
in FaceShifter. To balance the computational cost and accuracy, we set the

window size of each group in Sec 3.3 to five.

Cross-manipulation  Cross-dataset

Methods
AUC (FSh) 1 AUC (CDF) 1
Lipforensics(Baseline) [6] 0.902 0.639
TCP 0.915 0.699
DR+TCP(Ours) 0.923 0.721
(X)L D.(2)
Big Motion  Small Motion

0.015 0.1821 0.0840

0.014 0.0464 0.0322

0.011 0.0432 0.0310
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Table. 7. Effect of Temporal Continuity Preservation (TCP) and Deviation

Regularization (DR)

Effect of Better Generalization: The results in the second and the third column
of the Table. 7. show that both Deviation regularization and Temporal continuity
preservation are performant in improving the cross-manipulation generalization

and cross-dataset generalization ability of the model.

Effect of Deviation Regularization: As we proposed in Section 3.2, Deviation
Regularization aims to maintain ¢(X) in Eq.(3) within an acceptable range. We
can see from the fourth column in Table. 7. that our methods can successfully

decrease o(X), which indicates Deviation regularization is performant.

Effect of Temporal Continuity Preservation: In Section 3.3, we design
Temporal continuity preservation to keep temporal continuity in feature space.
Here, we validate it through D,,(x) defined in Eq.(2). We cut two video clips from
the same video: one clip has a big motion, and the other has a small motion.
From the last two columns of Table. 7, we can see that the our method
successfully guarantees small D, (x) when a big motion appears and thus keep
the temporal continuity in feature space. We also test the number of the same
frames from O to 4, where adjacent groups that have three same frames get the

best result.

Visualizations of Feature-vector Representations:
We visualize the effect of the proposed methods by comparing the similarity
map of feature vectors. For better visualization, the pixel p(i,j) of ith row and

jth column in the similarity map is defined from Eq.(1):

pli,j) = 22 Judiz ©

where f; and f; are the feature vectors defined in Eq.(5).

Fig. 17(a). and Fig 17(b). are two clips with a big lip motion and a small lip
motion, respectively. Fig. 17(c). and Fig. 17(d). are similarity maps of these two
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clips when testing in the baseline. We can see that the clip with a small motion
gets higher similarity than that with a big motion, as the input frames are more
similar (have low inter-frame pixel-wise difference), which validates our prior
basis in Section 3.3. And Fig. 17(e). and Fig. 17(f). are similarity maps of these
two clips when testing in DTNet (ours). We can see that similarity remains high,
i.e. small D,(x), regardless of the motion magnitude, which justifies that feature

vectors preserve the temporal continuity.

(b)

(c) (d) (e) ()

Fig. 17. Similarity maps of big motion and small motion clips from the same
video: (a) a video clip of big motion; (b) a video clip of small motion; (c)
similarity map of the big motion clip (baseline), D, (x): 0.1804; (d) similarity
map of the small motion clip (baseline), D, (x): 0.0839; (e) similarity map of the
big motion clip(ours), D, (x): 0.0578; (f) similarity map of the small motion
clip(ours), D, (x): 0.0464.

We also visualize some samples which are wrongly classified by the baseline
but correctly classified by DTNet (ours). Fig. 18(a), Fig. 18(d) and Fig. 18(g). are
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three types of wrongly classified samples by baseline, but our model correctly
classifies them. As mentioned in Fig. 1, the baseline did not perform well for
some samples with big lip motion like Fig. 18(d), some with big changes of head
pose like Fig. 18(g), and some with nearly no lip motion like Fig. 18(a). We can
see that our method has smaller D, (x) and thus successfully keeps temporal

continuity in feature space regardless of motion magnitudes.
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Fig. 18. Samples corrected by DTNet (ours): (a), (d), and (g): a sample of nearly no lip motion, a sample of big lip motion, a sample

of big head pose change, respectively; (b), (e), and (h): similarity maps of corresponding samples in baseline, D, (x): 0.1781, 0.1205,

0.1468, respectively; (c), (f), and (i): similarity maps of corresponding samples in DTNet, D, (x): 0.0322, 0.0850, 0.0858, respectively.
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5. Discussion

5.1 Irregularity of Lip Movements

As we proposed in Sec. 3.2, we regularize the deviation of motion magnitude
variations in the loss function. It may raise some concerns that constraining
feature vector deviation could lead to misclassification. We discuss and explain

this concern in this section.

We argue that our model only regularizes feature vectors variations caused by
motion magnitudes. And we do not rely on the motion magnitude regularities to
classify. So itis unlikely to impair classification results after regularization. Here
is the reason: The motion magnitude is a low-level feature, it may achieve good
results for specific DeepFake generation methods. But it cannot generalize to
novel methods as we discussed in Sec 2. And here is how we do not rely on
motion magnitudes: we pretrain the model in Lipreading dataset, which enables
the model to extract semantic information [6] and detect DeepFake based on

the semantic information.

We also argue that regularizing feature vectors variations caused by motion
magnitudes contributes to a better feature representation. Lipforensics [6]
showed that semantic information is a discriminative and generalized feature to
detect DeepFake. However, motion magnitudes impaired semantic information
representation in current methods. For example, when lips conveyed the same
word, lip motions with different motion magnitudes should have the same
semantic information. But motion magnitudes confused the network model and
it may mistakenly output that lips have different semantic information, which
further impaired DeepFake detection. We regularize the motion magnitude’s

variations and thus get a more accurate semantic feature representation.

5.2 Limitations

Firstly, although our model reduces the reliance on pretraining data compared
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to Lipforensics [6], we still required pretrain data. The pretraining data in lip
reading is evitable. Because the DeepFake detection of our model and
Lipforensics is based on the semantic information extraction on lip motions. The
model needs to be pretrained in the lip-reading task first to make it feasible for
the model to extract semantic information on lip motions. Without the pretraining,
we lost the semantic meaning of our feature representation. We choose to keep
the pretraining part the same as Lipforensics as the extraction of semantic

meaning plays a vital role in boosting generalization of the model.

Secondly, rare samples with the extreme head pose (e.g. only half face appears)
remain challenging for us as well as all current methods. The lack of training
DeepFake samples with the extreme head pose may be a significant reason for

the occurrence of this limitations.

Thirdly, the preprocessing stage to crop the mouth area is less efficient
compared with the inference stage. We need to crop the mouth area of multiple

frames and align the areas across the frames before input into the model.

Fourthly, model pretraining inevitably requires significant data and
computational resources. Similar to other video processing tasks, our task is
highly time-consuming and requires significant computational resources.
Despite these demands, we utilize videos because the multiple frames provide
crucial inter-frame inconsistencies, leading to better prediction performance
compared to single images. During the pretraining phase, akin to LipForensics,
our approach necessitates a large amount of data and computational resources
to enable the model to learn high-level semantic information. This is vital for the
subsequent training stages of the model. The pretraining phase was conducted
using eight GeForce RTX 4080 Ti GPUs, while the subsequent training phase
utilized two GeForce RTX 4080 Ti GPUs.
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6. Conclusion and Future Work

6.1 Conclusion

We propose DTNet for DeepFake detection that aims to regularize feature
vector learning of semantic information. DTNet is more robust to different motion
magnitudes than previous methods, and successfully improves the model

generalization ability to unseen DeepFake generation methods.

6.1 Future Work

Firstly, it would be promising to incorporate other types of high-level information.
Our method shows the great potential of high-level information i.e., the semantic
meaning of lip motions, to increase model generalization. Other types of high-
level information, like identity and face expressions, that utilize the information

of whole faces (our model only uses the mouth area), are worth exploring.

Secondly, it would be possible to pay more attention to samples with extreme
pose in future work. Even dataset with various types of samples like DFDC has
few samples with the extreme head pose. Current improvements of DeepFake
datasets mainly focused on developing more sophisticated methods to generate
more realistic samples. This limitation gives us another direction of developing
DeepFake datasets in the future. Also, faces with the extreme head pose is a
challenging topic in face recognition field. Some useful methods can be
transferred into DeepFake detection field.

Thirdly, the number of frames is an important factor that influences the accuracy
of the model, as itis discussed in many papers involved video processing. More
frames of input generally give higher accuracy, but it does increase the
computational burden. Although it is a common trick to balance the increase of
the accuracy and the increase of the computational burden when fine-tuning the
number of input frames, it is worthwhile to explore methods that can extract

features in temporal level more efficiently.
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Fourthly,
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