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Abstract

Due to the globalization and increased collaboration between firms, supply chains (SCs)
are evolving into supply chain networks (SCNs). The dynamic business environment
and growing complexity of global SCNs lead to increasing vulnerabilities in the SCNs
to disruptions. Supply chain resilience (SCRES) offers an approach to build an SCN
such that it can mitigate the impact of disruptions and provide effective response to
recover from the disruptions in a timely manner. However, due to their complexities,
it is a challenge to design resilient SCNs. An SCN can be generally characterized into
microscopic behaviours and macroscopic properties. In this thesis, macroscopic properties
of an SCN are modelled using graphs or system dynamics (SD) models; the microscopic
behaviours of the SC operations are modelled using agent-based model (ABMs).

Firstly, a top-down approach is proposed to design SCN topologies for hierarchical
networks based on SC strategies. A bottom-up approach using ABM is proposed to
evaluate the operational performance of the SCN topologies. An SCN is modelled as a
hierarchical network and an ABM is developed to model individual SC operations for
each entity in the SCN. Through simulation-based analysis, effective SCN topology can
be identified to mitigate a particular risk scenario.

Secondly, to study the external effects on its internal operations, a firm often needs
to construct an SCN model. The firm may have sufficient data to build a detailed model
of its operational processes. However, it is difficult to construct the rest of the SCN
model at the same level of details since the firm has no control or visibility over the
external entities. Hence, a hybrid model of the SCN using integration design is proposed
to model the whole SCN using SD and the focal firm using ABM. This hybrid model
is, therefore, able to capture different levels of details of the same system. Trade-offs
between mitigation and contingency strategies and between backorder cost and ordering
cost are analysed through simulation of the hybrid model.

Thirdly, hierarchical networks with the same type of material flow between stages



limit the applicability of the SCN model on complex multi-stage SCNs. To overcome
this limitation, a top-down approach to model an SCN using graph theory is proposed.
The proposed model is capable of representing the structural redundancy for strategic
planning. Based on the structural analysis of an SCN, all the SCs in the SCN can be
identified. An approach to assess SCRES is proposed to measure the structural redun-
dancy using the number of SCs in an SCN. The vulnerability of an SCN can also be
assessed by identifying critical plants. To evaluate the proactive mitigation strategy,
random disruptions are simulated using real-world SCNs, and it shows that the SCRES
can be improved by adding redundant plants. Contingency strategy is also developed to
response reactively to the criticality of the disrupted plant.

Finally, using structural analysis alone cannot capture the dynamics of recovery of
SCN during the disruption. To consider the dynamics of disruption-recovery behaviours,
a simulation model is developed by combining the graph model with ABM of SC oper-
ational behaviours. Based on structural analysis, mitigation strategies are designed to
build redundancy. Contingency strategies are analysed to prioritise recovery on affected
SCN. New SCRES indexes are proposed by evaluating the SC performance measures for
disruptions of each plant and aggregating the measures based on the criticality of plants
in the SCN. Simulation results show that these strategies can be used to build resilience
by enabling the SCN to recover faster after disruptions. In addition, mitigation strategies
are suitable for long-term disruptions while contingency strategies are more effective for
short-term disruptions.

In summary, the contributions of this thesis to the current state-of-the-art are: (1)
modelling SCN using complex system approaches and (2) building a resilient SCN. SCN
models have been developed to represent the complexities in real-world SCNs. These
models are used to design a wide variety of different SCRES strategies: proactive mitiga-
tion strategies to improve resilient against disruptions and reactive contingency strategies
to recover the SCN from the impact of disruptions. Through analysis of SCRES, this

enables decision makers to build a more resilient SCN.
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Chapter 1

Introduction

In the introduction, we outline fundamentals for supply chain, supply chain network
and supply chain resilience, as well as introducing complex systems. Based on these

preliminaries, we discuss the objectives and contributions of this thesis.

1.1 Background

1.1.1 Supply Chain & Supply Chain Network

A supply chain (SC) describes an integrated system of firms involved in the upstream
and downstream flows of finances, information, and products from suppliers to cus-
tomers [124]. It contains a set of firms, e.g., suppliers, manufacturers, distributors,
and retailers, for the purpose of managing the inventory, production, purchasing, and
distribution. An SC can also be generally categorised into two types: distribution or
manufacturing. A distribution SC distributes the product from the suppliers to the re-
tailers; a manufacturing SC processes the raw materials into end products. However,
most real-world SCs are combination of both types.

An SC is initially modelled as a sequential set of connections between firms [63]. Dif-

ferent connection types, such as SC contracts between the entities or various types of

-~
Retailer Distribution Manufacturing
Centre Plant

Supplier

Figure 1.1: An example of SC model, where arrows represent material flows.



m Manufacturing

Retailers Centres Plants Suppliers

Figure 1.2: An example of a multi-stage SCN model.

flows (material, financial and information flows), represent the interdependent relation-
ships between firms. Material flows refer to the logistic transfer of physical products;
financial flows refer to the exchange of cash during the transactions; information flows
refer to coordination of data and orders. Figure [I.1] shows an example of an SC model
which connects entities of different types. This SC has four stages: supplier, manufactur-
ing plant, distribution centre (DC), and retailer. The supplier provides the raw materials
to the manufacturing plant to be processed into end products. The end products are sent
to DC before distributing to the retailer. The type of material process at each stage can
be different (e.g., processing from raw materials to end products at the manufacturing
plant and DC only handles the distribution of the end products).

Many SC operations are still designed based on these overly simplified and highly
linear models [2I]. However, these linear models of SC do not reflect the realities of mod-
ern SCs. They are unable to consider the complex interdependent relationships between
firms, where a firm can be connected to multiple upstream or downstream firms [28].
Hence, to capture this complex relationships, a supply chain network (SCN) is used,
which comprises of multiple SCs [63]. Figure|1.2]shows an example of a multi-stage SCN,
which has a complex interconnect structure. For instance, there is more than one supplier
connected to each manufacturing plant and the DCs distribute the end products to more
than one retailer.

Supply chain management (SCM) is the management of upstream and downstream
relationships from suppliers to customers in order to deliver superior customer value at
less cost to the whole SC [32]. SCM can be generally divided into two levels: strategic and
operational [I55]. Primary objectives of SCM at strategic level include long-term planning
to determine the most cost-effective location of facilities (e.g., plants or DCs), the flow

of products throughout the SCN, and assignment of customers to the retailers. On the



other hand, operational planning usually involves short-term planning to determine the
optimal safety stock level for each product at each firm, the lot size and frequency of the
orders to be placed, the delivery and production lead times, and the customer service

levels.

1.1.2 Supply Chain Resilience

In 2015, the explosion at the Port of Tianjin resulted in insurance cost of USD$1.5 billion,
with uninsured costs several times higher [75]. While the daily operations resumed after
a month, the customers and port operations continued to be affected by the incident.
While such events are rare, SC disruptions often have significant impacts [I97]. In recent
decades, globalisation and lean production unintentionally have caused an increase in SC
risks. To lower manufacturing costs, firms often source materials and components from
around the world, and also keep lower inventories and buffer stocks, improve agility in
response to market shifts, and simplify quality costs. At the same time, many firms do not
have enough visibility of their SCs. They do not always have the information regarding
the transportation routes of their suppliers, or the sources of their suppliers. These issues
increase the likelihood of disruptions in SCs and allow the effects of disruptions to ripple
throughout the whole SCN [40, 162}, T91].

Supply chain resilience (SCRES) provides an approach to manage these risks. SCRES
is emphasized in managing SC risks and uncertainties as it enables firms to provide an
effective response during disruptions and recover from the disruptions quickly. Resilient
firms can be less vulnerable to disruptions and are more capable of handling disruptions
when they do occur [140} 144]. Due to the more fragile SCs and the awareness of the
impacts of the disruptions [35] [1T4], firms have reported that resilience in an SC to
mitigate disruption has become a top priority [202]. Thus, SCRES has become a major
topic in SCM research and practice recently.

The research on SCRES became popular since the early 2000s, with some early defini-
tions of SCRES from [33],[153]. SCRES is defined as “the adaptive capability of an SC to
reduce the probability of facing sudden disturbances, resist the spread of disturbances by
maintaining control over structures and functions, and recover and respond by immediate
and effective reactive plans to transcend the disturbance and restore the SC to a robust
state of operations” [01]. Although substantial research has been carried out on SCRES,

there are still research gaps in building a resilient SC:



1. Although SCRES literature has identified many strategies for improving resilience,
there are few studies on the development or implementation of these strategies [17]

and on the effectiveness of these strategies to mitigate the impact of disruptions.

2. For long-term recovery from disruptions, the experts have agreed that the SC per-
formance should undergo a period of loss, then a period of increased performance
to assist in the recovery before restoring to the original level [27]. Although existing
approaches consider the recovery process, it is still an open research issue of devel-
oping operational plans to reflect this recovery behaviour, e.g., contingency plans

to activate backup plants.

3. The literature in SCRES is sparse on how the SCRES can be measured and anal-
ysed; only a few articles discussed SCRES assessment [91]. Without understanding
the existing SCRES in an SC, it would be difficult to assess the response and reac-
tion of the SC during disruptions.

1.1.3 Complex Systems

Due to the complexities of SCNs, there are increasing research studies on analysing SCNs
by using complex systems approaches in recent years. A complex system is composed of
interconnected parts that exhibit emergent properties that are not obvious from the be-
haviours of individual parts [125]. An SCN can be generally characterized by microscopic
behaviours and macroscopic properties.

Microscopic behaviours, describing the internal behaviour of a complex system, are
the building blocks of the system [71]. To characterize these microscopic behaviours,
models representing the low-level processes are simulated to generate aggregated system
properties [3]. The essential properties defining a complex system includes heterogeneity
and local interactions [69, [92]. A complex system consists of heterogeneous parts which
differ in their characteristics. This heterogeneity also presents in an SCN, which comprises
many agents (suppliers, plants, etc.) with different operational behaviours. There are
local interactions and interdependencies between firms in an SCN. For example, a plant
depends on its suppliers for the supply of parts and manufactures products that are
delivered to retailers.

A suitable modelling paradigm for microscopic system properties is agent-based model

(ABM). It is a bottom-up approach which simulates behaviours of low-level processes to



evaluate the mechanisms that are most influential in producing the emergent properties.
In ABM, the focus is on modelling individual entities within the system as agents and
the interactions between them [I5]. It can capture the micro-level behaviours of SCs
by modelling the complexity of heterogeneous agents and their interactions. Hence, it
has been used to study global SCNs where the complexity, uncertainty and potential of
emergent properties are highly prevalent. As ABM can be used to model the operational
behaviours, SCM often utilizes ABM to evaluate the SC operations, such as production
scheduling and distribution scheduling [76].

The macroscopic properties in a complex system emerge from the behaviours of indi-
vidual parts and their interactions [70]. A complex system shows macroscopic properties
such as emergence and self-organization, which describes the relation between micro-
scopic behaviours of the system and system-level properties. For example, the delivery
performance of an SC is not only dependent on a single entity within the SC, but also
the result of interactions between entities in the system. Self-organization is an emergent
property that arises without any external influence and is the result of interactions of
local autonomous decision makers [48]. However, SCs are not yet a hundred percent self-
organizing — they still rely on human initiative and depend on operational frameworks
designed by people [204]. In terms of decision-making, a top-down approach is where an
executive decision maker makes the decisions on how something should be done [I77].
Hence, strategic decisions in an SC are usually taken by the higher authority or the se-
nior management; whereas self-organization in SCs is mostly realised by decentralized
decision-making, such as the operational planning in individual firms within the SC.

Top-down models (e.g., network or graph models) are usually used to represent
system-level properties [3]. Network models are usually used to represent real-world
systems which describe the relationships of interacting agents. Graph theory provides
mathematical structures to represent these relationships between agents as nodes and
edges. The SCNs modelled using network or graph are frequently used for strategic
planning such as the determination of the optimal location of facilities and underlying
principles of splitting production across sites, etc. [76].

Although various model /approaches have been used for SCN modelling, there are still
research gaps in modelling the complexities of SCN for SCRES analysis:

4. An SCN can contain various entities representing different operational behaviours.

Different entities in an SC are interconnected by material and information flows.



Hence, it is important to model heterogeneity in a complex multi-stage SCN.

5. Existing graph models are unable to analyse the dependencies across multi-stages
in an SCN, where vulnerabilities in the upstream stages of the SCN can have a
significant impact downstream. The complex interdependencies in an SCN can
contain redundancies that reduce these vulnerabilities. To analyse these depen-
dencies across a multi-stage SCN, a new graph model is required to model the

structural redundancy.

6. It is not a simple task to identify cause and effect relationships in a disruption,
which is commonly used in risk analysis. The impact of disruptions can propagate
throughout an SCN, causing large scale failures in the SC operations. Moreover,
structural analysis on graph models is unable to capture the dynamics of recovery
of SCN during the disruption. A simulation model is needed to model the dynamic

response of an SCN during disruption that considers recovery operations.

7. ABM is commonly used in operational-planning, but the lack of information limits
the applicability of this model. On the other hand, the SD model lacks accuracy in
modelling the operational behaviours. A combination of these models can represent

both the microscopic behaviours and macroscopic properties in an SCN.

1.2 Objectives

The research described in this thesis aims to address the challenges by developing new
approaches to analyse and evaluate SCRES. To meet these challenges, the research re-
ported in this thesis mainly focuses on the following two aspects: (1) building a resilient

SC and (2) modelling SC using complex system approaches.

1.2.1 Building a Resilient Supply Chain

Due to the high impact of disruptions, it is important to build a resilient SC. There are
two main approaches to improve SCRES: (i) proactive efforts of mitigation, and (ii) re-
active capabilities of recovery. Proactive strategies plan and design SCN for anticipating
unexpected disruptions [143]. By identifying vulnerabilities of SCN at the strategic de-

sign and planning stages, SCN can be designed to be more resilient to disruptive events



through building redundancy and flexibility on the vulnerable components in the net-
work [9], 177, 138, 39].

Focusing only on proactive mitigation in the SC is insufficient; the recovery of SC
performance is also an important factor in a disruption. Reactive contingency strategies
focus on the ability to identify the risk sources and impacts and to adapt to the impact of
disruption and change accordingly to recover quickly and efficiently. During disruptions,
contingency plans must be implemented quickly to expedite stabilisation and recovery in
order to ensure the continuous supply of products and avoid long-term impact [81].

Enterprises are interested in evaluating the resilience of their existing SCNs and the
implications of new strategies on their SCRES. Several surveys have highlighted the
importance of quantitative methods to study SC disruption risks [44] 68, [172] and quan-
titative analysis of SCRES [142]. This research will propose new approaches to evaluate
the SCRES using models to provide quantifiable measures for comparisons and contrasts

amongst the implementations of SCRES strategies.

1.2.2 Modelling SC Using Complex System Approaches

Complex system theory provides approaches to model the complexity of SCN at different
levels: (i) microscopic behaviours of individual entities and their interactions within an
SCN, and (ii) macroscopic properties of the whole SCN. The macroscopic level focuses on
mitigation strategies to build resilient in SCNs to withstand the impact of disruptions.
At the microscopic level, contingency strategies are evaluated to determine SC’s response
and recovery from disruptions. It is still open research to model the complexity of SCN,
design SCRES strategies, and evaluate their effects on the overall SCRES.

Network models will be proposed to model the macroscopic properties of SCN. The
network models will consider the heterogeneity of SCN, where nodes represent entities
in the SCN (e.g., suppliers, plants and retailers) and connections between the nodes
represent relationships between entities. An SCN can be modelled as a hierarchical
network where each hierarchy in the network represents a stage. There is only a single
edge between two nodes and the edges only connect nodes between adjacent stages. For
example in Figure [I.2] there is only a single edge between a supplier and manufacturing
plant. The supplier does not connect to the assembly plant directly. However, for a
more complex real-world SCN, a graph model of an SCN is required to generalise the

hierarchical network structure, which can consider the complex interdependencies within



the SCN. Through graph theoretical analysis, structural characteristics of SCNs can
provide summarised statistics regarding the SCRES. In addition, system dynamics (SD)
model can also be used to represent the system properties of an SCN.

At microscopic level, ABM will be used to model the operational behaviours of indi-
vidual SC entities. ABM can consider the dynamic response of SCN during disruption
to model recovery behaviour. Hence, the key performance indicators in terms of SC
operational performance and financial metrics can be used to quantitatively assess the
SCRES.

To enable the analysis of the system and its components across different levels of
details, a hybrid model using ABM and SD will be also proposed to model SCN. An
example of hybrid model is shown in Figure[I.3] The hybrid model will make it possible to
capture both microscopic behaviours and macroscopic properties with limited information

regarding the SC operations.

Macroscopic
Properties

Microscopic
Behaviours

Figure 1.3: An example of a hybrid model of SCN, where macroscopic properties are
modelled as SD (e.g. demand and supply flows) and microscopic behaviours (e.g. detailed

operational processes at shop floor) are modelled as ABMs.
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Figure 1.4: Categorization of four pieces of work.

1.3 Contributions

In this thesis, four pieces of work are accomplished to analyse and evaluate SCRES.
Figure [1.4] shows the overall structure of this thesis. To keep the SCN model tractable,
it is common to model an SCN as a hierarchical network. However, to enable an analysis
of more complex real-world SCN, it is necessary to represent the SCN using a graph
model. As described in Section [I.1.1] earlier, there are two levels to SCM — strategic and
operational planning. FEach work focuses on a different aspect of the modelling and SCM
issues. Contributions of this thesis are summarized as follows:

1) Agent-based Model to Evaluate SCN Topology Design: A top-down ap-
proach for strategic planning is proposed to design SCN topologies for hierarchical net-
works based on SC strategies. A bottom-up approach using ABM is proposed to evaluate
the operational performance of the SCN topologies. A distribution SCN is modelled as
a hierarchical network and an ABM is developed to model individual SC operations for
each entity in the SCN. Through simulation-based analysis, effective SCN topology can
be identified to mitigate a particular risk scenario. This research addresses the challenges
1, 3, and 4.

2) Hybrid Model for Multi-level Modelling: To study the external effects on
its internal operations, a firm often needs to construct an SCN model. The firm may
have sufficient data to build a detailed model of its operational processes. However,

it is difficult to construct the rest of the SCN model at the same level of details since



the firm has no control or visibility over the external entities. An integration design
approach is used to create a hybrid model of an SCN: the whole SCN is modelled using
SD and the focal firm is modelled using ABM. This hybrid model is, therefore, able
to capture different levels of details of the same system. An ABM is developed by
extending the one developed in the first piece of work to consider SC operations in a
manufacturing SCN. The SD model can be used for strategic planning and ABM can
be used for operational planning. To evaluate SCRES strategies, trade-offs between
mitigation and contingency strategies and between backorder cost and ordering cost are
analysed on different disruption scenarios. This research addresses the challenges 1-4, 6,
and 7.

3) Graph-based Model to Measure Structural Redundancy: Hierarchical net-
works with the same type of material flow between stages limit the applicability of the
SCN model on complex multi-stage SCNs. To model the complex interdependencies
across SCN and overcome the limitations of the hierarchical network, a top-down ap-
proach to model an SCN using graph theory is proposed. The proposed model is capable
of representing the structural redundancy for strategic planning. The model considers
both materials and plants in an SCN and captures two essential relationships between the
materials and plants (that is, material-to-product relationship and inter-plant relation-
ship). The two relationships form the basic building blocks for constructing a multi-stage
SCN. Hence, heterogeneous material flows between the stages can be represented us-
ing these relationships. Based on the structural analysis of an SCN, all the SCs in an
SCN can be identified. A new approach to assess SCRES is proposed to measure the
structural redundancy using the number of SCs in an SCN. The vulnerability of an SCN
can also be assessed by identifying critical plants. Case studies are used to illustrate
the contingency response to disruptions. To evaluate the proactive mitigation strategy,
random disruptions are simulated using real-world SCNs, and it shows that the SCRES
can be improved by adding redundant plants. Contingency strategy is also developed to
response reactively to the criticality of the disrupted plant. This research addresses the
challenges 1-5.

4) Structural-aware Simulation-based Analysis: Structural analysis alone can-
not capture the dynamics of recovery of an SCN during the disruption. To consider the
dynamics of disruption-recovery behaviours, a simulation model is developed by combin-

ing the graph model with ABM of SC operational behaviours. This simulation model
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includes information and material flows and considers the inventory-production system
with backorders. Based on structural analysis, mitigation strategies are designed to build
redundancy. Contingency strategies are analysed to prioritise recovery on affected SCN.
New SCRES indexes are proposed by evaluating the SC performance for disruptions of
each plant and aggregating the measures based on the criticality of plants in the SCN.
These indexes avoid the need for predictions about rare disruptive events and measure
the response to disruptions that might occur within the SCN. Simulation results show
that these strategies can be used to build resilience by enabling SCN to recover faster
after disruptions. In addition, mitigation strategies are more suitable for long-term dis-
ruptions while contingency strategies are more effective for short-term disruptions. This

research addresses the challenges 1-6.

1.4 OQOutline

This thesis is organized into seven chapters.

e Chapter [2 provides a review of SCRES (definitions, strategies and assessment ap-
proaches) and modelling paradigms for SCs. Details regarding the research gaps

are further elaborated based on the review.

e In Chapter [3] the design of SCN topologies for hierarchical networks and the details
of the ABM is presented. A three-stage distribution SCN is used as the case study to
identify effective SCN topology to mitigate different risk scenarios. This chapter is
based on the work published in Winter Simulation 2015 (see List of Publications [I]).

e In Chapter[d] the details of the hybrid model of SCN that combines SD and ABM is
presented. A real-world manufacturing SCN is used to assess the cost-effectiveness
of mitigation and contingency strategies under various disruption scenarios of vary-
ing frequency and duration. This work has been published in Winter Simulation

2017 (see List of Publications [3]).

e In Chapter [5 a graph model of an SCN is presented. A new SCRES measurement
is proposed based on the structural redundancy of SCN. Case studies based on
two real-world manufacturing SCNs are discussed to illustrate the applicability of
the graph model. The content of this chapter is based on the work published in

International Journal of Production Research 2019 (see List of Publications [4]).
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e In Chapter [6] a simulation model which extends the previous graph model with
agent behaviours is presented. Mitigation and contingency strategies are designed
based on the structural analysis of an SCN. These SCRES strategies are evaluated
using the proposed SCRES indexes on a real-world manufacturing SCN for different

disruption scenarios.

e Finally, Chapter[7]concludes this thesis with a summary of the research and pointers

for further work.
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Chapter 2

Literature Review

This chapter provides a review of the literature on the research problems addressed in this
thesis: the concept of resilience in the context of SC and the characteristics of SCRES.
Existing SC strategies to build resilience and assessment approaches to measure SCRES
are also reviewed. After identifying the scope and characteristics of SCRES, different
paradigms for modelling SC are discussed with their limitations for analysing SCRES.

Finally, the research gaps are identified, which serve as the basis for the following chapters.

2.1 Supply Chain Resilience

2.1.1 Resilience

Constant market changes caused by technological innovations and customers’ needs in-
crease the demand volatility in SCs. The effort to identify and mitigate SC risks has
traditionally focused on operational risks, e.g., demand risks. Although disruptions have
a low probability of occurrence, they may cause a significant business impact when oc-
curred [I60] 168]. One of the major focuses of SCM is on building a robust SC that can
sustain its operation during and after the disruption [I81]. However, building a robust
SC that encompasses every point of possible failure and delivers reliable performance
throughout the entire disruptive event is difficult. Since it is not possible to avoid such
events, SCRES provides an approach to handle these disruptions.

The diverse notions of SCRES have highlighted the issue that there is a lack of
consensus in the definition of SCRES [123, [174]. The various definitions of SCRES from

existing literature are listed in Appendix[A] Since researchers have a different perspective
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on the concept of SCRES, the elements of these definitions have been extracted and
summarised in Table 2.1

Resistance the ability of an SC to minimise the impact of a disruption;
Response the ability of an SC to react early to the occurrence of a disruption;

Recovery the ability of an SC to return to a steady state of operational capacity

after a disruption;

Adaptation the ability of an SC to change to suit the different condition of disruption;

and
Speed the speed of recovery of an SC after a disruption.

After disruption, an SC can recover back to the original state or grow to a better
state. The number of papers that discussed these concepts is also tabulated.

By considering the main elements discussed by these definitions, the top four key
characteristics of SCRES can be determined: (i) resistance, (ii) response, (iii) recovery,
and (iv) original state. One of the most comprehensive definitions of SCRES is defined as
“the adaptive capability of an SC to reduce the probability of facing sudden disturbances,
resist the spread of disturbances by maintaining control over structures and functions,
and recover and respond by immediate and effective reactive plans to transcend the
disturbance and restore the SC to a robust state of operations” [91]. Some authors
proposed an adaptation to a better state after disruption such that the SCN can be
more resistance to future disruptions. However, both adaptation and growth are not
commonly considered as the key elements of SCRES. Although recovery speed is also not
the main consideration, extensive downtime of a disrupted SC may lead to the lost of
business. Since recovery is a key characteristic of SCRES, timely recovery should also
be considered. In addition, these SCRES definitions do not appear to consider cost-
effectiveness. Tukamuhabwa et al. [I88] argued that it is important to consider cost in
the definition of the resilience of an economic system. The impact minimization of SC
disruptions should be cost effective [105], 192]. Hence, cost-effectiveness should also be
another key consideration for developing a resilient SC.

In summary, a resilient SC needs to have the resistance capacity to mitigate the
impact of unexpected disruption. When a disruption occurs, the SC needs be able to

response to the disruption and recover in a timely manner back to the original state. The
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Table 2.1: Elements in SCRES.

Authors Resis- Response Recovery Adapta- Speed Original Better
tance tion State State

Barroso et al. [IT] v v v

Blackhurst et al. [I7] v v v v v

Brandon-Jones et al. v v v v

[z0)

Carvalho et al. [25] v

Christopher and Peck v v v v

[33], Peck [T38]

Falasca et al. [45] v v v v

Fiksel [47] v v

Gaonkar and v v v

Viswanadham [53]

Guoping and Xingiu Ve Ve

(58]

Hearnshaw and Wil- v

son [65]

Jiittner and Maklan v

B9

Kamalahmadi and v v v v v

Parast [91]

Kim et al. [95] v

Klibi et al. [08] v v v v v

Kumar and Sosnoski v v v

[100]

Longo and Oren [I13] v v v v

Melnyk [121] v v v

Pereira et al. [139] v v v v v

Pettit et al. [I41] v v v

Ponis and Koronis v v v v v

[143)

Ponomarov and Hol- v v v v

comb [144]

Priya Datta et al. v v v

[145]

Rice and Caniato v v v

[153]

Sarathy [I58] v v

Sawik [160] v v

Schmitt and Singh v v v

[165]

Sheffi and Rice Jr v v v

[169]

Shuai et al. [170] v v v v

Xiao et al. [206] v v v

Yao and Meurier [209] v v v v

Zsidisin and Wagner v v v

212

No. of Papers 16 17 22 11 11 13 5
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SC also needs to manage the disruption in a more cost-effective way to gain a competitive
advantage over its competitor[60, 209]. It is still an open research issue to design strategies

that encompass these characteristics and operational plans to implement these strategies.

2.1.2 SCRES Strategies

Corresponding to key characteristics of SCRES, there are two broad categories of SC
strategies to improve SCRES: proactive mitigation and reactive contingency strate-
gies. Proactive strategies plan and design an SCN for anticipating unexpected disrup-
tions [I43]. However, managers may be reluctant to implement proactive strategies since
it becomes difficult to justify investments that mitigate potentially disruptive events
which may not ultimately occur [I88]. On the other hand, reactive strategies focus on
the ability to identify the risk sources and impacts, and to react to the impact of dis-
ruption and change accordingly to recover quickly and efficiently. During disruptions,
contingency plans must be implemented quickly to expedite stabilisation and recovery in
order to ensure continuity of supply and avoid long-term impact [81]. In general, SCRES

strategies can be grouped as described below.

Agility

Agility is the ability of an SC to “respond quickly to unpredictable changes in demand
or supply” [33]. An agile SC is more resilient by being responsive to the random and
targeted disruptions [I18]. The agility of the SC is also related to capabilities such as
velocity and wvisibility [33].

Velocity refers to “the rate which an SC recovers from disturbance” [89], which also
represents the rate of flexible adaptations [I76]. Velocity focuses on reducing the lead-time
in the SC [8, B3], 122], 198]. At the planning stage, reducing the product development
time will reduce the overall planning life cycle [93]. At the manufacturing stage, the
production batch size can be reduced [55] [199]. The transportation time can be reduced
by improving logistics [37, 93, 97]. Shorter lead-time leads to better responsiveness to
disruption within an SC.

Visibility implies “the ability to see through the entire SC, have a clear view of up-
stream and downstream inventories, demand and supply conditions, and production and
purchasing schedules” [33]. Within an SC, visibility can be improved by investing in
information technology [110], including better inventory tracking systems [203]. This
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enables better monitoring of the SC [42]. Between firms within the SC, increasing vis-
ibility can be achieved by improving communications between the stakeholders in the
SC [42], 189 200]. It ensures that the firms share important information with each other,
especially regarding the effects of the disruptions [I56]. This enables the firms to identify

potential vulnerabilities and the sources of disruption quickly.

Flexibility

Flexibility involves building capabilities of change within an SC [89]. This makes the SC
more resilient through the flexibility of change in response to disruptions. The flexible
strategies can be implemented at various stages of an SC.

At the supplier level, flexible sourcing strategies can be introduced to allow switching
of suppliers promptly during disruption [8 55, 118] 148, 199]. This is also known as
contingent re-routing, where backup plants (at a higher price) are used to maintain the
production process during the disruption [29, 36} [I85]. These backup plants allow SCN to
continue working during the disruption by providing the alternative source of production
capacity. Option contracts are usually used to reserve capacity from backup plants at
a pre-negotiated price for a reservation fee. This contract stipulates that the plant has
to use the reserve capacity for production during disruptions and the buyer will incur
penalty costs for the reserved capacity even if the capacity is not utilized [I56]. Other
than that, flexible supplier contracts (e.g., long term and short term contracts) also allow
the change in production quantities or pricing in order to minimize shortages during
disruptions [148, [180, 189 199].

At the manufacturer level, flexible manufacturing processes utilize postponement
to fulfill uncertain demands [87, 148, [180], by delaying the actual commitment of re-
sources [23]. Hence, postponement enhances resilience during a crisis by deferring de-
mand fulfillment to a future period, e.g., after the disruption [I81]. In addition, smaller
production unit allows flexibility on altering the production as required [199]. This allows
production on demand according to the current global and local information, instead of
fixing to a monthly schedule [145]. Therefore, changes in the production schedule can be
applied easily during disruptions.

At the distribution level, flexible transportation enables firms to switch transportation
routes or modes quickly, bypassing the impact zone of disruptions [8 26}, [34] 55, 118 148,
189]. This flexibility enables the continuity of the logistics operations in the midst of
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disruptions.

At the demand level, flexibility can be used to influence customer choices, such as
dynamic pricing, assortment planning, and silent product rollovers. Dynamic pricing
allows changing the price to meet the current demand, such as an increase in price
to handle shortages [87, [148]. Assortment planning is a process whereby products are
selected and planned according to the available supplies [99]. Silent product roll-over or
product switch allows flexibility on order fulfillment by replacing the product with similar
alternatives [55] 87, 148, [189]. This allows the products and services to be managed

according to the uncertainties in the customer demand [55].

Collaboration

SC collaboration refers to the ability to work effectively with other firms in an SC for
mutual benefit [141]. Collaboration between firms mainly involves the exchange of in-
formation to reduce uncertainties and improve accuracy in forecasting [33]. It allows
the firms to align their efforts in the midst of a disruption [144], thereby improving the
resilient of the SC. Suppliers can also collaborate to improve the market position and fi-
nancial strength in the SC by pooling their resources to ensure better survivability during

disruptions [102, [199).

Integration

Vertical integration increases the control the enterprise has over the whole SC [117].
Acquisition is also a powerful tool to bring necessary firms under the control in the
same enterprise, decreasing the dependence on outsourcing [42]. Through increasing
control over an SC, contingency plans can be executed efficiently with minimum delays
to mitigate disruptions. However, additional control also ties up capital, and indirectly
constraints the SC flexibility.

An SC can either integrate upstream (supplier) or downstream (retailers). Upstream
integration focuses on integration with the suppliers [122], which builds stronger and bet-
ter relationships with suppliers [93]. By fortifying the suppliers, it increases the suppliers’
resilience to disruptions [I87]. In contrast, coordination with downstream partners allows

more control over the market demand, such as price or product coordination [§].
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Redundancy

Redundancy is also proposed as a strategy to mitigate disruptions |7, 9T], 113, 139, [18§].
For instance, there are several approaches to build redundancy in SC.

Redundancy can be built in an SCN structure, e.g., by having multiple production
plants for a product or a component. SCN redundancy duplicates the facilities in order
to continue to serve customers while rebuilding and repairing the affected plants after
disruptions [98]. These redundancies are designed to help the SC avoid the significant
waste of time, effort and money involved in the disruption by providing the capabilities of
responding to these sudden changes [35, [212]. Multiple plants diversify risks by decreasing
the likelihood that disruption to a single plant significantly affects the SC. The redundant
plants also allow an SCN to maintain the production process even if one of the plants is
down during disruption [185].

Redundant capacity is a mitigation strategy that is commonly used, as it is effective
because it is the quickest type of capacity to bring online. Redundant capacity means
that the production lines or facilities maintain in excess of capacity in order to have
the capacity to response to disruption [I53]. It enables an SCN to meet customers’
demand and fulfil the backorders during recovery. If there are sufficient spare capacity
and inventory, the final assembly downstream can continue to operate [72]. Hence, the
consequences of the disruption will not be felt beyond the disrupted plant. Even if the
redundant capacity does not entirely isolate the disruption, it can serve to shorten the

disruption duration felt by customers.

Hedging

Hedging can help to distribute the disruption risks and prevent a single point of failure
during disruption, which improves the overall resilience of SCs. However, hedging requires
significant investments because it involves multiple options for decision variables, each of
which incurs addition costs [117].

At the suppliers and manufacturers, a globally dispersed portfolio of suppliers and
facilities improves SCRES such that a localized disruption event will not affect all the
entities at the same time or in the same magnitude [I17]. Hedging can also be applied at
the logistic level, which diversifies the transportation by splitting the shipment flow [77].
Disruption in one of the route will not disrupt the whole SCN. Aggregation or pooling
demand [148] allows the creation of a balanced portfolio of products so that the supply
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Table 2.2: Proactive mitigation strategies.

Strategies Descriptions
Agility e Visibility — The ability to see through the entire SC (all nodes and links), which
helps to identify vulnerabilities [33] 42].
Flexibility e Long-term and short-term contracts that can enable flexibility in supply to
minimize shortages [148], 180 (189, 199].
Collaboration | ¢ Exchange of information with other firms in an SC to reduce uncertainties and
improve accuracy in forecasting [33] [141].
e Horizontal integration to pool resources in order to ensure better survivability
during disruptions [199].
Integration e Vertical integration — Increasing control over the upstream suppliers and down-
stream retailers [93] [117, [122].
Redundancy | e Structural redundancy — Facilities are duplicated in order to continue to serve
customers while rebuilding and repairing the affected plants after disrup-
tions [98].
e Redundancy capacity — Production lines or facilities maintain in excess of ca-
pacity in order to have the capacity to response to disruption [I53].
Hedging e Supplier selection — Dispersing portfolio of suppliers and facilities globally to
minimize disruptions and their impact [117].
e Diversify transportation — Splitting shipment flow [77]
e Portfolio diversification — Indulging in different products to reduce dependence
on particular products and suppliers [93], [T48] .
Table 2.3: Reactive contingency strategies.
Strategies Descriptions
Agility e Velocity — Shorter lead-time increases speed of flexible adaptations that deter-
mines the recovery speed of an SC from a disruption [8] 55, [89] 122} 176, [198].
e Visibility — Identifying the sources of disruption quickly [156].
Flexibility e Contingent re-routing — switching to alternative suppliers during disruptions [8]
55, (118, (148, [199].
e Postponement — deferring demand to a future period after disruption [I81].
e Flexible transportation — switching transportation routes or modes quickly to
avoid disrupted region [8], [26], 34], 55, [TT8], 148, [189].
e Flexible demand — Influencing customer choices through, e.g., dynamic pricing,
assortment planning and silent product rollovers [55] [87, [99] [148] [189].
Collaboration | e Sharing necessary information and resources for response and recovery with
other firms in an SC [33] [T4T], [T44].
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disruption of a single product does not impact the whole SCN [93]. Customers can select
another product from the portfolio when one of the products is disrupted.

In summary, some particular strategies can be either proactive or reactive depending
on the scope of the implementation [I88]. A summary of proactive mitigation strategies
and reactive contingency strategies from literature is shown in Table and Table
respectively. These strategies describe the strategic plans from a high-level. Concrete
operational plans still need to be designed in order to apply these strategies to real-world

SCNss.

2.1.3 SCRES Assessment Models

To measure the effectiveness of SC strategies, a quantitative assessment of SCRES is

required. There are research works that proposed conceptual models to measure SCRES.

Quality

of 1007
Infrastructure
(percent)
504

Figure 2.1: Resilience triangle [22].

Resilience triangle is the first model considering the impact of disruptive events from
a disaster management perspective (Figure . It represents different factors such as
the initial performance level, loss of functionality and recovery time [22]. It can be used
to model the loss of performance over time due to disruptions and recovery behaviours
in the system. The disruption occurs at time ¢y and the system eventually recovers from
the impact of the disruption at time ¢;. System performance at time ¢ is denoted with
Q(t). Hence, resilience is measured by:

t1

R=[ [100 - Q(t)dt

to

Tukamuhabwa et al. [I88] proposed a concept of adaptive resilience. Figure illus-
trates the adaptation of an SC to the disruption such that it becomes more resilient to
similar disruptions. Period A refers to the first disruption, where the impact of disrup-

tion is large; while Period B refers to the second disruption with a smaller loss. SCRES
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Figure 2.2: Adaptive resilience [188].

measures performance loss after a disruption till recovery, by calculating the area above

the curve as the shaded area in Period A. pg refers to the initial performance level before

the disruption and p, is the minimum acceptable performance level. An SC will be to-

tally disrupted when its performance is below p,. The best and worst performance after

recovery are p, and p,, respectively. The maximum acceptable recovery time denoted as

T,. This approach provides a comparative measurement for SCRES, which can be used

to assess the adaptive capabilities and/or the growth of the SC after the initial disruption

event.
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Figure 2.3: Performance profile disruption behaviour [129].

Munoz and Dunbar [129] proposed a more detailed approach to quantitatively evaluate

resilience across multi-dimensions, which is shown in Figure 2.3 At the occurrence of

disruption, there is a sharp drop in performance to the lowest point. The performance
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recovers over time to an acceptable performance range. To capture multiple transient
response dimensions, five resilience metrics are employed to measure the performance of

an SC in terms of delivery lead time:

Recovery R, measures the duration of recovery from the start of disruption ¢y to the

end of recovery t;:

RT:tl—tQ

Impact R;, assesses the impact of disruption by measuring the difference in the perfor-

mance level before disruption py and at the full impact of disruption p;:
Ri=po—m

Profile length R;, measures the length of the recovery curve:

Ry = /tt 1+ (66‘()’52@)2&

Performance loss R,, is the area above the performance curve during the period of

disruption:
t1
Ry = (t1 —to) X po — /t Q(t)ot

Weighted-sum R,,, measures the time-dependent deviation from a linear recovery g(a;)
to the actual recovery performance Q(a;), where a; = ty and a,, = t;:
n

Ro =Y a;lgla;) — Qlay)]

i=1
A resilience index is generated by aggregating the five resilience metrics:
R=w XR, +wy Xx Ri +w3z X Rp +wyg X Ry +ws X Ry

Li et al. [I11] proposed a new measurement approach to SCRES by considering only
the maximum allowable recovery time determined by users (i.e., T,). Figure shows
two scenarios where (a) the system performance returns to its original level within the

allocated recovery time, i.e., T, + ty > t;, and (b) the system performance has not

23



% —--—-—-- 100%

Performance
Performance

0 fo Time i Tatto 0 fo Time Tatto f
(a) Recovery within maximum allowable (b) Recovery after maximum allowable
recovery time recovery time

Figure 2.4: Measuring performance in maximum recovery time in two scenarios [I11].

recovered back to its original level within the allocated recovery time, i.e., T, + ty < t;.
The resilience is determined by:

_ T Q(1)dt
- 7

R
This relative measure can be used to compare SCRES of different SCN.

In summary, current approaches for SCRES assessment only considers the recovery
of SC performance back to its original level after the disruption. However, for long-term
recovery from disruptions, experts have agreed that SC performance should undergo
similar behaviour as shown in Figure [2.5] [27]. Tomlin and Wang [186] also identified one
of the primary drivers for the recovery time is the additional capacity after a disruption.
To be able to fully recover from the performance loss, this requires an SCN to have the
capacity to absorb and bounce back after a disruption. During disruption when SCN
is unable to fulfil orders, these orders will be retained as backorders. To recover after
disruption, SCN needs to have the additional capacity to fulfil the backorders. This

additional capacity for recovery is often not represented in the existing SCRES models

as described earlier.

2.2 Complex Systems

Decision-making in SCNs is complex, which requires appropriate models. Different mod-
els can be used to represent the complexities of SCNs. Graph and SD are common

modelling approaches for SCNs at the macroscopic level. At the microscopic level, ABM
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Figure 2.5: Additional capacity for recovery [27].

is frequently used to represent the operational behaviours of the individual entity in the
SCN. To model a complex system with different level of details, hybrid modelling can be

used to combine different models.

2.2.1 Graph

An SCN can be represented as a network. Hierarchical network is typically used to model
SCN, where each hierarchy in the network represents a stage. There is only a single edge
between two nodes and the edges only connect nodes between adjacent stages. An SCN
can also be modelled mathematically as a graph G = (V, E), where V is the set of nodes
and F is the set of edges. The nodes represent the firms and edges represent the set
of connections that link these firms together. Directed edges can be used to represent
the direction of flows (e.g., material or information flows). In a production process of a
manufacturing SCN, the relationship from the input material to the output product is
also known as the material-to-product relationship.

SC disruption can be modelled by removing a node or edge from the SCN. A disruption
in the graph occurs when there is no path between the source node and the sink node
due to the disruption in the nodes or edges. When the graph is disconnected, it disrupts
the flow in the graph, which causes a loss in the function of the SCN.

Network analysis can be used to study the existing SCN to determine characteristics
of the graph (e.g., identification of critical nodes in the graph). By analysing topological
characteristics of SCNs, it can provide summarised statistics for describing particular

features. This is particularly useful since the analysis of topological characteristics of
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the interconnection structure in an SCN enables managers to analyse various aspects
of the SCN. In addition, many real-world complex networks (e.g., SCN) can contain a
significant amount of structural redundancy, in which multiple vertices play identical
topological roles [116].

Another key benefit of using a graph model is that it only requires relational data
and allows for detailed analysis and comparison with other networks [120]. Hence, to
perform topological (or structural) analysis of an SCN, only the information regarding
the relationships between firms in the SCN is required; detailed information regarding

the SC operations is not needed.

Supply Chain Network Topology

Random and scale-free networks are common complex network topologies that are used to
model complex systems. Random networks are networks with Poisson degree distribution,
where links between nodes are placed at random. Erdds Rényi model is one of the
earliest random network models that generate networks using the random attachment
(RA) [43]. Scale-free networks are widely observed in natural and human-made systems,
whose degree distribution follows a power law. Barabasi-Albert model generates scale-
free networks using the preferential attachment (PA) [10]. PA determines that a new
node has a higher probability of connecting to high-degree nodes. These high degree
nodes are also known as hub nodes [10].

Many theoretical modelling efforts of SCNs have been focusing on variants of PA
or RA to generate network topologies for analysis [14, 46], [103] 131, 195]. They mostly
analysed the SCN topology from the perspective of evolutionary dynamics, where the
SCN structure evolves over time. There are several research works that applied the PA
at each stage in the hierarchical network [118] 183, 210}, 211]. However, they only analyse
the SCN topology from the system perspective, which is difficult to apply practically to
the strategic design of real-world SCN.

In addition, most SCNs focusing on a single enterprise are not large compared to
scale-free network, such as online social networks which consist of millions of nodes. Kim
et al. [94] analysed the supply network topology of three case studies of automotive supply
networks, where the largest network consists of 34 firms. Kito et al. [96] also found that
Toyota SCN topology is not scale-free even for a network size of 3,109 firms. Hence, the

small size of SCN cannot represent the emergent network topological properties, such as
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the resilient of a scale-free network.

Graph Analysis of SCRES

Table summarizes the existing graph models of SCN based on a topical search of
‘SCRES’, ‘Redundancy’ and ‘Graph’ from the Web of Science. The type of graphs is
described, along with the representations of nodes and edges. The number of stages that
the model can represent is also shown. The last column shows the measure used in the
model.

A number of studies have been proposed to assess SCRES using qualitative indicators,
e.g., for redundancy and flexibility [30}, [85] 154} 173, 190, 192]. The indicators are usually
collected through surveys of the experts. Dependencies between qualitative indicators
are then modelled using a graph, and an aggregated index is used to assess the overall
SCRES. However, these studies do not model the actual SCN, which is the structural
representation of the physical material flows and production processes in the SCN.

Much of the current literature on SC redundancy focused on optimizing redundancy
in an SCN with only a few stages using analytical models [7, [16], 00, 134], 136]. Optimizing
redundancy for multi-stage SCN quickly becomes intractable due to the complexities of
the problem.

There are existing models on SCRES that consider redundancy only between two
stages in an SCN. Wang and Ip [193] quantified the resilience of logistic networks consid-
ering redundancy between the demand and supply. Salehi Sadghiani et al. [I57] proposed
a deterministic multiple set-covering model to design resilient SCNs under operational
and disruption risks. Redundant supplier is assigned to each demand node in the SCN.
These approaches are unable to analyse the dependencies across multi-stages in the SCN,
where vulnerabilities in the upstream stages of the SCN can have a significant impact
downstream.

To consider redundancy across multiple stages in an SC, existing research works on
multi-stage SCNs assumed that all plants within the SCN or at the same stage play
the equivalent role, or that the type of material flows between stages are the same.
Graves and Tomlin [56] considered a SCN where all the plants in a stage can process
any products. The redundancy is measured by the total capacity of the plants that
can fulfil the corresponding product demand. Redundancies can be measured by the

excessive capacity between two stages. Xu et al. [207] developed an assessment approach
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Table 2.4: Review of existing graph models of SCN.

Reference ‘ Graph Nodes Edges ‘ Stages ‘ Measure
Graves and | Bipartite graph | Plants & materials Material-plant Multi Process flexibility
Tomlin [56] links
Wang and Ip | Undirected bi- Demand & supply Delivery lines 2 Weighted sum of node
193] partite graph resilience
Adenso-Diaz Directed graph Suppliers, plants, Product flows Multi Network reliability &
et al. [ wholesalers & robustness
Adenso-Diaz customers
et al. [2]
Mizgier et al. | Directed graph Suppliers, focal Purchasing Multi | Total average loss
[126] firms & customers relationships
Ma et al. [I15] Undirected Manufacturers, Trading Multi | Node centrality
graph suppliers, retailers relationships
& customers
Xu et al. [207] Directed graph Firms Demand-supply Multi Customer satisfaction
relations
Kim et al. [95] Directed graph Physical locations Transportation Multi | Ratio of redundant
links nodes to total nodes
Mari et al. [I18] | Directed graph Suppliers, Material flows 3 Supply availability,
manufacturers & size of LFN, clustering
retailers coefficient, supply
path length in LEN
Reyes Levalle | Directed graph Firms Material flows Multi | Total cost of flow and
and Nof [152] total quality of service
Salehi Sadghi- | Bipartite graph Demand & supply Material flows 2 Supplier setup costs &
ani et al. [I57] transportation costs
Han and Shin | Undirected Risk factors SC relations Multi | Average probability of
[61] graph disruption per risk
Wang and Xiao | Undirected Suppliers, Production 4 SFZ-based index of
[196] graph manufacturers, relations structure, fixation,
distributors & efficiency & flexibility
retailers
Li et al. [111] Directed graph Suppliers, Materials or 4 Recovery time
manufacturers, product deliveries
distribution
centres & retailers
Nakatani et al. | Directed graph Materials Material-to- Multi Market concentration
[132] product
links




of SCRES based on demand satisfaction, where the redundant resources can be used to
fulfil the demand during disruptions. The demand at each stage can only be satisfied by
the upstream stage. Kim et al. [95] considered SCRES as a network-level attribute to
withstand disruptions of nodes in the SCN. SCRES is defined as the ratio of the redundant
nodes to the total number of nodes. Mari et al. [I18] proposed various resilience metrics
for SCs that measure the largest functional SCN (LFN), which is the remaining SCN
after disruption, assuming that the demand can be satisfied through the remaining supply
nodes. Li et al. [IT1] proposed a new measure of resilience which measured the average
system performance, considering recovery time with a strict upper bound. Nodes with
the same function are grouped as one stage, e.g., suppliers, manufacturers, distributors,
retailers, etc.

In the context of SCRES, there are also related works that use graph theoretical ap-
proaches for disruption analysis and vulnerability assessment of SCNs. Adenso-Diaz et al.
[1] considered the impact of network factors (e.g., source criticality) on the reliability of
supply networks. The authors also analysed the robustness of the supply networks under
targeted attacks or random disruptions [2]. Mizgier et al. [126] measured SCRES using
vulnerability in terms of average loss at each firm due to disruptions. Ma et al. [115]
proposed that resilience can be achieved either through redundancy to the key suppliers
or by keeping a high level of collaboration amongst the key suppliers. The key node
can be identified by the critical path analysis. Reyes Levalle and Nof [152] analysed the
impact of SCN design on SCRES, which is measured using the total cost of flow and total
quality of service in the SCN. Han and Shin [61] assessed the structural robustness of an
SC considering disruption propagation, which is measured by the average probability of
disruption per risk at each node. Wang and Xiao [196] considered SC recovery under cas-
cading failures. When a node fails, it increases the loads of its upstream and downstream
nodes. Based on the load at each node, SCRES is measured using spatial fidelity zones
(SFZ) in terms of the structure, fixation, efficiency, and flexibility of the SCN. Nakatani
et al. [I32] used a graph model representing the material-to-product relationships to as-
sess an SC’s vulnerability to disruption risks. SC vulnerability indicators are proposed
based on the market concentration of domestic and imported commodities.

In summary, some graph models are limited to a few stages in SCN and unable to
analyse complex multi-stage SCN. Other graph models did not differentiate the produc-

tion process of each type of material and assumed that all plants, either in the whole
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SCN or within the same stage, are equivalent. This limited structure complexity makes
it difficult to model the in-depth dependencies among the plants and materials. Hence,
many of these models are unable to capture both material-to-product and inter-plant

relationships in a multi-stage SCN.

2.2.2 System Dynamics
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Figure 2.6: An example of SD model of a spare parts SC [112].

System dynamics (SD) is an approach to understand the non-linear behaviour of
complex systems over time using stocks, flows, internal feedback loops, table functions
and time delays [50, 5I]. There are two aspects of SD theory: ‘system’ represents the
structure of the system and the concept of feedback effect; whereas ‘dynamics’ reflects
the changes in the behaviour of the system components over time. In a causal loop
diagram, the assumed interactions between the variables are formalised to demonstrate
the interdependence within the system boundaries. A closed chain of causal relations is
defined as the feedback loop, which could be positive or negative [I07]. The positive loop
is unstable and oscillated that triggers systems to grow, evolve, and collapse; whereas

the negative loop moves the system towards a stable situation. For example, Figure 2.6

30



shows a stock-and-flow diagram of a spare parts SC. There are two flows: order flow and
demand flow of the spare parts. Three stocks represent the demand for spare parts (X),
current orders for spare parts (D), and inventory of spare parts (K).

SD modelling has been used for disruption and SCRES analysis. Bukowski et al. [24]
modelled a steel production system with three suppliers using SD modelling to assess
the impact of disruption to the system. By simulating supplier disruptions of different
durations, the degree of loss and resilience can be measured. Li et al. [I09] modelled a
three-stage SCN with dual suppliers using SD modelling. Individual SC entity is mod-
elled as an SD model and connected through the material flows between the entities.
The model is used to assess the SCRES with different level of information sharing when
disruption occurs to a sub-supplier. They also used SD modelling to describe the con-
nections between the disruption risks and their associated changes of system behaviour
in an SC [I08]. SD models are used to represent the inventory system, transportation
capacity and disruptive event. By increasing either transportation capacity or equipment
number, the improvement in transportation capacity enhanced SCRES by reducing the
impact of disruption.

Since SD is often used to model SC from the system perspective, where it models SC
as a rigid structure. It is difficult to use SD to represent structural dynamics in an SCN.
For example, to model contingency strategies, the SCN structure can change to activate

backup plants.

2.2.3 Agent-based Model

An SC can be represented using ABM, where each agent is a firm within the SC and agents
interact with each other within an environment [54]. An agent is designed with a set of
properties and rules which guides the interaction between the agents and the environment.
ABM can be used to model the heterogeneity in the SC where it comprises heterogeneous
entities (e.g., suppliers, manufacturers, and retailers) with different interaction behaviours
(material and information flows).

This bottom-up approach simulates the underlying processes responsible for global
patterns and allows us to evaluate the mechanism that is most influential in producing
emergent patterns. Through the local changes at the microscopic level, it can bring about
emergent patterns at the macroscopic level.

The agents are usually executed in a simulation with discrete time and each agent
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Table 2.5:

Summary of existing SCRES simulations.

Reference SCN Disruption Mitigation Contin- SC Perfor- SCRES
Strategy gency mance Index
Strategy
Carvalho et al. 4 stages Scenarios Inventory Transship- Lead time -
[26] buffer ment & Cost
Schmitt and 3 stages Scenarios Inventory Backup Fill Rate -
Singh [164] buffer plant
Schmitt [163] 3 stages Scenarios Inventory Backup Service -
buffer plant Level &
Cost
Schmitt and 3 stages Risk Profile Inventory Backup Fill Rate -
Singh [165] buffer plant
Schmitt et al. 4 stages Scenarios Inventory Expedite Fill Rate & -
[166] Buffer Orders Cost
Barroso et al. 3 stages Scenarios Inventory - Fulfilment Aggregated
[12] Buffer Rate Performance
Loss
Chen [27] 3 stages Scenarios - Backup Fill Rate & -
Plant Cost
Li et al. [I11] 4 stages Scenarios - Flexible Fulfilment Average
sourcing Quantity & Performance
Delivery within
Distance recovery time
Ledwoch et al. Complex Random & Inventory Backup Fill rate & -
[103] network Targeted buffer plant Cost
Nguyen [133] Hierarchi- Stochastic Inventory - Tardiness Sampled
cal disruption buffer & TTR average SC
network length performance

ABMs enable a more realistic analysis of real-world SCN by considering more than

Simulation-based Analysis of SCRES
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strategies, (v) SC performance metric, and (vi) SCRES index.

performs actions for every time step. To be able to develop an accurate model for
analysing SCN, this requires extensive information regarding the demand and supply
in the SC, the operational processes of each firm (such as the inventory policies or the

production schedule) and the detailed operational behaviours between firms within the

Since ABM is such a promising research area, it has been used in various SC studies.
ABMs for evaluating SCRES are summarized in Table [2.5] The table shows (i) the com-
plexity of the SCN model, (ii) the disruption model, (iii) mitigation and (iv) contingency




two stages that are difficult to represent in analytical models. Three-stage SCNs have
been used in case studies in [12, 27, 163HIG5], while four-stage SCN in [26, 27, [166].
Nguyen [I33] proposed a network model that can represent complex multi-stage SCNs.
Ledwoch et al. [I03] modelled SCNs as complex networks (e.g., random and scale-free
networks).

Snyder et al. [I72] provided an extensive review of disruption models used in SC risk
management. Disruption is typically modelled as a disturbance causing a production
flow interruption of fixed duration, and this approach was adopted in many case studies
[12, 26], 111], [163], 164, [166]. Schmitt and Singh [165] used risk profiles of disruption inter-
arrival times for each plant in SCN. The varying impact of the disruption has also been
considered, where the capacity of the facilities decreases instead of a full disruption of
the capacity [27, [IT1]. Ledwoch et al. [I03] considered random and targeted disruptions
on SCN. Stochastic disruption lengths are used in [I33].

There are research works that considered mitigation strategies, such as using inven-
tory buffer [26, 103, 133, 163]. Different contingency strategies are also evaluated —
transshipments [26], flexible sourcing [IT1], re-routing to alternative sites or backup fa-
cilities [27), 103}, 164], or expediting orders [I66]. These works showed that contingency
strategies are necessary to recover SC performance back to the normal operational state.

Different SC performance measures have been used to quantify the impact of disrup-
tions in terms of time, cost and operational performance. Since disruption delays the
fulfilment of orders, various time measures have been used — lead time ratio measures the
ratio between actual and promised lead time [26], tardiness measures the delay in time,
and recovery time measures the time taken for recovery [I133]. The delivery distance can
also be used to measure delay indirectly [I11]. Since the financial impact of disruption is
another important consideration, the total cost is another common performance measure
[26, 27, 103, [163], 166]. For operational performance, fill rate is commonly used, which
measures the fraction of customer demand that is met through immediate stock avail-
ability, without backorders or lost sales [27, 103}, [164-166]. Similar operational measures,
such as fulfilment rate [12] or service level [163] which measures the percentage of orders
fulfilled, and fulfilment quantity [IT1] which measures the amount of product fulfilled,
are also used. These measures enable decision-makers to understand the SC performance
due to the disruption dynamics.

SCRES indexes are proposed to aggregate the SC performance measures across the
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whole SCN, instead of just focusing on a particular part of the SCN. These indexes
help to understand how certain strategies improve SCRES and identify improvements to
reduce the impact of disruptions. Barroso et al. [12] quantified SCRES by aggregating the
performance loss due to the drop in fill rate using four different aggregation approaches.
Li et al. [IT1I] measured SCRES using the average performance within the maximum
allowable recovery time. This enables the comparison of different SCN on the same
relative scale. Instead of aggregating SC performance using a weighted average of the
likelihood of disruptions determined by the decision-makers, Nguyen [133] proposed a
sampling approach to determine the probability of these events.

In summary, most of the existing ABMs do not consider the structural properties of an
SCN to build a more resilient SCN. As reviewed earlier, structural analysis of an SCN can
give a theoretical insight into the vulnerabilities in the SCN. Based on this knowledge,
more effective approaches to manage the disruptive events can be proposed, e.g., by
designing mitigation strategies to protect the vulnerabilities and contingency strategies
to prioritise the recovery. To evaluate the effectiveness of the SCRES strategies, the

recovery of SCN during disruption can be analysed through simulation-based analysis.

2.2.4 Hybrid Model

Previous research focuses on using different methods for modelling different level of de-
tails in a complex system, e.g., SD at the macroscopic level or ABM at the microscopic
level [I79]. In order to model a complex system, a more generic and holistic strategy
is required, which should allow combining different models to enable the analysis of the
system and its components across different levels of details. Hybrid modelling was first
proposed in the context of mixing different modelling methods by Shanthikumar and
Sargent [167]. Morgan et al. [I28] proposed various approaches for combining discrete
event simulation (DES) and SD as described in the details below. Three types of hybrid
designs are illustrated in Figure [2.7]

Sequential design first uses the SD model to capture the whole system under study,
and then the DES model is used to focus on a specific process of the system. There is
usually a linear and unidirectional relationship between the models, where the output
of one model is used as the input for the other model. In Figure the output from
DES model is used as input for the SD model. For example, Reiner [I51] proposed a
combined usage of SD and DES: order fulfilment process is simulated using DES and the
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Figure 2.7: Toolkit of hybrid designs.

performance indicators obtained from DES are used in the customer-orientated process
evaluation using SD.

Interaction design is frequently used to capture the operational processes and inter-
active influences acting upon them. Compared to sequential design, interaction design
has bi-directional feedback between the models. In Figure [2.7D] there is an exchange of
results between DES and SD models. For instance, Wang et al. [194] proposed a hybrid
model using interaction design. SD is used to predict the production output and adjust
the production rate based on the input from the sale department (agent), DES simulates
the assembling process based on the production rates from the production planning (SD
model), and the assembled products are input to the sale department (agent) to be sold
to customers.

Integration design combines DES and SD in the same model, taking the same view of
the system. The two methods are inseparable and need to function together as a single
model. This gives a concise and coherent view of the model, instead of separate results
from each model to end-users, as shown in Figure 2.7¢ For example, Helal et al. [60]
proposed to integrate DES and SD to simulate a manufacturing enterprise. An overall
SD is built for the enterprise system, where the model is decomposed into functional
modules. A number of DES models are developed for the selected functional modules in
the system as dictated by analysis needs. This reduces the development time required
for building a large DES model to represent the entire functionality of the system.

Existing works using integration design for hybrid modelling have been reviewed. A
case study was done using a hybrid model for management policy design and testing of a
real manufacturing system [I35]. SD model of an SC is built to represent the strategic
level in addition to the financial and accounting aspects; whereas DES model represents
the operational level for the production process at the shop floor level. The main goal

of using a hybrid model is to improve the communications between the shop floor man-
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agers and the operations manager by synchronising the data between the operational and
strategic levels. Jovanoski et al. [88] proposed a hybrid model for production manage-
ment which combines an SD model of sales and an DES model of the production. Using
hybrid model reduces the inaccuracy of modelling production system using SD-only ap-
proach and also reduces the complexity of modelling an overall enterprise model using a
DES-only approach.

An extensive survey of the existing hybrid models was done by Brailsford et al. [19].
They have highlighted that a critical aspect of hybrid model development is how the
different models are integrated. To integrate different models, Helal et al. [66] utilize
functional decomposition to divide the system into smaller functional modules which can
be modelled by DES. However, as SCN can be modelled using a network that connects
the SC entities through material and information flows, an entity-oriented decomposition

of an SCN would be more applicable for hybrid modelling.

2.3 Research Gaps

The definitions of resilience in the context of SC are discussed and the existing SC
strategies that have been proposed to improve SCRES are summarized. To achieve
SCRES, strategies can be designed from two perspectives: proactive mitigation before
the disruption and reactive contingency plans during the disruption. The conceptual
models to assess SCRES are also reviewed.

The focus of SCN analysis determines the choice of the modelling paradigm. For
strategic planning, the macroscopic characteristics of SCN can be modelled as a graph
or SD model. For operational planning, ABM can be used to represent the micro-level
characteristics of individual behaviour in an SC.

Based on the reviews in this chapter, several key research gaps have been identified,
which serve as the basis for research in this thesis. These gaps are also the challenges of
this thesis. The research gaps are mainly categorised in terms of (1) building a resilient

SC; and (2) modelling SC using complex system approaches.
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2.3.1 Building a Resilient Supply Chain
1) Resistance against Disruptions

Although there are many strategies for improving resilience in SCRES literature, there
are few studies on the development or implementation of these strategies [17] and on the
assessment of the effectiveness of these strategies to mitigate the impact of disruptions.
To address this research gap, a design of SCN topologies representing different strategies
is proposed in Chapter [3[ and a graph model to represent structural redundancy in an
SCN is proposed in Chapter [5] To improve the resistance against disruptions, different
mitigation strategies are designed and evaluated in Chapters [4] and [6]

2) Recovery from Disruptions

Although existing approaches consider the recovery process, developing operational plans
to reflect this recovery behaviour is still an open research issue. SC performance is not
a binary behaviour that drops immediately during the disruption (w.r.t., the resilience
triangle) and recovers to the original level immediately when the contingency plans are
activated. Future studies are required to design and implement reactive contingency
strategies to enable effective and efficient recovery of SCN after disruptions.

In addition, the existing approaches to model SCRES often assume that the system
performance would be back to the original level after recovery. SCN needs to have the
capacity to absorb the loss and recover this loss in order to fully recover from the impact
of disruption. The loss is typically modelled as backorders and the recovery includes
clearing the backorders.

Contingency strategies, considering backorders, are designed and evaluated in Chap-
ters [d] and [} Specifically, contingency strategies are developed to improve the recovery

time after disruptions in Chapter [}

3) Assessment of SCRES

The literature in SCM is sparse on how the SCRES can be measured and analysed; only
a few articles discussed SCRES assessment [91]. Without understanding the existing
SCRES in an SC, it would be difficult to assess the response and reaction of an SC
during disruptions. The assessment approaches are also dependent on the model used

to represent the SCN. Therefore, after designing strategies to improve resilient of SCN,
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quantitative assessment approaches for SCRES are required for a statistical comparison
between the strategies.

Moreover, it is obvious that one key performance measurement of an SC is whether
it creates economic value for the shareholders [I50]. Therefore, financial measurements
such as the cost, revenue, and value-added (VA) are the key performance indicators in
an SC. Investments in SC strategies directly decrease net profits while actual recovery
costs are yet to be assessed. Hence, cost-effectiveness is an important consideration for
designing SCRES strategies [188].

In this thesis, quantitative SCRES measures are proposed (e.g., customer-service level
in Chapter [3, backorder quantities in Chapter [4| and recovery time in Chapter @ A new
resilience measurement to measure structural redundancy is proposed in Chapter 5] New
SCRES indexes, to aggregate SC performance measurements for disruptions of each plant
in the SCN, are proposed in Chapter [6] In addition, the financial impact is also measured
using VA in Chapter [3| backorder and ordering costs in Chapter [4] and total operational
costs in Chapter [6]

2.3.2 Modelling SC using Complex System Approaches
4) Modelling Heterogeneity in SCN

One of the key research gaps in SCN modelling is that heterogeneity in an SCN is often
not considered. To enable analytical tractability and simplify the problem, many com-
plex network models usually consider homogeneous network, that is all the nodes have
the same behaviour and so do the edges. However, entities within an SCN (e.g., suppliers,
manufacturers, and retailers) may have different operational behaviours. Moreover, hier-
archical network models in the literature usually assume the same type of flow between
stages. However, the edges in an SCN can represent different flows, such as material
and information flows. In Chapter [3| a distribution SCN is modelled as a hierarchical
network. An ABM of a distribution SCN is developed to model the heterogeneity of
real-world SCNs. This is extended to model a manufacturing SCN in Chapters [4 and [6]
considering production operations.

Existing research works assume that either all plants within an SCN are equivalent
or plants in the same stage are equivalent [56 95, TTT, 118, 207]. This implies the

existing models in the literature do not differentiate the production processes of different
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type of materials in an SCN. This is unrealistic as there are significant cost and time
for each plant to set up the same production capabilities within the same stage. Most
enterprises are small and medium-sized in an SCN, they are highly specialised and the
labour division is sophisticated [196]. In the fierce market competition, they would not
voluntarily change their competitive business activities. To address this research gap, a
graph model is proposed in Chapter |5|to consider the heterogeneous dependencies across

a whole SCN.

5) Modelling Structural Redundancy

Redundant network structure in an SCN contains multiple plants that can provide re-
dundant capabilities to mitigate disruptions. Most literature on SC disruption analysis
focuses on a single plant or connection between the stages in an SCN, even though dis-
ruptions can have long and lasting effects throughout the SC [165]. However, disruptions
in the production of vital upstream materials can propagate and affect the production
processes downstream [I32]. The current models from the literature (as reviewed in
Section are unable to analyse the dependencies across multi-stages in an SCN,
where vulnerabilities in the upstream stages of the SCN can have a significant impact
downstream. Given the above draw-backs, in order to assess SCRES, the graph model

proposed in Chapter [5| considers structural redundancy.

6) Modelling Dynamic Response during Disruptions

There are research works that use analytical models to optimize contingency strategies
in the disruption-recovery period for single-stage production and inventory [5, 41}, 52 67,
146l 205, 208] and two-stage SCNs [6, 137, 159]. However, many of these models are
analytically intractable on multi-stage SCN due to the complexity of the problem [I71].

Using graph analysis alone cannot capture the dynamics of recovery of SCN during
the disruption [27]. Graph analysis of SCN does not consider detailed SC operations,
e.g., capacities and lead time. Simulation has the advantage that it can handle complex
scenarios and analyse disruption-recovery behaviour over time [79].

Hence, a hybrid model is proposed in Chapter [4] analysing system-level properties of
the SCN using SD and the focal firms using ABM. The hybrid model enables modelling of
the focal firms with more detailed operational behaviours, such as the dynamic response

to disruptions. Furthermore, in Chapter [6] the graph model from Chapter [3] is extended
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with operational behaviour of ABM from Chapter [4] to model the response to disruptions.

7) Modelling Different Level of Details

SD is frequently used in high level strategic modelling of SC for long-term decision-
making [I0I]. Since SD focuses on the macro-level details in an SC, aggregated data is
sufficient to calibrate the model. Typically, for public-listed firms, their annual account
reports regarding the total sales and production volume are publicly available. Hence,
parameters for simulation of SCN using SD could be calibrated easily based on publicly
available data.

On the other hand, ABM is often used in short-term operational planning, due to
the advantage of modularity in modelling SC processes [101]. However, the complexity
of ABM increases exponentially with the size of the simulated system [147]. In addition,
a firm may not have visibility and control over the whole of SCN. Detailed operational
behaviours of all SC entities are not available, e.g., inventory or procurement policies of a
business entity are not revealed to its business partners. Building an ABM for an entire
SCN is difficult without all the operational behaviours and parameters.

Due to the limitations of the SD model and ABM, a hybrid model is proposed in
Chapter [4] to combine both models using the integration design approach. An entity-
oriented decomposition of an SCN is used to divide up the SCN such that each entity
can be represented at a different level of details. Th macroscopic properties of the whole

SCN are modelled using SD and microscopic behaviours of the focal firms are modelled

using ABM.
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Chapter 3

An Agent-based Model to Evaluate
Supply Chain Network Topology
Design

Operational risks (e.g., demand and supply) are the inherent uncertainties in an SCN.
To reduce the negative effects of the demand and supply risks, the SCN needs to be well-
designed to manage the uncertainties in the business environment [I05]. This chapter
proposes a top-down approach to design SCN topologies for hierarchical networks based
on SC strategies and a bottom-up approach using ABM to evaluate the operational
performance of these SCN topologies. The SCN topologies are designed in Section
Section develops an ABM for a typical distribution SCN. Through experimental
analysis with different SCN topologies and risk scenarios, Section investigates the
performance of the SCN and attempts to determine the suitability of the SCN topology

for a particular risk scenario.

3.1 Supply Chain Network Topology Design

It is a challenge to identify the right strategy for handling a particular SC risk scenario.
Using the appropriate strategy can either reduce the likelihood of occurrence of disruption
or reduce the negative implication of the disruption [I80]. Some research works have been
done on defining suitable strategies for various risk scenarios in order to mitigate the risks

and improve the performance of the SCN.
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Lee [104] proposed an Uncertainty Framework and classified the SC strategies into four
main types: efficient, responsive, risk-hedging and agile strategy. The framework selects
SC strategy based on uncertainties in demand and supply. An analysis of different SC
strategies was conducted through a survey to evaluate the uncertainty framework based
on profile deviation approach [I78]. However, they provide no quantitative evaluation on
the effectiveness of the SC strategies on handling the demand and supply uncertainties.

An efficient strategy focuses on achieving cost efficiency by eliminating redundant
operations [49]. This can be done by reducing the connections between SC entities in
order to ensure a smooth flow of product across the SCN. By using only a single supplier,
the firm can negotiate for better deals for the products, such as more discounts for larger
order quantities. Similarly, each DC only serves a single retailer. This help to decrease
the operating cost and simplify the SCN structure.

A responsive strategy is flexible and responsive to the changing needs of the cus-
tomer [49]. This strategy can be customized to the specific requirements of the customer.
Using this strategy, the firms increase the number of DCs to distribute the uncertainties
of customer demand among the DCs.

A risk-hedging strategy focuses on sharing the supply risk among the suppliers. This
strategy introduces flexibility by having multiple suppliers [I75]. When there is supply
disruption on one of the suppliers, the firm can still fulfil part of the orders through
the remaining suppliers. Hence there is still partial fulfilment of the orders, not a total
disruption to its customer.

An agile strategy implements flexibility in handling both the demand and supply
risks [31]. Similar to the risk-hedging strategy, one of the ways of achieving flexibility
is by having multiple suppliers in an SCN. The firm can also increase the links between
the DCs and the retailers to handle the demand risks. However, there is always an
additional cost involved in maintaining multiple suppliers and additional connections
between the DCs and the retailer. Hence, the firm needs to determine whether the cost
of implementing the strategy outweighs the benefits of mitigating the risks.

Figure[3.1] shows the three-stage SCNs modelled as hierarchical networks. The agents
in each stage (from right to left) are the suppliers (s to s4), DCs (dcy to dey) and retailers
(r1 tory). The connections between the agents indicate material flows between the stages.
The direction in the connection shows the flow of the products from the supplier to the

retailer. The materials do not flow directly across stages, e.g., from the supplier to the
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Figure 3.1: Three-stage SCNs modelled as hierarchical networks.
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retailer directly. The opposite direction represents the flow of the orders, from the retailer
to the supplier. When an agent has more than one supplier, the order quantity is split
evenly according to the number of suppliers available.

Based on the SC strategies described in this section, we design four different SCN
topologies, as shown in Figure . An efficient strategy (ES) seeks to reduce redun-
dant operations, by maintaining a single connection from the suppliers to the retailers.
Therefore, we design a network topology with only one connection between agents in
each stage. Figure shows the network topology for the efficient strategy, with only a
single supplier for each agent in every stage. A responsive strategy (RS) is flexible to the
uncertainty in customer demands. This strategy distributes the demand among all DCs.
The SCN topology for responsive strategy is shown in Figure [3.1b| where each retailer
is connected to four DCs. A risk-hedging strategy (RH) attempts to hedge the supply
risk by having multiple suppliers, as shown in Figure Hence the network topology
has four suppliers for each DC. An agile strategy (AS) requires flexibility in all stages.
This is shown in Figure with each retailer connected to four DCs and each DC is

connected to four suppliers.

3.2 Agent-based Model

The SCN model described in this chapter is based on a typical distribution SCN. Each
agent in the model represents an SC entity within the SCN. There are in total three
different types of agents: (i) supplier, (ii) DC, and (iii) retailer. Two types of event are
used in the simulation: order and shipment. The simulation is executed by time-step,
where each time step represents a day of operation in the SCN. At every time step, agents
interact with each other by exchanging orders and products. Orders are generated to the
upstream agent according to the demand, and the products are delivered by shipment to
the downstream agent according to the available inventory.

The order is defined with a quantity that is requested by the downstream agent (Order
Quantity) and the time when the order is received (Order Time). The amount of product
delivered to the downstream agent in a shipment is defined as the Shipment Quantity.

Every SC agent has the same operational behaviour, which is shown in Figure [3.2]
Each agent is acting both roles of a supplier and consumer. At the start of each time

step, the agent will process all the pending orders from its downstream agents in the
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Figure 3.2: Operational behaviour of an SC agent.

order queue. The orders will be fulfilled based on the fulfilment time. When the order
time is more than the maximum lead time delay period (MaxDelayPeriod), the order is
considered as expired and discarded. If the order time has not exceeded the fulfilment
time, the order will not be processed and remain in the queue. Otherwise, the agent will
attempt to fulfil the order if there is sufficient inventory. After reducing the inventory,
the ordered quantity is shipped to the downstream agent. At the same time, when the
agent receives the shipment from the upstream agent, the inventory level will be increased
according to the shipment quantity received.

The supplier agent introduces products into the SCN, which will be delivered to
other agents. After receiving orders from its downstream agent, the orders are fulfilled
according to the defined production policy. The production policy currently is according
to the supply rate of the SCN, which fulfils orders according to the available supply. A
retailer agent represents the customer and consumes the products in the SCN. Orders
are generated according to the demand rate, which will be fulfilled by its upstream agent.
Both the demand and supply rates are defined as parameters to simulate different risk
scenarios in the simulation.

The agents make orders to their upstream agent based on their internal policies. The
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internal policy used in the model is the SQ inventory policy [86]. SQ policy is used by
all the agents to determine when to replenish their inventory. S refers to the reorder
level and @ is the reorder quantity. When the inventory level drops below the reorder
level, the agent will place an order of () quantity to the upstream agent. When the agent
receives a new order from the downstream agent, it will be appended to the end of the

order queue.

3.3 Simulation Results and Analysis

A simulation is developed based on the ABM described in Section[3.2] A three-stage SCN
is constructed with 12 agents, with four agents of each agent type (i.e., supplier, DC, and
retailer) in each stage. Different SCN topologies are designed as shown in Figure .
Experiments are conducted using the model to identify the suitable SC strategy for a
particular risk scenario. The simulation parameters and scenarios are provided by an
SC expert, as shown in Table 3.1 We have also performed preliminary validation of the
model with the SC expert.

Table 3.1: Simulation parameters.

Parameter Value

Back order Cost 0.2 (per unit per day)

Sale Lost Cost 0.1 x Sale Price (per unit)
Inventory Cost 0.1 (per unit per day)
Order Cost 100 (per order)

Operating Cost 100 (per agent per day)
Production Cost 20 (per unit)

Sale Price (Supplier) 40 (per unit)

Sale Price (DC) 50 (per unit)

Sale Price (Retailers) 60 (per unit)

Fulfilment time 1 day

Shipment Lead Time 1 day

Maximum Lead Time Delay | 5 days

Initial Inventory 300 units

SQ Policy S = 200 units, ¢ = 300 units
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An agent incurs backorder cost when the order is not fulfilled within the fulfilment
time. When an order has expired, a sale lost cost is deduced. Each unit of the product
also incurs inventory cost when the products are stored in the inventory. This represents
the overhead cost of the warehouse rental and maintenance of the inventory. The order
cost is the processing cost of generating a new order. Since each agent represents an SC
entity in the SCN, the SC operations also incur an operating cost daily. The production
cost is the cost of producing the products, which is 50% of the selling price at the supplier.
Each stage increases the sale price to represent the profit-seeking behaviour at each stage.
After processing the order, the product shipment takes shipment lead time to reach the
customer. The maximum allowed time before the order is expired is the mazimum lead
time delay. Each agent has an initial inventory of 300 units. The agent uses the SQ
policy to decide when to replenish the inventory, with the reorder level S and reorder
quantity Q.

Four risk scenarios with different demand and supply rates are shown in Table
Constant rate is used to simulate no uncertainty in demand and supply. To simulate
uncertainties, demand and supply are modelled using normal distribution with a specified
mean (p) and standard deviation (o). The normality assumption for the demand and

supply is made based on literature [130].

Table 3.2: Demand and supply rates for different risk scenarios

Risk Scenario | Demand Risk | Supply Risk Demand Rate Supply Rate
(Unit per day) (Unit per day)
DLSL Low Low 100 100
DHSL High Low N(p =100,0 = 50) 100
DLSH Low High 100 N(p =100,0 = 50)
DHSH High High N(u=100,0 =50) | N(u = 100,0 = 50)

The simulation is executed with a step size of 1 day. A total of 500 time steps is
executed which is determined empirically, and the warm-up period is estimated to be
100 steps based on the stable trends in the performance. Common random number is
also used in all scenarios to reduce the variance in the simulation results. Similar to the
existing literature [165], the simulation is replicated for 30 runs due to the small variance

in the simulation results. The performance indices of the SCN are averaged across the
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replications.

3.3.1 Performance Measures

After designing the SCN topologies, the performance of each topology needs to be eval-
uated to determine the effectiveness of the strategy to mitigate a particular risk. There
are extensive researches on SC performance measurement, which can be found in [57].
This section describes two existing performance indices from the literature that can be
used to evaluate the performance of the ABM.

The performance measurement of an SCN mainly depends on whether it creates eco-
nomic value for the stakeholders. Therefore, economic value-added (VA) of the supply is
often used as the index for measuring SC performance [59, 149)].

The VA for an agent 7 is shown in Equation [3.1], where ¢ is the time step representing
a day of operation in the SCN. RJ[t] is the revenue at the time ¢, and C[t] is the cost of
the firm at the time ¢. The quantity T is the total number of time steps, or the total
operating time period of the SCN in days. The cost of the firm is the summation of the
total inventory cost, backorder cost and the operational cost. The revenue of the firm at

time t is the product of the quantity sold and the selling price of the product:
T

VA =S VAL = Y (Rl - Glt) (3.1)

t=0 t=0
The VA of the SCN can be calculated as the accumulated sum of all the V' A; of each

agent ¢ in the SCN, given the number of agents in the SCN is n:

VA= Zn: VA, (3.2)

i=0
The customer service level (CSL) is also considered as an important performance
index as it gives the percentage of the goal achieved by the SCN [18]. Low CSL means
that customer orders are not satisfied, resulting in loss of sales. Often firms need to pay
penalties for the inability to satisfy the order. The net results of low CSL are reduced

revenue and increased costs for the whole SCN.
Order fulfilment rate measures the percentage of orders fulfilled. The on-time delivery
rate for an order k is the ratio of the number of products delivered on-time, o, to the
quantity ordered o,. The percentage of the orders fulfilled at agent i is given by the

summation of the on-time delivery rate of all the orders at time ¢:

fz[t] _ [1( Z Oj [t]

iz onll]

(3.3)
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If there is only 1 order received at agent i and the order is fully fulfilled, (f; = 1).
oft[t] is the total orders received at time ¢ by agent i. The CSL for the agent i over the

time period T is calculated as:

s, -y 2l (3.4)

R
= o'l
The CSL for the whole supply chain is determined by the summation of all the C'SL;

for each agent averaged over the total number of agents n:
1 n
CSL=-> CSL; (3.5)
[t

The selection of performance measurement depends on the firm’s policy. There is no
single performance measurement that can fit all the needs of different firms. Therefore,

two different performance indices are used in performance evaluation.

3.3.2 Results

DLSL DHSL DLSH DHSH DLSL DHSL DLSH DHSH

1.30 ES b 0.75

RS

RH

AS

(a) Value-Added (normalized) (b) Customer Service Level

Figure 3.3: Heat map of performance indices for the SCN under each risk scenarios. Each
cell is coloured according to the value of the performance. The intensity varies from red
to green: green colour indicates the best performance; while red colour represent the

worst performance.

Figure [3.3| shows the performance indices of different strategies under each risk sce-
nario. The topology for each strategy is described in Section [3.1] and risk scenarios are

defined in Table[3.2] Figure [3.3a]shows the normalised VA of the SCN in each cell, where
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the column indicates the different risk scenarios, and the rows represent different SCN
strategies. VA of each scenario is normalized to the lowest VA (i.e., VA of efficient strat-
egy under DHSH scenario). Each cell is also coloured, varying from red to green: green
colour indicates the best performance; while red colour represent the worst performance.
Similarly, Figure shows the heat map of the CSL of the SCN.

In the DLSL scenario, we examine the performance for different SCN strategies by
looking at the first column in both Figure and Figure [3.3bl The CSL is similar for
all the strategies at 0.99. For efficient strategy, it achieves a VA of 1.34. The responsive
and risk-hedging strategies have lower VA (1.31). The agile strategy has the lowest VA
among the strategies at 1.28.

Next, we look at the second column for the DHSL scenario, with uncertain demand.
The efficient strategy is unable to handle the demand uncertainties and achieves a rela-
tively lower CSL (0.71) compared to the DLSL scenario when the demand is stable. It
also has the lowest VA (1.06) amongst the strategies. Risk-hedging strategy also has bet-
ter CSL (0.9) compared to the DLSL scenario. Responsive and agile strategies are able
to achieve relatively higher CSL (0.98), with the responsive strategy having the highest
VA (1.3).

The third column is the DLSH scenario, with supply uncertainties. Efficient and
responsive strategies are unable to handle the uncertainty in the supply, resulting in
lower CSL (0.75 and 0.69). This is also reflected in the lower VA (1.14). Risk-hedging
and agile strategies have better CSL and VA than efficient and responsive strategies. The
agile strategy has a lower VA than the risk-hedging strategy.

The last column represents the DHSH scenario, with uncertainties in both demand
and supply. All the strategies are unable to handle the unpredictability in both the
demand and supply; only the agile strategy has relatively better performance compared

to other strategies.

3.3.3 Discussions

In the DLSL scenario, demand and supply are stable. All strategies achieved CSL of
0.99, which indicates that most orders are fulfilled on time by each supplier. However,
the topologies have varying VA performance. Except for the efficient strategy, all other
strategies have lower VA as there are more orders created based on the number of suppliers

for each agent. For example, the responsive strategy splits a single order at the retailer
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into four orders for each DC. As each order includes a fixed ordering cost, creating more
orders incurs an additional cost, thereby reducing the VA. This is more obvious for the
agile strategy, with the highest degree of connection at each stage. It generates more
orders at every stage. Hence efficient strategy is the most suitable strategy for this
particular risk scenario with the highest VA.

In the DHSL scenario, the demand is unstable. The efficient strategy is unable
to handle the demand uncertainties, which causes the SCN to have more delayed and
expired orders. The delayed and expired orders reduce the CSL. In addition, both the
delayed and expired orders cause the low VA due to the back order cost and the sale lost
cost. Responsive and agile strategies increase the number of connections at the retailers,
which distribute the fluctuating demand among all the DCs, as shown in Figure [3.1D]
and Figure 3.1d This allows both strategies to fulfil most of the orders, giving the
highest CSL. Risk-hedging strategy also improves the CSL by splitting the orders at the
suppliers; however it is not as efficient as distributing the demands at the retailers. Agile
strategy has a lower VA compared to the responsive and risk-hedging strategies due to the
excessive orders created. For this particular risk scenario, we should use the responsive
strategy which has the best performance in both VA and CSL.

In the DLSH scenario, the supply uncertainty is high. To handle the uncertainty in
the supply, risk-hedging and agile strategies increase the number of suppliers for each DC.
We can see four connections between the suppliers and DC in Figure|3.1¢and Figure
Distributing the orders among all the suppliers enables them to fulfil more orders on time.
However, in terms of VA, the agile strategy still faces the same problem of the additional
cost of generating more orders. Therefore the risk-hedging strategy should be used when
the supply risk is high.

In the DHSH scenario, both the demand and supply risks are high. This instability
causes many orders to be delayed and expired, resulting in lower VA and CSL for all the
strategies. Nevertheless, the agile strategy should be used when the demand and supply
risk is high, as it has the best performance compared to other strategies.

Based on the results, the selection of strategy according to the demand and supply

risk scenarios is summarized in Table B.3L
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Table 3.3: Selection of SCN topology based on demand and supply risk scenarios

Demand Risk
Low High

Low Efficient Responsive
Supply Risk
High | Risk-Hedging Agile

3.4 Summary

The complexity of global SCs present a challenge to develop effective SCN to mitigate
risks in uncertain SC environments. The issue of how to design suitable SCN topology
for hierarchical networks to handle demand and supply risk scenarios has not been well
investigated. This chapter describes a top-down approach to design SCN topology based
on the Uncertainty Framework. Four SCN topologies have been designed to represent dif-
ferent SC strategies: efficient, responsive, risk-hedging, and agile strategies. A bottom-up
approach using ABM is proposed to evaluate SCN topologies for mitigating uncertainties.
An ABM of SCN is developed to model the operational behaviour of individual entities
within the SCN. A hierarchical network is constructed based on a three-stage distribution
SCN. Experiments have been conducted to evaluate the performance in terms of the VA
and CSL of the SCN under different demand and supply risk scenarios.

From the experimental results, we can see that different risk scenarios can be handled
to a certain extent by selecting the effective SCN topologies. In a situation with low
demand and supply risk, an efficient strategy with a single supplier and retailer is the
most suitable. To mitigate the demand risk, we should apply the responsive strategy,
where the SCN topology has more connections between the DC and retailers. On the
other hand, when the supply risk is high, more connections to the suppliers are needed.
So a risk-hedging strategy should be used in this scenario. When both the demand and
supply risks are high, an agile strategy should be used, which has flexibility at all stages.
Hence, experimental analysis of the SCN shows that the network topology reflects the
capabilities of SCN to mitigate the demand and supply uncertainties.

Due to the limited information on the detailed operational processes in the entire SCN,
it may be difficult to model the whole SCN using the ABM. Next chapter introduces a
hybrid model of SCN that combines models at a different level of details.
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Chapter 4

A Hybrid Model for Multi-level
Modelling

Due to the accessibility of external data and lacking operation details of other entities in
the SCN, it restricts the applicability of the ABM. To address the issue of limited details
regarding the operational behaviours of all SC entities in an SCN, this chapter proposes a
hybrid model that can represent multiple levels in a manufacturing SCN. The details of a
SCN hybrid model are described in Section [£.1] First, an entity-oriented decomposition
is used to divide the SCN into individual entities. Then, the high-level macroscopic
properties are modelled using SD and low-level microscopic behaviours are modelled using
ABM. The ABM introduced in Section is extended to support production operations
in the entity. To model the entire SCN, SD and ABM are combined using an integration
design approach. Each entity within an SCN can be either an SD entity or an agent,
depending on the problem scope. The combined model gives a single view of the whole
SCN. Section describes the case study for a firm to identify cost-effective SCRES
strategies to illustrate the applicability of the hybrid model. The simulation results are
shown in Section and the results are used to analyse the trade-offs between these

strategies.
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4.1 Hybrid Model of Supply Chain Network

4.1.1 Supply Chain Network Model

supply supply

Figure 4.1: An SC consisting of upstream entity (¢,,), current entity (&,) and downstream

entity (e,).

The SCN model studied in this chapter is based on a typical multi-stage manufacturing
SCN. First, the entire SCN is modelled as a hierarchical network. Each node in the
network represents an SC entity, e.g., manufacturers or suppliers. Assume & is the set
of all entities in an SCN. Figure 4.1| shows an SC with three entities: upstream entity
(€w), current entity (e,) and downstream entity (e,). There are two directed edges
between each entity: the information flow (demand flow) from the downstream entity
to the upstream entity, and material flow (supply flow) from the upstream entity to the

downstream entity.

4.1.2 System Dynamics Model

Figure 4.2: Stock-and-flow diagram of a single SC entity. Solid arrows represent positive

feedback loop while dotted arrows represent negative feedback loop.
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The SD model is created by simplifying the SD supplier model, originally proposed in
[109, 182], by considering only the backorders, product inventory and production. It also
includes material inventories. Figure [4.2] shows the casual loop diagram of an SC entity
€;. The definitions of model variables, parameters and generic equations that describe
the relationships of the variables are described below.

In Figure , there are three stocks in the entity (shown in rectangles): orders o,
from each downstream entity €, material inventory i and the product inventory i*’. The
arrows show the cause and effect relationships between the variables, with the solid arrows
indicating positive feedback, and dotted arrows indicating negative feedback. The entity

e, has a set of downstream entities £ where £, € £, and a set of upstream entities

Eo where g, € £9"'. Entities are connected to each other through the demand and
supply flows. Each entity is constrained by the production capacity, which is the volume
of products or services that can be produced by the entity.

First, the current pending orders o,(t) from each downstream entity ¢, is the aggrega-
tion of the demand flow d*(¢) from each downstream entity &, and the unfulfilled demand
from the last period o, (t — 1), minus the out-going supply s;(¢ — 1) which is the fulfilled
orders (4.1a). The total order quantity O,(t) is the sum of all pending orders (4.1b)).
The total outgoing demand D% (t) is the total order quantity subtracted by the existing
product inventory iZ (¢) (.1d). If there are available products in the inventory, it will be
used to fulfil the demand directly. Then, the total outgoing demand is distributed ac-
cording to the available upstream entities . The outgoing demand d%* is connected

to the incoming demand d™ of the upstream entity &,,.

Orders from e, 0,(t) = 0,(t — 1) + d;'(t) — 53" (t — 1) (4.1a)
Total Order Quantity, O,(t) = > o0,(t) (4.1b)
eyEEIM
Total Outgoing Demand, D" (t) = min(O,(t) — it (t),0) (4.1c)
_ Dy

Demand Outflow to &, (1)

= S (4.1d)

The supply inflow s(t) is aggregated with left-over materials from the last period
iM(t — 1) (4.2a)), subtracted by amount of materials used in production ¥ (¢ — 1), to
form the current material inventory i (¢). Based on the production capacity C,, current

total orders O,(t) and available materials 7Y (¢), product is manufactured (4.2b). The
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manufactured product is added to the product inventory iZ(¢), including the surplus of
products from last period i’ (t — 1) (4.2d), and subtracting the fulfilled supply Sput(t —
1). The total outgoing supply S2“(t) depends on the current orders O,(t) and existing
products in the inventory . Finally, the total outgoing supply is distributed among
the downstream entities proportional to the pending demand .

Material Inventory, i)' (1) =i/ (t — 1)+ > s (t) —i) (t —1) (4.2a)
cwEEIUL
Production, iV (t) = min(O,(t), C,, ¥ (1)) (4.2b)
Product Inventory, if (t) =il (t — 1) + 42 (t) — SO (t — 1) (4.2¢)
Total Outgoing Supply, S () = min(O,(t),i% (t)) (4.2d)
t
Supply Flow to ¢, sZ“t(t) = gi((t)) X SO (t) (4.2¢)

4.1.3 Agent-Based Model

In ABM, each entity is modelled as agents, which interacts with others by generating
discrete events. There are two types of discrete events: orders represent the demand,
and shipments represent the supply. The simulation is executed by time-step, where each
time step represents a day of operation in the SC. At every time step, each agent interacts
with each other by exchanging orders and shipments. Every agent has the same general
behaviour, which is shown in Figure [£.3]

At the start of each time step, the agent will collect all the pending orders from
its downstream agent in an order queue. Assuming one unit of material is required to
manufacture one unit of product, the agent makes material orders to its upstream agents
based on its inventory policy. When the inventory level falls below the safety stock,
the agent will generate a replenishment order to the upstream agent that will restore
the inventory to the safety stock. The review period is set to every time step. When
the upstream agent fulfils the material orders and delivers the material downstream, the
agent will collect the material shipments and increase the material inventory according
to the shipment quantity received.

Based on the availability of materials, pending orders, and production capacity (C,),
new production is generated. The manufacturing process completes the production based

on the production time, and adds the produced quantity to the product inventory. Ac-
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Figure 4.3: Agent model for a single SC entity.

cording to the pending orders and available product in the inventory, shipment will be

created and sent to downstream.

4.1.4 Hybrid Model

This hybrid model uses the integration design [128], where both ABM and SD model have
the same view of the system and execute together. SD uses continuous time and executes
in a fixed integration interval, At whereas ABM advances its time discretely in a fixed
time interval, Atp. Atc is at a finer time resolution compared to Atp to synchronize
between the two models. The data exchange occurs at the discrete time step Atp.
Replacing an SC entity in the SD model with the corresponding agent model will
allow the agent model to represent the high level details of the SC entity, while the SD
model captures the broad view of the whole SCN. However, adapters need to be created

to wrap around an agent to convert between the discrete events and corresponding flows,
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Figure 4.4: Integration of ABM with SD.

Downstream Upstream

as shown in Figure 4.4

Continuous to discrete adapters contain buffers to accumulate flows during continu-
ous time. Discretization of the flows depends on the lot size defined for the order and
shipment. The value of lot size depends on the modeller. In the real world SC, the lot size
is determined by the two entities when they are performing the transaction. At each dis-
crete time step, the adapter will generate discrete events based on the lot size. Similarly,
discrete to continuous adapters receive the discrete event and generate the corresponding
flow quantity. Given the order lot size £Y, and shipment lot size £, conversion proce-
dure for continuous to discrete adapters and discrete to continuous adapters are shown
in Table [4.1] and [4.2] respectively.

There are four types of adapters to convert between the flows and the discrete events,
as shown in Figure 1.4 Demand flow to Orders (DF20) converts the demand flow into
discrete orders to be sent to the agent. It accumulates the demand flow in a buffer and
discretises it into discrete orders based on the order lot size. After processing the orders,
the agent may submit orders to suppliers if there are insufficient materials. Orders to
Demand Flow (O2DF) receives the material orders and converts them to demand flow
upstream. The upstream entity processes the demand flow and generates the correspond-
ing supply flow downstream. Supply Flow to Shipment (SF2SH) accumulates the supply
flow in a buffer and discretises it into discrete material shipments based on the shipment
lot size. Shipment to Supply Flow (SH2SF) receives the product shipment and converts

them to supply flow downstream.
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Table 4.1: Continuous to discrete adapters.

’ Adapter ‘ Continuous Discrete ‘

Demand Flow to | Bufferq +=di* | while Buffery > £° do

Orders (DF20) Generate new Order(Quantity = £, Time = Atp)
Buffery, —= £°

Supply Flow to | Buffer, += s’ | while Buffer, > £5 do

Shipment (SF2SH) Generate new Shipment(Quantity = £)
Buffer, —= £°

Table 4.2: Discrete to continuous adapters.

Adapter Discrete Continuous

Orders to Demand Flow (O2DF) d°" += Order.Quantity d°" — upstream

Shipment to Supply Flow (SH2SF) | s9** += Shipment.Quantity | downstream < s

4.2 Case Study

4.2.1 Supply Chain Resilience Strategies

From the reviews of SCRES strategies from Section [2.1.2] there are two general ap-
proaches to handle the impact of disruptions: mitigation and contingency strategies.
One of the common practices for mitigation strategies is sourcing from more than one
supplier. If one of the suppliers is down during the disruption, other suppliers can still
fulfil the demand of the firm. However, multi-suppliers can be more costly due to the
increase in ordering costs [4]. During a normal scenario, the demand is split between
the suppliers, reducing the quantities ordered per supplier. Therefore, it is difficult to
negotiate for a lower price of the supplies due to economies of scale.

Contingency strategies are actions that are only taken when the disruption occurs.
Hence, the cost of action is incurred only during the activation of the contingency strategy.
Contingent re-routing seeks alternative suppliers during disruption, where the demand
will be rerouted to the contingent supplier when the primary supplier is not available [185].
However, a contingent supplier often charges a higher cost than regular suppliers [184].
The contingent supplier may need to activate additional manpower in order to fulfil the

increase in demand, which translates into higher costs.
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4.2.2 Supply Chain Strategy Design

(a) Single Supplier (b) Contingent Supplier (¢) Multi-Suppliers

(O SD Entity [] Hybrid Entity @) Disrupted { } Backup

Figure 4.5: Different SCRES strategies.

Compared to Section this section propose a design of SC strategies to reduce the
impact of disruption. One of the SCNs (H;) from the dataset of real-world SCNs has been
selected to be used in the case study [201]. This SCN is simplified to consider a single
product, where the manufacturer only requires one type of materials to manufacture
one type of products. There are three retailers in the network (ry, ro and r3), two
manufacturing plants (p; and ps), and one supplier (s;), as shown in Figure [1.5a] The
arrows in the network represent the supply flow. The firm of interest is p;, where it is
modelled using an agent. Other entities are modelled using SD.

The most common way to model disruption is to assume that the supply process has
two states: functioning normally and disrupted [172]. During the disruption, supplier s;
will be down, and it will be up after the disruption. Disruptions can be infrequent but
long, or frequent but short. Figure shows three SCRES strategies that are examined
in this case study. The original SCN is shown in Figure [f.5a] where there is only a single
supplier. The contingent strategy is shown in Figure [£.5b] where contingent supplier s, is
only utilized during the disruption. s, is configured with the same parameters as s;. The
demand will be re-routed to so during the disruption. Figure [4.5¢/ shows the mitigation
strategy where multi-suppliers (s; and s;) are used. The demand is split evenly between
the two suppliers, where each supplier provides half of the total supply required by p;.
During the disruption, only the remaining supplier will be able to fulfil half of the total

demand.
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The impact of various costs on the attractiveness of a given strategy is of interest
to the firm. By simulating across a spectrum of disruption profiles, we can analyse the
cost-effectiveness in terms of two metrics: backorder cost and ordering cost. Backorder
cost is the cost incurred by a firm when it is unable to fill an order and must complete
it later. The backorder cost accumulates at a constant rate proportional to both the
backorder volume and backlog duration [74]. Purchasing or ordering cost is the cost
involved in sourcing the product from the suppliers. It is assumed to be linear to the
amount purchased [161].

Trade-offs between these strategies and trade-off between backorder cost and ordering

cost are analysed and shown in the next section.

4.3 Simulation Results and Analysis

4.3.1 Experimental Setup

The SD model is calibrated with the demand data from the dataset [201]. Based on the
demand data, the supply or production capacity for each entity is assumed to be 10%
more than the demand on the entity. This is to allow flexibility in the SCN such that it
is possible to clear the backorders when the disruption length is short.

Entity p; is modelled as an agent (see Figure . Other than the demand data, the
production lead time and ordering cost from the dataset are also used to calibrate the
parameters for the agent. The remaining parameters are based on assumptions. Both
ordering lead time and shipment lead time are assumed to be 1 day. The order lot size
L£° and shipment lot size £° are both set to 50 units. Assuming that the production lead
time for e, is 7., ordering lead time is 7, and shipment lead time is 7, the safety
stock for €, is set to s, = C, x (T.F +TC9 +T7).

The simulation is executed for a period of two years, after running for one year as
warm up, i.e., the actual simulated time T is 365 days. The agent is executed with a
time step of one day, while the system dynamic entities execute at a time step of % day.
Disruption length and the interval between disruptions are configured according to the
experiment in the next subsections. A firm may not respond immediately to disruption
at a supplier [4]. For this case study, the contingent supplier is activated only at the
middle of the disruption, for a period equal to the disruption length. Assuming that the

disruption starts at time t, for a duration of Ty, the time when the contingent supplier
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is activated equals t5 + %

Two metrics are used to measure the performance: backorder cost Cj and ordering
cost C,. The backorder cost is used to measure the additional costs for backordering,
while the ordering cost measure the additional costs for having multiple suppliers. To
differentiate the additional expense of applying SCRES strategies, multipliers a and /3
are introduced for the backorder cost and the ordering cost respectively. For example,
assuming that the cost of ordering from the regular supplier is 1, if the ordering cost
per unit for multi-suppliers or contingent supplier is 20% more than the regular supplier,

£ = 1.2. For an agent ¢,, the backorder cost for time step ¢ is defined as:
Coplt) = Ou(t) x @ (4.3)
The average per day backorder cost for the SCN, Cy, is calculated by:
G=L Y 14
= = 2.p(1)0T .
=7, X Cealt) (4.4)
Similarly, the ordering cost for agent ¢, in time step ¢ is defined as:
d(t) x 8, if w is contingent or multi-supplier

Cro(t) = (4.5)
dort(t), if w is regular supplier

The average per day ordering cost for the SCN, C,, is calculated by:
C, = L E C 4} 4
e v.0(1)0t .6

The cost multipliers for each strategy may not be the same, depending on the experiment.

4.3.2 Disruption Scenarios

Figure [4.6| shows the cost-effectiveness of SCRES strategies for different disruption sce-
narios. The disruption length and the duration between each disruption are varied.
Disruptions are frequent but short at the bottom left of the figure, and infrequent but
long at the top right. Cost multipliers are set as a = 1 and § = 1.2. The heat map shows
the strategy that is more cost-effective for each region. If the multi-supplier strategy has
a lower cost compared to the contingent supplier strategy, the heat map will be labelled
as M, with reddish colour as the intensity of comparison. Otherwise, if the contingent
supplier strategy has a lower cost compared to the multi-supplier strategy, it is labelled

as C, with bluish colour as the intensity of comparison.
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Figure 4.6: More cost-effective SCRES strategies (M — Multi-suppliers, C — Contingent
Supplier).

Figure [4.6a shows a heat map of the average per day backorder cost for multi-supplier
strategy or contingent supplier strategy. Colour intensity represents the average backo-
rder cost, with a darker colour for the higher cost. We can see that when the interval
between the disruptions is low (frequent disruptions), contingent supplier strategy will
have a lower backorder cost compared to the multi-supplier strategy. Even though the
disrupted supplier recovered after disruption, the multi-suppliers do not have sufficient
capacity to fulfil the backorders. This will also result in lower order fulfilment for multi-
supplier strategy. Since the contingent supplier is continuously engaged even after the
disruption ended, it is able to clear the backorders.

When the interval between the disruptions increases (less frequent disruptions), the
multi-supplier strategy has a lower backorder cost compared to the contingent supplier
strategy. With sufficient time between the disruptions, multi-suppliers are able to clear
the backorders. Since the contingent supplier is only activated after a period after the
disruption, the firm is unable to manufacture anything during this period, resulting in
high backorder cost. Whereas with multi-suppliers, at least the firm is able to continue
with production at lower capacity, depending on the remaining supplier. At around 20 to
30 days between disruptions with disruption length of 50 to 60 days, both strategies result
in high backorder cost (showing dark red or dark blue). When the length of disruption
increases, backorder cost will have the most impact when there is insufficient time to

clear the backorders.
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Assume the average per day ordering costs for multi-supplier strategy and contingent
supplier strategy are C™ and C¢ respectively. Figure shows a heat map of the dif-
ference between average per day ordering cost for multi-supplier strategy and contingent
supplier strategy, i.e., C¢ — C™. Colour intensity represents the amount of the absolute
difference, with darker colour for the higher amount. When the interval between the
disruptions is low (frequent disruptions) and disruption length is high, the multi-supplier
strategy has a lower ordering cost compared to the contingent supplier strategy. This is
due to the fact that multi-suppliers has lower order fulfilment because they are unable
to clear the backorders, resulting in lower overall ordering cost. The cost difference is
highest at both up-left and bottom-right corners. Multi-suppliers incur higher ordering
cost over time if there are few disruptions. The firm is paying for additional costs without
any benefits from using multi-suppliers. Overall, the contingent supplier strategy will be
more cost-effective in terms of ordering costs if the multi-supplier strategy and contingent

supplier strategy have the same cost multiplier.

4.3.3 Ordering Costs Trade-off

Cost multipliers, a and (3, represents the real-world cost for the backorders and orders. To
compare the trade-offs between multi-supplier strategy and contingent supplier strategy,
the cost multipliers for backorder costs and ordering costs for each strategy need to be
analysed. It is straightforward to study the backorder cost by comparing the backorder
quantity for each strategy, as « is directly proportional to the backorder as shown in
Equation 4.3l However, the total ordering cost depends on the type of supplier used, as
shown in Equation [£.5] Hence, further analysis of the total ordering cost is needed by
comparing the ordering cost multipliers of each strategy.

Figure 4.7 compares the trade-off between the strategies based on different ordering
cost multiplier for each strategy. The x-axis shows the ordering cost multiplier for the
multi-supplier strategy (™), while y-axis shows the cost multiplier for the contingent
supplier strategy (8¢). There are four different disruption scenarios, varying between the
disruption length (short or long) and the interval between disruptions (frequent with short
intervals or infrequent with long intervals). The lines represent the ordering cost where the
multi-supplier strategy equals to the contingent supplier strategy, i.e., C x ™ = C¢ x 3.

For most disruption scenarios, contingent supplier strategy is generally more cost ef-

fective in terms of ordering cost compared to the multi-supplier strategy, i.e., the gradient
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Figure 4.7: Ordering cost trade-off between contingent supplier strategy and multi-
supplier strategy. Gradient g of each line is shown in the legends. /™ = 1.2 is drawn as

a grey vertical line.

of the line, g, is greater than 1. This is more prominent when the disruption is short
and infrequent (dotted line), where g = 4.77. This is because contingent supplier strat-
egy only incurs very little addition cost to engage the contingent supplier only during a
few short disruptions. However, the multi-supplier strategy is more cost-effective than
the contingent supplier strategy for long and frequent disruption (dot-dash line), where
g = 0.95. From the previous subsection, the lower ordering cost is due to the low order
fulfilment.

To interpret this diagram, we can compare the ordering cost between strategies under
different disruption scenarios. In Figure for a short and infrequent disruption, point
(1.2,5.86) gives C' x 1.2 = C¢ x 5.86. For example, given that the cost multipliers for
two strategies are 5™ = 1.2 and ¢ = 1.2, the point (1.2, 1.2) is below the dotted line, i.e.,
Cm x 1.2 > C¢ x 1.2. This indicates that contingent supplier strategy will be more cost-
effective in terms of ordering cost compared to the multi-supplier strategy. For another
example, if ¢ = 7, the point (1.2,7) is above the dotted line, i.e., C™ x 1.2 < C¢ x 7.

This means that the multi-supplier strategy will be more cost-effective.
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4.3.4 Total Relative Cost

Given that the average backorder costs for multi-supplier strategy and contingent sup-
plier strategy are CJ* and Cf respectively, the normalized backorder costs for the multi-

suppliers 6’,?‘ and the contingent supplier é\'g are shown below:

_ cm

Cm — %
" max(Cy, CF)
Gp = —

max(Cy*, Cf)
The normalized ordering costs for the multi-suppliers 5];\1 and for contingent supplier 6\’5

are shown below:

_ cm

Cm — %
© max (C™m, C¢)
G —

° max(Cy, C)

After normalizing the costs (backorder cost and ordering cost) between the strategies, the
total relative cost is calculated by aggregating the weighted metrics. Assume the weight
for the ordering cost is w; where 0 < w; < 1, and the weight for the backorder cost is
1 — w;. The total relative costs for multi-suppliers C™ and contingent supplier C¢ are

shown below:

C™ = Cp" x wy + O x (1 —w)

CC:C/’\gxwl—i—é\'gX(l—wl)

Figure 1.8 shows the trade-off between backorder cost and ordering cost based on the
two strategies. X-axis represents the weight of the ordering cost w;. Y-axis is the total
relative cost. Strategy with the lower total relative cost is more cost-effective, i.e., the
lower line.

For short and frequent disruption in Figure [£.8a] the contingent supplier strategy has
a lower total relative cost than multi-supplier strategy. For the multi-supplier strategy,
when one of the suppliers is disrupted, the whole SCN lost 50% of its supply which
reduces the overall production by 50%. After the disrupted supplier is restored, there
is insufficient spare capacity to clear the backorders before the next disruption occurs.
Hence, the multi-supplier strategy is unable to clear the backorders when the disruption

is frequent, resulting in higher backorder costs. In addition, these results show that
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Figure 4.8: Trade-off between backorder cost and ordering cost.

considering only ordering costs for the trade-off comparison is insufficient for comparison
between strategies under short and frequent disruptions. Similarly, for long and frequent
disruption in Figure [4.8D] the contingent supplier strategy has a lower total relative cost
compared to the multi-supplier strategy when w; < 0.9. Multi-supplier strategy only
becomes more cost-effective when w; > 0.9. Hence, frequent disruptions have a huge
impact on the backorder cost for the multi-supplier strategy and the contingent supplier
strategy is generally more cost-effective.

On the other hand in Figure[£.8d the multi-supplier strategy has a lower total relative
cost compared to the contingent supplier strategy when w; is low. When the disruption
is infrequent, there is more time between the disruptions for the multi-suppliers to clear

the backorders. Hence, the multi-supplier strategy has a lower backorder cost compared
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to the contingent supplier strategy, as shown in Figure at the top left. When w;
increases, the contingent supplier strategy will have a lower total relative cost compared to
the multi-supplier strategy due to lower ordering cost. The trend is similar in Figure[4.8d]

In summary, considering a case where the backorder cost carries more weight (lower
wy). For frequent disruptions, the contingency supplier strategy is more cost-effective
than multi-supplier strategy, as multi-suppliers is unable to clear backorders. For infre-
quent disruptions, the multi-supplier strategy is more cost-effective when there is more
time to clear the backorders. On the contrast, when the ordering cost is higher (higher
wy ), contingency supplier strategy is more cost-effective as more orders are placed in

multi-suppliers.

4.4 Summary

In this chapter, a hybrid model is proposed to represent multiple levels of details in an
SCN , combining SD and ABM using an integration design approach. FEach entity in the
SCN can be represented by either an SD entity or an agent, interacting with each other
through special adapters that convert between the continuous flow and discrete events.
The number of agents in the model depends on the availability of data to calibrate agent
model parameters and the level of detail needed for the study. There are several benefits
of using the hybrid model. First, it allows the firm to construct a broad view of the
whole SCN based on aggregated data through SD. Second, it allows the firm to perform
in-depth analysis regarding its own performance by modelling detailed processes using
an agent.

A case study on identifying cost-effective SCRES strategies for a three-stage SCN
is used to illustrate the applicability of the hybrid model. Two SCRES strategies are
studied: mitigation strategy using multi-suppliers and contingency strategy using con-
tingent supplier. Trade-offs between these strategies and trade-offs between backorder
cost and ordering cost are analysed and shown in the experimental results. When backo-
rder cost per unit is more expensive, contingency supplier strategy is more cost-effective
for frequent disruptions and multi-supplier strategy is more cost-effective for infrequent
disruptions. On the contrast, when ordering cost per unit is more expensive, contingency
supplier strategy is more cost-effective.

This chapter only provides preliminary analysis of SCRES strategies to showcase the
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applicability of the hybrid model. A theoretical analysis of the network structure is
proposed in Chapter [5 and dynamic analysis on recovery of the SCN after disruptions
will be further detailed in in Chapter [6]
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Chapter 5

A Graph-based Model to Measure

Structural Redundancy

When the supplies of vital materials are concentrated on a single firm, the SCs are
inherently susceptible to disruption risks [132]. For example in the Tohoku earthquake,
a specific supplier was severely damaged by the disaster. This caused disruptions across
multiple part manufacturers, resulting in major automotive manufacturers unable to
continue production [I19]. When Toyota was forced to rebuild its SC after the earthquake,
managers were surprised to discover just how many parts relied on the same few suppliers
far upstream [197]. This incident demonstrated that firms must understand material flow
in the SC, including not only immediate but also indirect links via the SCs, as well as
supply disruption risk of each material. Therefore, they can anticipate whether and how
disruptions of specific upstream materials may affect their own production processes.

Based on the research gaps in Section [2.3] current models from literature are unable
to analyse the dependencies across multi-stages in an SCN, where vulnerabilities in the
upstream stages of the SCN can have a significant impact downstream. In addition,
existing research assumed that plants within the SCN or the same stage are equivalent,
or the type of material flows between stages are the same. For example, the hierarchical
network models used in Chapter [3| and [4] assumed that all entities within the same stage
perform the same operations.

Given the above drawbacks, this chapter proposes a graph-based model of a multi-
stage SCN to assess SCRES, in terms of the structural redundancy at the network level.
The graph model of SCN is defined in Section where the model considers both mate-

rials and plants in the SCN and captures two essential relationships between the materials
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and plants (that is, material-to-product relationships and inter-plant relationships). The
two relationships form the basic building blocks for constructing a multi-stage SCN.
Based on the topological structure of the SCN, all the SCs in the SCN are identified.
Correspondingly, an approach to analyse SCRES is proposed to identify the critical plants
and measure the number of SCs in the SCN. In Section [5.2] the graph model and the
approach for SCRES analysis are illustrated using the real-world SCN from the existing
dataset of SCNs [201].

The main theoretical contributions of this chapter are the proposed conceptual model
of an SCN that can represent structural redundancy across multiple stages. Based on
this model, critical plants in the SCN can be identified and redundancy of SCRES can be
assessed. The practical implications of the model and the approach are demonstrated by
using mitigation and contingency strategies to build a more resilient SCN. For mitigation
strategy, critical plants should be the key priority to reduce the impact of disruption.
For contingency strategy, the impact of disruptions on the critical plants determines the

level of response toward the disruptions.

5.1 Graph Model of Supply Chain Network

First, the SC model is discussed before introducing the SCN model. We consider a single-
product, multi-stage SC, consisting of plants and materials. By extending on Grave’s
model [56], the dependencies between materials and plants are considered. This allows
any general multi-stage production system to be modelled, in which each stage performs a
distinct operation and requires its own plants. To represent structural redundancy in the
SCN, the model is extended to consider redundant dependencies between the materials
and plants. However, there are limitations of the model. The capacity of the plant is
not considered in this model. To simplify the analysis, we assume that each plant only

produces a single product.

5.1.1 Supply Chain Model

A rooted directed tree G is denoted as G = (M, P, E,m,), where M and P are disjoint
sets of nodes, and F is the set of directed edges between nodes in M and P respectively.
The root of the tree is m,, where m, € M. Leaves of the tree are nodes in P. G is also a

bipartite graph, where the nodes can be divided into two disjoint and independent sets
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M and P.

M is the set of materials and P is the set of plants in an SC. m is a material in the
SC, such that m € M. p is a plant in the SC, such that p € P. The end product of the
whole SC is represented by root m,, which is assumed as the focal product subjected to
analysis. There are two basic components in an SC, which represent the dependencies

between the material and plant: output dependency and input dependency.

(a) Material m; is produced by plant py, such  (b) Material mq is processed at plant pp, such

that m; has output dependency on p;. that p; has input dependency on msy.

Figure 5.1: Dependency between plant and material.

Output dependency is the dependency relationship from a plant p to a material
m, such that m is produced or supplied by p. A single stage in the SC is represented
by an output dependency. Hence, an output dependency represents a single production
(with input and output materials at p) or supply process (only output material at p).
For a production process, the material, such as sub-assembly or intermediate product, is
produced from the plant. For a supply process, the material is sourced from the plant.
Figure shows an example of the material m, that is produced from plant p;. The
set of output dependencies in the SC are represented by the set of edges Eop.

Input dependency is the dependency relationship from a material m to a plant p,
where the material, e.g., raw material, sub-assembly or intermediate products, is required
by the plant for the production process. Input dependencies link stages of the SC together.
For example in Figure [5.1b| plant p; is dependent on material ms. The set of input
dependencies in the SC is represented by the set of edges F;. All input dependencies
of a plant are necessary to the plant, as they represent the materials directly required
by the plant to process the product. Two input dependencies for plant p; are shown in
Figure from my to p1, and from msy to p;. Since all the input materials are necessary,
this can be represented using a logical AND relationship (A).

Based on the two basic components, two key relationships in the SC can be mod-
elled simultaneously. First, the input dependency and output dependency represent the

material-to-product relationships in the production process. Whereas the combination of
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Figure 5.2: Input dependencies of plant p; on materials m; and my.

the output dependency and input dependency forms the inter-plant relationships between
the plants.

Suppliers provide the raw materials required in the SC. They are not involved in any
production processes within the SC. Hence, all the leaves in G represent the suppliers,

which are from the set of plants in P.

1. Ep is a set of distinct directed edges, where each directed edge from p to m is
represented by an ordered pair of nodes (p,m) or p — m. This relation can be

expressed as:

Eo C (P x M) = {(p,m)|m € M,p € P} (5.1)

where Ep is the subset or equal set of all possible edges from P to M.

2. E; is a set of distinct directed edges, where each directed edge from m to p is
represented by an ordered pair of nodes (m,p) or m — p. This relation can be

expressed as:

E; C (M x P) = {(m,p)|m € M,p € P} (5.2)

where E7 is the subset or equal set of all possible edges from M to P.

3. Since there are only edges between m and p, there are no edges between nodes from

the same set, that is £ = Ep U E; and Ep N E; = 0.

We denote the set of in-nodes of p as M*(p), where Vm € M™(p),(m,p) € E;, and
the set of in-nodes of m is denoted as P*(m), where Vp € P*(m), (p,m) € Eo. For a
connected edge-set, e.g., (p1,m1), (M1, p2), it can also be represented as p; — m; — po.

Assuming that every plant in an SC produces an unique material:

Proposition 5.1. For all material m € M, there will be only one plant producing an

unique material m in an SC, i.e., Ym € M,|PT(m)| = 1.

Definition 5.1 (Supply Chain). A supply chain is represented by a rooted directed tree
G = (M, P, E,m,), where M is the set of materials and P is the set of plants. The root
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of the tree, m,, represents the end product. The leaves of the tree from P, represent the

suppliers. E represents the dependency relationships between materials and plants.

An SC represents the production system to process the material and produce the end
product, where all plants play a role in the production process. The minimum number of
nodes in G consists of a root m and a single plant p, connected as the output dependency

(p,m). This represents a single stage in the SC.
Proposition 5.2. There is at least one output dependency in a supply chain.

Since the supply chain is a tree and tree is a connected graph, the following proposition

is obvious:
Proposition 5.3 (Supply Chain Connectivity). An SC is connected.

Since the SC is connected, all plants and materials must exist in the set of output
dependencies, where each stage contains a plant and the corresponding material that is
processed. Stages in the SC are linked together through the input dependencies, where

the paths represent the material flow from all plants to the end product.

Example 5.1. Figure shows an industrial organic chemicals manufacturing SC (H)
from dataset [201]. Tt is represented as a two-stage SC G for an end product m;.
Plant ps, ps, and p; produce material mo, mg and my respectively. Material mqy, mg
and my are materials required for plant p; to produce the end product m;. Hence,
{(ma, p1), (M3, p1), (M4, p1)} are the input dependencies for py, and {(p1,m1)} is the out-
put dependency.

5.1.2 Supply Chain Network Model

In order to assess the SC redundancy, we introduce an SCN in which redundant plants
can exist. There is more than one plant producing the same material in the SCN;, i.e.,
SCN has redundant output dependencies. In the SC, it requires that a material is
only produced by one plant (Proposition (5.1))). The SCN model relaxes this constraint,
such that there can be multiple plants producing the same material. Hence, an SCN
can be defined as a set of SCs [62]. This redundancy represents sourcing policies such as

dual or multiple sourcing, as shown in Figure [5.4] where there are two plants p; and po
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Figure 5.3: A two-stage supply chain.

D1 P2

Figure 5.4: Redundant output dependencies of material m on plants p; or ps.

producing the same material m;. As the output dependencies are redundant, this can be
represented using a logical OR relationship (V).

Let G be the set of trees G with the same root m,, a rooted directed acyclic graph
H = (My, Py, Ey,m,) is the union of trees G, € G, such that:

VGI(qu P&?J E:DJ mo) e G?

My =M,
Py =JP.
Ey =\JE,
me € My

Definition 5.2 (Supply Chain Network). Given G is a set of trees that have the same
root my, a supply chain network is a rooted directed acyclic graph H, which is a union

of trees in G.

Example 5.2. Figure [5.5a] shows a two-stage SCN H for a common end product m;
based on an existing SCN, Hj, from dataset [20I]. It comprises two SCs as shown
in Figure Since there are two plants producing m,, there are redundant output

dependencies, (p1,m1) and (pa, my), for material m;.
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(a) SCN H for end product m;.

(b) SC G with plant py. (c) SC Gy with plant ps.

Figure 5.5: Two-stage supply chain network H contains two SCs G; and Gbs.

Given the definition of the SCN, the following two propositions are obvious:
Proposition 5.4. Given an existing SCN, there is at least one SC' exists.

Proposition 5.5 (Supply Chain Network Connectivity). A supply chain network is con-

nected if there is at least one connected supply chain.

Since an SCN consists of multiple SCs, as long as one of the SCs is still connected, the

end product m, is still available.

5.1.3 Disruptions in a Supply Chain Network

We consider disruption in an SC as the disruption of plants. If a plant p is disrupted,
all dependencies of p will be disrupted. To model the disruption of plant p, all edges
connected to p will be removed from the SC. When one or more dependencies is removed
from the SC, the SC is disconnected, since removing an edge from a tree will disconnect

the tree. Hence, we can define SC disruption in terms of graph connectivity.
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Definition 5.3 (Supply Chain Disruption). A supply chain is disrupted if a supply chain

is disconnected.

After considering disruptions in the SC, we extend the scope to consider disruptions
in the SCN. From Proposition if there is no connected SC in an SCN, the SCN is

disconnected.

Definition 5.4 (Supply Chain Network Disruption). A supply chain network is disrupted

if a supply chain network is disconnected.

Example 5.3. For example in Figure [5.5] there are two SCs G; and Gy. When p; is
disrupted, the SC (G, is disrupted. When p, is disrupted, the SC (G5 is disrupted. If both
plants p; and ps are disrupted, both SCs Gy and G4 are disrupted. Hence, the SCN H is
disrupted.

5.1.4 Number of Supply Chains in Generic Supply Chain Net-

work

One way of mitigating the impact of disruption is by increasing the number of SCs in
an SCN, i.e., increasing redundancy. A higher number of SCs reduces the probability
that the SCN will be disconnected when plants are disrupted. To determine the number
of SCs in an SCN, we use a generic SCN, where the SCN structure of a tree can be

constructed based on parameters defined.

Definition 5.5 (Generic Supply Chain Network). A generic supply chain network is
a supply chain network where there are a plants producing each material, each plant

requires 3 input materials, and there are L stages.

A generic SCN H is k-ary tree if both @« = k and = k. The minimum possible
generic SCN that is connected is when a« = 1, § = 1 and L = 1, which is shown in
Figure [5.1al Hence, for a connected generic SCN, it is constrained by o > 1, # > 1 and
L > 1. Figure [5.6| shows an example of a generic SCN with L =2, a =2 and = 2.

Since a represents the number of plants for each material, the number of plants at
stage [ is « times of the number of materials at stage [. Assuming each stage [ =
0,....,L—1,

Number of materials at stage | = o' x /3 (5.3a)
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Figure 5.6: A generic supply chain network with parameters L =2, a = 2 and § = 2.

Number of plants at stage [ = a x (a! x ') (5.3b)

3

For a general form of a geometric progression, a, ar, ar?, ar?, ..., ar"!, the summation

of the geometric progression is % By formulating the Equation [5.3ajand |5.3b]into the

terms a, r and n, the total number of materials and plants can be derived by transforming
the sequences to summations:

Assume o > 1 and 8 > 1, by applying geometric progression to Equation and
[b.3b] where 1 = 0,1,...,L — 1,

L-1
Number of materials, [M| = > o x
1=0
alpt —1
af —1

L—1
Number of plants, |[P| =Y a x (a! x ')
1=0
L—1
=ax Y (o' xp)
1=0
=« x |M]|
The number of plants that produces the same material increases the number of SCs
linearly by a factor of a. In Figure[5.6} plant p; depends on material ms and ms. Material
mso depends on plant p3 and py, while m3 depends on p5 and pg. We can form four chains

with respect to py:
L. {p3 — ma = p1,ps = m3 — p1}
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2. {ps — my — p1,ps = m3 = p1}
3. {p3—>m2—>p1;p6—>m3 —>p1}
4. {p4—>m2—>p1,p6—>m3 —>P1}

As material m; depends on either plants p; or ps, the total number of SCs is 4 x 2 = 8.

Assuming that the number of SCs for a generic SCN with L stages is ny_1,

Ng = «

ny = a x (n_)?
By applying log, on both sides of the equation:

log,ng =1

log, ny = 1+ Blog,(ni—1)

log,n1 =1+ Blog, no
=1+4

log, no = 1+ Blog, nm
=1+p(1+5)
=1+p8+5

By induction,

loganr—1=1+p8+p8+ -+ 4!

So,
| 1+ 4t
O ny,1=—/———
Ba ML-1 1_6
and,
14pt—t
n,_1=oq 1-8 (55)

5.1.5 Identifying Supply Chains from a Supply Chain Network

However, most of the real-world SCNs cannot be represented using the generic SCN, a
more general method is required to determine the number of SCs in an SCN. Given that
at least one SC existing in an SCN, an algorithm to find all the SCs in an existing SCN
is presented in Algorithm [5.1]
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Algorithm 5.1 Find Supply Chains
1: function FINDSUPPLYCHAINS(m)

20 Gy 0

3: for p e P™(m) do

4: Gy« 0

5: for m; € M*(p) do

6: G; +FindSupplyChains(m;)

7: Gip — {(M U{m,m;}, PU{p}, EU{(m;,p),(p,m)}),YG(M, P,E,m;) € G;}
8: if G, = () then

9: Gp + Gy p
10: else
11: Gp + {G1UG2,Y(G1,G2) € (G, x Gyp)}
12: G + G UG,
13: return G,,

Algorithm describes a reverse depth-first traversal algorithm to determine the set
of SCs G from an SCN H. The algorithm recursively traverses H from a material m, to
find all the SCs with respect to material m.

The function FindSupplyChains(m) returns G,,, which is the set of trees with the
root m. Each plant p producing m is traversed (Line |3]) to find the set of trees G, with
respect to p. For each plant p, m; denotes the input material required by the plant p
(Line . For each input material m;, the set of trees G; with respect to m; is found by
calling FindSupplyChains(m;) (Line [6). Edges from input material m; to plant p, and
from plant p to output product m, are added to each tree in G; (Line . If the set G,
is empty, then G, equals to G, for the first material in M*(p). Otherwise, the product
G, x G;, returns a set of paired trees, where each pair (G, G3) are unioned to form
the set of trees G, with respect to p (Line . This generates the combinations of trees
where there are redundant output dependencies for the material m (as described in the
previous subsection). Each tree in G, is then added to G,,. Hence, all the SCs from an
SCN H can be found by calling FindSupplyChains(m,) to traverse the SCN from the

end product m,,.
Example 5.4. In Figure [5.5a] the tree H is traversed starting from the root m;.

1. There are two plants producing m;, such that P (m;) = {p1,p2}.

81



2. For each plant in P*(m;), it depends on three materials {my, ms, m4}, such that

M+(p1) = {m2,m3,m4} and M+(p2) = {m27m37m4}~

3. For each of the materials {ms, ms3, my}, the trees with respect to each material can

be found:

(a) G = {G({ma}, {ps}, {ps — ma}, ma)}
(b) Gz ={G({ms},{pa}, {ps = ma},ms3)}
(¢) Ga=A{G({ma}, {ps},{ps = ma},ma)}

4. For the plant p, these trees are added with the edges {(ma, p1), (ms,p1), (M4, p1),

(p1,m1)} to obtain the intermediate set of trees Gy, G3; and Gy;.

(a) Go1 = {G({ma, ma}, {p3, p1 }, {ps = ma — p1 = mq})}
(b) Gs1 = {G({m1,ms}, {ps,p1}, {ps = m3 — p1 — m1})}

(c) Gag = {G{ma, ma}, {ps, p1}, {ps = ma — p1 = ma})}
5. The union of trees in the sets Gy, G31 and G4y form the tree Gy in Figure [5.5h]

6. Similarly for the plant p,, these trees are added with the edges {(ma2, ps2), (M3, p2),

(my4, p2), (p2,m1)} to obtain the intermediate set of trees Goo, G2 and Gy .

(a) Goo = {G({m1,ma}, {p3, P2}, {p3s = ma = p2 = my})}
(b) Gso = {G({m1,ms},{ps,p2}, {ps = ms — p2 = my})}

(C) G4,2 = {G({ml,m4}, {p5,p2}, {p5 — My —> P2 — m1})}
7. Then the union of trees in the sets G 2, G3 2 and Gy 2 form the tree G in Figure .

Hence, two SCs (G; and G5 can be obtained from the SCN H.

5.1.6 Assessment Metrics

Based on our SCN model, we proposed a two-level approach to assess the SCRES using
structural redundancy. The measures are validated through two case studies on real-world
SCN in Section [5.2
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Non-redundant Plants

The first level identifies plants within the SCN without redundancy. When a plant

without redundancy is disrupted, it will have a significant impact on the SCN.

Definition 5.6 (Non-redundant Plant). A non-redundant plant is a plant in an SCN for

a material m, such that there is only one plant producing the material m.

The set of non-redundant plants can be determined by:

S Pr(m) if [PH(m)| =1 56

meMg | () otherwise

If there is no non-redundant plants, all plants have at least one redundant plant.
Hence, the SCN can tolerate at least one plant disruption without disrupting any SCs.
If the firm aims to achieve redundancy on all plants, the set of non-redundant plants will
be the key areas for building additional redundancy. On the other hand, it is possible
for an SCN to have non-redundant plants for materials that are required by redundant

plants downstream.

Example 5.5. Given two SCs G; and Gs in an SCN, Gy’s set of edges E; = {ps —
m1 — p1 — mp}, and Gy’s set of edges Fy = {py — mq — p3 — mg}. Material mg has
redundant plants p; and p3. Whereas for m; only depends on ps, and ms depends on py.

Both py and p4 are non-redundant plants, but mq has redundancy with respect to p, and
Ps.

Definition 5.7 (Critical Plant). A critical plant is a plant that is shared by all the SCs
in an SCN.

The set of critical plants P,,; is the intersection of the vertex set P of all trees G € G.
If p € P..;; is disrupted, all edges connected to p will be removed from SCN H. Hence,
all trees G € G will be disconnected.
Py = N P (5.7)
G(M,P,E,m,)eG
The set of critical plants is a subset or equal set of the non-redundant plants, such
that P C P,
If there is no critical plant, there will be no single point of failure that may disrupt

the entire SCN. Hence, the critical plants are the key areas to focus on to improve the

SCRES.
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Redundancy

A large number of critical plants in an SCN indicates large overlapping amongst the
SCs (and hence fewer redundancies in the SCN). However, the number of critical plants
does not measure the exact amount of redundancies in the SCN, where there may be
more than one plant for each material. So, to capture the structural redundancy (i.e., to
capture the redundancy at the network level instead of nodes), the second level measures
the number of SCs in an SCN. This indicates the SCN’s ability to resist disruptions and

maintain operations.

Definition 5.8 (Supply chain network redundancy). Supply Chain Network Redundancy
is the number of SCs in an SCN H.

Nsen = |G| (5.8)

A large number of SCs can indicate that there are more alternative production pro-
cesses for the end product. This redundancy allows the SCN to maintain the production
process even when some plants are disrupted, or provide backup plants that can be
utilised during disruptions.

The advantage of this measurement approach is the ability to represent structural
redundancy in a multi-stage SCN. In addition, upstream disruptions in the SCN may not
be felt as quickly as downstream disruptions. But the impact of upstream disruptions can
be amplified and outlasting the disruptions themselves [165]. Hence, the redundancies of
plants at the lower stages have a larger impact on the SCRES compared to redundancies
of plants at higher stages.

One limitation of using the number of SCs in an SCN to measure SCN redundancy is
that two SCN designs, one with critical plants and one having redundancies for all plants,
may have the same number of SCs. Therefore, this requires a two-level assessment:
(i) the number of critical plants, and (ii) the number of SCs. It is more important to
improve the redundancies for the critical plants, before improving the redundancies of

the remaining non-redundant plants in the SCN.

Example 5.6. In Figure there is only one plant producing each material moy, ms
and my (i.e., p3 producing ms, py producing ms and ps producing my). For the first level
analysis, we consider the non-redundant plants in the SCN. The set of non-redundant

plants is P, = {ps, p4,ps}. The set of critical plants P..; is the same set as P,,.. For the
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second level of analysis, we measure the number of SCs in the SCN. There are two plants
p1 and py producing the same material m,. Two SCs (Figure and Figure can
be found from the SCN, i.e, ng., = 2.

5.2 Case Studies

To illustrate the applicability of the conceptual model, we conduct analysis using two
multi-stage SCNs, Hj and Hs;, from an existing set of real-life cases [201]. Hj is a
real-world computer peripheral equipment manufacturing SCN, consisting of nine plants.
This SCN is chosen as it is small enough for visual analysis yet contains redundancies
within the SCN. Hy; is another real-world SCN which manufactures perfumes, cosmetics,
and other toilet preparations, consisting of 98 plants. This case is used to illustrate the
scalability of the model, and to demonstrate the limitation of using visual analysis due

to the complexities of the network structure.

5.2.1 Case I — Contingency Strategy

First, we consider a contingency strategy by performing the contingency actions after an
SC disruption has occurred. When a plant disruption has occurred, we first determine
whether the disrupted plant is a critical plant. If the disrupted plant is not a critical
plant, the SCN can still maintain some functionalities due to the redundancies within the
SCN. If a critical plant is disrupted, contingency action such as activating the backup is
required.

This case study is conducted on Hs, which consists of nine plants, eight materials and
a single end product mg. There are three stages in the SCN, with ten input dependencies
and nine output dependencies. There are two SCs in Hj, each containing six plants and
six materials.

The first four scenarios are designed based on Hj to demonstrate the applicability
of the model and the contingency strategy to improve the resilience of the SCN against
disruptions. The SCNs in these four scenarios are evaluated using the metrics introduced
in Section [5.1.6] and the results are tabulated in Table 5.1l To determine the potential
risk within the SCN, the set of non-redundant plants P,, and the set of critical plants
P..;; are identified.

Scenario 1 is an SC of Hj, as shown in Figure [5.7al It represents an SCN without
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(e) Scenario 5 — redundant critical plants (f) Scenario 6 — all redundant plants

Figure 5.7: Six scenarios based on Hj from dataset [201], where the disrupted plant is

shaded and the dotted nodes represent plants that are affected by the disruption.
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Table 5.1: Assessment for Hs.

Scenario | |P| P, P Nsen
1 6 | {p1.p2.ps, s p7.pst | {p1, 02,305, 07,08} | 1
2 9 | {p1, P2, 3, P1, 5, D6, 7} {p2,p3,pr} 2
3 7 | {p1, P2, p3, P, e, D7, Do} {pa, p3,p7} 1
4 7 | {p1. 02, p3, D1y D6, DL, o} {p2; 3, p7} 1
5 12 {P1, P4, 5, P6 } 0 16
6 16 0 0 64

any redundancy, i.e., there is only one SC in this scenario. Hence, all the plants have no
redundancies. The lack of redundancies causes the SCN to not able able to tolerate any
disruptions.

Scenario 2 is the original SCN in Hj as shown in Figure[5.7b] It contains redundancies
in the SCN, such that there are two SCs in H3. As such, the SCN has a smaller number
of critical plants in the SCN compared to Scenario 1.

Considering a scenario where there is a plant disruption in the SCN, whether or not
the disrupted plant is a critical plant needs to be determined. Scenario 3 is the remaining
SCN of Hj after a plant ps is disrupted. In Figure [5.7d, it shows the shaded plant ps is
disrupted and the dependencies {(mi, ps), (ma, ps), (M3, ps), (ps, M) }) are removed from
the SCN. As a result, nodes {p1, ps, m1, mg} are affected by the disruption (as drawn
in dotted lines). We can see that one of the SCs is disconnected when ps is disrupted.
Since ps; is not a critical plant, the SCN is still connected after disruption due to the
redundancies within the SCN. As the SCN is still connected, the firm can still afford to
wait passively for the disruption to end, and for the plant ps; to recover.

Scenario 4 represents another scenario where a critical plant p; is disrupted in the
Scenario 3. Since p; is a critical plant, it disrupts all the SCs in the SCN, resulting in
disruption of the whole SCN. Hence, contingency policies need to be taken to recover
the SCN from disruption. One possible policy is to use contingent re-routing, to seek
alternative plants after disruption, where the demand will be rerouted to the backup
plant [I85]. To recover the production capabilities of the SCN, the firm needs to re-route

the demand to the backup plant p% to maintain the flow of the material m;.
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5.2.2 Case II — Mitigation Strategy

For mitigation strategy, we prioritise risk mitigation in the SCN by improving redun-
dancy of non-redundant plants in the SCN. One possible strategy to redesign the SCN
is to improve the SCRES against disruption by having multiple sourcing options for its
products [134]. Multiple plants diversify risks by decreasing the likelihood that a disrup-
tion to a single plant significantly impacts the SCN. If we assume that each plant has the
same fixed setup cost, the number of plants in the SCN is proxy for setup costs for the
plants. More complex operational costs of dual sourcing, such as variable ordering costs,
are part of the future works.

For the mitigation strategy, there are two additional scenarios. To improve the SCRES
of Scenario 2, dual sourcing is implemented for all critical plants, where one additional
plant is added for the critical plants P..;; = {p2, ps, pr} identified in Table . Scenario
5 is a redesigned SCN after adding the redundant plants for all the critical plants in
Scenario 2, where it has 12 plants and 8 materials, as shown in Figure[5.7¢f There are in
total 10 input dependencies and 12 output dependencies. The additional plants do not
affect the total number of materials in the SCN. Another approach to mitigating risks
is to improve the redundancy for all non-redundant plants. Scenario 6 implements dual
sourcing for all the non-redundant plants of Scenario 5, i.e., P,, = {p1,ps, 05,06}, as
shown in Figure 5.7, It has 16 plants and eight materials, with 16 input dependencies
and 16 output dependencies. Hence, it has redundancy in the all plants, where there
are at least two plants producing each material. This means that all the materials can
tolerate at least one plant that produces the material to be disrupted.

To analyse the resilience of SCN against random disruptions, we simulate disruptions
of the plants using Monte-Carlo simulation and evaluate the probability that the SCN
remains connected. For the simulation, we randomly generate a set of plants to be
disrupted, varying from 0% to 100%. Based on the percentage of the plants that are
disrupted, the number of SCs in the remaining SCN is calculated. This process is sampled
10,000 times to obtain the average number of SCs for each percentage of plants that are
disrupted. The results are shown in Figure [5.8] which plots the percentage of plants
disrupted against the number of remaining SCs in logarithmic scale (log(nse, +1)). The
number of remaining SCs reduces as more plants are disrupted. At around 65% of plants
disrupted, the SCNs in all scenarios are disrupted.

Scenario 5 has a better resilience during disruption compared to Scenario 2, where it
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Figure 5.8: Percentage of plants disrupted against number of remaining SCs in Hs.

requires 55% of the plants to be disrupted in order to disrupt the whole SCN, compared
to 45% in Scenario 2. Hence, the SCN is more resilient against disruptions if redundant
plants are added for the three critical plants (33% additional redundant plants). Scenario
6 demonstrates the best resilience compared to Scenario 2 and Scenario 5, as shown in
Figure [5.8, where it can remain connected up to 65% of the plants disrupted. However,
this requires around 77% more plants to achieve the level of the SCRES, which is a

significant investment to consider.

5.2.3 Case III — Evaluation of a Large Supply Chain Network

This case applies the same mitigation strategy as the previous case II, but on a larger SCN.
Hy; consists of 98 plants, 89 materials and a single end product m,. There are six stages
in the production process, with 187 input dependencies and 98 output dependencies.
Figure shows the non-redundant plants and critical plants in Ho;.

Three scenarios are designed based on Hyy: Scenario 7 is the original SCN Hsq that is
implemented by the industry, such that there are 10 SCs. To determine the potential risks
within Hsy, the set of 88 non-redundancy plants and four critical plants are identified. To
improve the resilience of Scenario 7, four additional plants are added for the critical plants

identified in Scenario 7. In Scenario 8, the new SCN has 102 plants and 89 materials.
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There are in total 187 input dependencies and 102 output dependencies. The additional
plants do not affect the total number of materials in Scenario 8. Another possible strategy
to improve the SCRES is implementing dual sourcing for all the non-redundant plants by
adding 88 new plants in Scenario 9. It has 186 plants and 89 materials, with 364 input

dependencies and 186 output dependencies.

Table 5.2: Assessment for Ho;.

Scenario | |P| | | Pl Pt Nsen
7 98 88 | {pr2, P73, Pras D121} 10
8 102 84 0 160
9 186 0 0 354,334,820,352
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Figure 5.10: Percentage of plants disrupted against the number of remaining SCs in Hs;.

Based on these scenarios, the SCNs are evaluated and tabulated in Table 5.2} Simi-
larly, a Monte-Carlo simulation is conducted to simulate random disruptions in Hy;. The
results are shown in Figure [5.10] which plots the percentage of plants disrupted against
the number of remaining SCs in logarithmic scale (log(nse, +1)).

From Figure [5.10] when 30% of the plants in Scenario 7 are disrupted, the whole
SCN will be disrupted. Hence, these non-redundancy plants should be the priority to

redesign the SCN to improve redundancy. For Scenario 8, it requires around 40% of the
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SCN to be disrupted, in order to disrupt the whole SCN. Therefore, Scenario 8 is more
resilient against disruptions if dual sourcing is used for the four critical plants. This is
just by building additional 4% of redundant plants in Scenario 7 to achieve this level of
resilience.

Whereas for Scenario 9, the whole SCN is disrupted only after 60% of the plants are
disrupted. Scenario 9 demonstrates the best resilience against disruption as shown in
Figure [5.10] However, to achieve redundancy for all the plants, this requires additional
90% of the redundant plants in the SCN, compared to Scenario 8. This can be considered
a huge investment to implement redundancy for all the plants. A more practical and cost-

effective strategy is to just implement redundancy for the critical plants.

5.3 Summary

This chapter presents a conceptual model of an SCN based on graph theory. The model
considers both the materials and plants in an SC and captures two essential dependency
relationships between the materials and plants (that is, input dependency and output
dependency). The two dependency relationships form the basic building blocks for con-
structing a multi-stage SCN. The chapter also proposes an approach to assess SCRES in
terms of structural redundancy using critical plants and number of SCs in an SCN. The
applicability of the model is demonstrated by case studies using real-world SCNs from
dataset.

Two SCNs (i.e., H3 and Hy;) from the existing dataset are used to illustrate the
applicability of the approach for assessing the SCRES. Hj is used to demonstrate the
model and approach for designing both mitigation and contingency strategies. The similar
mitigation strategy is also applied to a larger SCN (i.e., Hs;). To evaluate the mitigation
strategy, random disruptions are simulated in the SCN, and it shows that the SCRES
can be improved by adding redundant plants. However, adding redundancy to all the

non-redundant plants requires significant investments.

5.3.1 Theoretical Contributions

The theoretical contribution of this chapter to the SCRES literature is the graph-based
model of an SCN capable of representing the structural redundancy. Previous literature

mainly considered redundancy between two stages, and are unable to analyse redundancy
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or the corresponding vulnerability in the upstream stages of the SCN. In our model,
structural redundancy in multi-stage SCNs is represented by the dependencies between
the materials and plants.

In this chapter, we proposed an approach to assess the SCRES. The number of SCs
in the SCN measures the structural redundancy in the SCN. We also highlighted the
importance of assessing vulnerability in the SCN by identifying critical plants at the
upstream stages of the SCN. Disruptions in the production of vital upstream material
can propagate and affect the production processes downstream.

The graph model also enables a quick analysis of the remaining connectivity in the
SCN after disruptions. This is used to assess the resistance phase in the SCRES during
the disruptions. The resistance of the SCN against the disruptions is measured using the

number of remaining SCs after the disruption.

5.3.2 Practical Implications

The presented model provides a top-down approach for decision-makers to build a more
resilient SCN, where detailed visibility of all SC operations may not be available. The
practical applicability of mitigation and contingency strategies to mitigate the disruptions
has already been illustrated in the case studies and are further discussed in this subsection.

For proactive mitigation strategy, the decision-makers can build a more resilient SCN
by reinforcing the critical plants through building flexibility and redundancy in the SCN.
Redundancy can be created through the SCN, such as building additional redundant
plants. The SCN can be designed with multiple plants for each of the materials. These
plants diversify risks by decreasing the likelihood that a disruption to a single plant
will disrupt the entire SCN. However, this needs to be balanced by the additional costs
involved by having additional plants. The additional costs include the construction costs
of the plant and reduction of the economics of scale by having lower production quantity
at each plant. To achieve redundancies for all the plants, at least two plants are needed
to produce each material. A flexible SCN with production flexibility at the critical plants
allows the SCN to recover quickly after a disruption. The production flexibility enables
the critical plants to ramp up the production capacity in order to clear the back-orders.

For contingency strategy, the decision-makers need to monitor the SCN to deter-
mine an appropriate response to the disruption. Response to the disruption depends on

whether a critical plant is affected by the disruption. If the non-critical plant is disrupted,
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the firm can delay the response or passively accept the disruption and wait for recovery.
However, when a critical plant is disrupted, an immediate response, such as activation of

contingency actions, is required.

5.3.3 Limitations

The current graph model does not consider any flow quantity in the SCN. Chapter [0]
proposed an extension to this graph model to consider the inventory system and material
flows, such that the dynamic response of an SCN during disruptions can be analysed.
This enables the evaluation of the disruption-recover behaviours of SC strategies to build
SCRES. To balance the trade-off between resilience and cost, more complex cost mea-
sures, such as operational costs including production, inventory and delivery costs, are

also considered.
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Chapter 6

A Structural-aware Simulation-based

Analysis

Chapter [5| analyses the structural characteristics of SCNs to reveal the SC dependencies
and vulnerabilities. Structural analysis of SCNs can help decision-makers identify what
nodes in the network create the greatest risk exposure. However, structural analysis
alone cannot capture the dynamics of recovery following disruption [27]. Analytical
models have been used to design SCRES strategies considering recovery, but they are
analytically intractable for complex multi-stage SCN [172].

Unlike analytical closed-form analysis, simulation is capable of handling complex
problem settings with situational behavioural changes in the system over time [73, 84].
Several studies have performed simulation-based analyses of SCRES (summarised in Sec-
tion [2.2.3). These studies typically built a simulation model of an SCN and then evalu-
ated the effectiveness of different SCRES strategies at handling the impact of disruptions.
However, there is very few existing research using simulation that considers the structural
properties of SCN for building resilience in the SCN.

Given this limitation of previous approaches, this chapter proposes a simulation-based
analysis of SCRES that considers network structural properties in order to promote
recovery of an SCN after disruption. In Section [6.1], a simulation model is developed by
extending the graph model from Chapter [5| with operational behaviours from Chapter
such as information and material flows, considering the inventory-production system with
backorders. Based on structural analysis, mitigation strategies are designed to build
redundancy . Contingency strategies are analysed to prioritise recovery of the affected

SCN. New SCRES indexes are proposed by assessing SC performance (i.e., Time-to-
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Recover (TTR) and total cost) during disruption for each plant and aggregating the
measures according to the criticality of the plants in the SCN. These indexes avoid
the need for predictions about rare disruptions and can evaluate the response to any
disruption that might occur within the SCN.

In Section[6.2] the applicability of this simulation-based analysis is then demonstrated
using a complex multi-stage SCN from an existing sample of real-world SCNs [201]. This
simulation-based analysis enables evaluation of performance impact of disruption and
SC performance improvement after executing the SCRES strategies, thereby allowing
comparison and contrast among different SCRES strategies. In addition, the practical
implications are demonstrated by the cost analysis to determine different trade-offs for
decision-making. The recovery time analysis also enables decision-makers to understand

the long-term recovery required to fulfil the backorders.

6.1 Structural-aware Simulation Model

A structural-aware simulation analysis is proposed for SCRES. First, the network struc-
ture of an SCN is modelled as a graph (see Section . Next, ABM is built on the graph
model to consider the inventory-production system with backordering (see Section .
SCRES strategies are designed based on the SCN structure. New SCRES indexes are

proposed to assess these strategies quantitatively.

6.1.1 Agent-based Model

orders orders
JRSERRRY e
output input

materials materials

Figure 6.1: Two flows in an SCN: information flows (orders) from material my to plant

p1 and p; to my; material flows from m; to p; and p; to my.

To analyse the dynamic response of SCN during disruption, an ABM is developed

to consider the inventory system, and information and material flows in the SCN. The
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simulation time ¢ is advanced by day (At = 1).

An SCN is modelled as a flow network of agents, where the agents map directly to
the nodes in the graph. The material agent m represents the inventory system. There
can be more than one plant sharing a warehouse or distribution centre that maintains
the common inventory. Plant agent p represents the production plant that processes the
input materials to produce the output material. Figure [6.1| shows an example of a flow
network where the agents are connected with two types of directed edges, representing
the information and material flows. The dotted line represents the orders flow upstream,
while the dashed line represents the material flows downstream. The plant p; receives
orders to manufacture the product (output material) from my, it then orders the part
(input material) from the inventory upstream (ms). The end product node in the graph
is modelled as a specialized type of material agent, which represents the customer-facing
inventory, e.g., the brick-and-mortar store supplies directly to the customers. This special

agent generates a demand which will consume the product in the inventory.

Material Agent

A material agent models the inventory system for material m. The cycle stock is main-
tained separately for each upstream plant, as each plant may have a different production
lead time and delivery lead time. Assume P*(m) is the set of upstream plants that
produces material m, also known as the producing plants, while P~(m) is the set of
downstream plants that orders from material m.

Material m fulfils the orders from each downstream plant p € P~ (m) according to
the available inventory. First, the demand d,, is accumulated based on the orders o,

received from the downstream plants:

dlt] = dmlt =1+ > opmli]

pEP~(m)

Instead of receiving orders from downstream plants, for the end product agent m, to

model customer demand, a constant order quantity O,,, is generated for every At:
i, [t] = dim, [t = 1] + O,

Order fulfilment f,, of material m depends on the current available inventory i,,:
Smlt] = min(du[t], im|t])
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After fulfilment, the inventory 4,, and demand d,, are reduced accordingly:

imlt + 1] = i[t] — flt]
dm[t + 1] = dm[t] - fm[t]

If there is insufficient inventory, the orders will accumulate in d,, as backorders.

To determine the quantity of material m that each upstream plant p € P*(m) needs
to produce, the cycle stock to maintain for plant p, S,,,, is determined by the average
demand scaled by the lead time of producing plants. The average demand over a time

window of 7" days is thus calculated by:

t
Tl =7 Y dalf
T=t—TW
A simple ordering policy is used where there is no preference for selecting the producing
plant. This can be extended to a more complex ordering policy based on the case. The
average demand, d,,, is evenly divided among the producing plants P*(m). The lead
time includes the production lead time of plant p, 7;)P days, and the delivery lead time
from p to m, '7;13” days. The inventory is assumed to be reviewed only every At, and

the orders submitted are only processed the next time step. Hence, the total lead time

is 7;,P + 7;’?m + At. The cycle stock for p is determined by:

dlt
Vp € PT(m), Smplt] = !W([m])\ X (7;P + 7;’?m + At)

To determine the orders for upstream plants, the current inventory ,, is divided by
the number of producing plants and the reorder quantity is then calculated based on the

individual cycle stock for each producing plant Sy, .

Vp € P+(m>a0m,p[t] = Smplt] — ‘PZ‘T([;]”L)‘

Individual orders are submitted to each producing plant p € P*(m).

Plant Agent

The plant agent models the production process of plant p, where the input materials are
processed at the plant to produce the output material. Assuming M™(p) is the set of
input materials for plant p, Figure [6.2 shows the information and material flows in plant
agent p, with output material agent m~ downstream and a set of input material agents

m* € M*(p) upstream.
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Figure 6.2: Information and material flows in plant agent p, with output material agent

m~ downstream and a set of input material agents {m™} upstream.

First, plant p receives order o,,- , from the output material m~ agent downstream.

Orders o,,- , accumulate as production orders o,.

op[t] = 0p[t — 1] + 0p- ,[t]
The production order is propagated upstream as o, ,,+ to the set of input material agents
{m*}.

Vm* € M*(p), 0pm+[t] = 0plt]

Based on the production orders, the plant will process the input materials to pro-
duce the output material within the production lead time. The production rate r, is
determined by (i) the quantity of input materials 7, (ii) the current production orders
0p, (iii) the production capacity C, and (iv) the current work-in-progress inventory igv .
The production capacity is the volume of product that can be processed at the plant
per unit time, considering the equipment and manpower available at the plant. The
work-in-progress inventory keeps track of the quantity of material under production.

For simplicity, it is assumed that each unit of output material requires 1 unit of each
input materials. The Leontief Input-Output model can be used for a more complex input-
output relationship [106]. The material agent is assumed to serve the downstream plants
fairly by evenly distributing the inventory. The quantity of input materials available
depends on the number of downstream plants that each input material is serving:

i+ [t]

Wl = ]

The production rate is calculated by:

rplt] = min(i}[t], €y — iy [t], 0p[t])
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According to the production rate, new production is issued every At. The production is

accumulated in the work-in-progress inventory as:
W W
iy [t] =1, [t — 1] +7plt]

This production is completed after 7;P days of processing and 2'5 finished product is

produced:

This will reduce the work-in-progress inventory i;fv and production orders o, due to the
order fulfilment:

iy t+ T =) b+ T, =1 —ij[t+ T,

oplt + T,/ = 0plt + T, = 1] =iy [t + T,
The finished product z'g will be delivered to output material agent m™ after 7;’371_ days.

-t + T+ Tl = im-[t+ T, + T =1+ il [t + T,

p

Supply Chain Disruption

SC disruption is modelled as an interruption in the production process of a plant for
a fixed duration [26]. When plant p is disrupted, the plant agent will interrupt all of
its operations, i.e., it no longer accepts orders from downstream material agents, no
production orders will be generated and processing of the work-in-progress inventory is
suspended. During the disruption, the output material agent will start to accumulate
backorders as the plant is no longer processing any materials. After the period of the

disruption, the plant will recover and resume all operations.

6.1.2 Design of SCRES Strategies

Based on structural analysis of SCNs, more effective SCRES strategies can be designed
to better withstand the impact of disruption and recover from disruption in a timely
manner. The SCRES strategies are designed to target the critical plants that are identi-
fied through the structural analysis. Two proactive mitigation strategies are designed to

build redundancy in the SCN: redundant structure and redundant capacity. For reactive
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contingency strategies, backup plant and backup SC' are designed to prioritise recovery
on the affected parts of the SCN.

Redundant Structure: To build redundancy in SCNs, an SCN redesign is proposed
in Section for prioritising risk mitigation in the SCN by improving the redundancy of
critical plants in the SCN. As a mitigation strategy, the SCN is redesigned with redundant
plants. Based on the graph model of SCN H, the set of critical plants in the SCN can
be identified by Equation After identifying the set of critical plants, the redundant
plants are duplicated for each critical plant in P,.; with the same production capacity.
This enables the SCN to maintain production if any plants in P,.; are disrupted.

Redundant Capacity: Redundant capacity provides additional production capac-
ity to fulfil incoming demands and to simultaneously assist with the fulfilment of the
accumulated backorders. As a mitigation strategy, the SCN is built with redundant pro-
duction capacity. The redundant capacity is modelled as additional production capacity
for all plants in an SCN. If a plant is disrupted, this additional production capacity for
the disrupted plant will also be unavailable. However, if there is more than one SC in the
SCN, the remaining SCs with additional capacities can fulfil the demand of the disrupted
SC. The production capacity C, for all plants in the SCN is scaled by the redundancy
factor . The final production capacity is C; = C, x (1 + F}).

Backup Plant: Having back-up procedures in place and able to be quickly imple-
mented can significantly reduce the impact of a disruption [163]. A backup plant pro-
vides an alternative capacity for the critical plant to allow downstream nodes to continue
working during a disruption [29] 36], 185]. During a plant disruption, the backup plant is
selectively activated depending on the criticality of the disrupted plant. If a non-critical
plant is disrupted, the SCN will not activate the backup plant as the redundant plants
can still handle production. When a critical plant in the SCN is disrupted, this disrupts
all SCs in the SCN and the SCN can no longer fulfil any customers’ demand. Hence, the
backup plant is necessary to fulfil the customers’” demand during the disruption.

If a disruption occurs in plant p in the set of critical plants P,..;, the corresponding
backup plant is activated with a capacity factor of .7-"}0’, which gives a final production
capacity Cg = C, X .7-';’. During the disruption, the backup plant can partially fulfil
the incoming orders and reduce the accumulation of backorders. After the disruption,
the backup plant continues to help fulfil backorders. After the SCN recovers from the

disruption, the backup plant is deactivated. Hence, the backup plant can reduce the
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recovery time by decreasing the backorders and increasing backorder fulfilment.

Backup Supply Chain: However, backup plant cannot significantly improve recov-
ery as the production rate of the end product is constrained by the production capacity
in the remaining SCN. A disrupted plant may disrupt one or more SCs in an SCN due
to dependencies (see Section . To improve the recovery of the SCN, backup plants
for all plants in the disrupted SC are activated after disruption. This increases the over-
all production capacity of the disrupted SC, thereby increasing the speed of backorder
fulfilment.

When plant p, is disrupted, the set of disrupted SCs (Gy), i.e., all SCs containing p,

is identified.

Cap)= U ps (6.1)

G(M,P,E;mo)eG | ) otherwise
After the disruption, all plants in G, will activate their corresponding backup plants with
a production capacity of CS. The plants in the backup SC will be deactivated after the
SCN clear the backorders. Because more backup plants are utilised in the backup SC
strategy, this is a more expensive strategy than the backup plant strategy.

6.1.3 SCRES Assessment

The most important step to determine the SCRES measure for an SCN is to find its key
performance indexes (KPIs) [I11]. By monitoring the change in order fulfilment during
the disruption, the two SC performance measures are used as the KPIs: TTR and Total
Cost. TTR can represent both the mitigation and recovery capabilities of the SCN, while
the total cost measures the financial impact of the disruption. New SCRES indexes are
proposed to aggregate the SC performance measures obtained with each plant disruption
in the SCN. The aggregated indexes would allow the decision makers to compare different

alternative strategies in terms of the mean of outcome in probability sense.

Time-to-Recover

To determine the effectiveness of a particular strategy for SCN recovery, TTR measures
the time taken for the SCN to recover its operations after a disruption. For long-term
recovery from disruptions, Chen [27] described that SC performance should undergo

similar behaviour as shown in Figure [6.3] Tomlin and Wang [I86] reported that one of
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the primary drivers of recovery time is the additional capacity after a disruption. Hence,
a more resilient SCN will incur less performance loss due to the impact of disruption. To
fully recover from the performance loss, this requires the SCN to have the capacity to
absorb and bounce back after a disruption. During the disruption as the SCN is unable to
fulfil the orders, these orders will be retained as backorders. To recover after disruption,
the SCN needs to have the additional capacity to fulfil the backorders. This assumes that
the SCN does not lose sales by rejecting any orders during the disruption.

Assume t; is the start of the disruption, ¢ is the time of the largest impact, t5 is the
end of the disruption and the start of the recovery, ¢, is the time of recovery to the original
level, and t5 is the time of restoration to the original level after fulfilling backorders.

When a plant is disrupted, the order fulfilment can be used to illustrate the drop in
performance during the disruption and quantify the recovery required to restore the SCN
back to the original level. Order fulfilment f,, of the end product m, is used to measure
the operational performance of an SCN, where f,,. is the average order fulfilment in a
normal state. Figure [6.3] shows the order fulfilment of an SCN during disruption and
recovery. When the disruption first occurs at t;, the performance should decrease signif-
icantly until it reaches the largest impact at ¢5. After the disruption ends or contingency
actions are put in place at t3, the performance gradually recovers and reaches the original
level at t4. During the period between t; and ¢4, the orders accumulate as backorders.
Next, production begins to ramp up to fulfil the backorders (between t4 and t5). Finally,
when the backorders are fulfilled, the performance of the SCN is restored to its original

level.
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Figure 6.3: Disruption and recovery in an SCN.
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The severity of disruption can be measured as the performance loss (r1), which is the
area between the original performance f,,, and current performance f,,, [¢] from the time
of initial performance drop t; to the end of disruption at ¢, [129]. The corresponding area
of recovery to performance loss is termed the performance recovery (rs), which is the area
between the original performance and current performance from the end of disruption (¢4)
until the end of recovery (¢5). Performance loss from disruption accumulate as backorders
during this period of time. After the disruption ends, additional capacity is required to
recover the backorders. To determine the end of recovery, the performance recovery ry
should be equal to the performance loss r; (i.e., 7o = r1). Hence, TTR (¢,) is measured

from the start of disruption (¢;) until the end of recovery (ts):

tr - t5 - tl (62)

Total Cost

The economic consequences of disruption can be influenced by the mitigation and contin-
gency strategies taken by the firm. The impact of various cost affects the attractiveness
of a given strategy. Generally, variable costs are more relevant to the decision makers
than fixed costs. Hence, this simulation model only considers the operational costs in the
SCN.

At the material agent, the inventory-holding cost ¢, is considered. This means that
holding excessive inventory to mitigate the impact of disruption is not desirable. The
total inventory cost is calculated by:

Cull = S im[t] % cm

meMpg

At the plant agent, there is a production cost ¢, per unit to process input materials
to produce output material. The total production cost is:

Cplt] = Z rplt] X ¢p

pEPH

There is a cost ¢, for backup plants to reserve capacity. A firm usually pays a higher
marginal price for reserved capacity than it does for committed capacity [I85]. Reserved
capacity is typically take-or-pay, i.e., the firm must pay for the reserved capacity even if

it is not fully utilised [64]. The total production cost for the backup plants is determined
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Colt] = > mpltl x ¢

pEPy

Multi-supplier strategies can be more costly in the presence of economies of scale due
to the increase in ordering costs [4]. Hence, there is a plant-dependent ordering cost ¢,
for each order that is placed on a plant [13]. This ordering cost encompasses both the
transactional costs and transportation costs between the plants and warehouses. Each
order o,,, from material m to plant p will incur the ordering cost. The total ordering

cost is thus:

Coltl = D D> omplt] X ¢

meMy pePy
Backorder costs include the cost incurred by a business when it is unable to fulfil
an order and must complete it later. For each unit time when the material agent is
unable to fulfil an order, it will incur an additional cost ¢, per unit. This is the main
cost of disruptions: orders cannot be fulfilled due to disruption of the plants. The total
backorder cost depends on the current unfulfilled demand d,,, for each material m:

Cb[t] = Z dm[t] X Cp

meMrpgr

The total operational cost of SCN C[t] at time ¢ is the summation of all above men-
tioned costs:

Clt] = Cplt] + Cylt] + Cy[t] + Co[t] + Cylt] (6.3)

The operational total cost C is the summation of C[t] across the whole simulation time

period.

SCRES Indexes

Typically, an overall SCRES index can be aggregated as a weighted average of SC perfor-
mance in which the weights are the probability of disruptive events and/or the priorities
in which the decision-makers assigned to them [133]. However, the weights are still depen-
dent on prior knowledge of the decision makers, which is typically lacking for disruptions
that are infrequent yet high impact. To avoid the need for predictions about rare dis-
ruptions, new SCRES indexes are proposed by measuring SC performance for disruption

of each plant in the SCN. For example, the SCN will be measured with a different plant
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disrupted each time. This measures the response to any disruption that might occur
within the SCN, regardless of the cause. The SC performance measures are then ag-
gregated with weights based on the criticality of the plants in the SCN. The disruptive
impact of critical plants is given a higher weight due to its criticality in the SCN. With
this approach, the decision makers would be able to determine the overall resilience of
the network and the weights of different types of events without any prior knowledge.

The SC performance measures are scaled according to the criticality of the plant in
the SCN. Assuming the number of SCs in an SCN is ng.,, where ny,, = |G|, ngm,(p) is
defined as the number of SCs that contains plant p. The criticality of the plant p, ¢(p),
is determined by:

1 ifpeP

e(P,p) =
0 otherwise

VG(M7 Pa Evmo) E G? nscn(p) = |€(P7p)|

Nsen (D)

nscn

P(p) =

For a critical plant that exists in all SCs, the SC performance is scaled by ¢ = 1. Non-
critical plants have a ¢ < 1.

Two SC performance measures, namely TTR and Total Cost, are formulated as
SCRES indexes. Assuming t,(p) is the TTR of the SCN when plant p is disrupted,
the SCRES index for recovery time, R, is calculated by:

R~ & ot (6.4

To determine the financial impact of disruption, a function C(p) is defined to return
the total cost of the SCN over the simulated time when a plant p is disrupted. The
SCRES index for the total cost, R., is calculated similarly:

|PH| 2, (6:5)

pEPy
Cost-Effectiveness of a Proposed Strategy

The cost-effectiveness of a proposed SCRES strategy can be determined from simulation

results by considering the investment cost. A strategy is cost-effective in terms of both
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(a) SCN H3 (b) SC G1 in Hg. (C) SC G2 in Hg.

Figure 6.4: Case study of a real-world SCN, Hs.

investment and operational cost if its cost saving is greater than the investment cost.
Assuming that default strategy D is the baseline configuration for an SCN, a proposed
strategy s in terms of the operational cost, R.(s), can be compared to the operational
cost of the default strategy, R.(D). The cost-saving can be determined by R.(D)—R.(s).
Assuming Cy(s) is the investment cost to implement strategy s, s is cost-effective if and
only if:

Re(D) = Re(s) = Cr(s) (6.6)

6.2 Simulation Results and Analysis

6.2.1 Experimental Setup

For analysis of SCRES, simulation studies are conducted using a three-stage SCN, Hj,
obtained from an existing set of samples [201]. Hj is a computer peripheral equipment
manufacturing SCN, consisting of nine plants, eight materials and one end product msg,
as shown in Figure [6.4a] There is structural redundancy within Hj, such that there are
two SCs, namely G in Figure [6.4b] and G is Figure For Hj, the critical plants
are {pa,p3,pr}, since they exist in both Gy and Gy. The production capacity C, and
production lead time 7;1 are based on the data set.

Additional parameters in the simulation are derived from the dataset. Each material

maintains an inventory buffer of the production lead time ’7;1 . The order quantity O,,,
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for the end product mg is 24 units per day. This provides the total production capacity
of the SCN since it assumes that the demand equals the production capacity. The time
window length 7% is 20 days.

As a baseline for comparison, passive acceptance is often used as the default strategy
even when it is not appropriate [I85]. For the default strategy, it is assumed that the
SCN has an additional production capacity of 10% to enable recovery after disruption.
Without this additional capacity, the default strategy will never be able to fulfil the
backorders as the SCN only has sufficient capacity to fulfil the current orders. For a fair
comparison, all SCRES strategies are designed based on the default strategy. Since the
simulation model is deterministic, each scenario is only executed once. The simulation is
executed for a total of 1095 days (3 years).

The cost parameters are not included in the dataset. To define the case, the following
costs were chosen: holding cost ¢, of 0.1/unit, production cost ¢, of 1/unit, backup
capacity cost ¢, of 2.5/unit, ordering cost ¢, of 20/plant, and backorder cost ¢, of 1/unit.
These values are based largely on another published simulation study [166]. Since the
backup plant must set aside certain capacity to use during disruption, there will be a

higher unit production cost compared to the redundant capacity [72].

6.2.2 Validation

Similar to existing works [80} 83, [164], validation was performed on the baseline model
based on the original example without any disruption. In this baseline scenario, order
fulfilment is stable and there are no accumulated backorders. This means that the pro-
duction of the SCN is able to meet demands without the need to keep excess inventories.

Next, face validation was performed against the existing disruption-recovery models
[27, [186]. The aggregated SC performance of the model demonstrated similar behaviour
to the curve shown in Figure [6.3], where there is a drop in performance and a subsequent
increase in performance for recovery. According to the graph model in Section [5.1], an
SCN with a redundant structure is more resilient to disruptions as redundant plants are
less impacted by disruption.

Since disruption risks have a low probability but a huge impact, it is difficult to collect
real-world data detailing the impact of disruption on an SCN. Disruption scenarios are
usually defined based on historical data and expert opinions; SCRES strategies have

thus not been implemented in real life to deal with such disruption. Real-world data do
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not exist to validate the disruption model. Hence, face validation is one of the viable

approach.
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Figure 6.5: Evaluating 30 days disruption on SCN Hj3 using passive acceptance strategy.

The criticality of an SCN was also validated through the following scenario. The
passive acceptance strategy was applied to a real-world SCN Hj, where each plant in the
SCN was evaluated with a disruption duration of 30 days to measure the direct impact on
the SCN. During disruption, the plant’s production capacity is reduced to 0. Figure [6.54]
measures order fulfilment of Hj over time when redundant plant p; is disrupted comparing
to critical plant py being disrupted. In Figure [6.5b] each bar represents a scenario where
one of the plants is disrupted (labelled on the x-axis) and the corresponding TTR due to
disruption.

Figure [6.5a] shows the drop in order fulfilment when the plant is disrupted, and the
subsequent recovery before stabilising at the end of simulation. The simulation results
also illustrate the impact of disruption of redundant plants and critical plants on the
SCN. The disruption of redundant plant p; has less impact (order fulfilment drops to
12), and thus the recovery time is shorter (R; = 190 days). When p; is disrupted, the
remaining SC G is still connected. Hence, the SCN is still able to fulfil partial demand
during disruption. Compared to disruption of critical plant po, this disruption has a larger
impact (order fulfilment reaches 0 at ¢ = 55) and the recovery time is longer (R; = 413
days).

109



Two distinct clusters of TTR can be identified in Figure [6.5b The average TTR for
redundant plants is 208 days compared to 415 days for critical plants. Hence, disruption of
critical plants has a larger impact and a longer TTR compared to disruption of redundant

plants.

6.2.3 SCRES Strategies Evaluation

To evaluate the effectiveness of the SCRES strategies, various disruption scenarios are
simulated using Hjs. For each disruption scenario with an expected disruption duration,
the disruptions of each plant in the SCN is examined. To analyse the short-term and long-
term impacts of disruption on the SCN, deterministic disruption durations are used to
model two disruption scenarios: short-term disruption (30 days) and long-term disruption
(90 days) [27, 40]. Long-term disruptions have been analysed in the literature, with a
planning horizon over a period of three years [78], [79]. The long-term disruption scenario
represents a situation where it is costly for the customer to cancel the order and search
for a replacement due to a large initial payment or long production lead time. Hence, the
customer will tolerate such a long recovery time and wait for backorder fulfilment. Each

SCRES strategy is parametrised and evaluated with the disruption scenarios.

Table 6.1: SCN designs to increase structural redundancy.

SCN | Additional Plants | Number of SCs Number of Plants
1 Ph 4 10
5 J2 4 10
3 Iz 4 10
R Ph, Py 8 11
5 Ph, Dy 8 11
Ry P, Dy 8 11
7 Py, Py, Dy 16 12
Total Simulations: 75

For the redundant structure strategy, Table shows seven SCN designs (R§ to %) to
increase structural redundancy. The SCNs are designed by adding plants to the critical

plants {ps, ps,pr}. For example, in R?, an additional plant p, is added such that two
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plants produce material ms. The number of SCs and plants for each SCN design is shown
in Table A total of 75 simulations were executed for evaluating this strategy.

There are 10 different parameters for each of the remaining strategies. For the redun-
dant capacity strategy, the redundant capacity factor F; varies from 10% to 100% (RS
to Rf,). The redundant capacity is applied to the default strategy to all plants in the
SCN. For the backup plant strategy, a backup plant is activated when a critical plant in
the SCN is disrupted. This backup plant has a production capacity varying from 10%
to 100% of the original plant (B} to BY;). In the backup SC strategy, backup plants for
the disrupted SC are activated after disruption. The production capacity of the backup
plants varies from 10% to 100% (B¢ to B;j§). Hence, for each disruption scenario, each
strategy executes 90 (9 plant disruptions x 10 parameters) simulations. For each disrup-
tion scenario, a total of 345 (75 + 90 + 90 + 90) simulations are executed to evaluate all

strategies.
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(a) Short-term disruption of 30 days. (b) Long-term disruption of 90 days.

Figure 6.6: Comparisons of SCRES strategies using SCRES indexes.

Each point in Figure shows a different configuration of the strategies and the

corresponding SCRES indexes based on the disruption scenario. The x-axis shows the

TTR (R;) while the y-axis shows the relative total cost (R.) compared to the default
strategy. Assuming R.(s) is the SCRES index for total cost of strategy s, the relative

total cost of strategy s is:
5 Re(s) — Re(D)
Re(s) =
(s) R.D)

(6.7)

If 730(3) < 0, it means that strategy s is more cost-effective than the default strategy.

111



The label number on the point indicates the parameter design for the strategy. The black
line highlights the optimal strategies based on the SCRES indexes.

Figure 6.7 shows the relative cost of each strategy compared to the default strategy.
Since the backorder cost is the main contributing factor to the total cost, the total cost is
broken down into the backorder cost and other costs excluding the backup cost. Similar to
Figure[6.6] each point in Figure represents a different strategy. Increasing the number
of redundant plants or production capacities in the strategy results in a decrease in the
backorder costs and an increase in the other costs. However, the redundant structure
strategy and redundant capacity strategy show a larger increase in other costs compared
to the backup plant strategy and backup SC strategy. Therefore as shown in Figure [6.6al,
this leads to an increase in the total costs across the redundant structure strategy and
redundant capacity strategy, but a decrease in the total costs for the backup plant strategy
and backup SC strategy.

Short-Term Disruption

Figure shows the results of short-term disruption. The default strategy requires 307
days, the longest time, for the SCN to recover. Figure and Figure show the
trend of backorder cost and the other costs across different strategies. More detailed
views of the impact of disruption on the redundant plant p; and critical plant p; when
applying selected strategies are shown in Figure 6.8
For the redundant structure strategy, as the number of SCs increases in the SCN, the
overall R, decreases. R5 has the lowest R, of 104 days and a 7€C of 0.07, while R] has a R;
of 238 days and the lowest R, of 0.02. Due to the additional plants added for all critical
plants in the SCN, R3 improves TTR by enabling the SCN to continue to fulfil demands
during disruption. Since there are redundant plants for all critical plants in the SCN for
2, the R, is the lowest amongst all SCN designs. This is shown in Figure where
R is used. When critical plant py is disrupted, the orders are sent to the redundant
plant p); hence, the order fulfilment is not affected. However, the additional plants incur
higher ordering costs as the orders are distributed among more plants. For example in
1, orders from my are sent to plants p, and p), resulting in higher ordering costs from
mgy compared to the SCN shown in Figure [6.4a] When additional plants are added to the
SCN, the increase in other costs (Figure is higher than the decrease in backorder

cost (Figure . Hence, it is more expensive to use the redundant structure strategy.
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Figure 6.7: Relative costs of each strategy compared to the default strategy.

The redundant capacity strategy greatly reduces TTR as the redundant capacity in-
creases. R¢, has a minimal R, of 48 days but with a R, of 0.16, whereas R¢ has a R, of
131 days and a minimal R, of -0.12. RS, gives the overall lowest R, amongst all strategies.
During disruption, the remaining SCs with higher capacity can partially fulfil the incom-
ing orders. Figure shows that the disruptive impact of p; has a smaller performance
loss. When p; is disrupted, another SC (i.e., G2) remains in the SCN to partially fulfil
the orders. This increase in production capacity enables the SCN to fulfil the backorders
faster. Figure [6.8D] also shows that both disruptions of p; and ps have a shorter recovery
time compared to the redundant structure and backup plant strategies due to the higher
production capacity. However, there is a trade-off between redundant capacity and total
cost. As the production capacity increases, R; decreases with a steep increment in total
cost, as shown in Figure[6.6a] When the redundant production capacities are increased,

the reduction in backorder costs (Figure |6.7a)) is comparatively smaller than the relative
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Figure 6.8: Impact of short-term disruption on critical plant (p;) and redundant plant

(p1) for selected SCRES strategies.

increase in other costs (Figure . The SCN bears the penalty cost of unused capacity,
especially when the disruption is short. When the redundant capacity exceeds 50% (Rg),
it is more expensive to implement this strategy than the default strategy.

The backup plant strategy is only activated when a critical plant is disrupted. BY, has
the lowest R, of 104 days and a R, of -0.14, whereas BP has a R, of 131 days at the lowest
R, of -0.16. The backup plants improve TTR by providing the capacity to partially fulfil
current orders during disruption. Figure shows that BY, which has a backup plant
at 100% production capacity of ps, can avoid performance loss when p, is disrupted by
fulfilling the incoming orders. Hence, full backup in terms of production capacity of
the disrupted plant can prevent performance loss. In case of a backup plant that only

provides partial production capacity of the disrupted plant, the backup plant can also
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assist with recovery after disruption by providing additional capacity until backorders are
fulfilled. Since backup plants are only activated for critical plants, the total cost is low,
as shown by the slight increase in other costs in Figure[6.7bl However, backup plants will
not improve recovery in scenarios where non-critical plants are disrupted. Overall, the
backup plant strategy is more effective in terms of both TTR and total cost compared
to the default strategy, although TTR is higher compared to the redundant capacity
strategy.

Compared to the backup plant strategy, the backup SC strategy is activated after
disruption. The corresponding disrupted SCs activate their backup plants. For exam-
ple, if plant p; is disrupted, the disrupted SC G will activate its backup plants for
{p1,D2,p3, D5, 7, P8 }- Bi§ has the lowest R; of 48 days at a R, of -0.18, while B¢ has a
R of 58 days and the lowest R, of -0.19. Figure shows that increasing the produc-
tion capacity of the backup SCs reduces the TTR. Figure shows that the TTR for
both critical and non-critical plants is similar, hence reducing overall TTR. Increasing the
production capacity of the backup SC enables additional capacity upstream and down-
stream, thereby increasing the overall material flows in the backup SC. In the backup
SC strategy, both the backorder cost (Figure and other costs (Figure are low.
Hence, this strategy has the lowest cost amongst all strategies.

Pareto set is the set of solutions that are all Pareto optimal. In this study, a strategy
s is Pareto optimal if there does not exist another strategy that dominates s. Assuming s
is a strategy and S is the set of all strategies, the pareto set of Sis {s € S: {s €S:¢ <
s,8 # s} =0}, where s’ < s means that strategy s’ dominates s in both TTR and total
cost. The strategies in the Pareto set are { R, RS, RS, RS, R§, RS, B, BS¢, BS®, B5¢, B§“}.
At two extreme ends of the Pareto set are B§® (minimum cost) and R, (minimum TTR).
By identifying the Pareto set, the decision maker can make trade-offs within this set,
rather than considering all strategies.

In summary for short-term disruption, mitigation strategies have the issue of main-
taining unused capacity, although the redundant capacity strategy enables the SCN to
have lower TTR. The backup SC strategy has the lowest cost amongst all strategies.
Generally, the contingency strategies are more cost-effective compared to the mitigation

strategies and are therefore more suitable for short-term disruption.
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Long-Term Disruption

Figure shows the simulation results of long-term disruption. The default strategy is
the worst amongst all strategies, taking around 953 days to recover from disruption. As
the disruption duration is long, the backorder cost becomes a major component of the
total cost. The relative costs compared to the default strategy are shown in Figure |6.7¢
(backorder cost) and Figure [6.7d] (other costs). However, when the number of redundant
plants and production capacities increase, the increase in other costs is lower significantly
compared to the decrease in the backorder costs. This leads to the overall decrease in
total costs across all strategies as shown in Figure [6.6b] Hence, it is more important to
utilise SCRES strategies for long-term disruption.

The redundant structure strategy is more effective at reducing both the TTR and to-
tal cost compared to the short-term disruption. The best SCN design is R3, where R; is
reduced to 333 days with a R, of -0.54. When the number of redundant plants increases,
the relative increase in other costs (Figure is lower compared to the short-term
disruption scenario (Figure . The redundant capacity strategy, R{,, has the short-
est R; of 109 days with a R, of -0.59; while RS has a R; of 137 days and a minimal
R, of -0.61. Similarly, when the redundant production capacity increases, the increase
in other costs (Figure is relatively lower compared to the short-term disruption
scenario (Figure , resulting in overall lower total costs. Hence, the redundant struc-
ture strategy and redundant capacity strategy are more cost-effective for the long-term
disruption scenario.

The backup plant strategy shows a decrease in the TTR when the production capacity
are increased. B, has both the lowest R; of 333 days and R, of -0.60. The backup SC
strategy shows a similar trend for the short-term disruption scenario: the overall TTR
and total costs are greatly reduced as the larger production capacity is utilised by the
backup plants. Bj§ has the lowest R, of 164 days and a R. of -0.61.

In summary, for the long-term disruption, all strategies are shown to be more effective
than the default strategy in terms of both TTR and total cost. When the disruption is
long, the ability to quickly fulfil backorders becomes a key consideration. The Pareto
set is { RSy, RS, RS, RS, B, Bi¢}, where RS, has the shortest TTR and B¢ has the lowest
cost. Hence, the redundant capacity strategy is more effective at reducing the TTR while

the backup SC strategy is the most cost-effective.
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6.3 Summary

The presented model provides a simulation-based analysis for decision-makers to deter-
mine the strategies and parameters best suited for building resilience in their SCN. An
ABM is built based on a graph model of an SCN, which enables an analysis of the SCN
structure while capturing the dynamics of disruption and recovery. The model repre-
sents the materials and plants as separate agents. Agents are connected to form an
SCN, considering the dependencies between the agents. The model also considers the
inventory-production system with backordering.

Through structural analysis of the SCN, mitigation strategies are designed to build
redundancy and contingency strategies are developed to prioritise recovery on the affected
SCN. New SCN indexes are proposed to provide an overview of the SCRES by evaluating
disruptions for each plant in the SCN and aggregating the results based on the criticality
of the plants.

A case study based on a real-world SCN is used to compare and contrast different
SCRES strategies against the default strategy of passive acceptance. Simulation results
show that these strategies can be used to build resilience by enabling the SCN to recover
faster after disruptions. Further, the results demonstrate that mitigation strategies are
more suitable for long-term disruptions while contingency strategies are more effective for
short-term disruptions. The redundant capacity strategy enables an SCN to have lower

TTR, whereas the backup SC strategy has the lowest cost amongst all strategies.

6.3.1 Theoretical Insights

The key theoretical insight obtained from the simulation-based study is the improvement
of recovery process through the use of effective SCRES strategies. These improvements
come from two key areas: (i) reducing accumulated backorders, and (ii) increasing the rate
of backorders fulfilment. In Figure[6.3], the performance loss r; represents the accumulated
backorders. By reducing the area of ry, this also reduces the performance recovery rs.
Therefore, the overall recovery time is shortened. In addition, increasing the backorders
fulfilment rate will reduce the width of r5, also shortening the overall recovery time too.
Effective SCRES strategies can be designed by focusing on these two areas.

First, reduction in accumulated backorders can be seen in the redundant structure

and backup plant strategies. The redundant structure strategy reduces backorders at the
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critical plant by providing additional plants that can continue to fulfil the demand when
the critical plant is disrupted. Similarly, the backup plant reduces backorders by partially
fulfilling incoming orders during disruption. Even if these strategies cannot provide the
full capacity, they enable partial fulfilment of customers’ demand and serve to shorten
the disruption interval experienced by customers.

Second, improvement in recovery can be observed in the redundant capacity and
backup SC strategies. Redundant capacity can fulfil backorders at a faster rate through
larger production capacity. Since the backup plants only serve the disrupted plants,
the overall production rate cannot be increased if the upstream plants are unable to
supply additional materials to increase the production downstream. To effectively fulfil
the backorders at the disrupted plant, material flows across the affected SCs must be
increased. Hence, the backup SC provides additional capacity for the affected parts of
the SCN.

6.3.2 Practical Implications

This simulation-based analysis can be used in cost analysis to determine the different
trade-offs when implementing SCRES strategies, such as the TTR vs total costs. In-
vestment costs are also included in the cost analysis to help decision-makers justify the
investment costs to implement these strategies.

As shown in Figure [6.7] two main factors contribute to the overall operational costs:
(i) accumulation of backorders during disruption, and (ii) the additional cost of operating
SCRES strategies. To determine the overall cost of a proposed strategy, there needs to
be a balance between these two cost factors. Based on the total cost from the simula-
tion results, the cost-effectiveness of a proposed SCRES strategy can be determined by
evaluating Equation [6.6]

Simulation-based analysis can also improve decision-making by enabling decision-
makers to evaluate SCRES without the need to make predictions about disruption events.
There is rarely historical data regarding disruptions in an SCN. This results in difficulty
evaluating the impact of disruptions and the effectiveness of SCRES strategies. To avoid
assumptions regarding the disruptive event or probability, a new approach is required
for designing and implementing resilient SCNs that can operate efficiently regardless of
environmental changes [82]. By simulating the disruption for each plant in an SCN, the

proposed approach aggregates SC performance to give an overall SCRES index.
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Chapter 7

Conclusions and Future Works

This chapter concludes the thesis and discusses several directions for future work.

7.1 Contributions of the Current Work

In this thesis, models are proposed to analyse SCRES by using complex system ap-
proaches. Efficient and cost-effective SCRES strategies are also proposed to build a more
resilient SCN.

Firstly, Chapter [3| describes a top-down approach to design SCN topology based
on the Uncertainty Framework. Four SCN topologies have been designed to represent
different SC strategies — efficient, responsive, risk-hedging, and agile strategies. An ABM
is developed to model the operational behaviour of individual entities within an SCN
and to evaluate the operational performance of the corresponding SCN. A case study
is carried out on a three-stage hierarchical network modelled based on a typical SC
distribution network. Experiments have been conducted to evaluate the performance in
terms of the VA and CSL of the SCN under different demand and supply risk scenarios.
The experimental analysis shows that the network topology reflects the capabilities of
the SCN to mitigate the demand and supply uncertainties.

Secondly, due to the limited information on the detailed operational processes in an
SCN, it may be difficult to model the whole SCN using ABM. Chapter 4| proposes a
hybrid model of SCN, combining SD and ABM using an integration design approach.
The ABM is developed by extending the model from Chapter [3 to consider production
operations. The whole SCN is divided into individual SC entities, where each entity

can be represented by either an SD entity or an agent. The entities interact with each
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other through special adapters that convert between continuous flow and discrete events.
The number of agents in the model depends on the availability of data to calibrate
agent model parameters and the level of detail needed for the study. There are several
benefits of using the hybrid model. First, this allows the firm to construct a broad view
of the whole SCN based on aggregated data through SD. Next, it allows the firm to
perform in-depth analysis regarding its own performance by modelling detailed processes
using an agent. A case study to identify optimal SCRES strategies for a two-stage
real-world SCN is used to illustrate the applicability of the hybrid model. Two SCRES
strategies are studied: mitigation strategy using multi-suppliers and contingency strategy
using contingent supplier. Trade-offs between these strategies and between backorder and
ordering costs are analysed and shown in the experimental results. When backorder cost
per unit is high, the contingency supplier strategy is more cost-effective for frequent
disruptions and multi-supplier strategy is more cost-effective for infrequent disruptions.
When ordering cost per unit is high, the contingency supplier strategy is more cost-
effective.

Thirdly, the models based on the hierarchical network have limited applicability to
the complex multi-stage SCNs. Chapter |b| proposes a conceptual model of an SCN based
on graph theory. The proposed model is capable of representing structural redundancy.
This model considers both the materials and plants in an SC and captures two essential
dependency relationships between the materials and plants (that is, input dependency
and output dependency). The two dependency relationships form the basic building
blocks for constructing a multi-stage SCN. An approach to assess SCRES is proposed to
measure the structural redundancy using the number of SCs in an SCN. The importance
of assessing vulnerability in an SCN is highlighted by identifying critical plants at the
upstream stages of the SCN. Disruptions in the production of vital upstream material
can propagate and affect the production processes downstream. The applicability of the
graph model is demonstrated by case studies on two real-world manufacturing SCNs.
To evaluate the mitigation strategy, random disruptions are simulated in the SCNs. It
shows that SCN can become more resilient against the impact of disruptions by adding
redundant plants. However, adding redundancy to all the non-redundant plants requires
significant investments. Case studies also demonstrate a contingency strategy with the
reactive response to disruption using the graph model.

Finally, structural analysis alone cannot capture the dynamics of disruption and re-
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covery. Chapter [6] proposes a simulation-based analysis for decision-makers to determine
the strategies and parameters best suited for building resilience in their SCN. An ABM is
built using agent behaviours and graph model from Chapters 4] and [5| respectively, which
enables an analysis of the SCN structure while capturing the dynamics of disruption
and recovery. The model represents the materials and plants as separate agents, and
agents are connected via dependencies to form an SCN. The model also considers the
inventory-production system with backordering. Through structural analysis of SCN,
mitigation strategies are designed to build redundancy and contingency strategies are
also developed to prioritise recovery on the affected SCN. New SCN indexes are proposed

to provide an overview of the SCRES by evaluating disruptions of each plant in an SCN

Table 7.1: Summary of research gaps addressed by each chapter.

Chapter
Research Gaps 3 4 5 6
Building a Resilient SCN
1) Resistance against disruption v v v Y
2) Recovery from disruption v v v
3) SCRES Assessment v v vV
Modelling using Complex System Approaches
4) Heterogeneity v v vV
5) Structural Redundancy v 7
6) Dynamic Response v v
7) Hybrid Modelling v
Table 7.2: SCRES strategies developed in each chapter.
SCRES Strategies
Chapter Mitigation Contingency
3 SCN topologies -
4 Multi-supplier Contingent supplier
5 Redundant Structure Backup plant
6 Redundant Structure & Backup plant &
Redundant capacity Backup SCs

121



Table 7.3: SCRES analysis in each chapter.

Chapter || SCRES Analysis
3 Performance analysis under different demand and supply risk
scenarios.
4 Cost analysis between multi-suppliers and contingent suppliers.
5 Structural analysis of a SCN graph model to assess redundancy.
6 Simulation-based analysis to evaluate aggregated SC performance
during disruption and recovery.

and aggregating the results based on the criticality of plants in the SCN. A case study
based on a real-world three-stage manufacturing SCN is used to compare and contrast
different SCRES strategies against the default strategy of passive acceptance. Simula-
tion results show that these strategies can be used to build resilience by enabling the
SCN to recover faster after disruptions. In addition, mitigation strategies are suitable for
long-term disruptions while contingency strategies are more cost-effective for short-term
disruptions.

In summary, the contributions of each chapter are tabulated in Table [7.1] The mod-
els/approaches proposed in the thesis are used to design SCRES strategies in Table [7.2]
In addition, these models are also used for analysis of SCRES in Table [7.3

7.2 Future Works

The key directions for future work are the design and evaluation of more realistic SCNs

by considering additional real-world issues.

7.2.1 Lost Sales

Complete backordering is not always a reasonable assumption. For example, in a restau-
rant when the food is readily available, the consumers can just order and receive the
food. Some consumers are willing to wait for the food to be prepared but will leave if the
preparation time is too long. Hence, the restaurant is only able to backorder the food
demand for a short period of time. Therefore, lost sales need to be considered to model

more realistic consumer behaviour. Unfulfilled demand causes customers to become un-
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satisfied and will incur penalty cost. To this regard, the model proposed by Montreuil
et al. [I27] for client satisfaction versus order delivery time can be used to determine
the rejection time. By considering the rejection time, this will significantly affect the
quantity of backorders in a disrupted SCN in Chapter [6] and in return the TTR. In
addition, suitable lost sale cost needs to be determined to consider the trade-offs between

backorder costs and lost sale costs.

7.2.2 Multi-product Supply Chain Networks

One of the assumptions made in this research is that the manufacturer in an SC only
produces a single type of product. In today’s global market, it is difficult for an enterprise
to compete only with a single product; multi-product SC needs to be considered during
the decision-making processes. Hence, the SCN model needs to be extended to support
multi-products, where each plant can have more than one output material. This requires
the Bill-of-Materials (BOM) to be defined, which contains the list of input materials and
the quantities of each needed to manufacture each output product. BOM indicates the
exact dependency between the materials in the in-edges of a plant node and the output
products in the out-edges. It will give the exact material dependency required at the
plant and provide a more realistic description of real-world SCNs. Based on the BOM,
the graph model in Chapter [5] needs to be redesigned as the Proposition is no longer
valid. A possible solution to this issue is to have a separate tree for each of the output

products. However, this will lead to numerous trees for a large-scale SCN.

7.2.3 Realistic Disruption Models

Currently, all operations in the plant are interrupted when the plant is disrupted and
are recovered when the disruption ends. This is a simplified model of disruption in an
SCN. To model a more realistic disruption model, the following should be considered: (i)
partial capacity disruption, (ii) gradual recovery, and (iii) permanent disruption. Some
real-world disruptions, like worker strikes, may only reduce the production capacity of the
plant partially instead of a total shutdown of the plant. So, instead of a total shutdown of
a plant when disrupted, the plant can be modelled to operate at partial capacity during
the disruption. In addition, the recovery of the SC operations is not straightforward

— faulty equipment may take a significant amount of time to be repaired or replaced.
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A gradual recovery of the SC operations can be modelled, where there is a ramp-up
time before the plant fully recovers. Partial disruptions and gradual recovery increase
complexity in the design of contingency strategies to account for the uncertainties in
capacity planning. Moreover, there can be also situations where the disrupted plant is
permanently shutdown. This requires a reconfiguration of the SCN to seek a permanent
solution for the disruption. An adaptive approach for SCN reconfiguration can improve
the resilience of SC to resilience against future disruptions.

By completing these future works, these enable us to model more complex real-world
SCNs and improves the simulation results to more accurately reflect the real world sce-

narios. Hence, our SCRES analysis can be used to improve the resilience of these SCNS.
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“The SC’s ability to react to the negative effects caused by distur-
bances that occur at a given moment in order to maintain the SC’s
objectives.”

“The ability to absorb disruptions or enables the supply network to
return to stable conditions faster and thus has a positive impact on
performance.”

“The ability of a system to return to its original state, within an
acceptable period of time, after being disturbed.”

“The ability of the SC to cope with unexpected disturbances.”

“The ability of a system to return to its original state or move to a
new, more desirable state after being disturbed.”

“The ability of an SC to reduce the probabilities of disruptions, to
reduce the consequences of those disruptions, and to reduce the time
to recover normal performance.”

“The capacity to survive, adapt, and grow in the face of turbulent
change.”

“The ability of an SC to maintain, resume, and restore operations
after a disruption.”

“The ability of the SC to return to its original or ideal status under
emergency risk environment.”

“The ability of the system as a whole to continue to provide flows
despite disturbances.”

“The ability to recover from inevitable risk events more effectively.”
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“The ability to proactively plan and design an SCN for anticipating
unexpected disruptive (negative) events, respond adaptively to dis-
ruptions while maintaining control over structure and function and
transcending to a post event robust state of operations, if possible,
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“The SC’s ability to return to the original or ideal status after exter-
nal disruption and includes both the abilities of adaptability to the
environment and recovery from the disruption.”

“The ability to bounce back from disruptions and to permanently
deal with and respond to the changing environment.”

“The ability to return to normal performance levels following an SC

disruption.”
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