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Abstract

Link prediction is a fundamental research issue in social networks, which aims to
infer the formation of a possible link in the near future. This topic is well studied
in the last few years as its significant contributions to improve and enhance online
experiences, in the form of further facilitating applications such as recommenders
for products or friends, trust-aware business applications and viral marketing cam-
paigns. With the rise of signed networks, the link prediction problem becomes
more complex and challenging as it introduces negative relations among users. In-
stead of predicting future relation for a pair of users, however, the current research
focuses on distinguishing whether a certain link is positive or negative, on the
premise of the link existence. The situation that two users do not have relation
(i.e., no-relation) is also not considered, which actually is the most common case

in reality.

To fulfill this gap, we first redefine the link prediction problem in signed social
networks by also considering “no-relation” as future status of a node pair. To
understand the underlying mechanism of link formation in signed networks, we
propose a feature framework on the basis of a thorough exploration of potential
features for the newly identified problem. We find that features derived from social
theories can well distinguish these three social statuses, which are positive, nega-
tive and no-relation. Grounded on the feature framework, we adopt a multiclass
classification model to leverage all the features, and experiments show that our

method outperforms the state-of-the-art methods.

Despite the success of the feature-based method, we find that online users are
different regarding their activeness and popularity, which actually influence the link
formation probability. Besides, “no-relation” status is diverse in social networks.
In signed networks, no-relation is the social status apart from positive links and
negative links. It is conceivable that most pairs of users with no-relation have
limited common connections, however, in reality, many user pairs keep no-relation

status even though they have many common connections. It is easy to mispredict

xi
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no-relation having many common neighbors as a linked status. Therefore, we
take a deep investigation on the diversity of “no-relation” status and we propose
a novel Framework of Integrating both Latent and Explicit features (FILE), to
better deal with the no-relation status and improve the overall link prediction
performance in signed networks. In particular, we design two latent features to
represent users’ intrinsic personality, and two explicit features by extending social
theories to represent external social influence. We learn these features for each user
via matrix factorization with a specially designed ranking-oriented loss function.

The effectiveness of our approach is verified by the experiments.

Further, we study the user ranking problem in signed networks, which tries to
optimize the link recommendation performance from a personalized perspective.
For a certain user, we aim to rank his potential “friends” on the top whereas rank
“enemies” on the bottom. Current approaches focus on global ranking thus can-
not provide effective personalized ranking results. Besides, they have a relatively
unrealistic assumption that each user treats her neighbors’ social strengths indiffer-
ently. In this work, we propose a supervised method based on random walk to learn
social strengths between each user and her neighbors, in which the random walk
more likely visits “potential friends” and less likely visits “potential enemies”. We
learn the personalized social strengths by optimizing on a particularly designed loss
function oriented on ranking. Experimental results demonstrate the superiority of

our approach over the state-of-the-art approaches.

To sum up, we have proposed a series of approaches for link prediction in the signed
network scenario. These approaches are constructed in a more realistic setting and

can be used in real-world applications.



Contents

Acknowledgements ix
Abstract xi
List of Figures xvii
List of Tables Xix
1 Introduction 1
1.1 Background . . . . . ... ... 1
1.2 Research Gaps. . . . . . . . . . . .. 3
1.3 Research Approaches . . . . . . ... .. ... ... ... ... ... 6
1.4 Contributions . . . . . . . . ... 9
1.5 Thesis Organization . . . . . . . . .. .. ... ... ... ... ... 10
2 Related Work 13
2.1 Link Prediction in Unsigned Networks . . . . . .. ... ... ... 13
2.1.1  Unsupervised Approaches . . . . . .. ... ... ... ... 14
2.1.2  Supervised Approaches . . . . . ... ... 15
2.2 Sign Prediction in Social Networks . . . . . . ... ... ... ... 15
2.2.1 Feature-based Approaches . . . . . .. ... ... ... ... 16
2.2.2  Latent Model Approaches . . . .. .. ... ... ...... 16
2.3 Personalized User Ranking in Signed Networks . . . . . . . . .. .. 17
24 Summary ... ... e 19

3 A Feature-based Approach for Link Prediction in Signed Net-
works 21
3.1 Redefined Link Prediction Problem . . . . . .. .. ... ... ... 24
3.2 Feature Framework . . . . . . ... ... ... ... ... ..., 25
3.2.1 Data Description . . . . . ... ... L 25
3.2.2  Feature Design Principles . . . . . ... .. ... ... ... 25
3.2.3 Feature Definition . . . . . ... ... ... ... ... ... 26
3.3 Feature-based Approach . . . ... ... ... . ... ........ 29
3.3.1 Feature Selection Mechanism . . .. . ... .. ... .... 30

xiii



CONTENTS

3.3.2 Handling the Imbalance Issue . . . . . ... ... ... ... 32

3.4 Experiments . . . . . ... Lo L 33
3.4.1 Experimental Setting . . . . .. ... ... ... ... 34
3.4.1.1 Evaluation Metrics . . . . .. ... ... ... ... 35

3.4.1.2 Benchmark Approaches . . . ... ... ... ... 35

3.4.2 Prediction Performance . . . . . . .. ... ... 0. 36
3.4.3 Feature Framework Analysis . . . . . ... ... ... ... 38

3.5 Summary ... 40

FILE: A Novel Framework for Predicting Social Status in Signed

Networks 43
4.1 Preliminaries . . . . . . . ... 45
4.1.1 Problem Formulation . . . . . . ... ... .......... 45
4.1.2 Data Analysis . . . . . . ... 46
4.1.2.1 Data imbalance. . . . ... ... ... .. .. ... 46

4.1.2.2 Stranger v.s. Frenemy. . . . . . . ... ... .. 47

4.2 The FILE Framework . . . . . . . . . ... .. ... ... ...... 49
4.2.1 Latent Features . . . . . . .. ... ... ... ... ... 49
4.2.2  Explicit Features . . . . . . ... ... 0 L. 50
4.2.3 Link Score Function . . . . . ... ... ... 52
4.2.3.1 Normalization Function. . . . . . ... .. ... .. 52

4.2.4  Optimization . . . . .. ... ... 53

4.3 Experiments . . . . . .. ..o 55
4.3.1 Experimental Setting . . . . . ... ... L. 55
4.3.1.1 Evaluation Metrics. . . . . . .. ... ... ..... 55

4.3.1.2 Benchmarking Approaches. . . . . ... ... ... 58

4.3.1.3 Parameter Setting. . . . . .. ... ... ... 58

4.3.2 Comparative Experiments . . . . . . .. .. ... ... ... 59
4.3.2.1 Overall Performance. . . . . . ... ... ... ... 59

4.3.2.2 Top-k Ranking Performance. . . .. .. ... ... 62

4.3.2.3 Impact of degreed. . . . . . . . ... ... 62

4.3.3 Application: fraudulent user detection . . . . . . .. .. .. 63

4.4 Summary ... ... 64
SSRW: Supervised User Ranking in Signed Networks 65
5.1 Problem Formulation and Transformation . . . .. ... ... ... 66
5.2  SSRW: Signed Supervised Random Walk . . . . .. ... ... ... 69
53 F-SSRW . . . . 72
5.3.1 Hopdistance . . ... .. ... ... .. 72
5.3.2  The number of mutual neighbors . . . . . . ... ... ... 73
5.3.3 Discussion . . . . . ... ... 75

5.4 Experiments . . . . . . ... 76
5.4.1 Experimental Settings . . . .. .. .. ... ... ... ... 76

54.1.1 Data. . .. ... 76



CONTENTS XV
5.4.1.2 Evaluation Metrics. . . . . . .. . ... ... .... 78

5.4.1.3 Benchmarking approaches. . . . . . . . .. ... .. 78

5.4.1.4 Parameter settings. . . . . . .. ... ... ... .. 78

5.4.2 Experimental Results . . . . . ... ... ... ... ... .. 79

5.4.2.1 Overall Performance . . . .. ... ... ... ... 79

5.4.2.2 Impact of candidate selection by d . . . . . . . .. 80

5.4.2.3 Runtime comparison . . . . . . ... ... ... .. 81

54.2.4  Precision@QTop-k . . . . ... ... L. 81

5.4.2.5 Impact of the parameter ¢ . . . . . . . .. .. ... 82

5.5 Summary ... .. 84

6 Conclusions and Future Works 87
6.1 Conclusions . . . . . . . . . . ... 87
6.2 Future Works . . . . . . ... 89
6.2.1 Extending the proposed models . . . . ... ... ... ... 89

6.2.2 Applying deep learning techniques . . . . . . . . . . . .. .. 89

6.2.3 Understanding the “link score” . . . . ... ... ... ... 90

List of Author’s Publications 93
Bibliography 95






List of Figures

1.1

3.1

3.2
3.3
3.4

4.1
4.2
4.3
4.4

4.5
4.6

5.1
5.2
5.3
5.4
9.5

5.6

[lustration of link prediction in signed social networks. . . . . . . . 3

The sixteen triads are fundamental and crucial units for network

topology analysis. . . . . . . ... oo 28
[Mlustration of six social theories. . . . . . . . ... .. ... .. .. 29
Kernel smoothed density distribution of selected features. . . . . . 32
Experiment results on Wikipedia and Bitcoin . . . . .. .. .. .. 38
The distribution of no-relation changing ratio. . . . . . .. ... .. 48
[Mlustration of the influential social components. . . . . . . . . . .. 49
Performance as parameters change w.r.t. GAUC. . .. . ... ... 58
Performance fluctuations across datasets with different parameter

combinations. . . . . .. ... L 59
(a)-(f) represent PPrec@top k; (g)-(1) refer to NPrec@ top k. . . . . 60
The impact of degree d. . . . . . . . . . ... L. 61
(a) Distribution of hop distance; (b) Distribution of the number of

mutual neighbors. . . . .. ..o oo 73
Comparative performance in terms of ranking top 10 positive links

and negative links. . . . .. .. oo 80
The comparative performance with the change of d. . . . . . . . .. 81
Runtime comparison. . . . . . . . . .. ... 82
PPrec@top £ (left) and NPrec@top k (right) in the Epinions dataset

with different d. . . . . . . . . oo 83
Impact of the parameter con SSRW. . . . . . ... ... ... ... 84

XVvii






List of Tables

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8

4.1
4.2
4.3
4.4

4.5

5.1
5.2

5.3
5.4

Our research question compared to related works. . . . . .. . . ..
Notations. . . . . . . . . .
Descriptive statistics of users and links in the Datasets . . . . . . .
Features derived from social theories . . . . . . .. ... ... ...
Performance comparison . . . . . . .. ... L.
GAUC performance on different multiclass classification models

The effectiveness of each feature category . . . . . . . . . .. .. ..
The effectiveness of the framework by removing one feature category

Notations. . . . . . . . . . Lo
Dataset statistics. . . . . . . . . . Lo
12 datasets used in the experiments. . . . . .. ... ... ... ..
Performance of different methods. The best performance is high-
lighted in bold, and the second-best one is marked by *. ‘Improve-
ment’ indicates the improvement of FILE over the model having the
highest performance other than FILE. . . . ... ... .. ... ..
Fraudulent user detection performance . . . .. ... ... ... ..

Notations. . . . . . . . . . .
The hop distance between users when they form new links in Epin-
ions dataset . . . . . ...
Dataset statistics. . . . . . . . . L
Performance of different methods. The best performance is high-
lighted in bold, and the second-best one (except SSRWs) is marked
by *. ‘Improvement’ indicates the improvement of SSRW over the
model having the highest performance among existing models. . . .

XixX

22

45
47
26

S7
64

68

73
76

7






Chapter 1

Introduction

1.1 Background

Online social networks (OSN) have become an essential part of modern social
life [1]. Popular platforms such as Facebook, Twitter, and Instagram allow users
to follow or add friends with each other online. If we present a social network as
a graph, users will be the nodes and social interactions/connections are the links
in the graph. The link prediction problem thus tries to infer the formation of pos-
sible social connections in the near future. It’s fundamental research in the social
network domain and has attracted attention both in academia and industry [2].
Numerous works have demonstrated that link prediction can improve and enhance
online experiences [3, 4], in the form of further facilitating applications such as

recommenders for products or friends [5] and social networks [6].

Nowadays, more OSN platforms are constructed based on the signed structure.
Signed network, literally denotes the network which contains both positive and neg-
ative links among nodes. Under this network structure, the relationship between

online users can be “friend” or “foe”, and “trust” or “distrust”, etc. The rise of
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this new type of user relationship networks have broad implications for real busi-
nesses nowadays, and online systems such as Slashdot!, Epinions? and Wikipedia
voting community and Bitcoin exchange community. Here we briefly introduce
those signed networks used in this thesis. Epinions is a product review website,
where users can specify their trust or distrust toward other users. Therefore, links
between users can be positive or negative, which indicates the trust and distrust
relationships. Slashdot is a social news website focusing on tech-community inter-
actions and discussion. In Slashdot, users can add others as friends or foe, which
is represented as positive links (trust) and negative links (distrust) in the network
topology. Wikipedia allows users to vote for others to the role of admin. A positive
link represents a supporting vote and a negative link represents an opposing vote.
Bitcoin dataset are extracted from user interactions in an exchange, where users
can rate others as trust or distrust. Besides, even Facebook have adopted signed
network structure and features. For example, Facebook introduced a handful of
new reaction buttons, besides “like” option, to show different attitudes such as
“angry” and “sad” to other users. In other words, the relationship between online
users is not only limited to positive (e.g. friend and trust) anymore, but tries to

add more alternatives to be consistent with the human relationship in real life.

The increasing interest in signed social networks has brought a great impact on
many traditional research topics, one of which is link prediction. Link prediction
in unsigned networks aims to predict the future connection status between two
nodes, or a dyad, either linked or not. On the contrary, the connection status of
two nodes in signed networks could be positive, negative and no-relation, which
increases the difficulty of link prediction. Figure 1.1 illustrates the link prediction

problem in signed social networks. Given a snapshot of the current network, we

lwww.slashdot.org
2www.epinions.com
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FI1GURE 1.1: Illustration of link prediction in signed social networks.

aim to predict the social status of the unconnected user pair in the future, which

can be positive, no-relation, or negative.

1.2 Research Gaps

Most studies [7-10] on link prediction in signed networks focus on predicting the
sign of a link, i.e., assigning either a positive or negative sign to any pair of users.
They show that positive links and negative links can be distinguished with high
accuracy. However, these studies simply assume that it is already known whether
there is a link between any two users, which is invalid in real-world scenarios. In
other words, this kind of research basically ignores no-relation status. The ratio-
nale behind this assumption might be two parts: 1) if no-relation is considered as
a link status, positive or negative ones will be highly imbalanced and sparse con-
trasted with no-relation, and thus most of the machine learning methods incline
to predict the dyad status to be no-relation for the sake of maximum accuracy; 2)
for some traditional applications (e.g. spam email detection), the assumption of
link existence is inherently satisfied. Recently, a few methods have been proposed
by also considering no-relation as a meaningful social status to facilitate link pre-

diction. For example, Song et al. [11] demonstrate that leveraging the no-relation
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status can improve the prediction of positive links. However, they only focus on the

prediction performance of positive links but cannot predict the no-relation status.

In fact, most link prediction applications in signed networks cannot be simply
treated as the sign prediction problem as aforementioned. For example, in voting
prediction, a user might vote a candidate entity as positive or negative, but in most
cases, the user will choose not to vote about the entity. Therefore, the existing
methods cannot be directly adopted to address these kinds of applications. To
conclude, the previous approaches mainly suffer from two issues: 1) they ignore
the no-relation status, which accounts for the majority of the real relationship in
signed social networks; 2) instead of predicting the future relationship status of
any two nodes, these approaches actually consider a static network as they assume

the existence of links with uncertain signs.

Second, most attempts [7, 12—-14] are based on classification rather than ranking.
They aim to distinguish positive and negative links. We argue that a more realistic
setting should be ranking these user pairs by the order of positive, no-relation
and negative status. Besides, current approaches do not take attention to the
diversities of no-relation status. In fact, the link prediction problem in signed
social networks becomes rather difficult mainly due to the diversity of no-relation.
It is conceivable that most pairs of users with no-relation have limited common
connections (Stranger). However, in reality, many user pairs keep the no-relation
status even though they have many common connections (Frenemy). For example,
in the Epinions dataset®, 40,779 out of 94,732 user pairs who share more than
100 common neighbors still have no relation with each other. It is very easy to
mispredict those users, who have many common neighbors but are not linked, with

a linked status.

3www.trustlet.org/epinions.html
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The third research gap is the link recommendation problem in signed networks, or
personalized user ranking problem. It aims to provide a user ranking list by the
order of link formation probability for a certain user. In unsigned networks, this
topic has been well studied, which includes similarity-based ones [15, 16], random
walk based models [17, 18] and low-rank models [19-21]. However, these existing
methods cannot be directly applied in signed networks because of the existence
of negative links. Therefore, a few works have strived to extend the traditional
methods into the signed scenarios, like Similarity-based approaches [22, 23] and
random walk approaches [24, 25]. However, these studies are mainly extended
models in unsigned scenarios and they focus on global ranking rather than the
personalized perspective. Besides, they assume all the links in the network have
the same weights. In other words, they ignore the difference in social strengths,

which actually play a key role in personalized user ranking.

To summarize, three research gaps are as follows: first, no-relation status is ignore
in current link prediction approaches; second, current studies are mainly based on
classification rather than ranking; third, the task of personalized ranking in not

investigated in signed scenarios.

In this thesis, we aim to answer three research questions.

e RQ1: What is the underlying mechanism regarding link formation in signed

networks?

e RQ2: Given two user pairs in signed networks, which pair is more likely to

become friends (or enemies)?

e RQ3: Given a seed user in signed networks, how to rank other users by the

probability of link formation with her?



6 1.3. Research Approaches

1.3 Research Approaches

To address the proposed research questions, three pieces of works have been pro-

posed in this thesis. They are summarized as follows:

A feature-based approach to understand link formation mechanism in
signed social networks [26]: To answer RQ1, we design a link prediction ap-
proach for signed social networks, to predict future link status, which could be
positive, negative or no-relation. We take no-relation and future status into con-
sideration, which are the two major differences compared with the previous studies
in the literature. To address the problem, we first thoroughly explore features
which may potentially affect future link status of any two nodes, especially to in-
vestigate the related features which can well distinguish no-relation from the other
two statuses. On the basis of the thorough feature exploration, we propose a fea-
ture framework, where features of different categories try to distinguish the three
link statuses, for link prediction in signed networks, and design an effective feature
selection mechanism to show how to apply the feature framework in real appli-
cations. With the feature framework, we establish a feature-based link prediction
model in signed networks. Experiments verify the effectiveness of the proposed fea-
ture framework, and demonstrate that our model outperforms the state-of-the-art

approaches for both the measurements of Positive AUC and Generalized AUC [11].

A novel framework of integrating latent and explicit features [27]: To an-
swer RQ2, we propose a novel Framework of Integrating both Latent and Explicit
features (FILE), to better deal with the no-relation status in signed networks. The
key idea is to design two essential parts to represent the link formation probabil-
ity. The first part is the social linkage criteria from the perspective of individual
users, and the second part is the external social influence from the perspective of

user pairs. Specifically, we design two latent features for the first part. One is
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the propensity to connect to others, namely the activeness, and the other is the
propensity to be connected by others, namely the popularity. We train these two
features via the matrix factorization technique with a ranking-oriented loss func-
tion, and then we represent the linkage likelihood as the inner product between
the corresponding two user vectors. For the second part, we design the explicit
features extracted from social theories (e.g., balance theory and status theory) to
represent the external social influence. Both parts are indispensable, since the
lack of the latent features will lead to the misprediction between a frenemy and a
friend, while the model without explicit features will mispredict two strangers as
a linked one. The extensive experiments on four real-world datasets demonstrate

the effectiveness of our framework on link prediction in signed networks.

A supervised user ranking model based on random walk [28]. To answer
RQ3, we propose Signed Supervised Random Walk (SSRW), through which we
learn social strengths that capture a user’s different preferences towards different
neighbors, and thus to better facilitate the task of personalized user ranking. Cur-
rent approaches aim to generate a global ranking list for the whole network, which
could easily lead to a relatively unfair scenario where some users might have a
large number of potential links in the ranking list while most users have very few
or even no links. In this case, they cannot be easily adapted for many real-world
applications such as social recommendation or social-aware product recommenda-
tion. In contrast, personalized user ranking, which generates a ranking list for
each individual, is more practical and realistic [29]. Besides, the ranking list for a
user provided by existing random walk methods is fixed given a certain network
snapshot (i.e., the network structure). They inappropriately assume all the links
have the same weights (i.e. social strengths, a.k.a. link strengths). In other words,
they cannot learn each individual’s own opinions towards her neighbors, such as

what kind of user link (i.e. neighbors) is more important. In this work, instead of
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considering the random walk in a given network snapshot (i.e., training data), we
split the training data into two parts in terms of the timestamp (denoted as A and
B), and learn social strengths (i.e., transition probabilities) so that random walk
more likely visits those newly positively connected nodes (i.e., in B compared to A)
whereas more reluctantly visits the newly negatively connected nodes. We conduct
experiments on four real-world datasets and the results show that SSRW'’s perfor-
mance has an improvement of 6.05% compared to the state-of-the-art approaches.
To improve SSRW'’s efficiency but simultaneously maintain its effectiveness, we
also design a fast ranking method (F-SSRW) based on the local structure among
each seed node and a certain set of candidates. It has been demonstrated that F-
SSRW can maintain the performance in contrast with the original SSRW when the
ranking candidates of a user satisfy the requirement of having substantial common

neighbors with the user.

These 3 works aim to solve different research questions. We first aim to understand
link formation mechanism by feature-based study. Then we use FILE model to rank
user pairs based on their link formation probability, which is designed from the
view of the social network platform. The third work aims to optimize personalized

ranking, which is designed from the view of individual users.

Our proposed approaches can be adopted in many real-world applications. For
example, positive link prediction can be used for friend recommendation. By con-
sidering negative link, our approaches can be used in more areas especially in the
security domain. If we treat the social interaction as a link, negative link prediction
can be applied for social network spam detection, email spam detection, P2P-based
collaborative spam detection, etc. Another security-related application is voting in-
vestigation and prediction. Other applications include anomaly detection, criminal

detection and tracking terrorist networks.
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1.4 Contributions

The contributions of this thesis can be summarized as follows:

e We redefine the link prediction problem by taking an initial step to consider
“no-relation” as a future dyad status for link prediction in signed networks.
Besides, we focus on predicting the future relationship of any two nodes,
rather than distinguishing the sign of a certain link, which is the common
setting of the current approaches. Our setting is more realistic and can be

served as a guidance and elicit more related research in this area.

e We propose a structured feature framework on the basis of a thorough fea-
ture analysis to reveal the underlying mechanism regarding link formation in
signed networks. We not only adopt existing features in the previous stud-
ies [7, 30] on both unsigned and signed network scenarios, but also derive new
features based on social theories and observations. The feature framework
fills the research gap as the first feature engineering study considering the

three social statuses together.

e We take a deep investigation on the no-relation status. We empirically show
that two types of no-relation status widely exist in real-world social networks.
We also find that the link prediction problem in signed networks becomes
rather difficult mainly due to the diversity of no-relation, as it is easy to
mispredict no-relation having many common neighbors as a linked status.
Therefore, we propose the FILE framework which considers both the social
linkage criteria of individual users and the external social influence from the

neighborhood of every user pair.
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e We propose a novel link prediction framework that integrates social explicit
features into a latent model. We demonstrate that this can significantly

improve positive link, negative link, and no-relation prediction.

e We propose a supervised ranking model SSRW which learns social strengths
to optimize the user ranking in signed networks. Based on the heuristics from
data analysis, we further design a simplified and efficient ranking method (F-
SSRW), which only focuses on certain candidate nodes and runs the learning
algorithm within the local graph of the seed node. A comprehensive evalua-
tion demonstrates the superiority of the proposed models over state-of-the-art
approaches, and the robustness in terms of parameters and experimental set-

tings.

1.5 Thesis Organization
This thesis is organized as follows:

e Chapter 2 carries out a comprehensive survey on related works in this area,
including link prediction approaches in unsigned social networks, sign pre-

diction models and works on personalized user ranking.

e Chapter 3 proposes a feature framework on the basis of a thorough explo-

ration of potential features.

e Chapter 4 introduces the model which integrates both Latent and Explicit
features (FILE), to better deal with the no-relation status and improve the

overall link prediction performance in signed networks.

e Chapter 5 proposes a personalized user ranking method, which is based on

random walk to learn social strengths between each user and her neighbors,
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and make the random walk more likely visits ‘potential friends’ and less likely

visit ‘potential enemies’.

e Chapter 6 draws a conclusion for the thesis and point out the directions for

future works.






Chapter 2

Related Work

In this chapter, we review the state-of-the-art approaches which are related to our
study. First, we give detailed reviews of approaches for link prediction in unsigned
networks. Then, we survey the latest works on the link signed prediction. Finally,

we provide reviews on personalized user ranking methods.

2.1 Link Prediction in Unsigned Networks

Link prediction in unsigned networks has been well studied during the past decade.
It mainly calculates a “link formation score” for two users to indicate their prob-
ability to be linked in the near future [3]. Links in traditional social networks do
not have signs, therefore, link prediction in unsigned networks considers only two
possible future connection statuses of two nodes, i.e., linked or not linked. Gen-
erally, link prediction methods can be divided into two classes: unsupervised and

supervised methods.

13
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2.1.1 Unsupervised Approaches

Unsupervised methods mainly try to define a score function for node pairs. The
fundamental assumption of these approaches is that users tend to form links with
other similar users. Therefore, the core task is to define a similarity metric with a
reasonable heuristic assumption. Unsupervised methods consist of local neighbor

based metrics and path-based metrics [3].

Popular neighbor-based metrics include: the number of common neighbors [31],
Adamic/Adar Index [31], Jaccard Coefficient [3], Preferential attachment [32],
Resource Allocation Index [33], Resource allocation based on common neighbor
interactions[34],Average Commute time [35], The Hub Promoted Index [36], The
individual Attraction Index [37], Local Leicht-Holme-Newman Index [38], Mutual
Information [39], Local Naive Bayes [40], Car based Indices [41] and Functional
Similarity Weight [42]. These metrics are derived from the local neighborhood
structure of the user pair. They are easy to implement and have a good perfor-
mance against complicate models. However, they only adopt limited structural
information of users whereas the information of the whole network topology is

ignored.

Meanwhile, the features related to the path between two nodes in a network struc-
ture are also used to compute the similarities of node pairs. Compare to neighbor
based methods, path-based methods consider more topological information to de-
fine the score function. Typical approaches include: Katz [43], Vertex Collocation
Profile [44], Random Walk with Restart [45],The Blondel Index [46], ProfFlow [47],
SimRank [48], Pseudoinverse of the Laplacian Matrix [49], Random Forest Kernel
Index [50], FriendLink [51]. Path-based approaches always have high complexi-
ties but their performance is relatively better than neighbor-based ones since they

consider more information.
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2.1.2 Swupervised Approaches

Popular supervised methods include feature-based classification models and latent
feature models. link prediction in unsigned networks can be treated as a classifica-
tion problem as there are two types of social status: linked or not-linked. Therefore,
several classification models [52] can be adopted for the classification. Hasan et
al. [52] identified topological features and proximity features, and showed that most
well-known classification models can perform well in link prediction, which include

SVM, K-NN; Decision Trees, Naive Bayers, Bagging, .etc.

Meanwhile, latent models [53, 54| learn the latent vectors of each user and define
a link score function based on users’ latent vector. They have shown a good
prediction performance. The latest works start to apply deep learning techniques.
In [55], authors learn node embeddings via graph attention, and make predictions
based on the node embedding. Gu et al [56] propose Deeplinker to extract vertex
representation, and they use link information as features rather than to learn node
representation. Wang et al [57] propose a model based on deep convolutional neural

network which can capture the features from the sub-graph.

However, link prediction in unsigned networks considers only two possible future
connection statuses of two nodes, i.e., linked or not-linked, while in signed net-
works, three connection statuses are possible: positive, negative, and no-relation.
Therefore, all the features and metrics need to be re-investigated in the signed

network scenario, because neighbors and paths can be negative in signed networks.

2.2 Sign Prediction in Social Networks

The approaches discussed in Section 2.1 require all links in the network to be

positive. These models can not directly be extended to signed social networks [58].
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Current approaches mainly treat link prediction problems as a binary classification
problems, to distinguish positive links and negative links. We summarize these

works as sign prediction problem for clarification.

2.2.1 Feature-based Approaches

As indicated, existing attempts mainly focus on how to distinguish positive and
negative links, and topology feature-based approaches are dominant in the litera-
ture. For example, based on balance theory and status theory, Leskovec et al. [7]
identify triangle-based features of each two users and their common neighbours to
predict the sign (i.e., positive or negative) between each two users. They showed
that more than 90% of user triads satisfy balance theory and status theory, and

the prediction accuracy is more than 90% in Epinions and Slashdot dataset.

In order to construct more features, k-cycle-based features are proposed in [8] where
triangle-based features (k = 3) are especially explored. It also shows that longer
cycles (k = 5) significantly benefit sign prediction, while the performance gain is
not significant beyond k = 5. Papaoikonomou et al. [12] leverage the pattern of
frequent subgraph among node pairs, to predict link status. Patidar et al. [13]
adopt users’ attributes as features, and train a classifier to infer the sign. Dubois

et al. [14] adopt users’ attributes as features and interaction features.

2.2.2 Latent Model Approaches

Another type of popular method is low-rank model. For example, Hsieh et al. [9]
verify that signed networks naturally present a low-rank structure, and a matrix
factorization model is proposed to infer link signs. Agrawal et al. [59] also follows

the same idea and adopt pairwise empirical error as the loss function. For dynamic
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networks, Cen et al. proposed a low-rank tensor model [60] and learn the model

via dictionary learning.

However, all the aforementioned methods assume the existence of links with un-
certain signs. Song and Meyer [11] also adopt a low-rank model to infer link signs,
which learns the latent features by minimizing the generalized AUC loss. The ma-
jor purpose of the work is to distinguish positive and negative link status, and the

no-relation information is used in the training period of the model.

Hsieh et al. [9] state that three social status exist in signed networks, which are
positive, negative and no-relation. They treat no-relation as a potential status to
be linked, and propose a matrix factorization model to infer the signs of those
“potential links” which currently are no-relation. However, they ignore that no-
relation could be stable and possibly will not transform to a linked one. Song
and Meyer [61] adopt a low-rank model to recommend positive links, which learns
latent features by capturing the intuition that linked pairs have a different status
with no-relation, and no-relation status can help to better embed users. Kumar et
al. [62] adopt a recursive model for link prediction in weighted signed networks,
where no-relation can be treated as a special case in which the link value is zero.
However, this model still cannot predict no-relation since it only predicts the link

status with a non-zero value.

2.3 Personalized User Ranking in Signed Net-
works
Different from the traditional link prediction, the personalized user ranking in

signed networks tries to provide a ranking list for each individual user, by the or-

der of “potential friends” to “potential enemies”. The result can be directly used
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in recommendation applications. It is worth noting that there are lots of existing
works for personalized user ranking in unsigned networks, and the representative
approaches include similarity-based approaches [15, 16], random walk based mod-
els [17, 18] and low-rank models [19-21]. However, these existing methods cannot
be directly applied in signed networks because of the existence of negative links.
Therefore, a few works have strived to extend the traditional methods into the
signed scenarios, which also can be summarized into two categories: similarity-

based approaches and the random walk based approaches.

Similarity-based approaches try to define a link score metric to measure the simi-
larity in signed social networks. The key issue is to define the similarity based on
a reasonable assumption. Symeonidis et al. [22] propose a similarity metric based
on users’ out/in degree of positive and negative links. A higher similarity score
between two users indicates a higher chance to establish a positive link, while a
lower score indicates a possible negative link. Zhu et al. [23] use the number of
common friends minus the number of common enemies as the similarity metric.
Song et al. [63] learn users’ latent vectors by adopting matrix factorization tech-
nique, and model the ranking score as the inner product between the corresponding

user vectors.

For random walk based approaches, Shahriari et al. [24] firstly split the signed graph
into two graphs: a positive and a negative one, and then apply random walk with
restart on each graph. They finally combine the results from two random walks to
generate one ranking list for each user. In [25], a signed network is converted into a
positively weighted graph, and then obtain the ranking list using the random walk
technique. Jung et al. [29] propose a model named SRWR, which introduces a sign
into a random surfer so that negative links can be also considered by changing the

sign of walking.
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In summary, these studies are heuristically extended from the methods in unsigned
scenario. Meanwhile, current approaches mainly focus on global ranking rather
than the personalized perspective. Besides, they assume all the links in the network
have the same weights. In other words, they ignore the difference in social strengths,

which actually play a key role in personalized user ranking.

2.4 Summary

This section provides a systematic summary of the related research. We first briefly
discuss traditional link prediction approaches in unsigned networks. Then we make
a comprehensive survey on sign prediction in social networks, which include feature-
based approaches and latent model approaches. Last, we show the state-of-the-art
studies on personalized link recommendation in signed networks. We also briefly

discuss the strength and weakness of current works.

Existing works treat link prediction in signed networks as a sign prediction problem,
with the assumption of link existence. No-relation status is ignored in the existing
studies, while no-relations actually account for the majority of the real relationship
in signed social networks. We need to re-investigate the features adopted in the
literature for link prediction and design more specific approaches for the newly
redefined problem (i.e., link prediction in signed networks) on the basis of a bet-
ter feature design and problem analysis. Besides, current approaches mainly focus
on global link prediction rather than the personalized perspective. Besides, they
assume all the links in the network have the same weights. In other words, they
ignore the difference in social strengths, which actually play a key role in person-
alized user ranking. To tackle this issue, we propose a series of link prediction

models.






Chapter 3

A Feature-based Approach for
Link Prediction in Signed

Networks!

As discussed in Section 2.2, most link prediction applications in signed networks
cannot be simply treated as the sign prediction problem. To conclude, the previous
approaches mainly suffer from two issues: 1) they ignore the no-relation status,
which accounts for the majority of the real relationship in signed social networks;
2) instead of predicting the future relationship status of any two nodes, these
approaches actually consider a static network as they assume the existence of links

with uncertain signs.

This chapter proposes a link prediction approach for signed social networks, to
predict future link status, which could be positive, negative or no-relation. We
take no-relation and future status into consideration, which are the two major

differences compared with the previous studies in the literature.

!The work in this chapter has been published as [26] in ADMA 2017.
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TABLE 3.1: Our research question compared to related works.

Link Prediction | Classification Foatures Theory
(LP) Scenario Target supports
Link Prediction Linked/ ?g’?(ii;nﬁé giacre’ Similarity

in Unsigned Network Not-linked ’ RAI Closeness
Link Prediction in Positive/ Triad based features Balance theory
Signed Network Negative topological features Status theory
Balance Theory
Redefined Positive/ Features S?;Eis ;J;}é(;:ry
Link Prediction Negative/ derived from Rich i ) ric}};er
in Signed Networks No-relation Social Theories & .
Clustering
Frequent Subgraph

Table 3.1 shows the difference with previous works. In this work, we first thor-
oughly explore features derived from social theories which may potentially affect
future link status of any two nodes, especially to investigate the related features
which can well distinguish no-relation from the other two statuses. On the ba-
sis of the thorough feature exploration, we propose a feature framework, where
features of different categories try to distinguish the three link statuses, for link
prediction in signed networks, and design a simple but effective feature selection
mechanism to show how to apply the feature framework in real applications. With
the feature framework, we establish a feature-based link prediction model in signed
networks. Experiments verify the effectiveness of the proposed feature framework,
and demonstrate that our model outperforms the state-of-the-art approaches for

both the measurements of Positive AUC and Generalized AUC [11].
The main contributions of this chapter are two-fold:
1. We redefine the link prediction problem by taking an initial step to consider

‘no-relation’ as a future dyad status for link prediction in signed networks.

Besides, we focus on predicting the future relationship status of any two
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nodes, rather than distinguishing the sign of a certain link in a static network,

which is the common setting of the current approaches [7-9].

2. We propose a structured feature framework for the redefined problem on the
basis of a thorough feature analysis to reveal the underlying mechanism re-
garding link formation in signed networks. The feature framework, grounded
on both well-known theories and sound observations, can serve as a guidance

for research on the new problem.

The chapter is organized as follows: we first give the formal statement of the
redefined link prediction problem in signed social networks in Section 3.1. In section
3.2, we present the feature framework and introduce the features derived from social
theories. In Section 3.3, we proposed our feature-based approach. we also discuss
the feature selection mechanism and the method to handle the imbalance issue.
Experimental results are shown in Section 3.4. The notations used in this chapter
are summarized in Table 3.2.

TABLE 3.2: Notations.

G signed social network

V the node set in G

E the set of positive links in G

E the set of negative links in G

X the set of no-relation in G

the snapshot of the network at time t
social status between node i to j

FSEA)
~ ~+
T,
=

Sij the link sign from user ¢ toward user j

O; user i’s outgoing link set

I; user ¢’s incoming link set

Ci; | the set of the common neighbors between users ¢ and j
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3.1 Redefined Link Prediction Problem

Here we first formalize our redefined link prediction problem in signed social net-
works. Specifically, let G = (V, EF, EV¥, X)) denote a signed social network, where
V is the node set; BT is the set of positive links and EV is the set of negative links;
X refers to the set of no-relation. G; = (V, EF, EN | X;) denotes the snapshot of the
network at time t. Our research question is: given a series of network snapshots
Go, G1, ..., Gy, and any node pair (i,j) (i.e. dyad) where x;; € X, predict the

connection status of x;; at time t + 1, which can belong to EE,, EN, or X;i1.

To be more specific, in this chapter, we aim to solve three questions as below:

1. What has been changed with the introduction of no-relation?

2. What is the link formation mechanism behind signed network evolution? or

which specific features influence link formation in signed networks?

3. How do we evaluate link prediction performance involving no-relation?

To address these questions, we propose a link prediction approach in signed net-
works, including a feature framework of six categories, a feature-based link predic-
tion model, and a feature selection mechanism. We also introduce two techniques

to address the data imbalance issue for link prediction in signed networks.
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3.2 Feature Framework

3.2.1 Data Description

We first introduce the datasets used in this work. We obtain four publicly available
datasets® with the signed structure, i.e., Epinions,Slashdot, Wikipeida and Bitcoin.
In both social networks, users can establish trust and distrust relationship, i.e.,
positive or negative links with other users. Table 3.3 provides descriptive statistics
for these datasets.

TABLE 3.3: Descriptive statistics of users and links in the Datasets

Epinions Slashdot Wikipedia Slashdot

Users 131,828 82,140 9,654 3,783
User pairs with positive links 717,667 425,072 87,766 22,650
User pairs with negative links 123,705 124,130 16, 788 1,536

User pairs with no-relations 1710  6.7%10°  9.3%107 1.4%107

From Table 3.3, we can quickly summarize two general data patterns that occur in
signed networks: (1) sparsity: a signed network is quite sparse, and we find that
there are no more than 10.2% users with degree > 25 in all real social networks;
and (2) imbalance: the number of linked pairs is smaller than pairs of no-relation
by four orders of magnitude. Meanwhile, the number of positive and negative links

are also imbalanced.

3.2.2 Feature Design Principles

The design of a feature set is always the keystone of a feature-based prediction
method. Link prediction in unsigned networks adopts features, such as the number

of common friends, to distinguish linked and not-linked status corresponding to

Zhttps://snap.stanford.edu
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those with the value of 1 and 0 in unsigned networks. On the contrary, previous
link prediction in signed networks designs features to discriminate positive links
and negative links, with the value of 1 and -1 respectively. In our newly identified
link prediction problem in signed networks, as three link statuses (with the value

of 1, 0 and —1) are involved, the feature set should be re-considered.

An ideal feature is expected to well distinguish the three link statuses, however, as
indicated before, there is no previous feature study considering the three statuses
together. To fill this gap, we propose a feature framework for the new research
problem, aiming to serve as a guidance and elicit more related research. We not
only adopt existing features in previous studies [7, 30] on both unsigned and signed
network scenarios, but also derive new features based on our analysis and obser-
vations. We then combine and summarize these features into six major categories,
and then explore the influence of each category on link formation in signed net-
works. We also indicate how our features have addressed our problem uniquely.

All features are discussed in the following section.

3.2.3 Feature Definition

Balance Theory [64] can be simply explained as “my friend’s friend is my friend”,
or “my enemy’s enemy is my friend”. In other words, two users will more likely
become friends if they have many common friends. Thus, we define pp and
pp_ratio to represent the number and the fraction of the common ‘positive’ neigh-
bors (friends) between two users, and nn and nn_ratio to represent the number
and the fraction of the “negative” neighbors (enemies). Besides, given two users,
we also check the number of their neighbors which are one’s friends but the other’s
enemies, denoted by pn. Based on balance theory, a large pn represents a high

chance for a negative link establishment. Then we define a feature bal_diff to
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check the contradiction within the balance theory. When users ¢ and j have largely
the same number of ‘friends’ and ‘enemies’, a positive or negative sign will even-
tually make the network unbalanced, on the basis of social balance theory. In this
research, balance theory is extended such that the no-relation status can make the

graph more balanced.

Status Theory [7, 65] refers to that, a positive link ¢ — j indicates the node
status of 7 is higher than ¢. Therefore, given a common neighbor w, if link ¢ — w
and w — j are both positive, link ¢+ — j is more likely to be positive since the
status of j is higher than ¢. Thus, given two users ¢ and j, we define sta_diff p
(sta_diff n) as the number of their neighbors which indicates j’s status is higher
(lower) than ¢. Then sta_diff is used to represent the status difference between
these two users, while sta_diff_ratio takes into account the fraction of the status
difference. Status theory is extended in this research, as two users tend to have

no-relation if they have nearly equal status.

Reciprocity [66] is the tendency that two nodes with bidirectional links between
each other always have the same sign. In Epinions dataset, 83.5% of user pairs
with bidirectional links have the same sign. Therefore, we can infer the status of
the link ¢+ — j by the sign of the backward link 7 — ¢, named as reciprocity. This

feature will be useful if there exist many bidirectional links in the network.

Rich-get-richer [67] indicates two active or popular users will more likely get
linked. Thus, we derive 10 features to capture this phenomenon. Given two users 7
and j, we define out_p and out_p_ratio to represent the number and the fraction of
positive links coming from ¢. Similarly, out_n takes into account the negative links.
Meanwhile, two features in_p and in_p_ratio are the number and the fraction of
the positive links pointed to j. Besides, if i’s out_p_ratio and j’s in_p_ratio are
both high, there will be more likely a positive link between ¢ and j. However, if i’s

out_p_ratio (or out_n_ratio) is large and the j’s in_n_ratio (or in_p_ratio) is large,
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which indicates that i is active and tends to trust others, but j is not trustworthy
and distrusted by others, there will be no-relation between ¢ and j. Therefore, we
adopt 4 features prprs, prars, nrprs, prars to capture those observations and

check whether those features can indicate no-relation status.

Clustering [3] adopts the similar insight with link prediction in unsigned networks.
It measures per-dyad side features like the number of common neighbors. The
underlying assumption is that two users likely get connected if they have many
common neighbors. In this work, we use 5 features CN [3], Katz [43], JC [3],
PA [32], Status Similarity [22]. In signed network, a smaller feature in this

category indicates a higher chance to have no-relation.

Frequent Subgraph [7, 8] considers triads constructed by users ¢, j and their
common neighbors. FEach link between a user and its neighbor may have two
directions, i.e., forward and backward, meanwhile it can be positive or negative.
Therefore, based on the combination of directions and signs, there will be 16 types
of triads. We use p and n to represent the positive and negative signs, and f and
b denote the link direction, so these triads represent as ppf f, pnfb, etc., as shown

in Figure 3.1.

/ PPBEN

FIGURE 3.1: The sixteen triads are fundamental and crucial units for network
topology analysis.

In summary, balance theory, status theory and reciprocity mainly capture the
signed network characteristics; rich-get-richer considers per-node side features mean-
while clustering captures per-dyad side features; and frequent subgraph captures

relatively larger scale topological features.
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FIGURE 3.2: Illustration of six social theories.

We adopt the following notation: let 1,2,--- N be N users; let S;; be the link
sign from user ¢ toward user j; let O;, I; be user ¢’s outgoing and incoming link
sets, respectively. Specifically, O;f, It represent the positive link sets, and O}, I;
the negative link sets; Let C;; be the set of the common neighbors between users

1 and 7; ppff, pnff, ... are basic triad units. Table 3.4 summarizes the full list of

the features we derived from social theories.

3.3 Feature-based Approach

The proposed feature-based model can be stated as:

A
min Y 1Sy, Llof (s, uy) + Buig)) + 5 a3 + 2|!6H§ (3.1)

where S;; is the ground truth of link status; L(-) is the link prediction function;
[(,) is the loss function; u;;, u; and u; are corresponding features; 2{|e[|3 and

% 18 |I§ are regularizers.

Link prediction function L(+) is a function with a value of 1, —1 or 0, which repre-

sents positive, negative or no-relation respectively. Under this setting, a multiclass
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classification algorithm should be adopted, such as SVM and decision trees. In this

paper, we adopt the multinomial logistic regression model.

Loss function I(-,-) is user-specified and application-depended. For example, in
recommendation systems, loss for an incorrectly predicted -1 or 0 can be relatively
low, while the loss for a mistakenly identified 1 should be set high, as the prediction

performance on 1 is of the most importance.

Features mainly consist of two parts: per-dyad side, u,; is the feature set of dyad
(4,7), such as sta_diff, pp, pp_ratio; per-node side, f(u;,u;) is the function to
leverage the node-side features of u; and u;, like prprs, which is the multiplication

of i’'s out_p_ratio and j’s in_p_ratio.

3.3.1 Feature Selection Mechanism

Before using these potential predictive features, we need to investigate whether
these features can distinguish different classes, or have different influences on each
class. As aforementioned, an ideal feature is expected to well distinguish the three
link statuses. For each specific application, to effectively adopt the feature frame-
work, we should first investigate whether each theoretically sound feature is suitable

for the real application.

To do this, we statistically check the mean of each feature for each class (i.e.
positive, negative or no-relation), taking Epinions dataset as an example. We
conduct one way ANOVA test on Mi(fi), Mo(f;) and M_1(f;), where f; denotes a
feature and M (-) denotes its average value. The corresponding null hypothesis is:
Hy : My(fi) = Mo(f;) = M_1(f;). If a feature is rejected at the significance level
of a = 0.01 with p-value <0.001, the feature is dropped in this application. We
choose a smaller significance level and p-value here in order to strongly support

the alternate hypothesis, i.e., try to select the features which can better distinguish



Chapter 3. A Feature-base Approach for Link Prediction in Signed Networks

31

TABLE 3.4: Features derived from social theories

Feature

Notation

Balance Theory

pp ppif + pptb + ppbf + ppbb
nn nnff + nnfb + nnbf + nnbb
pn |C|— pp — nn

pp-ratio pp/|C|

nn_ratio nn/|C|

bal_diff pp + nn — pn

Status Theory

sta_diff sta_diff p — sta_diff n
sta_diff_p ppbb + nnff + pnfb + npbb
sta_diff n nnff + ppbb + npfb + pnfb
sta_diff_ratio sta_diff_p/(sta_diff_p + sta_diff n)
Reciprocity

reciprocity Sji

Rich-get-richer

out_p 07|

out_n O/ |

in_p s

in_n 15|

out_p_ratio |O;"|/104]

in_p_ratio 1171 /11|

prprs (10 1/10:) « (15 1/15)
prars (1O1/104) * (157 1/1151)
nrors (O 1/10:1) = (|151/1131)
nrprs (107 1/10:) = (IL1/14;1)
Clustering

cn |C|

Katz ppff + pnff + npff + nnff

Jaccard coefficient
preferential attachment
status similarity

|Cisl/(10i] + 1051 + [ L] + 1;])
(10:] + [L]) * (105] + ;1)
1/(6(2) +6(5) — 1),

0(i) = 17|+ 107 | = 10/ = |17 |
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those three classes. Figure 3.3 shows the kernel smoothed density distribution of
some selected features. As shown in Figure 3.3, we can easily understand why these
features work. For example, in the figure, “prprs”, the multiplication of node i’s
outgoing positive link ratio and node j’s incoming positive link ratio, shows totally

different distributions for different link status.

2 0.6 15
P P P
u u U
15 N N N
0.4 1
1
0.2 0.5
0.5
0 0 0
-0.5 0 0.5 1 15 -50 0 50 100 -5 0 5
(a) pp-ratio (b) sta_diff (¢) reciprocity
0.5
P 4 P P
u U 0.4 U
N N N
10 3
0.3
2
5 0.2
1 0.1
0 0 0°
0 0.5 1 0 0.5 1 -20 0 20
(d) out_p_raito (e) prprs (f) ppff

Ficure 3.3: Kernel smoothed density distribution of selected features.

3.3.2 Handling the Imbalance Issue

The imbalance issue is one of the most serious problems for link prediction in signed
networks, where the number of no-relation pairs > the number of positive links
> the number of negative links. Therefore, if we conduct experiments based on
the full dataset, positive and negative links will be almost ignored as there are
overwhelmingly no-relation pairs. Meanwhile, the accuracy performance can reach

to almost 100% since the learning model can predict all pairs as no-relation.
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Thus, the first technique is under sampling, where we randomly draw a set of links
including an equal amount of samples for each link status. Specifically, since the
negative link is the smallest in quantity, for every negative link, we randomly draw

a positive link and a no-relation pair.

Another technique is to use the measurements of ranking rather than the accu-
racy metric, to evaluate the prediction performance of different methods. As we
have three statuses in signed networks, we aim to rank user pairs based on the
predicted link scores, and make positive links be ranked higher at the top, and
negative links lower in the bottom of the list. That is, the ranking order comes as
positive, no-relation, negative ones in the list. In this work, we adopt GAUC (Gen-
eralized AUC), an extension of AUC, as a metric which can measure the ranking
performance for three statuses. A score of 1.0 indicates a perfect classifier while 0.5

represents a random classifier. This metric is insensitive to the imbalanced data.

3.4 Experiments

In this section, we conduct experiments using Epinions and Slashdot datasets to
demonstrate the effectiveness of our feature framework, and the superiority of our

link prediction approach compared to the state-of-the-art methods.

Generally, we aim to answer two questions:

e Can our proposed approach predict social relations including positive, nega-

tive and no-relation?

e Does the introduction of no-relation help to improve the performance of link

recommendation?
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3.4.1 Experimental Setting

First, we try to design an experimental environment which can well represent the
link prediction scenario in reality. One realistic scenario is that, given a certain
number of user pairs which currently are not linked, we predict which user pair
will form a positive link or a negative link, or still have no-relation in the future.
Since Epinions dataset contains a timestamp for each generated link, we can use
it to test the performance of our method on future link prediction. We divide the
dataset into three parts by timestamps: 71, T2 and T'3, which represent the past,
current and future respectively. Because there are 578,996 links marked with the
timestamp 1/10/2001, we treat this timestamp as “past” and use those links to
derive training features. And we split the rest into two parts: training set consists
of the links (or user pairs) formed during 72 (till 4/30/2002); and the testing set
includes the links formed in the period of T3 (till 8/12/2003) but the features are
measured in both periods of T'1 and T2. Although there is an overlap between
the feature sets of the training and testing data, this experiment setting is exactly
consistent with the training and prediction process in real-world scenarios. Based
on the undersampling method discussed in Section 3.3.2, we sample a positive link
and a no-relation dyad for every negative link, to ensure the training and testing
data are balanced. Specifically, the number of samples in 72 and T3 is 18, 489 and

15,741 respectively.

Since there is no timestamp information in other 3 datasets, we adopt the tradi-
tional training/testing setting [7, 9], i.e., by randomly drawing a sample of user
dyads including positive, negative and no-relation ones with the equal amount as
training and testing set respectively. We adopt 10-fold cross validation for this
dataset. Besides, to measure the effectiveness and robustness of our approach, we
test our approach under different settings. In Epinions and Slashdot dataset, we

filter user pairs by different number of common neighbors, i.e., minimum as 1, 10
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and 25. For other two small datasets, we show the result on user pairs with at
least 1 neighbor. In the following experiments, if not stated otherwise, we show

the result on user pairs with at least 1 neighbor since this is a more general setting.

3.4.1.1 Evaluation Metrics

As discussed in Section 3.3.2, we will use measurements of ranking rather than of

accuracy. We adopt the generalized AUC (i.e., GAUC) metric, which is defined as:

1 1
GAVC = o (o > > I(L(a)> L(ay)

a;€P ascUUN

1 1
T P T > > 1(L(a) > L(a))

aje€N ar€UUP

where |P|, |N|, |U| represent the number of positive links, negative links, and
no-relations, respectively; a represents a link; and L(-) is the link score function.
GAUC is an extension of AUC, and provides a ranking metric considering the three

link statuses.

The other metric is PAUC (positive AUC), which measures the classification perfor-
mance over positive links and non-positive links. We do not show NAUC (negative
AUC) results here since NAUC results can be derived from GAUC and AUC, where
GAUC can be treated as the weighted sum of PAUC and NAUC.

3.4.1.2 Benchmark Approaches

We compare our approach with the following methods:

e Common Neighbors (CN) [3], ranks user pairs by the number of their common
neighbors, including both the positive and negative common neighbors.

e Katz [43], ranks user pairs by the number of directional routes. CN and Katz

are always used as the baselines for link prediction.
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e Triad and Degree feature-based method(All23) [7], adopts a total of 23 features
based on topology triads and user degree, and use regression as the learning model.
e Matrix Factorization (MF) [9], learns latent features from the social matrix with
non-zero elements, and rank user pairs by the multiplication of latent features.
This is a point-wise approach for sign prediction.

e Optimizing GAUC (OptGAUC) [11], optimizes the GAUC metric through ma-
trix factorization with the ranking order of the positive, no-relation, and negative

links. It is a pair-wise approach for sign prediction.

CN and Katz are metric-ranking based methods, All23 is a feature-based super-
vised learning method, MF and OptGAUC are low-rank models. These 3 types of
methods are state-of-the-art approaches and widely used in link prediction prob-
lem. In this section, we make a comprehensive comparison between our approach

and these methods.

3.4.2 Prediction Performance

As shown in Table 3.5, we can see that our approach outperforms others on both
GAUC and PAUC metrics, under different dataset settings. We also run experi-
ments on two small datasets Wikipedia and Bitcoin, and the experimental results

are shown in Figure 3.4.
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FIGURE 3.4: Experiment results on Wikipedia and Bitcoin

CN and Katz do not perform well because they do not differentiate the signs of
neighbors and links. Thus we conclude that traditional link prediction methods
cannot directly be applied for link prediction in signed networks. OptGAUC out-
performs MF, indicating that no-relation information used in OptGAUC helps
improve its link prediction. As the PAUC measurement can be treated as an ex-
tended version of AUC in traditional unsigned networks, we can thus conclude that
negative links as new information for link prediction can improve the performance

of predicting positive links in signed networks.

We also examine the performance of different multi-class classifiers for the link
prediction function in our feature-based approach. This test is conducted within
the WEKA framework, and each model adopts the default parameter setting. Fx-
perimental results in Table 3.6 indicate that our approach with the multinomial

logistic regression model achieves the best performance in terms of GAUC.

3.4.3 Feature Framework Analysis

In order to check the effectiveness of each feature category and the robustness of

the feature framework, we first check the prediction performance of each feature
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TABLE 3.6: GAUC performance on different multiclass classification models

Classifier Epinions Slashdot
SVM 0.497 0.583
Decision Tree 0.679 0.865
Adaboost 0.684 0.794
Naive Bayes 0.796 0.866
Random Forest 0.81 0.798
Multinomial logistic regression 0.827 0.924

category. As shown in Table 3.7, the learning model with any feature category
outperforms random guessing (GAUC=0.5). Specifically, the best performance in
terms of both GAUC and PAUC is given by balance theory and frequent subgraph
for Epinions dataset, meanwhile, cluster and frequent subgraph outperform others
on Slashdot dataset. The full model which adopts all features shows the best

performance, demonstrating the effectiveness of feature combinations.

TABLE 3.7: The effectiveness of each feature category

Epinions Slashdot
GAUC | PAUC | GAUC | PAUC
Balance Theory 0.733 | 0.734 | 0.808 | 0.794

Feature Category

Status Theory 0.72 0.703 | 0.647 | 0.639
Reciprocity 0.538 |0.549 | 0.622 | 0.645
Rich-get-richer 0.738 | 0.715 | 0.691 | 0.682
Cluster 0.617 | 0.638 | 0.820 | 0.807

Frequent Subgraph | 0.799 | 0.776 | 0.843 | 0.825

Full Model 0.827 | 0.799 | 0.924 | 0.904

Furthermore, we evaluate the performance of our approach by removing the features
of a certain category each time. The experimental results are shown in Table 3.8,

where each row represents the prediction results in terms of GAUC and PAUC after



40

3.5. Summary

dropping features of the corresponding category. We can see that the performance

of each incomplete framework is worse than the complete one involving the features

of all the six categories.

TABLE 3.8: The effectiveness of the framework by removing one feature category

Feature Category Epinions Slashdot
GAUC | PAUC | GAUC | PAUC
Balance Theory 0.801 | 0.774 | 0.921 | 0.902
Status Theory 0.818 | 0.789 |0.902 | 0.872
Reciprocity 0.822 | 0.791 | 0.905 | 0.874
Rich-get-richer 0.816 |0.795 |0.921 | 0.903
Cluster 0.823 | 0.798 | 0.875 | 0.867
Frequent Subgraph | 0.824 | 0.796 | 0.916 | 0.895
Full Model 0.827 | 0.799 | 0.924 | 0.904

3.5 Summary

In this chapter, we redefine the link prediction problem in signed networks, by

considering no-relation as a future status of a user pair.

For this problem, we

further propose a feature framework grounded on thorough theoretical analysis,

and design a feature selection mechanism and feature-based prediction model to

apply the framework in real applications. We also indicate two techniques to handle

the imbalance issue for link prediction in signed networks. Experiments in Epinions

and Slashdot dataset show that our model outperforms existing methods in terms

of GAUC and PAUC, and also demonstrate that each category of our feature

framework and our choice of the multinomial logistic regression model are effective.
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This work takes an initial step to consider ‘no-relation’ as a future status for link
prediction in signed networks, and our proposed feature framework can serve as a

leading guidance for research on the new problem.






Chapter 4

FILE: A Novel Framework for
Predicting Social Status in Signed

Networks!

In the previous chapter, we propose a feature based approach for the link predic-
tion problem in signed networks. It carries out the first attempt to extend the
link prediction to a more realistic setting by also predicting the no-relation status.
They show that no-relation can be distinguished from positive and negative links,
through a feature-based model, where the features are extracted from social the-
ories. However, this model is limited to the assumption that users have the same
linkage criteria [68], which is not realistic. For example, some users might be more
willingly to connect to others while some users are more influential [68] and easily

connected by others.

In fact, the link prediction problem in signed networks becomes rather difficult

mainly due to the diversity of no-relation. It is conceivable that most pairs of users

!The work in this chapter has been published as [27] in AAAT 2018.
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with no-relation have limited common connections (Stranger), however, in reality,
many user pairs keep no-relation status even though they have many common
connections (Frenemy). For example, in the Epinions dataset, 40779 out of 94732
user pairs who share more than 100 common neighbors still have no-relation with
each other. It is easy to mispredict no-relation having many common neighbors as

a linked status.

In this chapter, we propose a novel Framework of Integrating Latent and Explicit
features (FILE), to better deal with the no-relation status in signed networks. The
key idea is to design two essential parts to represent the link formation probabil-
ity. The first part is the social linkage criteria from the perspective of individual
users, and the second part is the external social influence from the perspective of
user pairs. Specifically, we design two latent features for the first part. One is
the propensity to connect to others, namely the activeness, and the other is the
propensity to be connected by others, namely the popularity. We train these two
features via the matrix factorization technique with a ranking-oriented loss func-
tion, and then we represent the linkage likelihood as the inner product between the
corresponding two user vectors. For the second part, we design the explicit features
extracted from social theories (e.g., balance theory and status theory) to represent
the external social influence. Both parts are indispensable, since the lack of the
latent features will lead to the misprediction between a frenemy and a friend, while
the model without explicit features will mispredict two strangers as a linked one.
The extensive evaluations demonstrate the effectiveness of the proposed framework

on link prediction in signed networks.

The contributions of this work are as follows:

e We propose a novel link prediction framework which integrates social explicit

features into a latent model. We demonstrate that this can significantly
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improve positive link, negative link and no-relation prediction.

e We take a deep investigation on the no-relation status. We empirically show
that two types of no-relation status widely exist in real-world datasets, and

the proposed framework can well handle both of the two types.

The chapter is organized as follows: we first discuss the data analysis results in
Section 4.1. In section 4.2, we present the FILE framework and give the optimiza-
tion method. Experimental results are shown in Section 4.3. The notations used
in the chapter are summarized in Table 4.1.

TABLE 4.1: Notations.

S signed adjacency matrix, S;; € {1,0, -1}

|P| | the number of positive links in S

|U| | the number of no-relation in S

|N| | the number of negative links in S

(,7) | social status between node i to j

CN | the number of common neighbors between a user pair

u; user i’s latent vector in term of activeness
v; user ¢’s latent vector in term of popularity
f explicit features

N(-) | normalized function
I(-) | the 0/1 indicator function

4.1 Preliminaries

4.1.1 Problem Formulation

We formally define the problem as: given a signed social network S € R™*" (n is
the number of users in the network) with S;; € {1,0,—1}, we aim to rank all the
user pairs (4, j) with S;; = 0 in the present, by the probability of transforming to
positive links, negative links, or maintaining no-relation in the future. We argue

that our problem setting is more comprehensive and realistic compared to previous
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studies, which aims to classify a user pair as a specific social relation. We adopt
a ranking mechanism and try to answer a more practical question: “Of user pairs
(7, j) and (i, k), which pair is more likely to become friends (or enemies)?” The
obtained ranking list can be directly utilized in real-world applications like social

recommendation.

4.1.2 Data Analysis

Previous analysis on data patterns in signed networks [69, 70] are preliminary and
focus only on the comparisons between positive and negative links. We now re-
investigate data patterns by also considering the no-relation status. Our analysis
is performed on four real-world signed networks: Epinions, Slashdot?, Wikipedia

RFA? and Bitcoins?.

4.1.2.1 Data imbalance.

From Table 4.2, we can see that no-relation accounts for the majority of social
status, and the number of no-relation is much larger than linked ones. Meanwhile,
the proportions of those social relations vary in different datasets, requiring the
robustness of the proposed method in various scenarios. It should be noted that as
ranking metrics (e.g., AUC) are relatively effective for evaluating and distinguishing
machine learning techniques in imbalanced scenarios, we also use ranking metrics
instead of accuracy metrics for reasonable evaluations and comparisons of different

approaches in our experiments.

2snap.stanford.edu/data/soc-Slashdot0902.html
3snap.stanford.edu/data/wiki-RfA.html
4cs.umd.edu/ srijan/wsn
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TABLE 4.2: Dataset statistics.

Epinions Slashdot Wikipedia Bitcoin

Users 131,828 82,140 9,654 3,783
Positive links (P) 717,667 425,072 87,766 22,650
Negative links (N) 123,705 124,130 16, 788 1,536

No-relation (U)  1.73 x 10" 6.7 x 10° 9.3 x 107 1.4 x 107
U with CN=0 1.72 x 101 6.6 x 10° 8.5 x 107 1.3 x 107
U with 1 <CN< 50 1.6 x 10 9.7 x 107 7.2 %105 1.1 x 108
U with CN>50 234,793 9,752 3,390 13

4.1.2.2 Stranger v.s. Frenemy.

The statistics in Table 4.2 demonstrate the existence of two kinds of no-relation
status as there are a substantial number of no-relation pairs with few common
neighbors (CN=0) or many common neighbors (CN>50). For example, in Epinions
dataset, the number of common neighbors for no-relation user pairs ranges from 1
to 2,059. In other words, even a user pair with 2,059 common neighbors may still

have no link with each other.

We further check whether these no-relation pairs are stable over time in Epinions
dataset as it contains the information about timestamp of every link formation over
30 months. Figure 4.1 shows the changing ratio of the no-relation user pairs after
15 months. The y-axis is computed as the number of no-relation user pairs with
a certain number of common neighbors who are linked after 15 months divided by
the number of no-relation user pairs with a certain number of common neighbors
in the present. We observe that no-relation status of user pairs can be stable
over time even though they have many common neighbors, and user pairs with
more common neighbors may not have a higher probability of being linked in the
future. On the contrary, when the number of common neighbors is larger than 20,

no-relation status becomes more stable with more common neighbors.
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FI1GURE 4.1: The distribution of no-relation changing ratio.

As we have known, the core task of link prediction is to calculate a “link formation
score” for a user pair. Since both user pairs of frenemies and strangers belong to
the same no-relation class, they are expected to have a similar score. However,
most existing approaches relying on network topological features cannot achieve
this simple goal as frenemies and strangers have quite different topological features
(e.g., the number of common neighbors). Therefore, we clarify that the core task
of link prediction in signed networks is more suitable to be explicitly defined as
“how to design a link score function to generate similar scores for frenemies and
strangers, meanwhile to be able to distinguish them from positive and negative

links”.

In view of psychosocial theories, both intrinsic personality [71] and external influ-
ence from mutual neighbors [72] affect social relationship formation. Thus, it is
reasonable to explain the stranger relationship as a lack of external influence, and
the frenemy relationship as a lack of intrinsic personality similarity. Figure 4.2
illustrates the differences among these social relations. Inspired by this, in our
FILE framework, we derive a user’s latent features in the latent space to represent
the intrinsic personality, and design explicit features based on network topology to

represent the external influence.
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FIGURE 4.2: Illustration of the influential social components.

4.2 The FILE Framework

In this section, we describe the FILE framework incorporating both latent and
explicit features for link prediction in signed networks. We first present the two
types of features in detail, and then introduce our designs of the link score function

and the optimization method.

4.2.1 Latent Features

A signed network can be represented by a signed adjacency matrix S (S € R™*")
associated with the n users and links in the network, where S;; = 1 indicates a
positive link from user i to j, S;; = —1 a negative link from ¢ to j, and S;; = 0
no-relation from ¢ to j representing the majority of the entry values in S. Since
this kind of matrices of signed networks has the low-rank property [9], matrix
factorization technique can be deployed to learn users’ latent features. Specifically,
S can be decomposed into two low-rank matrices U and V, where UTV ~ S

(U,V € R r < n). We call both v; € U and v; € V' as user i’s latent vectors,
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being referred to as the activeness and popularity respectively. For a certain user
pair ¢ and j, the probability of link formation simultaneously depends on both
w; and vj, i.e., whether i is active and has more tendency to “trust” (or distrust)
others, and whether j is popular and more probably to be trusted (or distrusted) by
others. A higher value of u/ v; indicates a higher probability to form a positive link.
Conversely, a lower value of u] v; implies a higher probability to form a negative

link.

To sum up, given a pair of users (i, j), and the r-dimensional features u; (activeness
of user ) and v; (popularity of user j), we define the link formation probability
from user i to j as:

LY, 5) =u] -v; (4.1)

4.2.2 Explicit Features

Explicit features capture social influences from the surrounding neighborhoods
around a user pair, and can be formulated from the network topology. We claim
that any valuable and reasonable features identified in the literature can be in-
corporated into the FILE framework [69, 73] as they contribute new information
to social influences. In our framework, to show the effectiveness of the explicit
features part, we design two explicit features by extending the balance theory and
status theory. According to the two social theories, each common neighbor will
bring either a positive or a negative influence. As shown in Figure 3.1, there are in
total 16 types of triads formed by a pair of users and their mutual neighbor (p and
n denote the positive and negative signs, and f and b represent the link directions

of forward and backward respectively).

As indicated in the balance theory, each mutual friend brings a positive influence

which makes two users more likely to generate a positive link, while a neighbor
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incurs a negative influence if she is one’s friend but the other’s enemy. Therefore,
we check whether the positive or negative influence is dominant in the balance

theory via:

F' = (|ppft|+|ppfb|+|ppbf|+|ppbb|+|nnff|+ nnfb|+|nnbf|+|nnbb)|)

-(|pnff|+|pnfb|+|pnbf|+|pnbb|+ |npff|+|npfb|+ npbf|+|npbb|)

where | - | represents the number of respective type of triads.

In the status theory, a neighbor can imply the status difference between a user
pair. For example, for ppff, given a user pair (i, 7) and their neighbor w, the links
1 — w and w — j are both positive. Based on the status theory, it suggests that
7’s status is higher than w while w’s status is higher than i. Therefore, the link
1 — 7 is more likely to be positive since the status of j is higher than i. We thus

quantify the overall influence in the status theory via:

f? = |ppft|+|nnbb|+|pnfb|+|npbb|-(|nnff|+|ppbb|+|npfb|+|pnfb))

For these two features, a higher positive (negative) value indicates a higher prob-
ability to form a positive (negative) link. A value close to 0 suggests they will be
more likely to keep no-relation. We conduct the One-Way ANOVA test on explicit
features to evaluate their effectiveness, and both the two features pass the test at
the significance level of 0.01 (p-value < 0.01), suggesting that they can reasonably

distinguish the three kinds of social status.

Note that we do not aim to come up with an exhaustive list of explicit features in
this work. A more comprehensive list of explicit features can be found in [69, 73].
Our experimental results show that with only the above two explicit features, our

approach can already achieve better results than other existing approaches.
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4.2.3 Link Score Function

The link score function is defined as follows:

Latent Explicit
’—’\— % Y
L(i,5) =N -v;)+ Y o * N(f2), 0< oy < 1 (4.2)
k

As aforementioned, both latent and explicit features are indispensable since the
lack of any will lead to the misprediction of no-relation. In view of this, we first
define a threshold rule for the link formation: there will be a positive link if the
link score is larger than 1, and a negative link if the link score is smaller than —1.
We bound the value of each part (Latent or Explicit) by (—1, 1), which indirectly
constrains that only the combination of two parts can successfully induce either

positive or negative link.

In Equation 4.2, w; is user ¢’s latent feature of activeness, v; is user j’s latent
feature of popularity, f7 (w € {1, 2})° is an explicit feature for user pair {7, 5},
is the corresponding weight with >, = 1, N(-) is the function which normalizes
the corresponding values of features into (—1, 1). Hence, the link score function is
bounded and L;; € (—2,2). Based on the previous analysis, if L;; is within (—1, 1),

there will be no link from ¢ to j. If L;; > 1, there will be a positive link from 7 to

J, and if L;; < —1, there will be a negative link from ¢ to j.

4.2.3.1 Normalization Function.

It normalizes the feature values into range (—1,1). Here, we formulate it as follows.

N (x]0) = ;;X—m (4.3)

5Note that as indicated in the explicit features part, more explicit features can be designed
and incorporated into Equation 4.2.
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The sigmoid distribution well captures the property of link formation that the value
increases at a lower speed when ¢ and j already show a high probability to establish
a link. The selection of  mainly depends on the scale of the corresponding feature.
In this work, we normalize the two explicit features by making them to be scaled
within the same order of magnitude. To this end, we set 6 as the reciprocal of the

median value of the corresponding feature.

4.2.4 Optimization

The traditional square loss is not suitable for our problem, because instead of caring
about the absolute prediction error, we focus on the ranking performance. That is
to say, for example, given a possibly positive link S;; = 1, there should not incur
any loss if predicted L;; > 1. Therefore, in view of Equation 4.2, the loss function

is defined as:

minY I(Li; > 1)+Y _ I(|Lil <1)+ > I(Li; <—1) (4.4)
Sij=1 Sij=0 Sij=—1

where I(-) is the 0/1 indicator function that if the condition in (-) comes true, we
get 0 loss, otherwise 1 loss. We aim to find a surrogate function to replace I(-)
because it is non-convex. Considering our link score function in Equation 4.2, the
ultimate goal of the objective function can be interpreted as to make L;; as large
as possible if S;; = 1, meanwhile make L;; as small as possible if S;; = —1. As for
Si; = 0, we make |L;;| to be closer to 0. In view of this rationale, we design the

objective function as follows:

min Y (1—Ly)+ > (L =1+ > (Ly+1) (4.5)

Z]—l SZ-J:O Sijz—l
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To construct the equivalent reduced form for Equation 4.5 and add regularizers to

avoid overfitting, the loss function F' can be rewritten as follows:

1 2\ 72 A1 2 A2 2
g 3 30 - S = SL+ U+ VI (46)
We then adopt stochastic gradient descent (SGD) to learn the values of param-
eters and variables. In particular, we first make = 1/(1 + e % %), A, =
20+, aN(f§) —1, and Ay = 22(1 —z). Then the corresponding partial deriva-

tives are computed as follows:

F
gu - Z ((1 - 52)A1A2 - SA2) *V; + A (4-7)
or 2

J

%

Algorithm 1 Optimization process

Input: Matrix S, learning rate [, iteration time 7', and
converge threshold ¢
Initialize: ¢ = 0, calculate f;; € E, generate Uy, V}
repeat

t=t+1;

Uy =U; — Bg—gt based on Equation. 4.7;

Vigr =V, — ,Bg—‘i based on Equation. 4.8;
until Converge
Output: U, V

Algorithm 1 summarizes the optimization procedure of the SGD. The time com-
plexity of the algorithm is O(trn), where t is the number of iterations, r is the

number of latent features, n is the number of observations in the network.
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4.3 Experiments

We conduct experiments on four real-world datasets, and compare our approach

with five state-of-the-art approaches in terms of ranking metrics.

4.3.1 Experimental Setting

As shown in Table 4.3, four datasets are used in the experiments, which are Epin-
ions, Slashdot, Wikipedia RFA and Bitcoin. To make a more comprehensive eval-
uation, we directly generate three datasets from each dataset, and each new gen-
erated dataset shows unique distribution of |P|:|U|:|N|, where |P|, |U|, |N| are
the numbers of positive links, no-relation, and negative links respectively. Specifi-
cally, we sample 10% data for each of the three large datasets (Epinions, Slashdot,
Wikipedia) and select the data entries filtered by user degree d (> 10, > 25, > 50).
The benefits of this setting include: 1) in the real-world offline case, people keep
40 friends on average [74] and an online user has about 338 friends on average [75].
Therefore, it is more realistic to check users with a high degree. This sampling
strategy is widely adopted in the previous studies [3]; 2) we can test the model ro-
bustness under different scenarios in terms of data sparsity and size. The statistics
of the datasets are summarized in Table 4.3 where we use ‘name@degree’ to repre-
sent a specific dataset, e.g., Epinions@10 (or EQ10) is the dataset about Epinions

with d > 10.

4.3.1.1 Evaluation Metrics.

We use the standard 5-fold cross-validation for training and testing, and utilize

GAUC (Generalized AUC over +1, 0 and —1) to measure the overall ranking
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TABLE 4.3: 12 datasets used in the experiments.

Negative Ratio

Datasets Positive No-relation
Epinions@10 38,452 4,017,624
Epinions@25 26, 732 797,001
Epinions@50 17,039 233,624
Slashdot@10 22,551 1,544,792
Slashdot@25 16,097 359, 568
Slashdot@>50 11,023 119, 265
Wikipedia@10 2,585 172,644
Wikipedia@25 363 12,594
Wikipedia@50 131 3,454
Bitcoin@10 10, 863 361,590
Bitcoin@25 5,093 43,780
Bitcoin@50 2,048 7,551

8,180
4,367
2,346
2,666
1,331
756
332
39

15
868
411
202

5:491:1
6:182:1
7:99:1
8:579:1
12:270:1
14:157:1
7:520:1
9:322:1
8:230:1
12:461:1
12:106:1
10:37:1

performance, formulated as:

1
[Pl + [N

where L(-) is the link score function.

|U‘ ‘|1‘ |N‘ Z Z I(L(ai) > L(as))+

a; P aseUUN

Wim S (ke < La))

a; eN a;cUUP

The other metric is precision@top k. In signed networks, we have both positive and

negative precision@top k, which are defined as the ratio of positive (or negative)

links in the top (or bottom) k predictions, respectively. These two metrics assess

the performance of link recommendation, as the top k list is more crucial for

applications like recommendation systems, whereas the negative top k is useful for

security-related applications.
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(a) Epinions@50 (b) Slashdot@50

FIGURE 4.3: Performance as parameters change w.r.t. GAUC.

4.3.1.2 Benchmarking Approaches.

We conduct comparisons with five state-of-the-art approaches, including feature-
based models: Common Neighbors (CN) [3] and Social Feature Model (SFM) [26];
latent models: Low Rank Modeling (LRM) [9] and ranking based latent models of
Bayesian Personalized Ranking (BPRMF) [76] and Optimizing GAUC (OptGAUC)
[11].

4.3.1.3 Parameter Setting.

For all the above benchmark methods, we set the parameters recommended in the
literature. For instance, we adopt A=20 and r=50 in OptGAUC, while we set
A=1 and r=10 in LRM. As for the feature-based model CN, we use the difference
between the number of positive and negative common neighbors as the metric to

generate the ranking list.

In our FILE framework, there are three hyper-parameters: A, Ay and r. Being con-
sistent with the literature, we set A=\, and search over {0.01,0.05,0.1,0.5}. We

also search the number of latent features r over {5, 10,15,20}. We conduct 5 fold
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FIGURE 4.4: Performance fluctuations across datasets with different parameter

combinations.
cross-validation on the training set and adopt the parameters which gain the best
performance. We also check the parameter sensitivity of our approach with regard
to A1, A2 and r, and the results on Slashdot@50 and Epinions@50 are presented in
Figure 4.3. Across all parameters combinations, in terms of GAUC, FILE varies in
a range of [0.823,0.856] in Slashdot@50 and [0.779,0.823] in Epinions@50. We can
see that the performance fluctuation over different parameter settings is relatively
small. We get similar results in other datasets as shown in Figure 4.4. The maxi-
mum fluctuation is 0.051 and occurs in Wikipedia@10. We can thus conclude that

FILE shows good flexibility because of its insensitivity to the model parameters.

4.3.2 Comparative Experiments

4.3.2.1 Overall Performance.

Table 4.4 shows the comparisons among different models regarding to the rank-
ing metric GAUC. As demonstrated, our model outperforms other benchmarks on
most of the datasets. CN performs the worst in all scenarios because it does not
differentiate the signs of neighbors and links, which indicating that traditional link
prediction methods cannot be directly applied for link prediction in signed net-
works. The latent models, LRM, BPRMF and OptGAUC, perform better than

CN, which shows the effectiveness of the latent features. In addition, OptGAUC
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FIGURE 4.6: The impact of degree d.

outperforms LRM and BPRMF, indicating that no-relation information used in
OptGAUC helps improve the performance of link prediction. This result is con-
sistent with the result in [11]. Besides, SFM performs better than CN, LRM and
BPRMF, suggesting that the explicit social features in SFM work well in signed
network scenarios. In Wikipedia@50, FILE performs worse than OptGAUC and
SFM, but the high variation (—8.07%) is caused by only a few mispredictions as
Wikipedia@50 is a very small dataset. Besides, FILE improves its performance as
more data is considered, i.e., in Wikipedia@10 and Wikipedia@25. As suggested by
SFM, the performance of FILE can be improved in the dataset like Wikipedia@50

by incorporating more explicit features.

Overall, FILE achieves the best performance when compared with other approaches
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across all the datasets, and the improvement is 3.9% on average. We conduct t-test
for the performance difference over these approaches, and the result shows that the

improvement of our framework is statistically significant (p-value < 0.01).

4.3.2.2 Top-k Ranking Performance.

We investigate the ranking performance on top k. Both precision of positive (i.e.,
PPrec) and negative (i.e., NPrec) at top k (k={10, 25, 50, 100, 200, 500, 1000})
are examined. We show the experimental results in six datasets for each metric in
Figure 4.5, and the results are consistent in the other six datasets. For clarity, we
only show the performance of OptGAUC and SFM, which perform better than the
other three competing approaches. We can see that in terms of PPrec and NPrec,
FILE consistently achieves the best results in almost all scenarios, demonstrating
the usefulness of our approach since top-k list is very practical and effective in
real-world applications. It is worth noting that, FILE exhibits greater improve-
ment over other approaches in terms of NPrec, indicating its immense potential in
security-related applications. The overall results again verify the effectiveness of

incorporating latent and explicit features for link prediction in signed networks.

4.3.2.3 Impact of degree d.

To demonstrate the robustness of our approach, we check its performance in terms
of GAUC as the change of d in the range [1,50]. As shown in Figure 4.6, when
d is small (d < 5), FILE performs similarly to or slightly worse than others. As
d increases, our approach is consistently better than others. One reason is that
the data of larger d preserves more valuable information to learn latent features
via matrix factorization. Besides, as we have mentioned, in reality d is usually

much bigger than 5, we thus are more convinced of the robustness and superior of
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our approach in real-world scenarios. Another observation is that the performance
falls as the degree increases in the Wikipedia dataset. It’s because the Wikipedia
dataset is very small. When the degree is larger than 20, the filtered dataset gets

smaller. This is why the performance of all approaches becomes worse.

4.3.3 Application: fraudulent user detection

Fraud detection is a crucial application in the security domain. In social networks,
fraudulent users give fake content or ratings and eventually get distrust from oth-
ers. Fraud detection task aims to distinguish fraudulent users from benign ones,
which takes up the majority. For a user in signed networks, the components of its
received links indicate its trustworthiness: a user will be trustworthy if it receives
more positive links than negative ones. Therefore, in this experiment, we define
fraudulent users are the ones who receive more negative links than positive links,
while a user is defined as benign if it receives at least 10 more positive links than
negative links. We choose AUC as the metric because the size of fraudulent users
and benign users are always imbalanced. In this application, we aim to distin-
guish fraudulent users from benign users, which is a classification problem over
two classes. Therefore, we adopt AUC instead of GAUC since GAUC is used to
distinguish three classes. For a fair comparison, we set r=10 and d=50 for all

baselines.

We adopt random forest as the classifier, and the comparison results are listed in
table 4.5. We can see that existing models cannot perform well consistently while
our model performs better than baselines. The good performance indicates that
latent features derived from FILE model well represent users’ intrinsic character

and can be applied to fraudulent detection for online security.
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TABLE 4.5: Fraudulent user detection performance

Models Epinions Slashdot

LRM 0.863 0.746
BPRMF 0.812 0.785
OptGAUC 0.872 0.788
FILE 0.881 0.803

4.4 Summary

Link prediction in signed networks is challenging because of the imbalance of the
three kinds of social status, which are positive, negative and no-relation. Besides,
previous methods cannot well predict no-relation status due to the difficulty in
distinguishing the no-relation of the stranger and frenemy types from the linked
types. Therefore, in this chapter, inspiring by the psychosocial theories, we pro-
pose the FILE framework which considers both social linkage criteria of individual
users and the external social influence from the neighborhood of every user pair.
We also particularly design an optimization approach for this problem using the
matrix factorization technique with a ranking-oriented loss function. FExtensive
evaluations in four datasets show that our model outperforms state-of-the-art ap-
proaches, demonstrating that our framework has effectively incorporated latent
and explicit features for link prediction in signed networks. Besides, experimental
results also verify that FILE is robust and relatively insensitive to the choice of

model parameters.



Chapter 5

SSRW: Supervised User Ranking

in Signed Networks!

In Chapter 4, the research question we aim to answer is: give two user pairs in
signed networks, which pair is more likely to become friends or enemies? Specif-
ically, the output of the models is the ranking list of user pairs, by the order of
positive connection, no-relation and negative connection. Therefore, these works
focus on generating a global ranking list for the whole network, which could easily
lead to a relatively unfair scenario where some users might have a large number
of potential links in the ranking list while most users have very few or even no
links. In this case, they cannot be easily adapted for many real-world applications
such as social recommendation or social-aware product recommendation. In con-
trast, personalized user ranking, which generates a ranking list for each individual,
is more practical and realistic [29]. Besides, the ranking list for a user provided
by existing random walk methods is fixed given a certain network snapshot (i.e.
the network structure). They inappropriately assume all the links have the same

weights (i.e. social strengths, a.k.a. link strengths). In other words, they cannot

!The work in this chapter has been published as [28] in AAAT 2019.
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learn each individual’s own opinions towards her neighbors, such as what kind of

user link (i.e. neighbors) is more important.

To fill the research gap, we propose Signed Supervised Random Walk (SSRW),
through which we learn social strengths that capture a user’s different preferences
towards different neighbors, and thus to better facilitate the task of personalized
user ranking. More specifically, instead of considering the random walk in a given
network snapshot (i.e. training data), we split the training data into two parts
in terms of the timestamp (denoted as A and B), and learn social strengths (i.e.
transition probabilities) so that random walk more likely visits those newly posi-
tively connected nodes (i.e. in B compared to A) whereas more reluctantly visits
the newly negatively connected nodes. We conduct experiments on four real-world
datasets and the results show that SSRW’s performance has an improvement of
6.05% compared to state-of-the-art approaches. To improve SSRW's efficiency but
simultaneously maintain its effectiveness, we also design a fast ranking method
(F-SSRW) based on the local structure among each seed node and a certain set of
candidates of the seed node. It has been demonstrated that F-SSRW can maintain
the performance in contrast with the original SSRW when the ranking candidates
of a user satisfy the requirement of having substantial common neighbors with the

user.

5.1 Problem Formulation and Transformation

We first define the user ranking problem as: given a seed node ¢ in a signed social
network S € R™*" (n is the number of users) with S;; € {1,0,—1}, we aim to rank
all the users m € {m|S;,, = 0} in the present, by the probability of transforming

(7, m) to a positive link, maintaining no-relation, or transforming to a negative
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link in the future. We aim to answer the question: “Of user pairs (i, mi) and (i,

ms ), which pair is more likely to become friends (or enemies)?”

As aforementioned, social strengths have been ignored by existing approaches in
the literature. In fact, the intuition that a user’s preferences towards other users
(even towards the set of already formed friends) are different, has been widely
explored and leveraged in the unsigned networks [77, 78]. We thus adopt the
idea and consider that social strengths can also impact link formation in signed
networks. Therefore, we transform the user ranking problem into a supervised
learning problem, by which we learn social strengths to better facilitate user ranking

task.

Formally, for any link (¢, ), we learn its link strength f,(z;;), in which f(-) is a
differentiable function parameterized by w and x;; is the observable feature vector
of the link. By doing this, we obtain a weighted network with different edge
strength f,,(z;;). We use r;,, to represent m’s ranking score, which is the probability
obtained from random walk based on the weighted network. Thus, the problem
is reduced to: “given a seed node v and any nodes m,n € C;, we aim to find the
optimal w, which satisfies: if there is a new positive link generated from i to m in
future, the ranking score should follow 1y, > riy,. Similarly, v, < i, if a negative

link 1s formed between v and m.”

The main notations are summarized in Table 5.1. For the seed user i, we aim to

optimize the following function:

1
Minimize F(w) = |Jw||* + J > emn

s.t. Tin — Tim + €mn > 1, Ym,n € C;
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TABLE 5.1: Notations.

S adjacency matrix, S € R"", S;; € {1,0,—1}
1 seed node
(i,5) |linki—j
C; node 7’s candidate set, C = PUU U N
m,n node m,n € Cj
Tij feature vector of (i, 7)
fw(xi;) | strength function of (¢, j) parameterized by w
P, P={m|S! =0& Sttt =1,m € C;}
N; Ny ={ml|S!, =0& Sitt = —1,m e C;}
0 node 7’s bias on distrust
ri seed node’s positive ranking score towards m
Tir seed node’s negative ranking score towards m
Tim the final ranking score

unit vector with ¢; =1

where 0 = |N;| - |Pi| + |Us| - |B;| + |Ni| - |Ui], in which |P;|, |U;| and |V;| are the

number of nodes in the corresponding set respectively, and ) e, is equivalent to:

0 Y duts Y Gutr X 6 (5:2)

mGNi,TLEPi mEUZ',HEPZ’ mENi,nEUi

The corresponding weights «, 3, are user-specified and application-dependent,

denoting the penalties of different types of errors, where el is type 1 error that

n
m € N;,n € P, €2, is type 2 error that m € U;,n € P;, and €3 is type 3 error
that m € N;,n € U;. The objective of the optimization equation 5.1 is to find the
optimal parameter set w and can be proceeded once the ranking score r and g—;
are obtained. Therefore, our main research question is reduced to “how to design
the function r and then calculate its derivation accordingly”. In this chapter, we

extend the supervised random walk technique [79] to signed networks, i.e. signed

supervised random walk, for obtaining the ranking score r.
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5.2 SSRW: Signed Supervised Random Walk

In SSRW, we first follow the idea of the sign surfer [29] to make random walk
workable in signed networks. A surfer begins with a positive sign (since it will
always trust itself) and then visits other nodes, and the sign flips if it meets a

negative link, otherwise the sign remains unchanged.

The intuition of the sign flips is adopted from balance theory [64], which can be
explained as “my friend’s friend is my friend” or “my enemy’s friend is my enemy”,
and considered solidly effective in signed networks [7]. As a personalized ranking
approach, the surfer will restart with a probability ¢, and the sign will be reset to
positive. When the surfer visits a certain node, the sign can be either positive or
negative since it can reach the node via different routes. Therefore, for the seed

node 7, each node m in C; will eventually get two ranking scores: a positive one

+

(i.e. r;,) and a negative one (i.e. r;, ), from which we can obtain the final ranking

Score r as:
(5.3)

o+ -
Tim = Ty, — 0iT7

where 0 is user i’s bias on distrust (i.e. negative relationship), as some users will
be more likely to distrust others, while some might be more reluctantly to distrust
others. Next, we investigate the connection between link strength f,,(-) and r. Let
a;; be the normalized link strength of (¢, j), which equals to 0 if there is no direct

link from node i to j:

ai; = fw(lﬂij)
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In this case, the matrix of transition probability () is:

0 otherwise

and we split ) to two matrices Q1 and @~ according to the link sign between

users. Specifically, Q;; € QT if S;; =1, and Q;; € Q~ if S;; = —1. We thus have:

Q=Q"+Q (5.6)

Based on the setting and sign surfer, seed node 4’s ranking score matrices ;" and

r; towards other users are recursively entangled and derived as follows:

ri = (1= (Qrf + Q1) +cq

ri =1 =@ +Q7r)

where ¢ is the unit vector with ¢; = 1. Thus, for a node m € C}, its ranking score

can be written as:
ri =(1-c) ZJ<T’;; o T Q5m)

(5.8)
Tom = (1= ¢) Zj(rij m T jm)
We take the corresponding derivations to compute %:
ort 1 4 oot 4+0Q7 _ or; _0Q;,,
B = (1=0) 2 Qg + 7550 T Qimaw + 75750
(5.9)
or L oorg L 0Q5, _ ort _aqQt
=1 =0) 2 Qimzu 7o+ Qim T Ti5 5w
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where Q”” can be derived as:
Ofw Z'Jm Ofw Ljz
0Qm _ g (X fulwy)) = fulaim) (. P55 (5.10)
= > .
Ow (>, fulzz))
Similarly, rf | r; | (;; , ”” are recursively entangled, and can be computed

iteratively as in Algorithm 1.

_ ort
Algorithm 2 Computation of r} | r; | ik,
+(0) —(0)

Imtiahze r;go), ri;go), —agg =0, agg =0,
t =
repeat

Calculate r;,g ), " hased on Equation 5.8;

t=t+1;
until Converge
rt = T;;Et—n, o = r;ﬁt‘”
t=1
repeat

T+<> r=(®
Calculate 2 A a based on Equation 5.9;
t=1t+1;

until Converge
ort grt=1  g5.— gr—(t=1)

im

ow ow 7 Ow R ow
- or!.  or._.
Output: ;. r; . i, i

_ (')r;Lm d or, . h 1 h . di
T o and —ee, we then apply stochastic gradient

Based on the computed r | r; | 5

m)

descent (SGD) [80] to find a local minimum for Equation 5.1.

The advantage of SSRW is to well capture the global structure of a network,
and thus to obtain the global optimum, but it is also computationally expensive.
Through SSRW, every single user m € {m|S;,, = 0} will eventually get a ranking
score with respect to the seed node i. However, it is intuitive that most users will
not connect to the seed node eventually. In other words, we do not need to con-
sider all the nodes in the network, since the link formation probabilities between
the seed node and them are negligible. Inspired by this, we thus propose a fast

ranking method, denoted as F-SSRW and detailed in the next section.
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5.3 F-SSRW

As aforementioned, given a seed node, we aim to speed up the ranking procedure
by only considering a certain set of candidates who have a much larger probability
to form a link with the seed node. Intuitively, we select candidates by two criteria:
(1) hop distance between the seed node and the candidates; (2) the number of their

mutual neighbors.

In this section, we first empirically investigate these two factors which may influ-
ence link formation. We mainly conduct the analysis in Epinions dataset?, which
contains the timestamp of every link formation over 30 months. We also perform
analysis in other three real-world signed networks: Slashdot?, Wikipedia RFA* and

Bitcoins®.

5.3.1 Hop distance

We check the hop distance between two users when they are linked. As can be seen
in Table 5.2, two-hop distance is dominant with which a much larger number of links
are configured compared to all other ones. Besides, as shown in Figure 5.1(a), the
majority of connected links have direct common neighbors (i.e. the corresponding
two users are within two-hop distance). In other words, users are more likely to
get linked if they are within two-hop distance. This intuition has also been well

validated in unsigned networks [81].

Zhttp:/ /www.trustlet.org/epinions.html
3snap.stanford.edu/data/soc-Slashdot0902.html
4snap.stanford.edu/data/wiki-RfA.html
Scs.umd.edu/ “srijan /wsn
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TABLE 5.2: The hop distance between users when they form new links in Epin-
ions dataset

Hop distance ‘ Link counts ‘ Ratio

2 187,990 | 71.65%
3 32,014 | 12.20%
4+ 42,371 | 16.15%

5.3.2 The number of mutual neighbors

We further check the relation between link formation and the number of mutual
neighbors. Figure 5.1(b) depicts the cumulative distribution of the number of
mutual neighbors between linked users. Specifically, more than 90% of links have
at least 3 mutual neighbors, and more than 82% of them have at least 5 mutual
neighbors. Therefore, in signed networks, users with more common neighbors are

more likely to form links (either positive or negative).

EE 2 hop distance 07 -
EE 3+ hop distance :
1.0 0.6 e
0.5 - ,,;.’
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5038 ks ”,f/. _______
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FIGURE 5.1: (a) Distribution of hop distance; (b) Distribution of the number
of mutual neighbors.

The results of data analysis further inspire our design of the fast ranking model
which mainly focuses on local structure among the seed node and certain set of
candidates. Specifically, for a seed node ¢, we prune the graph to include only

{i,{j}, m}, in which j is a common neighbor of i and m, and j € {j|3(7,j) & (j,m)}.
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Besides, we only select candidate nodes from C; which have at least 7" mutual neigh-
bors with 7. In this case, we keep the candidates which are more likely to obtain a
higher 7 or r;, . In the pruned graph, based on random walk, a candidate node

m’s ranking score 7;,, can be estimated as:

Tim X Zrijajm (5-11)
J

Because the pruned graph only contains ¢’s two-hop neighbors, we can further

approximate r;,, as
Tim X E TijAim X E Q35 Ajm (512)
J J

where we strategically ignore the routes with more than 2 hops. We argue that
the gap between the approximation and global optimum (obtained from random
walk) is actually small since the contribution of 3-hop routes is limited in term of
hitting probabilities compared to 2-hop routes. The intuition has been shown in

data analysis meanwhile being well validated in the literature [81].

+

im

Similarly, grounded on balance theory, we will also obtain two ranking scores, r

and 7, in the signed network:

riooc S @i, if SijSim =1
> aia; 3Rj (5.13)
Tim X > Qi 1 S;5Sim = —1

Finally, we obtain r;,, following Equation 5.3, denoted as:

Pim = Y (1t = orl) (5.14)

J
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where 777 and r/ denote the respective ranking score contributed by the route

1 — 7 — m, and following Equation 5.4:

j fw(xij) : fw<ij)

T = (5.15)
2k Juwlin) 2oy ful@jn)
By taking derivation on equation 5.14, we thus obtain:
Orim Z(ﬁr% —687“{”_1) (5.16)
ow ow ow '

J

Orim
ow

Based on the computed r;,, and , we apply stochastic gradient descent to find

a local minimum for Equation 5.1.

5.3.3 Discussion

F-SSRW is a simplified version of SSRW, which works on the pruned graph and
only focuses on selected candidates. Therefore, in F-SSRW, we can only obtain
approximate ranking scores for these candidates. In contrast, SSRW works on
the global graph and every single user m € {m|S;,, = 0} will eventually get a
ranking score. For both of them, the time complexity of the optimization method
is O(|N;| - |Py| + |Us| - | Bi| + |Ni] - |Ui]). For each iteration to get the derivation,
SSRW takes O(|E|+|V|), in which | E| is the number of links and |V] is the number
of nodes in the graph, whereas in each iteration F-SSRW takes O(|C;|). As the
candidate set and the graph in F-SSRW are much smaller than those in SSRW,
accordingly the efficiency of the F-SSRW is much more largely improved than that
in SSRW.
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TABLE 5.3: Dataset statistics.

Epinions Slashdot Waikipedia Bitcoin

Users 131, 828 82,140 9,654 3,783
Positive links 717,667 425,072 87,766 22,650
Negative links 123,705 124,130 16, 788 1,536
d>3 Candidate users 800.4 137.4 243.9 201.1
(Per seed) Linked users 54.4 9.8 34.1 29.9
d>5 Candidate users 382.3 41.6 106.5 85.6
Linked users 44 5.7 23.8 20.6
d>10 Candidate users 168.4 14.9 22.9 26.7
Linked users 31.9 3.5 9 114

5.4 Experiments

We conduct experiments on four real-world datasets and compare the proposed

approaches with the state-of-the-art methods.

5.4.1 Experimental Settings
5.4.1.1 Data.

We employ the four datasets (i.e. Epinions, Slashdot, Wikipedia RFA and Bitcoin),
which are the only public available datasets with signed structure. In this study, we
focus on the users (i.e. seed nodes) who are active in the social networks, where the
activeness is measured by user’s degree. Specifically, to conform with the previous
studies [79], the selected users’ degree is larger than 20. We randomly select 200
of them as seed nodes. Besides, to make a more comprehensive evaluation, we
adopt different criteria for candidate node selection. Based on the data analysis,
we only select two-hop neighbors as candidates, meanwhile further filter them by
the number of mutual neighbors with the seed node. Specifically, we use d > 3,

d > 5 and d > 10. The major statistics of the datasets are listed in Table 5.3.
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5.4.1.2 Evaluation Metrics.

We use 2-fold cross-validation for training and testing, and utilize GAUC (Gener-

alized AUC) [11] to measure the ranking performance.

Another metric is precision@top k, by which we evaluate the performance of the
link recommendation. Specifically, we use PPrec@k (NPrec@Fk) to denote the ratio

of positive (or negative) links in the top (or bottom) k prediction.

5.4.1.3 Benchmarking approaches.

We make comparisons with state-of-the-art approaches, including similarity-based
models: Similarity with Positive and Negative Relations (SPNR) [23], friend Tran-
sitive Node Similarity (TNS) [22], Social Feature Model (SFM) [26]; and random
walk based model: Signed Random Walk with Restart (RWR) [29]. We also com-
pare our personalized model with the global version of our model (G-SSRW), which
is based on SSRW but strives to minimize the sum of losses over all seed nodes in

the network.

5.4.1.4 Parameter settings.

In this experiment, we consider 5 features for the vector = to describe a user pair.
Two of the features are two users’ degrees respectively, which imply their activeness;
and the rest three are the number of their common friends, enemies, and frenemies
(one’s friend but the other one’s enemy) respectively, which describe the social
patterns within their joint relationship. we utilize the linear model to represent
the link strength, i.e., f,(z) = w?x, where w can be seen as the weight vector of

the features, and denote importance degrees of the corresponding features.
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For the benchmark approaches, we set the parameters recommended in the lit-
erature. In SSRW, there are five hyper-parameters: ¢, a, 3, 7 and the restart
probability c¢. The first four are application-dependent, and in view of simplicity
and fair comparisons, we make them equal to 1 respectively. Besides, we set ¢ = 0.2
for SSRW in the comparative experiments considering favourable performance of

our model in this setting.

5.4.2 Experimental Results

Here, we show the comparison results under different scenarios and the impact of

different parameters on the approaches.

5.4.2.1 Overall Performance

Table 5.4 depicts the experimental results under different scenarios in terms of
GAUC. Overall, SSRW achieves the best performance when compared with other
approaches across all the datasets, and the improvement is 6.05% on average. The
results of t-test demonstrate that the improvement of our approach is statistically

significant (p-value< 0.01).

Particularly, among all these approaches, similarity-based models (SPNR and TNS)
perform the worst under almost all scenarios, indicating that traditional similarity
metrics cannot be easily extended into signed networks. The global ranking ap-
proaches, including SPNR, TNS and SFM, perform worse than the personalized
approaches (e.g. RWR). However, SSRW and F-SSRW perform much better than
RWR, validating the effectiveness of the supervised approach and personalized link
strengths. Besides, SSRW performs much better than G-SSRW, implying the rea-

sonability of the personalized user ranking compared to the global user ranking.
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With regard to the SSRW and F-SSRW, we can see that SSRW is better than
F-SSRW, but F-SSRW performs almost better than all the rest approaches except
SSRW. In addition, as the increase of d, the performance gap between F-SSRW

and SSRW becomes smaller, further demonstrating the effectiveness of our heuristic

intuitions.
3.0
ZZ SPNR [N F-SSRW
25 BN SFM EE SSRW 0.8
’ ESEY RWR '
2.0 0.6
I+ I+
1.5 0.4
1.0 0.2
0.5=7% s 0.0, TR
Epinions Slashdot Wikipedia Bitcoin Epinions Slashdot Wikipedia Bitcoin
(a) PPrec@10 (b) NPrec@10

FIGURE 5.2: Comparative performance in terms of ranking top 10 positive links
and negative links.

5.4.2.2 Impact of candidate selection by d

To demonstrate the robustness of the proposed approaches, we check the perfor-
mance of different approaches in terms of GAUC as the change of d in the range of
[1,10]. We compare SSRW and F-SSRW with RWR as it performs the best among
all the benchmarks. As shown in Figure 5.3, we can find that SSRW consistently
performs better than RWR and F-SSRW. As d increases, the performance gap
between F-SSRW and SSRW becomes smaller, validating the soundness of our ar-
gument that a greater d can assure a better approximation of F-SSRW compared
to SSRW. In other words, considering the efficiency, we can adopt the F-SSRW
model in those applications where the candidate nodes have substantial common

neighbors with the seed node.
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FIGURE 5.3: The comparative performance with the change of d.

5.4.2.3 Runtime comparison

We then further empirically check the actual runtime of the experiments conducted
on a four CPU 3.7GHz machine with 16GB memory. Figure 5.4 shows the runtime
comparison between SSRW and F-SSRW on the Epinions dataset, and we can see

that F-SSRW is significantly efficient than SSRW.

5.4.2.4 Precision@Top-k

We investigate the ranking performance of different approaches in terms of PPrec@k
and NPrec@k. Figure 5.2 shows the comparison results on top 10 precision when

d equals to 3. We can see that SSRW consistently achieves the best results across
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FIGURE 5.4: Runtime comparison.

all datasets. Random-walk based approaches (i.e. SSRW, F-SSRW and RWR)
obtain better performance than other benchmarks, implying that simply taking
local attributes into consideration for similarity-based metrics cannot assure sat-
isfying performance in personalized user ranking task. The better performance of
SSRW and F-SSRW compared with others also indicates the reasonability of taking

personalized social strengths into account.

We also examine the performance of top k by varying k in the range [1, 10], along
with different d. We show the experimental results in Epinions in Figure 5.5,
which demonstrate the consistent superior of SSRW over benchmarks. Besides,
the performance of F-SSRW becomes better as d increases. Overall, the results
imply the effectiveness of our model on top@k ranking, where positive top Qk
can be used for link recommendation, whereas the negative top k can be used in

security-related domains.

5.4.2.5 Impact of the parameter c

The restart probability ¢ is an important parameter for random walk. A smaller
¢ will allow the model ‘walk’ far away from the seed node while a larger ¢ will

force the model to walk within the local structure. We thus check the impact of ¢
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FIGURE 5.5: PPrec@top k (left) and NPrecQtop k (right) in the Epinions
dataset with different d.
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on SSRW in terms of GAUC by varying d in the range of [0.1,0.9]. As shown in
Figure 5.6, ¢ indeed affects SSRW’s performance, and we can obtain a relatively
better performance when ¢ € [0.2,0.4]. When ¢ > 0.4, SSRW performs slightly
worse with the increase of d. However, the performance variance is insignificant,
indicating that SSRW is relatively insensitive and robust in terms of the restart

probability c.

0.80
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FIGURE 5.6: Impact of the parameter ¢ on SSRW.

5.5 Summary

User ranking is a fundamental and key research problem in signed networks, which
has wide applications in real-world scenarios such as recommendation systems and
security-related platforms. In this chapter, we propose the SSRW model which
learns social strengths to optimize the user ranking list for each individual user.
Specifically, we apply supervised random walk in signed scenarios and learn link
strengths to guide more effective random walk. Based on the heuristics from data
analysis, we further design a simplified and efficient ranking method (F-SSRW),
which only focuses on certain candidate nodes and runs the learning algorithm

within the local graph of the seed node. A comprehensive evaluation demonstrates
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the superiority of the proposed models over state-of-the-art approaches, and the
robustness in terms of parameters and experimental settings. There are mainly
two limitations in this study that could be addressed in future research. First, the
computation cost of SSRW model is expensive. The model needs to be further
improved in order to apply on the platforms with large groups of users. Second, in
this work, we use the linear function to represent the social strength with 5 explicit
features as variables. More features can be adopted to enhance the prediction

performance.






Chapter 6

Conclusions and Future Works

In this thesis, we focus on link prediction problems in signed networks, and we
have proposed a feature-based model, a latent model, and a supervised random
walk based model. In this chapter, we summarize the contributions of this thesis

and discuss several promising directions for future works.

6.1 Conclusions

Link prediction in signed networks is fundamental research and its goal is to predict
which unconnected user pairs will be linked in the future and also predict the link
sign. Existing approaches treat it as a classification problem, to solely predict
the link sign, with the assumption of the link existence. Therefore, in this thesis,
we aim to have a deep understanding on the link formation mechanism in signed

networks and thus develop prediction models.

To reveal the underlying mechanism regarding link formation in signed networks,
we propose a structured feature framework on the basis of a thorough feature

analysis. We propose a structured feature framework on the basis of a thorough

87
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feature analysis to reveal the underlying mechanism regarding link formation in
signed networks. We not only adopt existing features in previous studies [7, 30]
on both unsigned and signed network scenarios, but also derive new features based
on social theories and observations. The feature framework, grounded on both
well-known theories and sound observations, can serve as a guidance for research

on the new problem.

Chapter 4 makes a deep investigation on the no-relation status. We empirically
show that two types of no-relation status widely exist in real-world social networks.
We also find that the link prediction problem in signed networks becomes rather
difficult mainly due to the diversity of no-relation, as it is easy to mispredict no-
relation having many common neighbors as a linked status. Therefore, we propose
the FILE framework which considers both social linkage criteria of individual users
and the external social influence from the neighborhood of every user pair. We
then propose the FILE framework which integrates social explicit features into a
latent model. We demonstrate that this can significantly improve the prediction

of positive link, negative link and no-relation.

Finally, different from the FILE framework which aims to optimize the global rank-
ing performance, Chapter 5 focus on the personalized user ranking problem. We
apply the supervised random walk in signed network scenario, and make users
more likely visit their “potential friends” and less likely visit their “potential en-
emies”. In this work, we propose a supervised ranking model which learns social
strengths to optimize the user ranking in signed networks. A comprehensive eval-
uation demonstrates the superiority of the proposed models over state-of-the-art

approaches, and the robustness in terms of parameters and experimental settings.
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6.2 Future Works

Our works mainly focus on understanding link formation in signed social networks.

Based on these studies, we propose some potential future research directions.

6.2.1 Extending the proposed models

First, our feature-based model can be enhanced by considering more social theories
like Emotional theory [82, 83]. Besides, we will investigate more real-world datasets
to further evaluate the significance of the new problem and the effectiveness of our
approach. Based on specific scenarios and social theories, we can explore more

features for the feature-based model.

Second, our FILE framework works well even only two explicit features are adopted.
To improve the FILE framework, we can explore more explicit features to enhance
its prediction performance, and further test the effectiveness of it using field exper-
iments. Besides, we have applied the model in the security domain like fraudulent

user detection, in the future, we may use it for social recommendation task.

Third, to improve the SSRW model, we will try more complex functions to rep-
resent the ranking score function by simultaneously incorporating more explicit
features. Besides, we strive to apply SSRW in real-world scenarios such as social

recommendation to further validate their effectiveness.

6.2.2 Applying deep learning techniques

Recently years, deep learning techniques have been applied in almost every corner
of the machine learning domain, including target detection [84] and image classi-

fication [85]. Current research [86] has shown its effectiveness in feature learning.
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Therefore, we may adopt deep learning to learn the topological features in signed
networks, thus to enhance link prediction performance. Specifically, we may aim
to learn the features from the social connections between nodes by neural network.
It’s a promising way since neural network has a super expressing power compared

to the existing approaches.

6.2.3 Understanding the “link score”

As aforementioned, the link prediction models will generate scores to represent
the link formation probability, and then classify or rank node pairs by the scores
accordingly. Their insight is “the larger link score, the higher probability of link
formation”, which is followed by all existing methods. However, for two node pairs
with the same “link score”, do they really have the same link formation probability?
If it is not true, all the existing methods can be improved by developing better

insight.

For example, we find that some user pairs share the same link scores based on a
certain metric like Katz, however, their surrounding topology are totally different,
which indicate different link formation probabilities. Essentially, to distinguish
these situations, we need to consider more additional information other than only
Katz. In other words, the performance of Katz, or any existing methods can be

improved if we further examine the links scores with additional information.

In fact, the evolution of the link prediction methods has followed the same pattern
which further examines the user pairs with the same link score. For example,
to cover the shortage of the metric CN, researchers proposed AA [31], JC [3],
PA [32] and RA [33] etc, to normalize CN with additional information to generate
fair rankings. However, current methods do not consider the characters of each

individual neighbors, which can be served as additional information. One promising
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direction is to examine the node pairs with the same score generated by the existing
neighbor-based methods, and adopt neighbors’ degree distribution as additional

information to further improve the prediction performance.
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