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Abbreviations and Symbols

We use uppercase boldface letters to denote matrices, lowercase boldface letters for
vectors, and lowercase letters for their entries. For example, a vector x with m
elements is given by x = [z, 22, ...,Zm|", and a matrix of size m x n is given by
A = [x),X2,...,X,]7 where X; = [z;1, Zia, ..., Tim| T . Uppercase letters are used for the
images (in the digital image watermarking section). Acronyms and specific notations

frequently encountered in the thesis are listed below.

BSS Blind Source Separation

DCT Discrete Cosine Transform

DFT Discrete Fourier Transform

DWT Discrete Wavelet Transform
DWM Digital Watermarking

FA Factor Analysis

HVS Human Visual System

IC Independent Component

ICA Independent Component Analysis
KL Kullback-Leibler divergence

LMS Least Mean Square

MLP Multi Layer Perceptron

NVF Noise Visibility Function

PCA Principal Component Analysis
pdf Probability density function

PNL Post Nonlinear Mixture

PP Projection Pursuit

PSNR Peak Signal to Noise Ratio
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Abstract

Independent Component Analysis (ICA) is one of the important methods in statis-
tics and signal processing that deals with the data representation (transformation)
problem. From the observed data, the goal of ICA is to estimate the mixing system
and the underlying components that create those observed data. The most interest-
ing thing is that ICA does it ‘blindly’ without prior knowledge of either the sources
or the mixing system. Due to these attractive characteristics, ICA has been applied
in many fields of science and engineering, for example, noise reduction, biomedicine,
audio systems, telecommunication, and many others.

In this thesis, we first propose a novel application of linear ICA in an emerging
field, i.e., the Digital Image Watermarking. The basic idea of applying ICA to digital
watermarking is to consider the original image and the watermarks as independent
data sources. The watermarked image then becomes a mixture of these sources and
therefore, the watermark extraction can be carried out by ICA techniques. From this
idea, we develop and contribute two algorithms for image watermarking: WMicaT
(WaterMarking by ICA using image Transpose)and WMicaD (WaterMarking by ICA
using Dual watermarks). The former exploits the independence between the image
and its transpose to develop a simple and robust watermarking technique. The latter
algorithm makes use of some special properties of the watermarks to develop a flexible
and computational effective watermarking method. In addition, WMicaD is not only
robust to various attacks but also able to detect the tampered area on the attacked
image.

Secondly, in order to extend ICA model to cover a broader class of applications,
nonlinear ICA is studied for Blind Source Separation (BSS) problem. Following
the well-known Post Nonlinear (PNL) mixture model, two algorithms named kPNL

(kurtosis-based PNL) and gPNL (geometric PNL) have been developed. The first
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algorithm, kPNL, utilizes a modified unsupervised Multi-Layer Perceptron (MLP)
network with kurtosis measurement to guide the learning process. This algorithm
provides a simple sequential extraction of the source signals that does not require any
knowledge about the number of underlying components. It is useful for the appli-
cations that only need to extract few most important components, for example, in
the case of dimension reduction. The second algorithm, gPNL, is developed to deal
with hard nonlinear problems. The gPNL algorithm employs a two-stage separating
system using geometric properties of the mixtures to eliminate the nonlinearity in the
first stage. Then a basic linear ICA algorithm is applied in the second stage to extract
the unknown components. With the geometric two-stage approach, gPNL provides a
good performance in extracting hard nonlinear mixtures, and allows users to choose

a suitable linear ICA method that yield the best performance for their applications.

xix
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Chapter 1

Introduction

1.1 Independent Component Analysis

The problem of finding a good representation of multivariate data by a suitable trans-
formation has always been an important study in statistics, signal processing and data,
analysis [45,87,92,133]. The presentation is used for revealing certain essential char-
acteristics of the underlying components. Consequently, it facilitates the data analysis
in pattern recognition, feature extraction, data compression and so on [8,14,20,23,32].

A representation method generally assumes that the observed data is a mixture of

some underlying meaningful components. Mathematically, it can be modeled as
x = F(s) (1.1.1)

where x = [z, %y, ...,2,)T is a vector of the observed data (signals), F represents
a multivariate transformation function, and s = [si, 83, ..., 8|7 is a vector of hid-
den components (variables) being determined. Currently, most of the representation
methods are carried out on linear transformation because of its computational and

conceptual simplicity. A linear transformation is written as
x = As [1:12)

where A denotes a mixing matrix that is supposed to be found.

Data representation can be applied in various areas such as signal processing
(50, 95], pattern recognition [190], image processing [45,136], biomedicine [119], face
recognition [22,186] and so on. Hence, because of its importance, many approaches

have been proposed for data representation such as Factor Analysis (FA) [77,114],



ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Chapter 1: Introduction

Principal Component Analysis (PCA) [102,103], Projection Pursuit (PP) [53,70,71],
and especially Independent Component Analysis (ICA) [45,51,92].

The classical Principal Component Analysis is aimed for reducing the dimension of
data with the least loss of information. Using second-order statistical properties, PCA
projects the multi-dimensional original data into a sub-space of orthogonal Principal
Components (PCs) while optimizing the data reconstruction. Another method that
is closely related to PCA is the FA. It also uses second-order statistics to search for
the factors (latent variables) that can facilitate the interpretation of the data. FA
can be extended to recover the noisy representation by adding noise component into
the model (1.1.2). The PP technique is different from FA and PCA as it applies
higher-order statistics to find ‘interesting’ projections. PP can be used for optimal
visualization, density estimation, regression or dimension reduction [71,85].

Independent Component Analysis is an emerging technique for representing data
by Independent Components (ICs) [6,45]. The goal of ICA is to eliminate the de-
pendency in the observed data by transforming the observations into a data with
components that are statistically independent from each others. It is rooted from
an argument that independent variables should have the most interesting statistical
properties because each component does not reveal any information of the others. In
contrast to correlation-based transformations such as PCA, ICA not only decorrelates
the data (second-order statistics) but also reduces higher-order statistical dependen-
cies. The development of ICA is closely related to Blind Source Separation (BSS)
problem. The goal of BSS is to recover the hidden source signals only from their
mixtures that are recorded through the sensors, i.e., the observed signals. Since in
BSS problems, it is usually assumed that the sources are independent, ICA can be
applied in BSS problems.

A classic example for ICA and BSS is the ‘cocktail party’ problem in Fig 1.1.
Imagine that there are m people chatting simultaneously in a music hall, and there
are m microphones around the room to record the voices. The mission here is how
to retrieve back the speech of each person from the mixture signals recorded by the
microphones. The problem is more challenging when nonlinear mixture, time delay
and noises are taken into account.

Until now, linear ICA is the most extensively-studied subject since its model is
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Figure 1.1: The ‘cocktail party’: an illustration of the ICA and BSS problem.

simple and its algorithms are computational effective. The linear ICA model is good
enough in several applications such as in signal processing, image processing, commu-
nication, biomedicine, feature extraction, pattern recognition, data compression, and
so on [20,22,115,182,221]. In many other applications, however, there is a need of
a more general model, i.e., the nonlinear ICA model, but the problem is quite chal-
lenging because of the complexity and indeterminacies of nonlinear ICA [106, 107].
Therefore, studies on nonlinear ICA are being carried on in parallel with finding of

new applications for ICA.

1.2 Watermarking by ICA

Recently, digital watermarking has gained popularity together with the explosion of
the Internet and digital multimedia [54]. Watermarking is an effective tool to protect
the ownership and to authenticate digital objects by embedding visible or invisible
special marks of the owner (called the Watermarks) on the original object (so called
the Work). The incredibly fast growth of online distribution and digital production
have made copying of a Work easier than ever. In addition, the degradation in qual-

ity, which was always happened in the hard copying process, does not happen with
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digital copying. The duplication of a digital Work is perfectly the same as the orig-
inal. The good news is that it facilitates the distribution, but the bad news is that
pirating becomes a critical issue. A normal person can do an illegal copy without any
special tool or advanced skill. Hence, the owners of the digital objects are looking for
effective techniques that can protect their copyright and ownership. In this regard,
digital watermarking becomes one of the important studies that gain attention of re-
searchers all over the world. Watermarking can be found in various applications like
broadcast monitoring, owner identification, ownership validation, transaction track-
ing, copy control and content authentication [116,179,223]. During the last ten years,
there have been a number of methods proposed for digital watermarking using var-
ious techniques such as Least Significant Bit (LSB) check-sum, Quantization Index
Modulation (QIM) [41], Fourier transform [55], Wavelet transform [121], and so on.
However, because of different requirements for watermarking, the problem of finding
an effective method is still open for further researches.

Because of effective separation capability of ICA, it has a lot of potential in wa-
termarking applications. The general idea is to consider the schemes in watermarking
as the processes of ICA. The embedding scheme where the watermarks are inserted
into the Work is considered as mixing of independent components (the Work and
the Watermarks), and the extraction scheme where the watermarks are recovered is
considered as the separation process in ICA. Hence, by applying ICA method on the
watermarked object, we can extract the watermark effectively. Preliminary experi-
mental result in [32,75,195,230] is very promising, and it encourages researchers to
have further studies on applying ICA for watermarking. Therefore, we would like to
propose our ICA study on digital image watermarking as a small contribution to the

growth of ICA applications.

1.3 Nonlinear ICA

Nonlinear ICA is a natural extension of the basic linear model. The reason is simple,
linear ICA has its computational advantage but its simple model is not adequate to

describe the real-world applications whose environment usually contains nonlinearity.
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The demand for an extended version of ICA that can deal with nonlinearity has at-
tracted many researchers to develop effective nonlinear algorithms. Early approaches
for general nonlinear ICA were introduced in [34,60,110,161]. The goal is to esti-
mate a multi-dimensional nonlinear function G so that the components of its output
y = G(x) are statistically independent with each others. The estimation, however, is
not simple. The computational complexity increases exponentially with the increase
of the dimension of data. Moreover, unlike linear ICA where the solution is unique,
there always exists more than one solution for nonlinear ICA [88,107]. Hence, in order
to provide a unique solution, some additional constraints are imposed.

One of the most popular constrained nonlinear models is the Post Nonlinear (PNL)
mixtures model introduced in [202]. It restraints the nonlinearity to a set of one-
dimensional nonlinear functions f;. Assuming that there are m sources and n obser-

vations, the PNL mixing model is represented as
zi = fi(D  ay;85) =10, ..cm (1.3.1)
j=1

where z; are the observed data, s; are the hidden components and a;; is the (¢, j)-th
element of the mixing matrix A. The complexity of the model is simple enough for
computation, and the most important thing is that the PNL gives a unique solution.
With these advantages, PNL model has gained widespread attention in many ICA
studies. Different approaches have been proposed [1,202,237] and applications have
been found [119,164,181]. The second part of the thesis highlights our contribution

in the nonlinear BSS problem.

1.4 Major Contributions

Our contributions include two parts: the first contribution is about application of ICA
for digital watermarking for image, and the second contribution is the development
of new ICA algorithms that deal with nonlinear BSS problem. Major contributions

in this thesis are listed below:

WDMicaT: ICA-based Watermarking using image transpose provides a robust method
for watermarking. The watermark and its transpose are used as the independent

components so that ICA can be applied for extraction of the watermark. The

5
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additional information needed for watermark extraction is the mixture of the

original image and its transpose, and it may be made publicly available.

WMicaD: ICA-based Watermarking using two watermarks provides another approach
for watermarking. The algorithm applies a two-watermark scheme in embedding
and extraction, and exploits the special characteristics of the two watermarks
when using down-sampling and up-sampling operations on them. The result
is a robust watermarking method with computational advantage. This method
can be used for checking the ownership, tracking the copy number and image

authentication.

kPNL: Post nonlinear mizture ICA by Kurtosis. This kurtosis-based algorithm is
extended from the kurtosis-based linear ICA algorithm. To deal with the non-
linearity, we modify a classical Multi-Layer Perceptron (MLP) network to an
unsupervised MLP network. The whole learning process is guided by the kurto-
sis measurement. With kPNL method, hidden sources are extracted sequentially
and therefore, we do not need any prior information about the number of sources

(which is usually assumed to be known in most ICA algorithms).

gPNL: Geometric post nonlinear ICA aims to deal with hard nonlinear problems.
The gPNL is tailored to PNL model and clearly divides the separation scheme
into two independent stages: the linearizing stage whose goal is to eliminate the
nonlinearity, and the linear demixing stage that carries out the separation on
linearized signals. Geometric transformations are applied in the first stage so
that it can linearize the hard nonlinear signals. Then in the second stage, any
classical linear ICA can be applied to extract the unknown signals. The gPNL,

therefore, provides a flexible and effective method for nonlinear ICA.

1.5 Organization of The Thesis

The thesis is organized as follows. Chapter 2 introduces ICA problem and explains its
relationships with other statistical representation techniques. We briefly review the
classical linear ICA approach and applications of the ICA. At the end of the chapter,

we introduce a generalized model of linear ICA, the nonlinear model.
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In Chapter 3, we investigate one novel ICA application, ICA for digital image
watermarking. We begin with the explanation of watermarking problem under ICA
point of view. After that, we propose our two novel ICA-based watermarking methods,
named WMicaT and WMicaD. The first one, WMicaT, applies an image transpose
technique in the embedding and extraction processes to construct a robust water-
marking algorithm. The second one, WMicaD, applies a two-watermark embedding
scheme to deliver a method that can do both robust watermarking and authentication.

In Chapter 4, we approach the ICA for nonlinear BSS problem in detail, analyze
its difficulties and introduce two novel algorithms. The Kurtosis-based algorithm,
named as kPNL, is extended from a sequential linear ICA method using a modi-
fied unsupervised MLP networks. The other algorithm, named as gPNL, approaches
the nonlinear BSS problem from geometric viewpoint and derives a robust two-stage
extraction scheme. Finally, Chapter 5 provides conclusion about the work and dis-

cussions on the promising directions for further studies.
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Chapter 2

Independent Component Analysis:
A Review

Independent Component Analysis (ICA) is a method for finding hidden components
from the observed multidimensional data. In signal processing, ICA sometimes is
referred as Blind Source Separation (BSS) method. ICA differs from the other repre-
sentation (transformation) methods because it searches for the components that are
statistically independent. In this chapter, we briefly review the definitions, applica-

tions, and algorithms for ICA.

2.1 ICA Problem

Before going into the introduction of ICA, let us take a brief review of the classical
transformation and representation methods that are commonly used in signal process-

ing, pattern recognition, data analysis and many other applications.

2.1.1 Classical Transformation and Representation Methods

Principal Component Analysis

Principal Component Analysis (PCA) [102,103] is probably the most well-known rep-
resentation method in signal processing, statistics and neural computation. The de-
tails on PCA could be found in [102], in which PCA (also called the discrete Karhunen-
Loeve transform) is described as a decorrelation-based method, working effectively on
Gaussian sources. The basic idea in PCA is to find m components si, 83, ..., §,, that

can maximally represent the amount of variance, i,e, the content of data in term of
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expectation. Mathematically, PCA can be defined by a recursive formulation. Let
w; be a vector representing the direction of the first principal component, then it is
identified by

W = arg i E[(wTx)?] (2.1.1)

where x is the random data vector and E[:| denotes the expectation. Assuming the
first k — 1 principal components have been identified, the direction vector of the k-th

principal component is identified by

Iwll=1

k-1
wy, = arg max E[(w'(x — Y wiw!x))’] (2.1.2)
i=1
After that, the principal components are computed as s; = wlx. A practical way
to calculate w; is to take w; (i = 1,2,...,n) as the eigenvectors corresponding to n
largest eigenvalues of the covariance matrix C = E[xxT].

PCA is mostly used for dimension reduction. By choosing m < n where n is
the original dimensions, one can greatly reduce the data representation dimension
and consequently reduce the computational workload. It has been shown that the
PCA representation is an optimal linear dimension reduction solution in term of mean
square [102]. However, PCA is based only on second-order statistics. The transformed
data is uncorrelated but is not necessarily independent. Therefore, in many situations,

PCA does not provides the best solution, especially in blind source separation [133].

Factor Analysis

Factor analysis [77,114] is another second-order representation method similar to

PCA. In factor analysis, the data is represented by
x=As+n (2.1.3)

where x is the vector of the observed variables, s is the vector of the hidden variables,
1.e., the factors, which is assumed to be unknown, A is a constant matrix and n is
noise. s and n are assumed to be Gaussian, and s usually has a lower dimension
than x. Hence, factor analysis is basically a dimension reduction method, and the

algorithm developed for factor analysis is considered as a modification of PCA.
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Projection Pursuit

PCA and factor analysis, nevertheless, are second-order statistic methods. Their
primary goals, as discussed in [92], are ‘to find a faithful representation of the data, in
the sense of reconstruction mean square error’. On the contrary, the following higher-
order methods aim ‘to find a meaningful representation’. Although the definition
of meaningfulness is very user-dependent, these higher-order methods are applied
in many different type of applications [51,70,87]. In the following paragraphs, we
briefly review some well-known higher-order methods such as Projection Pursuit (PP),
redundancy reduction and blind deconvolution.

The goal of Projection Pursuit (PP) [53,70,71,85,103] is to find the interesting pro-
jection of data. It is mostly used for optimizing data visualization and for dimension
reduction. Unlike PCA where the objective is to have a faithful dimension-reduced
representation, PP tries to reduce the dimensions in such a way that the important
(or so called interesting) features of the data are preserved [71]. The illustration in
Fig. 2.1 shows the difference between PCA and PP. A two dimensional (2D) data in
the figure is clearly separated into two clusters. The first principal component ob-
tained by using PCA is in the vertical direction. It does not reveal the two-cluster
structure of the data. Whereas, by looking into the projection derived from PP (the
horizontal direction), one can easily observe this feature.

Direction of the first
component obtained by PCA

\ Direction of the first
component obtained by
Projection Pursuit

Figure 2.1: Illustration of the difference between PCA and Projection Pursuit (PP).
The principal component derived from PCA (the vertical line) does not reveal any
meaningful feature of the data while the projection made by PP (the horizontal line)
is able to reveal the two-cluster structure of data [92].

The basic idea of finding ‘interesting’ direction in PP is to maximize the non-

Gaussianity of the variables. As it is discussed in [85,103], Gaussian distribution is a

10
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least interesting one, and the direction that yields the most non-Gaussian distribution
should be the most interesting direction. A common measure for non-Gaussianity is

the differential entropy, H(y), defined as

H(y) = - / p(y) log p(y)dy (2.1.4)

where p(y) denotes the probability density function (pdf) of the random vector y.
Assuming that p(y) has zero-mean and fixed covariance, then H(y) is maximized
when y has Gaussian distribution. That is, the Projection Pursuit direction can be
found by minimizing the differential entropy H(w?x) with respect to w (y = w’x).
In practice, however, the density of w/x that needed in (2.1.4) is hard to estimate.
This problem can be overcome by some other non-Gaussianity measurements [53,70],

or by the approximations of the entropy [90,103].

Redundancy Reduction

Redundancy reduction has been reported in literature [10,17-19,61,67] as one of the
important features of the sensory processing in the brain. To reduce redundancy,
the data is represented by components that are as independent from each other as
possible.

A common method for redundancy reduction is sparse coding [16,19,67]. The
data is represented by a set of neurons such that only a small number of neurons
is activated at any time. If the data is sparse in term of statistical properties, this
representation method leads to approximate redundancy reduction [67]. A second
redundancy reduction approach, called predictability minimization [192] is based on
the observation that two independent random variables provide no information that
could be used to predict one variable using the other one. Therefore, representing the

data by independent components minimize the redundancy.

2.1.2 Linear Independent Component Analysis

We have reviewed some popular representation methods including two second-order
ones and two higher-order ones. The ICA is another higher-order representation
method that makes the representing features independent. In line with the conven-

tional definition in many studies, the term ICA used in this chapter implies the linear

11
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Independent Component Analysis.

Definition 2.1 Linear Independent Component Analysis of a random vector x con-

sists of estimating the following generative model for the data
x = As (2.1.5)

where X = (11, 29, ..., T,]7 is a vector of n observed signals, A, ., is a real value matrix
called mixing matrix, and s = [sy, Sg, ..., Sm]? 1s a vector of m hidden statistically
independent variables (components). In the case of noisy ICA, the above model
(2.1.5) is changed to

x=As+n (2.1.6)

where n is a n-dimensional vector of random noise.

To estimate the hidden components s; (i = 1,2,...,m), the linear ICA methods

try to find a linear transformation
y="Wx (2:1:7)

where W' is a matrix of size m x n so that the components y; (i = 1,2,...,m) of
the output vector y are as independent as possible. However, the problem is how to
measure the independence? As we know, components y; are strictly independent if

and only if
p(y) = p(y1)p(1)-.-P(Ym) (2.1.8)

where p(y) and p(y;) (i = 1,2,...,m) are the pdf functions of y and y;, respectively.
This independent criterion, in practice, is very hard to measure and is usually replaced
by some approximation measurements which will be reviewed in Section 2.2.

One of the important issues in ICA is the identifiability. As it was discussed
in [40,45,51,92], the following constraints should be imposed in order to guarantee

the identifiability of ICA algorithm.

1. All the independent components s;, with the possible exception of one compo-

nent, must be non-Gaussian.

2. The number of observed mixtures n must be equal or larger than the number

of independent components m.

12
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3. The mixing matrix A must be a full column rank matrix.

These restrictions are important but not always necessary. Sometimes, it is still
possible to estimate the non-Gaussian components even if there are more than one
Gaussian variables. Also, there have been several works on over-complete ICA, i.e.,
n < m, [38,205,207,209], however, in most of ICA studies, the second restriction is
imposed.

Having satisfied with the above constraints, independent components can be iden-
tified up to a scalar and a permutation [45,87,133]. That is, the estimated variables
Y1, Y2, ---» Ym 1S @ permutation of the original variables s;, s3, ..., s, multiplied by some
constants

y = DPs (2.1.9)

where D, xm = diag[dy,ds, ...d;,) denotes a diagonal matrix and P,,4,, denotes a
permutation matrix. In a simple example with two independent sources, s; and ss,
we can easily see that if y; = —s, and y, = 10s;, then they are still independent of
each other. Fortunately, the above-mentioned indeterminacies are not significant in
most of the applications.

Finally, for the noisy ICA model (2.1.6), if the noise n is assumed to be independent
with the source s, then having the above three restrictions still assure the identifiability
of the algorithm [92]. In addition, to facilitate the ICA extraction process in term
of computation time and performance, observed variables and sources are usually

assumed to be centered.

2.1.3 Relationships Between ICA and Other Methods

With the definition and formulation of ICA, one can see its relationship with the other
representation methods. The connections between ICA and the others are illustrated
in Fig. 2.2.

Firstly, by definition, ICA is certainly a kind of redundancy reduction. Several
studies on neurophysiological data [26, 159] have shown that ICA provides the di-
rections that is compatible with the actual redundancy reduction observed in experi-

ments. Secondly, using the definition of noise-free ICA model (2.1.5), one can consider

13
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Redundancy Reduction
Factor
UNo;i-Gaus_vian data Analysis

Noise-free Gaussian
model data

Y

Projection PCA
Pursuit

Figure 2.2: Relationships between ICA and some classical transformation methods,
including Principal Component Analysis, Factor Analysis, Projection Pursuit and
redundancy reduction [92].

ICA as a special case of Projection Pursuit. As we will see in Section 2.2, the cri-
teria used in Projection Pursuit coincide with the criteria used in ICA for finding
independent components.

Comparing with Factor Analysis, ICA can be considered as a non-Gaussian factor
analysis. Equations (2.1.3) and (2.1.6) are the same except the fact that the hidden
variables s in (2.1.3) are Gaussian while those in (2.1.6) are assumed to be non-
Gaussian. Besides, ICA has a close relation with PCA because both methods need
to formulate an objective function that define the interestingness of a linear represen-
tation and then maximize this function [92]. The difference is, however, PCA only
uses second-order statistic to formulate the function while ICA applies higher-order
statistic to define the objective function.

Finally, there is a close relationship between ICA and a well-known problem in
signal processing, the Blind Source Separation (BSS) problem. The goal of BSS is to
separate source signals from their mixtures without prior knowledge of the sources as
well as the mixing system. It is proven that in the linear mixing situation, BSS and
ICA problems are equivalent. In other words, ICA is a method to do Blind Source

Separation.

2.2 Approaches for ICA Algorithms

The ICA problem is all about estimating the hidden variables by using independence
property. First, we formulate an objective function and define a measure of inde-

pendence, and secondly maximize (or minimize) the function by using the defined

14
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measure. The most common approaches are non-Gaussianity, maximum likelihood,

minimum mutual information, nonlinear decorrelation and nonlinear PCA.

2.2.1 ICA by Maximizing Kurtosis Measure

Kurtosis-based ICA is one of the methods that are tailored for the non-Gaussianity
approach. The non-Gaussianity approach for ICA is rooted from the well-known

Central Limit Theorem [163].

Theorem 2.1. Let sy, $s, ..., 8, be a set of m independent random variables and each
s; has an arbitrary probability distribution p(s;) with mean p; and a variance o?. Then
the normal form variable
m
(8 — 1
S = M (2.2.1)
2
i=17i
has a limiting cumulative distribution function which approaches a normal (Gaussian)

distribution.

Intuitively speaking, Central Limit Theorem implies that the distribution of an
average of the independent random variables tends to be more Gaussian than any
distributions of these independent variables. And this is the basic idea to carry out
ICA by maximizing Gaussianity. Using this Gaussianity-based approach, the hidden
components will be extracted sequentially one after another.

From the definition of ICA, the observed vector x is a mixture of the hidden
independent variables x = As where s = [s}, s, ..., 5,,)T. Our aim is to estimate the
hidden variables s;.

An estimated data, denoted by v, is given by y = wlx where w denotes an n-
dimensional demixing vector. Our goal is to find w so that y converges to one of the

hidden variables, s;. Using the model of x in (2.1.5) we have

y=wlAs=q's= Zqisf (2.2.2)

i=1

with q7 = wTA. Clearly, vy is a combination of the m independent variables,
81,82, ...; Sm. From the Central Limit Theorem, we know that the distribution of y is
more Gaussian than any of the variables, s;, i = 1,2, ..., m. Therefore, maximizing the

non-Gaussianity of y = w’x with respect to vector w will make y converge to one of
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the independent components, s;. Since the methods tailored for this non-Gaussianity
approach usually estimate the hidden components one by one, they are referred as
sequential ICA extraction [48,49] or the one-unit contrast function methods [92]. The
fundamental issue of this approach is how to measure the non-Gaussianity. Here, we
review two major quantitative measures of non-Gaussianity: the kurtosis and negen-
tropy.

Kurtosis is the fourth-order cumulant of a random variable. The kurtosis of a

zero-mean random variable, y, denoted by k4(y) is defined by [163]

ka(y) = Ely'] — 3(E[y’])? (2.2.3)

where E[y*] and E[y?] denote the fourth- and second-order moments, respectively.
For a Gaussian variable, we have E[y*] = 3(E[y*])?, i.e., the kurtosis equals to zero.
Consequently, a non-zero kurtosis implies that the variable is non-Gaussian and higher
the absolute value of kurtosis, the more non-Gaussian the variable is.

Now we apply the definition of kurtosis to find the independent components. Our
goal is to find a demixing vector w that maximizes the kurtosis of the output. That
is

W = arg "111“8..)( Ka(WIx) (2.2.4)
wi=1

Kurtosis-based criterion has been used widely in many ICA methods [48,58,86,89]
because of its simplicity and possibility of providing a global convergence [92, 93].
However, it has been argued in [6,48] that kurtosis is not a very good measure of non-
Gaussianity. In many cases, the kurtosis-based algorithms do not provide accurate
estimation. The reason is, kurtosis measure is not affected much by main structure in
the middle of the distribution but it is highly sensitive to the outliers (values at the
tail of the distribution) [85].

2.2.2 ICA by Negentropy Measure

From a fundamental result of information theory, it is shown that a Gaussian variable
has the largest entropy among all random variables [120,163]. It means entropy can
be used as a measure of non-Gaussianity. The negentropy is one of the most widely

used measures in the non-Gaussianity-based ICA methods.
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First, let us introduce the definition of mutual information, an elemental quan-
tity in information theory. The mutual information between m random variables

Y1, Y2, ---, Ym 18 defined by

i=1

where y = [y1,¥2, ..., Um)", H(y;) and H(y) denote the differential entropy (2.1.4) of
the variables, y; and y, respectively. Naturally, mutual information is a measure of
the dependence between random variables. It is always non-negative, and zero if and
only if all the variables are statistically independent. Recalling that y = W7x, the
following is derived from (2.2.5)

I(y1, Y2,y Ym) = ZH(%) — H(x) — log | det W| (2.2.6)
i=1

Looking into (2.2.6), it seems that independent components can be found directly by

minimizing the entropy H(y;) = H(w}

x) with respect to w;. However, it is not that
easy since the entropy is not invariant for scale transformation [62,92] and therefore,
suitable modifications are needed. In order to obtain an invariant version of entropy,
i.e., a measure of non-Gaussianity that is zero for a Gaussian variable and always
non-negative, a normalized version of entropy, called negentropy, J, is defined as

follows

J(y) — H(Ygauss) = H(Y) (227)

where yg4uss 18 a Gaussian random vector of the same covariance matrix as y. Ne-
gentropy is also non-negative and is zero if and only if y has Gaussian distribution.
Combining the definition of negentropy (2.2.7) and mutual information (2.2.5), we get
the following relationship [87,92]

Zm 116
I(y1, Y2, -1 Ym) = J(yi) + log (2.2.8)
1 de tCy

where CY is the covariance matrix of y, C¥ are its diagonal elements, and i =
1,2,...,m. An important property of negentropy is its invariance under linear trans-
formations [51]. Therefore, finding maximum negentropy direction where elements of
the sum J(y;) in (2.2.8) are maximized, is equivalent to the direction where mutual

information is minimized, i.e., the direction of the independent component.
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The estimation of negentropy, however, is as difficult as the estimation of mutual
information. One of the attempts for estimating negentropy is to use higher-order
cumulants for approximating the negentropy. For example, negentropy can be ap-

proximated as [87,103]

1 1
J(y:) = ﬁﬁs(y,;)Q + @5.4(%)2 (2.2.9)

where the random variable, y;, i = 1,2,...,m, is assumed to be zero mean and unit
variance. This approximation, in fact, often leads to the use of kurtosis as in the pre-
vious section. Hence, it also suffers from the same problem of inaccuracy and outlier
sensitivity. To overcome this problem, a generalized approximation is introduced. In
a special simple case, two nonquadratic functions G' and G? are used. These func-
tions are selected such that G' is odd and G? is even. Then we have the following

approximation [87]
J(y) = ki(E[G" (y)])* + k2(E[G*(y)] — E[G*(Ygauss)])* (2.2.10)

where k; and k; are positive constants, Ygeuss is @ Gaussian variable of zero mean
and unit variance. The random variable, ¥, is assumed to be zero mean and unit
variance. Clearly, the negentropy measure in (2.2.9) is a particular case of (2.2.10)
with G'(y) = y® and G*(y) = y*. Using a suitable selection of the two functions G*

and G?, one can significantly increase the ICA performance.

2.2.3 ICA by Maximizing Likelihood Estimation

In the previous Sections, we have seen how independent components are estimated
sequentially by using non-Gaussianity measures. The sequential extraction methods
are usually simple but not robust, for example, it is sensitive to the outlier values.
In the following, we review another approach that extract all the independent com-
ponents simultaneously. Likelihood and mutual information are the commonly-used
measures for the simultaneous extraction methods.

From the well-known results in probability and statistics, we can derive the fol-

lowing formula for the probability density of the observed data

Ppe(x) = [det A7 sz'(é‘a:) (2.2.11)
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where x = As, s = [s1,82,...,5,)7 and p; denote the pdf of the independent com-
ponent, s;. Denoting the inverse matrix of A by W and assuming there are N

observations of x denoted by x(1),x(2), ...,x(N), the likelihood can be obtained as

Lw) =]

t=11

pi(wix(t))| det W] (2.2.12)

where w; (i = 1,2,...n) denotes the column vector of W. Because of the computa-
tional advantage, it is more practical to use the logarithm of the likelihood. Taking
logarithm of the equation (2.2.12) and then average it, we have the following log-
likelihood formula
L1

~ log L(W) = Z Ellog pi(wIx(t))] + log | det W| (2.2.13)

Hence, by maximizing the log-likelihood (2.2.13), one can obtain the demixing matrix
W and the independent components (72,173,176, 177].

Another very similar approach is the Infomax algorithm introduced by Bell and
Sejnowski [25]. The method is derived from neural network viewpoint, using informa-
tion maximization principle. Assuming x as the network inputs, the outputs of the
network are of the form y; = ¢;(w’x), i = 1,2,...,n, where ¢; are nonlinear scalar
functions. The independent components are obtained by maximizing the entropy of

the outputs
H(Y) = H(‘f”i (wg"x)’ ¢2(ng)? ety ¢ﬂ(wzx)) (2214)

Applying the formula of the entropy transformation on (2.2.14) yields

H(y) = H(x) + Z Elog ¢.(wlx(t))] + log | det W| (2.2.15)

i=1
where ¢! denotes the derivative of the network function, ¢;. Comparing equations
(2.2.13) and (2.2.15), we can see that the two are very similar. Hence, if the network
function ¢; is chosen as the cumulative distribution function corresponding to the pdf,
pi, 1.e., @.(-) = pi(-) then the entropy of y (2.2.15) is the same as the log-likelihood
function (2.2.13). That is, the Infomax method is equivalent to maximum likelihood
estimation [39,87,133]. In addition, it is shown that the maximum likelihood algorithm

for ICA is almost identical to the nonlinear decorrelation algorithms introduced in [49].
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2.2.4 ICA by Minimizing Mutual Information

Theoretically, minimization of mutual information is probably the most suitable op-
timizing method for simultaneous estimation of independent components [51]. The
mutual information (2.2.6) is always non-negative and equal zero if and only if all
the components (variables) are independent to each other. However, as stated in
Section 2.2.2, it is difficult to estimate mutual information in practice, since we have
to estimate all the density functions. In some works [7,51], the authors approximate
mutual information by applying polynomial density expansion which leads to the use
of higher-order cumulants. For example, mutual information can be approximated by
the following expression [7]

m

I(Y) ~C + Zlg . (453(1&')2 i m(yz—)z + 71‘-‘:4(%)4 - 653(?/:‘)2%4(%)) (2-2-16)

where C' is a constant, x; denotes the i-th order cumulant, and y; are assumed to be
uncorrelated. Another approximation can be carried out by negentropy as discussed
in Section 2.2.2.

Minimization of mutual information has a close relation with other approaches.
Considering the log-likelihood function in (2.2.13), if the approximation density func-
tion p; is equal the actual pdf function of the original variables, then the first term in

(2.2.13) is equal to the sum of the entropy of the original variables, that is

D Ellogpi(w!x(t))] = - Y H(w)
=1 =1
The log-likelihood now can be rewritten as
1 T
?log L(W) = —Z;H(yg-) + log | det W| (2:2.17)

By looking at the two equations (2.2.17) and (2.2.6), one can clearly see that log-

likelihood is equal to the negative of mutual information with an additive constant.
Furthermore, it has been discussed in Section 2.2.2 that maximizing negentropy

is equal to minimizing mutual information. That is, the ICA approaches are closely

related to each others [40]. For detail discussions on these relationships, please see

[6,45,156).
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2.2.5 ICA by Nonlinear Decorrelation

The nonlinear decorrelation approach is first introduced by Jutten and Herault in [105]
using the principle of canceling nonlinear cross-correlation between variables. The
basic principle is as follows. If y; and y; are two independent components under
the assumption that y; and y; have symmetric density, then their nonlinear cross-
correlation, E[g;(y;)g2(y;)], is zero where g; and g, are two odd nonlinear functions.
Often the nonlinear functions g; and g, are chosen according to the pdf of the in-
dependent components. Using this principle, the authors [105] derive the learning
rule

Awq; < g1(yi)92(y;), i # ] (2.2.18)

where 7,7 = 1,2,...,n, and ¢g; and g, are two nonlinear functions. Output variables
y; are updated at every iteration as y = (I + W)~!x with all the diagonal entries w;;
set to zero. After the convergence, the outputs, y;, become independent components.
However, the algorithm converges only under some strict restrictions [63].

To improve the performance of this nonlinear decorrelation approach, several al-
gorithms have been introduced [35,46,49]. For example, in [49], the computation has

been reduced by avoiding the matrix inversion

AW o (I - g1(y)g2(y))W (2.2.19)

where y = Wx and the nonlinear functions g; and g, are applied separately on every

component of y.

2.2.6 ICA by Nonlinear PCA

The idea of this approach is to introduce the nonlinearity into the objective function
used in PCA [109,110,158]. By adding a nonlinear function, g, into equation 2.1.1,
we have

w; = arg max E[g(w'x)?] (2.2.20)

flwll=1
It is argued that if the nonlinearity is suitably chosen as the pdf of independent
components, and data is sphered, then optimizing 2.2.20 will lead to the estimation

of independent components. The idea of introducing nonlinearity into PCA model
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can also be applied to other PCA objective functions. For example, the following

simplified bigradient learning rule for nonlinear PCA has been introduced in [222]
W(t+1)=W(t)+ u@)gWt)x(t)x®)" + oI - WEHOWERTHW(E)  (2.2.21)

where p(t) is the learning rate and « is a constant on the range [0.5, 1]. The nonlinear
function g is applied separately on every component of the vector y = Wx, and the

data is assumed to be sphered. More details on this algorithm can be found in [94,222].

2.2.7 ICA by Higher-Order Cumulant Tensors

The use of higher-order cumulant tensors is another approach for ICA [37,38,52,131,
147]. Tensors, by definition, can be considered as generalization of matrices. Cumu-
lant tensors are then considered as generalization of covariance matrix. For ICA, the
commonly used tensor is the fourth-order cumulant tensor. Denote cum(z;, L5, i, xy)
as the fourth-order cumulant, then the fourth-order cumulant tensor is defined as a
linear transformation from the space of m x m matrices to itself. The (i, j)-th element

of the matrix given by the transformation is computed as

zﬂ-sJ(M) = ZTnklcum(zirxjaxksxl) (2222)
k.l

where my,; is the (k,1)-th element of the matrix M. Since it is a symmetric linear
operator, the fourth-order cumulant tensor has eigenvalues that correspond to the
eigenmatrices. By solving the eigenvectors for such eigenmatrices, we can obtain the
independent components (ICs). Examples of the tensorial ICA methods include the
Fourth-Order Blind Identification (FOBI) [36] and the Join Approximate Diagonal-
ization of Eigenmatrices (JADE) [69] algorithms.

Advantage of the cumulant tensor-based approach is that it does not require knowl-
edge of the probability density of the independent components. However, it also has
some drawbacks. As the dimension of the data increases, the memory units needed for
storing the tensors and the computational workload increase exponentially. Therefore,
it is impractical to apply this approach for data with large dimension. In addition, the
statistical properties of the estimators are not as good as those using non-polynomial

cumulants or likelihood methods.
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2.2.8 Other Algorithms

Besides the major methods reviewed in the previous Sections, there have been many
other algorithms developed for ICA. They can be a modified and improved version of a
basic algorithm, a generalized method that can work on different types of independent
components, or a specific method that takes advantages of the particular patterns of
the independent components. In the following paragraphs, we briefly introduce these
three approaches.

As discussed in [92], the optimization algorithm, i.e., the method to update the
model, contributes a big part in the performance and convergence of an ICA method.
Therefore, some authors tried to improve the algorithm performance by modifying
the optimization technique. For example, in [5,7], natural gradient has been used in
replacement of the traditional gradient descent. An equivalent method using relative
gradient was independently introduced in [35]. Approaching ICA from different view-
points is also an interesting topic as found in many studies, such as ICA by Support
Vector Machine (SVM) [184], ICA by Genetic Algorithms [43, 228], and geometric
ICA [206,208,231].

In another approach, researchers attempt to deliver a generalized algorithm that is
suitable for different types of independent components. Lee et al. developed a unifying
framework that can apply on both sub-Gaussian and super-Gaussian variables [134,
135]. The FastICA algorithm [86,89] applies fixed-point optimization to speed up the
convergence, and a generalized objective functions to enhance the robustness.

Finally, the are several ICA methods that are tailored for specific kind of variables.
The most commonly used feature is the time relation of the signals (variables). By
using this temporal structure, one can obtain an algorithm with less complexity and
computation. Examples of these algorithms can be found in [28,57,104,112,145,236,
238]. Variation of ICA is also considered, for example, Tree-dependent Component
Analysis (TCA) [13], ICA for stationary and non-stationary variables [174,175], and
dynamic online ICA [24].

In summary, linear ICA has been extensively studied with variety of different
algorithms. Depending on the application environment, one can choose a suitable

ICA method to take the full advantages of the algorithm for best performance.
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2.3 Applications of ICA

2.3.1 ICA for Signal Processing

Signal processing is the area where ICA finds its major applications. In the signal
processing field, ICA is usually classified under blind source separation/deconvolution
category. In fact, the history of ICA goes together with the development of blind
source separation.

The BSS is one of the emerging fields in signal processing. The goal of BSS is to
recover original sources given only their observed mixtures. The term ‘blind’ indicates
that we do not have any a priori knowledge about either the sources or the mixing
system. To carry out the separation, most of the models employed in BSS assume that
the original sources are independent. Therefore, under this hypothesis, BSS problem
can be considered as a particular case of ICA. A classic example of BSS is the cocktail
party. Theoretically, it equals to an ICA model where z;, i = 1,2..., is the record of
the i-th microphone, and s;, j = 1,2, ..., is the voice of the j-th person. It is said
that ‘most of the advances in ICA have been motivated by the search for solutions to
the BSS problem and, the other way around, advances in ICA have been immediately
applied to BSS problem [185].

Practical applications of ICA in signal processing include speech, voice and signal
separation [44,115,194,231]. A variation of signal separation is noise reduction in
which the noisy ICA models have been applied. In [182,188], ICA model is proposed
for wire and wireless communication applications. The ICA can also be applied for
blind deconvolution by assuming that the source signal values s(t) at different time
instant ¢ are non-Gaussian and statistically independent [100]. From a single source
deconvolution, ICA can be extended to solve the problem of convolutive mixtures

where several source signals with different time delay are mixed together [2,210].

2.3.2 ICA for Feature Extraction

Motivated by the theory of redundant reductions, the basic idea is to consider the
observations as a combination (mixture) of independent hidden features, and in such

cases ICA can be applied to estimate these features. When modeled, the columns of
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the mixing matrix A represent features, s; represents the coefficient of the i-th feature
that forms the observed data x.

An important study in [159] has shown that ICA and sparse coding give equivalent
methods for estimating features of natural images. It is also shown that the estimated
features are closely related to those observed in the primary visual cortex [213,214].
The results are reconfirmed in some other studies [26,96,108]. The similarity between
features obtained by ICA and those obtained from Gabor analysis [91] and wavelet
transformation [140] clearly show the ability of ICA in feature extraction. ICA for
feature extraction can be found in various applications such as face recognition [22,
65,186], image processing [20,83,98,197|, and others [15,146,190].

An emerging application that utilizes the feature extraction property of ICA is
digital watermarking [32,75,195,230]. At first, ICA is applied to the object (image,
video, audio) to extract the independent components (ICs). The extracted ICs can
be used to represent the objects. Next, watermarks are embedded into either the
features or the coefficients. Finally, the modified ICs are recombined to produce the
watermarked object. More details on Watermarking and ICA for Watermarking are

provided in Chapter 3.

2.3.3 ICA for Biomedicine

ICA has been successfully applied to biomedical applications such as blind separation
of electroencephalographic (EEG) and magnetoencephalographic (MEG) [180, 216].
In order to record the brain activities, EEG and MEG methods use the electrodes
that are attached to the scalp to get the signals. The number of observed signals
in EEG and MEG are 23 and 122, respectively. The recorded data are assumed to
be instantaneous mixtures of independent source signals and therefore, ICA can be
applied [87].

Besides the separation of signals, ICA also provides promising results for the im-
portant task of canceling the noise (artifacts) that are not corresponding to the brain
signals [74,215]. In addition, ICA has been used for decomposition of evoked field
potentials and measurement of cortical flow patterns on EEG and MEG data [9,217].

Functional Magnetic Resonance Imaging (fMRI) is another biomedical application
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where ICA has been successfully applied [8,30,113,143]. It is used to separate inde-
pendent spatial activity patterns [143], independent temporal activation patterns or

both [8,30]. More ICA applications for biomedicine can be found in [21,191,198,224].

2.3.4 Other Applications

With the potential of blind source separation and projection pursuit, ICA can be
applied to many other applications. For example, in [111,136,178], the authors have
shown the ability to utilize ICA for image classification. In other studies, ICA is
applied for analyzing weather data [23], stock portfolio [14], cash flow [117], and time
series prediction [139,170].

2.4 Nonlinear ICA

We have reviewed the linear ICA model and its applications. However, in many
practical situations, this linear model is too simple to describe the observed data
adequately. For example, microwave channels which include a filter and a nonlinear
amplifier [181]. A natural way is to extend the basic linear ICA model to a nonlinear

mixing model. A general nonlinear mixing model is formulated as
x=JF(s) (2.4.1)

where s = [s1, 82, ..., S) T is the vector of independent sources and x = [z, Zs, ..., T,]7
is the vector of observed data. Here, the mixing matrix A of linear model (2.1.5)
has been replaced by an unknown real valued n-component mixing function F. The

problem of ICA now becomes finding a mapping G : R® — R™ that gives the output
y =G(x) (2.4.2)

so that the components y; of the vector y = [y;, 42, ..., ym|? are statistically indepen-
dent. The solutions for the nonlinear ICA model in (2.4.2), however, is not simple. A
fundamental characteristic of the nonlinear ICA problem is that in the general case,
solutions always exist, and they are non-unique. One reason for this is that if

and y; are two independent random variables, then for any two arbitrary functions
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g(-) and h(-), g(y1) and h(y,) are also independent [88,106,107]. The existence and
non-uniqueness of nonlinear ICA solutions will be discussed in detail in Chapter 4.

Due to the complexity and indeterminacy of nonlinear ICA problem, it is impos-
sible to have a generalized effective algorithm. General nonlinear ICA is stated as
an ill-posed problem and the choice of algorithm is depended on the environment
where it is applied [3,4]. The first approach to the general nonlinear problem was
introduced in [161,162] and then extended in different studies [4,128,226]. Other
approaches try to reduce the indeterminacies by constraining the nonlinear model to
a sub-system [11,66]. The constraints are imposed either to the unknown sources or
to the mixing systems. For examples, in [11], the source distribution is assumed to
be bounded in a parallelogram.

An important special sub-system for nonlinear ICA is the post-nonlinear mixture

(PNL) model. Mathematically, each observed data is formulated by
T, = f"(z aiij) = 1, 2, — (243)
j=1

where s;, j = 1,2...,m, are the hidden variables, a;; is the (7, j)-th entry of the mixing
matrix A, and f; are the nonlinear functions. Under this scheme, the sources s;
are first mixed linearly, after that the nonlinear functions f; are applied to them to
obtain the final observations z;. As it is shown in [202], the indeterminacies of PNL
model are usually the same as those of a basic linear model. Thus, it makes PNL to
be an attractive model. In addition, the post-nonlinearity assumption is useful and
plausible in many applications such as sensor arrays [164], microwave channels [181]
and biomedical systems [119]. In Chapter 4, we will come back to nonlinear ICA

problem in detail.
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Independent Component Analysis
for Digital Image Watermarking

Digital Watermarking (DWM) is being considered as an effective tools to protect
the ownership and authentication of a digital intellectual Work. In recent years,
many studies on DWM have been carried out, for example, theoretical background
(54, 132,148, 193], performance measurements [123,172] and problem analysis [56].
It leads to the development of various techniques [41, 55,79, 122, 187, 218] and the
utilization of DWM in many practical applications [116,179,223]. In the following
Section, we will give a brief introduction to DWM. Section 3.2 summaries different
ICA-based approaches for watermarking. The next two Sections 3.3 and 3.4, we
present details of our two ICA-based watermarking techniques. In the last Section, we

comment on the merits and demerits of the two techniques, and the future directions

of ICA for DWM.

3.1 Digital Watermarking: A Brief Introduction

Today in digital age, the growth of computers and the Internet has changed the ways
people create and distribute the media [144]. Almost everything can be digitized,
uploaded and downloaded without loss of quality and at a little cost. The Internet has
become an excellent distribution system for digital media. It is inexpensive, maintains
the quality, eliminates warehousing, and delivers the media almost instantaneously
[54]. However, the content owners are facing a rapidly-increasing risk of piracy of
their intellectual properties. The situation is getting worse by the development of

high-capacity storage devices [54, 79).
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Previously when the media content and intellectual property have always been
contained in some instruments, duplication or modification were not easy and the
quality of a pirated copy was usually lower than the original. Hence, the owners were
benefited from their original work and were not affected much by piracy. However,
things are totally changed in the era of digital technologies. Pirates can digitize the
media easily with very little degradation, duplicate them without any quality loss and
distribute them without paying to the actual owners. The content owners, therefore,
eagerly need techniques that can protect their rights.

Cryptography is probably the first and most common method of protecting digital
contents. An encrypted work can be safely transferred to the users and then be
decrypted by a key that users purchased from the owner. However, once decrypted,
the content is no longer protected. Thus, watermarking comes as an alternative
solution because it includes the information within the content. The information can
be designed to survive through all common processes like decryption, compression,
re-encryption and conversion. The benefits of watermarking help it find place in many

applications.

3.1.1 Watermarking Process

Watermarking, as defined in [54], is ‘the practice of imperceptibly altering a Work to
embed a message about that Work’. The term “Work’ here refers to a specific copy
of a digital content, such as text, song, video or picture. The original unwatermarked
Work is also referred as original data, cover data or cover work. The embedded
message is termed as the Watermark and the Work after being embedded is referred
as the watermarked Work or watermarked data.

An illustration of a watermarking process is shown in Fig. 3.1. Here, we follow the

arguments in [144] to separate a watermarking process into four consecutive stages
1. The embedding stage.
2. The distribution stage.
3. The extraction stage.

4. The decision stage.
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Embedding *| Distribution > Extraction | Decision [ /O
I Key I Attacks Key Threshold
Signature Image processing
—p Extracted
Original Work Lossy compression Signature

Figure 3.1: A general watermarking process includes four stages: embedding, distri-
bution, extraction and decision.

Mission of the embedding stage is to insert the owner information into the Work
to produce a watermarked version of the Work. The supplement data and security
information that may need in the extraction are also created in this embedding stage.
These additional data are referred as the Key.

When owners distribute the watermarked Works around, the Works may undergo
many modifications due to lossy compression, transmission errors, image, audio, video
processing and corrections, and especially the intentional attacks to remove the wa-
termark.

Extraction stage is where we get back the watermarks from the Works with the
help of all available information. The extracted watermarks are then shifted to the
decision stage for analysis. Depending on the type of application, the outputs can be
a simple Yes/No decision, the owner information or the tampered area in the Work.

The demands for watermarking are varied according to the characteristics of the

applications. Here, we provide the basic requirements in watermarking [79].

1. A watermark shall convey as much information as possible, which means that

the amount of the embedded data rate should be high.

2. A watermark should in general be secret and should only be accessible by au-
thorized parties. This requirement is referred to as security of the watermark

and is usually achieved by the use of cryptographic keys.

3. A watermark should stay in the host data regardless of whatever happens to
the host data, including all possible modifications that may occur, and including
all hostile attacks that unauthorized parties may attempt. This requirement is
referred to as robustness of the watermark. It is an important requirement for

copyright protection and conditional access applications. However, it is less
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important for some applications where the watermarks are not required to be
cryptographically secured, for example, for applications in which watermarks

convey public information.

4. A watermark should, though being irremovable, be imperceptible.

3.1.2 Watermarking Classification

There are many ways to classify a watermarking technique in term of its application
and purpose. In Table 3.1 we summarize a general classification of watermarking
techniques which is viewed from different aspects as introduced in [132]. Details on

these classifications are given below.

Table 3.1: Classification of watermarking techniques from different viewpoints.

Classification Characteristics

Media type text, image, video, audio

Perceptivity of watermark | visible, invisible

Robustness of watermark | robust, semi-fragile, fragile

Type of watermark random sequence, image
Additional data private, semi-private, public
Processing method spatial domain, frequency domain

Classification by Media Type

Text watermarking and image watermarking have been being the most extensive stud-
ies to date. With the fast development of the Internet and large-scale storage devices,
video and audio are the next two media that require effective watermarking tech-

niques.

Classification by Watermark Perceptivity

The watermark can be embedded into the host data either visibly or invisibly. On one
hand, visible watermarks are robust, i.e., it is hard to be removed, and perceptually

confirms the ownership. The visible watermark embedding is fast but it degrades
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the quality of the original Work. On the other hand, invisible watermarks does not
make noticeable modification on the Work but it is usually less robust than visible
watermarks. The trade off between invisibility and robustness of the watermarks has

been always an important topic for the researchers.

Classification by Watermark Robustness

Robustness is the most important factor in almost every watermarking techniques.
Robust watermarks need to be strong enough to survive through various types of
attack. Fragile watermark, in contrast, is designed to be vulnerable to any slightest
modification on the watermarked Work. Fragile watermarking is usually used for
authentication purpose. The third type of watermarking lies between robust and
fragile watermarking. Semi-fragile watermarking can tolerate some degree of change
in the watermarked Work, and it is capable of detecting the change in content of the

Work.

Classification by Watermark Type

There are two types of content commonly used as watermarks. The first one, called
noise type, is a random sequence, including pseudo noise, Gaussian noise and chaotic

noise. The second one is a meaningful image, usually a logo or label.

Classification by Additional Data

Based on the availability of the additional data (the data needed for extraction), wa-
termarking can be divided into three categories: public (blind) watermarking, semi-
private watermarking and private watermarking. The first type requires neither orig-
inal image nor watermark for the extraction. The second type does not need original
image but needs the watermark. And the third type needs both original image and

watermark.

Classification by Processing Method

Watermark embedding and extraction can be done either directly on spatial domain

or on frequency domain (transform domain). The commonly used transform domain
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include Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT) and
Discrete Wavelet Transform (DWT). Spatial domain methods are robust against crop-
ping and translation modifications while domain-transformed methods are generally

robust against noise, compression and image processing.

3.1.3 Watermark Attacks

To verify the performance of a watermarking algorithm, one will apply modifications
(so called attacks) to the watermarked Work and then try to extract the watermark
from this attacked Work. With suggestions from [79, 123, 219], popular attacks can

be categorized as shown in Table 3.2.

Table 3.2: Classification of attacks on digital watermarks.

Attacks Characteristics
Removal attacks completely remove the watermark information
Geometric attacks impair the watermark detection

Cryptographic attacks try to crack the watermarking method

Protocol attacks create the ambiguity of the true ownership

Estimation-based attacks | estimate original work or watermark

Removal attacks aim to eliminate completely the watermark information so that
users cannot recover the watermark from attacked Work. This type of attack includes
denoising, quantization, remodulation and collusion attacks.

The goal of geometric attacks is not to remove the watermark information but to
damage (distort) it so that the detector cannot recover the watermark. Geometric
attacks include both global and local geometric distortions, such as rotation, scaling,
shifting or jittering.

The third type of attack is cryptographic attack. It targets at cracking the water-
marking schemes, finding a way to remove the embedded watermark or to embed a
fake watermark. The Oracle attack and exhaustive search of watermark information
belong to this kind of attacks [219)].

In contrast of the above attacks which are trying to remove or impair the water-

mark information, the idea of protocol attacks is to create an ambiguity about the

33



ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Chapter 3: Independent Component Analysis for Digital Image Watermarking

true ownership of the Work. For example, attacker may add his own watermark to
the watermarked Work, and then extract it and claim the Work to be his own.

The last kind of attack is called estimation-based attacks which is introduced by
Voloshynovskiy et al. [219]. Attackers may exploit the knowledge of watermarking as
well as the statistical property of original Work and watermarks in order to successfully
estimate either the watermark information or the original Work. Estimation-based

attacks can be classified into removal, protocol and desynchronization attacks.

3.1.4 Watermarking Applications

Probably watermarking can be applied to any place that needs a protection of intel-
lectual property for digital media. Applications of watermarking are seen in every
kind of digital media: text documents [33,138,142], images [42, 144, 160, 223, 233],
video [64,126,199], audio [200,211] and others [99,116, 157].

Text Document Watermarking

Text watermarking finds its applications wherever digital documents are distributed,
the digital library, for example [33,142]. Most of the techniques are based on hiding
the watermark in the layout and format of the documents. There are three common
methods to embed the information: word-shift coding, line-shift coding and feature
coding. In line-shift coding, single line is shifted either up or down by a small amount.
Similarly, word-shift coding changes the space between two consecutive words [33].
Feature coding is somewhat different, instead of changing the distance between words
or lines, it slightly modifies the shape of the characters. These methods, however, can
be defeated by exhaustively retyping the entire document manually or automatically

by using optical character recognition programs [138].

Image Watermarking

Until now, major watermarking studies and applications are for image since there are
so many digital images circling all over the world that need a protection. As it is
our goal to develop a novel method for image watermarking, details on digital image

watermarking will be introduced in Section 3.1.5.
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Video Watermarking

As video is a series of consecutive still image, the general problem of video water-
marking is similar to that of still image. However, there also have some differences
which are specific for video watermarking. First, video watermarking usually require
real-time processing. Second, there are several particular attacks for video, for ex-
ample, frame averaging, frame dropping or frame swapping. Watermarking on video,
therefore, is much more complex [64,199].

In order to reduce the complexity, several authors apply the watermark on com-
pressed domain so that the embedding and extraction are compatible with the video
encoding and decoding. For example, the DCT-based watermarking methods are com-
patible with the video DCT-based hybrid compression scheme: MPEG-2, MPEG-4,
and H.263 [84,125]. By doing this, the complexity of the algorithm is about the same
with the video compression and decompression complexity. Some others try to reduce
the computation workload by embedding the watermarks directly on spatial domain.

Current state-of-the-art on video watermarking methods can be found in [79,126].

Audio Watermarking

Most of the watermarking techniques for audio are done either directly on the audio
signal or on the bit stream where the audio is represented in a compressed format.
Audio watermarking requirements are quite similar to image watermarking, such as
imperceptibility (inaudibility), robustness to signal modifications like compression,
filtering, and Analog-to-Digital and Digital-to-Analog conversions. Several approaches
for audio watermarking have been introduced such as spread spectrum technique, echo
coding, and phase coding [31,211,227]. The Human Auditory System (HAS) is also

considered in order to improve the watermarking methods [200].

3.1.5 Digital Image Watermarking

The number of publications on image watermarking is too large to completely cover in
this Section. Here, we just point out the common approaches and ideas. The design
of an algorithm include three issues: the embedded signal, the embedding stage and

the extraction stage. Many image watermarking algorithms, in fact, differ only in
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parts of these three issues [54].

The embedded information, the watermark, can be a random, pseudo-random data
sequence or a meaningful image like the logo or trademark. In order to increase its
invisibility, watermark is modified in shape so that it becomes less strong in areas of
the image where it could be easily exposed. The watermark is often constructed in
spatial domain, but sometimes also in transform domain like DCT transform domain.
Depending on the application requirement, the amount of information that need to
be embedded can vary widely [79].

The embedding process is an addition of the watermark to the host image, either
on luminance or color channels. It can take place on spatial domain [124,127] or
transform domains such as full-image DCT transform domain, block DCT transform
domain, DFT transform domain, and wavelet domain [55,144,168,169]. While water-
marking on spatial domain is computationally advantageous, embedding on transform
domain is usually claimed to be more invisible and secure. In practice, the embedding
and watermark generating processes are normally treated as one, especially in those
methods that use image dependent watermarks, i.e., the watermarks are adapted to
the content of the original image [218].

The extraction (or extraction and decision) stage is the place where embedded
information is separated from watermarked image and then compared with the original
watermark. Extraction is usually done in the same domain with the embedding stage
and often need supporting data like original image or the Key. Based on availability
of the original image, watermark extraction can be classified into blind, semi-blind or
non-blind extraction. The Key can be classified into private, public or asymmetric

key.

3.2 ICA-Based Approaches to Image Watermark-
ing: A Review

The similarity between an ICA scheme and a DWM scheme can be seen in Fig. 3.2.
The original image and watermarks can be seen as the inputs for ICA. The embedding
process is then considered as an ICA mixing process that creates the watermarked

image and key image from the inputs.
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Figure 3.2: The similarity between an ICA scheme and a DWM scheme. From ICA
point of view, the embedding process is similar to an ICA mixing system. Hence,
watermark extraction can be carried out by an ICA demixing system.

At the extraction site, the estimation of watermarks can be carried out by an
ICA demixing system with the watermarked image and key image are seen as the
observations. In addition, the modifications made by the attacks on watermarked
image can be seen as the noise that occurs during the transmission. Such analogy is
the basic principle to develop an ICA-based watermarking algorithm. Until now, there
have been several watermarking methods that utilize ICA techniques. We roughly
classify such methods into two categories: the block-based methods and full image

approach.

3.2.1 Block-Based Approach

In [26], Bell and Sejnowski proposed that the Independent Components (ICs) can
be considered as the edge filter for a natural scene. That is, a natural image can
be represented as a combination of the basis functions (the ICs). This approach is
illustrated in Fig. 3.3.

The ICA block-based watermarking methods are based on the above principle. At
first, the ICs are extracted using ICA and the original image is represented in term of

these ICs. Next step, watermarks are embedded into some ICs and the modified ICs
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ICs

Coefficients

Figure 3.3: Representation of an image as the combination of the Independent Compo-
nents (ICs). Original image is divided into blocks (patches) and each block is formed
as a linear combination of the basis functions (the ICs).

are remixed to create the watermarked image. At the watermark extraction site, [CA
is applied again on watermarked image to recover the ICs and then the watermarks
are estimated. For example, in [75], the authors sorted the ICs by their energy, and
then replaced the least significant ICs by the watermarks. In [32], the authors used a
Quantization Index Modulation (QIM) technique [41] to embed the watermarks into
the ICs.

With block-based approach, the watermarks are distributed all over the image.
The watermarks, thus, are harder to be perceived. It does not require the original
image and needs only few additional information to carry out the watermark extrac-
tion. Big disadvantages of this approach, however, are the need of a large number
of ICs and the high computation workload. A solution to reduce the computation
time is to lose the image quality by choosing only a few important ICs. Besides, as
discussed in [26], using ICs as the edge filters is good for the natural images only.
And finally, the ICA block-based watermarking methods are not very robust against
different attacks [75].

3.2.2 Full-Image Approach

Another ICA approach for DWM, which we call full-image approach, considers original
image, watermarks, key images (if any), each as an individual independent source
signals. The watermarked image is a combination of these signals. A general scheme

of the approach is shown in Fig. 3.4. The full-image approach is simpler and usually
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more robust than the block-based one.

Original image | Watermarked > Estimated
IcA image ¥ IcA 2 watermarks
Watermarks mixing Attacks demixing | Post
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system system | * Process
Key image — »
i Additional data G L

Figure 3.4: The ICA full-image watermarking scheme. The watermarked image is
considered as a mixture of the original image, watermarks and key images.

In the ICA demixing model used in watermark extraction, the number of observed
signals has to be equal or greater than the number of source signals. That is, besides
the watermarked image, we need at least one more observation with a fairly large
amount of data. Even more, many reported methods require the availability of original
image at the extraction site. For example, in [195,230], the authors used the original
image, I, as well as a key image, K, to extract the watermarks. In other proposed
schemes [137,229], the original image is not required during extraction of watermark,
however, a size-equivalent image is used.

In summary, if we can avoid the use of the original image or large data, the ICA-
based full-image approach will provide a good solution for digital image watermarking.
In the next Section, we propose two new algorithms: one uses image transpose to hide
the original image and the other uses up/down-sizing technique to solve the issue of

large additional data.

3.3 WMicaT: ICA-based Watermarking Using Im-
age Transpose

We propose a novel method called WMicaT (Watermarking by ICA using image
Transpose) that aims to eliminate the problem faced many ICA-based algorithms,
i.e., the need of original image during extraction process. By using the property of
transpose of an image, WMicaT produces extra information called ‘key image’ during
the embedding stage, and later uses this key image in the extraction stage. Unlike
the original image which has to keep secretly, the key image can be made publicly

available. A short report of this method has been published in [153].
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3.3.1 Use of Image Transpose as An Additional Signal

Let us denote the original image by I, the watermark by W and the watermarked
image by I". We consider an image as a square matrix of pixel intensities. The idea
of using image transpose is emerged from the observation: in general an image is
independent with its transpose, and the transpose of its transpose is the image itself.
Considering watermarked image I as a mixture of the original image and watermark,
it can be expressed as

I"=1+aW + W7t (3.3.1)

where a and [ are scalar coefficients. Then its transpose is expressed by
(I =I" +aWT + pW (3.3.2)

where T" denotes transpose of a matrix.
Now we introduce the additional information, the key image K, as a linear com-

bination of the original image and its transpose. That is

K =~I +46I7 (3.3:3)
where v and § are scalar coefficients. Its transpose, therefore, is expressed by

KT =4I 4+ 61 (3.3.4)

In ICA terminology, I", I*T, K and K7 are the four linear mixtures (observations)
of the four original sources I, IT, W and W7. Hence, applying ICA on these four
mixtures can produce the original sources. Note that as we assume that the original
image and its transpose are independent, this scheme is not applicable if the original

image is symmetrical.

3.3.2 WDMicaT Embedding Scheme

A complete embedding scheme of WMicaT is shown in Fig. 3.5. From a small-sized
image S that represents the owner signature, an initial watermark Wj is created by
tiling the signature to the size of the original image I. As discussed in [122,218], in
order to make the watermark more imperceptible and well embedded, we create a

visual mask V' from the original image /. Then we apply a modification function M
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Figure 3.5: The WMicaT embedding scheme. The watermarked image I'* and the

public key Kp are generated from the original image I, the signature S, and a secret
key k.

to the initial watermark and visual mask to get the final watermark W. The purpose
of a visual mask is to identify the significant areas of the host image, i.e., the texture
and edge regions, in which the watermark can be more strongly embedded. With the
help of a visual mask, one can increase the watermark strength considerably while
maintaining the original image quality as well as the watermark imperceptibility. The
details on different visual masking methods can be found in [122,218]. Finally, the
watermark W and its transpose W7 are inserted into the original image to form the

watermarked image I+ given by
I =1+ oW+ pW7” (3.3.5)

where o and 3 are called ‘embedding strengths’. The values of this two parameters
will determine how strongly the watermarks are embedded.

The public image Kp, i.e., the additional data needed during extraction process,
is also built during the embedding process. It is a mixture of the original image, the

original image transpose and a key image. The public image is computed by
Kp=~I+6I" + \K (3.3.6)

where K is the key image created using a pseudo random sequence with a seed k, that
satisfies K = KT. The parameters 7, § and \ are the ‘key-image coefficients’. These

parameters can be any non-zero values in the range of [—1, 1]. Without knowing the
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seed ky, one can not extract the original image I from public image Kp. The public
image, therefore, can be made available online if required.

In this scheme, we apply a visual mask to adapt the watermark to the original
image so that the embedded watermark has higher strength while remaining impercep-
tible. The visual mask is computed by using a Noise Visibility Function (NVF) [218].
The (m, n)-th entry of the visual mask V' is obtained from the original image, I and

is given by
1
1+ 0%(m,n)
2

where o7(m,n) denotes the local variance of the image in a window centered on the

Vimm) = (3.3.7)

pixel I, »y. The local variance is calculated as

L L
1 =
g = (2L + 1)?2 > D Tarmgan) = Lmm)? (3.3.8)

i=—L j=—L
where f(m,n) denotes the mean of the pixels lying inside the window
i 1 .
Lmp) = GL+1)7 z Z L(im,j4n) (3.3.9)
i=—Lj=—L
where a window of size (2L + 1) x (2L 4+ 1) is used in the computation of V{,, »). Note

that with this computation, the value of V|, ) remains between 0 and 1.

The different steps involved in the embedding process are summarized below.

1. Generate the initial watermark Wy from the author signature S by tiling it to

the size of the image I.
2. Generate a visual mask V' from the original image by (3.3.7).

3. Create the watermark W from W, and V using modification function M which
is given by

W=W,—WyeV (3.3.10)

where ‘e’ denotes the element-by-element product, for example, the (m,n)-th

entry of this product is given by (Wy @ V) n) = Wom,n)-Vim,n)-

4. Generate the watermarked image I'" by embedding the watermark and its trans-

pose to the original image using (3.3.5).

5. Compute key image K from a chosen seed k, such that K = K7.
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6. Generate the public image K, using (3.3.6).

13041304 1304 1304 1304 1304 1304 1304
13041304 1304 1304 1304 1304 1304 1304

13041304 1304 1304 1304 1304 1304 1304

130413041304 13041304

(8)

Figure 3.6: An example of the WMicaT embedding scheme. First row: (a) signature
S, (b) initial watermark Wy, (c) watermark W, and (d) public image Kp. Second
row: (e) original image I, (f) watermarked image I*, and (g) difference between I
and I*. The size of S is 64 x 64 and the size of all other images is 512 x 512.

An example of the embedding scheme is shown in Fig. 3.6. The signature, the
initial watermark, the watermark and the public image are shown in Fig. 3.6(a) to
3.6(d), respectively. The owner’s signature is a binary image of size 64 x 64 and
the other images 256 gray-scale of size 512 x 512. In this example, the value of the
coefficients are a = 0.06, 8 = 0.015, v = —0.7, § = 0.49, A = 0.82 and L = 10. The
second row contains the original Lena image, its watermarked image and the difference
between these two images. As we can see from Fig. 3.6(f), there is no visible sign of the
watermark in the watermarked image . From the public image shown in Fig. 3.6(d),
we can observe that the contents of the original image and its transpose are hidden

behind a noisy scene.

3.3.3 WDMicaT Extraction Scheme

The goal of the extraction scheme is to extract the previously-embedded signature S
from the watermark image 1. Besides the watermarked image, the other information
available to us are the public image Kp and the secret key k,. Using k,, the seed to

the random generator, we are able to generate the key image K. Therefore, the
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task now is to extract the signature S with the knowledge of I'", Kp and K. The
extraction scheme can be divided into three stages. The aim of the first stage is to
extract the original image I from K and Kp by applying ICA technique. The second
stage applies ICA once again on the estimated original image and the watermarked
image to extract the watermarks. After that, in stage three, a post processing scheme
is applied to obtain the owner’s signature from the estimated watermark. A WMicaT

extraction scheme is depicted in Fig. 3.7.

I fyor ¥
R B = R = o
> r 2 G f Post-

21 2
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K;: tﬁ(r ;‘, Y4 Y4
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Figure 3.7: The WMicaT extraction scheme. I, Kp and k, represent the water-
marked image, public key image and secret key, respectively. Cy_; and C,_., are
2D-to-1D and 1D-to-2D operators, and S is the estimate of the owner’s signature.

As discussed earlier, the most important task in all ICA-based watermarking meth-
ods is to generate enough observations from the available data. Our solution is to use
the image transpose. We have two input images: Kp and It and we want to generate
at least four signals to extract the watermark. For this purpose, in the first stage,
we reconstruct the key image K using a random generator with seed number k. The
three images K, Kp and K} are converted into one dimensional (1D) signals g, tk,,
and tg7, respectively, by 2D-to-1D operators Cz.1. Applying (3.3.6) and noting that
KT = K, the inputs to the first ICA block can be expressed as

tkp = Ca—1(Kp) = Co(yI + 617 + AK)
tgr = Coi(K}) = Coa(VIT 461 + AK) (3.3.11)

P

tk = Coa(K)

Denote the 1D signals of I and I” by t; and ¢;r, respectively. The above equation
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(3.3.11) can be rewritten in a matrix form as

Clearly, (3.3.12) represents an ICA mixing model. That is, by applying ICA technique
on the observed signals [tg,,t Kg,tK]T, we can estimate the 1D signals ; and #;r, the
original image and its transpose.

The second stage is the main step to extract the watermark. We have in total
four 1D observations: t;+, t;+r, t; and f;r. Using (3.3.5) the four mixtures can be

expressed as

tre = Con(I+aW + BWT)

i = Coa(l) (3.3.13)

(
tier = Coa(IT + aWT + BW)
(
tIT — Cg_..l(IT)

(3.3.14)
or in the matrix format as
tr+ 1 0 « ﬁ ir
t 01 « t
= 7 " (3.3.15)
tir 01 0 O twr

where ty and tyr denote the 1D signals of the watermark W and its transpose W7,
respectively.

Equation (3.3.15) clearly matches the ICA mixing model x = As. Hence, applying
ICA technique on [t+,t;+r, t;,£;r]T results in four outputs ¥y, ys, ys, and v, which
correspond to the 1D estimates of the original image I, the watermark W and their
transposes I” and W7 (but may not be in same order). To these 1D signals, we apply
1D-to-2D operators Cy_.» to generate four estimated images. Figure 3.8 illustrates
the ICA output images obtained from the watermarked image and public key image
created in the example shown in the previous section. The original Lena image, the

watermark and their transposes can be seen clearly in Fig. 3.8.
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() (d)

Figure 3.8: An example of the WMicaT extraction scheme. The four output images,
Y1, Y, Y3, and Y} are extracted by ICA technique.

3.3.4 The Post-Processing Scheme

The ICA technique, however, only provides a set of images that contains the water-
mark but is not able to identify it. It means that the output Y; does not necessarily
correspond to the estimate of original image I. It can be the estimate of any one of the
four source signals I, I7, W and W7. For this reason, in the third stage of the extrac-
tion scheme, we develop a post-processing algorithm to obtain the owner’s signature
from the images Y),...,Ys. We apply the correlation coefficients in post-processing

scheme to identify which output Y; corresponds to which source signal.

Y, Wi
Y, —»(Correlation| w 3
Analysis . ? S
Y4 = w n §
— B e
" il
Identifying stage Refining stage

Figure 3.9: The WMicaT post-processing scheme. An identifying stage utilizes the
correlation coefficients to obtain the watermark and its transpose. A refining stage
produces the owner’s signature from these watermark estimates.

The detail scheme of the post-process is shown in Fig. 3.9. It includes two stages,
an identifying stage and a refining stage. The first stage filters out the watermarks
from the four image inputs. Then the second stage uses the estimated watermarks to
extract the owner’s signature.

To identify the watermarks, we use the correlation coefficients between each output
and the watermarked image. Let us consider two images X and Y, each of size M x N.

The absolute correlation coefficient |7y y| between two images Xy «n and Yyxn is
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defined as
£
Irxy| = —— (3.3.16)
V/ SzzSyy
where
M N
Say = D icy zg:l(X(i,J) X)(Y(% n—Y)
S50 = iy 2oge1 (Xg) — X)? (3.3.17)
Syy = D iy Ejv::(y(% N Y)
and
= M N
X ﬁ > i1 Ej:l X(ij) (3.3.18)

Y= IJITV“ 2121 Ej\;l Yiij)
The absolute correlation coefficient, |ry y| gives a measure of the similarity between
two images, X and Y. When two images are totally different, |rxy| ~ 0. When X
and Y are identical to each other, |ry y|~ 1.

Our identification method is based on the following observations. In watermarking,
since the watermarked image I is supposed to be highly correlated with the original
image I, their absolute correlation coefficient is near to 1, i.e., |r;;+| = 1. Similarly,
the absolute correlation coefficient between their transposes, |r;r j+r| is also near to 1.
On the other hand, the watermark W is considered to be independent from both I*
and I*T. The values |ry,+| and |ry j+7|, therefore, are close to 0. That is, by checking
the absolute correlation coefficient between an output Y; and the watermarked image
I't, we can identify which output is the estimate of the watermark.

Let us denote the absolute correlation coefficient between the watermarked image
It and the output Y; by |7+ y,|. Similarly, denote the absolute correlation coefficient
between the transpose of the watermarked image I*7 and the output Y; by |rj+7y.|,
fori =1,...,4. Let 7; be the sum of these two values, i.e., 7; = |[rj+y,|+|rj+7y,|. From
these observations, it is clear that the sum 7; will be close to O if its corresponding
output Y; is the estimate of the watermark or the watermark transpose. Thus, by
computing all the sum 7;, i = 1, ...,4, we can find out the estimates of the watermark
and its transpose.

A numerical example of the correlation coefficients for the results shown in Fig. 3.8
and the sum 7; are provided in Table 3.3. From Table 3.3, it can be seen that the
ICA outputs, Y; and Y3 are the estimates of W and W7, respectively.

After successfully estimating the watermark and its transpose by choosing the two
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Table 3.3: The correlation coefficient table used for WMicaT post-processing scheme.

Y Ys Ys Y,

Irr+y.] | 0.0034 0.0895 0.0374 0.9953

Irpery,| | 0.0408 0.9762  0.0059 0.2130
7 | 0.0442 1.0657 0.0433 1.2083

outputs that yield the smallest correlation coefficient sum, 7; ~ 0, we continue to the
next stage. The aim of this refining stage is to compute owner’s signature from the
two extracted watermarks. From the fact that the watermark is a multiple duplication
of the signature, we apply a reverse process, splitting the watermark estimate into
sub-images and then averaging them to retrieve the owner’s signature.

Now let us denote the two outputs that are the estimates of the watermark and

its transpose by Z; and Z,. First, we calculate an average watermark, 1% by
W = (Z,+Z7)/2 (3.3.19)

Second, we partition the image W into I sub-images Wsl, ng,...,Ws; each of size
Mg x Ms, where Mg x Mg is the size of the owner’s signature. Third, we compute

the estimate of the signature as the average of these sub-images

~ 1. .4 .
S = i(W,ﬂ + W+ ...+ Wy) (3.3.20)

An illustration of the refining process is shown in Fig. 3.10. The average watermark is
separated into 9 sub-images. These images are then averaged to generate the estimate

of the owner’s signature. As it can be seen in the figure, the quality of the estimated

o]
CNE

Figure 3.10: An example of the refining stage. The estimated watermark W is parti-
tioned into small images. These sub-images are then averaged to generate the estimate
of the owner’s signature S.

signature is very good.

Here, we summarize the extraction of WMicaT in the following steps:
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1. Use the seed k; to generate the key image K.

2. Apply the 2D-to-1D operator C,_,; to generate the 1D signals ¢k, tkz and tg,

from Kp, K% and K, respectively.
3. Apply ICA technique on [tg,, kT, tx]T to extract the 1D signals £; and £;r.

4. Utilize a 2D-to-1D operator C,_,; to generate the 1D signals t;+ and t;+r from

the watermarked image I* and its transpose /77, respectively.

5. Apply ICA technique on [t;+,t;47,%7,%;r]7 to extract four signals y,ys, ys, and
Ya.

6. Utilize a 1D-to-2D operator C;_,o to convert y; to image Y;, i =1, ...,4.

7. Apply the post-processing scheme on Y; to retrieve an estimate of the owner’s

signature S.

3.3.5 WDMicaT Performance Analysis

We carried out several experiments to verify the robustness of the proposed method
under different attacks with different original images and watermarks. We implement
Exptl and Expt2 on a medium-textured Lena image with two different watermarks.
The first watermark was an image of an university logo and the second watermark
was an image containing three letters ‘NTU’. In the Expt3, the same ‘NTU’ image

was selected and embedded in a highly-textured Baboon image.

Experimental settings

The original images (Lena and Baboon) are gray-scale images of size 512 x 512 with
256 intensity levels. The owner’s signatures are binary images; the university logo is
of size 128 x 128 and the university’s name ‘NTU’ is of size 64 x 64. The embedding
strengths a and [ were controlled so that the watermarked images have a high quality
in term of the Peak Signal-to-Noise Ratio (PSNR). The Peak Signal-to-Noise Ratio

between an original image I and the modified image I is defined as

255
RMSE

PSNR = 20log;f ) dB (3.3.21)
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with the RMSE (Root Mean Square Error) is given by

M N
RMSE = | 7= f 7 Z; Ligy = Iijy)? (3.3.22)

where I; ;) and f(,-‘j) denote the (¢, )-th pixel intensity (gray) level of the original and
modified images, respectively, and M x N is the size of the images. The numerical
values used for different parameters in the three experiments are provided in Table 3.4.
With the chosen parameter values, the watermark was generated and embedded into

the host images as described in Section 3.3.2.

Table 3.4: The configuration table for the three experiments. o and 3 are the embed-
ding strengths. «, 4 and X are the key-image coeflicients. L is the window half-length
used in the making of visual mask.

I+WwW a 3 v & X L |PSNR(dB)
Ezptl | Lena+Logo | 0.073 -0.010 [-0.70 049 0.82 10| 4145
Ezpt? | Lena+NTU | 0.060 0.015 |[-0.70 049 0.82 10|  43.99
Ezpt3 | Baboon+NTU | 0.040 -0.010 [ -0.70 049 0.82 10| 4291

An illustration of the signature S, the original image I, watermark W, the water-
marked image I, and the public image Kp are shown in Fig. 3.11. With the help
of the visual mask and the selected embedding strengths in Table (3.4), high quality
watermarked images (PSN R > 40dB) were produced. The watermarked images are
almost identical to the original ones and the embedded marks are imperceptible to
the eyes.

We conduct the simulations by letting the watermarked images I undergo various
modifications (attacks) before carrying out watermark extraction. The modified image
is called the test image I*. Major attacks include JPEG compression, gray-scale
reduction and image resizing. To carry out the ICA process in the extraction, we
use SOBI (Second Order Blind Identification) algorithm, introduced by Belouchrani
et al. [28], which provides a fast and effective extraction. For details on SOBI, please
see Appendix A. To measure and compare the quality of the estimated signature,
we evaluate the absolute correlation coefficient |rg¢| between the original owner’s

signature S and its estimate S.
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Figure 3.11: The images used in the WMicaT experiments. From left to right: owner’s
signature S, original image I, watermark W, watermarked image /™, and public image
Kp. (a) Exptl, (b) Expt2, and (c) Expt3.

JPEG Compression Test

In this test, we use a JPEG encoding tool to compress the watermarked image I
with different compression quality factors ranging from 90% to 10% to produce the
test image I*. After that, we extract the owner’s signature from this JPEG-encoded
image I*. Next, we compute the absolute correlation coefficient |rg 3| between the
extracted image S and the original owner’s signature S.

The performance results of WMicaT in three experiments are illustrated in Fig. 3.12.
[t can be seen that the proposed algorithm provided good performance on all the ex-
periments. The quality of the estimated signatures were high even when the JPEG
quality factor was lowered drastically. Only in Exptl, where the watermark was a
relatively complex image (university logo), and when the compression quality factor
was reduced to the lowest level (= 10%), the estimated signature was unrecognizable.

Illustrations of the estimated signatures are shown in Fig. 3.13.
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Absolute Correlation Coefficient

80 Blﬂ 7‘0 6“0 5:0 G:U 3‘0 2‘0 10
JPEG Quality Factor (%)
Figure 3.12: WMicaT results for the JPEG compression test. Quality of the estimated

signature is measured by the absolute correlation coefficient, |r3‘ |- The compression
quality ranges from 90% to 10%.

Figure 3.13: The estimated signatures of WMicaT in JPEG compression test. (a)
Exptl, (b) Expt2 and (c¢) Expt3. In each figure, from left to right: the outputs of
JPEG compression test with quality factor of 90%, 50% and 20%.

Gray-Scale Reduction Test

The gray-scale test is aimed to analyze the extraction ability of WMicaT in the case
when the number of different values used to represent the pixel intensity is reduced.
In this test, the gray level of the watermarked image It was reduced from 256 down
to 128,64, ...,4 level.

As it is shown in Fig. 3.14, the algorithm offered excellent results in the gray-scale
reduction test. The performance index, |'-'"s,§| in all experiments were high, showing a
strong correlation between the estimated image and the owner’s signature. It can be
seen that WMicaT was able to extract the signature successfully in all the cases where
the gray level is greater or equal 8. When the gray level went down to 4, however, the
performance of WMicaT degraded and the signature was not recognizable. Figure 3.15

shows examples of the estimated signatures extracted from the test images with gray

level of 128, 32 and 8.
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Figure 3.14: WMicaT results for the gray-scale reduction test. Quality of the esti-

mated signature is measured by the absolute correlation coefficient, |rg g|. The pixel
gray level of the watermarked image is reduced from 256 down to 4 level.

Figure 3.15: The estimated signatures of WMicaT in gray level reduction test. (a)
Exptl, (b) Expt2 and (c¢) Expt3. In each figure, from left to right: the outputs of the
test with gray level reduced to 128, 32 and 8.

When comparing the results among the three experiments, we found out that
Expt1’s results were inferior to the others because of the relatively complex signature
and the watermark. However, unlike the previous JPEG compression test, Expt3
yielded a slightly better performance in comparing with Expt2, especially when the
gray level was low. The difference is partially because there is no distortion in the
gray level test. The experiment on Baboon image (Expt3), where the watermark was

more strongly embedded in textured areas, proﬁided a better result.

Image Resizing Test

Image resizing is one of the most common modification to an image. In this test, we
resized the watermarked image to different size and then applied WMicaT to estimate
the signature. Since the image is resized, we need to synchronize all the input images

(the watermarked image and the public image) to the same size before executing the
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extraction scheme. There are two approaches for the synchronization. In the first
approach ml, we resize all images to the size of the test image I* before carrying
out the ICA-based extraction. After that, the outputs of ICA process, Y3, ..., Yy are
resized again to the size of the public image and at the end, the post-process scheme
is carried out. In the second approach m2, the test image I* is resized to the public

image’s size and the whole extraction scheme is executed normally.

—e—Expt1.m1
—E—Expt2.m1
—A—Expt3.m1

o
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Figure 3.16: WMicaT results for the resizing test. The image is resized from 512 X
512 (100%) down to 64 x 64 (12.5%). In the figure, m1 and m2 denote the two
synchronization approaches.

We down-scaled the watermarked image I to different sizes: 384 x 384 (75%),
256 x 256 (50%), 192 x 192 (37.5%), 128 x 128 (25%), 96 x 96 (18.75%) and 64 x 64
(12.5%) and then carried out all the three experiments with both synchronization
approaches. The experiment results are illustrated in Fig. 3.16. The difference in
size synchronization results in different performance of WMicaT. The first approach
m1, in which the test image I* is kept intact displays a superior result (Fig. 3.17) in
comparison with the second approach m2, where the test image is resized before going
through the extraction. In fact, in m2, the test image has been resized two times,
one during the attack and another one during the synchronization. The interpolation
technique which is usually involved in the resizing process has modified or even re-
moved most of the watermark content that was embedded in the image. Hence, as it
is shown in Fig. 3.17, WMicaT algorithm performed poorly in all three experiments

with the second synchronization approach.
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Figure 3.17: The estimated signatures of WMicaT in resizing test. (a) Exptl, (b)
Expt2 and (c¢) Expt3. In each figure, from left to right: the estimated signatures with
test image of size 384 x 384, 256 x 256 and 128 x 128. First row: ml, second row: m2.

Comparison of WMicaT With Other Watermarking Methods

For further investigation, we compared the proposed method with other watermarking
techniques that work on different processing domains [144]. These techniques include
two Discrete Cosine Transform algorithms Coz-DCT [55] and Koch-DCT [118], two
spatial-domain algorithms Langelaar-spa [127] and Kutter-spa [124], and two Discrete
Wavelet Transform algorithms Kundur-DWT [121] and Wang-DWT [220]. The result
of these techniques are taken from [144] and compared with the result of our second

experiment, Expt2 (the Lena embedded with ‘NTU’ signature).
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—e— Wang-DWT
—+— Kundur-DWT
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Figure 3.18: Performance comparison between WMicaT and other techniques for
JPEG compression test.

Illustrations in Fig. 3.18, Fig. 3.19 and Fig. 3.20 show impressive results of WMi-

caT in comparing with the other techniques. It outperforms most of the referenced
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algorithms in all three image attacking tests: JPEG compression, gray-scale reduction

and image resizing. Unlike some methods that are only robust against several specific

attacks, the proposed method provides a steady performance throughout all the tests.

In JPEG compression test, WMicaT outperforms the other algorithms and only infe-

rior to on DCT-based method (the Coz-DCT). It is an advantage of WMicaT since

the spatial-based techniques like WMica usually perform poorly on JPEG test [54].
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Figure 3.19: Performance comparison between WMicaT and other techniques for

gray-scale reduction test.
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Figure 3.20: Comparison of WMicaT performance on resizing test with other water-

marking algorithms.

Again, in the gray-scale reduction test (Fig. 3.19), the WMicaT provides good

performance and is one of the three methods that yields the best result while the

Coz-DCT method could not provide adequate result. A similar situation can be
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observed in the third test in Fig. 3.20 on image resizing, WMicaT is again one of the

top three methods that provide the best estimation of the owner’s signature.

3.3.6 Discussion on WMicaT Algorithm

The proposed WMicaT method has shown impressive results against several common
attacks such as JPEG compression, gray-scale reduction and image resizing. It has
provided a consistent performance on different host images through out all the exper-
iments. In comparison with other watermarking methods, WMicaT illustrates very
good performance with high quality estimation of the owner’s signature.

The effect of watermark content to the algorithm can be observed from the exper-
imental results. An image embedded by a complex watermark that contains curves
and discontinued areas seems to be more vulnerable to the attack than that embedded
by a watermark with straight lines or smooth areas. Therefore, in the same test, the
quality of the estimates of complex watermarks (the university logo, for example) is
not as high as those of a simple watermark. However, the performance of WMicaT in
the experiments with complex watermark is still very good. The estimated images are
highly correlated with the original owner’s signature. The algorithm fails to recognize
the signature only when the test image is modified severely.

The WMicaT algorithm is a fast and robust watermarking technique. However,
it has a disadvantage of using a large size supporting image, i.e., the public image.
The size of the public image is as big as the size of the original image. Therefore, it is
not very convenient in storing and transferring this additional image. In our second

watermarking scheme (WMicaD), we address to remove these problems.

3.4 WDMicaD: ICA-based Watermarking Using Dual

Watermarks

In this Section, we introduce another ICA-based watermarking method called WMi-
caD. This method aims to achieve two goals: (i) to reduce the amount of additional
data needed, and (ii) to separate the watermark into a fixed part and variable part.

The reason of separating a watermark into two parts is explained as follows.
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Let us begin with an example. Assuming that an owner want to distribute his
Work online securely. He needs to make digital copies of his Work, embeds them with
his own information and then upload them to the Internet. His information, therefore,
usually contains two parts: one for ownership verification and one for tracking the
copy identity. The first part should be identical in all copies while the second part
should be unique for each copy, for example, a copy ID number. Because of this
characteristic, we name the first part as the ‘fixed watermark’ and then second one as
the ‘variable watermark’. Our WMicaD is developed to fulfill the above requirements
by exploiting ICA separation technique and applying a special watermark construction

scheme. Short reports of this method have been presented in [151, 152].

3.4.1 Special Property of The Dual Watermarks

From Section 3.2, an ICA-based watermarking algorithm needs additional information
to generate the inputs for the ICA separating component. Our previous WMicaT
method utilizes a public image as the supporting data for watermark extraction,
but the size of the public image is as large as the original Work. In the WMicaD
method, we attempt to reduce the size of the supporting image and to carry out all the
extracting operations at the size-reduced level. First, we review the two operators that
are used to resize the images. Second, we introduce the modification scheme which
is applied to the watermarks so that the watermarks can reveal different contents at

different size.

Down-sizing and Up-sizing Operators

Let Inrxn be an image of size M x N whose (m, n)-th entry is represented as I(, »),
m=0,1,..,.M -1, n=0,1,..., N — 1. Denote the down-sizing operator by D, then
the k — time down-sized version of I, is defined as I[k]%x% = D(Iyxn, k) whose

(m, n)-th entry is computed by

Igjomm) = 75 D_ D Torrikn) (3.4.1)

for all m =0,1,..., (% —1)and n = 0,1,...,(¥ — 1), and k is a non-zero positive
integer, called ‘resizing factor’. In sort, Jjxm.n) is the average of the gray values inside

a window of size k X k in the original matrix Ips«n.
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The up-sizing operator U, in contrast, duplicates an element of Ip;«n to every
element in a window of size k x k. The k& — time up-sized version of Iy;, is defined

- I}S!kaN = U(Iprxn, k) whose (m,n)-th entry is computed by

k
Iom oy = Tz 1020 (3.4.2)

foralm=0,1,...,(kM —1) and n =0,1,...,(kN — 1), and k is the ‘resizing factor’.

The ‘floor’ operator |z] truncates the number z to a nearest smaller integer.

Lysa Ik
312|338 Iopeo ;- 4:4]6:6
BEEE) 416 416 3131616
20170]0113| 7 [14]9 ZESCZBE
1511|7116 1474[ 9779

Figure 3.21: An example of the down-sizing and up-sizing operators with resizing

factor k = 2. (a) Ijg2x2 is down-sized from I.4 and (b) Iﬁh is up-sized from I5y5.
An illustration of the up- and down-sizing operators are shown in Fig 3.21. From

an image of size 4 x 4, I;,4 the down-sizing operator generates an image Iigj2x2

(Fig. 3.21(a)) with resizing factor, & = 2. Fig. 3.21(b) illustrates an image IZ,,

obtained by up-sizing the image 4> by a resizing factor of 2.

Watermark Modification

In order to extract the two watermarks by ICA technique, we need to have at least
three images as the mixtures. However, we only have two available images: a wa-
termarked image and a key image (created in the embedding process). Simple linear
combination of these two images can not create three different mixtures. Hence,
our solution is to modify the watermarks with certain conditions so that they reveal
different information at different image scales.

The first watermark W; is modified in such a way that when it is down-sized by
a factor ki, it produces a small-sized watermark Wi,;. But, when W, is down-sized

by a factor kiks, it produces a null-matrix. Mathematically, this property can be

99



ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Chapter 3: Independent Component Analysis for Digital Image Watermarking

expressed as

Q)[k‘lkz] = D([’V],k1kg) (343)
Wiy = D(Wh, ki) (3.4.4)

where @ denotes a null matrix, D is the down-sizing operator and k; and k, are the
two resizing factors. _

The second watermark W is modified so that when we down-size and subsequently
up-size it with the same factor, the watermark remains unchanged. Mathematically,

this property can be expressed as
D(Wa, k1) = U(D(Wy, kiks), k2) (3.4.5)

The use of watermarks W; and W, will be explained in detail in the extraction scheme.
In the following paragraphs, we introduce a simple technique to create these two

watermarks.

First Watermark Modification: M,

The goal of the first watermark modification function M is to generate a watermark
Wi from the owner’s signature so that the watermark satisfies the equations (3.4.3)
and (3.4.4). An illustration of the modification scheme is shown in Fig. 3.22 in which
a watermark of size 8 x 8 is created from a signature of size 2 x 2. Details of the

scheme are provided in the following paragraphs.

s, 4466
als]uuk)[4]4]6]s6] W
- STAEIEA 4[4 A= 6 [ ¢ [%]%
IBEE
4[4 |4l 6|6 |6]6
= Z 4144 [4[6[6]6|6
L ' T ST s, i RN # [ )8 6 [ 6
SR ——(0)—s [H] 4[] 6 | —" 11 [ 9|9 [B]9
1 1 B Zo L 1[5 o [ 11 |- f=1]9 |9 [9]9
kR -1 197 9 SIEIHREEEE
St 11 [9]9]9]9

Figure 3.22: An example of the first watermark modification scheme M;. A water-
mark W, of size 8 x 8 is generated from an author signature S; of size 2 x 2. Resizing
factors k; = ks = 2.
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Let S; be an image of size % X % that represents the owner’s signature. The

scheme to construct the watermark W) from S; is described mathematically as

Zi = USiks) (3.4.6)
Zo = Zyef (3.4.7)
Wi = U(Zy ki) (3.4.8)

At first, the signature represented by a matrix S; is up-sized by a factor ky (ky = 2
in this example) to create a matrix Z;. Second, the newly created matrix Z; is
multiplied by a ‘chessboard’ matrix £ element-by-element. Finally, the product of
this multiplication (Z;) is up-sized by a factor k; (k; = 2 in the illustration) to
produce the watermark W;. It can be seen that when the generated watermark W,
is downsized by kik;, it will result a null matrix satisfying (3.4.3).

In this scheme, the chessboard matrix, £ is a matrix whose (m,n)-th entry is

defined by

P 1 if (m+n)=even (3.4.9)
(m;n) = 4.
—1 otherwise

and the (m,n)-th entry of the element-by-element product e is computed by
Z2('m,n) == Zl(m,n)ﬂg(m,n) (3410)

Thus, in the proposed scheme, M, will generate the watermark W) that satisfies both
(3.4.3) and (3.4.4).

Second Watermark Modification: M,

The second modification function M, is to create a watermark W, that satisfies

(3.4.5), that is
D(Wg,k]) =Z/{(D(W2, k]kz),kg) (3411)

The scheme of generating W5 is simpler than that of W;. Beginning with a signature

r‘"‘i? X ENJTZ? we apply the up-sizing operator U on S with resizing factors

k1k, to obtain

Sy of size

W~2 == M(Sﬂ, k]kz) (3412)

Figure 3.23 shows an illustration of the second modification scheme, M,. The

second watermark W, of size 8 x 8 is constructed from a signature S, of size 2 x 2 by
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Figure 3.23: An example of the second watermark modification scheme M,. A water-
mark W, of size 8 x 8 is generated from an author signature S, of size 2 x 2. Resizing
factors ky = ky = 2.

an up-sizing operator U with the resizing factors k; = 2 and ky = 2. It is easy to see

that the generated watermark W, satisfies (3.4.5), i.e., Wapk,) = U(S2, k).

3.4.2 WDMicaD Embedding Scheme

The WMicaD embedding scheme generates two images: a watermarked image /* and
a key image K. I" is constructed by inserting the two watermarks W and W into
the original image I. The small-sized key image K is generated as a supporting image

that is used during the watermark extraction. Details of the scheme are shown in

Fig. 3.24.

/4
Si My 7 a
V, -
Visual Masking
| D K
I $
_ _ > I
Visual Masking
V.
S ’ W, ¢
>< Mz 'Q{/_

Figure 3.24: The WMicaD embedding scheme. Special watermarks W, and W, are
created from the owner’s signatures by the modification functions and are embedded
in the original image to create the watermarked image, I*. The key image is generated
by down-sizing the combination of W; and I.

At first, we create two visual masks V; and V; from the original image. The visual
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masks can be different from each other by choosing different masking windows half-
lengths, L, and L,. As discussed in Section 3.3.2, the visual masks help to increase
the embedding strength of the watermarks. Next, we generate the first watermark W,
by applying the visual mask V; on the owner signature S; and then passing it through
the modification function M;. The generated watermark Wj, therefore, satisfies the
conditions (3.4.3) and (3.4.4). Similarly, we apply the visual mask V; on the copy ID
S5, and then apply function M, to generate the second watermark W, that satisfies
(3.4.5).

In the next step, the two watermarks W; and W, are inserted into the original
image I to produce the watermarked image I*. Mean while, the key image K is
generated by down-sizing a combination of I and the first watermark W;. Note that
by the down-sizing operation, the size of the key image can be substantially reduced.

In summary, the steps involved in the embedding scheme are given below.

1. Create two visual masks V; and V5, by NVF method introduced in Section 3.3.2
Vi =V(I, Ly) (3.4.13)
where L, is the window length, i =1, 2.
2. Use M, to create W, that satisfies (3.4.3) and (3.4.4)
W1 = My(S1, V1, k1, k2) (3.4.14)
3. Use M, to create W, that satisfies (3.4.5)
Wy = My(Ss, Va, ki, k2) (3.4.15)
4. Create the watermarked image I
I = I+ oW, + W, (3.4.16)
5. Compute the key image K
K =D(I +yWy, k) (3.4.17)

Parameters a and [ are called ‘embedding strengths’ and 7 is called ‘key-image coef-

ficient’. These parameters can be any non-zero values in the range of [—1,1].
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3.4.3 WDMicaD Extraction Scheme

The goal of the extraction process is to estimate two embedded signatures from the
watermarked image /™. In order to apply ICA in the extraction, we need to generate
three inputs from two available sources: the watermarked image I and the key image
K. The whole process is carried out on the down-sized images, hence, it significantly

reduces the computational workload.

i X
=D —e—g .= I
+ I I
D 5 u ¥ o 1ca 25 1,
m
X
6,2—)1 3.; y3 4—)2_>Y3

Figure 3.25: The WMicaD extraction scheme. I and K are the watermarked image
and the key image, respectively. The up-sizing and down-sizing operators are denoted
by U and D . Cs_,; and Cy_,, are the 2D-to-1D and 1D-to-2D conversion operators,
respectively.

The details of the WMicaD extraction scheme are shown in Fig. 3.25. The ex-
traction is initiated by down-sizing I to the size of key image K. The key image
is subtracted from the down-sized version of I, denoted by I, to generate another
image [,. Next, we apply the down-sizing operator followed by an up-sizing opera-
tor, both with the same resizing factor, on I;. By doing that, we are able to exploit
the special properties of the two watermarks to generate the necessary third input I
needed for the ICA block.

In the next step, the three inputs I;, K and I, are converted to one dimensional
signal by a 2D-to-1D operator and passed through the ICA block. Finally, a 1D-to-2D
operator is applied to convert the ICA outputs back to 2D images. The steps involved

in the WMicaD extraction are described as follow

1. Down-size the watermarked image /™ to the size of the key image K with resizing
factor k4

I =D(I* k) (3.4.18)
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2. Create the image I from [; and K by applying up-sizing and down-sizing op-

erators with a resizing factor k,
Ii=U(D(I; — K, k), k2) (3.4.19)
3. Create 1D signals from Iy, Iy and K
[z1, 2, 23] = [Ca—1 (1), Ca—1 (L), Comr (K)]T (3.4.20)
where C,_,; denotes a 2D-to-1D operator.
4. Apply an ICA technique on x = [z, Z,, z3]7 to get three outputs y = [y1,y2, 3] .
5. Convert back the outputs y to images
Y = Cia(y:) (3.4.21)
where 7 = 1, 2,3, and C;_,5 is a 1D-to-2D operator.

To explain the meaning of each step in the extraction process and to see how ICA
technique can work on these mixed signals, we begin with I; (3.4.18). With respect

to (3.4.16), I can be expressed as

Il — D(I., k’l) + f.l:’D(Wl, kl) + ﬁD(WQ, kI)
Ty + aWipky) + BWak,) (3.4.22)

Referring to (3.4.17), the key image K can be rewritten as
K = I, + YW (3.4.23)
Since I, = I; — K, using (3.4.22) and (3.4.23) we get
Iy = (a — V)W) + BWappy) (3.4.24)

Let I3 = D(I3, ko). Since W satisfies (3.4.3) and (3.4.4), and W, satisfies (3.4.5), I3
can be refined as
Iy = (a—7)D(Wipy), k2) + BD(Wak,), k2)
= (=)0 + BWijkyky)
= BWakky) (3.4.25)
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Finally, substituting (3.4.24) and (3.4.25) in (3.4.19) yields

_L; — M(Ig‘kg)
= W, (3.4.26)

By using equations (3.4.22), (3.4.23) and (3.4.26), the input vector x = [21, 22, z3]"

in (3.4.20) can be represented in the matrix form as

I 1 « ﬁ t;
oml=100 8] tw (3.4.27)
T3 1L 9 0 two

where t, tw1 and ty are the three 1D signals, converted from I, Wi, and Wy,
by the 2D-to-1D converters, respectively. As it is shown, (3.4.27) matches the ICA
mixing model x = As. It means that by applying ICA technique on x = [z}, z, $3]T,
we can compute the estimates of I, Wik, and Wyy,;. Most importantly, since
ICA algorithm is applied on the down-sized version of I™, it provides substantial

computational advantage over those methods that are executed on full-size images.

3.4.4 The Post-Processing Scheme

Because of utilization of ICA in extraction, WMicaD algorithm faces the same problem
that WMicaT has; the problem of identifying the watermarks. We know that the
outputs of ICA components, Y3, Y2 and Y3 are the estimates of Ijx,j, Wip,) and Wy,
but they are in arbitrary order. Therefore, we need a post-processing scheme to
identify which output is the corresponding estimate of the watermarks.

Again, we apply the absolute correlation coefficient, |rxy| defined in (3.3.16) to
identify the correct estimates. Firstly, the absolute correlation coefficients |r It Y =
1,2, 3, between the watermarked image I[}:l] and each of the outputs Y, are computed.
On one hand, the output Y, that corresponds to the original image Ij,) is highly
correlated with the test image I[L], i.e., lT[[Tcll’Yki ~ 1. On the other hand, as the
watermarks are assumed to be independent from the original image, the correlation
of the two remaining outputs (corresponding to the watermarks) with the test image
will be very low, i.e. |r;{t1]'yj| ~ 0, j # k. Hence, taking the two outputs that have

lowest |r !ﬁgl]'}d gives us the estimates of the down-sized watermarks W[kl],l and W[k1]‘2-
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In the next step, we obtain the original signatures from the watermark estimates.
Since the watermarks are created by replicating the owner’s signature S; and the
copy ID number Sy, we partition the image Y; into [ sub-images Y;,...,Y; each of
size Mg x Mg, where Mg x Mg is the size of the owner’s signature. Averaging these

sub-images yields the estimate of the signature.

-1 . . .
S — E‘(W;‘] + W1I2 + A —f— Wg{) (3428)

3.4.5 WDMicaD Performance Analysis

Simulations was carried out to test the robustness and the tamper detection ability
of the proposed algorithm. The experiments were done on two well-known images,
the Lena and Baboon, with major attacks: JPEG compression, gray-scale reduction,
noise addition, resizing and rotation. In addition, we also carried out an experiment

to verify the tamper detection ability of WMicaD.

Experimental settings

The experiments were implemented on the gray-scale images Lena and Baboon of size
512 x 512. Two small-sized binary images of size 16 x 64 shown in Fig. 3.26 were
used as the author’s signature and the copy ID. Two watermarks of size 512 x 512
were created from the author’s signature and copy ID images. In the simulations,
Peak Signal to Noise Ratio (PSNR) was chosen as the criterion for measuring and

controlling the quality of the watermarked image. The PSNR between an image [

and its modification I has been defined in (3.3.21).

0208318345

HTU HTU HTU HTU

Figure 3.26: The two original signatures, S; and S3, used in the simulations. Both
images are of size 16 x 64.

In order to maintain the quality of the watermarked image and the imperceptibility
of the watermarks, the embedding coefficients o, § and the window half-length L
(used in the visual mask function V) were chosen so that PSNR > 43dB in all the

experiments. The resizing factors k; and k, were appropriately selected so that the
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key image K is small enough while the watermarks still have adequate details. Details

of the selected parameters are provided in Table 3.5.

Table 3.5: The configuration table for the two experiments. «, J are the embedding
strengths and + is the key-image coefficient. L, and L, are the window half-lengths
used in the making of two visual masks. k; and k, are the resizing factors.

(@4 ,6 ¥ k] kg L; = Lg PS.NFR

Lena '2__576 % % 4 2 12 44.99
—6 9 9

Baboon % 5 oG | & 2 10 43.14

The original image I, watermarks W; and W5, key image K and watermarked
image I* are shown in Fig. 3.27. As the down-sizing factors was chosen at k; = 4
and Kk, = 2, the key image is of size 128 x 128. From the difference image between
It and I (as shown in the last column of Fig. 3.27), one can observe that very little

distortion has been done to the host image due to the watermarking.

Figure 3.27: The images used in the WMicaD experiments. From left to right: original
image I, watermarks W; and W, key image K, watermarked image I, and the
difference between I* and I. The size of the key image K is 128 x 128 and the size
of the other images is 512 x 512. (a) Exptl: Lena image. (b) Expt2: Baboon image.

The simulations were run through four stages. First, the embedding scheme was
carried out to generate watermarked image and key image. Second, the watermarked
image was attacked by the above-mentioned modifications (JPEG compression, gray-

scale reduction, etc.). Third, the extraction and post-processing scheme were carried
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out on the attacked image, i.e., the test image. Finally, the estimated signatures were
compared with the original ones to evaluate the their quality and the performance of
our algorithm.

We used SOBI (Second Order Blind Identification) algorithm [28] (see Appendix A
for details) to carry out the ICA process. To measure and compare the quality of the
estimated signature, we computed the absolute correlation coefficient (3.3.16), |rg ;|

between the original owner’s signature S and its estimate S.

JPEG Compression Test

The watermarked image It was compressed using JPEG compression tool with dif-
ferent quality factors (from 90% down to 10%). The watermark extraction was done
on the compressed image. The performance index, in term of correlation coefficient,

|75 4|, was computed for each quality factor and is shown in Fig. 3.28.

o
@

o
o

Absolute Correlation Coefficient

—&—Expt1-W1 . . ' x y H .
T——Expt1-w2 "7 77T - R . H A :
—O—Expt2-W1 : : : : : :
—f—Expt2-W2

o
(Y]

v]

%0 80 70 60 0 40 30 20 10
JPEG Quality Factor (%)

Figure 3.28: WMicaD results for the JPEG compression test. The compression quality
ranges from 90% to 10%. Exptl: Lena image. Expt2: Baboon image.

In the plot, solid lines represent the results of the experiment with Lena image
(Exptl). Dashed lines represent the results of the experiment with Baboon image
(Expt2). The circle symbol (o) represents the results of the first watermark Wi,
and the star symbol (*) represents the results of the second watermark W,. As it is
shown, the proposed algorithm provided good performance on the two experiments.
The qualities of the estimates are high even when the JPEG compression quality

factor is reduced awfully.
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HTU HTU NTU M7

(b)

Figure 3.29: The estimated signatures of WMicaD in JPEG compression test. From
left to right: the outputs of JPEG compression test with quality factor of 90%, 50%
and 20%. (a) Exptl and (b) Expt2.

The estimated signatures when the test image was compressed with the quality
factor of 90%, 50% and 20% are shown in Fig. 3.29. As we can see, the estimates are
clearly visible in the figure. Even in the lowest quality settings, all the signatures are

still recognizable.

Gray Scale Reduction Test

o
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Figure 3.30: WMicaD results for the gray level reduction test. The gray level of the
watermarked image is reduced from 256 down to 8 level. Exptl: Lena image. Expt2:
Baboon image.

In this test, the intensity (gray) level of the watermarked image It was reduced
from original 256 level down to 128,64, ...,8 level. As it is shown in Fig. 3.30, the
proposed algorithm offered good results in the test with high correlation between

the estimated signatures and the original ones. The proposed algorithm is able to

70



ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Chapter 3: Independent Component Analysis for Digital Image Watermarking

HTU HTL NTU BT

(b)
Figure 3.31: The estimated signatures of WMicaD in gray level reduction test. From

left to right: the outputs of the test with gray level reduced to 128, 32 and 8. (a)
Exptl and (b) Expt2.

extract the signature successfully when the gray scale level is reduced up to a level of
8. Figure 3.31 shows the clear estimates when the test image gray level was reduced

from original 256 level to 128, 32 and 8.

Addition-of-Noise Test

We introduce the results of WMicaD in the noise test with three different types of
noise. It includes a Gaussian white noise with zero mean and variance o? ranging
from 0 to 0.05, a ‘salt & pepper’ noise with noise density ranging from 0 to 0.05, and
a multiplicative noise. In multiplicative noise test, a uniformly distributed random
noise u with zero mean and variance o2 ranging 0 to 0.05 was multiplied and added
to the image by the equation

r=r1t+ult (3.4.29)

The performance results of WMicaD on the three noise tests: Gaussian, ‘salt &
pepper’ and multiplicative noise are shown in Fig. 3.32, Fig. 3.34 and Fig. 3.36, re-
spectively. The WMicaD did not perform well on the Gaussian noise test. However,
it provides good results on the other two tests in term of correlation coefficient. Ex-
amples of the estimated signatures of the three noise tests are shown in Fig. 3.33,

Fig. 3.35 and Fig. 3.37.
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Figure 3.32: WMicaD results for the Gaussian noise test. Gaussian noise is zero mean
and variance ranging from 0 to 0.05. Exptl: Lena image. Expt2: Baboon image.

Figure 3.33: The estimated signatures of WMicaD in Gaussian noise test. From left
to right: the outputs of the noise test with noise variance of 0.005, 0.01 and 0.03. (a)

Exptl and (b) Expt2.
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Figure 3.34: WMicaD results for the ‘salt & pepper’ noise test
from 0 to 0.05. Exptl: Lena image. Expt2: Baboon image.
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Figure 3.35: The estimated signatures of WMicaD in ‘salt & pepper’ noise test. From
left to right: the outputs of the noise test with noise density of 0.005, 0.01 and 0.03.
(a) Exptl and (b) Expt2.
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Figure 3.36: WMicaD results for the multiplicative noise test. Noise is uniformly
distributed with zero mean and variance ranging from 0 to 0.05. Exptl: Lena image.
Expt2: Baboon image.

Figure 3.37: The estimated signatures of WMicaD in multiplicative noise test. From
left to right: the outputs of the noise test with noise variance of 0.005, 0.01 and 0.03.
(a) Exptl and (b) Expt2.
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Resizing and rotation test

Here, we present the results of WMicaD in resizing and rotation tests. In resizing test,
WMicaD was tested on both size-enlarged and size-reduced images. The test image
size was varied from 200% (1024 x 1024) down to 25% (128 x 128) of the original

size (in both dimensions). The performance of this test are shown in Fig. 3.38 and

Fig. 3.39.
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Figure 3.38: WMicaD results for the resizing test. The image size is varied from 200%
to 25% of the original size in both dimensions. Exptl: Lena image. Expt2: Baboon
image.
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Figure 3.39: The estimated signatures of WMicaD in resizing test. From left to right:
the outputs of resizing test with image size of 150% (768 x 768), 75% (384 x 384)and
50% (256 x 256) degree. (a) Exptl and (b) Expt2.

In the rotation test (Fig. 3.40), the watermarked image was assumed to be rotated
imperceptibly by a small angle before going to the extraction. The performance of
WMicaD in the test was encouraging (Fig. 3.41). The extracted watermarks are still

recognizable even when the rotate angle was up to 0.25 degree.
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Figure 3.40: WMicaD results for the rotation test. The estimate quality is measured
by the absolute correlation coefficient, |rg|, between the signature estimate and its
original one. The rotation angle is varied from 0 to 0.25 degree. Exptl: Lena image.
Expt2: Baboon image.

_

e o Qe v g o
(@

HMTU NTU NTU MU

Figure 3.41: The estimated signatures of WMicaD in rotation test. From left to right:
the outputs of rotation test with rotating angle of 0.05, 0.10 and 0.20 degree. (a)
Exptl and (b) Expt2.

3.4.6 More on Robustness Experiments

The previous sections have provided detailed experimental analysis of WMicaD on
the most commonly used images: Lena and Baboon. In this Section, we provide more
statistical data on the performance of WMicaD using several experiments.

Five 512 x 512 gray images of different types were used as the original images,
including Lena (portrait), Baboon (face), Grass (texture), Goldhill (scene) and Bar-
bara (indoor). The embedding parameters were identical in all five simulations, with
embedding strengths @ = —7, # = 11, key-image coefficient v = 9, window half-
lengths L; = L, = 12 and resizing factors k; = 4, k; = 2. The signatures used

for embedding were two 16 x 64 binary images representing the word ‘NTU’ and the
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Figure 3.42: The five watermarked images. (a) Lena image, (b) Baboon image, (c)
Goldhill image, (d) Grass image and (e) Barbara images.

number ‘02091945, The signatures are shown in Fig. 3.26. The watermarked images
are shown in Fig. 3.42.

Each of the five test images went through four different attacks (JPEG compres-
sion, gray level reduction, image resizing and image rotation). The absolute correla-
tion coefficients (3.3.16) for each attack were computed for all the five images and are
tabulated in Tables 3.6 to 3.9. From these Tables, once can observe consistent resutls
for all the attacks and all the test images.

The average absolute correlation coefficient over the five images for different at-
tacks are shown in Figs. 3.43 to 3.46. From these Figures, we can see that WMicaD
performed well on all the tests. It confirms our observations on the robustness of

WMicaD as discussed in Section 3.4.5.

Table 3.6: Results of WMicaD on rotation test. Performance is measured by the
absolute correlation coefficient.

Rotation Lena Baboon Goldhill Grass Barbara | Average
in degree | W1 W2 | W1 W2 | W1 W2 | W1 W2 | W1 W2 | W1 W2
0.025 | 094 095|098 097|098 0.98|0.99 099|097 096 |0.97 0.97
0.05 {092 093|096 096|096 094|098 098|095 092 0.96 0.95
0.075 | 090 0.88(0.93 094|093 0.89 096 096|092 085|093 091
0.10 | 0.86 0.82 ]| 0.88 090|087 0.81|096 093|088 0.77 [ 0.89 0.85
0.125 | 0.81 0.75 [ 0.80 0.85|0.79 0.73 | 0.89 0.90 | 0.81 0.67 [ 0.82 0.78
0.15 | 0.75 0.67 | 0.71 0.78 | 0.69 0.65 | 0.83 0.84 | 0.74 0.58 | 0.74 0.70
0.175 | 0.68 0.59 | 0.62 0.70 | 0.59 0.57 | 0.75 0.78 | 0.65 0.49 | 0.66 0.63
0.20 | 0.60 0.52 | 0.53 0.62 | 0.49 0.50 | 0.67 0.71 | 0.57 0.41 [ 0.57 0.55
0.225 | 0.53 045|045 054|040 0.44 | 0.59 0.64 | 0.50 0.34 [ 0.50 0.48
0.25 ({047 0.39 039 047033 039|052 058|043 029 |0.43 0.42
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Table 3.7: Results of WMicaD on JPEG compression test. Performance is measured

by the absolute correlation coefficient.

JPEG

Lena

w1l w2

Baboon
W1l W2

Goldhill
w1 w2

Grass
W1l W2

Barbara
W1l w2

Average
W1 W2

90

0.94 0.95

0.98 0.97

0.98 0.98

0.99 0.99

0.97 0.97

0.97 097

80

0.93 0.95

0.98 0.97

0.98 0.98

0.99 0.99

0.97 0.96

0.97 097

70

0.93 0.95

0.98 0.96

0.98 0.98

0.99 0.99

0.96 0.96

0.97 0.97

60

0.92 0.95

0.97 0.96

0.97 0.97

0.99 0.99

0.96 0.95

0.96 0.96

50

091 0.94

0.97 0.96

0.97 0.96

0.99 0.98

0.95 0.94

0.96 0.96

40

091 0.93

0.96 0.95

0.96 0.94

0.98 0.98

0.95 0.93

0.95 0.95

30

0.88 0.91

0.96 0.94

0.94 0.90

0.98 0.96

0.93 0.90

0.94 0.92

20

0.80 0.82

0.94 0.90

0.88 0.76

0.96 0.92

0.89 0.80

0.90 0.84

10

0.60 0.46

0.86 0.69

0.60 0.36

0.86 0.67

0.67 0.49

0.72 0.54

Table 3.8: Results of WMicaD on resizing test. The size of original image is 512 x 512.
Performance is measured by the absolute correlation coefficient.

Resizing

Lena
W1 W2

Baboon
W1 W2

Goldhill
w1 w2

Grass
W1 W2

Barbara
w1l w2

Average
w1 w2

200%

0.95 0.96

0.98 0.97

0.98 0.98

0.99 0.99

0.97 0.97

0.97 0.97

175%

0.91 0.93

0.94 0.92

0.98 0.98

0.99 0.99

0.97 097

0.96 0.96

150%

0.89 0.90

0.93 0.92

0.98 0.98

0.99 0.99

097 0.97

0.95 0.95

125%

0.89 0.92

0.90 0.86

0.99 0.98

0.99 0.99

0.97 0.97

0.95 0.95

100%

0.95 0.96

0.98 097

0.99 0.99

0.99 0.99

0.97 097

0.98 0.97

75%

0.80 0.81

0.73 0.66

0.98 0.98

0.99 0.99

0.97 0.97

0.89 0.88

50%

0.59 0.52

0.45 0.48

0.95 0.97

0.98 0.97

0.90 0.94

0.78 0.77

25%

0.23 0.34

0.13 0.10

0.70 0.77

0.78 0.85

0.66 0.73

0.50 0.56
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Table 3.9: Results of WMicaD on gray level reduction test. Performance is measured
by the absolute correlation coefficient.

Gray Lena Baboon Goldhill Grass Barbara | Average
Level | W1 W2 | W1 W2 | W1 W2 | W1 W2 | W1 W2 | W1 W2
256 1 0.95 0.96 | 098 097099 099|099 099|097 097|098 0.97
128 1 0.94 094 | 098 097|099 098099 094|097 095|098 0.96
641094 060|098 093|098 096|099 099|097 0.90| 097 0.87
32 1093 088|098 0.71(0.98 098 |0.99 099|097 0.97]0.97 0.90
16 | 090 0.84 | 097 095|095 088 (099 097 (093 0.84 095 0.90
81064 040(094 079|066 044|093 0.87]0.75 044 0.79 0.59

E

o ° °
3 3 3

8

Absolute Correlation Coefficient

g

90 80 70 60 50 40 30 20 10
Jpeg Compression Quality (%)

Figure 3.43: Average result of WMicaD on the JPEG compression test.
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Figure 3.45: Average result of WMicaD on the image resizing test.
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Figure 3.46: Average result of WMicaD on the image rotation test.
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3.4.7 WDMicaD for Detection of Tampered Area

The results in the previous Section have shown a very good performance of WMicaD
method against severe modifications. This Section, we carry out an authentication
test to illustrate the ability of WMicaD in detecting the intentionally tempered areas.
Figure 3.47 shows a tampered Lena image in which a small portion of the image
(the feather portion on the hat’s tail area) was copied and maliciously overwritten
to another place. Our goal is to detect this tampered area through the extraction

process.

Inserted place

:

Copied area

Figure 3.47: The image used in the tampering test. A small portion of the Lena
image in the feather area of the hat’s tail is copied and inserted to another place (the
tampering area is magnified and shown on the left side of the tampered image).

Detecting the Tampered Area

As it is shown in Fig. 3.47, a small area from the watermarked image was copied
and imperceptibly overwritten to another location. The tampered image was then
put into the WMicaD extraction and we received three output images as shown in
Fig. 3.48. The detection process was carried out on these images and subsequently
putting them to the post-process. As it can be seen in Fig. 3.48, the tampered area is
clearly noticeable in the watermark estimates, with the pixel values of the tampered

area are much higher than the rest of the image.
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(b) (c)

Figure 3.48: Three output images Y;, Y> and Y; of WMicaD in the tampering test
(all images are of size 128 x 128). The tampered area can be discovered in the output
Y5 and Y3 which correspond to the two watermark estimates.

(a)

Recovering the signatures

After successfully detecting the tampered area, we replaced the value of these tam-
pered pixels (the area where pixel values are higher) in the estimated images (Fig. 3.48(b)
and Fig. 3.48(c)) by the image average values. The newly-modified images were quan-
tized to 256 gray level and then used as the inputs for the post-processing scheme. As
it is shown in Fig. 3.49, the estimated watermarks and signatures are clearly visible

after the replacement and quantization.

HTU HTU HTU HTU

D2091845

(b) (c)

Figure 3.49: Two estimated watermarks and signatures after the tampered area is
replaced. (a) The first watermark, (b) the second watermark and (c) the two estimated
signatures.

3.4.8 Discussion on WMicaD Algorithm

We have introduced another novel ICA-based watermarking method called WMicaD.
By following the full image approach mentioned in Section 3.2.2, the proposed method
is robust against major attacks. The performance of WMicaD is stable in all the
simulation on different tests with different host images. By utilizing the up-sizing
and down-sizing operators, we are able to reduce the size of the additional support
data (the key image) and consequently cut down the computational workload for the
extraction considerably. Moreover, the special dual watermarks scheme provides a

convenient way to embed into the original image, add the useful information and
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make the key image public available. And last but not least, the dual watermarks

brings the ability of detecting the tampered area in the WMicaD.

3.5 Conclusion

Watermarking by ICA is an interesting topic since the blind separation property of
ICA algorithms provides many advantages for the embedding and extraction pro-
cesses. On one hand, the block-based approach embeds the watermark information
in the independent components (ICs). Thus, the information is distributed imper-
ceptibly all over the image. The forgers, therefore, have difficulty in detecting the
watermarks. The trade-off is, however, the watermarks are not very robust against
strong modifications, and the method needs a lot of computation to calculate the ICs.

On the other hand, the second approach considers the full image and watermarks,
each as one independent source, and the watermarked image as a mixture of the
original image and the watermarks. The similarity between a watermarking model
and an ICA model as shown in Section 3.2.2 makes it easy to build up the algorithm.
General characteristic of those algorithms that follow this full image approach is a
high performance in many robust tests. The trade-off is, however, the algorithms
usually need original image or some large-sized image as the additional data for the
extraction.

In this chapter, we propose two different methods for the watermarking problem
by utilizing the advantage of ICA technique. Both methods, WMicaT and WMicaD,
are based on the full image ICA-based approach. Hence, their experiments yield very
good results on different tests. The watermarks can survive several major attacks.
Comparing to the other reported methods, both WMicaT and WMicaD overcome
the need of original image during the extraction by utilizing the image transpose (in
WMicaT) and dual watermarks (in WMicaD). In addition, their additional data, the
key image, can be made public available.

The use of up-sizing and down-sizing operators in embedding and extraction
schemes brings more advantages to WMicaD. First, it allows the algorithm to work
on small-sized images, reducing the computation and saving the storage space. And

second, it gives WMicaD the ability to detect the tampered area, one of the very
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useful abilities for image authentication.

Our two proposed methods, however, do have their disadvantages. WMicaT does
not work on the image which is similar to its transpose, i.e., I ~ I since in this
situation, I and I7 can not be considered as two independent sources anymore. Thus,
the ICA technique will not be able to operate. Using dual special watermarks instead
of image transpose, WMicaD does not suffer from the above issue, but it does not
work well on the small image since it needs to down-size the image to at least 4 x 4
time smaller than the original. A summary of the advantages and disadvantages of
the two proposed algorithms, WMicaT and WMicaD, are provided in Table 3.10.

Finally, the ICA approach is not only limited to digital image watermarking. In
[101] and [232], the authors suggest an application of ICA as a tool for attacking and
analyzing the robustness of a watermarking algorithm. Recent papers also mention the
use of ICA for watermarking on different media such as ICA for video watermarking
[199] and ICA for audio signal watermarking [211]. With more and more studies, we

can see a promising future of ICA in watermarking applications.

Table 3.10: Summary the advantages and disadvantages of the two algorithm: WMi-
caT and WMicaD.

Advantages

WMicaT - Do not require the original image at the extraction site.
amid - Additional data can made public available.
WMicaD - Robust against salient attacks.

- Working on size-reduced images brings computational advantage and
storage advantage.

WMicaD | - Can detect the tampered area.

- Dual watermarks contain both fixed and variable information of the owner
and the image.

Disadvantages

- Can not work on the host image whose transpose is similar to the image,
WMicaT | ;o 7.

WMicaD | - May not work well on small size image.
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Chapter 4

Blind Source Separation by
Nonlinear Independent Component
Analysis

In the previous chapters we have shown the ability of linear ICA in various kinds of
applications, especially in BSS. However, simple linear model appears to be inapplica-
ble in many practical situations, for example, a digital satellite or microwave channels
which are composed of a linear filter followed by a nonlinear amplifier [107, 181], or
sensor arrays [164]. When linear models fail, the nonlinear ICA models appear to be
powerful tools for modeling such BSS systems because of their higher approximation
capabilities [106,107,202].

Despite great potential of nonlinear models, there have been only a few studies
on nonlinear ICA. Complexity in computation [161, 162] and non-uniqueness of so-
lutions [4,88,201] are the most challenging problems for researchers to extend and
generalize ICA to nonlinear BSS models. Several approaches have been introduced
either by applying constraints on sources signals [11, 78,130, 141, 207] or by limiting
nonlinear ICA to some specific models [4,128,202,203,237]. Among them, post non-
linear separation (PNL) introduced by Taleb and Jutten [202], is probably the most
attractive model.

In this chapter, we provide our two contributions inspired by PNL model to solve
nonlinear ICA problem. Our first method aims to provide a sequential online solution
[149] while the second one aims to produce a more effective result in a hard nonlinear

environment [150, 154, 155].
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4.1 From Linear ICA to Nonlinear ICA: A Review

The linear mixing ICA model described in chapter 2 is modeled as
x = As (4.1.1)

where A, is an unknown mixing matrix, s = [sy, s, ..., Sm]7 is a source vector whose
elements represent m independent hidden source signals, and x = [z1, s, ..., 2,7 is
a data vector whose elements represent n observed mixtures. The goal of ICA is to
separate the hidden sources from their mixtures by using the independent criteria.
A straightforward extension of (4.1.1) is to replace the linear mixing matrix by a

general nonlinear function. The model is then described by
x.= J(s) (4.1.2)

where x and s denote the data and source vectors as above, and F is an unknown
real-valued m-component mixing function. To simplify the problem, let us assume
that the number of independent sources equals the number of observations, that is
m = n. The goal of retrieving unknown sources is accomplished by constructing a

function G : R® — R" that yields components
y = G(x) (4.1.3)
which are statistically independent. In other words, the goal is to obtain
Yi = KiSo(i), i=1,2,..,n (4.1.4)

where ¢ is a permutation on {1,2,...,n}, and k; is a scalar [107]. The fundamental
problem of nonlinear ICA, however, is the non-uniqueness of solutions. Without
additional assumptions on source signals or mixing model, there always exists infinite
outputs that satisfy the independent criteria but are not the estimates of the hidden
sources. Details on the existence and uniqueness of nonlinear ICA are given in the

following section.

4.1.1 Existence and Uniqueness of Nonlinear ICA

Because of its vital role in the construction of nonlinear ICA algorithms, issues on
existence and uniqueness of solutions have been addressed by many authors [4,66,88,

107,201]. We have to clear three questions:
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1. Existence: Can the model produce independent components as output?
2. Uniqueness: Is this output unique?
3. Separability: Is the output the estimate of the unknown sources?

The answers are believed to be the direct consequences of Darmois’s work on

factorial analysis [59].

Existence

In general nonlinear ICA problem, there exists at least one solutions. Given a data
vector x, there always has a function G so that y = G(x) in (4.1.3) have independent
components. The following example, introduced by Hyvérinen and Pajunen in [88],
will illustrate a constructive procedure to form a solution.

The construction, seen as a generalization of Gram-Schmidt orthogonalization, is
defined recursively. Let us assume that m independent random variables vy, s, ..., Ym
are available and they follow a joint uniform distribution in the unit cube [0, 1]™ (it
is not a restriction of y; to have uniform distribution, this follows directly from the

recursion). Let z be a random variable, and a4, as, ..., a,, and b be some scalars. Define

g(a1,a2, ..., @ bipy ) = P(Ymyr < blyn = a1, 42 = a2, oo, Ym = @) (4.1.5)

b
f_mpy,x(alra’% LChr am,E)d{f
py(a’ll as, "'?am)

where p,(-) is the marginal probability density of (y1,¥2,...,Ym) and p,.(-) is the
probability density of (y1, ya, .., Ym, z), and P(-|-) denotes the conditional probability.
The term p, ., is to remind that g depends on the joint probability distribution of
Y1, Y2, .-, Ym and z. When m = 0, g becomes the cumulative distribution of z. With

the definition of g in (4.1.5), we have the following theorem [88]:

Theorem 4.1. Assume that y1, Y2, ..., Yym are independent scalar random variables
which follow a joint uniform distribution in the unit cube [0,1]™. Let z be any scalar
random variable (such that the joint distribution of y1, Yz, ..., Ym, T has a probability

density with respect to Lebesque measure of R™*!. Define g as in (4.1.5), and set
Ym+1 :g(yhy?:“'aymvx;py,m) (416)
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Then Ym+1 1s independent from the Yy, Y2, ..., Ym. In particular, the variables yi,ya, ..., Ym+1

are jointly uniformly distributed in the unit cube [0, 1™+,

Clearly, the theorem provides a construction of solution for nonlinear ICA. It

affirms the statement: there always exists at least one solution to the problem.

Uniqueness and Separability

The above construction not only ensures the existence of a solution but also shows the
non-uniqueness of nonlinear ICA. There may have more than one result that satisfy
the independent criteria, but may not satisfy the goal of retrieving the unknown
sources stated in (4.1.4). Hence, in what conditions, ICA model yields unique result?
In other words, which ICA model can achieve the separability? Several authors [88,
107,201] have tried to identify the issue from different viewpoints. Their studies are

summarized in the following paragraphs.

Definition 4.1 A one-to-one mapping H is called trivial, if it transforms any ran-
dom vector s with independent components into a random vector with independent

components.

Let us denote the set of trivial transformation by R. Trivial transformation is

characterized by the following proposition

Proposition 4.1 A one-to-one mapping H is trivial if and only if it can be written
as

Hilug, Uz, .. Un) = Rs(ts)), =120 (4.1.7)

where h; are arbitrary functions, and o is any permutation over {1,2,...,n}.

Let H = G o F be a global transformation, then the output of the model can
be represented by y = G o F(s) = H(s). It becomes clear that the goal of our
nonlinear ICA problem is, using independent assumption, to find G such that the
global transformation H is trivial. However, it is impossible to satisfy the separability
requirement without imposing additional constraints on H as it is shown below.

In the general case where H does not have any particular form, there is a well-

known statistical result shows that preserving independence is not a strong enough
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constraint to ensure separability in the context of (4.1.7). The result has been estab-
lished by Darmois in [59]. In his work, the author introduced a simple constructive
method for decomposing any random vector by a non-trivial mapping into independent
variables. That is, there exist non-trivial transformations H which mix the variables
while preserving their statistical independence. Hence, separability is impossible for
general nonlinear transformations by only using the statistical independent assump-
tions.

RN V. possible separable models

R: Trivial V: Model with structural
transformations constraints

Figure 4.1: The intersection between structural constrained transformation and trivial
transformation. R and V denote the sets of trivial transformation and model with
structural constraints, respectively. Shaded area RNV represents the set of possibly
separable models [201].

The previous negative result is only for general nonlinear ICA where there is no
constraint applied on the transformation H. In [201], the authors argued that by
constraining H to a certain set of transformation, denoted by V, can dramatically
reduce the strong indeterminacies and eventually lead to the separability. Figure 4.1
illustrates the interaction between these two sets where their intersection is the set of
possibly separable models. In summary, sources are separable and able to be restored

up to a trivial transformation belonging to RNV.

4.1.2 Different Approaches to Nonlinear ICA

Probably the first attempt to introduce a nonlinear ICA algorithm was reported in [34]
where nonlinearity is assumed to be known. Deco and Parra et al. [60,62,165-167]
developed nonlinear methods that were based on volume conserving symplectic trans-
formations. Their constraint of volume conservation, however, is somewhat arbitrary,
and hence the methods are usually not able to recover the original sources [106].

A general nonlinear ICA algorithm was introduced by Pajunen et al. in [161]

using Self-Organizing Map (SOM). SOM learns a nonlinear mapping from the data
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to a rectangular grid. With suitable modifications, the mapping provided by SOM is
roughly uniformly distributed on the grid. The marginal densities along the sides of
the rectangular grid become then statistically independent [161,162]. However, disad-
vantage of using SOM for nonlinear ICA is that computational complexity increases
rapidly with the number of the sources, preventing the method from large-scale non-
linear applications. Other results on SOM-based method for linear and nonlinear ICA
are given in [81].

The variational Bayesian (or Bayesian ensemble learning) approach [128,129] uti-
lizes an approximation which is fitted to the posterior distribution of the parameters
to be estimated. Because of the simplicity, Gaussian distribution is usually selected
as the approximation. The approximative posterior distribution is fitted to the pos-
terior distribution estimated from the data using the Kullback-Leibler (KL) diver-
gence [45,95]. The algorithm is based on the fact that KL divergence is sensitive
to the mass of the distributions rather than to some peak value, resulting in robust
estimates. In [128], a MLP network with one hidden layer is used for modeling non-
linearity. The necessary regularization for nonlinear ICA is achieved by choosing the
model and sources that have most probably generated the observed data.

In addition to the ensemble learning approach, MLP networks have been used in
some other nonlinear ICA methods. Autoassociative MLP networks introduced in [80]
have been tried in solving nonlinear ICA. Both generative model and its inversion
are learned simultaneously, but separately without utilizing the fact that the models
are connected. Autoassociative MLPs have shown some success in nonlinear data
representation but generally they suffer from slow learning. Yang et al. [226] proposed
another algorithm using mutual information and applying natural gradient method on
a MLP network and experimented with post nonlinear mixtures. Fisher and Principle
[68] contributed another MLP structure with maximum entropy method for nonlinear
ICA.

Kernel methods can also be used for linear and nonlinear ICA. An early kernel-
based ICA algorithm can be found in [12], and more ICA methods with kernels are
reported in [78,141]. However, problem of such algorithms is how an appropriate
nonlinear transformation is chosen. A Radial Basic Function (RBF) network approach

for ICA is introduced in [204] by Tan and Zurada. Their contrast function consists of
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mutual information and partial moments of the estimated sources, which are used to
provide the regularization needed in nonlinear ICA. The authors have shown several
experiments on artificial mixture sets with good result. And many more different
nonlinear ICA approaches can be mentioned here such as mutual information [3,4],
spline network [196] and genetic algorithms for improving the estimation of parameters
of the separating mapping. Several authors also contribute their initial ideas without
presenting a complete study, for example, general Bayesian Ying-Yang framework
[225], energy-based probability density model [82], and Gaussianization technique
[235,237]. For more information, please see [106].

In addition to general nonlinear ICA approaches, methods applied for a particular
constrained nonlinear ICA have gained a lot of attention. As discussed previously in
Section 4.1.1, one must set some constraints on the model in order to receive a unique
solution. In [11], the authors proved that nonlinear mixtures having distribution con-
tained in a parallelogram can be uniquely separated, and using independent criteria,
nonlinearity can be estimated. Finally, Post Nonlinear mixture (PNL) model, intro-
duced by Taleb et al. [202], is probably the most well-studied specific model which
constrains the nonlinearity to a univariate nonlinear function. Many algorithms tai-
lored for PNL model can be seen in [1,97,189, 201,207,234, 237]. The details of this

model will be given in the next section.

4.2 Post Nonlinear Mixtures Model

Post Nonlinear model (PNL), first introduced by Taleb and Jutten in [202], is proba-
bly the most widely studied model to date. The model is simple and realistic enough
to simulate many practical systems, for example, the microwave communication ap-
plication [181] and biological system [119].

The post nonlinear mixture as shown in Fig. 4.2 models the unknown environment
as a two-stage mixing system. The hidden original signals are assumed to be linearly
mixed in the first stage. Nonlinear distortions happen in the second stage where each

nonlinearity is applied independently on each signal. Mathematically, the nonlinear
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Figure 4.2: Post Nonlinear (PNL) mixing-separating model. Mixing system (assumed
to be hidden) includes a linear mixing stage followed by a componentwise nonlinear
stage. Separating system is an inverse process. A linearization stage eliminates the
nonlinearity of the observed signals. The next stage linearly separates the hidden
sources from linearized signals.

observations have the following form

i

i) = fi()_ ais;(t)) i=1,2,..n (4.2.1)

J=1

or in a more specific two-stage form

wlt) = Y ags(t) (4.2.2)
.’I?,(t) == fg(’l)i(t)) 1= 1,2,...,71 (423)

where s; denote hidden sources, a;; represents the (i, j)-th scalar entry of the mixing
matrix A, and f; is an invertible nonlinear function. Time index t is presented in
the equation to indicate the time relation'. The PNL model (4.2.1) corresponds to
systems in which the transmission across a channel is linear and memoryless, whereas
sensors and their preamplifiers introduce memoryless nonlinear distortions [202]. It
belongs to L-ZMNL? family which suits perfectly for many real-world applications,
such as sensor array processing [164], satellite and microwave communication [181],
and biological systems [119].

To estimate the mixing system and to retrieve original signals, an inverse two-
stage model, i.e., a separating system, is constructed. First, the observed signals are
linearized to eliminate their nonlinearity. Second, a normal linear ICA algorithm is

applied to separate the source signals from these linear mixtures. The separating

In some expressions, t can be dropped off to make the equation compact.
2L stands for Linear and ZMNL stands for Zero-Memory NonLinearity.
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model, therefore, can be expressed by the following form
vit) = Y wig;(z;(t)) i=12,.n (4.2.4)
j=1

or a two-stage form

zj(t) = g}(xj(t)) j=1:2:'“1n (425)
yilt) = Zwijzj(t) i=1,2,..,n (4.2.6)

where w;; is the (7, j)-th entry of the demixing matrix, W.

4.2.1 Separability of PNL

The PNL model attracts a lot of researchers because of its practicality and separability.
As mentioned above, separability is a hard issue of nonlinear ICA. In [202], the authors
have given detail proof of the separability of PNL model. The following lemma and

its proof is restated from their arguments.

Lemma 4.2. Let (f, A) be a PNL mizture and (g, W) be a PNL separation structure,

where we have the following
e A is a regular matriz and has at least two nonzero entries per row or per column.
e fi,1=1,2,...,n are differentiable invertible functions.
o W is a reqular matriz.
e h; = g; o f; satisfies Vu € R, h;(u) #0, for alli=1,2,...,n.

Suppose that each source s; accepts a density function that vanishes at one point
at least. Then, the output y of the separation structure has mutually independent

components if and only if the h; components are linear, and W is a separating matriz.

The proof is given in the Appendix C. With this lemma, PNL is a separable

model, i.e., this model produces unique result.
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4.2.2 Algorithms Tailored for PNL Model

The initial algorithm was introduced in the same paper with PNL model [202]. The
authors use mutual information between the output components yy,ys, ..., y, as the
cost function for updating both the linear and nonlinear systems. The cost function is
estimated from output vector y. The probability density function is calculated first,
then it is used to compute the cost function. The authors suggest that estimating the
probability density function (pdf) by Gram-Charlier expansion is appropriate only
for mild post-nonlinear distortions. For hard nonlinear, kerned-based estimation is
probably preferable.

Some other authors propose different approaches for PNL model. In [1], Achard
et al. introduce a parameterization of the mutual information criterion with simple
piecewise constant functions for parameterization. Another approach by Ziehe et
al. [234] uses an alternating conditional expectation (ACE) method for approximating
the inversion of the post-nonlinearities f;. In [235,237], Ziehe et al. improve the
method by computing the inverse functions directly from observed data. The key
linearization process approximates linear mixtures with gaussian distributions. From
the linearized mixtures, original signals are estimated by a linear ICA algorithm,
TDSEP [236).

In [171] Peng et al. introduce a semi-parametric hybrid neural network model that
bases on MLP network for separating post-nonlinear mixtures. Their method has
advantage in dealing with cross-channel post-nonlinearities. Similarly, another PNL-
tailored model using adaptive spline neural networks is proposed in [196]. In [183],
Puntonet et al. combine a geometric approach with neural network learning for a
special class of post-nonlinear mixtures, which are assumed to be powers of linear
mixtures of the source signals. Another geometrical approach for separating bounded
sources in PNL mixtures has been proposed by Zadeh et al. in [11]. A good review

of post nonlinear algorithms can be found in [106].

4.3 kPNL: Kurtosis-based Post Nonlinear ICA

Our first contribution to nonlinear ICA was inspired by the practical PNL model. The
proposed algorithm takes advantage of the Multi-Layer Perceptron (MLP) networks
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Figure 4.3: Kurtosis-based PNL mixing-separating model. Separating system include
neural network components A and a chain of sequential linear extraction modules &;,
s () B

with back-propagation training algorithm to simulate the nonlinear functions and a
sequential extraction ICA algorithm to estimate the hidden signals. A scheme of the
model is shown in Fig. 4.3 with a set of neural network components N; (i = 1,2, ...,n),
used for eliminating the nonlinearity in the observed signals, and a sequence of linear
extraction modules, &; (i = 1,2,...).

Sequential ICA extraction [6,48,49] is a process that extract the hidden sources
one by one. When an original source is estimated, it is subtracted from the observed
data to obtain a new set of input data. The extraction is then repeated on this
new input data. Comparing to simultaneous separation, sequential extraction does
not require information about the number of sources, and is more flexible for us to
choose how many signals to be estimated. Apparently, this one by one extraction
approach is more suitable in practice than the simultaneous one, since in real world
applications, it is not easy to know exactly the number of source signals. Besides,
in many applications, it is not necessary to obtain all the signals, only the most
significant signals are supposed to be estimated.

Taking these advantages from sequential extraction, our Kurtosis-based sequential

PNL method approach, named as kPNL [149], has the following characteristics

1. Unlike simultaneous separation, kPNL does not require information about the

number of sources.

2. Only important signals need to be extracted. For example, if the source signals
are mixed with many noise sources, users may be able to extract the signals

with some desired properties.

3. Kurtosis-based updating function can be computed directly from data. It is less
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complex than some updating functions used in simultaneous separation methods

such as Kullback-Leibler (KL) divergence [202].

4.3.1 kPNL Sequential Extraction Model

Figure 4.4: kPNL full extraction model. n MLP networks are used to eliminate
nonlinearity of the observed signals. From the linearized signals, estimates of the
original hidden sources are separated sequentially by kurtosis-based linear ICA model.

Shown in Fig 4.4 is the detail of kPNL separating system, including n neural
network components N; followed by a sequence of linear extraction modules &; (i =
1,2,...). Each module &; is combined by a demixing vector w; and a deflation vector
w,. In the first step, each input z; is taken by a corresponding neural network A;. The
neural network is trained to simulate the inverse function h; = f;l. In the second step,
the outputs of neural networks z; = (213, 212, ..., 21,)7 are passed through a demixing
vector w; to extract the first signals y;. Third step, a deflation vector w; is applied
to subtract y; out of zy; (i = 1,2,...,n) and we get a new input z» = [za1, 222, ..., 2zn)" -
The demixing and deflating processes continue with z, and so on.

In this work, we use the Multi Layer Perceptron (MLP) with a modified back
propagation learning algorithm as the neural networks, A;. Traditional MLP applies
a supervised learning algorithm on desired data set to train the model. However,
in the nonlinear ICA problem, there is no desired data. Hence, kPNL utilizes an
unsupervised learning scheme with kurtosis-based cost function for training. The
same kurtosis-based cost function is also used for training the linear extraction model,

i.e, for learning the demixing vector w;.
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Figure 4.5: Extraction of the first signal y;. Kurtosis criterium is used for training n
MLP components N, i = 1,...,n, and the first demixing vector wj.

Extraction of the First Signal

The first stage of kPNL method is to train the MPLs, N; (i = 1, ...,n), and to extract
the first signal ;. Scheme of the first signal extraction is shown in Fig 4.5. To simplify
the problem, the input x, is assumed to be centered and whitened by a pre-process.

Given the nonlinear observations z;, the linearized outputs z;; are expressed as
213 ZM("E;') i = 1,2,...,71 (431)

and the first output y,; is expressed as
=wiz = anzu (4.3.2)

where z; = (211, 212, ..., 21n) 1. To extract the signal, we extend the Kurtosis-based
method proposed in [48] to our nonlinear case. By minimizing the following cost

(loss) function, we receive the first estimate

£1(w) = —glra(an) (433

where £4(y1) is normalized kurtosis defined by

Elyi]
E[y®

As discussed in [6], it is easy to show that for the pre-whitened input signals x, the

ka(th) = (4.3.4)

normalized kurtosis satisfies the following relations

4(250; wiigi(z:))
ta(Qoi wiags 0 fi( 205y 0i5S;))
(

= ky(wTl As) = ky(eT's)

=

ka(y1) =

Il
=

(4.3.5)

4

= Yo ||ee|| Ka(si)
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T = wlTA and |e| = 1. Hence, the normalized kurtosis satisfies the lemma

where e
given in [63]. The cost function does not contain any spurious local minima, thus
all the minima correspond to the source signals [6]. Applying standard stochastic
gradient descent to minimize the cost function (4.3.3) derives the following learning
rule [48]

wi(k + 1) = wi(k) + (k) (y1(k))z1 (k) (4.3.6)

where 2z, is pre-whitened vector, y; denotes the learning rate and (v ) is computed

as
ma(y1) 3) ma(y1)
= sgn(k = 4.3.7
olon) = (i) (3 — 2201 i) @37)
where sgn denotes the sign function, sgn(u) =1 if u > 0 and sgn(u) = —1 if u < 0.

The higher order moments m, and my4 can be estimated online through the following

formula

mp(k+ 1) = (1 w)my (k) + ulya (k)P (4.3.8)

with parameter x> 0 and m,(k) = E[|y1(k)[?] where E[] denotes the expectation.

After updating the demixing vector w,, the next important step is to update the
MLP components. Since the same network structure is used in all n components, we
only need to construct one learning rule and then apply to all n MLPs. For more
information on MLP structure and its back-propagation learning algorithm, please
see [29,76, 80]. In this work, we use the notations and matrix-based formulas taken
from [76] whose details are given in Appendix B.

Assuming that our MLP component is a m-layered neural network. Let V* and
b’ be the weight matrix and the bias vector of the i-th layer, respectively. Applying

the back-propagation algorithm yields the following learning rules

Vikk+1) = Vi) —avi(@)T (4.3.9)
b'(k+1) = bi(k) —av’ (4.3.10)

where V*, b* and a' denote the weight matrix, the bias vector and the output vector

of the i-th layer, respectively. The sensitivity function, v*, is computed as

v = Fi(s')(ViF)vit § =0 —1,00,1 (4.3.11)
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where s' denotes the sum (also called net input vector) of the i-th layer, and with

Fe) e 0
Fi(s') = diag[fi(s}), ..., fi(si:)] = P : (4.3.12)

0 ... fisy)
where f(-) is the derivative of the activation function f*(-). More details on MLP
structures and the above notations are given in Appendix B.

Until know, we are following the standard back-propagation to derive the learning
rule. However, in order to adapt this supervised algorithm to our unsupervised kPNL
model, we apply a major change in the computation of the last sensitivity function
s™. Instead of using the desired outputs, which is not available in nonlinear ICA
model, we utilize the cost function £ in (4.3.3) to construct the learning algorithm.
Using cost function £, and stochastic gradient descent, the last sensitivity function
v™ is computed by

v = F(s™wy (k) (y) (4.3.13)

where wy(k), ¢(y1) and F™(s™) are respectively defined in (4.3.6), (4.3.7) and (4.3.12).
With this modified learning scheme, MLP components can be trained without any su-
pervised signal. The updating algorithm for estimating the nonlinear inverse functions

and the first demixing vector was fully constructed.

Extraction of the Remaining Signals

Zis12

Vil

Figure 4.6: Extraction of the remaining signals. Linear kurtosis-based ICA algorithm
is used to estimate the hidden sources one-by-one.

After extraction of the first signal, the next step is to remove it from the mixtures
by a deflation procedure that is shown in Fig. 4.6. The subtracted data are used as
input for extracting the next signal. The procedure is applied recursively to estimate

the remaining signals.
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Assuming that the first [ signals, y;, s, ..., ;1 have been successfully extracted, the
goal now is to obtain the next signal, y;.,. First, the I-th estimate, v, is subtracted
from the mixtures to generate inputs, z;,, for the next linear extraction module. The

subtraction can be expressed by
Z) (k) = Z;(k’) = W;(k)y;(k) (4314)

where the deflation vector, wy, is obtained by minimizing the following cost function

T
Ly(wy) = pH el (4.3.15)
with Z, = [Z“, ZI2y veny Zgn]T and
w = wz (4.3.16)
wi(k+1) = wi(k) + u(k)e(y)zi(k) (4.3.17)
— _ ma(y) 3\ ma(y)
o) = sontea()) (- T2 ) T )

where sgn denotes the sign function, ms; and my denote the second and fourth order

moments. Minimizing cost function in (4.3.15) yields a learning rule

wi(k + 1) = wi(k) + fu(k)yi(k)u[zi41 (k)] 1=1.9,.. (4.3.19)
where [i; is the learning rate, and
[ w(2141,1) - b sgn(ziz1,1)|zi410 P )
u(z;41 (k)] = f;if:l N U(zljm) B Sgn(z£+l'2?|zt+l’2|p_l (4.3.20)
| w(zi410) | | sgn(zi41,0) 241,077 |

When the subtraction is completed, extraction scheme 4.3.2 is carried out on z;,; to
get y141. The whole procedure can be continued with y,42, 143, ... until all the desired

signals are estimated. That is, the amplitude of each signal z;,, is lower than certain

threshold.

4.3.2 kPNL Complete Algorithm

With the learning rules (4.3.9), (4.3.10) and (4.3.13) for the MLP components; and
(4.3.17) and (4.3.19) for the linear extraction modules, we are able to write up a
complete kurtosis-based PNL ICA algorithm. The following pseudo-code will describe
the proposed kPNL algorithm
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kPNL: the Kurtosis-Based PNL Algorithm

Input

Ty, T, ..., Tn: 1 observed signals with N samples each.
Parameter

i, i: learning rates.

¢: threshold to stop the linearization.
Output

Y1, Yo, .... estimated signals.

function kPNL()
{
For k=1to N {
Calculate y; (k) by (4.3.2);
Compute kq(y1), ma(y1), ma(y1) by (4.3.4) and (4.3.8);
Compute ¢(y;) by (4.3.7);
Update wy(k +1) by (4.3.6),
Calculate v™ by (4.3.13);
For j = m — 1 downto 1
Calculate v? by (4.3.11);
For i = m — 1 downto 1 {
Update V'(k + 1) by (4.3.9);
Update b'(k + 1) by (4.3.10);
} /* end of ¢ loop */
Let | =0;
Repeat {
[=1+1;
Calculate z,;(k) by (4.3.14);
Calculate u[z;,,(k)] by (4.3.20);
Update w,(k+ 1) by (4.3.19),
} Until (J|zq] <€)
} /* end of k loop */
} /* end of kPNL */

4.3.3 kPNL Performance Analysis

In this section, we review two experiments that were carried out to verify the ex-

traction ability of kPNL. The first simulation was run on three gray-scaled images
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with mild post nonlinear mixing. The second simulation was carried out with hard
nonlinear mixing. The model configuration was kept fixed in all simulations so that
we can verify the adaptation of kPNL on different data sets and on different mixing

situations.

Simulation 1: Mixture of Three Images

To create the PNL mixtures, three images (shown in Fig. 4.7(a)) including two real
pictures (Lenna and Baboon) and a noise picture, all of size 128 x 128, are first linearly
mixed by a random mixing matrix A, and then passed through nonlinear functions

fi(.). In this specific simulation, mixing matrix and nonlinear functions are as follows

0.177 —-0.373 —0.402

A =10084 0537 0.345 (4.3.21)
0.307 —0.167 0.876

fi(z) = z+0.12°

file) = mg (4.3.22)

f3(z) = 0.8z —0.1650z3 + 0.53z°

The original images and their PNL mixtures are shown in Fig. 4.7. All images are of

size 128 x 128.

(b)

Figure 4.7: The three source images (Lena, Baboon and noise) and their nonlinear
mixtures, all of size 128 x 128. (a) Unknown sources, and (b) PNL mixtures.
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Two-layer MLP with identical architecture 1 — 20 — 1 was chosen as the nonlin-
ear components (one input, one output and 20 neurons in hidden layer). Tangent
hyperbolic function was chosen as activation function, f*. The values of demixing
vectors w; and deflation vectors w; (i = 1,2, 3), and all parameters of MLP modules
were initialized randomly. From the three observed images, data is converted into
one dimensional signals and kPNL algorithm is applied on it. The outputs are then
converted back to images. As shown in Fig. 4.8, the original pictures have been suc-
cessfully estimated. Comparing with the source images in Fig. 4.7(a), the estimates

are similar to the original ones.

Figure 4.8: The three images that are estimated by kPNL.

Table 4.1: Simulation 1: Mixture of three images - Absolute correlation coefficient
between the original sources and the outputs.

|Ts,y\ 51 Sg 53
(7 0.0318 0.1989 0.9776
Yo 0.2388 0.9426 0.1576
ys | 0.9086 0.3490 0.0377

Quantitative performance is provided in Table 4.1 in term of the absolute corre-
lation coefficient. The absolute correlation coefficient between s and y, denoted by

|7sy|, is computed by

| ¥ (s(8) ~3)((t) = 7)
VIR, (s(t) — 572 T, (u(t) — 9)?

where 5 = & SN s(t), T = x Zi\;l y(t), with N is the number of the samples. The

|7s.] = (4.3.23)

higher |r,,|, the more correlation between s and y. When two signals are identical,
their absolute correlation coefficient |r,,| = 1. Whereas, the correlation coefficient

|7s.4] = 0 when two signals are not correlated to each others. As it is clearly shown in
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the table, kPNL provides a very good result with correlation coefficients between the
source signal and its corresponding estimate (the bold numbers in the table) are all

>0.9.

Simulation 2: Mixture of Four Sinusoidal Signals

In this simulation, we test kPNL algorithm with hard nonlinear distortions. Using
four sinusoidal artificial signals, we create linear mixtures and then put them through
four hard nonlinear functions to generate the PNL mixtures. The source signals, linear

mixing matrix and nonlinear functions are chosen as

si(t) = sin(0.02m(2i — 1)t) (i =1,2,3,4) (4.3.24)

0.787 —0.198 —0.066 —0.081 |
—0201 0748 —0.203 —0.296
A= (4.3.25)

—0262 —0.100 0.987 —0.117

—0.087 —0.108 —0.132 0.822

zy(t) = (L8u(t))®

zo(t) = Atanh(5va(t)) (4.3.26)
z3(t) = arctan(4vs(t))

z4(t) = 4logsig(Tva(t)) —2

The illustrations of source signals and their PNL mixtures are shown in Fig. 4.7(a)
and Fig. 4.7(b). The 1 — 20 — 1 MLP networks (as in previous simulations) were
used in order to cancel the nonlinearities of the observed signals. 1000 samples of the
PNL mixtures were chosen as inputs for the kPNL algorithm. After executing the
algorithm, four outputs were estimated and are shown in Fig. 4.9(c).

Unfortunately, kPNL fails to estimate the original signals. The kurtosis-based
learning/updating rule for MLP parameters and the two demixing and deflation ma-
trices does not work well in this experiment. MLP components can not eliminate the
nonlinearity of the inputs, leading to the wrong estimations in the following steps. It
is suggested that we need a more effective method for canceling the nonlinearity in

addition to the current updating rule.
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Figure 4.9: Time series plots of the signals (200 samples). (a) Unknown original
signals, (b) PNL mixtures and (c¢) kPNL estimates.

4.3.4 kPNL Summary

We have introduced a nonlinear ICA approach by modifying and applying a linear
ICA sequential extraction algorithm to the Post Nonlinear (PNL) model. Taking the
advantage of the PNL model, our kPNL ensures a unique solution for the problem.
With the use of sequential extraction algorithm, no prior knowledge of the number of
sources is needed and the unknown sources can be estimated conveniently one by one.
In addition, the simplicity of the Kurtosis-based updating rule allows kPNL to reduce
the computational cost and to avoid approximating the probability density functions.
In short, kPNL is a fast and online-learning algorithm.

The simplicity of the updating rule, however, also brings disadvantage to kPNL.
As we have experienced in the simulation (Section 4.3.3), training all the kPNL model
with the Kurtosis-based learning only is not enough to eliminate the nonlinear and
estimate the correct original signals. Hence, some alternative methods are required

to improve the kPNL performance.

4.4 gPNL: Geometric Post Nonlinear ICA

The kPNL algorithm in previous section introduced a convenient way to extract the

source signals sequentially from their nonlinear mixtures. It does, however, have the
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disadvantages. There has been argument that kPNL does not work well on hard
nonlinear distorted signals and the Kurtosis criterium is sensitive to the outlier. In
this section, we propose a novel approach to the PNL problem, the geometry-based
approach.

Our algorithm, called gPNL (geometric Post Nonlinear), divides the separating
system into two stages: the first stage applies geometric transformations to linearize
the input signals, i.e. to transform the PNL observations into linear mixtures; and
the second stage carries out blind separation on this linearized signals by applying a
normal linear ICA algorithm.

Our major contribution [150,154,155], the geometric linearizing technique, comes
from the following observation: in a multi-dimensional space, the graph representing
nonlinear mixture is a hypersurface. In the special case, when the mixture is a linear
one, its graph becomes a hyperplane. Hence, the objective of converting a given
nonlinear mixture to a linear one can be achieved by transforming the corresponding
hypersurface (the geometric representation of the nonlinear mixture) to a hyperplane
(the geometric representation of the linear mixture). Thereafter, any algorithm which
is applicable to linear ICA can be applied on the linearized mixtures to extract the
original signals. With this two-stage geometric approach, our algorithm, gPNL, has

the following advantages:

e Linearization can be done without any knowledge or assumption on the number
or distribution of the unknown sources, the linear mixing system or the observed

signals.

e After completion of the linearizing stage, one can choose the most suitable linear
ICA method to accomplish the separating process. It is very useful as each ICA

method works well only on specific type of applications.

e The linearization is carried out geometrically, therefore, gPNL does not have

any constraint on the nonlinear distortion.
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4.4.1 Geometric Approach for PNL Model

In this section, we will redescribe the PNL problem by geometric concepts. The
nonlinear and linear mixtures are represented in terms of hypersurfaces and hyper-
planes (also referred to as surfaces and planes for short) in a multi-dimensional space.
The linearizing process that changes PNL mixtures into linear ones, is presented as
a transformation of nonlinear surfaces into planes. The approach is first described in
a particular case of two sources and two observed signals (the 2 — 2 case) so that it
can be illustrated in a three dimensional (3D) space. Solution for a general PNL with
more than two sources and observations is then generalized from this particular case.
To begin with, we recall the two basic definitions that will be used extensively in our

method: the definitions of a surface and a plane.

Definition 4.2 Given z = f(z,y), a graph of f(z,y) is a set of all points (z,y, f(z,y))
in a 3D space spanned by z, y and z, and is called a surface. The function f(z,)

can be any arbitrary function of z and y.

Definition 4.3 In a special case, when the function f(z,y) is a linear one, t.e.,

f(z,y) = ax + by + ¢, the graph of f(z,y) in the 3D space is called a plane.

Let us look at a specific 2 — 2 case, the linear mixtures in (4.2.2), v;, can be
expressed as

Uy = 1181 + 1252

(4.4.1)
U2 = Q2151 + Q22852
and the mixtures in (4.2.3), z;, i = 1,2, can be expressed as
T = fi(n) = a1181 + @128
1= fi(n1) fi(ais1 + a2sz) (4.4.2)
Ty = fo(va) = fa(@aais1 + axss)

Considering a 3D space spanned by s1, s and z where z can be assumed to be either
v; or z;. Let us denote the graphs of v; and z;, (i = 1,2) by S,, and S, respectively.
Since v; is described as a linear equation (4.4.1), its graph S,, in this 3D space is
clearly a plane. The PNL mixture z; on the other hand, is represented by a nonlinear
function (4.4.2) and its graph S,, is in the form of a nonlinear surface. The PNL
model is then described in term of the transformation from planes to surfaces and

illustrated geometrically in Fig. 4.10.
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Observed
signals

<+—— Mixing system ——» <+—— Separating system —»

Figure 4.10: Geometric description of a PNL mixing and separating system in a 3D
space. Linear mixtures are represented by planes, v; and z;. Nonlinear mixtures are
represented by surfaces, z;, 1 = 1,2.

An example of the PNL mixing system is depicted in Fig. 4.11. From 10000
samples in range [—1, 1] of random signals s; and s,, graphs of two linear mixtures
v; = 0.1s1 + 0.3s5 and v, = 0.2s; — 0.7s, were created and are shown in Fig. 4.11(a).
Next, the PNL mixtures z; = tanh(10v,) and z, = vg were constructed and their
graphs, S;, and S,,, are shown in Fig. 4.11(b). These two observed graphs S,, and
S, will be the inputs for the PNL separating system.

Figure 4.11: Example of a PNL mixing system in 3D space. (a) Planes S,, and S,,
correspond to linear mixtures v; and v,. (b) Nonlinear surfaces S, and S, correspond
to PNL mixtures x; and x,.

In the separation stage, the only available data are the nonlinear mixed signals.
That is, in the graph of the observed signals S,,, the values of the first two coordinates
are unknown and only the value of the third coordinate z; can be accessed. Denote
by ‘.’ the unknown coordinate, then points on surface S;, can be represented by
(o, - x;), 1 = 1,2. Illustration of these input surfaces are shown in Fig. 4.12(a) where

the information on the first two axes are hidden, and our objective is to retrieve the
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values of these two unknown coordinates.

(a) (b)

Figure 4.12: Example of the PNL separating system in 3D space. (a) Nonlinear
surface S;, and S, correspond to the observations. (b) Planes S,, and S, correspond
to linearized mixtures z; and z,.

To achieve the goal, a unique geometric transformation process is applied in the
first stage of the separating system. This critical linearization stage is accomplished
by transforming the nonlinear input surfaces S,, into planes S,, using geometric mod-
ifications. An example of the linearized signal z;, represented as plane S, in 3D space
is shown in Fig. 4.12(b). Note that the labels s; and s, appeared in Fig. 4.11 has
been removed from Fig. 4.12 in order to reflect the unavailability of the knowledge of
source signals, i.e., the first two coordinates.

The problem of transforming surface to plane would be quite easy if the coordinates
s; and s; were known. The construction of S,, can be achieved by letting z; =
w;151 + W28, and selecting any arbitrary nonzero scalar value for w;; and w;y (i = 1,2).
In PNL problem described above, however, this kind of information is not available.
Thus, to carry out the transformation S, into S,,, the following issues need to be

resolved
1. To identify whether a given graph &, is a plane.

2. To evolve a mechanism to generate S,, from S,, without prior knowledge of the

coordinates s, and s5 .

Identification of a Plane

From the nature of plane and surface in 3D space, the following property is observed

108



ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Chapter 4: Blind Source Separation by Nonlinear Independent Component Analysis

Proposition 4.2 Let p; and p, be two arbitrary points lying on a surface S in a 3D
space. Let pipz be a straight line joining these two points and let p, be an arbitrary
point lying on the straight line pyp;. S is a plane if and only if for all p. € pip; and
for all p; and p, on S, p. lies on S.

Figure 4.13: An example showing the difference between a plane and a nonlinear
surface. (a) Arbitrary point p. € pip; lies on the plane S,. (b) Point p, € pip; falls
out of nonlinear surface S,.

An illustration of Proposition 4.2 is shown in Fig. 4.13. In Fig. 4.13(a), two
points p; and p lie on S, and p,. is an arbitrary point on pip;. Since S, is a plane
(v = 0.1s; + 0.3s; in the example), we have p. € S,. Whereas, in Fig. 4.13(b), since
S, is not a plane (z = tanh(10v) = tanh(10(0.1s; + 0.3s2)) in the example), p. does

not lie on S,. With the above proposition, we can identify which one is a plane.

Transformation of a Surface to a Plane

In order to retrieve a plane S, from a given nonlinear surface S, without information
of the first two coordinates, we propose a heuristic constructive method that utilizes
properties of a line in 3D space. First, we introduce the following definitions and

propositions which will be used latter in our algorithm.

Definition 4.4 The equation of a line containing a point p;y(zy,y1,21) is written in

the form of =" = =1 = 2221 where a, b, ¢ are non-zero scalars.

Definition 4.5 Given p,(z1, y1, 21) and po(xa, Yo, 22) any two arbitrary points in a 3D

space. p; is a companion of p, (and vice versa) if and only if z; = z, and y; = y».
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Using Definitions 4.4 and 4.5, the following property is observed

Proposition 4.3 Given two arbitrary points p; (-, -, 2,1) and pa(-, -, zp2). Let us denote
theirs companions by ¢i(-, -, 21) and qa(-, -, 242), respectively. Let p.(, -, zp) and
qc(-, -, z4c) be the two arbitrary points lying on pip; and ¢1gz, respectively. If p, is the

companion of g, then the following expression holds true

(4.4.3)
Zos — 251 Zgt — 2

Proof of Proposition 4.3. Since p, is the companion of ¢, their respective co-
ordinates are specified by (z1,91,z,1) and (21,41, 2,1). Similarly, coordinates of ps,
g2, P and g, are specified by (22,92, 2p2), (T2, Y2,2g2); (Tes Yer 2pe) and (e, Ye, Zge),
respectively.

Referring to Definition 4.4, as p, lies on pips, the following equation is derived

Te — I Ye — W zpc - zpl

= = (4.4.4)
Ty — I Yo —ith Zp2 — Zp1
Similarly, as ¢, lies on g1¢z, we have
:I:c_'xlzyc_ylzzqc_qu (445)
Tz — I Y2 — Z¢2 — Zq1
Combining (4.4.4) and (4.4.5) yields
e (4.4.6)
Zp2 — Zpl  Zq2 — Zq1
O

Proposition 4.3 presents the key point of our method. Given five points py, ps, q1,
¢» and p., we can locate the position of the sixth point, ¢., by using (4.4.3). Assume
that a plane &, is given, and our mission is to transform a nonlinear surface S, into
a plane S, with the help of S,. The following transformation scheme will detail the
steps to transform S, into S. using S,. The plane S,, for this reason, is referred to

as ‘reference plane’.

Transformation Scheme

- Pick up any two arbitrary points p; and p, on the reference plane, S,.
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Locate their respective companions ¢; and ¢, on S,.

Select an arbitrary point p, on pips.

Find a companion, q. € §1qs, of p. by using equation (4.4.3).

Locate a point g, on S, such that {p., ¢.} is a companion pair.

Pull ¢, towards q..

Use Proposition 4.2 to check whether S, is a plane.

If S, is not a plane then repeat all the above steps, otherwise stop.

Figure 4.14: An example showing one iteration of the linearizing process using refer-
ence plane. (a) The point ¢, € S, before transformation. (b) After the transformation,
q. was pulled to ¢. € G1Gz.

Figure 4.14 illustrates the movement of ¢, in one iteration of the linearizing process.
The old location of ¢, is shown in Fig. 4.14(a). After one single transformation, ¢,
moves towards ¢. (Fig. 4.14(b)) which lies on the same straight line joining ¢; and gs.
The iteration is repeated for every point ¢, € S, and in the end, the surface S, is

transformed to a plane S..

4.4.2 gPNL Algorithm

In this section, we apply the above transformation scheme to the construction of our

geometric linearizing method. However, the following issues have to be solved:
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1. Since the first two coordinates are not available (s, and s, are unknown), we

cannot apply Definition 4.5 directly to identify the companion of a given point.
2. In PNL model, there is no plane to use as reference plane.

3. We have to deal with the ambiguity of point ¢. € §1¢2. Proposition 4.3 implies
that if ¢. is a companion of p. then (4.4.3) holds true, but the reverse does not

apply always.

Identifying Companion by Time Index

To identify a companion of a given point, we take advantage of the time index men-
tioned in (4.2.1) and (4.2.4) with the proposition 4.4 described below. Let v;(t;)
be a sample of linear mixture v; at time ¢ = t;, then this sample corresponds to a
point (s1(t1),s2(t1),v1(¢1)) on the surface S,,. Similarly, coordinates of the points
v2(t1), 1(t1) and zo(t1) are given by (s1(t1), s2(t1),v2(t1)), (s1(¢1), s2(t1), z1(t1)) and
(s1(t1), s2(t1), z2(t1)), respectively. Considering our model (4.2.1), relationship among

these points are represented by the following proposition:

Proposition 4.4 Let py(-, -, v1(t1)) € Sy, and ¢;(-, -, z1(t2)) € S;, be the two points
representing the samples v;(t;) and z;(t2), respectively. If ¢; = t, then p; is a com-

panion of ¢;.

_!
5}0 510 520
02 p‘_l' : 5 4
VSV
-0.2 ' 4
=04 ) : ) 1
450 450 5,0t1=500 510 520
(b)

Figure 4.15: An example of companion points in relation with time index. (a) In a 3D
space plot, p; and ¢; have the same coordinates s;(¢;) and s,(¢;). (b) In time series
plot, p; and ¢; are at the same time instant ¢t = ¢;.

An example of the Proposition 4.4 is shown in Fig. 4.15. In a 3D space (Fig. 4.15(a)),
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the p; and its companion ¢; are represented as two points having the same coordi-
nates s1(t1) and s2(¢1). Meanwhile, the companion points are shown in time series in
Fig. 4.15(b) as two signal samples at same time instant ¢ = ¢;. Clearly with Proposi-
tion 4.4, companion points can be identified without knowing the coordinates s; and

S9.

Replacing The Reference Plane by A Fake Plane

For the second issue of finding a reference plane, the proposed solution is to em-
ploy a ‘fake plane’, i.e., to assume a surface as reference plane and use it to trans-
form the other surface. The two surfaces will alternatively play the role of ‘fake
plane’ during the transformation process. For this reason, the process mentioned in
Section 4.4.1 is modified to adapt with the fake plane. Let S,, be the fake plane
and S;, be the surface to be transformed. Select two pairs of companions points
{p1( - z2(t1)), (- - 1(t1))} and {pa(-, -, z2(t2)), G2(-, -, 71(t2))} with p; € S, and
¢ € S;,, t = 1,2. Let p. be a point being located at (-, _,z2(t.)). Then the value
on the third coordinate of the companion of p., ¢.(-, -, z1(¢c)), can be computed from
(4.4.3) as
Ta(t.) — za(t1)

Z](tc) — :I:Q(t2) — $2(t1) (.’El(tg) - $1(t1)) -+ &y (tl) (447)

Reduction of Ambiguity by Local Transformation

In Proposition 4.3, we have stated that if g, is a companion of p. then (4.4.3) holds
true. However, the reverse clause is not always true. There may have more than one
point q. that satisfy (4.4.3) but are not the companions of p.. An incorrect selection
of q. will make g,, the point that is supposed to be changed, move towards a wrong
position. Unfortunately, there is no solution to eliminate this ambiguity completely.
In order to reduce the inaccuracy, we apply a local transformation, i.e. the surface is
divided into small regions and the transformation process is carried out within these
regions. In addition, instead of moving ¢, right to q., we apply a learning rate p < 1
to update ¢, position. With this technique, the transformation take a longer time but

steadily converge. The updating function is formulated as

2y(te) = pai(te) + (1 — p)zi(t) (4.4.8)
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Final gPNL Algorithm

With all the above solvents, the linearizing stage is finally addressed. Figure 4.16
illustrates an iteration of the proposed gPNL linearizing process. The surfaces S,
and S,, represent two nonlinear mixtures z; and z,, respectively. S,, is assumed to
be a ‘fake plane’ and is used to transform &,, into a plane. The old position of the
selected point, g,, before the change is illustrated in Fig. 4.16(a). The new location
of g, after the transformation is shown in Fig. 4.16(b). With the learning rate p < 1,

¢ does not move right to ¢, but to a location near g,.

(b)

Figure 4.16: An example of gPNL geometric linearizing method. Surface S,, is trans-
formed by fake plane S;,. (a) The old position of ¢,. (b) The new position after
transformation. Because the learning rate p is smaller than 1, g, is pulled to a new
position near g..

After the linearizing process, we obtain two planes, S,, and &,,, which represent
for the linearized signals z; and zj, respectively. To further improve the smoothness
of these surfaces, a smoothing function is applied. In this work, we use an simple
averaging technique. The signals are sorted in ascending order and then the sorted
signals are smoothed by averaging. After that, it is restored back to the original order.

The averaging function is formulated as

p (2
3 =1 > Z(t+7) i=1,2 (4.4.9)
j==(L-1)/2

where 2} denotes the sorted version of the signal z;, i = 1,2. The function replaces a
value at time instant ¢ by the average of the values inside a window of size L (L is an

odd number) and centered at t.
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Finally, the algorithm is extended for the case of n > 2 observations. In this case,
each signal z; is represented by a surface S;, (¢ = 1,2, ...,n). In one iteration, a surface
S;, is randomly chosen and used as the ‘fake plane’ to transform the other surfaces.

The equation (4.4.7), therefore, is updated to

_ xk(tc) - $k(t1)
fﬂk(tQ) — zk(tl)

Likewise, the updating equation (4.4.8) is modified as

Zi(tc) (.'I?i(tz) == l",j(tl)) -+ .’E;‘(fl) g = 1, 2, I 1 (4410)

¥ (t,) = pzi(t.) + (1 — p)zd(t,) (4.4.11)

The stopping criteria ‘S, is a plane’ of the transformation scheme in Section 4.4.1
is also needed to be realized into a precise condition in order to complete gPNL
algorithm. In this work, we measure the difference (error) between the values of the
signal after and before the change in one iteration. In each iteration, these errors are
accumulated and compared to a threshold £. The accumulated error, €, is computed

by
n Ng

e= = 23 @) - 54 (4.4.12)

old
i

where z7¢() and z{“(j) are the signal values after and before the change, respec-

tively, and Ny is the number of updated samples in each iteration. The linearizing
process is stopped when € goes below a threshold £. After that, a basic linear ICA
algorithm is applied on the linearized signals, z; (i = 1,2,...,n), to produce the es-
timates of source signals, y;. A framework of gPNL is described by the following

pseudo-code

gPNL: the Geometric PNL Algorithm

Input

Ty, T3, ..., Tn: 1 observed signals each with N samples.
Parameters

p: learning rate.

&: threshold to stop the linearization.

Ni: number of points to be updated in each iteration.
Outputs

21, 29, ..., Zn: N linearized signals.

Y1,Y2, .-, Yn: N estimated signals.
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function gPNL()
{

Repeat {
Randomly select a fake plane zy.
Fori=1ton {
For j =1 to N; {
Randomly generate time indices t;, t, and {..
Compute z;(t.) using (4.4.10).
Update z;(t.) using (4.4.11).
} /* end of j loop */
} /* end of i loop */
Compute € using (4.4.12).
} Until (e < &)
For i =1 to n assign z2; = z;.
For i = 1 to n smooth 2; using (4.4.9).
Apply a linear ICA algorithm on z; to extract ;.
} /* end of gPNL */

4.4.3 gPNL Performance Analysis

Computer simulations have been carried out on different data sets to evaluate the per-
formance of gPNL method. The first test was done on a simple case of two sinusoidal
sources so that the data can be visualized. The number of source signals is increased
to four in the second and third simulations. In the last simulation, we repeat the test
which was used in the kPNL analysis section and then compare the performance of

the two algorithms. The simulations were carried out with the following steps

1. Load the source signals, generate a mixing matrix A randomly, and set the

nonlinear functions f;.
2. Generate linear mixtures v; and PNL mixtures z;.
3. Select parameters for the gPNL algorithm.
4. Run the linearizing process to get the signals z;.

5. Apply a linear ICA method on z; to estimate ;.
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6. Run competitive algorithms on the same inputs and compare their results with

those of our method.

We have applied several typical linear ICA methods for the linear separating stage
(step 5), such as SOBI (Second Order Blind Identification) [28], JADETD (Joint
Approximate Diagonalization of Eigen matrices with time delays) [73], and FPICA
(Fixed- Point ICA) [86]. As results of these methods were almost identical, we only
provide the outcomes that were carried out with SOBI during the simulations.

To give a perspective comparison of the algorithm’s performance, we compare
our method with a linear ICA algorithm and a competitive PNL method. For the
linear one, we choose SOBI, and for the PNL one, we choose Gauss-TD [237], one of
the effective reported PNL methods. The performance was measured in term of the
absolute correlation coefficient (4.3.23) between the original source and its estimate,

|T's,_§.|.

Simulation 1: Mixture of Two Sinusoidal Signals

Using the sinusoidal signals (4.4.13), two linear mixtures v; and v, were generated by
a mixing matrix A whose entries are the random numbers in range of [—1,1]. The
linear mixtures were then distorted by two nonlinear functions (4.4.15) to produce the
observations z; and z,. The source signals, mixing matrix and nonlinear functions

are given below

s1(t) = sin(0.22t) (4.4.13)
s2(t) = sin(2m(0.1¢) + 6cos(27(0.02¢))) a
vt) | | —0.605 0.152 | | si(t) (4.4.14)
w) | | 0625 0056 | | spt) N
T1(t) = (3U1(t))3 (4.4.15)
xo(t) = tanh(10vy(t))

At first, the linearizing process was run on 3000 samples (N = 3000) with the win-
dow size of smoothing function L = 151, learning rate g = 0.2 and error threshold

= 0.002. The 3D plots of the linearized signals, z;, are shown in Fig. 4.17(c) and
compared with the plots of linear mixtures, v;, (Fig 4.17(a)) and PNL mixtures, z;,

(Fig. 4.17(b)). As it is expected, the graphs obtained by gPNL, z;, are very similar
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to the graphs of the unknown linear mixtures, v;. Clearly, nonlinearity in z; has been
eliminated in z;. Whereas, some nonlinearity is still visible in the graphs (Fig. 4.17(d))

obtained the competitive Gauss-TD algorithm.

Figure 4.17: Geometric representation of signals in a 3D space. (a) Linear mixtures
v; and v, (b) PNL mixtures z; and z, (¢) gPNL linearized signals z; and 2, and (d)
Gauss-TD linearized signals.

In the next stage, a linear ICA method, SOBI, was applied on z; to extract the
estimates of original signals, y;. The plots of gPNL estimates, y;, are illustrated in
Fig. 4.18, together with the plots of source signals, linear mixtures, PNL mixtures,
SOBI direct estimates and Gauss-TD estimates. Comparing to those of SOBI and
Gauss-TD, gPNL results resemble better to the original source signals. Among three
competitors, linear ICA algorithm provided the worst performance (Fig. 4.18(d)).

A quantitative performance is carried out in term of the absolute correlation co-
efficient between a source signal and its estimate §;, |rs, 5,|. The estimate of the i-th
source signal, §;, is one of the outputs y; (j = 1,2,...,n) whose absolute correlation

coefficient, |ry; .|, is the highest one. Using this index, |rs, |, comparison between
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gPNL and SOBI and Gauss-TD results are carried out and reported in Table 4.2. As
it is shown in the table, the result obtained by gPNL is better than both SOBI and

Gauss-TD results, showing the highest correlation coefficients, |rs, ;.| ~ 1.
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Figure 4.18: Time series plots of the signals (200 samples). (a) Unknown sources, (b)
linear mixtures, (¢) PNL mixtures, (d) SOBI estimates, (e) Gauss-TD estimates and
(f) gPNL estimates.
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Table 4.2: Simulation 1: Mixture of two sinusoidal signals - Absolute correlation
coefficient between the original sources and their estimates, |rs, s,|.

|r31,§1| |T82,§2|
SOBI 0.887 0.582
Gauss-TD | 0.982 0.888
gPNL 0.999 0.966

Simulation 2: Mixture of Four Sinusoidal Signals

The simulation in this section aimed to test the linearizing ability of gPNL. For this
purpose, the mixing matrix was chosen as a nearly identity matrix. The number of

sources were increased to four sinusoidal signals (4.4.16) with N = 1000 samples [45,
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47]. The linear and PNL mixtures are expressed in (4.4.17) and (4.4.18), respectively.
Plots of the original signals, their linear mixtures and PNL mixtures are shown in

Fig. 4.19.

si(t) = sin(0.02n(2i — 1)t) (i =1,2,3,4), (4.4.16)
v1(t) 0.787 —0.198 —0.066 —0.081 s1(t)
t —0.201 0.748 —0.203 —0.296 so(t
va(t) | _ 2(t) (4.4.17)
vs(t) 0262 —0.100 0.987 —0.117 | | s3(¢)
L’U;;(t) —0.087 —0.108 —0.132 0.822 s4(t)
zi1(t) = (1.8v(t))?
t) = dtanh(5va(t
5(t) anh(5vy(t)) (4.4.18)
z3(t) = arctan(4vs(t))
z4(t) = 4logsig(Tva(t)) — 2

where logsig denotes a logistic sigmoid function logsig(v) = 1/(1+€7").

The gPNL was run with the inputs shown in Fig. 4.19(c) and the parameters as
L =101, p = 0.2 and £ = 0.001. The final estimates y; are shown in Fig. 4.19(f)
along with the estimates of SOBI and Gauss-TD. Clearly, gPNL results are better
than these two methods. The nonlinearity has been removed and all the originals
source signals were estimated accurately. The shapes of the output signals match

closely with the sine wave shapes of the original signals.

Table 4.3: Simulation 2: Mixture of four sinusoidal signals - Absolute correlation
coefficient between the original sources and their estimates, |rs, |-

Irshél I |TS2,§2 | |T83,§3 | |T84.§4 I
SOBI 0.909 0.807 0.938 0.957
Gauss-TD | 0.968 0.890 0.923 0.975
gPNL 0.969 0.961 0.986 0.992

From Table 4.3, one can see that the absolute correlation coefficient of gPNL is
higher than that of SOBI and Gauss-TD. This indicates the superior performance of
gPNL over the other two algorithms. In addition, as we have observed in Section 4.3,
in the case of mixture of four sinusoidal signals (simulation 2), the kPNL algorithm
failed to separate the signals. However, as seen in Table 4.3, gPNL has successfully

separated the four signals. This fact shows superiority of gPNL over kPNL.
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Figure 4.19: Time series plots of the signals (200 samples). (a) Unknown sources, (b)
linear mixtures, (¢) PNL mixtures, (d) SOBI estimates, (¢) Gauss-TD estimates and
(f) gPNL estimates.

Simulation 3: Mixture of Four Speech Signals

In this simulation, 5000 samples of four speeches (taken from [47]) were chosen as the

original sources. Their linear and nonlinear mixtures are given by

v (t) —0.087 0.714 —0.835 0.448 s1(t)
va(t 0.283 —0.560 —0.842 —0.130 Sa(t
2(t) | _ 2(t) (4.4.19)
vs(t) —0.086 0.093 —0.061 0.522 s3(t)
vy(t) —0.483 —0.751 0.531  0.202 s4(t)
z1(t) = tanh(10vy(t))
iL’g(i) = Olvg(t) + Ug(t)s (4 4 20)
z3(t) = tanh(2vs(t)) + va(t)?
$4(t) = ‘U4(t) + tanh(?m(t))

The plots of original speeches, linear mixtures and PNL mixtures are shown in
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Fig. 4.20. Our proposed algorithm, gPNL, was run with setting L = 151, . = 0.5 and
¢ = 0.01. The final outputs, y;, are plotted in Fig. 4.20(f), next to the outputs of SOBI
and Gauss-TD. Quantitative measure of gPNL, SOBI and Gauss-TD performance, in
term of correlation coefficients between the estimates §; and their original signals s;,

are provided in Table 4.4.
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Figure 4.20: Time series plots of the signals (5000 samples). (a) Unknown speech
signals, (b) linear mixtures, (¢) PNL mixtures, (d) SOBI estimates, (e) Gauss-TD
estimates and (f) gPNL estimates.

Figure 4.20 shows a very good performance of gPNL. The linear ICA method
(SOBI) was not able to separate the nonlinear mixtures. It could only manage to
estimate only one speech signal with adequate quality (with r(,, ;,) = 0.8). Comparing
Fig. 4.20(a) with Fig. 4.20(f), one can see that gPNL successfully estimated all the
four signals. Our proposed algorithm continues to provide good performance with
high quality estimated signals; even the pdorest output of gPNL has its correlation
coefficient over 0.72. gPNL also provides a similar performance, compare to the Gauss-

TD algorithm which uses additional assumption of the Gaussianity of the mixtures.
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Table 4.4: Simulation 3: Mixture of four speech signals - Absolute correlation coeffi-
cient between the original sources and their estimates, |r;, s,|.

|"PS1,§1 | |Tsz,§2| |r33,§3 | |T34,§4 |
SOBI 0.404 0816 0.590 0.695
Gauss-TD | 0.770 0.984 0.956 0.611
gPNL 0.724 0946 0.875 0.926

4.4.4 gPNL Summary

With a novel geometric approach to nonlinear ICA problem, gPNL has shown its
impressive performance through various simulations. By considering the different
characteristics between a plane and a nonlinear surface in multi-dimensional space, a
simple linearizing process has been developed to transform the Post Nonlinear mix-
tures into linear mixtures without any additional assumption. From the linearized
signals, the unknown sources can be estimated by any linear ICA algorithm. In
addition, gPNL can perform the extraction effectively on various data sets without
changing the method parameters.

Besides the advantages, several issues do exist and require further investigations to
improve the algorithm. The first issue comes from the heuristic criterion in (4.4.3) that
may leads gPNL to select an incorrect updating point. The convergence conditions
and the criteria for selecting the algorithm’s parameters are also other issues that

need more study in future.

4.5 Conclusion

In this chapter, we have briefly reviewed through the challenging nonlinear ICA for
BSS and contributed two novel methods to solve the problem. In contrast to the sim-
ple linear ICA situation in which a sole independent criterium is enough to extract
the unknown signals, nonlinear ICA is much more complex and requires additional
constraints. As it was discussed, general nonlinear ICA methods can not guaranty a
unique results; therefore, researchers approach the non-uniqueness by limiting non-
linear ICA to different sub-models, either by assuming the source distributions or by

constraining nonlinearity to a specific model. One of the most practical sub-models
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is the Post Nonlinear (PNL) mixtures [202] whose nonlinear distortions are assumed
to be the single variable functions.

Our first nonlinear method, the kPNL algorithm, follows the simple but practical
PNL model. A modified Kurtosis-based updating rule is applied to eliminate the
nonlinearity and to extract the unknown source signals. This approach is inspired from
a linear ICA sequential extraction algorithm [6]. Using this simple and computational
effective rule, the kPNL is trained to extract the signals one by one without any
assumption of the number of the hidden sources.

gPNL is the second proposed approach to PNL ICA problem. In this method, the
signal input samples are viewed as points in a multi-dimensional coordinate system
and the linearizing process is considered as a geometric transformation of a nonlinear
surface to a plane. By doing this, we are able to divide the separating system into
two stages (i) a linearizing stage that uses geometric transformation to eliminate the
nonlinearity and (ii) a linear separating stage where any normal linear ICA method
can be applied to extract the hidden original signals. Impressive performance of gPNL
has been shown through simulations on different kinds of data set.

Besides their advantages, both algorithms have issues that need further study.
kPNL provides a convenient way to extract the signals but only works well on mild
nonlinear mixtures. The sole Kurtosis-based learning function is not sufficient for both
linearization and extraction. The gPNL, in contrast, provides good estimation but
suffers from the ambiguity of the updating points. Therefore, we may need restrictions
on the model in order to ensure the convergence of the algorithm.

Several proposals can be applied to improve the performance of gPNL and kPNL.
First, we may assume that the number of observed signals is greater than the source
signals. This assumption significantly reduces the ambiguity in gPNL method. Sec-
ond, kPNL can be combined with gPNL to create a robust partial online sequential
extraction algorithm that can deal with hard nonlinearity. The MLP components in
kPNL can be replaced by the geometric approximations. Some initial input samples
can be used in the geometric transformation, after which both geometric transforma-
tion and Kurtosis-based sequential extraction can be carried out at the same time.
Finally, geometric approach is not limited to PNL model only. Extending it to general

nonlinear ICA problems with multi-variate nonlinearity is worthy of future work.
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Conclusions

Independent Component Analysis (ICA) has become one of the most emerging method
in the field of data representation and transformation. Unlike other representation
methods that only exploit correlation (second order statistical dependence), ICA goes
for higher-order independence criteria and therefore, provides a better transforma-
tion for data. The data, being represented by independent components, are more
significant in term of statistical characteristics. The potential of ICA is shown by an
increasing number of its applications in different fields, such as blind source separation,
data analysis, and biomedicine.

Besides the development of linear ICA applications, study on nonlinear ICA is an-
other interesting direction that attracts many researchers. It comes from the demand
of an ICA system that works on those environments which could not be described
properly by a linear model. In the thesis, we have presented our studies on these two
major issues of ICA. In Chapter 3, two novel ICA-based techniques for watermarking

were introduced, and in Chapter 4, we proposed two new approaches of nonlinear ICA

for BSS problem.

5.1 ICA and Watermarking

The methods presented in Chapter 3 are our contributions to ICA application in the
field of watermarking. The boom of digital multimedia and the Internet communi-
cations in recent years have raised a crucial issue on copyright and authentication
and therefore, made watermarking become an important study. Various techniques

including ICA have been applied in watermarking. One can easily see the similarities
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between ICA mixing and watermark embedding, and between ICA demixing and wa-
termark extraction. These are the key reason that makes ICA a potential technique
for watermarking.

As ICA requires the number of observations to be equal or greater than the number
of hidden sources, it is necessary to create additional observations in addition to
the watermarked image. In the first watermarking method presented in this thesis,
WMicaT, the above problem is solved by using image transpose. WMicaT' considers
the original image, the watermark and their transposes as original sources, then it
creates the watermarked image and an additional key image as the mixtures. On the
extraction side, these two images and their transposes act as mixtures for ICA to
estimate the original image and the watermark.

The second watermarking method, WMicaD, approaches the problem from another
direction. WMicaD utilizes two special watermarks that reveal different properties
when being down-sized on different size. WMicaD also needs an additional key image
but of much smaller size than the key image used for WMicaT. When the extraction is
invoked, a down-sizing operation is applied on the watermarked image and key image,
producing three images that correspond to the three mixtures of the original images
and two watermarks.

With the help of ICA method, our two watermarking algorithms deliver robust ex-
traction performance against strong attacks on the watermarked image. Experiments
on various types of attack have shown that even when the watermarked image had
been severely damaged, the algorithms could still extract watermarks with adequate
quality. In comparison, WMicaT provides a slightly better performance in term of
robustness, but WMicaD has computational and memory space advantages. In addi-
tion, WMicaD provides a two independent watermark embedding/extraction scheme
that allows users to verify the ownership and to keep track of the copy number at the

same time. The scheme also provides a capability of authentication for images.

5.2 Beyond Linear ICA

Simple linear ICA is good but not enough to fully describe the whole system in

practice. Its extension, the nonlinear model, promises to be useful in a broader range
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of application. Research works on nonlinear ICA have been increasing significantly
in the last few years, focusing on the reduction of the computational complexity and
the elimination of the indeterminacies. One of the effective ways is to study on the
special cases, i.e., the sub-models by applying constraints on the system. And among
these sub-models, Post Nonlinear Mixtures (PNL) is probably the most popular one
with many interesting characteristics.

In this thesis, we provided two novel algorithms, kPNL and gPNL that are tailored
to PNL model. The first algorithm, the kPNL (kurtosis-based PNL) model, features
modified MLP (Multi-Layer Perceptron) networks and a sequential linear ICA model.
The MLPs and the linear system are updated in an unsupervised way by a kurtosis-
based measurement. The hidden components are extracted one by one without any
prior information about the number of sources. This feature is very useful in those
applications where the users just need a few most important components and do not
want to spend computer resources to extract all the unnecessary ones. Moreover, the
kPNL provides an online extraction, ¢.e., users do not need to collect all the data
before extraction, the results are obtained right when the data is fed to the system.

The second algorithm was introduced in Chapter 4. The gPNL aims for a ro-
bust solution that can deal with hard nonlinear distortions. The gPNL (geometric
PNL) model is divided into two stages. The first stage eliminates nonlinearity by
using geometric transformation on the observed data. The second stage separates
the linearized signals by using a classical linear ICA algorithm. Unlike many other
PNL algorithms where only statistical independent criteria is used for both canceling
nonlinearity and separating the components, gPNL exploits the representation differ-
ence in a multi-dimensional space between a nonlinear mixture and a linear one to
transform the observations into linear mixtures. This additional characteristic allows
gPNL to work on hard nonlinearity, and completely separates the second stage from
the first stage, the choice of algorithm and independent measurement for second stage
does not effect the performance of the first stage. Hence, the users have total freedom

to select the most suitable linear ICA method for gPNL in their applications.
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Future Directions

WMicaT and WMicaD for image are just the first steps of applying ICA to water-
marking. These two methods can be extended to other watermarking applications
such as video and audio watermarking. The low computational workload of WMicaD
is especially promising for video watermarking where instant extraction is a critical re-
quirement. For more adaptive and robust watermarking, WMicaT and WMicaD can
possibly be applied on transformed domain such as Fourier transform and wavelet
transform. Combining WMicaT and WMicaD with other techniques like Quantiza-
tion Index Modulation (QIM) is another considerable direction for future studies.

gPNL has shown its good performance in nonlinear separation. However, there
are several issues that need more work to improve its performance. First of all, the
ambiguity in gPNL geometric transformation has to be eliminated. One of the pos-
sible solutions is to have more observations than the number of hidden components
so that the identification of the update point is unique. The next improvement can
be a combination of kPNL and gPNL algorithms. The combined algorithm will in-
herit all the advantages of its preceding ones, including the abilities to work on hard
nonlinearity and to extract the hidden components sequentially. Finally, considering
geometric approach to a more general nonlinear model other than the PNL is another
issue that needs further studies.

The mixing of ‘pure’ signals (speech, music) and images has promising applications.
For example, the music can be embedded in a postcard to become a music card. Or,
a small image representing owner signature can be hidden inside a song to protect the
musician copyright. The digital images can be easily converted into one dimensional

signals by reading the pixel values sequentially (in row-wise or column-wise). Studying
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on this kind of applications is another interest for both linear ICA and nonlinear ICA
researchers.

Separation of convolutive signals is a special branch of ICA study that requires
different approaches with time shifting and temporal information. In the present form,
our proposed algorithms may not work well for convolutive signals. However, with
more thorough research, we can extend our approach to challenge the convolutive
separation problem.

The question of whether it is good to employ nonlinear ICA for watermarking is
still open for research. Replacing linear model with nonlinear model in current ICA
applications is very interesting but requires further extensive study and adaptation.
Even with the classical linear ICA, there are many applications that have not been
thoroughly investigated. Until now, ICA is mostly applied for blind source separation.
The use of the main characteristic of ICA for data transformation and representation,
however, is just started to attract the research attention. Further studies on it will
lead ICA to a whole new area in pattern recognition, feature extraction, data analysis

and prediction.
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Appendix A
The SOBI Algorithm

The SOBI (Second Order Blind Separation) algorithm, introduced by Belouchrani et
al. [28], is a linear ICA algorithm that exploits the time coherence property of the
sources signals. In contrast with other techniques that require higher-order statistics,
the SOBI approach relies only on stationary second-order statistics that are based on
a joint diagonalization of a set of covariance matrices.

At first, the observed signals in SOBI are modeled as the mixtures of source signals

plus additive noise, given by
x(t) = v(t) + n(t) = As(t) + n(t) (A.0.1)

where x(t) = [z,(t), ..., z»(t)] is a noisy instantaneous linear mixture of source signals,
s(t) = [s1(t), ..., sa(t)]" is the vector of source signals, and n(t) denotes the additive
noise vector. In this algorithm, n(¢) is modeled as a stationary, temporally white,
zero-mean complex random process independent of the source signals, and spatially
white. That is
E[n(t 4+ 7)n*(t)] = o26(7)1 (A.0.2)
where §(7) is the Kronecker delta, I denotes the identity matrix, the superscript *
denotes the conjugate transpose and ¢ denotes the noise variance.
The SOBI approach is started with an assumption that the source signal vector is
either a deterministic ergodic sequence (hypothesis H1) or a stationary multivariate

process (hypothesis H1).

Hypothesis H1:

T—o0

lim %Es(t L)) = Efs(t+1)s'(t)] (A.0.3)
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Hypothesis H2:
Els(t +7)s"(t)] = diaglpy(r), . pu(7)] (A.0.5)

where diag|-] is the diagonal matrix formed with the elements of its vector valued
argument. For convenience, the same notation is used for the deterministic averaging
operation under hypothesis H1 and for ensemble averaging under H2. Assumptions
H1 and H2 mean that the components s;(t), i = 1,...,n are mutually uncorrelated,
and p;(7) = E[si(t + 7)s;(t)] denotes the autocovariance of s;(¢). Under the above

assumptions, the covariance matrices of the array output take the following structure

R(0) = E[x(t)x*(t)] = ARs(0)A* + ¢’I (A.0.6)
E[x(t + 7)x*(t)] = AR4(7)A” T#0 (A.0.7)

=
£
I

where R denotes the covariance matrix of unknown sources s(t).

The key idea of SOBI is take from the following observation: blind identification
is feasible by using spatial covariance matrices [27,28,212]. These covariance matrices
present a simple structure that allows straightforward blind identification procedures
based on eigendecomposition. In SOBI, the idea is implemented by using joint diag-
onalization of several covariance matrices. By using joint diagonalization, robustness
of the algorithm is significantly increased at low additional computational cost in
comparing with unique matrix solution as in [212].

Now let us consider a set M = {M,, ..., Mg} of K matrices of size n x n. The
‘joint diagonality’ (JD) criterion is defined, for any n x n matrix V| as the following

nonnegative function of V:

JD(M,V) =Y "of f(V'MV) (A.0.8)

k=1
where of f(-) of an n x n matrix M with entries M;; is defined as
of f(M) = Z | M| (A.0.9)
1<i#j<n

Clearly, of f(M) equals to zero if M is a diagonal matrix. A unitary matrix is said
to be a ‘joint diagonalizer’ of the set M if it minimizes the JD criterion (A.0.8) over
the set of all unitary matrices.

After having all the necessary definitions, we can describe the SOBI algorithm

in detail. Basically, the SOBI procedure includes two main tasks: whitening the
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v part (A.0.1) of the observed signals, and finding the joint diagonalizer over the
set of covariance matrices of the observation. Whitening is carried out by finding a

whitening matrix W that satisfies
EWv(t)v' (t)W*] = WR, (0)W* = WAA"W* =1 (A.0.10)
Steps involved in the algorithm are as follows

1. Estimate the covariance matrix R(0) from 7" data samples. Let us denote the n

largest eigenvalues of R(0) by A4, ..., A, and the corresponding eigenvectors by

hl:---1hn-

2. Under the white noise assumption, an estimate o2 of the noise variance is the
average of the m — n smallest eigenvalues of R(0). The whitened signals are

z(t) = [z1(t), ..., z,(t)]T which are computed by
zi(t) = (M — 02) V20 (£)x(2) § = Loy (A.0.11)
This is equivalent to form a whitening matrix, W by

W =[N = 6%)2hy,..., 0 —0%) 20, (A.0.12)

3. Let R(7) denote the spatially whitened covariance matrices of R(7), then R(7)

is defined as

R(r) = WR(r)W*Vr # 0 (A.0.13)

Hence, we can estimate R(7) by computing the covariance matrices of z for a

fixed set of time lag 7 € {7;]7 =1, ..., K}.

4. Obtain a unitary matrix, U as the joint diagonalizer of the set {R(7;)|j =
1N

5. The source signals are estimated as
s(t) = U"Wx(t) (A.0.14)
and the mixing matrix A is estimated as
A = W#U (A.0.15)

where # denotes the Moore-Penrose pseudo-inverse.
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Appendix B

MLP Structure and Notations

In this appendix, we specify the MLP network structure and the notations which are

used in Chapter 4. These are adapted from [76].

B.1 The MLP Structure

Input First layer Second layer m-th layer
f ‘l (_ 1 I\ rl 2 l‘\ /_m m }
I % a4 Wi LT e L Wi S 14
7 Vb 2T 3 e P
) o5’ oL
£ 8 a, s? a; s ay
Iy ol 2 2 212 g o 3 4 19
n LS 2 2
. ‘b; . ® b} . . ® b
P 5! a 5 a’ L a”
N 1 Al 2 | Mg eeurnas ! N7, N7y,
w:v’x Z f w.i’.v‘ Z f w.:'w"' Z f "
DL % Y % y
a'=f'(Wp+b') a’ =f* (W' +b?) a" =f"(Wra™ +b")

Figure B.1: Structure of a m layer MLP network [76]. The MLP has R inputs,

P1, P2, -, PR, and l-th layer has N* outputs, a}, d}, ..., a\,.

Figure B.1 represents structure of a m layer MLP network with the following

notations

p = [p1,p2, ...,pr|T: vector of R inputs.

W, yi-i: weight matrix of the I-th layer.

b' = [b1, b, ..., bN:]T: bias vector or sum of the [-th layer.
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s' = [s1, 82, ..., sy1]7: net input vector or sum of the I-th layer.
f': logistic function of the [-th layer.
al = [ay,as, ...,an|T: output vector of the I-th layer.

with [ = 1,2,...,m and N' denote the number of neurons of the [-th layer (we define
N® = R). An abbreviated version of the MLP structure which uses matrix notation
is shown in Fig. B.2. This abbreviated representation will be used for deriving the

back-propagation learning algorithm.

Input First layer Second layer m-th layer
r : 5 4 I .
S, | — a
w? o | [t (W al =
N'xN' S N"xN™' S
2 e
Nix1 f N"x1 fm
1 —» bZ 1 —» bm
Nx1 N"x1
G T
.S J \_ J
a’ =f’(Wa'+b?) a" =f"(Wa™" +b")

Figure B.2: Structure of a m layer MLP network presented by abbreviated matrix-
based notations [76]. The MLP has R inputs, py,ps, ..., Pr, and I-th layer has N

outputs, a},d}, ...,ak,.

Using the above notations, we derive the following formulas for calculating the net

outputs
s' = Wial4+p (B.1.1)
al = fi(s)=f(Wal+b) (B.1.2)
a® = p (B.1.3)
a = a” (B.1.4)
where ) )
f(s1)
Ul
a—gishy= | T (B.15)
| f{(s) |

for  =1,2,...,m and a denotes output vector of MLP network.

134



ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Appendiz B: MLP Structure and Notations

B.2 The Back-propagation Algorithm

The back-propagation algorithm for MLP is a generalization of the Least Mean Square
(LMS) algorithm [76]. The algorithm uses mean square error as the performance
index. Let us denote the MLP desired outputs by d = [dy, ds, ..., dy=|T, then our goal
is to adjust the network parameters (weight matrices and bias vectors) so that they

minimize the mean square error (MSE), £, given by

£ = Ele"e] = E[(d — a)T(d — a)] (B.2.1)
At iteration k, we approximate the MSE, &£, by

€ = (d(k) — a(k))"(d(k) — a(k)) (B.2.2)

where € denotes the approximate MSE. Applying steepest descent algorithm yield the

following updating rule at iteration k

Lk+1) = wh.(k)— 2.
wj;(k +1) w;;(k) — a dul, (B.2.3)
bik+1) = bﬁ(k)—ag—;- (B.2.4)

where w}; is the (i, 7)-th entry of weight matrix W', b is i-th element of bias vector
b!, and « is the learning rate.
Applying chain rule to the last term in (B.2.3) and (B.2.4) yields
o€ 9  9s

Ly, 1-1
— — X — - X : sl
oul, ~ 88 owl X% (B-2:5)
o€ 9 _0s
_— = — X —r = X 1 B2
o ~ od om " (B:2.6)
where ¢! is defined as a sensitivity function (or sensitivity for short), v! = %. Re-

placing the two equations back into (B.2.3) and (B.2.4) derives the updating rules for

w;; and b at iteration k

wi;(k+1) = wi(k) — avial™ (B.2.7)
bik+1) = bi(k)— av! (B.2.8)
or in the matrix form
Wik +1) = Wk)—avi(@)T (B.2.9)
bl(k+1) = bl(k)—av (B.2.10)
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where

<¢-—
i
| &,

b
ml‘-

BE
855
aE
ol

€
L asle

(B.2.11)

Now the remaining task is to compute the sensitivities, v!. We will try to calculate

recursively v! from v*!. Let’s consider the following Jacobian matrix

sttt fsttl as‘,“”
ds; Js, Bsf\'rt
141 9skt! sttt 63‘2'"1
Os = ds; Js, 635\"
gst
85“’,1 aslt1 gslt1
nitl EH-] s ni+1
i Js; Js, Bsf\rl i
whose (7, j)-th element can be expressed as
1
Bs:"'l _ B(Ele wirlai-kbi."‘l) _ {+1-a_a;_
63_‘?- 8.9; v} 332
14101
- 1j 853-
- I+1 g1yl
= Wy (Sj)

(B.2.12)

(B.2.13)

where f! (s}) denotes the derivative of the activation function of the l-th layer, f!(s}) =

1(gl
—H—afai ), Thus, the Jacobian matrix in (B.2.12) can be rewritten as
z

where

E'x! (Sl) —

BSH—I

gst

[ (s
0

0

WE—HFI(SI)
0o ... 0
fish) - 0
0 - fi(sh

)

(B.2.14)

(B.2.15)

Finally, we can establish the recursive relation between the two consecutive sensi-

tivities, v/ and v**!. Applying chain rule in matrix form on v' (B.2.11) and utilizing

the result in (B.2.14) yield

_ B8E __ (ositI\T 9
- asl _( Bs! ) gstt!
— FI(SI)(WHI)TVE'H
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Appendiz B: MLP Structure and Notations

Equation (B.2.16) clearly shows how the sensitivities are propagated backward through

the network from the last layer to the first layer
A L | e & (B.2.17)

To complete the algorithm, the last sensitivity, v, is obtained directly from the error

function by

- 9 __ agd—a!T!d—-a!
? =

moT m
asT 0sT

N™ oy 2
) > AU Y P VY

oy Lo (B.2.18)
= s Bl a‘.)i%;(;_na_)

= —2(d; —a;)f™(s™) i=1,2..,Nm

This formula can be expressed in matrix form as
v™ = —2F™(s™)(d — a) (B.2.19)

In summary, a back-propagation algorithm for a MLP network includes the fol-

lowing steps in each iteration

1. Propagate the inputs forward through the network

a® = p (B.2.20)
altl = priwitigl 4 pitl l=1,..,m—1 (B.2.21)
a = a™ (B.2.22)

2. Propagate the sensitivities backward through the network

v® = —2F™(s™)(d — a) (B.2.23)
vl = Fish)(WHhHTyH l=m—1,..,1 (B.2.24)

3. Update weights and bias by steepest descent rules

Wik+1) = Wik)—av'(@™)T (B.2.25)

b'(k+1) b'(k) — av’ (B.2.26)

137



ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Appendix C

Proof of Lemma 4.2

Lemma Let (f,A) be a PNL mizture and (g, W) be a PNL separation structure,

where we have the following
e A is a regular matriz and has at least two nonzero entries per row or per column.
e fi,i1=1,2,..,n are differentiable invertible functions.

e W is a regular matriz.
o h; = g; o f; satisfies Vu € R, h;(u) #0, for alli=1,2,...,n.

Suppose that each source s; accepts a density function vanishes at one point at least,
and then, the output y of the separation structure has mutually independent compo-

nents if and only if the h; components are linear, and B is a separating matriz [202].

Proof of Lemma.

If h; = g; o f; are linear and B is a separating matrix, then components of y are
independent.

Conversely, if components of y, y;, are mutually independent. Denote by p; and
¢; the probability density function (pdf) of s; and y;, respectively, then the pdf of

random vector s can be expressed as

ps(s) = Hpa:(b’s)

n

= HQ&'(Z bz’jhj(z @jkSk)) - Hhi(z a;;s;) det Adet W| (C.0.1)
=1 j=1

k=1 i=1  j=1

for all s € R™.
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Appendiz C: Proof of Lemma 4.2

As it was assumed, there exists a point s° € R™ such that ps(s®) = 0. From (C.0.1),
given that Vi,Vu € R, h(u) # 0, there exists a point y° € R™ such that

[[a@) =0 (C.0.2)
i=1
and consequently, there exists [ € {1,2,...,n} such that

a(y)) =0 (C.0.3)

Now let H; € R™ be the hypersurface of the implicit function

> bhs (Y askse) = of (C.04)
J=1 k=1

From (C.0.1) we have
Vs € H;:ps(s) =0 (C.0.5)

where point s of H; is a transform of point x of the hyperplane P, of equation
> iy byz; = y) by a transformation A"Th™'(.).

Suppose that H; is not parallel to any of the n hyperplanes s;, =0, =1,2,...,n.
Then the projection of H; onto each axis consists of R. In fact, for each coordinate
s; € R, we can find sy,...,8i1, Sit1,...,5, € R"! such that h(As) € P,. Hence,
ps(s) = 0 for all s € R™, which is impossible since ps sum to 1.

Consequently, for each [ such that (C.0.3) holds, there exists m; € {1,2,...,n} such
that H, is parallel to the hyperplane s,,, = 0. This impose that for all sy, 9, ..., s,

T n
> o (Y agksi) =k, (5m,) (C.0.6)
i=1 k=1

where k,,,, is any function. Assume that (C.0.3) holds for alll = 1,2, ..., n, then (C.0.6)
is simplified by letting m; = . We have

D bihs(D ajesi) = kuls) (C.0.7)
j=1 k=1
Differentiating each equation with respect to s;, i = 1,2, ..., n yields
ky(s1) 0 hi (32121 aisi) 0
' =W A (C.0.8)
0 kn(sn) 0 R (2oi=1 Gnis:)
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Appendiz C: Proof of Lemma 4.2

Let us denote the above two matrices by D(s) = diag[k}(s1), ..., ki, (s,)] and B(s) =
diag[h} (3 1, a1i8i), -, hp (Do) @nisi)]) , respectively. For s; # s,, we have

D(s;) = WB(s))A (C.0.9)
D(s;) = WB(s;)A (C.0.10)

Eliminating W yields
D(s;) 'D(s;) = A7'B(s;) 'B(s2)A (C.0.11)

Recall that D(s) and B(s) are two diagonal matrices, then (C.0.11) can be rewritten
as

AA(sy,s2) = AS(sy,82) (C.0.12)
where A and §2 are diagonal matrices. Hence, for each i, j we have
aij(A;;(s1,82) — wii(s1,82)) =0 (C.0.13)

Since A is regular, for each column j, there exists at least one i = o(j), where o is a

permutation, such that a,;); # 0. Thus

V3 : Ajj(s1,82) = wa(j)a(j)(slas2) (C.0.14)

Suppose that there exists another nonzero entry on column j: a,;; # 0, where a is a

permutation, and a(j) # o(j), then we have

Aji(S1,82) = Wa(s)a(i)(51,52) = Wo(j)o(5)(S1,52) (C.0.15)

Fixing s, at a constant value and setting s; = s, a variable, yields

hi}(i)(z Qa(5)iSi)) = thiy(j}(z o (5)iSi)) (C.0.16)
=1 i=1

where C; is a constant. Since a(j) # o(j) and A is regular, the two linear forms

involved in (C.0.16) are independent. Hence
ho) (@) = Cihe ;) (v) Vz,y € R (C.0.17)

This equation clearly shows that h,(;) and h(;) are linear. Similar results are obtained

by considering two nonzero entries of the rows of A.
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Appendiz C: Proof of Lemma 4.2

It was supposed that functions h; and their inverses are defined all over R.. It is
nonrestrictive since if an h; was defined only on a subset K; C R, then the pdf ps
would be zero whenever As ¢ R"! x K. The same reasoning holds for the inverse,
hit.

Since h; are linear, the problem reduces to a linear source separation problem, and

W is a separating matrix. O
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