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ABSTRACT

While autonomous vehicles are vital components of intelligent transportation systems, ensuring the
trustworthiness of decision-making remains a substantial challenge in realizing autonomous driving.
Therefore, we present a novel robust reinforcement learning approach with safety guarantees to attain
trustworthy decision-making for autonomous vehicles. The proposed technique ensures decision trust-
worthiness in terms of policy robustness and collision safety. Specifically, an adversary model is learned
online to simulate the worst-case uncertainty by approximating the optimal adversarial perturbations on
the observed states and environmental dynamics. In addition, an adversarial robust actor-critic algorithm
is developed to enable the agent to learn robust policies against perturbations in observations and
dynamics. Moreover, we devise a safety mask to guarantee the collision safety of the autonomous driving
agent during both the training and testing processes using an interpretable knowledge model known as
the Responsibility-Sensitive Safety Model. Finally, the proposed approach is evaluated through both
simulations and experiments. These results indicate that the autonomous driving agent can make

trustworthy decisions and drastically reduce the number of collisions through robust safety policies.
© 2023 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and
Higher Education Press Limited Company. This is an open access article under the CC BY license

(http://creativecommons.org/licenses/by/4.0/).

1. Introduction

In recent years, autonomous vehicles have gained momentum
with the rapid development of emerging technologies such as
advanced mobile communication [1]| and artificial intelligence
(AI) [2], and are expected to revolutionize human mobility and
transportation systems [3-5]. However, real-world traffic scenar-
ios involve unpredictable noise or uncertainties, making it chal-
lenging to ensure the robustness and safety of driving policies.
Hence, the trustworthiness of autonomous driving raises major
concerns for various institutions and the general public [6-8].
Given these intricate challenges, meeting the rigorous require-
ments and high expectations pertaining to autonomous driving
remains a significant concern [9-11].

The decision-making system can be likened to the brain of an
autonomous vehicle, primarily responsible for determining the
optimal driving mode or policy based on perception information
[12-14]. Numerous studies have reported advances in decision-
making methods for autonomous driving [15-17]. The finite-state
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machine (FSM), a rule-based technique, is the most popular
approach for developing decision-making systems [18,19].
Although such a scheme is simple to implement and interpret, it
relies heavily on the prior knowledge of specialists, thus making
it difficult to design driving rules for complex traffic scenarios.

As a vital component of modern Al technologies, reinforcement
learning (RL) provides a feasible and effective paradigm for solving
complex sequential decision-making tasks via interactions with an
environment [20-22]. Consequently, several studies have
attempted various RL methods to address the sequence of autono-
mous driving tasks [23-25]. Researchers have leveraged RL algo-
rithms to learn lane-change policies for autonomous driving
[26,27]. For instance, a lane-change decision-making framework
for autonomous vehicles was developed using a risk-awareness-
prioritized replay deep Q-network (RA-PRDQN) method [28]. A
safe lane-change decision scheme for autonomous driving was
developed using an RL approach with a rule-based safety verifica-
tion [29]. Some studies have employed RL algorithms to learn opti-
mal target speeds or speed patterns (e.g., acceleration,
deceleration, and maintenance) of autonomous vehicles [30,31].
For example, a cooperation-aware on-ramp merging decision-
making scheme for autonomous vehicles was developed using
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the belief-state RL method [32]. The subgoal-based speed patterns
of autonomous vehicles were determined using a state-attention-
model-based hierarchical RL approach [33]. To ensure the robust-
ness of the on-ramp merging policies against environmental uncer-
tainties, a robust decision-making solution for autonomous driving
was proposed using a constrained adversarial RL technique [34].
Many researchers have leveraged RL algorithms to simultaneously
learn optimal lane-change policies and speed patterns of autono-
mous vehicles [35-37]. For instance, longitudinal and lateral
decision-making behaviors for autonomous driving can be learned
via a double deep Q-network (DDQN) with a short-horizon safety
checker [38], while target speeds and lane-change policies of
autonomous vehicles can be determined using a hierarchical
program-triggered RL technique based on multiple agents [39]. In
another study, a trustworthy improvement RL scheme with a
rule-based policy was developed to enable an autonomous driving
agent to learn safe longitudinal and lateral driving velocities [40].

Although existing research on driving decisions has achieved
numerous compelling results that can enhance the performance
of autonomous vehicles, there is still room for improvement and
perfection in terms of trustworthiness. Moreover, most studies
assume that traffic scenarios are devoid of environmental uncer-
tainty or involve only one specified type of uncertainty. Unfortu-
nately, real-world scenarios involve substantial and inevitable
uncertainties that can cause autonomous driving agents to make
undesired or even unsafe decisions. In real-world traffic scenarios,
multiple sources of uncertainty, such as observational noise and
environmental changes, may coexist, leading to complex and chal-
lenging driving situations. Hence, policy robustness against multi-
ple uncertainties should be considered in the autonomous driving
domain. However, few studies have addressed the challenge of
guaranteeing the safety of RL-based autonomous driving agents
during training and testing in stochastic dynamic traffic flows with
adversarial environmental uncertainties.

Consequently, all the above insights motivated us to explore a
new technique to ensure the trustworthiness of autonomous driv-
ing decisions, including policy robustness and collision safety. In
this study, we introduce a novel robust RL approach with safety
guarantees (RRL-SG) aimed at achieving trustworthy decision-
making for autonomous vehicles. The main contributions of this
study are summarized as follows:

(1) An adversarial agent is trained online to model the
worst-case multiple uncertainties by approximating the optimal
adversarial perturbations for both observed states and environ-
mental dynamics. An adversarial robust actor (ARAC) algorithm
is developed to enable the agent to learn robust policies against
observational noises and environmental changes.

(2) Using an interpretable knowledge model proposed by Intel,
Responsibility-Sensitive Safety (RSS) [41,42], a safety mask is
developed to guarantee the collision safety of the autonomous
driving agent during both the training and testing processes, which
can transform the probability corresponding to an unsafe decision
into zero (i.e., a safe action space is formed by shielding risky
actions).

(3) Numerical simulation results with Simulation of Urban
Mobility (SUMO) [43] indicate that the proposed RRL-SG approach
guarantees the trustworthiness of autonomous vehicles in stochas-
tic dynamic traffic flows with adversarial environmental perturba-
tions. Experiments using a real autonomous vehicle further
confirm the effectiveness of the proposed technique.

The remainder of this paper is organized as follows. Section 2
describes the proposed RRL-SG solution. Section 3 presents details
of the technical implementation. Section 4 details the simulations
and experiments, and analyzes the resulting performance. Finally,
Section 5 concludes the study.
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2. Methodology
2.1. Overview

In this section, we provide an overview of the proposed tech-
nique. Fig. 1 illustrates a block diagram of our RRL-SG framework
designed to realize trustworthy decision-making for autonomous
vehicles. 4; and 4} represent the optimal adversarial perturbations
on observed states and environmental dynamics, respectively. M;,
s, a, 1, and 7 denote the safety mask, state, action, reward, and pol-
icy of the agent, respectively. 7, represents a safe policy. t is the
time step and T is the last time step. 4, y, 8, and Q™ denote the envi-
ronmental uncertainty, discount factor, weight, and action-value
function in our optimization objectives, respectively.

The input of the adversary model is the state s of the agent, and
its output contains adversarial perturbations 4; and 4. 4; simu-
lates the worst-case observational noise, which aims to maximize
the average variation distance on perturbed policies. Moreover,
4y models the worst-case environmental dynamics uncertainty,
which seeks to minimize the expected return of the agent.

The input to the RSS-based safety mask is state s of the agent. A
safety mask can create a safe action space by shielding it against
risky actions. Hence, the autonomous driving agent interacts with
the environment through actions sampled from safety policy 7.
The ARAC algorithm enables an agent to learn robust policies
against perturbations in observations and dynamics.

Our autonomous driving agent was an intelligent vehicle col-
ored gold, as shown in Fig. 1. Furthermore, the surrounding vehi-
cles of other colors were controlled using an intelligent driving
model (IDM) based on SUMO. The action space of our autonomous
driving agent is discrete, encompassing five distinct decision-
making behaviors: maintaining the current state, accelerating,
decelerating, and changing lanes to either the left or the right.

2.2. Adversary model

The adversary model aims to generate optimal adversarial per-
turbations in the observed states and environmental dynamics.

To measure the variations in the policy caused by adversarial
perturbations on observations, we leverage the Jensen-Shannon
(JS) divergence, which can be considered a symmetrized and
smoothed Kullback-Leibler (KL) divergence [44,45]. One of its
key characteristics is that the JS divergence binds the distance
between the two probability distributions to within 1.0. Thus,
the objective function related to the perturbations in the observa-
tions, J,, can be defined as follows:

Jols, . 45) = Dys[(als) | (a5)]
= Dy[m(als) |7 (als + 4o )]

1 1 ~
= 5 Dua[7(als)|[M] + 5 D [m(als + 4o)||M]

1 ~
M =3 [m(als) + m(als + 4o)] (2)
where Djs represents the distance based on the JS divergence, Dy,
denotes the distance based on the KL divergence, 4, represents
the perturbation on observations, M is an expression regarding

the agent policy and perturbed policy, and s and a are the state
and action perturbed by 4,, respectively.

In this study, the adversarial perturbation of the dynamics
attempted to minimize the expected return of the agent. We lever-
age an action-value function Q" (s) to estimate the expected return
based on a pair of the state s and the action a when the agent
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Fig. 1. Schematic of the proposed RRL-SG framework for trustworthy decision-making of autonomous vehicles. 4;: the optimal adversarial perturbations on observed states;
Aj: the optimal adversarial perturbations on environmental dynamics; M;: the safety mask of the agent; s: the state of the agent; a: the action of the agent; r: the reward of
the agent; 7: the policy of the agent; 7;: a safe policy; t: the time step; T: the last time step; 4: the environmental uncertainty; y: discount factor; : weight; Q™: action-value

function; E: mathematic expectation; J;: the objective function of the adversary.

follows the policy 7. As the action space of our agent is discrete, the
input to the action-value function Q"(s) does not include the
action a. Hence, the objective function related to the perturbations
on dynamics, J4, can be designed as

Ja(s,Q", 4q) = 44Q"(s5) 3)

where A4 represents the perturbation of dynamics in the form of a
probability distribution. Furthermore, the objective function of the
adversary, J 4, can be defined as

.]A(S7 T, QTE,A) = (OC - 1) o(sv 7thO) + OC]d(S7 QT[7ACI) (4)

where o € (0,1) denotes a weight, 4 = [4,, 44] represents the envi-
ronmental uncertainty.

The optimization problem with regard to the adversary model
can be formulated as

A" € arg minE[],(s, 7, Q", 1)), )
subject to |4, < 11y, ]4a] <1,

where A* represents the optimal environmental uncertainty, the
notion of “argmin”, which stands for argument of the minimum,
and #, and 7, denote the bounds of the perturbations on observa-
tions and dynamics, respectively. Hence, the adversarial agent aims
to maximize J, and minimize J,.

To simplify the aforementioned constrained optimization prob-
lem, we constrained the magnitude of the perturbations using the
hyperbolic tangent and softmax functions. Specifically, the pertur-
bations on observations and dynamics can be represented as
Ao = ntanh(x(s; 0)], 44 = softmax|x(s; 0)], respectively. In addition,
1 represents the scale factor, x denotes the output of the hidden
layer of the adversary network, and 0 represents the adversary
model parameter.

Consequently, to determine the optimal adversarial perturba-
tion, Eq. (5) can be converted into
0" € arg mainE[]A(& 7,Q%;0)] (6)
where 0* represents the parameters of the optimal adversary
model. Clearly, the optimal adversarial perturbations on observa-
tions and dynamics can be expressed as 4; = ntanh[x(s; 0*)], 4} =
softmax|x(s; 0*)], respectively.

79

2.3. RSS-based safety mask

In this section, a safety mask is developed using an inter-
pretable RSS model to guarantee the collision safety of autono-
mous vehicles.

To consider driving comfort, we leveraged the jerk-bounded RSS
model [42] proposed by Intel to design a safety mask. This model
describes the following braking processes: a vehicle starts decreas-
ing its acceleration with a maximum jerk j., until it reaches a
minimum deceleration an;,,, and then the vehicle continues to
brake with the deceleration an;,; until reaching a full stop. The

jerk-bounded RSS model, DX | yields the following expression for

min

the minimum safe distance between front and rear vehicles:

2
Ut

- 2|amax‘f|
7)

where a; is the initial acceleration of the rear vehicle; »; and v,
denote the initial speeds of the front and rear vehicles; amaxs

_ _ 2
Ur%+1ari2 (yr +arT7%JmaXT2)
2!‘lmin,rl

RSS _
D 2

min —

1. -
- 6]maxT3 +

denotes the maximum deceleration of the front vehicle; T repre-
sents the time from the beginning until the rear vehicle’s decelera-
tion first equals ap,, or its speed decreases to zero.

We illustrate the proposed safety mask technique using the two
cases shown in Fig. 2. As shown in Fig. 2(a), if the distance from the
front vehicle in the same lane (denoted Ds) is less than or equal to

DR the mask will transform the probability corresponding to the
acceleration decision-making (denoted a*) to zero (i.e., the safe
action space including a!,a?, a3, and a°) is formed by shielding
the risky action a*. Although only the minimum longitudinal safe
distance model is provided in Ref. [42], we can still employ this
model to evaluate the lane-change risk if we assume that the vehi-
cle can move laterally to the target lane instantaneously. Such an
assessment is risky because the distance between the two vehicles
may be further shortened during lane changing. Here, we designed

a simple minimum lateral safety distance model based on DX as
follows:

N RSS

D&Sli = Dnin 8)

where ¢ represents a scale coefficient greater than 1.0, and Dﬁi
denotes the minimum lateral safety distance model.
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Fig. 2. Illustration of the RSS-based safety mask for trustworthy driving decisions. (a) Schematic diagram of longitudinal safety guarantees. (b) Schematic diagram of lateral
safety guarantees. (c) Schematic diagram of combined safety guarantees. a', a2, @, a*, and a® represent changing lanes to the right, changing lanes to the left, keeping the
current state, accelerating, and decelerating, respectively. D;: the distance from the front vehicle in the same lane; Dﬁfii: the minimum lateral safety distance model; D,: the
distance from the rear vehicle in the left lane; D,: the distance from the front vehicle in the right lane.

In Fig. 2(b), if the distance from the rear vehicle in the left lane

(denoted D) is less than or equal to Dl:ii, the mask transforms the

probability corresponding to the left lane-changing decision (de-
noted a?) to zero.

In Fig. 2(c), when the distance from the rear vehicle in the left
lane (denoted D), distance from the front vehicle in the right lane
(denoted Dy, ), and distance from the front vehicle in the same lane
(denoted Dy) are less than or equal to their corresponding minimum
safety distances, the mask transforms the probability correspond-
ing to the left lane-changing (denoted a?), right lane-changing (de-
noted a'), and accelerating (denoted a*) decisions to zero.

Algorithm 1 provides an overview of the design of our RSS-
based safety-mask module, where D,,Dy, Dy, and D, represent

the distances from the rear, front-left, front-right, and rear-right

3 . . RSS RSS ~RSS ~RSS ~RSS ~RSS
vehlcles, respectlvely, D D Dmin,f17 Dmin,rl7 Dmin,fr' and Dmin,rr

min,f» ~'min,r»
denote the minimum safe distances from the front, rear, front-
left, rear-left, front-right, and rear-right vehicles, respectively.
Moreover, M;[m| denotes the m-th element in safety mask M;.
The mask element associated with the hazardous action is assigned
a negative infinity value.
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Algorithm 1. RSS-based safety mask.

Input: State of the autonomous driving agent
Initialize a mask Ms = [0, O, 0, 0, 0]
if D; < DX ; then

min,f
M;[4] = —co *Mask accelerating decision-making
end if

if D, < D> . then
M;,[5] = —co *Mask decelerating decision-making

end if
. =RSS =RSS
if Dy < Dping OF Dy < D then

M;[2] = —co *Mask left lane-changing decision-
making
end if
if Dg < Darsiiﬁ or D, < D> | then
M;[1] = —co *Mask right lane-changing decision-
making
end if
Output: M,
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2.4. ARAC-critic

2.4.1. Safe robust Markov decision process (MDP)

A MDP provides a mathematical paradigm for RL problems,
aiming to find optimal policies [46]. In this section, the existing
standard MDP mathematical formalism is extended to explicitly
model the behavior of an autonomous driving agent under adver-
sarial perturbation and a safety mask. Here, we introduce a safe
robust MDP (SR-MDP) defined as follows:

A SR-MDP can be defined via a seven-tuple [S, A, p, 1, 4, M, y]
with state space S, action space A, state transition probability p,
reward function r, safety mask M;, environmental uncertainty 4
and discount factor y € (0, 1).

In our study, SR-MDP attempts to solve the following problem:

V(S ) + Bla(Se, T(se), Q7 (t), 4) 9)

where T is the last time step, and 8 > 0 is a trade-off coefficient.

We employ a novel policy iteration (PI) algorithm—known as
the safe robust PI (SR-PI)—to solve the SR-MDP. The SR-PI method
comprises two critical phases: safe-robust policy evaluation and
robust policy improvement. Furthermore, both phases were
updated iteratively until convergence was achieved.

max mm E|XLoy

2.4.2. Safe robust policy evaluation

In the safe robust policy evaluation stage, we aim to estimate
the expected return of the policy m under environmental uncer-
tainty 4. For a fixed policy, the action-value function Q™(-) can
be approximated iteratively by employing the following Bellman
backup operator 7 ™4:

TTAQ (5¢) = (s, ar) + PE[V™ (s¢41)] 1o
where
VP(Ste1) = T0(Sec1)Q7 (Ste1) + Bla(St1, W(St41), Q7 (St1), 4) (I

denotes the value function of the agent based on 7 under the adver-
sarial perturbations.
Here, we can rewrite Eq. (1

TQ7(s) = TalSe, ) + P7(St+1)Q" (Se41) (12)

where rq(S;, ar) = (s, a;) + yBJ4(-) is the augmented reward. Hence,
the convergence of our policy evaluation can be guaranteed by
drawing upon findings related to policy evaluation convergence in
standard RL algorithms.

To enhance the efficiency of model training, we employ two
parameterized action-value functions with parameters ¢°,
p € {1,2}. The parameters of the two action-value functions can
be optimized by minimizing the following objective function con-
cerning the critic network:

Jo(#") = E [ = Q"(s: "))

where T, represents state transitions sampled from the replay buffer
2, and y# denotes the target value of the action-value function with
the uncertainty at the time step t, ] is the function for optimizing the
critic network. A smaller value is used for both action-value
functions to mitigate the overestimation of the value function
during the training of the critic network. As aresult, y4 can be defined
as:

0) as:

(13)

YA =1(s, @) + Y7(Se11) Q% (St BP)
B4 (St T(Se1), QP (Se1: D7), 4)

where Q“(s; ¢P) is the target action-value function with the parame-

(14)

ter ¢P, ng(s ¢P) represents the smaller value of both the target

action-value functions, for example, Qmm(s; ¢P) = 1‘1‘{1111‘21) Q" (s; §P).
pefl,
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Here, the gradient of Eq. (13) can be derived as:

Vido(@”) = Ve | E [ = Q7(s::¢"))’) 1
=2, E [ = Q"(s::¢))VirQ"(51:0")]
Furthermore, we can update ¢? via Polyak averaging:
O — pud? + (1 - )¢ (16)

where u € (0,1) denotes a scale coefficient.

2.4.3. Safe robust policy improvement

In the safe robust policy improvement stage, we attempt to opti-
mize the policy given the action-value function Q”(-) under the
adversarial perturbations. Since the action-value function Q" (s) is
employed to estimate the expected return based on a pair of the state
s and the action a when the agent follows the policy 7, the optimiza-
tion problem Eq. (9) can be rewritten as:

max n}‘in ElJ(m, 4)) (17)

where J(-) represents the objective function of the proposed SR-
MDP, and (7, 4) = 7(s)Q"™(s) + I 4(s, 7, Q", 4).

Consequently, the optimal policy m* and optimal adversarial
perturbation 4* for the observed states and environmental dynam-
ics can be approximated using the following alternating procedure:
Firstly, fix a policy 7, then solve the optimal adversarial perturba-
tion A* through minimizing J(7, 4). Secondly, with 4%, learn the
optimal policy n* through maximizing J(m, 4"). According to Eq.
(17), the following relational expression is derived:

A" =argmAin E[J(m, 4)) (18)

' = argmax E[J(m, 4")] (19)

We observe that Eq. (17) represents a zero-sum game. In addi-
tion, the theoretical results [47-49] were established to guarantee
the convergence of solutions for a zero-sum game, which can also
ensure the convergence of our policy improvement.

To decrease the learning error of the policy m, we utilize the
double Q™(-) trick in Ref. [50]. Consequently, the policy model
parameter 6 can be learned by maximizing the following objective
function concerning the actor network:

J2(0) = | E ({56 0)Qun(s1: )
+:B]A (5[7 TC(S[; 6) Qgin(s; ¢p)7 A)}

where Q. (s; ¢”) represents the smaller value of both the action-
value functions, for example, Q[ (s; ¢") = ”{‘1“}} Q" (s¢; ¢"), ] is the
pe{1,

(20)

function for optimizing the actor network.
We are able to derive the gradient of Eq. (20), as follows:

Valo(0) = Vo E [(s1: 0)Qrin(51:¢")

+ﬂJA(Sf7 (5[7 )Qmm(svd)p)vA)]
TSE%,[V(’TC(SL ) mm(sfv ) + (OC - 1)ﬁvﬂjo(5t7

L IVam(s:: 0)Qin(s1: 67)
+5 (= 1)B(VoDwe(m(als; 0)[IM(s; 6))
+ VoD (T(@ s + Ao; 0)[M(s; 0))]

7(st; 0))]

21)
In addition, according to Egs. (4) and (5), the adversary’s model
can be optimized by minimizing the following objective function:

J7(0) = LE [a(se; 7(56; 0), Quuin(51: ¢7); 0)]
=l = 1)) (5, 70(5:): 0) + ta (St Quuin (5t ¢7): 0)]

where 0 represents the adversary model parameter, J. is the func-
tion for optimizing the adversary network.

(22)
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Here, the gradient of Eq. (22) can be derived as:
V@J;}(é) = V?) TE’/}UA (sh 7'C(St; 0)7 Q;lﬂn(sﬁ (bp); B)]

= Vo E [(0=1)]o(t, 7(s0); 0) + oo (S, Quin(St5 ¢7): 0)]

g

= Vo E [;(2—1)(Da(m(als)[M(s;0)

+Dia(TH(@ s + Ao(5: 0)) [M(5: 0)) + 0tAq(s: 0)Q"(5)]

LE (2= 1)(ViDa (m(als) [M(s: 0))

+VyDie((as + Ao(s;0))[M(s; 0)) + oV, 44(s; 0)Q7 ()]
(23)

3. Technical implementation
3.1. Algorithm

Here, we provide a detailed introduction to the implementation
specifications of the proposed technique. Algorithm 2 outlines the
RRL-SG approach for trustworthy autonomous driving decision-
making. The initial model parameters for the actor, adversary,
and critic were set using a random distribution. In terms of
interaction with the environment, our agent interacts with the
environment based on actions sampled from the safety policy
7. In terms of policy learning, an agent policy can be optimized
by combining Egs. (13), (16), (20), and (22). d; represents a com-
pleted signal, implying that the ego vehicle encounters a collision
at time step t. The details of the neural networks and hyperparam-
eters are provided in Table S1 in Appendix A.

Algorithm 2. Robust RL with safety guarantees.

Initialize actor model parameters 0, adversary model
parameter 0, critic model parameters ¢! and ¢, target

action-value function parameters (])] — ¢'and Q)Z — ¢
and an empty replay buffer B
for episode stepe=1,2,...,E do
Reset state sg
for time step in the environment t =1, 2,..., T do
Determine a safe policy 7y(s;; 0) via Algorithm 1:
Ts(Se; 0) = softmax(m(se; 0) + Ms)
Select an action via the safe policy 7y(s;; 0):
ar ~ (S, 0)
Execute a, in the environment and receive a transition:
Ste1s Tty de ~ D(St+1|S0 @)
Store the transition in the replay buffer B:
B — B U {(st s, T, St+1, dr)}
end if
for gradient stepg =1, 2,..., Gdo
Sample a batch of transitions from the replay buffer B
Update the actor model parameters via Eq. (21):
0 — V(I]n(e)
Update the critic model parameters via Eq. (15):
@' Vo1 Jolo"), @® —Vy2 Jolo?)
Update the target action-value function parameters via
Eq. (16):
-1 -1 —2 -2
¢ —pp +(1-e', ¢ —pp +(1-pwe?
if g mod o then
Update the adversary model parameters via Eq. (23):
00—V ]7}(0)
end if
end for
end for
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3.2. State space and action space

Designing the state, action, and reward functions of the autono-
mous driving agent was essential to implement the proposed
scheme. In this study, we consider the relevant states of the six
nearest social vehicles in the ego vehicle lane and adjacent lanes
as observations for the autonomous driving agent (i.e., the ego
vehicle). The state space of the autonomous driving agent has 15
dimensions, including the relative distance and velocity of the sur-
rounding social vehicles and the velocity, acceleration, and lane
index of the ego vehicle. The lane index is the index of the lane
where the ego vehicle is located.

The action space of our autonomous driving agent is discrete
and contains five decision-making behaviors: changing lanes to
the right, changing lanes to the left, maintaining the current state,
accelerating, and decelerating. According to the research results in
Ref. [51], typically, the acceleration of the vehicle operated by a
normal driver does not exceed 1.47 m-s~2, and the deceleration
is not less than —2 m-s2. Consequently, when our autonomous
driving agent executes acceleration decision-making, the ego vehi-
cle will accelerate at a fixed acceleration of 1.47 m-s~2. Moreover, if
the agent performs the decelerating decision-making, the ego vehi-

cle decelerates at a fixed deceleration of —2.00 m-s2.

3.3. Reward function

The reward function plays a pivotal role in the performance of
the RL agents. Our reward function was designed by considering
factors related to travel efficiency, driving safety, and passenger
comfort. Specifically, we encouraged autonomous driving agents
to operate at high speeds. In addition, we penalized the agent if
its driving policy caused a collision. An autonomous driving agent
is subject to penalties if it performs high-speed lane-change
maneuvers. Eq. (24) is the designed reward function r(-), where e
denotes the natural logarithm, and v, is the ego vehicle speed.
Moreover, A = {vehiclechangeslane}, B= {7, >30}, and
C = {collision} are the event sets. Here, collision refers to the col-
lision between an ego vehicle and the surrounding social vehicles.

e?/35-1 _ 94/350 AABA-C=1
0 = e®/35-1 0.5 1,/100 ~(AAB)AC=1

e?/3-1 _ 94/350 - 0.5 — /100 AABAC =1

ev/3>-1 otherwise

(24)

4. Simulations and experiments
4.1. Baseline

We set up comparisons with state-of-the-art RL agents in both
simulations and experiments to benchmark the RRL-SG approach
for trustworthy autonomous driving decision-making.

As the dueling DDQN (D3QN) is a state-of-the-art Q-learning
algorithm [52,53], D3QN was adopted as one of the baselines in
this study. Moreover, we leverage the proximal policy optimization
(PPO) [54], soft actor-critic (SAC) [50,55], and observation adver-
sarial RL (OARL) [56] algorithms as competitive baselines, repre-
senting state-of-the-art on-policy, off-policy, and robust RL
technologies, respectively.

4.2. Metric
We employed the expected return to assess the comprehensive

performance of the autonomous driving agents. The average run-
ning speed and number of collisions were utilized to evaluate the
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travel efficiency and traffic safety of autonomous vehicles. In addi-
tion, Eq. (1) is used to measure policy robustness against adversar-
ial perturbations, implying that the smaller the policy change
attacked by the adversary, the stronger the robustness of the
policy.

In the on-ramp merging scenario, in addition to the above met-
rics, we assessed the vehicle performance using the merging suc-
cess rate. In this study, a successful on-ramp merging was
defined as a vehicle entering the main lane completely from the
ramp without experiencing any collisions within a test episode.

4.3. Simulations with SUMO

To assess the performance of the proposed decision-making
technique for autonomous vehicles, we implemented model train-
ing and testing using the SUMO simulator. We leveraged SUMO to
create stochastic dynamic traffic flows with different densities in
highway and on-ramp merging scenarios. In addition, we trained
five different runs of each approach with different random seeds
and 400 episodes in a highway scenario with a normal-density
traffic flow (P = 0.12). P denotes the probability of starting the vehi-
cle in seconds. The maximum time step for each episode is 200 s.
The maximum traffic speed for all the lanes was set to 35.0 m-s™ .

Unlike the highway scenario, the on-ramp merging scenario
was utilized only for model testing.

4.3.1. Highway scenario

Fig. 3 illustrates our evaluation scheme for the highway sce-
nario. An ego vehicle is the golden RL-driven autonomous vehicle.
Pis set as 0.06, 0.12, and 0.24 to produce the traffic flows with low,
normal, and high densities, respectively. Autonomous driving
agents were trained only in traffic flows with normal density. In
the model-testing phase, traffic flows with low, normal, and high
densities were leveraged for assessment. Each trained agent (in-
cluding different random seeds) was evaluated for over 100 epi-
sodes. Each evaluation calculated the average metrics for ten
episodes in testing. As we employ stochastic dynamic traffic flows,
the environmental dynamics are continuously changing. To further
verify policy robustness, each autonomous driving agent was
attacked by optimal adversarial observational perturbations from
the trained adversary during model testing. In other words, unlike
the model training phase, in the test case with adversarial attacks,

the autonomous driving agent receives states s perturbed by the
adversary model.

Fig. 4 shows the learning curves of the proposed RRL-SG method
and the baselines for normal-density stochastic dynamic traffic
flows. Overall, the results indicate that the proposed scheme out-
performs the baselines in terms of return and safety. Clearly, our
autonomous driving agent drastically reduces the number of colli-
sions and enhances the learning efficiency during model training
compared with the baselines because the proposed RSS-based
safety mask forms a safe action subspace by shielding it against
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risky actions. Thus, sampling actions from the safe action subspace
ensures decision safety and avoids redundant exploration.

During model testing, the final policy models based on five ran-
dom seeds were evaluated for each method. Qualitatively, we
report the average metrics in Table 1 for the model evaluation
results. Bold numbers indicate the best values for each metric. In
general, the results indicate that the RRL-SG agent surpasses the
baseline by a large margin for all tasks in terms of robustness and
safety. In contrast to the baselines, the ]S divergence is approxi-
mately zero for changes in the RRL-SG policy attacked by the adver-
sary model in the three stochastic dynamic traffic flows with differ-
ent densities, implying that the RRL-SG policies were hardly
affected by adversarial attacks. Moreover, unlike the D3QN, PPO,
SAC, and OARL autonomous driving agents, the RRL-SG agent did
not cause collisions in any of the test cases.

More specifically, in low-density traffic flows with and without
adversarial attacks, the OARL autonomous driving agent performs
comparably to the OARL agent and outperforms the D3QN, PPO,
and SAC agents by a large margin in terms of return. In normal-
density traffic flows without adversarial attacks, compared to the
D3QN, PPO, SAC, and OARL agents, the RRL-SG agent gains approxi-
mately 22.31%, 7.22%, 10.34%, and 1.97% improvements with
respect to the return, respectively. In high-density traffic flows
without adversarial attacks, compared to the D3QN, PPO, SAC,
and OARL agents, the returns of the RRL-SG agent improved by
approximately 78.63%, 47.41%, 25.45%, and 13.84%, respectively.
Additionally, in high-density traffic flows with adversarial attacks,
compared with the D3QN, PPO, SAC, and OARL agents, the return of
the RRL-SG agent was enhanced by approximately 7669.57%,
2666.25%, 511.57%, and 8.99%, respectively.

Fig. 5 illustrates the performance of the D3QN, PPO, SAC, OARL,
and RRL-SG autonomous driving agents in stochastic dynamic traf-
fic flows with different densities and attack situations. As shown in
Fig. 5, adversarial attacks based on trained adversary models dis-
tinctly impact the comprehensive performance, travel efficiency,
and safety of autonomous vehicles driven by baseline agents. For
instance, in normal-density traffic flows, compared to the case
without adversarial attacks, the number of collisions of the
attacked D3QN, PPO, SAC, and OARL autonomous driving agents
increased by approximately 358.82%, 583.33%, 1378.57%, and
5.71%, respectively. In contrast, the proposed RRL-SG autonomous
driving agent performed consistently across all test cases, with
zero collision accidents recorded.

Here, we empirically assessed policy robustness against pertur-
bations in environmental dynamics by calculating the mean square
deviation of returns for each method across all testing scenarios,
including various traffic densities and attack scenarios. According
to Table 1, the mean square deviations of the returns for the
D3QN, PPO, SAC, OARL, and RRL-SG agents across all testing cases
are 31.23, 16.11, 39.60, 12.73, and 7.50, respectively, indicating
that the RRL-SG agent was the least affected by environmental
changes compared to the baselines. In other words, the RRL-SG pol-
icy is robust and safe and exhibits stability, thus highlighting the

Low-density traffic flows
P=0.06 & testing

Normal-density traffic flows
P=0.12 & training & testing

High-density traffic flows
P=0.24 & training

Adversary

Fig. 3. Evaluation scheme based on highway scenarios with stochastic dynamic traffic flows and adversarial attacks. s: states perturbed by the adversary model.
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Fig. 4. Learning curves of autonomous driving agents in the normal-density stochastic dynamic traffic flows. (a) Return; (b) speed; (c) number of collisions.

Table 1

Statistical results of autonomous driving agents in the highway scenario with stochastic dynamic traffic flows under different densities and attack situations.

Method  Metric Low-density traffic flows Normal-density traffic flows High-density traffic flows
Without attacks ~ With attacks Without attacks ~ With attacks Without attacks ~ With attacks

D3QN Return 151.64 + 25.67 34.89 + 42.83 148.72 + 32.69 17.21 £ 32.97 100.82 + 38.53 2.30 £ 14.71
Speed 27.78 + 4.95 16.33 £9.17 27.08 + 6.15 13.09 + 8.04 21.82 +5.90 10.08 + 6.04
Robustness — 0.17 £ 0.07 — 0.21 £ 0.07 — 0.22 + 0.07
Number of collisions  0.68 + 1.17 3.70 £ 3.29 1.02 + 145 4.68 + 3.27 2.84 +2.28 6.24 + 2.51

PPO Return 178.99 £ 11.10 59.91 + 21.00 169.65 + 16.15 31.24 £ 16.70 122.17 £ 27.04 6.46 + 4.64
Speed 32.65 + 0.46 23.06 + 2.76 32.24 + 0.56 17.45 £ 4.93 30.10 £ 1.29 8.01 +4.43
Robustness — 0.21 £ 0.03 — 0.23 £ 0.03 — 0.25 £ 0.03
Number of collisions  0.88 + 0.89 7.86 £ 1.22 132+1.14 9.02 £ 1.10 4.24 + 1.96 9.92 +0.27

SAC Return 17441 +23.44 128.64 + 66.03 164.85 + 23.63 81.20 + 58.03 143.55 + 22.25 29.22 + 44.26
Speed 30.56 + 3.51 26.40 + 7.61 29.09 + 3.75 21.61 +9.28 25.83 +3.73 9.97 +7.87
Robustness — 0.21 £ 0.21 — 0.26 + 0.22 — 041 +0.23
Number of collisions  0.06 + 0.24 1.30 + 2.02 0.28 + 0.57 414 +3.35 0.72 + 1.11 6.42 £ 3.90

OARL Return 190.53 + 1.88 187.06 + 5.44 178.38 + 10.33 179.49 + 14.28 158.20 + 21.91 163.96 + 22.56
Speed 33.04 + 0.26 32.83 £0.39 3230+ 0.73 32.72 £ 042 31.65 * 0.95 31.98 + 0.76
Robustness — (5.06 +3.16) x 1074  — (7.05 + 4.27) x 1074 — (1.29 £ 0.73) x 103
Number of collisions  0.02 + 0.14 0.22 + 0.41 0.70 £ 0.78 0.74 + 1.00 2.18 + 1.65 1.58 + 1.44

RRL-SG  Return 189.91 + 1.66 185.98 + 8.38 181.90 + 5.03 175.27 + 17.30 180.09 * 5.07 178.70 + 7.56
Speed 32.88 +0.36 32.02 +1.82 31.23 +1.07 29.87 +3.78 30.90 + 1.08 30.59 + 1.64
Robustness — (3.91+6.83) x 101 — (3.94 £10.92) x 10712 — (1.96 * 3.69) x 1012
Number of collisions 0% 0 0t0 0t0 0+0 00 0+0

Bold numbers indicate the best values for each metric.

primary contribution of this study toward achieving trustworthy
decision-making for autonomous vehicles.

4.3.2. On-ramp merging scenario

To further evaluate the trustworthiness of the decisions of the
autonomous driving agents, on-ramp merging was added as an
additional testing scenario. Inappropriate merging behaviors can
lead to typical outcomes, including congestion, collisions, and
increased travel time.

The proposed evaluation scheme—based on an on-ramp merg-
ing scenario—is illustrated in Fig. 6(a). We directly deployed the
model trained in the highway scenario to the on-ramp merging
scenario for testing purposes. All autonomous driving agents were
assessed in stochastic dynamic traffic flows with high density (i.e.,
P = 0.24) under different attack situations across a total of 100 epi-
sodes. Similar to the highway scenario, each model evaluation
computed the average metrics over ten testing episodes with a
maximum of 200 time steps in each episode.

As seen in Figs. 6(b) and (c), the RRL-SG autonomous driving
agent outperforms the baselines by a significant margin, with or
without adversarial attacks, in terms of both travel efficiency and
merging success rate.
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Table 2 presents the average metrics for the results of the model
evaluation in the on-ramp merging scenario. Bold numbers repre-
sent the best in each column. For instance, without adversarial
attacks, compared to the D3QN, PPO, SAC, and OARL agents, the
RRL-SG agent gains approximately 16.97%, 21.91%, 29.63%, and
21.18% improvements with respect to return, respectively. With-
out adversarial attacks, compared with D3QN, PPO, SAC, and OARL,
the speed of the RRL-SG agent increased by approximately 31.84%,
42.60%, 62.62%, and 40.69%, respectively. As shown in Table 2, the
robustness of the RRL-SG policy was significantly better than that
of the baseline policies.

As shown in Fig. 6(c) and Table 2, our RRL-SG agent can com-
plete the on-ramp merging task with a probability of 100.00%,
regardless of the presence or absence of adversarial attacks. In
other words, adversarial attacks on observations have almost no
impact on the RRL-SG policy. In addition, with adversarial attacks,
compared to the D3QN, PPO, SAC, and OARL agents, the RRL-SG
agent gains approximately 13.00%, 9.00%, 6.00%, and 1.00%
improvements in the merging success rate, respectively.

The environmental dynamics associated with the on-ramp
merging scenario were notably distinct from those of the highway
scenario. Because we utilize stochastic dynamic traffic flows, the
environmental dynamics are subject to continuous changes. Here,
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Fig. 5. Performance of autonomous driving agents in the highway scenario under different traffic densities and attack situations. (a-i) Return, speed, and number of collisions
of autonomous driving agents in the low-density, normal-density, and high-density stochastic dynamic traffic flows with different attack situations.
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with different attack situations.

we empirically evaluate policy robustness against perturbations in
environmental dynamics using the mean square deviation of
returns for each agent under different attack situations. According
to Table 2, the mean square deviations of the returns for the D3QN,
PPO, SAC, OARL, and RRL-SG agents under the different attack con-
ditions were 19.81, 7.15, 20.51, 6.59, and 4.04, respectively, imply-
ing that the RRL-SG agent exhibited superior policy robustness
against environmental changes, thus making it the least suscepti-
ble to environmental changes compared to the baselines. These
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results highlight our pivotal contribution toward trustworthy
decision-making for autonomous vehicles.

4.4. Experiments with a real autonomous vehicle

We conducted physical platform experiments using a real low-
speed autonomous vehicle, Hunter (AgileX Robotics, China), to fur-
ther verify the trustworthiness of the proposed approach. As
shown in Fig. 7(a), Hunter is equipped with a 16-line light
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Table 2
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Statistical results of autonomous driving agents in the on-ramp merging scenario with stochastic dynamic traffic flows under different attack situations.

Method Return Speed Robustness Merging success rate

Without attacks With attacks Without attacks With attacks Without attacks With attacks Without attacks With attacks
D3QN 128.02 + 12.12 97.15 + 27.49 18.28 £3.22 9.55 + 7.81 — 0.39 £+ 0.07 0.98 + 0.04 0.87 £ 0.17
PPO 122.83 +11.73 7542 +2.57 16.90 + 3.20 3.36 + 0.81 - 0.19 £ 0.02 0.98 + 0.04 0.91 £ 0.10
SAC 115.51 + 23.66 97.95 + 17.35 14.82 + 6.67 9.96 + 4.89 — 0.28 £ 0.16 0.96 + 0.08 0.94 + 0.08
OARL 123.57 £ 6.40 123.11 £ 6.77 17.13 £ 1.81 17.02 £ 1.91 — (0.89 +1.15) x 1073 1.00 + 0.02 0.99 £ 0.03
RRL-SG 149.74 £ 3.93 149.61 £ 4.15 24.10 + 1.02 24.04 £ 1.10 - (0.87£1.11) x 10 1.00 £ 0.00 1.00 * 0.00

Bold numbers represent the best in each column.

detection and ranging (LiDAR), two stereo cameras, eight ultra-
sonic sensors, and one “Jetson Xavier NX 16 GB” edge computing
system (NVIDIA, USA). Hence, the RL policy model can generate
decision commands in real-time based on the perceived states
from the onboard sensors, with all computations performed on
the NVIDIA Jetson platform. All models trained in the SUMO simu-
lator were directly deployed in Hunter and tested in a laboratory
environment with a free space measuring 8 m x 8 m. Only the
trained policy models were tested here and were not trained fur-
ther (i.e., the model parameters were fixed). The policy model
required approximately 0.002 s to perform a single inference. The
sampling frequency of Hunter was 30 Hz. As the evaluated policy
model executes a decision once it receives a set of sampled states,
Hunter’s decision-making frequency is 30 Hz.

Figs. 7(b) and (c) illustrate the experimental schemes. Similar to
model testing in the simulator, we instantiated five final policy
models trained by each algorithm using five different random
seeds and evaluated each model under varying conditions, with
and without adversarial attacks. In the experimental case shown
in Fig. 7(b), Hunter’s perception information consisted only of the
original environmental observations without any adversarial
observational perturbations. In contrast, as shown in Fig. 7(c),
Hunter senses the driving environment information containing
both the original environmental observations and the adversarial
perturbations generated by the trained adversarial models. Addi-
tionally, the environmental dynamics change significantly from
the simulation environment to the real-world physical platform.

The experimental space was free of static or dynamic obstacles,
implying that Hunter should be able to maintain a straight run
without attacks from an adversary model. We assessed each policy
model during the period (150 time steps) in which Hunter drove
from one side to the other. In the test case with adversarial attacks,
the attacks started at the 75th time step. Hunter can execute five

es
L|DAR

o .,
L "
- .
VIDIA Jetson
platform

St

Ultrasonic
sensors J®

(a)

“Hunter” autonomous vehicle

i St

decision-making behaviors: turning right, turning left, maintaining
the current state, accelerating, and decelerating.

Fig. 8 shows the global motion trajectories of autonomous vehi-
cles driven by different agents in different attack situations,
wherein all policy models enable Hunter to continue running
straight without adversarial attacks. However, in the test case with
adversarial attacks, the performance of the baseline models was
affected to varying degrees. Specifically, all D3QN autonomous
driving agents, four-fifths of the PPO agents, all SAC agents, and
one-fifth of the OARL agents make turning decisions under adver-
sarial attacks. In contrast, the five proposed RRL-SG policy models
perform consistently in all cases, for example, the RRL-SG-driven
Hunter can maintain a straight run even when it suffers from
attacks by the adversary model. For more visual results, please
refer to Video S1 in Appendix A.

To illustrate the impact of adversarial attacks on the policy
model, Fig. 9 shows the probability distribution of actions based
on the D3QN and RRL-SG policies before and after encountering
adversarial perturbations. We leverage the softmax function to con-
vert the output of the D3QN policy model, which consists of Q values
for each action, into a probability distribution over the actions. The
action distribution based on the RRL-SG policy shows hardly any
change compared with the distribution based on the D3QN policy.
Specifically, in the absence of adversarial attacks, the probabilities
of the five decision actions based on the D3QN policy were approxi-
mately 12.77%,19.55%,20.61%, 34.45%, and 12.63%, respectively.
Under adversarial attacks, the probabilities of the five decision
actions based on the D3QN policy are approximately
38.14%,15.30%,17.95%,15.40%, and 13.21%, respectively, thus
explaining why adversarial attacks can cause the D3QN-driven Hun-
ter to continue running suddenly in a straight-line turn. In addition,
without adversarial perturbations, the probabilities of the five deci-
sion actions regarding the RRL-SG policy are approximately

at

Testing environment without attacks

(b)

at

Testing environment with attacks

()

Fig. 7. Experimental setup for the real physical system. (a) “Hunter” autonomous vehicle used for experimental validation. (b) Illustration of experimental scheme without
adversarial attacks. (c) [llustration of experimental scheme with adversarial attacks. LiDAR: light detection and ranging.
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D3QN-driven autonomous vehicle trajectory
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Fig. 8. Global motion trajectories of autonomous vehicles driven by different agents under different attack situations. Global motion trajectories of autonomous vehicles
based on the (a) D3QN, (b) PPO, (c) SAC, (d) OARL, and (e) RRL-SG agents under different attack situations.

D3QN-driven Hunter RRL-SG-driven Hunter

1.0
== D3QN without attacks mm RRL-SG without
D3QN with attacks attacks
0.8l | RRL-SG with
: attacks
Z 06| L
=
©
Qo
Q
a 041 L
0.2} -
0 1 2 3 4 5 1 2 3 4 5
a a a a a a a a a a
Action Action

(a) (b)

Fig. 9. Probability distribution of actions based on different autonomous driving
policies under different attack situations. Probability distributions of actions under
the (a) D3QN and (b) RRL-SG policies with and without adversarial attacks. a', a2, a>,
a*, and a® denote turning right, turning left, keeping the current state, accelerating,
and decelerating, respectively.

3.97 x 107%%,1.74 x 107°%,2.48 x 107'?%, 100.00%, and 5.57x
107 '3%, respectively. With adversarial perturbations, the probabili-
ties of the five decision actions concerning the RRL-SG policy were
approximately 6.83 x 1078%,3.47x 107%%,2.09x 1077%,100.00%,
and 6.45 x 107%%, respectively. Therefore, Hunter, based on the
RRL-SG policy, can maintain its running status without being
affected by adversarial perturbations.

5. Conclusions

In this study, we introduce the RRL-SG technique, which
empowers autonomous vehicles to make trustworthy decisions.
The proposed paradigm attempts to ensure trustworthiness in
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terms of policy robustness and collision safety. Specifically, the
adversary model is trained online to simulate the worst-case
uncertainty by generating optimal adversarial perturbations on
observed states and environmental dynamics. Meanwhile, the
ARAC approach is advanced to facilitate the agent in learning
robust policies against multiple uncertainties from the adversary.
In addition, we devise a safety mask to ensure the collision safety
of the autonomous driving agent during both the training and test-
ing processes using the interpretable knowledge model RSS.

The evaluation results of the simulations with stochastic
dynamic traffic flow and the experiment with a real autonomous
vehicle indicate that the proposed RRL-SG scheme enables the
autonomous driving agent to learn trustworthy policies against
adversarial environmental uncertainties. In addition, compared
with the four baselines, the RRL-SG driving policies ensure superior
robustness and safety. Notably, our autonomous agent consistently
delivers a more stable performance than the baselines in both
simulations and experiments.

Although we demonstrated the potential of the proposed
approach, one limitation remains. While the RRL-SG solution lever-
ages the worst-case setting and interpretable knowledge model,
the provision of theoretical guarantees for robustness and safety
of autonomous driving models remains a critical subject for future
research. Consequently, in the future, we will investigate certifi-
able and interpretable decision-making techniques to further
enhance the trustworthiness of autonomous driving systems.
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