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• Jonas Mårtensson and Karl Henrik Johansson participated in discussions and
revised the drafts.

Chapter 6 is based on the following paper:

• Hanxiao Liu, Yuchao Li, Karl Henrik Johansson, Jonas Mårtensson, and
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Abstract

Cyber-Physical Systems (CPS) offer close integration among computational ele-

ments, communication networks, and physical processes. Such systems play an

increasingly important role in a large variety of fields, such as manufacturing,

health care, environment, transportation, defence, and so on. Due to the wide ap-

plications and critical functions of CPS, increasing importance has been attached

to their security. In this thesis, we focus on the security of CPS by investigating

vulnerability under cyber-attacks, providing detection mechanisms, and developing

feasible countermeasures against cyber-attacks.

The first contribution of this thesis is to analyze the performance of remote state

estimation under linear attacks. A linear time-invariant system equipped with a

smart sensor is studied. The adversary aims to maximize the state estimation

error covariance while staying stealthy. The maximal performance degradation

that an adversary can achieve with any linear first-order false data injection attack

under strict stealthiness for vector systems and ε-stealthiness for scalar systems is

characterized. We also provide an explicit attack strategy that achieves this bound

and compare it with strategies previously proposed in the literature.

The second problem of this thesis is about the detection of replay attacks. We

aim to design physical watermark signals and corresponding detector to protect a

control system against replay attacks. For a scenario where the system parameters

are available to the operator, a physical watermarking scheme to detect the replay

attack is introduced. The optimal watermark signal design problem is formulated

as an optimization problem, and the optimal watermark signal and detector are

derived. Subsequently, for systems with unknown parameters, we provide an on-

line learning mechanism to asymptotically derive the optimal watermarking signal

and corresponding detector.

The third problem under investigation is about the detection of false-data injec-

tion attacks when the attacker injects malicious data to flip the distribution of the

xv
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manipulated sensor measurements. The detector decides to continue taking obser-

vations or to stop based on the received signals, and the goal is to have the flip

attack detected as fast as possible while trying to avoid terminating the measure-

ments when no attack is present. The detection problem is modeled as a partially

observable Markov decision process (POMDP) by assuming an attack probability,

with the dynamics of the hidden states of the POMDP characterized by a stochas-

tic shortest path (SSP) problem. The optimal policy of the SSP solely depends

on the transition costs and is independent of the assumed attack probability. By

using a fixed-length window and suitable feature function of the measurements, a

Markov decision process (MDP) is used to approximate the POMDP. The optimal

solution of the MDP is obtained by reinforcement learning.

The fourth contribution of this thesis is to develop a sensor scheduler for remote

state estimation under integrity attacks. We seek a trade-off between the en-

ergy consumption of communications and accuracy of state estimation when the

acknowledgment (ACK) information, sent by the remote estimator to the local

sensor, is compromised. The sensor scheduling problem is formulated as an infinite

horizon discounted optimal control problem with infinite states. We first analyze

the underlying MDP and show that the optimal schedule without ACK attack is of

threshold type. Thus, we can simplify the problem by replacing the original state

space with a finite state space. For the simplified MDP, when ACK is under attack,

the problem is modelled as a POMDP. We analyze the induced MDP that uses a

belief vector as its state for the POMDP. The properties of the exact optimal solu-

tion are studied via contractive models and it is shown that the threshold solution

for the POMDP cannot be readily obtained. A suboptimal solution is provided

instead via a rollout approach based on reinforcement learning. We present two

variants of rollout and provide corresponding performance bounds.
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5.1 The system diagram. . . . . . . . . . . . . . . . . . . . . . . . . . . 92

5.2 The transition graph of the SSP model. There are 2 states, plus the
termination state t. . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

5.3 Aliasing gridworld. The walls around a state are highlighted in blue. 99

5.4 The implementation process. . . . . . . . . . . . . . . . . . . . . . . 100

5.5 Sensor measurements in one trail where θ = 0, ν0 = 0.7, and the
attack occurs at k = 50 on sensor 1. . . . . . . . . . . . . . . . . . . 102

5.6 ADDs of the resulting detector and CUSUM algorithm. Parameter
h refers to the tuning parameter used in CUSUM. . . . . . . . . . . 105

6.1 The system diagram . . . . . . . . . . . . . . . . . . . . . . . . . . 109

6.2 Cost functions of attacks with different probabilities and different
initial states. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

6.3 The optimal policy under different β. . . . . . . . . . . . . . . . . . 132

6.4 Performance under different approaches with κ = 0.5 and β = 0.6. . 133



List of Tables

5.1 Performance under different costs with window size w = 6 and learn-
ing rate α = 0.005. . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

5.2 Performance under different window sizes with learning rate α =
0.005 and cost g(1, uc, 2) = 0.001. . . . . . . . . . . . . . . . . . . . 105

6.1 The difference with the optimal value functions under different ap-
proaches. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

xxiii





Symbols and Acronyms

Symbols

N the set of natural numbers

Z the set of integers

R the set of real numbers

Rn the set of n-dimensional real column vectors

Rm×n the set of m× n-dimensional real matrices

Sn+ (Sn++) the set of n× n positive semi-definite (definite) matrices

X � 0 (X � 0) positive semi-definite (definite) matrix

|S| the cardinally of finite set S
0m×n an m× n matrix with all entries being zero

IN the N -by-N identity matrix

Aᵀ the transpose of matrix A

A−1 the inverse of matrix A

A+ the pseudo-inverse of matrix A

Ai,j the ith row, jth column element of matrix A

‖A‖F the Frobenius norm of matrix A

rank(A) the rank of matrix A

tr(A) the trace of matrix A

ρ(A) the spectral radius of matrix A

det(A) the determinant of matrix A

bac the floored integer of real number a

E{ · } the expectation operator

⊗ the Kronecker product

N (µ,Σ) the Gaussian distribution with mean µ and covariance Σ

hn(x) the function composition of functions h(hn−1(x))

xk2k1 the sequence {xk1 , xk1+1, . . . , xk2}
xxv



xxvi SYMBOLS AND ACRONYMS

1 an all-ones column vector with proper dimension

supp(v) the set of indices of the components of vector v which are nonzero

Acronyms

ACK acknowledgement

CPS cyber-physical systems

DoS denial of service

KL Kullback–Leibler

LQG linear–quadratic–Gaussian

LTI linear time-invariant

MDP Markov decision process

MLR monotone likelihood ratio

MMSE minimum mean square error

NP Neyman-Pearson

PDF probability density function

POMDP partially observable Markov decision process

QCD quickest change detection

RL reinforcement learning

SISO single input single output

SSP stochastic shortest path

a.s. almost sure convergence of a random sequence

i.i.d. independent and identically distributed



Chapter 1

Introduction

Cyber-physical systems (CPS) integrate computational elements and physical pro-

cesses closely. Such systems play a critical role in large varieties of fields, such as

manufacturing [6–8], health care [9–11], energy [12–14], and transportation [15–17].

Due to their wide applications and critical functions, it is of paramount importance

to ensure the secure operation of CPS. However, this is very challenging due to more

and more intelligent malicious cyber-attacks. In this thesis, we focus on the secu-

rity of CPS by investigating the performance of cyber-attacks, providing detection

mechanisms, and developing feasible countermeasures against cyber-attacks.

The outline of this chapter is as follows. Section 1.1 provides the motivations and

objectives. The main contributions and the organization of the thesis are provided

in Section 1.2.

1.1 Motivations and Objectives

CPS are playing a critical role in our life and society. There are various instances of

CPS in people’s life, such as smart grids, autonomous automobile systems, robotic

systems including but not limited to cleaning robots and personal assistance robots,

industrial control systems, medical monitoring, and so on [18]. Figure 1.1 shows

the interaction of actors in a smart grid through secure communication flows and

electrical flows, and Figure 1.2 illustrates an autonomous vehicle.

1
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Because of the wide applications and critical functions of CPS, a successful attack

can hamper economy, cause damage to critical infrastructure and even lead to the

loss of human life. There have been many security incidents, of which Stuxnet

malware is a representative one, as shown in Figure 1.3. It is the first worm

known to attack industrial control systems and is believed to have destroyed 984

uranium enriching centrifuges, which constituted around 30% decrease in enrich-

ment efficiency [19, 20]. Similar security incidents include Maroochy water breach

in 2000 [21], Ukrainian power outage in 2015 [22], Triton Malware in 2017 [23],

Venezuela blackouts in 2019 [24], and Russian power grid attacks in 2019 [25].

Markets

Operations Service provider

Customer

DistributionTransmission

Bulk generation

Electrical flows
Secure communication on flows
Domain

Figure 1.1: Illustration of a smart grid system [1].

Securing the normal operation of CPS is very challenging because of more and

more intelligent attackers. These attackers may launch stealthy attacks that can

cause the system performance degradation. Besides, the complex structure of CPS

increases difficulty of analysis, detection, and mitigation. In this thesis, we focus

on the security of CPS by investigating the performance of cyber-attacks, provid-

ing detection mechanisms, and developing feasible countermeasures against cyber-

attacks. The four considered problems from three aspects are discussed next:

• Analysis of cyber-attacks can help us better estimate the system performance

degradation that the attack may result in. This is of great importance for

the security of CPS.
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Figure 1.2: Illustration of autonomous vehicles [2].

Figure 1.3: Stuxnet virus attack principle [3].

In this thesis, the first problem that we consider is to analyze fundamental

performance degradation of false data injection attacks, a representative at-

tack type. As a branch of false data injection attack, innovation-based linear

attack was first studied in [26]. The authors proposed an optimal linear attack

strategy that achieves the maximal performance degradation while not being

detected by a χ2 detector. They also investigated this type of attacks where

the stealthiness level was characterized by Kullback–Leibler (KL) divergence

[5]. Different from previous attack strategies that have a zero mean random

variable, a more general linear attack strategy with an arbitrary mean ran-

dom variable was studied in [27]. However, the listed works only focus on the

attack strategy without memory. In view of this, open questions are “Is a
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larger performance degradation of the remote state estimation expected when

an attacker utilizes both past and present information?” and “How vulnerable

is innovation-based remote state estimation under linear attacks with mem-

ory?” We consider how vulnerable innovation-based remote state estimators

are to a linear attack based on both past and present innovations. We derive

fundamental vulnerabilities of innovation-based remote estimation. In other

words, we seek to evaluate how secure one can make innovation-based remote

state estimation under linear attacks.

• Accurate detection of attacks can effectively reduce the risk and loss that a

potential attack induces. If the attack can be detected timely and accurately,

the defender or operator can take corresponding countermeasures to minimize

negative effects. This is very crucial for securing the CPS.

The second problem we consider is the detection problem of replay attacks,

which is motivated by the occurrence of Stuxnet malware. Compared with

other attacks, the replay attack needs no knowledge of system parameters

and structure. Therefore, it is much simpler to perform this kind of attack

from the point of adversaries. The attacker of the replay attack eavesdrops

the data from the sensor network, and replays them afterwards. Moreover, χ2

detector is a kind of detector which is widely employed to detect anomalies

in control systems, but this kind of detector is useless for the replay attack

[28]. We consider how to design an appropriate detection scheme. It is worth

noticing that, a considerable number of published papers assume that the op-

erator or designer has precise knowledge of the system parameters in order to

design the corresponding detection scheme. However, acquiring the param-

eters may be troublesome and costly. Hence, it is beneficial for the system

to “learn” the parameters during its operation and automatically design the

detector and corresponding detection scheme in real time. Motivated by this

idea, we study an online learning scheme to learn the parameters during its

operation and automatically design the detector. We develop a data-driven

approach to design physical watermark signals to protect systems with un-

known parameters, against replay attacks.

As an important part of CPS, networked embedded sensors are widely used

to monitor plants and to detect anomalies. At the same time, due to their

vulnerability to malicious attacks, increasing importance has been attached

to researches on the security of those systems. From the existing work, it is
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shown that the flip attack, where the attacker flips the distribution of the

manipulated sensor measurements via injecting specific signals, is optimal to

a broad class of problems. Therefore, the third problem considered is how

to design detectors for flip attacks. Some researchers captured the properties

of the detection problems by the formulation of partially observable Markov

decision process (POMDP) and introduce belief states to solve the induced

Markov decision processes (MDPs). However, the POMDP framework can-

not capture the detection problem with extraneous inputs from attackers.

To address this problem, we assume a transition probability to model the

attack possibility. However, this assumption makes the solution sensitive to

this assumed probability. To circumvent those challenges, Kurt et al. [29]

applied fixed-length window of observation as the state for online detection

in smart grids. Similar idea also appeared in [30] for online learning and

attack design. However, unlike the success of RL reported for playing games

where the POMDP is given by some simulators with transition probabilities

and costs enclosed in the simulator [31], they need to be designed here. It is

not clear from those works how the POMDPs shall be designed. In Chapter

5, we will present the design process. Besides, our focus is to determine if

there is an attack as quickly as possible. It is somewhat like the quickest

change detection (QCD) problem. However, unlike those problems where the

probability density functions (PDFs) before and after the change point are

known [32, 33], in our work, only a set of possible PDFs are known. We aim

to design a flip attack detector to protect a sensor system aiming to estimate

a binary state.

• How to mitigate the effects resulting from attacks is equally important for

maintaining the normal operation of CPS.

As the fourth problem of this thesis, we consider the sensor scheduling prob-

lem for remote state estimation under attacks. The trade-off between energy

consumption and accuracy of remote state estimation has been studied in

the literature. To enhance the performance of sensor scheduling, an acknowl-

edgement (ACK) scheme, where the remote estimator or fusion center sends

an acknowledgement to the smart sensor to indicate if it receives a packet,

is getting more and more attention. Some researchers focus on the effect

of ACK-based attacks where the ACK is modified by adversaries. Guo et

al. [34] studied the denial of service (DoS) attack on the feedback channel
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against ACK-based sensor schedule. They proved that the optimal policy is

of threshold type. From the perspective of a defender, an ACK-based de-

ception scheme for sensors was proposed in [35]. The authors used a general

asymmetric-information stochastic game to model the interactions between

the sensor and the attacker and showed an equivalent belief-based stochastic

game to obtain the optimal stationary strategy for each agent [36]. Differ-

ent from the above works regarding the active deception-based scheme, our

work focuses on obtaining an optimal schedule when the ACK received by

the sensor is attacked.

1.2 Thesis Outline and Contributions

In this section, we outline the contents of the thesis and present the main contri-

butions.

In Chapter 2, we introduce three kinds of cyber-attacks and give a comprehensive

review of the relevant research on analysis, detection, and mitigation of cyber-

attacks.

Chapter 3 focuses on the performance analysis of innovation-based remote state

estimation under linear attack. Firstly, fundamental bounds on how much the

innovation-based remote state estimation performance may be degraded under

strictly stealthy attacks for vector systems and ε-stealthy attacks for scalar sys-

tems are derived. Secondly, explicit expressions are derived for the worst-case

attacks and it is shown how the adversary can utilize memory in maximizing the

damage of attack. Thirdly, the derived attacks and their impact are compared to

other attacks proposed in the literature.

Chapter 4 studies the problem of designing physical watermark signals to detect

possible replay attack under the assumption that the system parameters are un-

known and need to be identified online. The detection problem of replay attack via

physical watermark is discussed, and a countermeasure of designing a watermarking

signal that achieves the optimal trade-off between the control performance and de-

tection performance is proposed. The contributions are: firstly, an online learning

algorithm is presented to simultaneously infer the parameters of the system based

only on the system input and output data and generate the watermark signal as
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well as the optimal detector based on the estimated parameters. To the best of our

knowledge, it is the first study of detection of replay attacks with unknown sys-

tem parameters; secondly, we prove that the system parameters which are inferred

via our proposed online algorithm converge to the true parameters almost surely

even if the input signal asymptotically converges to a degenerate signal; thirdly,

we characterize almost sure convergence rate of the estimated system parameters

to the true parameters and provide an upper bound for this rate.

Chapter 5 discusses the detection problem of flip attacks. We show how the detec-

tion problem can be modeled as a POMDP and how to approximate the behaviour

of POMDP via an MDP. Conditions for designing POMDP used to model the flip

attacks are given. It is shown that the optimal behavior is independent of the as-

sumed attack possibility. Finally, it is shown that the obtained detector is robust

to the assumed attack probability via numerical evaluations.

Chapter 6 investigates the sensor scheduling problem for remote state estimation

under integrity attacks. We show that the underlying MDP has a threshold type

optimal policy. After it is proved that the exact solution cannot be established

via monotone likelihood ratio (MLR) ordering for the simplified problem, we seek

an approximate solution and provide two variants of rollout and the corresponding

performance guarantees. We prove that the optimal policy of the underlying MDP

is of threshold type. We present some properties of the exact optimal solution

through contractive models for MDP with belief state and prove that the struc-

tural result can not be established through MLR ordering. We provide a suboptimal

solution based on an approximation in value space and implement it through roll-

out with fixed and geometrically distributed truncated steps. The corresponding

performance guarantee is provided.

In Chapter 7, we conclude the thesis and discuss directions for future research.





Chapter 2

Background

In this chapter, we review the relevant literature in the cyber-physical systems

(CPS) security. Section 2.1 introduces the basic concepts of common cyber-attacks,

such as denial of service (DoS), replay, and false data injection attacks. Sections

2.2-2.4 review the existing results regarding the analysis, detection, and mitigation

of CPS attacks.

2.1 Attack Scenarios in CPS

There are various cyber-attacks in CPS. Generally speaking, attackers launch at-

tacks by compromising certain sensors, controllers, or communication channels

between sensors and controllers or between sensors and remote estimators. The

consequence of these attacks on CPS are different from that in traditional computer

systems. In traditional computer security, three main concepts are confidentiality,

integrity, and availability, which are known as the CIA triad. This triad is used to

evaluate the information security [37]. Confidentiality is the ability to protect the

information from being accessed by unauthorized parties. Integrity is the ability to

prevent the data from being changed by unauthorized parties. Availability refers

to the ability that the information can be available when they are needed. Differ-

ent from traditional cyber systems which mainly focus on the protection of data,

and the security of CPS needs to consider the potential attack on the protection

of information, physical systems, and communication channels between different

devices. Cyber-attacks on CPS may affect physical processes, such as increasing

9
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the state estimation error and degrading the system performance, thus affecting

the stabilizability and reliability of systems, and even disrupting the whole physical

systems.

In view of this, Teixeira et al. [4] proposed three dimensions for the attack space:

the adversary’s a priori system model knowledge, disclosure, and disruption re-

sources, as shown in Figure 2.1. For the dimension “a priori system knowledge”,

the attacker can employ this information to launch more intelligent attacks which

may have more complex attack structures and more severe results than the attacker

without such knowledge. The second dimension “disclosure resources” can be used

by the adversaries to obtain the information of the system and monitor the system

in real-time. It is worth noticing that the adversary with only disclosure resources

does not disrupt the system. One representative example of this kind of attack is

eavesdropping attacks [38]. However, once the attacker has “disruption resources”,

they are able to affect the normal communication between different devices in the

system or between the system and external equipments. At the same time, the

integrity and availability of data are violated. A representative form that the at-

tacker employs disruption resources is denial of service (DoS) attacks, for which we

give details in later part.

Zero dynamics 

attacks

Bias in
jection 

attacks

DoS attacks
Eavesdropping
attacks

Covert attacks

Disclosure 
resources

Disruption resources

Model knowledge

Replay attacks

Figure 2.1: The cyber-physical attack space [4].

For the introduction of cyber-attacks, we first take a general linear time-invariant

(LTI) system as an example to illustrate cyber-attacks.
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The system dynamic without attacks is as follows:

xk+1 = Axk +Buk + wk,

yk = Cxk + vk,
(2.1)

where xk ∈ Rn, yk ∈ Rm, and uk ∈ Rp are the vector of state variable, sensor

measurement, and the control input at time k, respectively. wk ∈ Rn denotes

the process noise and vk ∈ Rm the measurement noise. They are assumed to be

mutually independent zero-mean Gaussian variables with covariances Q � 0 and

R � 0, i.e., wk ∼ N (0, Q) and vk ∼ N (0, R). The systems that we will focus on in

later chapters are roughly the same as the above one, and we will give more details

when we get to those chapters.

Plant Sensor

Attacker

wk vk

Controller

Detector

xk yk

ỹk

ỹkuk

ũk

Figure 2.2: A schematic of cyber-attacks that can occur in a cyber-physical
system.

A schematic of cyber-attacks that can occur in a cyber-physical system is shown

in Figure 2.2. In this figure, “Plant” refers to the physical system. “Sensor” is a

device used to measure the system variables, and it can be a smart sensor whose

functions include signal conditioning, signal processing, and decision making [39].

The systems studied in Chapters 3 and 6 are equipped with smart sensors, and

the processed information is sent to the remote estimator (We will give details

in Chapters 3 and 6.). “Controller” uses the information from the local sensor

to design the control input. “Detector” employs the information from the local

sensor and the controller to detect if the system is under normal operation or not.

Two cloud shapes denote the communication channels, which can be attacked. In

this thesis, we focus on cyber-attacks which usually happen on the communication

channel between the sensor and the controller, between the sensor and the detector,

and between the controller and the plant. We use the red block “Attacker” and red
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arrows to illustrate cyber-attack in the above figure. We denote ỹk and ũk as the

potentially modified sensor measurement and control input. The different attack

scenarios will be discussed later.

Different from the fault studied in the area of fault detection and diagnosis, attacks

are usually more complex, more stealthy and they usually lead to more serious

consequences. By a stealthy attack, loosely speaking, we mean that this attack can

not be detected by the detector through a threshold type method while affecting

the normal operation of the system. In this section, we mainly introduce three

kinds of cyber-attacks: DoS attack, replay attack, and false data injection attacks.

Among them, replay attack and false data injection attacks are our focus in this

thesis. DoS attack is also introduced since its scheme is similar to package drops

studied in the area of control over communication networks, and the package drop

is related to Chapter 6.

2.1.1 DoS Attack

The DoS attack is a kind of cyber-attack that a malicious adversary launches to

prevent access to the information for legitimate users. The attacker uses disrup-

tion resources and conducts this kind of attack by jamming or flooding the target

network with traffic until the target cannot respond or simply crashes [40, 41].

Plant Sensor

wk vk

Attacker

Controller

Detector

xk yk

ỹk

ỹk

γkνk

uk

ũk

Figure 2.3: A schematic of the DoS attack.

Here, we take the system (2.1) as an example to illustrate the model of the DoS

attack. In Figure 2.3, the measurement and control input are under DoS attack,
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and the system dynamic is as follows:

xk+1 = Axk +Bũk + wk,

ỹk = γk(Cxk + vk),

ũk = νkuk,

where ũk and uk denote the actual control input and the desired control input

computed by the controller, respectively, and (νk, γk) are i.i.d. Bernoulli random

variables. The stochastic variable νk models the packet loss between the controller

and the actuator: if the packet is correctly delivered, then ũk = uk, otherwise,

νk = 0, i.e., uk is lost and the actuator does nothing. The stochastic variable

γk models the packet loss between the sensor and the controller: if the packet is

correctly delivered, then ỹk = yk = Cxk+vk, while if the packet is lost, then ỹk = 0.

For more details about similar models, please refer to [42–44].

2.1.2 Replay Attacks

A replay attack is a type of network attack where attackers record systems data

from the compromised sensors or actuators for a long enough period and replay

these data to the detector afterwards. The disruption resources and disclosure

resources are employed by attackers. This kind of attack can bypass the detection

of general detectors and secret keys. Furthermore, replay attacks do not need

any knowledge of system information, which makes it easy to perform the attack.

Similarly, we take the system (2.1) as an example to illustrate the model of the

replay attack. Figure 2.4 and Figure 2.5 show the schematic of replay attacks.

Plant Sensor
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xk yk
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yk

ykuk
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Figure 2.4: Phase I of the replay attack.
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Plant Sensor
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Figure 2.5: Phase II of the replay attack.

The system dynamic of Phase I is the same as the one without attack since the

attacker only records the system data and does not modify them. For the sake of

readability, we rewrite the system model here again:

xk+1 = Axk +Buk + wk,

yk = Cxk + vk.

The system dynamic of Phase II is:

xk+1 = Axk +Bũk + wk,

yk = Cxk + vk,

ũk = uk + uak,

ỹk = yk−∆k,

where uak denotes the control input that the attacker injects, ũk denotes the control

signal that the plant receives. ỹk denotes the modified sensor measurement that is

equal to the real sensor reading at time k − ∆k. For more details about similar

models, please refer to [28, 45, 46]. We will study this kind of attack in Chapter 4.

2.1.3 False Data Injection Attacks

The false data injection attack is more complex than the above two attacks. Here,

the system knowledge, disruption resources, and disclosure resources are employed

by attackers. Generally speaking, attackers can inject malicious data into commu-

nication channels including but not limited to between sensors and actuators and
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Figure 2.6: A schematic of the false data injection attack.

between sensors and detectors, thereby affecting data integrity and degrading the

performance of systems.

Similarly, we take the system (2.1) as an example to illustrate the model of the

false data injection attack, see Figure 2.6. The dynamic equations are:

xk+1 = Axk +Bũk + wk,

yk = Cxk + vk,

ũk = uk + uak,

ỹk = yk + yak ,

where uak and yak are the false data injected into actuators and sensors, respectively.

In this thesis, Chapters 3, 5, and 6 focus on this type of attack.

2.2 Analysis of Cyber-attacks

Analysis of cyber-attacks can enable us to identify the potential attacks and es-

timate the effect of the attacks. In this section, we will review the related work

regarding how much performance degradation an attack can induce under stealthy

attacks. By analyzing the maximal effect of attacks, we expect to get some insights

into designing and protecting systems.

The reachable set, as a measure of impact of cyber-attacks, is widely used in the

existing literature. Mo and Sinopoli [47] showed how the attacker’s strategy can

be formulated as a constrained control problem and provided a recursive algorithm
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to compute the inner and outer bounds of the reachable set, thus quantifying the

maximum perturbation that an attacker can introduce into a cyber-physical sys-

tem by injecting a designed signal to a subset of the sensors. Similar problem of

computing the ellipsoidal bounds was reformulated as a convex optimization prob-

lem in terms of linear matrix inequalities in [48]. A synthesis tool for minimizing

the reachable set by redesigning controllers and detectors was also proposed in this

work. The above works permit a small increase in the alarm rate and the capa-

bility of the attack is related with this small value. In [49], the alarm rate was

required unchanged before and after the attack, and corresponding synthesis tools

were provided to minimizing these bounds by redesigning the observer gain. In

[50], the authors assumed that the system disturbance and measurement noise to

be unknown-but-bounded and analyzed the reachability issue based on zonotopic

set theory. Related works regarding reachability analysis can be found in [51–54].

Worst-case analysis provides another aspect to analyze cyber-attacks. The prob-

lem of what is the worst possible attack is getting more and more attention. A

linear quadratic function was employed to capture the attacker’s control goal and

constraints in [55]. In the case that the attacker’s probability of being detected is

constrained to the false alarm rate of the detector, it is proved that linear feedback

is the optimal attack strategy. In the case where there is a bounded bias in the false

alarm rate, two algorithms to derive the optimal and suboptimal attack sequence

were provided.

Different from the false data injection attack that needs to be stealthy, DoS attack

is easily detected. In this context, energy constraint is employed to restrict attack

strategies into a bounded set. In [56], the problem of scheduling a DoS attack with

limited energy was studied. The optimal attack schedule in a special scenario was

proposed and the optimal attack schedule with both energy constrained sensor and

attacker was analyzed. A similar problem but with a packet-dropping network was

studied in [57].

Different from the stealthiness metric of the attack in the above literature, a metric

based on Kullback-Leibler (KL) divergence is employed to characterize the stealth-

iness level. The concept of δ-marginal stealthiness of the attack was introduced as

in [58]. The authors characterized a stealthiness level from the probability of false

alarm and investigated the trade-off between the performance degradation of the

state estimation and the stealthiness level. Subsequently, a notion of ε-stealthiness
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based on KL divergence to quantify attack detectability was proposed, and the

maximal performance degradation under ε-stealthy attack strategy was revealed in

[59, 60]. The authors of [61] generalized the above results to vector systems. Fur-

thermore, [62] was devoted to seeking the optimal attack by compromising sensor

measurements. In Chapter 3, we adopt the same stealthiness metric as in [59, 62].

Different from these works focusing on designing the optimal attack strategy after

deriving the performance degradation bound, we obtain the maximal performance

loss under linear attacks.

Among the existing works, the innovation-based attack is getting more and more

attention. Innovation-based linear integrity attacks were first studied in [26]. An

optimal linear attack strategy was provided to achieve the maximal performance

degradation while not being detected by a χ2 detector. Some extensions of this

work can be found in [63, 64]. This type of attacks in the detection framework

based on KL divergence was also investigated in [5]. Furthermore, a more general

linear attack strategy with an arbitrary mean random noise was studied in [27].

However, all the above papers only consider memoryless attacks. A larger per-

formance degradation of the remote estimator can be expected when the attacker

utilizes both past and present information. Motivated by this point, we consider

how vulnerable innovation-based remote state estimators are to a linear attack

which leverages both past and present innovations in Chapter 3.

2.3 Detection of Cyber-attacks

The detection of cyber-attacks is crucial to the security of CPS. If malicious attacks

can be detected accurately and timely, the effect and loss that attacks result in will

be effectively decreased. There are several representative detection approaches,

such as χ2-detector based on Kalman filter, Neyman-Pearson (NP) detector, cu-

mulative sum (CUSUM) detector. However, since malicious attacks are usually

carefully designed, it is difficult to detect these attacks only using general detec-

tion methods. In this section, we will review the existing results on detection

strategies from the perspective of control theory and machine learning.
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2.3.1 A Control Theory Perspective

A significant amount of research effort has been devoted to intrusion and anomaly

detection algorithms to enhance CPS security from a control theory perspective.

Zimmer et al. [65] presented three mechanisms for time-based intrusion detec-

tion. The techniques, through bounds checking, were developed in a self-checking

manner by the application and through the operating system scheduler. Mitchell

and Chen [66] proposed a hierarchical performance model and techniques for intru-

sion detection in CPS. They classified the modern CPS intrusion detection system

techniques into two design dimensions (detection technique and audit material) and

summarized the advantages and disadvantages of different dimension’s choices in

[67]. Kwon et al. [68] discussed necessary and sufficient conditions for when the at-

tacker could be successful without being detected. Their method can be employed

to evaluate vulnerability degree of certain CPS. Corresponding detection and de-

fense methodologies against stealthy deception attacks can be developed. In [69],

the authors proposed a mathematical framework for CPS and investigated limita-

tions of the monitoring system. Centralized and distributed attack detection and

identification monitors were also discussed. By introducing time-varying dynamics

into the system that are unknown to the attacker, a moving target approach was

proposed to detect attacks in [70]. Similar approach was also studied in [71–73].

Different from the proposed strategies in the above literature, the physical water-

marking scheme, which leverages a random variable as a watermark to detect the

attack, has been studied to detect replay attacks for the past decades. In this

thesis, we also focus on this watermarking scheme in Chapter 4. For the rest of

this section, we review some recent physical watermark design approaches for CPS.

We focus on how to design physical watermarking to actively detect cyber-attacks,

especially replay attacks, thereby securing the CPS.

In [28, 45], a physical watermarking scheme was proposed for control systems. In

this scheme, if the system is operating normally, then the effect of the carefully

designed watermark signal is present in the sensor measurements. However, if the

system is under attack, the introduction of watermarking signals enable the detec-

tion of replay attack. Actually, physical watermarking scheme could be considered

as an active defense scheme. Mo and Sinopoli [28] investigated the problem of

the detection of replay attacks and first proposed the technique of introducing an
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authentication signal which is called physical watermark signal in subsequent lit-

erature. This approach enables the detection of replay attacks where an adversary

can read and modify all sensor data as well as inject a malicious input into the

system. Different from false data injection attacks, this type of attack does not

need knowledge of the system model to generate stealthy outputs and only re-

plays the recorded sensor measurements to the operator, which leads to that the

replayed data and the real data share exactly the same statistics and for which

replay attacks cannot be detected efficiently. By injecting a random control signal,

the watermark signal, into the control system, it is possible to detect the potential

replay attacks so as to secure the system.

The authors of [45, 74] further extended the results of [28] by providing a more

general physical authentication scheme to detect the replay attacks. However,

the watermark signal may deteriorate the control performance, and therefore it is

important to find the optimal trade-off between the control performance and the

detection efficiency, which can be cast as an optimization problem. Furthermore,

Mo et al. [45] also characterized the relationship among the control performance

loss, detection rate and the strength of the Gaussian authentication input.

Although we use the term physical watermarking previously, the term physical wa-

termarking was first formally proposed in [46] to authenticate the correct operation

of CPS. As a generalization of [28, 45, 74], the technique of designing the optimal

watermark signal was to maximize the expected KL divergence between the distri-

butions of the compromised and the healthy residue signals, while guaranteeing a

certain maximal control performance loss. The optimization problem is separated

into two steps where the optimal direction of the signal for each frequency was first

computed and then all possible frequencies were considered to find the optimal

watermark signal.

The watermarking approach proposed in [75] was based on an additive watermark

signal generated by a dynamical system. Conditions on the parameters of the

watermark signal were obtained which ensures that the residue signal of the system

under attack is unstable and the attack can be detected. An optimization problem

was proposed to give a loss-effective watermark signal with a certain amount of

detection rate by adjusting the design parameters. A similar problem was studied

for multi-agent systems in [76].



20 2.3. Detection of Cyber-attacks

The problem of physical watermark design under packet drops at the control input

was analyzed in [77]. It is interesting that Bernoulli packet drops can obtain bet-

ter detection performance compared with a purely Gaussian watermarking signal.

Consequently, a Bernoulli-Gaussian watermark, which incorporates both an addi-

tive Gaussian input and a Bernoulli drop process, was jointly designed to achieve

the trade-off between detection performance and control performance. The effect

of the proposed watermark on closed-loop performance and detection performance

was analyzed.

Satchidanandan and Kumar [78] provided a comprehensive procedure for physical

watermarking. It suggests a private excitation signal on the control input which

can be traced in the system to enable the detection of attacks. Such an active

defense technique is used to secure CPS that include single-input-signal output

(SISO) systems with Gaussian noise, SISO auto-regressive systems with exogenous

Gaussian noise, the SISO autoregressive-moving average systems with exogenous

terms, SISO systems with partial observations, multi-input-multi-output systems

with Gaussian noise and extension to non-Gaussian systems. In [79], they proposed

necessary and sufficient conditions that the statistics of the watermark needs to

satisfy in order to achieve security-guaranteeing.

In [80, 81], Rubio-Hernán et al. defined cyber adversaries and cyber-physical ad-

versaries and pointed out that the detection schemes proposed by Mo and Sinopoli

[28] and Mo et al. [46] fails to detect an attack from the latter. Therefore, a

multi-watermark-based detection scheme is proposed to overcome the limitation.

Furthermore, in [82], a periodic and intermittent event-triggered control watermark

detector was presented. The new detector strategy integrates local controllers with

remote controller. It was proved that the new detector scheme can detect three

adversary models defined in their work.

Different from the additive watermarking schemes, a multiplicative sensor water-

marking was proposed in [83]. In this scheme, each sensor output is pre-processed

through a watermark generator. The corresponding watermark remover is em-

ployed to reconstruct the real sensor measurement from the received watermarked

data. This scheme does not degrade the control performance in the absence of

attacks and the controller and anomaly detector could be designed independently.

Furthermore, it also enables the isolation and identification of the replay attack. A

similar scheme was applied to detect cyber sensor routing attacks [84] and false data
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injection attacks [85]. The physical sensor re-routing attack and the cyber measure-

ment re-routing attack were considered in [84] and corresponding detectability and

isolability of these two attacks are analyzed. In [85], Teixeira and Ferrari showed

how to design the watermarking filters to enable the detection of stealthy false

data injection attacks and a novel technique is proposed to solve the limitation of

single-output systems.

It is worth noticing that in all research discussed above, precise knowledge of the

system parameters is required in order to design the watermark signal and the

detector. However, acquiring these parameters may be troublesome and costly

in practice. Motivated by this, we propose an algorithm that can simultaneously

generate the watermarking signal and infer the system parameters to enable the

detection of attacks with unknown system parameters in Chapter 4. It is proved

that the proposed algorithm converges to the optimal one almost surely.

2.3.2 A Machine Learning Perspective

The above traditional detection methods from a system theory perspective can

characterize the qualities of CPS well. However, these methods usually require

precise system knowledge. Different from these methods, machine learning based

methods usually need a large amount of data for training the detector. Generally,

machine learning cannot characterize the attributes of CPS. We do not consider the

case where machine learning is used to identify the system model by collecting the

data. It is worth noticing that as CPS become more complicated and attacks are

more intelligent, control theory-based approaches have difficulties to capture new

characteristics of CPS. Hence, more and more researchers explore the possibility of

application of machine learning to security of CPS, especially detection of cyber-

attacks in CPS.

In [86], the author explored the feasibility of applying machine learning to dis-

criminate power system disturbance, especially on detecting cyber-attacks, and

evaluating the performance of different machine learning methods on the distur-

bance classification for a smart power grid framework. Goh el at. provided an

unsupervised learning approach to detect cyber-attacks in [87]. Based on the pre-

diction of the long short-term memory recurrent neural network, the difference
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between the predicted and the actual sensor data can be used for anomaly detec-

tion. A systematic survey about deep learning based anomaly detection methods

was presented in [88].

As an important part of CPS, networked embedded sensors are widely used to

monitor plants and to detect anomaly. At the same time, due to their vulnerabil-

ity to malicious attacks, increasing importance has been attached to researches on

the security of those systems. [89–91] employed game-theoretic approaches to ana-

lyze the attacker’s behavior for detection purpose. It is shown that the flip attack,

where the attacker flips the distribution of manipulated sensors’ measurements, is

optimal from the attackers’ perspective to a broad class of problems. Therefore, it

is well-worth some attention to design detectors for flip attacks. Some researchers

attempted to capture the properties of the detection problems by the formalism

of partially observable Markov decision process (POMDP). This is achieved by

assuming an attack possibility [29, 92] in various forms, which is somewhat sim-

ilar to the attack tree models used to analyze system reliability [93]. With such

a modeling approach, the much celebrated reinforcement learning (RL) methods

[94, 95] can be applied to solve the problem. Among all those methods, a the-

oretically sound approach is to introduce the belief states and to solve in turn

the induced Markov decision processes (MDPs) with the belief states as its states

[96]. However, there are two major drawbacks of this approach, one of which is

generally true for all POMDP problems, while the other is particularly damaging

to the detection problems studied here. First, regardless of the size of the state

space of the POMDP, the belief state can take infinite number of possible values,

which makes the induced MDP infinite dimensional and therefore challenging to

solve [95]. Second, the detection problems studied here involve extraneous inputs

from attackers, which cannot be captured by the POMDP framework. To address

the issue, a transition probability is assumed to model the attack possibility, which

is a major approximation, as the true attack probability varies due to various rea-

sons and the transition probability used in POMDP may be different from the true

attack probability. When solving a POMDP using belief states, a so-called state

estimator is used to compute its value online. It relies explicitly on the transition

probability, and makes the solution sensitive to the assumed transition probabil-

ity. To circumvent those challenges, Kurt et al. [29] applied fixed-length window

of observation as the state for online detection in smart grids. Similar idea also

appeared in [30] for online learning and attack design. However, unlike the success
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of RL reported for playing games where the POMDP is given by some simulators

with transition probabilities and costs enclosed in the simulator [31], they are here

part of the design task. It is not clear from those works how the POMDPs shall

be designed.

The focus in Chapter 5 is somewhat like the quickest change detection (QCD)

problem, as we aim to determine if there is an attack at every time step as quickly

as possible. However, unlike those problems where the probability density functions

(PDFs) before and after the change point are known [32, 33], in this thesis, only a

set of possible PDFs are known, which is another challenge.

2.4 Mitigation of Cyber-attacks

It is difficult and not realistic to prevent cyber-attacks from happening. Hence, the

effective mitigation of attacks is of utmost importance in security of CPS. In this

section, we will review the relevant works regarding the mitigation of cyber-attacks.

Among the existing literature, secure state estimation, the problem of estimating

the state of a dynamic system from a set of corrupted measurements, has attracted

great attention. In [97], Mo and Sinopoli considered the secure estimation of a

scalar state based on m measurements in which up to l of m can be potentially

manipulated by an adversary. It was shown that the optimal worst-case estima-

tor should be based only on the a priroi information under the scenario in which

the attacker can manipulate at least half of m measurements (l ≥ m/2). If the

attacker can manipulate less than half of m measurements (l < m/2), the optimal

estimator is shown to be based on
(
m
2l

)
local estimators. Fawzi et al. character-

ized the maximum number of attacks that can be detected and corrected in [98].

Accurately reconstructing the state of a system if more than half the sensors are

attacked, which is somewhat similar to the results in [45], was also shown. Besides,

an efficient algorithm was proposed to estimate the state of the dynamic system

under attacks when the number of attacks is less than a threshold. The prob-

lem of designing output-feedback controllers that stabilize the system under sensor

attacks was also considered. A principle of separation between estimation and

control was shown to hold and the design of resilient output feedback controllers

can be reduced to the design of resilient state estimators. Similar results can also
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be found in [99, 100]. However, the solutions proposed in the last three works are

computationally intensive. In light of this, an efficient state reconstruction algo-

rithm in the sense of being implementable on computationally limited platforms

was provided in [101, 102]. The idea of event-triggered control was utilized on

the design of Luenberger-like observer and the proposed observer was shown to be

computationally more efficient than previous solutions to the secure state recon-

struction problem. In order to harness the combinatorial complexity of the secure

state estimation problem under sensor attacks and in the presence of noise, a novel

algorithm that employs a satisfiability modulo theory was proposed in [103].

Different from the above literature regarding secure state estimation, a large num-

ber of works focus on sensor scheduling for remote state estimation under cyber-

attacks, which is another perspective of the mitigation of attacks. In this thesis, we

consider how to determine a schedule of sensors in remote state estimation under

cyber-attack. Due to the limited energy of sensors, the trade-off between energy

consumption and accuracy of remote state estimation has become important. A

periodic scheduling scheme under a communication energy constraint was proposed

in [104]. To enhance the performance, Mo et al. proposed an acknowledgement

(ACK) protocol, where the fusion center sends an acknowledgement whenever it

receives a packet in [105]. The authors studied sensor scheduling for both no-ACK

and ACK protocols and provided some properties of the optimal schedule. The

ACK-based sensor scheduling was proved to outperform the one without ACK,

i.e., offline schedule, under the same energy constraint in [106]. However, the

above works do not consider the effect of cyber-attacks. Motivated by this, Guo

et al. [34] studied the denial of service (DoS) attack on feedback channel against

the ACK-based sensor schedule from the perspective of attacker, and proved that

the optimal policy has a threshold structure. From the perspective of defender, an

ACK-based deception scheme for sensors was first proposed in [35]. Furthermore,

considering the existence of more intelligent attackers and more complicated at-

tacks, the authors used a general asymmetric-information stochastic game to model

the interactions between the sensor and the attacker and presented an equivalent

belief-based stochastic game to obtain the optimal stationary strategy for each

agent in [36]. Different from the above works regarding the active deception-based

scheme, our work focuses on obtaining an optimal schedule when the ACK received

by the sensor is attacked, i.e., we are concerned with attack mitigation. Here, by
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ACK-based attacks, we mean the ACK is modified by the attacker. It is a class of

false data injection attacks.

For most existing works without the ACK-based attack, the sensor scheduling prob-

lem was formulated as an optimal control problem with system dynamics model

given a MDP [107, 108]. When an ACK-based attack is present, it is most conve-

niently formulated by POMDP whose structural results could be obtained via some

stochastic ordering [109]. In Chapter 6, we focus on the sensor scheduling prob-

lem for remote state estimation under the presence of the ACK-based attack. We

aim to obtain scheduling rules that minimize the expectation of an infinite horizon

discounted accumulated cost. We investigate the possibility to derive a structural

result via Monotone likelihood Ratio (MLR) ordering. It is proved that a threshold

type of solution for POMDP cannot be readily available. In view of this, we seek

to explore a suboptimal solution approach via rollout is then proposed. “Rollout”

was first proposed in [110], which starts with a base policy and produces an im-

provement by limited lookahead minimization with the use of heuristic at the end.

It can be considered as single policy improvement [111] and provides an online

approach for solving stochastic scheduling, combinatorial optimization, sequential

fault diagnosis, vehicle routing with stochastic demands, and sequential repairing

problems [112–116]. In Chapter 6, the rollout is used to estimate the approxima-

tion in value space and the corresponding algorithm is provided. Besides, we also

provide the performance bounds for the proposed two variants of rollout.





Chapter 3

Performance Analysis of

Innovation-based Remote State

Estimation under Linear Attack

The last chapter reviewed the related works regarding the security of CPS. From

this chapter, we will introduce the main results of the thesis. In this chapter,

we analyze the performance of remote state estimation under cyber-attacks, which

helps us to better identify potential attacks and estimate the effect of cyber-attacks.

This chapter is concerned with the problem of how secure the innovation-based

remote state estimation can be under linear attacks. A linear time-invariant system

equipped with a smart sensor is studied. A metric based on Kullback-Leibler

divergence is adopted to characterize the stealthiness of the attack. The adversary

aims to maximize the state estimation error covariance while stay stealthy. The

performance bounds that an adversary can achieve with any linear first-order attack

under strict stealthiness for vector systems and ε-stealthiness for scalar systems

are characterized. We also provide explicit attack strategies that achieve these

bounds and compare this attack strategy with strategies previously proposed in

the literature. Finally, some numerical examples are given to illustrate the results.

The rest of the chapter is organized as follows. Section 3.1 formulates the problem

by introducing the system model, attacks model as well as two metrics. Some pre-

liminaries are introduced in Section 3.1.5. We present the worst-case performance

degradation bounds for remote state estimation under strictly stealthy attacks for

27
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vector systems and ε-stealthy attacks for scalar systems in Sections 3.2 and 3.3,

respectively. In Section 3.4, some numerical examples are provided to verify the

performance of the proposed strategies. Conclusions are provided in Section 3.5.

For the sake of legibility, some proofs are included in Section 3.6.

3.1 Problem Formulation

In this section, the system and attack models are introduced together with the

stealthiness and performance degradation metrics. Finally, the problem of interest

is formulated. The diagram for the considered system is illustrated in Figure 3.1. A

smart sensor measures the output of a physical plant and transmits the innovation

to a remote estimator via a wireless network. The attacker attempts to modify the

transmission data, which are received by a remote estimator and a detector. The

detailed system model is presented in this section.

Plant
Smart
Sensor

Attacker Detector

Remote
Estimator

wk vk

xk zk z̃k

zak

x̂k

Figure 3.1: The system diagram.

3.1.1 System Model

Consider a linear time-invariant (LTI) system described by the following equations:

xk+1 = Axk + wk, (3.1)

yk = Cxk + vk, (3.2)

where xk ∈ Rn and yk ∈ Rm are the vector of state variables and sensor measure-

ments at time k, respectively, wk ∈ Rn denotes the process noise and vk ∈ Rm

the measurement noise. They are assumed to be mutually independent zero-mean

Gaussian variables with covariances Q � 0 and R � 0, i.e., wk ∼ N (0, Q) and

vk ∼ N (0, R). We further assume that x0 is a zero mean Gaussian random vector

independent of the process noise and the measurement noise, and with covariance
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Σ. We focus on stable systems and the need for the following assumption is ex-

plained in Section 3.2.

Assumption 3.1. The system is stable.

The system is equipped with a local smart sensor. In our work, the smart sensor

employs the Kalman filter to process measurement and transmit the innovation to

the remote estimator:

x̂sk+1|k = Ax̂sk,

Pk+1|k = APk|kA
ᵀ +Q,

Kk = Pk|k−1C
ᵀ(CPk|k−1C

ᵀ +R)−1,

x̂sk = x̂sk|k−1 +Kk(yk − Cx̂sk|k−1),

Pk|k = Pk|k−1 −KkCPk|k−1,

with initialization x̂0|−1 = x0.

Under Assumption 3.1, the Kalman gain will converge exponentially. Therefore,

we consider a steady-state Kalman filter with gain K and a priori minimum mean

square error (MMSE) P :

P, lim
k→∞

Pk|k−1, (3.3)

K,PCᵀ(CPCᵀ +R)−1. (3.4)

As a result, the Kalman filter can be rewritten as:

x̂sk+1|k = Ax̂sk,

x̂sk = x̂sk|k−1 +Kzk,

where zk , yk − Cx̂sk|k−1 is the innovation at time k, which is transmitted to

the remote estimator. Recall that zk ∼ N (0,Σz), where Σz , CPCᵀ + R � 0.

Since yk = zk + Cx̂sk|k−1, one can argue that zk contains the same information

about the uncertainty in the process as yk. It is convenient to analyze the filtering

performance since zk follows a Gaussian distribution. Often in the literature [26,

63, 117, 118], similar setups have been considered. In this work, we do not consider

the presence of feedback. Since the control input is usually known to the system
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operator or detector, it can be separated from the measurement. The results in

this chapter can be easily extended to the closed-loop system.

3.1.2 Attack Model

The adversary is assumed to have the following capabilities:

1. The attacker has access to all innovations from the smart sensor, i.e., it knows

the innovations z1, z2, . . . , zk at time k.

2. The attacker can modify the innovations to arbitrary values.

3. The attacker has knowledge of the system matrix A, the measurement matrix

C, as well as the covariances of the noises, i.e., Q and R.

Remark 3.1. The third capability can be relaxed. If the attacker does not have

access to A but it can access the input and output, it can identify the system

parameters. The accuracy of the identification will affect the attack performance.

This will be illustrated in Section 3.4.

The attacker injects the false data zak and modifies the innovations in real-time as:

z̃k = T z̃k−1 + Szk + φk, (3.5)

where T ∈ Rm×m and S ∈ Rm×m are matrices to be chosen by the attacker, and

φk ∼ N (0,Φ) is an i.i.d. Gaussian random variable with covariance Φ ∈ Sm+ ,

which is independent of zk. The attack model (3.5) suggests that the attacker can

generate the false data injection attack based on filtering the innovation sequence

from the smart sensor with a linear type potentially driven by noise.

Remark 3.2. Observe that the works [5, 26, 63, 64] consider memoryless attacks,

i.e., the attack is only based on the current innovation. Here, we seek to explore

the possibility of a larger performance degradation for the remote estimator when

the attacker utilizes both past and present information. More specifically, we focus

on a linear time-invariant first order attack model and characterize the maximal

performance degradation that an adversary can achieve. We also provide an explicit

attack strategy that achieves this bound. It is hoped that our work can provide

some insight into other more general attack models such as linear-time varying and

nonlinear attack models.
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The remote estimator receives z̃k so the remote state estimation follows:

x̂k|k−1 = Ax̂k−1, (3.6)

x̂k = x̂k|k−1 +Kz̃k. (3.7)

Here, we initialize x̂1|0 = x̂s1|0 and z̃k = 0 when k ≤ 0.

3.1.3 Detector and Stealthiness Metric

The attacker wants to be stealthy, otherwise the system will take countermeasures

to keep a safe operation. We employ a metric based on KL divergence to quantify

stealthiness, as first proposed in [59].

The attack detection problem is posed as sequential hypothesis testing. The detec-

tor uses the received sequence to carry out the following binary hypothesis testing:

H0 : There is no attack in process. (The remote estimator receives zk1 ).

H1 : There is an attack in process. (The remote estimator receives z̃1
k).

In testing H0 versus H1 there are two types of possible errors: the first type is

called “false alarm“, which denotes that the detector decides H1 given H0, and the

second type is called “miss detection“, which represents that the detector decides

H0 when H1 is correct. Here, we denote the probability of miss detection at time

k as pMk , and the probability of false alarm as pFk . Furthermore, the probability

of correct detection is pDk , which denotes that the detector decides H1 given H1.

Obviously, pDk + pMk = 1. We provide two definitions for attack stealthiness:

Definition 3.1 (Strictly stealthy attack [62]). The attack is strictly stealthy if

pFk ≥ pDk , (k ≥ 0), holds for any detector.

Definition 3.2 (ε-stealthy attack [62]). The attack is ε-stealthy if

lim sup
k→∞

− 1

k
log pFk ≤ ε (3.8)

holds for any detector that satisfies 0 < pMk < δ for all k ≥ 0 and any value of

δ ∈ (0, 1).
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The definition of ε-stealthy attack is motivated by Chernoff-Stein Lemma [119].

If there is not a detector that satisfies 0 < pMk < δ and pFk converges to zero

exponentially with a greater than ε rate as k goes to infinity, the corresponding

attack is ε-stealthy. About the details of the above two definitions, please refer

to [62].

3.1.4 Performance Degradation Metric

We employ the ratio of the trace of the covariance of the state estimation error P̃

and P to quantify the performance degradation introduced by the attacker, i.e.,

η =
tr(P̃ )

tr(P )
, (3.9)

where P is defined in (3.3) and P̃ is defined as follows:

P̃ , lim sup
k→∞

1

k

k∑

l=1

P̃l, (3.10)

where P̃l = E[(xl − x̂l|l−1)(xl − x̂l|l−1)ᵀ]. When there is no attack, z̃k = zk. As

x̂1|0 = x̂s1|0, one can derive that x̂k|k−1 = x̂sk|k−1. Hence, P̃ = P and η = 1. In other

words, the performance will not be degraded without attacks.

3.1.5 KL Divergence

In order to quantify the stealthiness level of attacks, we need to employ the KL

divergence [119, 120], which is defined as:

Definition 3.3 (KL divergence). Let z̃k1 and zk1 be two random sequences with

joint probability density functions fz̃k1 and fzk1 , respectively. The KL divergence

between z̃k1 and zk1 equals

D(z̃k1‖zk1 ) =

∫ +∞

−∞

(
log

fz̃k1 (ξk1 )

fzk1 (ξk1 )
fz̃k1 (ξk1 )

)
dξk1 . (3.11)
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One can see that D(z̃k1‖zk1 ) ≥ 0, and D(z̃k1‖zk1 ) = 0 if and only if fz̃k1 = fzk1 .

Generally, KL divergence is asymmetric, i.e., D(z̃k1‖zk1 ) 6= D(zk1‖z̃k1 ).

Necessary and sufficient conditions for strictly stealthy attacks and ε-stealthy at-

tacks are provided in [62]:

Lemma 3.1 (Strictly stealthy attacks [62]). An attack sequence z̃k1 is strictly

stealthy if and only if {z̃1, z̃2, . . . } is a sequence of i.i.d. Gaussian random variables

with zero mean and covariance Cov(z̃k) = Σz = CPCᵀ +R.

Lemma 3.2 (ε-stealthy attacks [62]). If an attack z̃k1 is ε-stealthy, then

lim sup
k→∞

1

k
D(z̃k1‖zk1 ) ≤ ε. (3.12)

Conversely, if an attack sequence z̃k1 is ergodic and satisfies

lim
k→∞

1

k
D(z̃k1‖zk1 ) ≤ ε, (3.13)

then the attack is ε-stealthy.

3.1.6 Problem of Interest

We aim to derive fundamental vulnerabilities of innovation-based remote estima-

tion. In other words, we seek to obtain how secure one can make innovation-based

remote state estimation under linear attacks.

Given the innovation-based remote state estimator system in Figure 3.1, how vul-

nerable is such a system under attack (3.5)? The vulnerability is measured by the

worst performance degradation (3.9). For strictly stealthy and ε-stealthy attacks,

the worst performance degradation can be formulated as the following optimization

problems:

• The attack is strictly stealthy:

arg max
T,S,Φ

ηs , lim sup
k→∞

1
k

∑k
l=1 tr(P̃l)

tr(P )
,

s. t. The attack is strictly stealthy.

(3.14)
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• The attack is ε-stealthy:

arg max
T,S,Φ

ηε , lim sup
k→∞

1
k

∑k
l=1 tr(P̃l)

tr(P )
,

s. t. The attack is ε-stealthy.

(3.15)

We seek to obtain the optimal attack tuple (T ∗, S∗,Φ∗) to maximize the perfor-

mance degradation, while guaranteeing the prespecified stealthiness level.

3.2 Strictly Stealthy Attacks

The following theorem characterizes the maximal performance degradation ratio

under a strictly stealthy attack. We also specify the optimal attack strategy.

For the simplicity of notations, we define

P1 , KΣzK
ᵀ.

Theorem 3.1. Consider system (3.1)-(3.2) satisfying Assumption 3.1. For strictly

stealthy attacks of the form (3.5), the worst performance degradation ratio for the

estimation error covariance is

ηs = 1 + 4
tr(X )

tr(P )
,

where X = X1−P1 and X1 is the solution to the Lyapunov equation: X1 = AX1A
ᵀ+

P1. The corresponding attack strategy is (T ∗, S∗,Φ∗) = (0m×m,−Im,0m×m).

Proof. Rewrite (3.5) as follows:

z̃l = T z̃l−1 + Szl + φl

=
l∑

i=1

T l−iSzi +
l∑

i=1

T l−iφi.
(3.16)

By Lemma 3.1, the covariance of z̃l (l = 1, 2, . . . ) needs to satisfy

Cov(z̃l) =
l−1∑

i=0

T i (SΣzS
ᵀ + Φ) (T i)ᵀ = Σz.
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A feasible solution thus belongs to one of the three cases:

• (T, S,Φ) = (0m×m, Im,0m×m): z̃l = zl, i.e., the attacker is not launching an

attack.

• (T, S,Φ) = (0m×m,−Im,0m×m): z̃l = −zl, i.e., the attacker flips the sign of

the innovation.

• (T, S,Φ) = (0m×m, S,Σz − SΣzS
ᵀ), where S 6= ±Im.

Now we derive the corresponding ratio ηs for cases 2 and 3. Let us rewrite P̃l as

follows:

P̃l =E[(xl − x̂l|l−1)(xl − x̂l|l−1)ᵀ]

=E[(xl − x̂sl|l−1)(xl − x̂sl|l−1)ᵀ] + E[(x̂sl|l−1 − x̂l|l−1)(x̂sl|l−1 − x̂l|l−1)ᵀ]

+2E[(xl − x̂sl|l−1)(x̂sl|l−1 − x̂l|l−1)ᵀ]

=P + E[(x̂sl|l−1 − x̂l|l−1)(x̂sl|l−1 − x̂l|l−1)ᵀ],

(3.17)

where the last equality holds due to the orthogonality principle, i.e., all the random

variables generated by the smart sensor are independent of the estimation error

xl − x̂sl|l−1 of the MMSE estimate x̂sl|l−1 [62]. More specifically, x̂s is the state

estimate of the smart sensor. x̂ is the state estimate of the remote estimator and

it is updated by the modified innovation z̃k, where z̃k is linear with the innovation

of zk. Since the error vector xl − x̂sl|l−1 is orthogonal to the innovation zk, the last

equality holds. Define ẽl , x̂sl|l−1 − x̂l|l−1, where

x̂sl|l−1 = Ax̂sl−1|l−2 + AKzl−1 = Al−1x̂1|0 +
l−1∑

i=1

AiKzl−i,

and

x̂l|l−1 = Ax̂l−1|l−2 + AKz̃l−1 = Al−1x̂1|0 +
l−1∑

i=1

AiKz̃l−i. (3.18)

Since x̂s1|0 = x̂1|0, which implies that ẽ1 = 0m×1, we have

E[ẽlẽ
ᵀ
l ] =

l−1∑

i=1

AiKE [(zl−i − z̃l−i) (zl−i − z̃l−i)ᵀ] (AiK)ᵀ. (3.19)
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For case 2, z̃l = −zl, so

lim
l→∞

E[ẽlẽ
ᵀ
l ]

= lim
l→∞

l−1∑

i=1

AiKE [(zl−i − (−zl−i)) (zl−i − (−zl−i))ᵀ] (AiK)ᵀ

=4 lim
l→∞

l−1∑

i=1

AiKΣzK
ᵀ(Ai)ᵀ = 4X ,

(3.20)

where X = X1 − P1 and X1 is the solution to X1 = AX1A
ᵀ + P1.

Hence, the performance degradation ratio for case 2 can be calculated as

ηs,2 = lim
k→∞

1
k

∑k
l=1 tr(P̃l)

tr(P )
= 1 + 4

tr(X )

tr(P )
> 1.

For case 3, z̃l = Szl + φl, the covariance of φl is Σz − SΣzS
ᵀ. We take the limit of

E[ẽlẽ
ᵀ
l ],

lim
l→∞

E[ẽlẽ
ᵀ
l ]

= lim
l→∞

l−1∑

i=1

AiKE [[(Im − S)zl−i − φl−i] [(Im − S)zl−i − φl−i]ᵀ] (AiK)ᵀ

= lim
l→∞

l−1∑

i=1

AiK [(Im − S)Σz(Im − S)ᵀ + Σz − SΣzS
ᵀ]Kᵀ(Ai)ᵀ.

(3.21)

Similarly, for the simplicity of notations, we define

P2 , K [(Im − S)Σz(Im − S)ᵀ + Σz − SΣzS
ᵀ]Kᵀ,

Since P2 is positive semi-definite and A is stable, (3.21) can be simplified as

lim
l→∞

E[ẽlẽ
ᵀ
l ] = Y ,

where Y = Y1 − P2 and Y1 is the solution to the discrete Lyapunov equation

Y1 = AY1A
ᵀ + P2.

The performance degradation ratio η3 for case 3) is as follows:

ηs,3 = lim
k→∞

1
k

∑k
l=1 tr(P̃l)

tr(P )
=

tr(P ) + tr(Y)

tr(P )
≤ ηs,2,
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where inequality holds since

4 tr(X )− tr(Y)

=

∞∑

i=1

tr
(
AiK (2Σz + SΣz + ΣzS

ᵀ) (AiK)ᵀ
)

=

∞∑

i=1

tr
(
AiK ((Im + S)Σz(Im + S)ᵀ − SΣzS

ᵀ + Σz) (AiK)ᵀ
)

≥0.

Hence, the worst performance degradation ratio is ηs = 1 + 4
tr(X )

tr(P )
with the cor-

responding attack strategy (T ∗, S∗,Φ∗) = (0m×m,−Im,0m×m).

Remark 3.3. In Theorem 3.1, the linear first-order attack model (3.5) is considered.

The same result can be easily extended to a general linear time-invariant attack

model of the form:

ck = Mck−1 +Nzk−1,

z̃k = Wck +Gzk,

where ck ∈ Rp,M ∈ Rp×p, N ∈ Rp×m,W ∈ Rm×p, G ∈ Rm×m. That is, under

strictly stealthy attacks of the above form, the worst case performance remains the

same as that in Theorem 3.1 and the optimal attack strategy is that G = −Ip and

the rest parameters M,N and W need to satisfy WM iN = 0 (i = 0, 1, . . . ).

Remark 3.4. For scalar systems, the worst performance degradation ratio is

ηs = 1 +
4A2K2(C2P +R)

(1− A2)P

and the corresponding attack strategy is (T ∗, S∗,Φ∗) = (0,−1, 0). Hence, the

degradation is worse for systems with a higher Kalman filter gain. Note also that

the worst case attack simply flips the sign of the innovation sequence.

Remark 3.5. Under the strict stealthiness metric, the optimal attack strategy in

our work is aligned with the result about the worst-case linear attack under the χ2

false alarm detector obtained in [26]. The reason why the optimal attack policies

are the same for the different problem settings is that the modified innovation

needs to preserve the statistics of the attack-free innovation, which lead to that

T = 0m×m. However, since we consider a more general model that utilizes both past
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and current information, the derivation of the optimal attack strategy is different

from that in [26]. Note that η = 1 when A = 0n×n.

Remark 3.6. Under Assumption 3.1, i.e. A is stable, Theorem 3.1 provides a closed-

form solution for the performance degradation ratio. If A is not stable, (3.21) will

diverge, which is not interesting. Besides, although we mainly study the scenario

under strictly stealthy attacks in this section, the strictly stealthy attack can be

considered as a special case of ε-stealthy attacks with ε = 0. In other words, a

strictly stealthy attack strategy should be feasible when considering an ε-stealthy

attack.

3.3 ε-stealthy Attacks

In this section, we will characterize the maximal performance degradation under

an ε-stealthy attack. The memoryless attacker T = 0m×m was studied in [5, 27].

We focus on the attacker with memory, i.e., T 6= 0m×m. For the sake of analysis,

we will focus on scalar systems, i.e., m = n = 1 in the following analysis. The

vector case will be a potential future work. In order to differentiate between scalar

and vector systems, we use σ2
z to replace Σz to represent the covariance of zk, i.e.,

σ2
z = C2P +R.

For the simplicity of notation, define

q ,
Φ

σ2
z

, q ≥ 0.

Then we have the following lemma, the proof of which is reported in Section 3.6.

Lemma 3.3. Consider the scalar system (3.1)-(3.2), the optimization problem

(3.15) is equivalent to the following problem:

arg max
T,S,q

J(T, S, q),

s. t. − 1

2
− 1

2
log(S2 + q) +

S2 + q

2(1− T 2)
= ε,

− Soqmax < S ≤ −
√
e−2ε − q,

(3.22)

where

J(T, S, q) = (1− S)2 + q +
T 2(S2 + q)

1− T 2
− 2AT

S − S2 − ST 2 − q
(1− T 2)(1−AT )

.
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For a given q, denote

Jq1(T, S) , J(T, S, q). (3.23)

From the constraint function of (3.22), one can obtain

T = fq(S) ,

√
1− S2 + q

2ε+ 1 + log(S2 + q)
. (3.24)

By substituting (3.24) into (3.23), we have

Jq1(fq(S), S) = Jq2(S) ,− (2ε+ log(S2 + q))− 2S

1− Afq(S)

+
2(2ε+ 1 + log(S2 + q))

1− Afq(S)
.

(3.25)

The following lemma characterizes the worst performance ratio for the estimation

error covariance and gives the corresponding attack strategy to achieve this per-

formance bound for a given q, the proof of which is reported in Section 3.6.

Lemma 3.4. Consider scalar system (3.1)-(3.2) satisfying Assumption 3.1 and

linear attack of the form (3.5). Given q ≥ 0 and ε > 0, under the ε-stealthy attacks,

the worst performance degradation ratio for the estimation error covariance is

ηε = 1 +
Jq optA

2K2σ2
z

(1− A2)P
,

where Jq opt = Jq2(Sq) with Sq being such that J ′q2(Sq) = 0. The corresponding

attack strategy is (Tq, Sq), where Tq = fq(Sq).

Next, we will first prove that the optimal strategy requires q = 0. Then, we provide

the optimal attack strategy and the corresponding worst case performance. Finally,

we show that our proposed attack strategy can achieve a better attack performance

than that of the existing work in [5] under the same ε-stealthy attacks.

Similarly, for the sake of readability, the proof of the following lemma is reported

in Section 3.6.

Lemma 3.5. The solution to the original optimization problem (3.15) requires

q = 0. Hence, the optimization problem (3.22) can be transformed into the following
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problem:

arg max
S,T

J(S, T, 0),

s. t. − 1

2
− 1

2
log(S2) +

S2

2(1− T 2)
= ε,

0 < |T | ≤
√

1− e−2ε.

Before we give the theorem regarding ε-stealthy attacks, we define the following

equations for the simplicity of notations:

f0(S) ,

√
1− S2

2ε+ 1 + log(S2)
,

J0(S) , −(2ε+ log(S2))− 2S

1− Af0(S)
+

2(2ε+ 1 + log(S2))

1− Af0(S)
.

The following theorem characterizes the maximal performance degradation ratio

under an ε-stealthy attack. We also provide the attack strategy to achieve the

maximum.

Theorem 3.2. Consider the scalar system (3.1)-(3.2) satisfying Assumption 3.1

and linear attack of the form (3.5). Given ε > 0, under the ε-stealthy attacks, the

worst performance degradation ratio for the estimation error covariance is

ηε = 1 +
JoptA

2K2σ2
z

(1− A2)P
,

where Jopt = J0(Sopt). The corresponding attack strategy is (Topt, Sopt, 0), where

Sopt satisfies J ′0(Sopt) = 0 and Topt = f0(Sopt).

Proof. The results follows from Lemma 3.4 and Lemma 3.5.

Remark 3.7. The attack policy in [5] is given by z̃k =
√
Xzk, where X is the largest

solution of the equation X = 2ε + 1 + logX. It corresponds to our model with

qg = 0, Tg = 0, Sg = −
√
X. The corresponding performance degradation ratio is

ηε,g = 1 +
(1− Sg)2A2K2σ2

z

(1− A2)P
.
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Hence, the difference of performance degradation between our approach and that

in [5] is given by:

ηs − ηε,g =
(Jopt − (1− Sg)2)A2K2σ2

z

(1− A2)P
,

where Jopt is defined in Theorem 3.2. Note that the optimal parameter S for our

proposed approach is between −Soqmax and −e−ε while the existing linear attack

strategy takes −Soqmax, where Soqmax is defined in the proof of Lemma 3.4 and

Jopt ≥ (1 − Sg)
2. Hence, it is clear that that the performance degradation ratio

bound for the estimation error covariance induced by the proposed attack strategy

is larger than or equal to the existing linear attack strategy in [5] under ε-stealthy

attacks with the same ε.

Remark 3.8. We focus on the scalar case in this section. For the vector case,

Lemma 3.7 needs to be rewritten as “If an attacker employs an ε-stealthy attack in

the form of (3.5), then ρ(T ) < 1.” In Lemma 3.8, the derivation of the objective

function involves the sum of a geometric sequence. For the vector case, we need

to use Proposition 1.5.31 in [121], “Let A be a square matrix. If ρ(A) < 1, the

series S = I + A + A2 + · · · converges to (I − A)−1.” Reconsider Lemma 3.8,

since ρ(A) < 1 and ρ(T ) < 1, the above proposition can be directly applied.

Then, the optimization problem for the vector case can be obtained by using a

similar method. However, it is difficult to obtain a closed-form solution since the

optimization problem is not convex and involves more than one parameter. Further

studies will be carried out in the future.

3.4 Simulation

In this section, we provide some numerical examples to evaluate the performance

of the proposed attack strategies.
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3.4.1 Vector Case under Strictly Stealthy Attacks

In this subsection, we set the system parameters as follows:

A =

[
0.5 0.2

0.1 0.8

]
, C =

[
1 2

0 1

]
, Q =

[
0.6 0

0 0.3

]
, R =

[
0.3 0

0 0.6

]
.

We can obtain that

K =

[
0.3583 −0.2866

0.2374 0.2027

]
, P =

[
0.6833 −0.0302

−0.0302 0.3548

]
,

and from Theorem 3.1, the optimal attack performance degradation ratio is η =

4.6017. Assume that the attack starts at time k = 53. We run 10000 simulations.

The ratio of the state estimation error covariance P̃ to P v.s. time k is shown in

Figure 3.2. The parameter Si (i = 1, 2) for attack 1-2 and S∗ for strictly stealthy

attack and Snormal for normal operation are as follows:

S∗ =

[
−1 0

0 −1

]
, Snormal =

[
1 0

0 1

]
, S1 =

[
0.5 0

0 0.5

]
, S2 =

[
−0.5 0

0.1 −0.8

]
,

and the corresponding covariance of the added noise is derived by Φ = Σz−SΣzS
ᵀ.

0 20 40 60 80 100 120 140 160 180 200 220 240 260 280 300

1

2
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η s
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tr
P̃
/

tr
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Optimal
attack
Normal
operation
Attack 1
Attack 2

Figure 3.2: The ratio of the error covariance P̃ to P v.s. time k. The red
line is the ratio of simulation under strictly stealthy attack. The blue line is
the ratio of the simulation under normal operation. The teal and magenta lines
denote the corresponding ratio under different attack type 1 to attack type 2,
respectively.

From this figure, there is an obvious difference of the performance degradation

between the normal operation and an attack operation. It is easy to see that the
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error covariance ratio under the optimal attack is larger than the one under normal

operation and other attacks with different attack parameters. Besides, we can also

see that the optimal simulation value is almost the same as the theoretical value.

3.4.2 Different ε-stealthy Level

In this subsection, we consider an LTI system with scalars and set A = 0.4, C =

1, Q = 0.2, and R = 0.5. One can compute that K = 0.3102, and P = 0.2248.

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
1.2

1.4

1.6

1.8

2

2.2

2.4

2.6

2.8

3

ε

η
=
P̃
/P

([5])
The propose strategy

Figure 3.3: The ratio of the error covariance P̃ to P v.s. stealthiness level ε.
The blue line with circle markers is the ratio obtained from the existing work
[5]. The red line with upward-pointing triangle markers denotes the ratio in our
work.

The ratio of the state estimation error covariance P̃ to P v.s. stealthiness level ε

is shown in Figure 3.3. From this figure, one could see that the error covariance

obtained in our work is equal to the one obtained in the existing work [5] when

ε = 0. And the error covariance obtained in our work is larger than the one derived

in [5] when ε > 0. Furthermore, the difference of the error covariances between our

work and [5] is becoming larger as ε grows.

The values of T, S and Tk (which is used in [5]) v.s. the stealthiness level ε are shown

in Figure 3.4. From Figure 3.4, one can see that as ε grows, the absolute values of

T and S are becoming larger. It means that as the stealthiness level ε increases,

the attacker employs more past attack information and current innovation.
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Figure 3.4: The values of T, S and Tk (which is used in [5]) v.s. the stealthiness
level ε. The red lines with circle markers and triangle markers are the value of T
and S in our proposed strategy, respectively. The blue line with circle markers
denotes the value of Tk from the existing work [5].

3.4.3 Different System Parameter A

In this subsection, we consider an LTI system with scalars and set ε = 0.8, C =

1, Q = 0.2, and R = 0.5. We study the difference induced by different system

parameter A.

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
0
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η
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P̃
/P

[5]
The proposed strategy

Figure 3.5: The ratio of the error covariance P̃ to P v.s. A. The blue line
with circle markers is the ratio obtained in the existing work [5]. The red line
with upward-pointing triangle markers denotes the ratio in our work.

The ratio of the error covariance P̃ to P v.s. A is shown in Figure 3.5. From this

figure, one could see that the error covariance obtained in our work is larger than
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Figure 3.6: The values of T, S and Tk (which is used in [5]) v.s. A. The red
lines with circle markers and triangle markers are the value of T and S in our
proposed strategy, respectively. The blue line with circle markers denotes the
value of Tk from the existing work [5].

the one derived in [5]. Furthermore, the difference of the error covariances between

our work and [5] is becoming larger with A increasing.

The values of T, S and Tk (which is used in [5]) v.s. the system matrix A are shown

in Figure 3.6. From this figure, one can see that as A increases, the absolute value

of T is becoming larger and the absolute value of S is becoming smaller. It implies

that as the system parameter A increases, the remote state estimator will attach

more importance to the priori state estimate by (3.6) and (3.7). Correspondingly,

the attacker will employ the past information more and use current innovation less

in order to maximize the attack performance. Since the proposed approach in [5]

is only related with the stealthiness level, the value of Tk keeps constant.

3.5 Conclusion

In this chapter, we characterized the fundamental limits for innovation-based re-

mote state estimation under linear attacks. The attacker was constrained to follow

a linear attack type based on the past attack signal, the latest innovation and an ad-

ditive random variable. We obtained optimal attack strategies to achieve maximal

performance degradation under a given stealthiness requirement. Then we pro-

vided the maximal performance degradation ratio and the corresponding optimal



46 3.6. Proofs of Lemmas

attack strategy to achieve this maximum under strictly stealthy attacks for vector

systems, which is a generalization of the previous work. For ε-stealthy attacks on

scalar systems, the optimal attack strategy with an additive random noise was also

presented. It was proven that the maximal performance degradation ration can be

achieved without additive noise and the proposed strategy performs better than the

existing linear attack strategies in terms of performance degradation. Simulation

results were presented to support the theoretical results.

3.6 Proofs of Lemmas

3.6.1 Proof of Lemma 3.3

The whole section is devoted to proving Lemma 3.3. We shall present several

lemmas and then proceed with the proof of Lemma 3.3.

First, we give the following lemma to characterize the property of the modified

innovation sequence, which will be used to simplify the constraint condition of the

optimization problem (3.15). The following lemma is for a vector case, and the

scalar case follows as a special case.

Lemma 3.6. If an attacker employs an attack in the form of (3.5), the differential

entropy of the compromised innovation sequence z̃k1 is equal to k
2

log ((2πe)m det(S)),

where S,SΣzS
ᵀ + Φ.

Proof. Here, we use the notation h(z̃k1 ) to represent the differential entropy:

h(z̃k1 ) = −
∫
fz̃k1 (ξ) log fz̃k1 (ξ)dξ,

where fz̃k1 is the probability density function.

By (3.16), z̃k1 follows a multivariate Gaussian distribution. We have:

h(z̃k1 ) =
1

2
log
(
(2πe)mk det(Σ)

)
, (3.26)
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where

Σ, Cov
(
[z̃ᵀ1 , z̃

ᵀ
2 , · · · , z̃ᵀk ]

ᵀ)

=




S ST ᵀ · · · S(T k−1)ᵀ

TS TST ᵀ + S · · · TS(T k−1)ᵀ + S(T k−2)ᵀ

...
...

. . .
...

T k−1S T k−1ST ᵀ + T k−2S · · · T k−1S(T k−1)ᵀ + · · ·+ S



,

(3.27)

and S,SΣzS
ᵀ + Φ. One can perform an elementary row transformation on the

matrix Σ and obtain det(Σ) = (det(S))k.

Hence, for any T , the differential entropy can be obtained as follows:

h(z̃k1 ) =
k

2
log ((2πe)m det(S)) . (3.28)

The proof is completed.

Lemma 3.7. If an attacker employs an ε-stealthy attack in the form of (3.5), then

|T | < 1.

Proof. From Lemma 3.6, it is easy to obtain

1

k
D(z̃k1‖zk1 )

=− 1

k
h(z̃k1 ) +

1

2
log(2πσ2

z) +
1

k

k∑

l=1

E[(z̃l)
2]

2σ2
z

=− 1

2
log
(
2πe(S2σ2

z + Φ)
)

+
1

2
log(2πσ2

z) +
1

k

k∑

l=1

E[(z̃l)
2]

2σ2
z

=− 1

2
− 1

2
log(

S2σ2
z + Φ

σ2
z

) +
1

k

k∑

l=1

E[(z̃l)
2]

2σ2
z

.

Let us consider the sufficient condition of ε-stealthy:

lim
k→∞

1

k
D(z̃k1‖zk1 ) ≤ ε, (3.29)

which implies

lim
k→∞
−1

2
− 1

2
log(

S2σ2
z + Φ

σ2
z

) +
1

k

k∑

l=1

E[(z̃l)
2]

2σ2
z

≤ ε,
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where

E[(z̃l)
2] =

l−1∑

i=0

T 2i
(
S2σ2

z + Φ
)
.

Similarly, we divide four cases (0 < |T | < 1, |T | = 1 and |T | > 1) to compute

E[(z̃l)
2]:

• 0 < |T | < 1:

E[(z̃l)
2] =

1− T 2l

1− T 2

(
S2σ2

z + Φ
)
, (3.30)

then we have:

lim
k→∞

1

k

k∑

l=1

E[(z̃l)
2]

2σ2
z

=
S2σ2

z + Φ

2(1− T 2)σ2
z

,

which could satisfy the requirement of ε-stealthiness.

• |T | = 1:

E[(z̃l)
2] = l

(
S2σ2

z + Φ
)
,

then,

lim
k→∞

1

k

k∑

l=1

E[(z̃l)
2]

2σ2
z

→∞,

which contradicts the requirement of ε-stealthiness.

• |T | > 1: the sum is expressed as (3.30). It is easy to check that lim
k→∞

1

k

k∑

l=1

E[(z̃l)
2]

2σ2
z

will diverge, which also contradicts the requirement of ε-stealthiness.

As a result, T must satisfy that 0 < |T | < 1.
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Lemma 3.8. The optimization problem (3.15) is equivalent to the following prob-

lem:

arg max
T,S,q

(1− S)2 + q +
T 2(S2 + q)

1− T 2
− 2AT

S − S2 − ST 2 − q
(1− T 2)(1−AT )

,

s. t. − 1

2
− 1

2
log(S2 + q) +

S2 + q

2(1− T 2)
≤ ε,

0 < |T | < 1.

(3.31)

Proof. From equation (3.17), one can see that the error covariance between the

state estimate and the real state, P̃l, can be split into two parts, one is the minimum

mean square error P which is constant, and the other is the error covariance of

ẽl+1 = x̃sl+1|l − x̃l+1|l. Note that

ẽk+1 =x̂sk+1|k − x̂k+1|k

=Ax̂sk|k−1 + AKzk − (Ax̂k|k−1 + AKz̃k)

=A(x̂sk|k−1 − x̂k|k−1)− AK(T z̃k−1 + Szk + φk) + AKzk

=Aẽk + AK(1− S)zk − AKTz̃k−1 − AKφk.

(3.32)

From (3.32), one can know that E[ẽk] = 0. Hence, the covariance of ẽk is

E[(ẽk+1)2]

=A2E[(ẽk)
2] + [AK(1− S)]2 σ2

z + 2A2K(1− S)E[ẽkzk]

+ (AKT )2E[(z̃k−1)2] + A2K2qσ2
z − 2A2KTE[ẽkz̃k−1]

(a)
=A2E[(ẽk)

2] + [AK(1− S)]2 σ2
z + (AKT )2E[(z̃k−1)2]

+ A2K2qσ2
z − 2A2KTE[ẽkz̃k−1]

=A2E[(ẽk)
2] + [AK(1− S)]2 σ2

z − 2A2KTE[ẽkz̃k−1]

+ A2K2qσ2
z + (AKT )2 1− T 2(k−1)

1− T 2
(S2 + q)σ2

z ,

(3.33)

where

ẽk =Aẽk−1 + AK(1− S)zk−1 − AKTz̃k−2 − AKφk−1

=Ak−1ẽ1 + AK

(
k−1∑

i=1

Ak−1−i(1− S)zi

)

− AK
(
k−2∑

i=0

Ak−2−iT z̃i

)
− AK

(
k−1∑

i=1

Ak−1−iφi

)
,
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and (a) holds due to the independence of ẽk and zk.

To simplify the notations, we define

Ξ1 ,AK(1− S)E

[(
k−1∑

i=1

Ak−1−izi

)
z̃k−1

]
,

Ξ2 ,AKE

[(
k−2∑

i=0

Ak−2−iT z̃i

)
z̃k−1

]
,

Ξ3 ,AKE

[(
k−1∑

i=1

Ak−1−iφi

)
z̃k−1

]
,

then we have

Ξ1 =
1− (AT )k−1

1− AT AK(1− S)Sσ2
z ,

Ξ2 =
AT

[
1− (AT )k−2

]

1− AT
KT (S2 + q)σ2

z

1− T 2
− AT k(T k−2 − Ak−2)

T − A
KT (S2 + q)σ2

z

1− T 2

Ξ3 =
1− (AT )k−1

1− AT AKqσ2
z ,

Reconsider the third term of (3.33), we have

E[ẽkz̃k−1]

=Ξ1 − Ξ2 − Ξ3

=
1− (AT )k−1

1− AT AK(1− S)Sσ2
z −

1− (AT )k−1

1− AT AKqσ2
z

+
AT k(T k−2 − Ak−2)

T − A
KT (S2 + q)σ2

z

1− T 2
− AT

[
1− (AT )k−2

]

1− AT
KT (S2 + q)σ2

z

1− T 2
.

Consider the asymptotic behavior for (3.33) and take the limit for the above equa-

tion, one can obtain equation (3.34) (see the next page). From (3.33), it is easy to

obtain (3.35) (see the next page) since lim
k→∞

1
k
E[(ẽ1)2] = 0 and lim

k→∞
1
k
E[(ẽk+1)2] = 0.

Hence, the optimization problem can be rewritten as

arg max
T,S,q

σ2
zA

2K2

[ [
(1− S)2 + q + T 2 (S2 + q)

1− T 2

]

− 2AT

[
(1− S)S

1−AT −
T 2(S2 + q)

(1− T 2)(1−AT )
− q

1−AT

]]
,

s. t. − 1

2
− 1

2
log(S2 + q) +

S2 + q

2(1− T 2)
≤ ε,

0 < |T | < 1.
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lim
k→∞

1

k

k∑

l=1

E[(ẽl+1)2]

= lim
k→∞

1

k

k∑

l=1

A2E[(ẽn)2] + A2K2(1− S)2σ2
z + A2K2qσ2

z + (AKT )2 (S2 + q)σ2
z

1− T 2

− 2A2KT
1

k

k∑

l=1

E[ẽnz̃l−1]

= lim
k→∞

1

k

k∑

l=1

A2E[(ẽn)2] + A2K2

[
(1− S)2 + q + T 2 (S2 + q)

1− T 2

]
σ2
z

− 2A2KT
1

k

k∑

l=1

E[ẽnz̃l−1]

= lim
k→∞

1

k

k∑

l=1

A2E[(ẽn)2] + A2K2

[
(1− S)2 + q + T 2 (S2 + q)

1− T 2

]
σ2
z

− 2A2KT

[
AK(1− S)S

1− AT − AKT 2(S2 + q)

(1− T 2)(1− AT )
− AKq

1− AT

]
σ2
z ,

(3.34)

lim
k→∞

1− A2

k

k∑

l=1

E[(ẽl+1)2]

= lim
k→∞

A2

k
E
[
(ẽ1)2 − (ẽk+1)2

]
+ A2K2

[
(1− S)2 + q + T 2 (S2 + q)

1− T 2

]
σ2
z

− 2A2KT

[
AK(1− S)S

1− AT − AKT 2(S2 + q)

(1− T 2)(1− AT )
− AKq

1− AT

]
σ2
z

=A2K2

[
(1− S)2 + q + T 2 (S2 + q)

1− T 2

]
σ2
z

− 2A2KT

[
AK(1− S)S

1− AT − AKT 2(S2 + q)

(1− T 2)(1− AT )
− AKq

1− AT

]
σ2
z ,

(3.35)

Since σ2
z > 0 and A2K2 > 0, the optimization problem can be simplified as follows:

arg max
T,S,q

(1− S)2 + q +
T 2(S2 + q)

1− T 2
− 2AT (S − ST 2 − S2 − q)

(1− T 2)(1−AT )
,

s. t. − 1

2
− 1

2
log(S2 + q) +

S2 + q

2(1− T 2)
≤ ε,

0 < |T | < 1.

The proof is completed.
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Lemma 3.9. When S is negative, q is fixed and the absolute value of T is fixed,

J(T, S, q) ≥ J(−T, S, q), where the sign of T is the same as the sign of A.

Proof. Consider the objective function J , one has

J(T, S, q)− J(−T, S, q)

=(1− S)2 + q +
T 2(S2 + q)

1− T 2
− 2AT (S − ST 2 − S2 − q)

(1− T 2)(1−AT )

−
[
(1− S)2 + q +

T 2(S2 + q)

1− T 2
+

2AT (S − ST 2 − S2 − q)
(1− T 2)(1 +AT )

]

=
−2AT (S − ST 2 − S2 − q)

1− T 2
(

1

1−AT +
1

1 +AT
).

When the sign of T is the same as the sign of A, i.e., AT>0, the above equation is

non-negative, which implies J(T, S, q) ≥ J(−T, S, q).

Lemma 3.10. The attack tuple (T ∗, S∗, q∗) that maximizes the performance degra-

dation ratio for the estimation error covariance satisfies −1
2
− 1

2
log(S∗2 + q∗) +

S∗2+q∗

2(1−T ∗2)
= ε, where S∗ < 0.

Proof. First, we assume that there exists an attack tuple (Te, Se, qe) such that

J(Te, Se, qe) > J(T ∗, S∗, q∗), where

−1

2
− 1

2
log(S2

e + qe) +
S2
e + qe

2(1− T 2
e )

< ε. (3.36)

Let S∗e denote the corresponding smallest solution to the equation

−1

2
− 1

2
log(S∗e

2 + qe) +
S∗e

2 + qe

2(1− Te2)
= ε.

Considering the derivative of J with respect to S and the property of the constraint,

one can verify that J(Te, S
∗
e , qe) > J(Te, Se, qe). Since among all the attack tuples

satisfying the constraint equality, (T ∗, S∗, q∗) is the optimal one that achieves the

maximum value of J , we have J(T ∗, S∗, q∗) ≥ J(Te, S
∗
e , qe). Hence, J(T ∗, S∗, q∗) >

J(Te, Se, qe) is a contradiction to the early assumption. The proof is completed.

For the simplicity of analysis, we only consider T > 0 and A > 0. Hence, T is

non-negative in the above equation. The case when T < 0 and A < 0 is essentially

the same.
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Reconsider the constraint function of (3.31). Define S , S2 + q and

C , −1

2
− 1

2
log(S ) +

S

2(1− T 2)
− ε. (3.37)

It is easy to obtain that C takes the minimum value at S = 1 − T 2. Since C

must satisfy C ≤ 0, S ≥ e−2ε should hold. Hence, the range of S is −Soqmax <

S ≤ −
√
e−2ε − q, where −Soqmax is the smaller solution to the equation S2 + q =

1 + log(S2 + q) + 2ε, which implies the critical solution when T = 0. One can prove

Lemma 3.3 by the above lemmas.

3.6.2 Proof of Lemma 3.4

Compute the derivative of Jq2:

J ′q2(S)

=(−2)
SA2f 2

q (S) + S2 + q − A(S2 + q)fq(S)− S
(S2 + q)(1− Afq(S))2

− 2
[S(S2 + q)− (S2 + q)(2ε+ 1 + log(S2 + q))]Af ′q(S)

(S2 + q)(1− Afq(S))2
,

(3.38)

where

f ′q(S) = −
S(2ε+1+log(S2+q))−S

(2ε+1+log(S2+q))2√
1− S2+q

2ε+1+log(S2+q)

.

First we consider the left boundary. Since there is no derivative of Jq2 at S =

−Soqmax, we consider the local property near S = −Soqmax. Let us take S = Sδ,

where
S2
δ+q

2ε+1+log(S2
δ+q)

= 1− δ (0 < δ < 1). When δ → 0, we have

fq(Sδ) =

√
1− S2

δ + q

2ε+ 1 + log(S2
δ + q)

=
√
δ.
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Hence, we rewrite the numerator of (3.38) as follows:

lim
δ→0

SδA
2f2
q (Sδ) + S2

δ + q −A(S2
δ + q)fq(Sδ)− Sδ

+
[
Sδ(S

2
δ + q)− (S2 + q)(2ε+ 1 + log(S2

δ + q))
]
Af ′q(Sδ)

= lim
δ→0

SδA
2δ + S2

δ + q −A(S2
δ + q)

√
δ − Sδ

+
[
Sδ(S

2
δ + q)− (S2

δ + q)(2ε+ 1 + log(S2
δ + q))

]
Af ′q(Sδ),

=lim
δ→0

S2
δ + q − Sδ + (S2

δ + q)

(
Sδ −

S2
δ + q

1− δ

)
Af ′q(Sδ),

(3.39)

where

f ′q(Sδ) = −
Sδ(2ε+1+log(S2

δ )+q)−Sδ
(2ε+1+log(S2

δ+q))2√
1− S2

δ+q

2ε+1+log(S2
δ+q)

= −
Sδ(

S2
δ+q

1−δ − 1)

(
S2
δ+q

1−δ )2
√
δ
.

Hence, as δ approaches to 0, (3.39) is given by

lim
δ→0

S2
δ + q − Sδ − (S2

δ + q)

(
Sδ −

S2
δ + q

1− δ

)
A
Sδ(

S2
δ+q

1−δ − 1)

(
S2
δ+q

1−δ )2
√
δ
. (3.40)

Since lim
δ→0

[
−(S2

δ + q)
(
Sδ − S2

δ+q

1−δ

)
A

Sδ

(
S2
δ+q

1−δ )2
√
δ

]
= −∞, the sign of (3.40) is deter-

mined by the sign of S2
δ + q − 1 + δ. Hence, we have

lim
δ→0

S2
δ + q − 1 + δ = lim

Sδ→−Soqmax

S2
δ + q − 1 + δ

=S2
oqmax + q − 1 > 0.

Hence, when Sδ → −S+
oqmax, the derivative of Jq2 is positive.

When Sε = −
√
e−2ε − q, we have:

fq(Sε) =

√
1− e−2ε

2ε+ 1 + log(e−2ε)
=
√

1− e−2ε,

and

f ′q(Sε) = −
−
√
e−2ε−q(2ε+1+log(e−2ε))+

√
e−2ε−q

(2ε+1+log(e−2ε))2√
1− e−2ε

2ε+1+log(e−2ε)

= 0.



Chapter 3. Performance Analysis of Innovation-based Remote State Estimation
under Linear Attack 55

SεA
2f 2
q (Sε) + S2

ε + q − A(S2
ε + q)fq(Sε)− Sε

+
[
Sε(S

2
ε + q)− (S2

ε + q)(2ε+ 1 + log(S2
ε + q))

]
Af ′q(Sε)

=SεA
2(1− e−2ε) + e−2ε − Ae−2ε

√
1− e−2ε − Sε

=Sε[A
2(1− e−2ε)− 1] + e−2ε(1− A

√
1− e−2ε)

(b)
>0,

where inequality (b) holds since A2 < 1, 1 − e−2ε ≤ 1 and Sε < 0. Hence, the

derivative of Jq2 at S = −
√
e−2ε − q is negative.

Since the function J1 is continuous, there must be at least one maximum point

where its first derivative is zero. Hence, η = 1 +
JqoptA

2K2σ2
z

(1− A2)P
, where Jqopt =

Jq2(Sq).

3.6.3 Proof of Lemma 3.5

By analyzing the derivative of J with respect to S, combining (3.24), (3.25), and

Lemma 3.4, we know that when S takes its minimum value, J obtains the maxi-

mum. Hence, q = 0 performs better than q > 0. In other words, the solution to

the optimization problem (3.15) requires q = 0.





Chapter 4

An Online Approach to Physical

Watermark Design against Replay

Attack

The last chapter analyzed the performance of remote state estimation under cyber

attacks. As an important part of study on security of CPS, the detection of cyber

attacks is getting more and more attention. How to detect potential attacks timely

and accurately is the main concern for the following two chapters.

In this chapter, we consider the problem of designing physical watermark signals to

optimally detect the replay attack on a linear time-invariant (LTI) system, under

the assumption that the system parameters are unknown. Firstly, a replay attack

model, where an attacker records the sensor measurements and replays them in

order to fool the system, is provided. Then, we introduce a physical watermark

scheme that leverages a random variable input as a watermark signal to detect

possible replay attacks. The optimal watermark signal design problem is cast as

an optimization problem. We aim to achieve the optimal trade-off between detec-

tion performance and control performance. We provide an online watermarking

design algorithm to deal with cases with unknown system parameters. It is proved

that the proposed algorithm converges to the optimal one and the corresponding

convergence rate is characterized. Finally, we provide two examples to verify the

effectiveness of the proposed technique.

57
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The rest of this chapter is organized as follows. In Section 4.1, we formulate the

problem by introducing the system and the attack model. In Section 4.2, we in-

troduce the physical watermarking scheme. An online algorithm is presented in

Section 4.3. This algorithm can simultaneously infer the necessary system param-

eters and design the watermark signal as well as the detector. Furthermore, the

almost sure convergence of the watermark signal to the optimal one is proved and

the corresponding convergence rate is characterized. In Section 4.4, we provide a

numerical example and an industrial process example to illustrate the effectiveness

of the proposed approach. Conclusions are given in Section 4.5. In Section 4.6, we

give a detailed proof of Theorem 4.3.

4.1 Problem Formulation

In this section, we introduce an LTI model of CPS and a replay attack model,

which will be employed in the rest of this chapter.

Consider an LTI system described by the following equations:

xk = Axk−1 +Bφk + wk, (4.1)

yk = Cxk + vk,

where xk ∈ Rn is the vector of state variables, yk ∈ Rm is the vector of sensors’

measurements, wk ∈ Rn is a zero mean independently and identically distributed

(i.i.d.) Gaussian process noise with covariance Q � 0, vk ∈ Rm is a zero mean

i.i.d. Gaussian measurement noise with covariance R � 0, and φk ∈ Rp means the

watermark signal and we will give more details in Section 4.2.

Remark 4.1. For the simplicity of notations, we consider a stable open-loop system.

However, the proposed framework in this chapter can be easily extended to a

closed-loop system with an unstable plant but a stabilizing controller, which will

be discussed in Section 4.2.

It is worth noticing that the introduction of the watermark signal is for intrusion

detection and not for stabilization. Hence, we only consider stable systems or

systems that have been pre-stabilized by some controller.
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It is assumed that the process noise w0, w1, · · · and the measurement noise v0, v1, · · ·
are independent of each other. Moreover, since CPS usually operate for an extended

period of time, we assume that the system is already in the steady state, which

means that the initial condition x−1 is a zero mean Gaussian random vector inde-

pendent of the process noise and the measurement noise and with covariance Σ,

where Σ satisfies:

Σ = AΣAᵀ +Q. (4.2)

We further make the following assumption regarding the system parameters:

Assumption 4.1. The system is strictly stable. Furthermore, (A,C) is observable

and (A,B) is controllable.

Remark 4.2. Since we can perform a Kalman decomposition [122] and only work

with the observable and controllable subspace, the observability and controllability

assumption is without loss of generality.

Next, we introduce a replay attack model. We make the following assumptions

regarding the attacker’s knowledge and resources:

1. The adversary has the knowledge of all the real-time sensor measurements.

In other words, it knows the sensor’s measurement y0, . . . , yk at time k.

2. The adversary can violate the integrity of all sensory data. Specifically, the

adversary can modify the real sensor signals yk to arbitrary sensor signals y′k.

Given the above knowledge and resources, the attacker can employ the following

replay attack strategy:

1. The adversary records a sequence of sensor measurements yks from time k1

to k1 +T , where T is large enough to ensure that the attacker can replay the

sequence for an extended period of time during the attack.

2. The adversary modifies the sensor measurements yk to the recorded signals

from time k2 to k2 + T , i.e.,

y′k = yk−∆k, ∀ k2 ≤ k ≤ (k2 + T ),
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where ∆k = k2 − k1.

Note that since the system is already in the steady state, both the replayed signal

y′k and the real signal yk from the sensors will share exactly the same statistics.

Hence, if no physical watermark signal is introduced, i.e. φk = 0, replay attacks can

be stealthy for a large class of linear systems. That is the reason why we adopt the

physical watermarking scheme. For more detailed discussion on the detectability

of the replay attack, please refer to [28].

Consider the system architecture in Figure 4.1.

Uk φk(Uk) Plant Sensor yk

wk vk

Detector

Online Learning

xk

Figure 4.1: The system diagram.

Our goal is to design an online learning algorithm for the optimal replay attack

detector and the optimal parameters Uk of the physical watermark signals, based

on the collected input φk and output yk. The physical watermark scheme will be

introduced in detail in Section 4.3. Based on this scheme, we develop an approach

to infer the necessary system parameters based only on the injected data φk and

output data yk, and design the parameters marked in red in the above figure: the

covariance Uk of the watermark signal φk and the optimal detector based on the

estimated parameters.

4.2 Physical Watermark for Systems with Known

Parameters

In this section, we will introduce the physical watermark, which enables the detec-

tion of replay attacks. The optimal physical watermark is derived via solving an

optimization problem that aims to achieve the optimal trade-off between control

performance and detection performance. At the end of this section, the extension

to closed-loop systems will be presented.
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4.2.1 Physical Watermark Scheme

The main idea of physical watermark is to inject a random noise φk, which is called

the watermark signal, into the system (4.1) to excite the system and check whether

the system responds to the watermark signal in accordance to the dynamical model

of the system. In this section, we will restrict the watermark signal φk to be zero

mean i.i.d. Gaussian random variables and its covariance is denoted as U . We

choose it to be zero mean because we do not wish to introduce any bias to the

system state.

When no attack is present, yk can be written as:

yk =
k∑

t=0

CAtBφk−t +
k∑

t=0

CAtwk−t + vk + CAk+1x−1. (4.3)

To simplify notations, we define

ϕk ,
k∑

τ=0

Hτφk−τ , (4.4)

ϑk ,
k∑

t=0

CAtwk−t + vk + CAk+1x−1, (4.5)

where Hτ is defined as

Hτ , CAτB. (4.6)

Hence, yk can be rewritten as:

yk = ϕk + ϑk. (4.7)

From (4.4), we can know that ϕk follows a Gaussian distribution with mean zero

and its covariance converges to U , where

U ,
∞∑

τ=0

HτUH
ᵀ
τ . (4.8)

Similarly, from (4.5), it is easy to see that ϑk follows a Gaussian distribution with

mean zero and covariance W = CΣCᵀ +R, where Σ is defined in (4.2).
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When the replay attack is present, the replayed y′k can be represented as

y′k = yk−∆k = ϕk−∆k + ϑk−∆k.

Since ϕk follows a Gaussian distribution with mean zero, ϕk−∆k is a Gaussian

random variable with mean zero and covariance U . Therefore, y′k follows a Gaussian

distribution with mean zero and covariance U +W . As a result, in order to detect

replay attack, we need a detector to differentiate the distribution of yk under the

following two hypotheses:

H0: yk follows a Gaussian distribution with mean ϕk and covariance W , i.e.,

yk ∼ N0(ϕk,W).

H1: yk follows a Gaussian distribution with mean zero and covariance U+W , i.e.,

yk ∼ N1(0,U +W).

Remark 4.3. Notice that the watermark signal φ0, · · · , φk are known to the system

operator and detector. The distribution of yk is conditioned on {φk}k and this

distribution converges to a Gaussian distribution with mean ϕk and covarianceW .

The Neyman-Pearson (NP) detector [123] for hypothesis H0 versus hypothesis H1

is formalized by the following lemma:

Lemma 4.1. At time k, the NP detector rejects H0 in favor of H1 if

gk =
(
yk − ϕk

)ᵀW−1
(
yk − ϕk

)
− yᵀk (W + U)−1 yk ≥ η, (4.9)

where η is a threshold chosen by the system operator. Otherwise, hypothesis H0 is

accepted.

Remark 4.4. For the sake of simplicity, we only consider detecting the replay attack

based on the current measurement yk. In principle, by considering joint distribu-

tion of yk, yk−1, · · · , yk−∆t, one may take a moving horizon approach to design a

detector. However, the proposed framework in this chapter can be easily extended

to a multiple yk’s case by stacking the state vector.

Remark 4.5. Notice that since hypothesis H0 is time-varying due to the ϕk term,

the threshold η needs to be time-varying to ensure that the false alarm rate is

constant. If η is still chosen as a constant instead, then the system operator
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could calculate the expected false alarm rate by numerical integration, as ϕk is a

stationary process.

The performance of the detector is quantified by the expected KL divergence be-

tween distributions N0 and N1, which is formalized by the following theorem:

Theorem 4.1. The expected KL divergence of distribution N0 and N1 is

E DKL (N1‖N0) = tr
(
UW−1

)
− 1

2
log det

(
I + UW−1

)
. (4.10)

Furthermore, the expected KL divergence satisfies the following inequality

1

2
tr
(
UW−1

)
≤ E DKL (N1‖N0)

≤ tr
(
UW−1

)
− 1

2
log
[
1 + tr

(
UW−1

)]
.

(4.11)

Proof. The proof is essentially the same as the proof in [46].

Remark 4.6. Notice that the expected KL divergence is a convex function of U and

hence U . However, both the upper and lower bounds of it are increasing functions

of tr(UW−1). Therefore, we could maximize tr(UW−1), which is linear with respect

to U , instead of directly maximizing the detection performance, i.e., the expected

KL divergence, which is computationally difficult.

It is worth noticing that although the watermark signal enables the detection of

replay attacks, it also degrades the system control performance. Hence, it is of

great importance to design the watermark signal to achieve the optimal trade-off

between intrusion detection performance and system control performance. In order

to quantify the control performance loss, the following linear-quadratic-Gaussian

(LQG) metric is used:

J = lim
T→+∞

E

(
1

T

T−1∑

k=0

[
yk

φk

]ᵀ
X

[
yk

φk

])
, (4.12)

where

X =

[
Xyy Xyφ

Xφy Xφφ

]
� 0

is the weight matrix for the LQG control and it is chosen by the system operator.
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Remark 4.7. In this chapter, we choose the LQG metric to quantify the control

performance of a system running in the steady state. It should be noted that other

performance metrics can also be incorporated into our framework, as long as they

can be computed from the Markov parameters Hτ . This is due to the fact that

Hτ can be inferred using our proposed online approach and is one of the most

important parameters in online learning process.

Since yk and φk converge to a stationary process, J can be written as

J = lim
k→

tr

(
X Cov

([
yk

φk

]))
= tr

(
X

[
W + U H0U

UHᵀ
0 U

])
.

Hence, J is an affine function with respect to U , which can be represented as

J = J0 + ∆J = tr(XyyW) + tr(XS),

where J0 denotes the optimal LQG cost, and S is linear with respect to U , being

defined as

S ,

[
U H0U

UHᵀ
0 U

]
.

Hence, in order to obtain the optimal trade-off between the detection performance

and control performance, we formulate the following optimization problem:

U∗ = arg max
U≥0

tr(UW−1)

subject to tr(XS) ≤ δ, (4.13)

where δ is a design parameter depending on how much control performance loss is

tolerable.

An important property of the optimization problem (4.13) is that the optimal

solution is usually a rank-1 matrix, which is formalized by the following theorem:

Theorem 4.2. The optimization problem (4.13) is equivalent to

U∗ = arg max
U≥0

tr(UP)

subject to tr(UX ) ≤ δ, (4.14)
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where

P ,
∞∑

τ=0

Hᵀ
τW−1Hτ , (4.15)

X ,

(
∞∑

τ=0

Hᵀ
τXyyHτ

)
+Hᵀ

0Xyφ +XφyH0 +Xφφ. (4.16)

The optimal solution to (4.14) is

U∗ = zzᵀ,

where z is the eigenvector corresponding to the maximum eigenvalue of the matrix

X−1P and zᵀX z = δ. Furthermore, the solution is unique if X−1P has only one

maximum eigenvalue.

Proof. By the definition of U , we know that

tr(UW−1) =
∞∑

τ=0

tr
(
HτUH

ᵀ
τW−1

)
=
∞∑

τ=0

tr
(
UHᵀ

τW−1Hτ

)
= tr (UP) .

Following similar steps as in the above proof, we have that tr(XS) = tr(UX ).

Moreover, since X � 0, we have that

X � Hᵀ
0XyyH0 +Hᵀ

0Xyφ +XφyH0 +Xφφ � Xφφ −XφyX
−1
yy Xyφ � 0.

The proof about the optimal solution is similar to the proof of Theorem 7 in [45]

and we omit it here.

4.2.2 Extension to Closed-loop Systems

In this section, we discuss how to generalize the problem formulation for a closed-

loop system with a stabilizing controller. Let us consider the following system

discussed in [28]:

xk+1 = Axk +B(uk + φk) + wk,

yk = Cxk + vk,
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with the following estimator and controller:

x̂k+1 = Ax̂k +K(yk+1 − CAx̂k),
uk = Lx̂k,

and LQG cost as

J = lim
T→∞

1

T
E

[
T−1∑

k=0

yᵀkXyyyk + (uk + φk)
ᵀXφφ(uk + φk)

]
,

where uk is the optimal LQG control signal.

The state x̃k and output ỹk can be redefined as:

x̃k =

[
xk

x̂k

]
, and ỹk =

[
yk

uk

]
,

and the design of watermark signal in a closed-loop system can be converted to the

open-loop formulation.

It should be noted that precise knowledge of the system parameters is needed in

order to design the detector and the optimal watermark signal. However, acquiring

the parameters may be costly and troublesome. Moreover, there may be unforeseen

changes in the model of the system, such as topological changes in power systems.

Hence, the identified system model may change during the system operation. As

a result, it is beneficial for the system to “learn” the parameters and design the

detector and watermark signal in real-time, which is our focus in the next section.

4.3 Physical Watermark for Systems with Un-

known Parameters

In this section, we focus on designing an online “learning” approach to infer the

system parameters, based on which, we show how to design watermark signals

and the optimal detector and prove that the covariance of the physical watermark

and the detector asymptotically converge to the optimal ones with known system

parameters.
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Throughout the section, we make the following assumptions:

Assumption 4.2. 1. A is diagonalizable.

2. The maximum eigenvalue of X−1P is unique.

3. The system is not under attack during the learning phase.

4. The number of distinct eigenvalues of A, which is denoted as ñ, is known.

5. The LQG weight matrix X and the largest tolerable LQG loss δ are known.

Remark 4.8. The first and second assumptions are required in order to ensure that

the optimal covariance of the watermark signal is a differentiable function of Hτ ,

i.e., the problem is not ill-conditioned. The third assumption is needed since there

is no way to do system identification if there is no (real) sensory data and it is

also necessary to prove the asymptotic convergence of our proposed algorithm to

the optimal one without attack as this cannot be achieved in finite time due to

the existence of the inherent process and measurement noise. Nevertheless, we

illustrate through simulation, that after a certain period of learning phase, our

algorithm can approximate the optimal solution with reasonable accuracy and the

system can detect replay attack. The fourth assumption is also needed in order to

prove convergence, although we shall demonstrate in the simulation that we can

use a reduced model to approximate the system with good accuracy. The fifth

assumption should hold for all practical cases as X and δ are design parameters

chosen by the system operator.

For the sake of legibility, we will first introduce our algorithm and then present the

theorem on the correctness of our approach.

4.3.1 An Online Algorithm

In this subsection, we will present the complete algorithm in a pseudo-code form.

After that, the online “learning” scheme will be introduced in detail.

Algorithm 1 describes our proposed online watermarking algorithm. The notations

are described later in the subsection.

First, we initialize some parameters which will be used later. In each round of

the while iteration, the optimal covariance of the watermarking Uk,∗ based on
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current knowledge is computed firstly. Based on the derived covariance, one can

update the covariance Uk by combining “exploration” and “exploitation” term

which will be described in detail later. According to the updated covariance, we

generate the watermarking signals φk and inject them to the plant. Then we

collect the sensory data yk and employ them and watermarking signals to infer

necessary system parameters Hk,τ ,Pk,Xk. Based on the estimated parameters,

one can update the NP detector ĝk. Then one can repeat the above process to

identify system parameters and design the watermarking signals and the detector.

A pseudo-code form for Algorithm 1 is given by:

Algorithm 1 Online Watermarking Design

Require: P−1 ← I, X−1 ← Xφφ, k ← 0
Ensure:

1: while true do
2: Uk,∗ ← arg maxU≥0, tr(UXk−1)≤δ tr(UPk−1)

3: Uk ← Uk,∗ + (k + 1)−βδI
4: Generate random variable ζk ∼ N (0, I)

5: Apply watermark signal φk ← U
1/2
k ζk

6: Collect sensory data yk
7: Hk,τ ← 1

k−τ+1

∑k
t=τ ytφ

ᵀ
t−τU

−1
t−τ

8: Compute the coefficient of pk(x) by solving (4.23)
9: if pk(x) is Schur stable then

10: Update Pk,Xk from (4.24)-(4.29)
11: end if
12: Update ĝk from (4.30)
13: k ← k + 1
14: end while

Remark 4.9. For Algorithm 1, Pk,Xk are defined in (4.18), U is the covariance of

watermarking signal, and Hk,τ is defined in (4.20). Step 3 is the update of the

covariance of the physical watermark in (4.17). All parameters will be illustrated

in the following subsections.

Next, we give details of this algorithm.
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Generation of the Watermark Signal φk

We design Uk, which can be viewed as an approximation for the optimal covariance

of the watermark signal U , as

Uk = Uk,∗ +
δ

(k + 1)β
I, (4.17)

where β is the decay rate and 0 < β < 1, δ is the maximum tolerable LQG loss

defined in (4.13), and Uk,∗ is the solution of the following optimization problem

Uk,∗ = arg max
U≥0

tr(UPk−1),

subject to tr(UXk−1) ≤ δ, (4.18)

where Pk−1 is the estimate of P matrix and Xk−1 is the estimate of X matrix,

based on y0, . . . , yk−1, φ0, . . . , φk−1, both of which are initialized as:

P−1 = I, X−1 = Xφφ.

The inference procedure of Pk and Xk for k ≥ 0 will be provided in the further

subsections.

Remark 4.10. It is worth noticing that the second term 1
(k+1)β

I on the right hand

side of (4.17) is important for parameter identification. This is because that Uk,∗

is in general a rank-1 matrix and thus it does not provide persistent excitation

to the system to identify the necessary system parameters. Conceptually, one

can interpret the 1
(k+1)β

I term as an “exploration” term, as it provides necessary

excitation to the system in order to infer the parameters. The first term Uk,∗

can be interpreted as an “exploitation” term since it is optimal under the current

knowledge of the system parameters.

At each time k, the watermark signal is chosen to be

φk = U
1/2
k ζk, (4.19)

where ζks are i.i.d. Gaussian random vectors with covariance I.
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Inference on Hτ

In this subsection, we focus on inferring the necessary system parameters from the

collected sensory data and watermark signals. We will first identify the Markov

parameters Hτ of the system.

Define Hk,τ , where 0 ≤ τ ≤ 3ñ− 2, as

Hk,τ ,
1

k − τ + 1

k∑

t=τ

ytφ
ᵀ
t−τU

−1
t−τ

= Hk−1,τ +
1

k − τ + 1

(
ykφ

ᵀ
k−τU

−1
k−τ −Hk−1,τ

)
, (4.20)

where Hk,τ is an estimate of Hτ at time k.

Remark 4.11. Notice that other methods, such as subspace identification, may

perform better for classical system identification tasks than our proposed method.

However, since the covariance of our watermark signal converges to a degenerate

matrix (of rank 1), it is non-trivial to analyze the convergence properties for more

advanced system identification methods, such as subspace identification, which we

shall leave as our future work.

Note that the calculation of the matrices U , W , P and X requires Hτ for all τ ≥ 0.

Next, we will show that in fact only finitely many Hτ s are needed to compute those

matrices, which requires the following lemma:

Lemma 4.2. Assume that the matrix A is diagonalizable and λ1, . . . , λñ are its

distinct eigenvalues, then there exist unique Ω1, · · · ,Ωñ, such that

Hτ =
ñ∑

i=1

λτi Ωi. (4.21)

Proof. Without loss of generality, it is assumed that A is a diagonal matrix. We

have

Aτ = diag(λτ1I1, λ
τ
2I2, · · · , λτñIñ),

where λi is the ith distinct eigenvalue of A, λτi is λi to the power of τ , and Ii denotes

the identity matrix of size ni by ni with ni the multiplicity of λi. Therefore, Hτ
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can be written as

Hτ = CAτB =
ñ∑

i=1

λτi Ωi,

with Ωi = C diag(0, . . . , 0, Ii, 0, . . . , 0)B.

Since A satisfies its own minimal polynomial p(x) =
∏ñ

i=1(x−λi) = xñ+αñ−1x
ñ−1+

. . .+ α0, we know that for arbitrary i ≥ 0:

Hi+ñ + αñ−1Hi+ñ−1 + · · ·+ α0Hi = CAip(A)B = 0. (4.22)

By (4.22), one can use H0, H1, · · · , H3ñ−2 to estimate λis and Ωis and thus Hτ for

any τ . To this end, we define:




αk,0
...

αk,ñ−1


 , −Ξ−1

k




tr(Hᵀ
k,0Hk,ñ)
...

tr(Hᵀ
k,ñ−1Hk,ñ)


 , (4.23)

where

Ξk ,




tr(Hᵀ
k,0Hk,0) · · · tr(Hᵀ

k,0Hk,ñ−1)
...

. . .
...

tr(Hᵀ
k,ñ−1Hk,0) · · · tr(Hᵀ

k,ñ−1Hk,ñ−1)


 ,

and

Hk,i ,




Hk,i

Hk,i+1

...

Hk,i+2ñ−2



.

Remark 4.12. We can prove that αk,i from (4.23) is the solution of the following

problem:

min ‖Hk,ñ + αñ−1Hk,ñ−1 + · · ·+ α0Hk,0‖F ,

where ‖ · ‖F is the Frobenius norm of a matrix.
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Denote the roots of the polynomial pk(x) = xñ + αk,ñ−1x
ñ−1 + · · · + αk,0 to be

λk,1, · · · , λk,ñ. Define a Vandermonde like matrix Vk as

Vk ,




1 1 · · · 1

λk,1 λk,2 · · · λk,ñ
...

...
. . .

...

λ3ñ−2
k,1 λ3ñ−2

k,2 · · · λ3ñ−2
k,ñ



,

where λk,i denotes an estimate of λi at time k and λτk,i denotes λk,i to the power of

τ , and we estimate Ωi as




Ωk,1

...

Ωk,ñ


 = (Vk ⊗ Im)+




Hk,0

· · ·
Hk,3ñ−2


 . (4.24)

Inference on ϕk, ϑk and W

In this subsection, we focus on the inference of ϑk and ϕk defined in (4.4), which

corresponds to the parts of yk generated by the noise and watermark signals re-

spectively. We will further infer the covariance W of ϑk.

Define ϕ̂k as

ϕ̂k ,
ñ∑

i=1

ϕ̂k,i, (4.25)

where ϕ̂k,i = λk,iϕ̂k−1,i + Ωk,iφk and ϕ̂−1,i = 0. Then, one can estimate ϑk as

ϑ̂k , yk − ϕ̂k, (4.26)

and estimate the covariance of ϑk as

Wk ,
1

k + 1

k∑

t=0

ϑ̂tϑ̂
ᵀ
t . (4.27)
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Inference on P, X , U and gk

Finally we can derive an estimation of the P and X matrices, which are required

to compute the optimal covariance U of the watermark signal, given by

Pk =
∞∑

τ=0

(
ñ∑

i=1

λτk,iΩk,i

)ᵀ

W−1
k

(
ñ∑

i=1

λτk,iΩk,i

)

=
∞∑

τ=0

(
ñ∑

i=1

ñ∑

j=1

λτk,iλ
τ
k,jΩ

ᵀ
k,iW−1

k Ωk,j

)

=
ñ∑

i=1

ñ∑

j=1

(
∞∑

τ=0

(λk,iλk,j)
τ

)
Ωᵀ
k,iW−1

k Ωk,j

=
ñ∑

i=1

ñ∑

j=1

1

1− λk,iλk,j
Ωᵀ
k,iW−1

k Ωk,j, (4.28)

where (28) is derived from the summation of geometric series, and

Xk =
∞∑

τ=0

(
ñ∑

i=1

λτk,iΩk,i

)ᵀ

Xyy

(
ñ∑

i=1

λτk,iΩk,i

)
+

ñ∑

i=1

Ωᵀ
k,iXyφ +Xφy

ñ∑

i=1

Ωk,i +Xφφ

=
ñ∑

i=1

ñ∑

j=1

1

1− λk,iλk,j
Ωᵀ
k,iXyyΩk,j +

ñ∑

i=1

Ωᵀ
k,iXyφ +Xφy

ñ∑

i=1

Ωk,i +Xφφ. (4.29)

The NP detection statistics gk can be approximated by

ĝk = (yk − ϕ̂k)T W−1
k (yk − ϕ̂k)− yTk (Wk + Uk)−1 yk, (4.30)

with

Uk =
∞∑

τ=0

(
ñ∑

i=1

λτk,iΩk,i

)
Uk,∗

(
ñ∑

i=1

λτk,iΩk,i

)ᵀ

=
ñ∑

i=1

ñ∑

j=1

1

1− λk,iλk,j
Ωk,iUk,∗Ω

ᵀ
k,j. (4.31)

Remark 4.13. For our proposed algorithm, the system identification and watermark

design are tightly coupled. As is discussed in Remark 4.10, the injection of a

rank-1 watermark signal (we assume that it is performed optimally) is required

for the watermarking-based replay attack detection. On the other hand, system
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identification requires persistency of excitation, i.e., the injected signal needs to

be full rank. Therefore, the covariance of the injected signal is carefully designed

to be the sum of the “optimal” rank-1 covariance matrix on our current system

knowledge and a diminishing factor 1
(k+1)β

I, and we will further prove that although

this additional term vanishes asymptotically, it provides enough information to

perfectly identify the necessary system parameters.

4.3.2 Algorithm Properties

The following theorem establishes the convergence of Uk,∗ and gk, the proof of

which is provided in Section 4.6.

Theorem 4.3. Assume that A is strictly stable and Assumption 4.2 holds. If

0 < β < 1, then for any ε > 0, the following limits hold almost surely:

lim
k→∞

Uk,∗ − U∗
k−γ+ε

= 0, lim
k→∞

ĝk − gk
k−γ+ε

= 0, (4.32)

where γ = 1−β
2

> 0. In particular, Uk,∗ and ĝk almost surely converge to U∗ and

gk, respectively.

Combining the definition of Uk = Uk,∗ + δ
(k+1)β

I, we have the following corollary:

Corollary 4.1. Assume that A is strictly stable and Assumption 2 holds. If 0 <

β < 1, then for any ε > 0, the following limit holds almost surely:

lim
k→∞

Uk − U∗
k−min{γ,β}+ε = 0. (4.33)

Remark 4.14. Notice that (4.32) implies that both Uk,∗−U∗ and ĝk− gk are of the

order O(k−γ+ε) as k approaches infinity. Therefore, the convergence rate γ is max-

imized when β → 0+, which corresponds to the case where the exploration term
δ

(k+1)β
I in Uk remains constant. However, although this will maximize the perfor-

mance for the inference algorithm, the covariance Uk of the watermark signal φk

will not converge to the true optimal U∗. In order to achieve “fastest” convergence

rate of Uk, we need to choose the decay rate to be β = arg maxβ{γ, β} = 1/3.
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It is worth noticing that Theorem 4.3 only provides an upper bound for the almost

sure convergence rate and we shall leave the study on the exact convergence rate

as a further research direction. It is also of interest to explore if faster convergence

can be achieved by using more advanced system identification techniques.

4.4 Simulation

In this section, the performance of the proposed technique is verified. We will apply

the online “learning” algorithm to a numerical example and an industrial process

example.

4.4.1 A Numerical Example

First we choose m = 3, n = 5, p = 2 and A, B, C are all randomly generated, with

A being stable. Here, they are chosen as follows:

A =




−0.2679 −0.0051 −0.3906 0.0236 0.1320

0.2384 −0.0025 0.2226 −0.9777 −0.3195

0.4326 0.0046 0.6363 0.02755 −0.0349

−0.1930 −0.0872 −0.1145 0.3041 0.0685

0.3989 0.0316 0.4282 −0.2710 −0.1041



,

B =




0.8967 −2.0470

1.2113 0.9807

0.9199 −1.6308

2.0321 0.0613

−0.1976 −0.5899



,

C =



−0.7265 −1.1636 0.8859 −0.5425 −0.2432

−2.1019 0.0029 1.2457 −0.2289 1.9068

−1.1004 −0.2283 0.7216 0.1878 −0.3110


 .

It is assumed that X in (4.12), the covariance matrices Q and R are all identity

matrices with proper dimensions. It is assumed that δ in (4.14) is equal to 20% of

optimal LQG cost J0. Figure 4.2 shows relative error ‖Uk,∗ − U∗‖F/‖U∗‖F of the

estimated Uk,∗ v.s. time k for different βs.
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Figure 4.2: Relative error of Uk,∗ for different β. The blue line is the relative
error of Uk,∗ when β = 0. The red line denotes the relative error of Uk,∗ when
β = 1/3.

From Figure 4.2, one can see that the estimator error converges to 0 as time k

goes to infinity and the convergence approximately follows a power law. From

Theorem 4.3, we know that Uk,∗ −U∗ ∼ O(k−γ+ε), where γ = (1− β)/2. However,

from Figure 4.2, it seems that the convergence speed of the error for different β is

comparable.

Next, we consider the detection performance of the online watermarking design,

after an initial inference period without attack. We assume that the adversary

records the sensor data from k = 104 + 1 to k = 104 + 100 and replays them from

k = 104 + 101 to k = 104 + 200. Figure 4.3 shows the trajectory of the NP statistic

gk and our estimate ĝk of gk for one simulation. We can see that ĝk can track gk

with a high accuracy. Moreover, both ĝk and gk are significantly larger when the

system is under the replay attack (k > 104 + 101). Hence, it is not difficult to

conclude that although without the knowledge of system parameters, we can still

successfully estimate gk and detect the replay attack.
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Figure 4.3: The NP statistics v.s. time. The black solid line with circle
markers is the true NP statistics gk, assuming full system knowledge. The red
dashed line with cross markers denotes our estimated ĝk.

4.4.2 TEP Example

Tennessee Eastman Process (TEP) is a commonly used process control system

proposed by Downs and Vogel in [124]. In this simulation, we adopt a simplified

version of TEP from [125], as follows:

ẋ = Ax+Bu,

y = Cx,

where A,B and C are constant matrices 1.

This system simulates a multiple-input and multiple-output system of order n = 8

with p = 4 inputs and m = 10 outputs. We discretize the system using the control

system toolbox in MATLAB, by selecting a sample time of 0.6s. We choose X

in (4.12), the covariance matrices Q and R to be identity matrices with proper

dimensions. It is assumed that δ in (4.14) is equal to 2% of J0, and β = 1/3. In

this simulation, we assume that we do not know the dimension of the state space,

which is 8, and instead we underestimate it by assuming that A only has ñ = 5

distinct eigenvalues.

1For more details about this dynamic model, please refer to Appendix I in [125].
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Figure 4.4 illustrates the relative error ‖Uk,∗−U∗‖F/‖U∗‖F after running the system

for roughly 1 week (106×0.6s ≈ 0.992week). Figure 4.5 illustrates the NP statistics

gk and the estimated NP statistics ĝk, assuming that the attacker collects the

measurement from k = 106 + 1 to k = 106 + 100 and replays them to the system

from k = 106 + 101 to k = 106 + 200. We can see that although we underestimate

the dimensions of the system, our algorithm can still achieve a high accuracy.
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Figure 4.4: Relative error of Uk,∗.

4.5 Conclusion

In this chapter, we proposed an online algorithm that can simultaneously generate

the watermark signals and infer the necessary system parameters. It was proved

that our algorithm converges to the optimal one with known system parameters

and an upper bound for the almost surely convergence rate was characterized. A

numerical example and TEP example were provided to verify the effectiveness of

our proposed approach.
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Figure 4.5: The NP statistics v.s. time. The black solid line with circle markers
is the true NP statistics gk, assuming full system knowledge. The red dashed
line with cross markers denotes our estimated ĝk.

4.6 Proof of Theorem 4.3

In this section, we present the proof of Theorem 4.3. We will first provide some

preliminary results and then proceed with the proof of Theorem 4.3.

Preliminary Results

For the simplicity of notations, for a random variable (vector, or matrices) xk, we

denote that xk ∼ C(α) if for all ε > 0, xk ∼ O(kα+ε), i.e.,

lim
k→∞

‖xk‖
kα+ε

a.s.
= 0.

Note that xk ∼ O(kα) implies that xk ∼ C(α), but the reverse is not necessarily

true2. Some basic properties of C(α) functions are established by the following

lemma:

Lemma 4.3. Assume that xk ∼ C(α) and yk ∼ C(β), with α ≥ β, then the

following statements hold:

2To see a counterexample, log k ∼ C(0), but log k is not of the order O(k0).
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1. xk + yk ∼ C(α), xk × yk ∼ C(α + β), and (xk + ∆xk)(yk + ∆yk) − xkyk ∼
C(max{αβ′, α′β, α′β′}), suppose that ∆xk ∼ C(α′) and ∆yk ∼ C(β′).

2.
∑k

t=0 xt ∼ C(α + 1).

3. Suppose f is differentiable at 0 and α < 0, then f(xk)− f(0) ∼ C(α).

4. sk ∼ C(α), with sk = ρsk−1 + xk, s−1 = 0, where |ρ| < 1.

5. Assume that Xk is a matrix and Xk ∼ C(α). Let

Sk = ASk−1B +Xk, S−1 = 0,

where A,B are matrices of proper dimensions. Then Sk ∼ C(α) if Bᵀ ⊗A is

strictly stable.

6. ζk ∼ C(0), where {ζk} is a sequence of i.i.d. Gaussian random variables, i.e.,

ζk ∼ N (µ̄, Z).

Proof. It is easy to prove the first three statements and thus we only prove the last

three statements.

4. Since xk ∼ C(α), it is easy to see that for any ε > 0,

sup
k

|xk|
kα+ε

= Ma(ε) <∞. a.s.

As a result,

|sk|
kα+2ε

≤ 1

kε

k∑

i=1

∣∣ρi−1
∣∣
∣∣∣xk−i
kα+ε

∣∣∣ ≤ 1

kε
Ma(ε)

1− |ρ| ,

which almost surely converges to 0 as k approaches infinity. Hence, sk ∼ C(α).

5. For the last statement, note that

vec(Sk) = (Bᵀ ⊗ A) vec(Sk−1) + vec(Xk).

Hence, the argument that Sk ∼ C(α) follows the same line of proof as the

fourth statement.
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6. We only need to prove for the case where ζk follows the standard normal

distribution. The high dimensional case can then be proved by checking each

entry of ζk with proper scaling and shifting. For any ε, φ > 0, we have the

following equality:

P

( |ζk|
kε

> φ

)
=

√
2

π

∫ ∞

φkε
exp(−x2/2)dx.

Suppose that k is large enough, such that φkε > 1, then we have

∫ ∞

φkε
exp(−x2/2)dx ≤

∫ ∞

φkε
exp(−x2/2)× xdx

= exp(−φ2k2ε/2),

and

lim
k→∞

k2 exp(−φ2k2ε/2) = lim
x→∞

(
2x

φ2

)1/ε

exp(−x) = 0.

Hence, using direct comparison test for infinite series, we can prove that

∞∑

k=1

P

( |ζk|
kε

> φ

)
<∞.

By Borel-Cantelli Lemma, it further implies

lim sup
k→∞

|ζk|
kε
≤ φ, a.s.

Since φ can be arbitrarily small, ζk
kε
→ 0 almost surely.

We denote {Fk} as a filtration of sigma algebras and {Mk} as a matrix-valued

stochastic process that is adapted to the filtration {Fk}. If the equality

E (Mk+1|Fk) = Mk

holds for all k, we call {Mk} a (matrix-valued) martingale with respect to the

filtration {Fk}.
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For the rest of this section, we shall assume that the filtration Fk denotes the σ-

algebra generated by the random variables {x−1, φ0, · · · , φk, w0, · · · , wk, v0, · · · , vk}.
Now we have the following lemma to establish a strong law for matrix-valued mar-

tingale:

Lemma 4.4. If Mk = Φ0 + Φ1 + · · ·+ Φk is a matrix-valued martingale such that

E ‖Φk‖2 ∼ C(β),

where 0 ≤ β < 1, then Mk

k
converges to 0 almost surely. Furthermore,

Mk

k
∼ C

(
β − 1

2

)
.

Proof. Denote Φk,ij (Mk,ij) as the (i, j)-th entry of the matrix Φk (Mk). It can be

trivially proved that {Mk,ij} is a scalar martingale and since3

Φ2
k,ij ≤ ‖Φk‖2,

one has that EΦ2
k,ij ∼ C(β). For simplicity, we define κ , β+1

2
. We can easily verify

that for any ε > 0 and large enough i, the following equations hold:

i1−1
(
k−κ−ε

)2−2
= 1,

and

∞∑

k=i

(
k−κ−ε

)2
k−1 ≤

∫ ∞

i−1

x−2κ−2ε−1dx =
1

2κ+ 2ε
(i− 1)−2κ−2ε ≤ 1

κ

(
i−κ−ε

)2
.

The last inequality holds since ε > 0 and for large enough i, i−1
i
→ 1.

Finally, we can prove the following equality

(
k−κ−ε

)2 EΦ2
k,ij = k−β−2ε−1EΦ2

k,ij = k−1−εEΦ
2
k,ij

kβ+ε
∼ O(k−1−ε),

which implies that

∞∑

k=1

(
k−κ−ε

)2 EΦ2
k,ij <∞.

3The reason is the fact that ‖A‖ = sup‖u‖=‖v‖=1 |uᵀAv| ≥ |eᵀiAej |.
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Hence, by Lemma 1 in [126], one can deduce the following equation:

lim
k→∞

Mk,ij/k

kκ−1+ε
= lim

k→∞
k−κ−εMk,ij

a.s.
= 0. (4.34)

Note that (4.34) holds for all entries of the matrix Mk. Hence, Mk

k
∼ C(κ−1), with

κ− 1 = β+1
2
− 1 = β−1

2
. Since β < 1, Mk

k
converges to 0 almost surely.

Now we start to prove Theorem 4.3, which requires several intermediate steps.

Boundedness of Uk

Lemma 4.5. Uk is upper and lower bounded by:

δ
((
Xφφ −XφyX

−1
yy Xyφ

)−1
+ I
)
� Uk �

δ

(k + 1)β
I. (4.35)

Proof. The first inequality is easily proved since Uk = Uk,∗+
δ

(k+1)β
I. For the second

one, note that

Xk �
(

ñ∑

i=1

Ωk,i

)ᵀ

Xyy

(
ñ∑

i=1

Ωk,i

)
+

ñ∑

i=1

Ωᵀ
k,iXyφ +Xφy

ñ∑

i=1

Ωk,i +Xφφ

� Xφφ −XφyX
−1
yy Xyφ.

Hence, tr(Uk,∗Xk) ≤ δ implies that

δX−1
k = δ

(
Xφφ −XφyX

−1
yy Xyφ

)−1 � Uk,∗,

and

Uk,∗ + δI = δ
((
Xφφ −XφyX

−1
yy Xyφ

)−1
+ I
)
� Uk.
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Convergence of Hk,τ

Lemma 4.6. Hk,τ−Hτ ∼ C(−γ), with γ = (1−β)/2. In particular, Hk,τ converges

to Hτ almost surely.

Proof. It is easy to know that yk and Uk+1 are measurable with respect to Fk.
Moreover, denote k1, k2 ≥ 0 as two time indices, then we can verify that

E(φk1φ
ᵀ
k2+1|Fk2) =




Uk2+1 if k1 = k2 + 1

0 otherwise
,

E(wk1φ
ᵀ
k2+1|Fk2) = 0, E(vk1φ

ᵀ
k2+1|Fk2) = 0, (4.36)

which, combined with (4.3), implies that

E
(
yk+τφ

ᵀ
kU
−1
k |Fk−1

)
= Hτ . (4.37)

Next, we compute the expectation of ‖yk+τφ
ᵀ
kU
−1
k ‖2. Note that from (4.19), φk =

U
1/2
k ζk, where ζk follows the standard Gaussian distribution. Therefore,

‖yk+τφ
ᵀ
kU
−1
k ‖2 = ‖yk+τφ

ᵀ
kU
−2
k φky

ᵀ
k+τ‖

≤ ‖yk+τ‖2‖ζk‖2‖U−1
k ‖ ≤ δ(k + 1)β‖yk+τ‖2‖ζk‖2.

The last inequality holds due to (4.35). Furthermore, by Cauchy-Schwarz inequal-

ity, we have

E‖yk+τφ
ᵀ
kU
−1
k ‖2 ≤ δ(k + 1)β

√
E‖yk+τ‖4

√
E‖ζk‖4.

It is worth noticing that ‖ζk‖ is χ-distributed with p degree of freedom and thus

E‖ζk‖4 = p(p+ 2). On the other hand, we can prove that supk E‖yk‖4 is bounded

since by (4.35), Uk is upper bounded. Hence, we prove that

E‖yk+τφ
ᵀ
kU
−1
k ‖2 ∼ C(β),



Chapter 4. An Online Approach to Physical Watermark Design against Replay
Attack 85

which further implies that

E‖yk+τφ
ᵀ
kU
−1
k −Hτ‖2 ≤ E

(
‖yk+τφ

ᵀ
kU
−1
k ‖+ ‖Hτ‖

)2

≤ E
(
2‖yk+τφ

ᵀ
kU
−1
k ‖2 + 2‖Hτ‖2

)
∼ C(β). (4.38)

Therefore, by (4.37), we can prove that the stochastic process

Sτ,i(k + 1) = Sτ,i(k) +
[
y(k+1)τ̃+iφkτ̃+i+1U

−1
kτ̃+i+1 −Hτ

]
(4.39)

is a matrix-valued martingale for the filtration Fkτ̃+i, where τ̃ = τ + 1, and 0 ≤
i ≤ τ . Then by (4.38) and Lemma 4.4, we can obtain that

Sτ,i(k)

k
∼ C(−γ).

By the definition of Sτ,i(k), we can see that for large enough k,

Hk,τ −Hτ =
τ∑

i=0

ki
k
× Sτ,i(ki)

ki
. (4.40)

where ki = max{t ∈ N : tτ̃ + i ≤ k}. Notice that ki ≥ 0 and
∑
ki = k. As a result,

the estimation error of Hk,τ −Hτ is a convex combination of Sτ,is. Hence, for any

ε > 0, we have

‖Hk,τ −Hτ‖ ≤ max
0≤i≤τ

‖Sτ,i(ki)‖
ki

∼ O(k−γ+ε
i ). (4.41)

Note that when k is large enough, k
ki
→ τ , which implies that Hk,τ −Hτ ∼ C(−γ).

The almost sure convergence can be trivially proved since γ > 0 is positive.

Convergence of λk,i and Ωk,i

Due to the convergence of Hk,τ to Hτ , one has that Ξk converges to Ξ, where

Ξ ,




tr(Hᵀ
0H0) · · · tr(Hᵀ

0Hñ−1)
...

. . .
...

tr(Hᵀ
ñ−1H0) · · · tr(Hᵀ

ñ−1Hñ−1)


 ,
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with

Hi ,




Hi

...

Hi+2ñ−2


 .

We first prove that the matrix Ξ is invertible. Suppose that there exists α̃ =

[α̃0, . . . , α̃ñ−1]ᵀ, such that Ξα̃ = 0, then

0 = α̃ᵀΞα̃ =

∥∥∥∥∥
ñ−1∑

i=0

Hiα̃i

∥∥∥∥∥

2

F

,

which further implies that CAip̃(A)B = 0 for all 0 ≤ i ≤ 2n − 2, and p̃(x) =

α̃ñ−1x
ñ−1 + · · ·+ α̃0. As a result, one knows that




C
...

CAñ−1


 p̃(A)

[
B · · · Añ−1B

]
= 0.

By the fact that (A,B) is controllable and (A,C) is observable, p̃(A) must be equal

to 0. However, since p(x) is minimal polynomial of A, p̃(x) must be constantly 0,

it is proved that α̃ = 0 and Ξ is invertible.

Denote αis as the coefficients of the minimal polynomial p(x) = xñ + αñ−1x
ñ−1 +

· · ·+ α0 of A, i.e., the monic polynomial with minimum degree. Hence, we have

Hi+ñ + αñ−1Hi+ñ−1 + · · ·+ α0Hi = CAip(A)B = 0. (4.42)

As a result, we can prove that,




α0

...

αñ−1


 = −Ξ−1




tr(Hᵀ
0Hñ)
...

tr(Hᵀ
ñ−1Hñ)


 , (4.43)

which, combined with Hk,τ−Hτ ∼ C(−γ) and Lemma 4.3.3, proves that αk,i−αk ∼
C(−γ). Since all the roots of the polynomial p(x) are distinct, we can prove (see

[127]) that λk,is are differentiable functions of αk,is at a neighborhood of αi, which

further proves that λk,i − λi ∼ C(−γ).



Chapter 4. An Online Approach to Physical Watermark Design against Replay
Attack 87

Now we define V as

V ,




1 1 · · · 1

λ1 λ2 · · · λñ
...

...
. . .

...

λ3ñ−2
1 λ3ñ−2

2 · · · λ3ñ−2
n



.

Since p(x) is the minimal polynomial of A and A is diagonalizable, the roots λis of

p(x) are distinct, which proves that V is of full column rank. Hence,

rank(V ⊗ Im) = rank(V )× rank(Im) = ñm,

which implies that V ⊗ Im is of full column rank.

Hence, by Lemma 4.2, we have




Ω1

...

Ωñ


 = (V ⊗ Im)+




H0

· · ·
H3ñ−2


 . (4.44)

Hence, by Lemma 4.3.3, Ωk,i − Ωi ∼ C(−γ).

Convergence of ϕ̂k, ϑ̂k and Wk

First we prove that ϕ̂k − ϕk ∼ C(−γ), which holds as long as ϕ̂k,i − ϕk,i ∼ C(−γ)

for all i, where

ϕk,i = λiϕk−1,i + Ωiφk, ϕ−1,i = 0.

Notice that the error between ϕ̂k,i and ϕk,i satisfies the following recursive equation:

ϕk+1,i − ϕ̂k+1,i = (λi − λk,i)ϕk,i + λk,i(ϕk,i − ϕ̂k,i) + (Ωi − Ωk,i)φk.

For any ε > 0, one has

‖ϕk+1,i − ϕ̂k+1,i‖
(k + 1)−γ+2ε

≤ |λk,i|
‖ϕk,i − ϕ̂k,i‖
k−γ+2ε

+
|λi − λk,i|
k−γ+ε

‖ϕk,i‖
kε

+
‖Ωi − Ωk,i‖
k−γ+ε

‖φk‖
kε

.
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Notice that φk = U
1/2
k ζk. Since ζk ∼ C(0) by Lemma 4.3.6, and Uk is upper bounded

by Lemma 4.5, φk ∼ C(0). Thus, ϕk,i ∼ C(0) by Lemma 4.3.4. Furthermore, since

λk,i − λi ∼ C(−γ) and Ωk,i −Ωi ∼ C(−γ) , for any ε1 > 0, there exists K (possibly

random), such that for any k ≥ K, the following inequalities hold almost surely,

|λi − λk,i| ≤ ε1,
|λi − λk,i|
k−γ+ε

‖ϕk,i‖
kε

+
‖Ωi − Ωk,i‖
k−γ+ε

‖φk‖
kε
≤ ε1.

Hence, for k ≥ K, we have

‖ϕk+1,i − ϕ̂k+1,i‖
(k + 1)−γ+2ε

≤ (|ρ|+ ε1)× ‖ϕk,i − ϕ̂k,i‖
k−γ+2ε

+ ε1. a.s.

Since |ρ| < 1, we can choose ε1 small enough such that |ρ|+ ε1 < 1, as a result,

lim sup
k→∞

‖ϕk,i − ϕ̂k,i‖
k−γ+2ε

≤ ε1
1− |ρ| − ε1

. a.s.

Hence, ‖ϕk,i − ϕ̂k,i‖/k−γ+3ε a.s.→ 0, which proves that ϕk,i − ϕ̂k,i ∼ C(−γ).

Lemma 4.7.

1

k + 1

k∑

t=0

ϑtϑ
ᵀ
t −W ∼ C(−0.5), (4.45)

where ϑk ,
∑k

t=0CA
twk−t + vk + CAk+1x−1.

Proof. Define function A : Rn×n → Rn×n, such that for any symmetric matrix

X ∈ Sn×n, the following equality holds,

A(X) = X + AXAᵀ + A2XA2ᵀ + · · · ,

For non-symmetric X ∈ Rn×n, let us define

A(X) = A
(
X +Xᵀ

2

)
.

It can be proved that

A(X)− AkA(X)AkT =
k−1∑

i=0

Ai
X +Xᵀ

2
Aiᵀ.
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For the simplicity of notations, we define w−1 = x−1. By mathematical induction,
∑k

t=0 ϑtϑ
ᵀ
t can be represented as

k∑

t=0

ϑtϑ
ᵀ
t =Mk − CANkAᵀCᵀ, (4.46)

where

Mk =Mk−1 + Πk (4.47)

Nk = ANk−1A
ᵀ + 2A

((
k∑

t=−1

Ak−twt

)
wᵀ
k

)
−A(wkw

ᵀ
k). (4.48)

with

Πk = vkv
ᵀ
k + vk

(
k∑

t=−1

CAk−twt

)ᵀ

+

(
k∑

t=−1

CAk−twt

)
vᵀk

+ 2CA
((

k∑

t=−1

Ak−twt

)
wᵀ
k

)
Cᵀ − CA (wkw

ᵀ
k)C

ᵀ,

and initial condition

N−1 = A
(
x−1x

ᵀ
−1

)
,M−1 = CAN−1A

ᵀCᵀ. (4.49)

Then we can prove that

E(Πk|Fk−1) =W , E‖Πk −W‖2 ∼ O(0).

Therefore, Mk − kW is a martingale and Mk/k −W ∼ C(−0.5) by Lemma 4.4.

On the other hand, for Nk, since A⊗A is stable, Nk ∼ C(0) by Lemma 4.3, which

proves that

1

k + 1

k∑

t=0

ϑtϑ
ᵀ
t −W ∼ C(−0.5).
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Now one can rewrite Wk −W as

Wk −W

=

(
1

k + 1

k∑

t=0

ϑtϑ
ᵀ
t −W

)
− 1

k + 1

k∑

t=0

(ϑt(ϕ̂t − ϕt)ᵀ + (ϕ̂t − ϕt)ϑᵀ
t )

+
1

k + 1

k∑

t=0

(ϕ̂t − ϕt)(ϕ̂t − ϕt)ᵀ.

Hence, by Lemma 4.3, Wk −W ∼ C(max{−0.5,−γ,−2γ}) = C(−γ).

Convergence of the Rest

By Lemma 4.3.3, one can prove that Pk − P , Xk − X are all of the class C(−γ),

as they are differentiable functions of λk,i, Ωk,i and Wk. Hence, Uk,∗−U∗ ∼ C(−γ)

since Uk,∗ is a differentiable function of Pk and Xk at a neighborhood of P and X
(please see [127]).

Hence, since Uk is a differentiable function of λk,i, Ωk,i and Uk,∗, we can prove that

Uk − U ∼ C(−γ).

Finally, one can prove that ĝk − gk ∼ C(−γ) by Lemma 4.3.1.



Chapter 5

Reinforcement Learning Based

Approach for Flip Attack

Detection

The last chapter studied an active detection scheme, which enables the detection

of replay attacks. However, active detection does not apply under some scenarios

and we need to make a decision without modifying input signals. It is more like

passive detection, which is also vital to the security of CPS. In this chapter, we

focus on this detection approach.

This chapter considers the detection problem of flip attacks to sensor network sys-

tems where the adversary flips the distribution of sensor measurements of a binary

state. The detector decides to continue taking observations or to stop based on

the sensor measurements, and the goal is to have the flip attack detected as fast

as possible while trying to avoid terminating the measurements when there is no

attack. The detection problem can be modeled as a partially observable Markov

decision process (POMDP) by assuming an attack probability, with the dynamics

of the hidden states of the POMDP characterized by a stochastic shortest path

(SSP) problem. We prove that the optimal policy of the SSP solely depends on

the transition costs and is independent of the assumed possibility. By using a

fixed-length window and suitable feature function of the measurements, a Markov

decision process (MDP) is used to approximate the behavior of the POMDP. The

optimal solution of the approximated MDP can then be solved by reinforcement

91
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learning (RL). Finally, we provide numerical evaluations to verify the effectiveness

of the proposed approach. It is shown via numerical evaluation that the obtained

detector is robust to the change of the assumed attack possibility, and has com-

parable performance to classical quickest change detection (QCD) method with

weaker assumptions.

The rest of this chapter is organized as follows. Section 5.1 introduces the problem

formulation, including the overall system architecture of the detection problem

as well as problem of interest. The POMDP applied to model the flip attack

is presented in Section 5.2. The RL approach applied is detailed in Section 5.3.

Section 5.4 gives numerical evaluation and shows the effectiveness of the proposed

technique. Concluding remarks are given in Section 5.5.

5.1 Problem Formulation

We consider a flip attack detection problem with the system diagram shown in

Figure 5.1.

P

s1

ym(k)

y1(k)

ym
a(k)

sm

y1a(k)
Dy1'(k)

y 'm(k)

y'(k)
FC

0/1 ?
uc / us ?

Figure 5.1: The system diagram.

In the above figure, a plant P possesses a binary state θ ∈ {0, 1}, measured by

sensors s1, · · · , sm, whose indices form set S. Let us define the measurement from

all m sensors at time k as:

y(k)
4
= [y1(k) y2(k) · · · ym(k)]ᵀ ∈ Rm. (5.1)

All sensors’ measurements {yi(k)}j∈S are independently and identically distributed

(i.i.d.) under normal operation. For any Borel-measurable set B ⊂ R, the proba-

bility that yi(k) ∈ B is κ0(B) when θ = 0 and equals κ1(B) when θ = 1. Given the

measurements of the sensors and the knowledge of the distributions κ0 and κ1, a
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fusion centre FC is designed to infer the state θ. Naturally, it is assumed that the

induced measures κ0 and κ1 are different and are absolutely continuous.

However, due to the presence of a malicious adversary that tries to compromise

the performance of the fusion centre by attacking some sensors, the fusion centre

receives the following manipulated measurements at time k:

y′(k) = y(k) + ya(k), (5.2)

where ya(k) ∈ Rm is the bias vector injected by the attacker at time k. Therefore,

a detection unit D forks the measurements y′(k) and is designed to detect possible

attack given received measurements y′(k) and the distributions κ0 and κ1, without

knowing the true state θ. The detector can command the fusion centre to continue

to process the received measurements or to stop via the switch signal uc (continue)

and us (stop).

Regarding the attack type, we make following assumptions. The type of attack

studied here is typical in the hypothesis testing and can be found in [89, 91].

Assumption 5.1 (Attacker’s knowledge). The attacker has the knowledge of the

probability of measures κ0 and κ1 and the true state θ.

Assumption 5.2 (l-sparse attack). There exists an index set L ⊂ S 4= {1, 2, . . . ,m}
with |L| ≤ l, where l ≤

⌊
m
2

⌋
, such that ∪∞k=1 supp{ya(k)} = L. Besides, the system

knows the number l, but it does not know the set L.

Remark 5.1. When m is large, typically we have l� m
2

.

Assumption 5.3. The compromised sensors are fixed during the whole attack pe-

riod and the attack will not stop until it is detected or the detector stops detection.

For the type of attacks specified by the assumptions above, the attacker may design

the injected signals via various strategies and here we focus on the detection of

the flip attack where the attacker flips the distribution of the corrupted sensors’

measurements to confuse the fusion centre [91]. This strategy has been shown to

be optimal from attacker’s perspective when exactly l sensors are compromised.

The strategy is when θ = 0, the probability measure generated by y′j(k)j∈L is κ1

and when θ = 1, it is κ0. Correspondingly, the attacked signal yaj (k)j∈L is derived
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as follows:

yaj (k) =




y′j(k)− yj(k) if j ∈ L,
0 if j /∈ L.

(5.3)

In this chapter, we focus on the design of flip attack detector to protect a sensor

system aimed to estimate a binary state. Due to the existence of the attack,

there are two operation situations: “normal” and “abnormal”. When an attacker

launches the attack, the distribution of the compromised sensors’ measurements

flips to the distribution under the opposite binary state. The detector decides

on whether to stop and declare that there is an attack or to continue receiving

the observations based on the sensor measurements. The desired behavior should

command “continue” if state is “normal” and “stop” if otherwise. The problem of

interest is to design the detector given the scope specified here.

5.2 Modeling of Flip Attack via POMDP

In this section, we introduce the POMDP applied to model the flip attack. As

opposed to many successful cases reported via the RL methods where there are

already simulators available, here the POMDP is needed to serve as the simulator

which is part of the challenge. This includes crafting the transition probabilities

and the transition costs of the underlying MDP, and the conditional observation

probabilities of obtaining various observations. The optimal policy of the designed

MDP will give uc when the state is “normal” and us otherwise. We will show

that this solely depends on the transition costs and is irrelevant to the assumed

attack probability. In addition, we will give some rationales on how the conditional

observation probabilities are defined. The POMDP derived here will serve as the

simulator used to train the detector.

5.2.1 Modeling the Dynamics of Hidden States as an SSP

The states of the underlying MDP include “normal” state, “abnormal” state, and

termination, where the termination is an absorbing state. This type of problems is
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widely known as stochastic shortest path (SSP) problem. We will use the semicon-

tractive models introduced in [128] and show that the optimal policy solely depends

on the transition costs.

We denote by I the state space of the underlying SSP problem and by U the control

space. The state space has two elements 1 and 2, standing for “normal” state and

“abnormal” state, respectively, and we will use i or i′ to represent the unspecified

states in I. The admissible control options are to continue and to stop, denoted

as uc and us, respectively, the same for all i ∈ I, and we will use u to represent

the unspecified control. We denote by pii′(u) the transition probability from i to

i′ under control u and denote by g( · , u, · ) a deterministic nonnegative function

which returns the transition cost. The transition graph is shown in Figure 5.2. It

is clear that for the detection problem, we have

p1i(uc) > 0, p22(uc) = 1, pit(uc) = 0, pit(us) = 1, (5.4)

where t 6∈ I denotes the terminal state, and we require

ptt(u) = 1, g(t, u, t) = 0, ∀u ∈ U. (5.5)

1 2

p12(u)

p1t(u) p2t(u)

p11(u) p22(u)

t

p22(u) = 1

Fig. 2: The transition graph of the SSP model. There are 2 states, 
plus the termination state t.

A function µ : I → U is named as a policy and the set of all 
policies is denoted by M. It is easy to see that we have |M| = 
4. In the context of SSP, a policy is proper if under such a 
policy, the state is guaranteed to reach t regardless of the 
initial state; otherwise, it is improper. We denote by E(I)

the set of functions J : I → R∗ where R∗ = R ∪{∞, −∞}. 
We use the mapping H : I × U × E(I) → R∗ to define by the 
SSP problem as

∑

Figure 5.2: The transition graph of the SSP model. There are 2 states, plus
the termination state t.

A function µ : I → U is named as a policy and the set of all policies is denoted

by M. It is easy to see that we have |M| = 4. In the context of SSP, a policy

is proper if under such a policy, the state is guaranteed to reach t regardless of

the initial state; otherwise, it is improper. We denote by E(I) the set of functions

J : I → R∗ where R∗ = R∪{∞,−∞}. We use the mapping H : I×U×E(I)→ R∗
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to define the SSP problem as

H(i, u, J)
4
= pit(u)g(i, u, t) +

∑

i′∈I

pii′(u) (g(i, u, i′) + J(i′)) .

Then the mappings Tµ : E(I) → E(I) for every µ ∈ M, and T : E(I) → E(I) can

be defined in turn as

TµJ(i)
4
= H(i, µ(i), J), TJ(i)

4
= min

µ∈M
TµJ(i), ∀i ∈ I.

In addition, the superscript of the operators means composition, viz., (T 2J)(i)
4
=(

T (TJ)
)
(i). Besides, we denote by Jµ ∈ E(I) the cost function of µ defined point-

wise by

Jµ(i)
4
= lim sup

k→∞
(T kµ J̄)(i), ∀i ∈ I,

where J̄(i) = 0 for all i.

Naturally, a desired policy µd would be that µd(1) = uc and µd(2) = us. Then a

plausible choice of stage costs is

g(1, uc, 1) = 0, g(1, uc, 2) > 0, g(2, uc, 2) > 0,

g(1, us, t) > 0, g(2, us, t) = 0. (5.6)

The costs of other situations need not be defined as they have zero transition

probability. With the specified problem data, the fundamental questions required

to be answered are: 1) is there a fixed point of the corresponding Bellman equation;

2) If so, is the fixed point a cost function of certain policy µ∗; 3) what are the

conditions needed in order to have µd = µ∗. We recall the following useful lemma

for the answers.

Lemma 5.1 (Proposition 2, [129]). For any SSP problem defined in the form of

the mapping H( · , · , · ) with both I and U being finite, assume that there exists at

least one proper policy, and the cost functions of all improper policies have value

infinity for at least one state. Then there exists J∗ : I → R such that

J∗(i) = (TJ∗)(i), J∗(i) = min
µ∈M

Jµ(i),∀i ∈ I, (5.7)
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with the optimal policy that attains the value of J∗ denoted as µ∗ ∈M. In addition,

for every proper µ, it holds that

Jµ(i) = (TµJµ)(i), ∀i ∈ I, (5.8)

which needs not to be true for the improper ones.

Aided by the above result, we have the following theorem.

Theorem 5.1. The SSP problem defined by (5.4), (5.5), and (5.6) has the following

property: a) the corresponding Bellman equations fulfill (5.7), (5.8), independent

of the choice of p12(uc); b) the attained optimal policy µ∗ is the desired policy µd if

g(1, us, t) > g(1, uc, 2), regardless of the choice of p12(uc).

Proof. For part a), one can verify that µ(i) = us is a proper policy and that all

improper policies have cost function infinity for state 2. Therefore, a) follows from

Lemma 5.1, which does not rely on the specific value of p12(uc). For b), since J∗ is

the fixed point of T , we have

J∗(1) = min
{
g(1, us, t), p11(uc)

(
0 + J∗(1)

)
+ p12(uc)

(
g(1, uc, 2) + J∗(2)

)}
, (5.9)

J∗(2) = min
{

0, g(2, uc, 2) + J∗(2)
}
. (5.10)

From (5.10), we have J∗(2) = 0 and µ∗(2) = µd(2) = us. To have µ∗(1) = µd(1) =

uc, one can see that it is required to have g(1, us, t) > g(1, uc, 2).

From Theorem 5.1, by setting g(1, us, t) > g(1, uc, 2), the SSP can capture the

assumed characteristics of the flip attack.

5.2.2 Design of the Conditional Observation Probabilities

The SSP introduced in Section 5.2.1 is used to model the dynamics of hidden

states. However, the true state i = 1 or 2 is not accessible to the detector. In-

stead, a measurement y′(k) ∈ Rm defined in (5.2) is available, which makes the

environment partially observable and in turn the problem a POMDP. Needless to

say, the measurement is conditioned on the state and control of SSP, viz., i and u.

However, it is also conditioned on the binary state θ and the compromised sensor
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index set L. If one fixes θ and L, then the conditional observation probabilities are

fully specified by the attack type and strategy. Under Assumptions 5.2 and 5.3,

one can verify that there are in total |I| different POMDPs induced by the same

SSP where I is an index set defined as

I 4=
{

1, 2, . . . , 2
l∑

`=1

m!

(m− `)!

}
. (5.11)

For every ` ∈ I, the remote state θ and compromised sensors L are fixed and we

will name its corresponding POMDP as `-POMDP. To have all those cases covered

by one POMDP, we introduce a probability distribution η over I, viz., η(`) ≥ 0

∀` ∈ I and
∑

`∈I η(`) = 1. Such a distribution indicates how likely one particular

case ` occurs. For example, it is more likely to have one sensor get attacked than

to have two, and this is reflected by η where the distribution on cases fewer sensors

under attack is higher than those with more. Given the distribution η, when the

hidden state is 2, the probability of certain observation y′ is given by the sum of

products between the probability of any case ` specified by η, and the probability

that y′ is observed in `-POMDP.

5.3 RL Approach to the Detection Problem

In principle, the POMDP used to model the flip attack can be solved by introducing

the belief states and solving in turn the induced MDP with belief states as its states.

However, such an approach relies explicitly on the specific values of transition

probabilities in the SSP and the assumed case distribution η. To obtain a detector

that is robust to the change of those values, we apply a RL approach to solve the

problem. We will show here how the learning problem is formulated, and sketch

the procedure to train the detector.

5.3.1 The Target MDP Learned by RL

One of the major challenges of POMDPs is that the Markov property is lost. One

well-known example that illustrates the cause is a 1-D gridworld given by [130], and

we use a simplified version of it, given in Figure 5.3. In this case, if the percepted

information is the number and positions of walls around a state, then the states 1



Chapter 5. Reinforcement Learning Based Approach for Flip Attack Detection 99

and 3 are the same. The agent can not differentiate these two states. However, if

the system equips a memory that stores a fixed length of past states and actions,

it can then distinguish those states.
Here the control need not to be recorded as the only
reasonable control is uc.

Goal

State
0

State
1

State
2

State
3

State
4

State
5

State
6

Figure 5.3: Aliasing gridworld. The walls around a state are highlighted in
blue.

Motivated by this example, we denote an observation at time k as a stored mea-

surement with length w > 1, which is given by

ok
4
= [yᵀ(k − w + 1) · · · yᵀ(k − 1) yᵀ(k)]ᵀ ∈ Rmw.

Here the control need not to be recorded as the only reasonable control is uc.

Denote by O` the set of all possible observation o ∈ Rmw when the POMDP index is

` and define O as ∪`∈IO`. Assume that there exists a feature function φ : O → X

where |X| < ∞ and X ⊂ Rn, and denote X`
4
= φ(O`). Here the fundamental

assumption we use is that for every ` ∈ I, there is a MDP characterized by a

mapping H̃` : X` × U × E(X`)→ R∗ given by

H̃`(x, u, V`) =p̃`,xt(u)r`(x, u, t) +
∑

z∈X`

p̃`,xz(u)
(
r`(x, u, z) + V`(z)

)
,

where p̃`, · · ( · ), r`( · ), and V`( · ) are defined accordingly, such that the mean cost

of `-POMDP is close to the mean cost of the MDP defined by the above operator

after feature transformation. Then the POMDP defining the flip attack can be

approximated by H̃ : X × U × E(X)→ R∗ given by

H̃(x, u, V ) =

∑
`∈Ix

(
η(`)H̃`(x, u, V|X`)

)

∑
`∈Ix η(`)

, (5.12)

where Ix 4= {` ∈ I : 1X`(x) = 1}, and V|X` is the restriction of V on X`. The

MDP defined by H̃ is the target MDP to be learned by the training algorithm, and
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can be in turn used to approximate the original multiple POMDPs with η(`) as a

weight in case `.

5.3.2 Training the Detector

With above formulation, we obtain a standard RL problem with X as state space

and U as control space. Such a problem can be solved by many different RL

methods and we use Q-learning [131] as an example. The pseudocode is given in

Algorithm 2. To address the exploration and exploitation trade-off, a distribution

γ for initial states of SSP is specified. In addition, we denote by i ∼ γ(I) a sample

from distribution γ defined on I, and similar notation is used for ` ∼ η(I). We

denote by j ∼ SSP(i, u) the sampled next state of SSP given current state and

control pair (i, u), and o ∼ `-POMDP(i, u) the sampled observation of `-POMDP

given current state and control pair (i, u). With a slight abuse of notation, we

denote by u ∼ minvQε(x, v) the sampled control from a greedy exploration ε

policy given the current Q( · , · ), the current state x and exploration rate ε. The

complete implementation process is shown in Figure 5.4. We will provide more

details in Section 5.4.

Initialize

Design underlying
SSP model

Design feature function
according to κ0, κ1, m

Design probability
distribution η(I)

Specify the learning rate
α ∈ (0, 1), the exploration
rate ε ∈ (0, 1)

Use Q-learning algorithm
to train the detector

Evaluate the trained
detector against attacks

End

Iterative

Figure 5.4: The implementation process.
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Algorithm 2 Q-learning for detector training

Require: Problem data, the number of episodes N , and the learning rate α ∈
(0, 1], the exploration rate ε ∈ (0, 1), initial state distribution γ.

Ensure: The optimal state-action value function Q(x, u)
1: Initialize Q(x, u), ∀x ∈ X, u ∈ U . i ∼ γ(I), u← uc.
2: for each n ∈ N do
3: ` ∼ η(I), o ∼ `-POMDP(i, u).
4: while i 6= t do
5: x← φ(o), u ∼ minvQε(x, v).
6: if u = us then
7: c← g(i, u, t), Q(x, u)← (1− α)Q(x, u) + αc
8: else
9: i′ ∼ SSP(i, u), o′ ∼ `-POMDP(i′, u).

10: x′ ← φ(o′), c← g(i, u, i′), u′ ∈ minuQ(x′, u),
11: Q(x, u)← (1− α)Q(x, u) + α [c+Q(x′, u′)],
12: i← i′, o← o′.
13: end if
14: end while
15: end for

5.4 Simulation

In this section, the numerical evaluation of the proposed method is presented.

For some given sets of probability measures κθ, θ = 0, 1, the parameters of SSP

used for modeling the attack, the fixed-length window, the feature functions, and

parameters used in Q-learning are given. Via tuning the cost defined in the SSP

model, the obtained detector exhibits that there is a trade-off between detecting

attack early and giving false alarm. In addition, the detector, without knowing the

binary state θ, has a comparable performance with the classical QCD algorithm

that equips the true value θ.

5.4.1 Simulation Setup and Modelling Parameters

We consider a flip attack detection problem with probability measures induced by

the sensor measurements governed by normal distributions. The density functions

under normal operation is given by N (νθ, σ
2
θ) where θ = 0, 1, ν0 = −ν1, and

σ0 = σ1 = 1. Various values of νθ have been tested. The remote state is measured

by m = 5 sensors with index set S = {1, . . . , 5}. Due to Assumption 5.2, it is

assumed that there can be at most l = 2 sensors under attack. Figure 5.5 illustrates
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the measurements of all the sensors in one trail where θ = 0, ν0 = 0.7, and the

attack occurred at k = 50 on sensor 1.

0 20 40 60 80 100
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Figure 5.5: Sensor measurements in one trail where θ = 0, ν0 = 0.7, and the
attack occurs at k = 50 on sensor 1.

The aforementioned problem is modelled by SSP, as introduced in Section 5.2.1,

with transition probability given by (5.4) where

p11(uc) = 0.95, p12(uc) = 0.05.

The transition probability from normal operation to under attack is assumed and

kept fixed throughout the training of the detector. It will be shown later in the

evaluation results that the trained detector is robust to this assumed transition

probability. The cost per stage is given by (5.6), with

g(1, us, t) = 1, g(1, uc, 2) = g(2, uc, 2) ∈ (0, 1).

Recall that it is required to have g(1, uc, 2) < g(1, us, t) in order to make µd, the

desired policy, the only policy whose cost function is the fixed point of the Bellman

equation (5.7) and at the same time an optimal policy. The specific value of

g(1, uc, 2) serves as the tuning parameter of the model and g(2, uc, 2) is set to be

the same value in order to reduce the number of tuning parameter.

The size of the fixed-length window involves a trade-off between encoding more

information and demanding more memory and consequently causing bigger dimen-

sion of state space. In this example, window size between w = 2 to 5 are explored.
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This is by no means guaranteed to be optimal and it may be tuned to get better

results.

Designing the feature function of the observation is typically challenging and re-

quires domain specific knowledge. Here we use arithmetic means as features. With

a better crafted feature functions, a performance improvement may be expected.

The feature used here at time k is defined as xk
4
= [x1(k) x2(k) · · · xm(k)]ᵀ , where

for s ∈ S, and W = {0, . . . , w − 1},

xs(k) =
∑

`∈R

(
`× 1R`

(∑
j∈W ys(k − j)

w

))
, (5.13)

with {R`}`∈R as a finite partition of the R whose index set is R. The partition

serves as a tuning parameter.

Apart from the above setting, a distribution η(I) is specified, which weighs the

chance of different sensors getting attacked. Here, η(I) is defined such that the

chance of one sensor under attack is 80% and of two as 20% while the chances of θ

being 0 and 1 are equal. In addition, the initial state i of SSP for each episode is

given by a Bernoulli distribution, with probability 0.3 that i = 1 at the beginning

of each episode and i = 2 otherwise.

5.4.2 Training Setup and Performance Criteria

The model introduced above forms a standard RL problem, which in principle

can be solved by many RL methods, and we apply Q-learning as an example. Q-

learning algorithm is applied to obtain a MDP in form of (5.12) that approximates

the behavior of POMDP introduced in Section 5.2. The learning rate α is set to

be constant and different values of α have also been explored. The learning rates

that fulfill the Robbins-Monro conditions, which is required to have the convergent

behaviors, have also been tested. It results in no clear improvement and therefore

is not presented here. The number of training episodes N varies between 300

thousands to 1 million depending on the size of the state space. Once the training

process is complete, a table of Q values with data size less than 0.5 MB is obtained.

To test the obtained detector, Monte Carlo simulations with 20 thousands trials

are used, half of which are always in normal operation, while the other half always
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under attack. They corresponds to cases where the transition probability p12(uc) of

SSP is set to be 0 and 1 respectively. Those transition probabilities are significantly

different from the model used to train the detector, in order to test its sensitivity

to the assumed attack probability. To evaluate the detector performance, the false

alarm rate (FAR) and the average detection delay (ADD) are used as criteria,

where FAR and ADD are computed as follows:

FAR =

∑104

j=1 1Hj(us)

104
, i = 1,

ADD =

∑104

j=1 min{` : u(`) ∈ Uj ∧ u(`) = us}
104

, i = 2,

where Hj = {i, u, g, · · · } is the history of j-th evaluation episode where i = 1 and

Uj = {u(0), u(1), · · · } is the history of control in j-th evaluation episode where

i = 2.

5.4.3 Evaluation Results

The evaluation results are summarized here. The detector has been tested with

various νθ and some of the evaluation results are summarized here. Table 5.1 lists

the performance under different costs with mean ν0 = 0.7. The number of training

episodes N is set to be 1 million. It is shown that as the cost increases, the corre-

sponding FAR increases. This is expected since the increase of the cost g(1, uc, 2)

signals a bigger emphasis on minimizing detection delay during the training phase.

Therefore, the FAR and ADD increases and decreases, respectively. Table 5.2

shows the effect of different window size w when ν0 = 1. The number of training

episodes N is set to be 300 thousands. It shows that as the window size increases,

the corresponding FAR decreases. It is reasonable because with w increasing, the

detector will be closer to be optimal.

In addition to the trade-off behavior between FAR and ADD discussed above, the

performance also varies with the number of sensors under attack. Let us see these

two tables again. The FAR of 1 sensor attacked is almost similar to the one of 2

sensors attacked. The ADD of 1 sensor attacked is larger than the one of 2 sensors

attacked. In other words, the detector spends longer time to judge whether there
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Table 5.1: Performance under different costs with window size w = 6 and
learning rate α = 0.005.

Cost
Type 1 sensor attacked 2 sensors attacked

FAR(%) ADD FAR(%) ADD
0.001 4.95 15.5038 4.98 7.8317
0.002 6.98 11.3086 6.75 7.2053
0.005 9.03 9.8902 9.71 6.8299
0.010 18.01 9.1583 18.16 6.4030

Table 5.2: Performance under different window sizes with learning rate α =
0.005 and cost g(1, uc, 2) = 0.001.

w
Type 1 sensor attacked 2 sensor attacked

FAR(%) ADD FAR(%) ADD
2 14.83 14.3542 15.33 5.4918
3 4.51 8.8770 4.63 5.4022
4 1.25 7.8350 1.43 5.4208
5 0.27 8.5059 0.32 6.3201

is an attack. It is easy to understand since it is more difficult to distinguish for the

scenario of 1 sensor attacked than the one of 2 sensors attacked.

0.40 0.45 0.50 0.55 0.60 0.65 0.70

20

40

ν0

A
D

D

1 sensor attacked
2 sensors attacked
h = 6
h = 10
h = 15

Figure 5.6: ADDs of the resulting detector and CUSUM algorithm. Parameter
h refers to the tuning parameter used in CUSUM.

In Figure 5.6, the performance of our trained detector is compared with the one

of classical quickest change detection algorithm (CUSUM) with different ν0 [132]

and we focus on comparing ADD, while all corresponding FAR are less than 5%

in our methods. The blue and green lines denote ADD of 1 sensor attacked and

2 sensors attacked when choosing appropriate window size w, learning rate α and

exploration parameters ε. The last three lines denote corresponding ADD when
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the threshold h is set as 6, 10, 15. Note that the CUSUM requires the true value

of θ, which is not needed in our detector. From this figure, one can see that the

resulting detector has comparable performance with classical QCD algorithm.

5.5 Conclusion

In this chapter, we formulated a detection problem of flip attacks as a POMDP

by assuming an attack probability and employed an MDP in the form of SSP

to approximate the behavior of the POMDP by fixed-length window and state

aggregation of observations. A standard Q-learning algorithm was then applied

to derive the optimal solution of the approximated MDP. Numerical results were

given to illustrate that the resulting detector can obtain a promising behavior.



Chapter 6

Rollout Approach to Sensor

Scheduling for Remote State

Estimation under Integrity Attack

Chapter 4 and 5 focus on the detection of cyber-attacks. However, it is difficult

and unrealistic to prevent these attacks from happening or detect all potential

attacks before they cause damage the system. Hence, how to mitigate the effects

of cyber-attacks is of great importance for the security of CPS.

In this chapter, we explore the possibility of mitigating the effect of cyber-attacks.

More specifically, the sensor scheduling problem for remote state estimation under

integrity attacks is studied. We seek to optimize a trade-off between the accu-

mulated energy consumption of communications and the state estimation error

covariance when the acknowledgment (ACK) information, sent by the remote es-

timator to the local sensor, is compromised. The sensor scheduling problem is

formulated as an infinite horizon discounted optimal control problem with infinite

states. We first analyze the underlying Markov decision process (MDP) and show

that the optimal schedule without ACK attack is of the threshold type. Thus, we

can simplify the problem by replacing the original state space with a finite state

space. For the simplified MDP, when ACK is under attack, the problem is mod-

elled as a partially observable Markov decision process (POMDP). We analyze the

induced MDP that uses a belief vector as its state for the POMDP. We investigate

the properties of the exact optimal solution via contractive models and show that

107
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the threshold type of solution for the POMDP cannot be readily established. A

suboptimal solution is then obtained via a rollout approach which is a prominent

class of reinforcement learning (RL) method that relies on an approximation in

value space. We present two variants of rollout and provide performance bounds

of those variants.

The rest of the chapter is organized as follows. Section 6.1 introduces the system

model, smart sensor, remote state estimation as well as ACK feedback scheme.

We also formulate the sensor scheduling problem under the ACK-based attack as

an infinite horizon discounted problem in this section. The underlying MDP is

studied and the optimal policy is shown to be of threshold type in Section 6.2. In

the presence of attack, a decision making process of the sensor is modelled as a

POMDP, which is analyzed in Section 6.3. In Section 6.4, some numerical examples

are provided to demonstrate the effectiveness of the proposed strategy. Conclusions

and future work are provided in Section 6.5.

6.1 Problem Formulation

6.1.1 System Model

An LTI system is considered in this chapter and it is the same as the one in Chapter

3. For the sake of readability, we rewrite the system model here again:

xk+1 = Axk + wk,

yk = Cxk + vk,

where xk ∈ Rn and yk ∈ Rm are the state vector and all sensor measurements

at time k, respectively. wk ∈ Rn denotes the process noise and vk ∈ Rm is the

measurement noise. wk ∈ N (0, Q) and vk ∈ N (0, R), where Q � 0 and R � 0,

respectively. It is assumed that w0, w1, . . . and v0, v1, . . . are mutually independent.

Besides, we give the following assumption about the system matrices:

Assumption 6.1. The pair (A,C) is detectable and (A,
√
Q) is stabilizable.
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Figure 6.1: The system diagram

6.1.2 Smart Sensor

Similar to Chapter 3, we consider the smart sensor as described in [39], which first

locally estimates the state xk based on all the measurements it has collected up to

time k and then transmits its local estimate to the remote estimator.

Denote x̂sk and P̂ s
k as the sensor’s local minimum mean squared error (MMSE)

estimate of the state xk and the corresponding error covariance:

x̂sk = E [xk | y1, y2, · · · , yk] , (6.1)

P̂ s
k = E [(xk − x̂sk)(xk − x̂sk)ᵀ | y1, y2, · · · , yk] , (6.2)

which can be calculated by a standard Kalman filter. Under Assumption 6.1,

the estimation error covariance of the Kalman filter converges to a unique value

from any initial condition. Without loss of generality, we assume that the Kalman

filter at the sensor side has entered the steady state and simplify our subsequent

discussion by setting:

P̂ s
k = P, k ≥ 1, (6.3)

where P is the steady-state error covariance. For notational ease, we define the

Lyapunov operator h: Sn+ → Sn+ as:

h(X)
4
= AXAᵀ +Q.
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Then P is given by the unique positive semi-definite solution of the following equa-

tion:

X = h(X)− h(X)Cᵀ[Ch(X)Cᵀ +R]−1Ch(X).

After obtaining x̂sk, the sensor will transmit it as a data packet to the remote

estimator. Due to fading and interference, random data drops may occur. We

assume that the sensor has two choices: one is to send the local state estimate

with high power, which will consume energy eh (eh > 0); the other is to send the

estimate with low power, which will consume energy el (0 < el < eh). We assume

that for the first choice, the packet will always arrive at the remote estimator, while

for the other one, the successful arrival rate is ν ∈ (0, 1). In Figure 6.1, we use two

lines to denote these two choices. The upper line refers to the choice eh, and the

lower line denotes the choice el.

6.1.3 Remote State Estimation

The transmission of x̂sk between the sensor and the remote estimator can be char-

acterized by a binary random variable γk, k ∈ N:

γk =





1, if x̂sk arrives at time k,

0, otherwise (regarded as dropout).

Denote x̂k and P̂k as the remote estimator’s own MMSE state estimate and the

corresponding error covariance based on all the sensor data packets received up to

time step k. The remote state estimate x̂k obeys the recursion:

x̂k =




x̂sk, if γk = 1,

Ax̂k−1, if γk = 0.
(6.4)

The corresponding state estimation error covariance P̂k satisfies:

P̂k =




P, if γk = 1,

h(P̂k−1), if γk = 0.
(6.5)
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The objective of sensor scheduling for the smart sensor is to optimize a trade-off

between the energy consumption of communications and the trace of the estimation

error covariance of the remote estimator. We formally formulate the cost that the

sensor aims to minimize as:

Jobj = lim
N→∞

E
{ N∑

k=0

αkgk

}
,

where α ∈ (0, 1) is the discount factor and gk denotes the stage cost given by:

gk =β · (energy consumption) + (1− β) · (trace of error covariance),

where β ∈ (0, 1) is the weighting coefficient, the term “energy consumption” is

related with el and eh and the term “error covariance” is related with Eq. (6.5).

Here, we need to emphasize that the state estimation error covariance and the

choice of sending local state estimate with high or low energy at every time depend

on the current state which is the holding time since the most recent successful

reception of the data from the sensor by the remote estimator and the definition

of which will be detailed later. Hence, it is of great importance for the sensor to

obtain an accurate state. Thus, the following acknowledgment scheme is employed.

6.1.4 ACK Feedback Scheme

To improve the estimation performance under an energy constraint, an online power

schedule based on the ACK from the remote estimator was proposed in [133]. We

consider the same setting and use akin scheme. The remote estimator generates a

1-bit ACK signal to indicate whether the data packet is delivered successfully or

not, which is illustrated in Figure 6.1. Namely, γk = 1 means that information x̂sk

has been delivered to the remote state estimator, and γk = 0 otherwise. In this way,

the sensor can obtain real-time information from the remote estimator. However,

ACK scheme faces the risk of being attacked. The next section shows a possible

ACK-based attack model, which results in the degradation of the performance of

sensor scheduling.
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6.1.5 Attack Model

While the ACK feedback scheme is simple and easy to implement, the simple

structure makes it a likely target of an attacker who can carry out integrity attacks

or Denial of Service (DoS) attacks [134]. In this section, we propose a possible

attack strategy for the attacker and investigate the corresponding mitigation of

this kind of attack in the rest of the paper.

When the ACK channel is perfect, the smart sensor will receive real-time ACK. If

there is an integrity attack launched by “Attacker” shown in Figure 6.1, the ACK

may be modified, i.e., γk = 0 may be modified to 1 and γk = 1 to 0, according to

certain probability defined by the attacker. In order to differentiate the ACK signal

under the normal and attack scenarios, we use γ̃k to denote the ACK received by

the smart sensor under possible attack for later discussion. We denote Γ as the

observation space of γ̃k and Γ = {0, 1}. We will use γ̃ to refer to a value in Γ .

Note that γ̃k may not be equal to γk. We denote κ0 and κ1 as the probability that

γk = 0 and γk = 1 are flipped by the attacker, respectively, i.e.,

κ0 = p(γ̃k = 1|γk = 0),

κ1 = p(γ̃k = 0|γk = 1),

where p( · ) denotes the probability. It is assumed that the attack probabilities

do not vary during the attack process. Our goal is to design a power scheduling

approach, knowing that the ACK information is under the above flip attack.

Remark 6.1. We give a further discussion about this attack model. If the smart

sensor is only concerned with the error covariance of remote state estimation, the

optimal attack strategy for an attacker is given as (κ0, κ1) = (1, 0), while if the

energy consumption of smart sensor is the only concern, corresponding attack

probabilities should be given as (κ0, κ1) = (0, 1). Since the smart sensor aims to

optimize a trade-off between the remote state estimation accuracy and transmission

energy, intuitively, the optimal attack probability should be between 0 and 1. This

can be also observed in the example in Section 6.4.1.

Remark 6.2. Note that the flipping probability of the attack may be obtained by

the smart sensor which transmits its state estimate with high power eh over a

period of time and computes the statistics of the ACK signals. In view of this, we
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assume that the system has the knowledge of attack probabilities and focus on the

mitigation of this kind of attack.

Remark 6.3. The related study on the fake acknowledgement attack can be found

in [134]. The optimal DoS attack on the feedback channel against ACK-based

sensor power schedule is studied in [34]. In [135], a game-theoretic approach to

acknowledgement attack is proposed and the Nash equilibrium is studied. Note

that the above works consider the DoS attack and emphasize the performance

analysis of attacks on the feedback channel. Our work focuses on the mitigation of

the integrity attack.

Remark 6.4. It is worth noticing that our proposed attack model is different form

the lossy acknowledgement channel model. The key difference is that the remote

estimator sends a feedback at each time and the attacker modifies the feedback

signal with certain probabilities.

6.1.6 Preliminary Analysis

In this section, we define the state, control, and observation of our problem. We

apply the POMDP framework to model the process given that ACK is under possi-

ble attack. Note that due to the recursion of the dynamics in (6.5), the covariance

Pk can only take value in the infinitely countable set {P, h(P ), h2(P ), · · · }. Denote

sk ∈ Z as the holding time since the most recent successful reception of the data

from the sensor by the remote estimator:

sk
4
= k − 1− max

1≤t≤k−1
{t : γt = 1}. (6.6)

Therefore, sk = 0 means the message sent at time k − 1 has been successfully

received. We denote by S the state space of sk. The state space has countable

elements 0, 1, · · · , standing for the holding time sk, and we will use sk to represent

the unspecified state in S. Denote uk as the control option and U as the control

space of uk. The control options are to send the state estimate with high or low

energy, denoted as 1 and 0, respectively, i.e., U = {0, 1}, and we will use uk to

represent the unspecified control at time k. In particular, we use s and u to refer

to a value in S and U . We denote by pss′(u) the transition probability from s to

s′ under control u and denote by g(s, u, s′) a function which returns the cost when

such transition occurs.
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It is clear from our assumption that the probabilities are given as

pss′(1) =





1, s′ = 0;

0, o.w.;
pss′(0) =





ν, s′ = 0;

1− ν, s′ = s+ 1;

0, o.w..

(6.7)

For the power scheduling problem of our interest, the following functions are usually

used as cost per stage

g(s, 1, s′) = βeh + (1− β) tr(P ),

g(s, 0, s′) = βel + (1− β) tr(hs
′
(P )).

(6.8)

Due to the presence of attack, the true state sk can not be computed according to

Eq. (6.6) since γk is potentially compromised. Therefore, the observation received

at current time is conditioned on the current state s, denoted by qγ̃(s), and its

conditional probability is given as

q1(s) =





1− κ1, s = 0;

κ0, o.w.;
q0(s) =




κ1, s = 0;

1− κ0, o.w..
(6.9)

6.1.7 Problem of Interest

Given that we know the successful arriving rate ν of packet when transmitted with

low energy, the presence of the attacker, the observation probabilities qγ̃(s), and

the observations γ̃k, we are interested in obtaining a scheduling rule that minimizes

the following expectation of the infinite horizon accumulated cost of g(sk, uk, sk+1)

given by (6.8) with a given discount factor of α ∈ (0, 1):

J(s) = lim
N→∞

E
{ N∑

k=0

αkg(sk, uk, sk+1) | s0 = s
}
.

The challenge of the problem is twofold. First, the problem is a POMDP, which is

difficult in its own right. Secondly, the underlying MDP has a state space that is

composed of infinite states. In what follows, we will first investigate the properties

of the MDP. It is shown that the optimal policy, if the states are known, is of the
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threshold type. Therefore, it is then sufficient to consider the finitely many state

case, thus obtaining a MDP with a truncated state space. Then we will show for

the POMDP induced by the truncated state space, contractive models apply and

some performance guarantees can be established.

6.2 Simplification of the Underlying MDP

6.2.1 Analysis on the Properties of MDP

Recall that the Lyapunov operator is defined as:

h(X)
4
= AXAᵀ +Q.

For the error covariance iterated through the Lyapunov operator, the following

results are given by [104].

Lemma 6.1 ([104]). The following inequality holds:

tr(P ) = tr(h0(P )) < tr(h1(P )) < tr(h2(P )) < · · · < tr(hk(P )) < · · · ,∀k ∈ N.

From Lemma 6.1, one could obtain that the sequence {tr(hk(P ))}∞k=0 is monotone

non-decreasing as k grows.

Lemma 6.2. If ρ(A) ≥ 1, tr(hk(P )) approaches infinity as k goes to infinity.

Otherwise, the sequence {tr(hk(P ))}∞k=0 is bounded.

Recall the definition of the cost g given by Eq. (6.8), we have g ≥ 0 viz., the MDP

we are investigating here is nonnegative. This is formalized as the following lemma.

Lemma 6.3. The cost function g satisfies

g(s, u, s′) ≥ 0,∀(s, u, s′) ∈ S × U × S.

In this chapter, we will focus on the case where the stage cost is unbounded, which

is formalized in the following assumption.
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Assumption 6.2. The system A fulfills ρ(A) ≥ 1.

Remark 6.5. When ρ(A) < 1, in view of Lemma 6.2, the stage cost is bounded

for all states and controls, in which case a large portion of the following analysis

still applies. However, it would be possible, depending on the tuning parameter β,

to have low energy transmission always as the optimal policy, which would not be

practically interesting to investigate.

For the nonnegative MDP with state S, control U , we denote µ̄ : S → U as a fixed

policy, and π̄ = {µ̄0, µ̄1, . . . } as a sequence of µ̄k. Thus, the cost function under π̄

and {µ̄, µ̄, . . . } are defined as

Jπ̄(s) = lim
N→∞

E
{ N∑

k=0

αkg(sk, µ̄k(sk), sk+1) | s0 = s
}
,

Jµ̄(s) = lim
N→∞

E
{ N∑

k=0

αkg(sk, µ̄(sk), sk+1) | s0 = s
}
,

in view of g being nonnegative. For such problems, we are interested in obtaining

the optimal cost function J∗ and optimal stationary policy µ̄∗ given as

J∗(s) = inf
π̄
Jπ̄(s), Jµ̄∗(s) = J∗(s), ∀s ∈ S. (6.10)

For the problem of interest, the optimal cost function can be achieved since the

cost function is nonnegative (Lemma 6.3) and the control space is compact under

an unbounded cost. This is formalized as the following lemma.

Lemma 6.4 (Chapter 6, [136]). About the cost function, we have

(a) The optimal cost function J∗ of (6.10) satisfies Bellman’s equation. Namely,

for all s ∈ S,

J∗(s) = min
u∈U

∑

s′∈S

pss′(u)
{
g(s, u, s′) + αJ∗(s′)

}
. (6.11)

(b) Let π̄ = {µ̄, µ̄, · · · } be an admissible stationary policy. We have for all s ∈ S,

Jµ̄(s) =
∑

s′∈S

pss′
(
µ̄(s)

){
g
(
s, µ̄(s), s′

)
+ αJµ̄(s′)

}
.

(c) There is an optimal stationary policy µ̄∗ that satisfies (6.10).
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(d) Starting with J0(s) ≡ 0, the value iteration sequence {Jk}∞k=0 generated by

Jk+1(s) = min
u∈U

∑

s′∈S

pss′(u)
{
g(s, u, s′) + αJk(s

′)
}
, (6.12)

for all s ∈ S, converges pointwise to J∗.

In view of the above nice properties for the positive MDP problems, we are ready

to show that the underlying MDP with infinite states can be simplified.

Theorem 6.1. Let Assumptions 6.1 and 6.2 hold. The optimal policy µ̄∗ defined

by (6.10) is of the threshold type, viz., there exists a constant ε∗ ∈ S such that

µ̄∗(s) =





0, if s < ε∗,

1, if s ≥ ε∗.
(6.13)

Moreover, the optimal cost is strictly increasing for all s ≤ ε∗, viz., J∗(s−1) < J∗(s)

when s ≤ ε∗, and remains constant for s ≥ ε∗.

Proof. For the simplicity of notations, we define:

gh , g(s, 1, 0) = βeh + (1− β) tr(P ),

gl , g(s, 0, 0) = βel + (1− β) tr(P ),

where gl < gh since el < eh if β 6= 0.

By Lemma 6.4 (b) and (c), we have

J∗(s) = min
{
gh + αJ∗(0), ν [gl + αJ∗(0)] + (1− ν) [g(s, 0, s+ 1) + αJ∗(s+ 1)]

}
.

(6.14)

Since for a policy µ̄ such that µ̄(0) = 1,

Jµ̄(0) =
∞∑

k=0

αkgh =
gh

1− α <∞,

and J∗(0) ≤ Jµ̄(0) per definition, we have for all s ∈ S,

J∗(s) ≤ gh + αJ∗(0) ≤ gh +
gh

1− α =
2− α
1− αgh <∞.
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By applying value iteration with J0 ≡ 0, we have

Jk+1(s) = min
{
gh + αJk(0), ν [gl + αJk(0)] + (1− ν) [g(s, 0, s+ 1) + αJk(s+ 1)]

}
.

We now claim that for all k, it holds that

Jk(s) ≤ Jk(s
′), ∀s′ ≥ s.

We establish the result by induction. The above assertion holds for J0. Assume

now it holds for k, then for k + 1, we have

Jk+1(s) = min
{
gh + αJk(0), ν [gl + αJk(0)] + (1− ν) [g(s, 0, s+ 1) + αJk(s+ 1)]

}
,

Jk+1(s+ 1) = min
{
gh + αJk(0), ν [gl + αJk(0)] + (1− ν) [g(s+ 1, 0, s+ 2) + αJk(s+ 2)]

}
.

By induction assumption and Lemma 6.1, we have

g(s, 0, s+ 1) + αJk(s+ 1) ≤ g(s+ 1, 0, s+ 2) + αJk(s+ 2).

Therefore, we have Jk+1(s+ 1) ≤ Jk+1(s+ 2), and by induction, we have Jk+1(s) ≤
Jk+1(s′), ∀s′ ≥ s.

Since by Lemma 6.4 (d), VI converges pointwise to J∗, we thus have

J∗(s) = lim
k→∞

Jk(s) ≤ lim
k→∞

Jk(s
′) = J∗(s′).

Namely, J∗(s) is monotonically increasing. In addition, the term g(s, 0, s+1) grows

unbounded with s due to ρ(A) ≥ 1. Thus, there exists some s̄ such that µ̄∗(s̄) = 1

and J∗(s̄) = gh + αJ∗(0) and J∗(s′) ≥ J∗(s̄) = gh + αJ∗(0), ∀s′ > s̄. On the

other hand, as discussed above, for all s, we have J∗(s) ≤ gh + αJ∗(0). Thus,

J∗(s′) = gh + αJ∗(0). Define ε∗ , arg min {s̄ | µ̄∗(s̄) = 1}.

The above proof has shown that for all s ≥ ε∗, the optimal cost J∗(s) is constant

and equals gh +αJ∗(0). In view of definition of ε∗, we see that J∗(ε∗− 1) < J∗(ε∗)

[since otherwise, we would have µ̄∗(ε∗ − 1) = 1, contradicting the definition of ε∗].

For s ≤ ε∗ − 2, if J∗(s) = J∗(s+ 1), we have, by (6.14),

(1− ν) [g(s, 0, s+ 1) + αJ∗(s+ 1)]

=(1− ν) [g(s+ 1, 0, s+ 2) + αJ∗(s+ 2)] .
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However, this contradicts with g(s, 0, s + 1) < g(s + 1, 0, s + 2) and J∗(s + 1) ≤
J∗(s+ 2). Thus, the assumption is false and the proof is complete.

Remark 6.6. Although similar results are available in [107, 137], our problem setup

is different. To the best of our knowledge, it is the first time to study the dis-

counted infinite horizon optimal control problem with an unbounded stage cost in

the context of sensor scheduling.

6.2.2 Computational Approach

Due to the fact that the optimal policy is of the threshold nature, we can thus

consider a truncated state space St = {0, 1, . . . , `} with ` > ε∗. However, ε∗ is

unknown. For the truncated problem, with a slight abuse of notion, we will still use

pss′(u) to denote the transition probability, with the modification that p``(0) = ν

and p`0(0) = 1−ν, while the stage costs remain the same as for the original problem.

The following theorem shows that the optimal control and cost of the truncated

problem are the same as those of the original problem that has an infinite state

space provided that ` > ε∗. In order to establish the desired relation, we recall one

additional lemma, which shows better properties for finite state problems.

Lemma 6.5 (Props. 4.3.1, 4.3.2 [111]). For a MDP problem with finite state space

St and finite control space U , the solution of (6.11) is unique. Moreover, the VI

algorithm (6.12) starting from any J0 : St → R converges pointwise to the solution

of (6.11).

Theorem 6.2. For the truncated problem with state space St = {0, 1, . . . , `}, the

optimal cost function and optimal policy fulfill the following conditions:

(a) If ` ≥ ε∗, the optimal control of the truncated problem is also given by (6.13),

while the optimal cost function is J∗|St, the restriction of optimal cost of orig-

inal MDP to St.

(b) If ` < ε∗, the optimal control of the truncated problem is 0 for all s ∈ St while

the optimal cost is upper bounded by J∗|St.

Proof. In order to differentiate the optimal cost function for the truncated and the

original problems, we temporally denote J̄∗(s) as the optimal cost for the truncated

problem.
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For the truncated problem, Lemmas 6.4 and 6.5 hold. By Lemma 6.4 (b) and (c),

for s ∈ St, s 6= `, we have

J̄∗(s) = min
{
gh + αJ̄∗(0), ν

[
gl + αJ̄∗(0)

]
+ (1− ν)

[
g(s, 0, s+ 1) + αJ̄∗(s+ 1)

] }
,

(6.15)

and for s = `:

J̄∗(`) = min
{
gh + αJ̄∗(0), ν

[
gl + αJ̄∗(0)

]
+ (1− ν)

[
g(`, 0, `+ 1) + αJ̄∗(`)

] }
.

(6.16)

(a) Now we look at the optimal cost of the original problem J∗. We will show

that restriction J∗|St is a fixed point of the Bellman equations (6.15) and (6.16)

of the truncated problem, and then by the uniqueness property asserted in

Lemma 6.5, we have J̄∗ = J∗|St . For s ∈ St and s 6= `, it is clear that the

Bellman equations of the original problem and the truncated problem are the

same so J∗ is the solution of Eq. (6.15). For s = `, J∗ fulfills the condition

J∗(`) = min
{
gh+αJ̄

∗(0), ν
[
gl + αJ̄∗(0)

]
+(1−ν) [g(`, 0, `+ 1) + αJ∗(`+ 1)]

}
.

Since ` ≥ ε∗, by Theorem 6.1, we have J∗(`+1) = J∗(`) = gh+αJ∗(0). Thus,

the restriction J∗|St is a fixed point of the Bellman equations (6.15) and (6.16)

of the truncated problem. By uniqueness of the solution, we have J̄∗ = J∗|St .

(b) Apply the same VI arguments as used in Theorem 6.1, we can show that

J̄∗ is monotonically increasing. Thus, for the truncated problem, if there

exists some ε̄∗ such that J̄∗(ε̄∗) = gh + αJ̄∗(0), then J̄∗(ε̄∗) = gh + αJ̄∗(0) for

s = ε̄∗, ε̄∗ + 1, . . . , `. We will prove there exists no such ε̄∗ by contradiction.

Assume there exists such ε̄∗, such that

J̄∗(s) = ν
[
gl + αJ̄∗(0)

]
+ (1− ν) [g(s, 0, s+ 1) + αJ∗(s+ 1)]

when s < ε̄∗ and J̄∗(s) = gh +αJ̄∗(0), s ≥ ε̄∗. Then by setting J̄0 = J∗|St , and

in view of monotonicity of J̄∗|St , we can see that the sequence {J̄k} generated

by VI is monotonically decreasing and converges to J̄∗. Thus, J̄∗ is upper

bounded by J∗|St . In addition, we have J̄1(`) < J̄0(`) = J∗|St(`). Now we define
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a new policy for the original MDP as

µ̄(s) =





0, s < ε̄∗,

1, s ≥ ε̄∗,

Then we can see that Jµ̄ ≥ J∗ by optimality. However, it also holds that

Jµ̄|St = J̄∗ ≤ J∗|St and J̄∗(`) < J∗|St(`). Thus J̄∗(`) < J∗|St(`) and J̄∗ ≥ J∗|St
hold simultaneously, which cannot be true.

In view of Theorem 6.2 and Lemma 6.4 (d), given some `, we can use VI to get the

corresponding optimal policy for the truncated problem. If it appears to be the

threshold type, it corresponds to Theorem 6.2 (a) and the optimal cost and policy

obtained are exactly the same as the underlying MDP the one with the truncated

state space. If it is not the threshold type, it corresponds to Theorem 6.2 (b)

and we need to increase ` to get the threshold ε∗. From now on, we refer to as

the underlying MDP the one with the truncated state space provided that ` > ε∗,

and with a slight abuse of notion, we will still use pss′(u) to denote the transition

probability, with the modification that p``(0) = ν and p`0(0) = 1 − ν, while the

transition costs for all s ∈ St remain unchanged, as is indicated in the proof of

Theorem 6.2. Also, we will still use J∗ to denote the optimal cost function.

6.3 Scheduling under Integrity Attack

When the acknowledgement information is under attack, we have a POMDP prob-

lem where the underlying state S is infinite dimensional, with known probability

of observation. Based on the study of the previous section, the original state space

can be replaced by a truncated version St with no impact of control selection.

Thus, the POMDP of our concern is one with state space St, control U , obser-

vation Γ , transition probability given by Eq. (6.7), stage cost given by Eq. (6.8),

observation probability given by Eq. (6.9), with the exception that p``(0) = ν and

p`0(0) = 1− ν, while the transition costs for all s ∈ St remain unchanged.
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6.3.1 Properties of the Exact Optimal Solution

For the POMDP introduced above, we analyze the induced MDP that uses a state

as a belief vector. It is well-known that those two problems are equivalent, albeit

the problem with belief state is infinite-dimensional [138]. For this study, we apply

the contractive model detailed in [128]. To this end, we consider as states the

functions b : St → R such that
∑

s∈St b(s) = 1, and b(s) ≥ 0, ∀s. It is easy to see

that b is a vector and b ∈ R`+1. We denote as B the set of all such belief states

and B ⊂ R`+1. Denote V : B → R as a function defined on B, and V as the set

of functions that contains all V where ‖V ‖∞ < ∞. Given a belief state b and a

control u, the distribution of γ̃ can be computed as

p̂(γ̃ | b, u) =
∑̀

s=0

b(s)
∑̀

s′=0

pss′(u)qγ̃(s
′).

The dynamics of b is governed by a Bayesian estimator denoted as Φ : B×U×Γ →
B, and given by

Φ(b, 0, 1) =




ν(1− κ)

ν(1− κ) + (1− ν)κ
(1− ν)κb(0)

ν(1− κ) + (1− ν)κ
...

(1− ν)κ(b(`) + b(`− 1))

ν(1− κ) + (1− ν)κ




, (6.17)

Φ(b, 0, 0) =




νκ

νκ+ (1− ν)(1− κ)
(1− ν)(1− κ)b(0)

νκ+ (1− ν)(1− κ)
...

(1− ν)(1− κ)(b(`) + b(`− 1))

νκ+ (1− ν)(1− κ)




, (6.18)

Φ(b, 1, γ̃) =
[
1 0 · · · 0

]ᵀ
, ∀γ̃ ∈ Γ. (6.19)

For the induced infinite-dimensional MDP, the stage cost ĝ : B × U → R is given

as

ĝ(b, u) =
∑̀

s=0

b(s)
∑̀

s′=0

pss′(u)g(s, u, s′).
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Based on the above definitions, we introduce an abstract operator that defines the

induced MDP: H : B × U × V → R given as

H(b, u, V ) = ĝ(b, u) + α
∑

γ̃∈Γ

p̂(γ̃ | b, u)V
(
Φ(b, u, γ̃)

)
. (6.20)

We denote µ as a function µ : B → U and all such functions form the set M. In

addition, we denote π as a sequence of admissible policies {µk}∞k=0 and Π as the

set of all π. Then we introduce two additional Bellman operators Tµ, T : V → V
given by

(TµV )(b) = H(b, µ(b), V ), (TV )(b) = inf
µ∈M

(TµV )(b). (6.21)

Theorem 6.3 (Fixed Point Properties). Let Assumptions 6.1 and 6.2 hold. For

every Tµ and T , we have the following hold:

(a) There exists unique Vµ, V
∗ ∈ V such that

Vµ = TµVµ, V
∗ = TV ∗. (6.22)

(b) V ∗ given in Eq. (6.22) is the optimal cost function, viz., V ∗ = infπ∈Π Vπ,

where Vπ is given as

Vπ = lim
N→∞

N∑

k=0

TµN

(
TµN−1

(
· · · (Tµ0V0) · · ·

))
,

with V0 ≡ 0. In particular, V ∗ = infµ∈M Vµ.

(c) For a policy µ∗ ∈M, Vµ∗ = V ∗ if and only if Tµ∗V
∗ = TV ∗.

Proof. Given that the space V is complete, we only need to verify that the operators

defined in Eq. (6.21) has the following properties:

(1) For all V, V ′ ∈ V such that V ≤ V ′, it holds that

TµV ≤ TµV
′, µ ∈M, TV ≤ TV ′.

(2) For all V, V ′ ∈ V ,

‖TµV − TµV ′‖∞ ≤ α‖V − V ′‖∞, ∀µ ∈M.
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Then the results stated in (a), (b) and (c) follow from Prop. 2.1.1 and Prop. 2.1.2

in [128].

(1) For all V, V ′ ∈ V ,

(TµV )(b) = H(b, µ(b), V )

=ĝ(b, µ(b)) + α
∑

γ̃∈Γ

p̂(γ̃ | b, µ(b))V
(
Φ(b, µ(b), γ̃)

)

≤ĝ(b, µ(b)) + α
∑

γ̃∈Γ

p̂(γ̃ | b, µ(b))V ′
(
Φ(b, µ(b), γ̃)

)
.

=H(b, µ(b), V ′) = (TµV
′)(b),

(TV )(b) = inf
µ∈M

(TµV )(b) ≤ inf
µ∈M

(TµV
′)(b) = (TV ′)(b).

(2) For all µ ∈M, we have

(TµV )(b)− (TµV
′)(b)

=α
∑

γ̃∈Γ

p̂(γ̃ | b, u)V
(
Φ(b, u, γ̃)

)
− α

∑

γ̃∈Γ

p̂(γ̃ | b, u)V ′
(
Φ(b, u, γ̃)

)

=α
∑

γ̃∈Γ

p̂(γ̃ | b, u)
[
V
(
Φ(b, u, γ̃)

)
− V ′

(
Φ(b, u, γ̃)

)]

≤α‖V − V ′‖∞,

which holds for all b ∈ B. Reverse the order of V and V ′, which implies

|V (b)− V ′(b)| ≤ α‖V − V ′‖∞, ∀b ∈ B.

Take supremum over B and we get the desired result.

As is shown in the proof of Theorem 6.1, the optimal cost function is monotonically

increasing. However, for the induced MDP where now the state b is an element in

the simplex of R`+1, additional conditions are required to obtain structural results

like the one in Theorem 6.1. One simple and useful approach is through Monotone
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likelihood ratio (MLR) ordering [109]. For two belief states b and b′, we call b

dominates b′ in the MLR sense if

b(s)b′(s′) ≤ b′(s)b(s′), s < s′, s, s′ ∈ St.

Under suitable conditions, computing MLR ordering between two belief states b and

b′ is sufficient to conclude whether V ∗(b) ≥ V ∗(b′). In particular, if b dominating

b′ in the MLR sense implies V ∗(b) ≤ V ∗(b′), then we say the POMDP is MLR

decreasing in b. For the result to hold true, one key property required for the

underlying MDP is that the related matrix is totally positive of order 2 (TP2).

A stochastic matrix (could be rectangle, [109, Definition 10.2.1]) is called TP2 if

all its second-order minors are nonnegative. The relevant stochastic matrices of

our concern under control u are the transition matrix P (u) and observation matrix

M(u), given as

P (u) =




p00(u) p01(u) · · · p0`(u)

p10(u) p11(u) · · · p1`(u)
...

...
. . .

...

p`0(u) 0 · · · p``(u)



,

M(u) =

[
q0(0) q0(1) · · · q0(`)

q1(0) q1(1) · · · q1(`)

]ᵀ
.

The following lemma outlines the sufficient conditions under which the POMDP is

MLR decreasing in b.

Lemma 6.6 (Theorem 11.2.1 [109]). For the POMDP with state space St, control

U , observation Γ , and stage cost g : St × U × St → R, if the following three

conditions hold:

(1) For each control u ∈ U , the expected stage cost defined as
∑

s′∈St pss′(u)g(s, u, s′)

is decreasing in s;

(2) The transition matrix P (u) is TP2 for all u;

(3) The observation matrix M(u) is TP2 for all u;

then the POMDP is MLR decreasing in b.
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Remark 6.7. The stage cost in [109] is defined as a function of current state and

current action St×U , while here our stage cost g(s, u, s′) also depends on the next

state. Thus, the stage cost in [109] is the expected stage cost
∑

s′∈St pss′(u)g(s, u, s′)

in our paper.

In the following theorem, we will show that the problem of interest here does not

fulfill the TP2 property, thus MLR decreasing in b cannot be established through

the above conditions. For the following discussion, we introduce a new class of

functions. We call σ : St → St a permutation if it is a bijection. For some

bijection, we obtain a new POMDP corresponding to σ, with state space St, con-

trol U , observation Γ , transition probability given as pσss′(u) = pσ−1(s)σ−1(s′)(u),

transition cost given as gσ(s, u, s′) = g
(
σ−1(s), u, σ−1(s′)

)
, observation probability

qσγ̃ (s) = qγ̃
(
σ−1(s)

)
, transition matrix P σ(u) and observation matrix Mσ(u) de-

fined accordingly. Now we are ready to proceed to state the following result, which

essentially means that for the problem of interest, the MLR decreasing relation

cannot be established through Lemma 6.6.

Theorem 6.4. Let Assumptions 6.1 and 6.2 hold. There exists no permutation σ

such that the corresponding POMDP fulfills the conditions (1), (2), and (3) given

in Lemma 6.6.

Proof. In view of Lemma 6.1, stage cost g(x, u, s′) of the original POMDP is in-

creasing in s. Thus, condition (1) in Lemma 6.6 is violated. To have condition (1)

hold, the only valid permutation is σ given as

σ(s) = `− s,

Under σ, the stage cost gσ(s, u, s′) is decreasing in s. However, we can see the

transition matrix P σ(0) is not TP2. Indeed, the last second order minor of P σ(0)

is given as,

∣∣∣∣∣
pσ(`−1)(`−1)(0) pσ(`−1)(`)(0)

pσ(`)(`−1)(0) pσ(`)(`)(0)

∣∣∣∣∣ =

∣∣∣∣∣
p11(0) p10(0)

p01(0) p00(0)

∣∣∣∣∣ =

∣∣∣∣∣
0 ν

1− ν ν

∣∣∣∣∣

=ν(ν − 1) < 0,

which means P σ(0) is not TP2. Thus, there exists no permutation σ such that its

corresponding POMDP fulfills the conditions (1), (2), and (3) in Lemma 6.6.
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Theorem 6.4 shows that the structural result for the induced MDP is not readily

available. Therefore, we move to explore a suboptimal solution based on approx-

imation in value space, implemented through the use of rollout [111] which is a

common approach to compute the exact solution.

6.3.2 Approximate Solution through Rollout

Given that the exact solution cannot be established through the MLR ordering

for the belief states, we seek an approximate solution. Here, we use the rollout

approach, which is a simulation-based approach. To this end, we fix certain base

policy µb ∈ M. Given current belief state as b, we aim to obtain a control option

as the following minimizer

µ̃(b) ∈ arg min
u∈U

ĝ(b, u) + α
∑

γ̃∈Γ

p̂(γ̃ | b, u)Ṽ
(
Φ(b, u, γ̃)

)
, (6.23)

where we examine two options for Ṽ , which we denote as Ṽ r and Ṽ (λ). They refer

to fixed steps and geometrically distributed steps, which are common in rollout

approach. The first option Ṽ r is to evaluate base policy µb for some fixed r ∈ N
steps, with final cost V̄ (b) =

∑
s∈St b(s)J

∗(s), thus

Ṽ r(b) = (T rµbV̄ )(b). (6.24)

The second option Ṽ (λ) is to evaluate the base policy µb with geometrically dis-

tributed steps with final cost V̄ , thus Ṽ is defined as

Ṽ (λ)(b) = (T (λ)
µb
V̄ )(b),

where λ ∈ (0, 1) is some design parameter, and T
(λ)
µb : V → V is defined as

(T (λ)
µb
V )(b) = (1− λ)

∞∑

`=1

λ`−1
(
T `µbV

)
(b). (6.25)

Remark 6.8. Note that the principal aim of rollout is policy improvement. Two

conditions that the base policy needs to satisfy to ensure the cost improvement

property are sequential consistency and sequential improvement. More details



128 6.3. Scheduling under Integrity Attack

about these conditions could be found in [111]. It seems that the choice of the

base policy is important to the performance of rollout. However, experiments evi-

dence has shown that surprisingly good rollout performance may be attained even

with a relatively poor base heuristic [111]. We also verify this in Section 6.4.3.

Note that Eq. (6.25) is a well-defined, infinite-dimensional operator with the same

fixed point as Tµb , and for all V, V ′ ∈ V , it holds that

‖T (λ)
µb
V − T (λ)

µb
V ′‖∞ ≤ αλ‖V − V ′‖∞,

where αλ = α(1−λ)
1−λα . Refer to [139] for details of the above results.

When rollout method defined in Eq. (6.23) is implemented exactly, with Ṽ = Ṽ r,

the performance of µ̃ with respect to the optimal cost V ∗ can be characterized by

the following lemma, which is given as Proposition 2.2.1 [128].

Lemma 6.7 (Proposition 2.2.1, [128]). Denote as Vµ̃ the cost function of the policy

µ̃ that is given by Eq. (6.23), and Ṽ = Ṽ r. Then the suboptimality of Vµ̃ with respect

to V ∗ is given by

‖Vµ̃ − V ∗‖∞ ≤
2α

1− α‖T
r
µb
V̄ − V ∗‖∞. (6.26)

Compared with above result, when Ṽ = Ṽ (λ), we have the following performance

bound.

Theorem 6.5 (Performance bound). Denote as Vµ̃ the cost function of the policy

µ̃ that is given by Eq. (6.23), and Ṽ = Ṽ (λ). Then the suboptimality of Vµ̃ with

respect to V ∗ is given by

‖Vµ̃ − V ∗‖∞ ≤
2α

1− α‖T
(λ)
µb
V̄ − V ∗‖∞. (6.27)

Proof. We view T
(λ)
µb V0 as the final cost and the above suboptimality is a direct

application of Proposition 2.2.1, [128].

Remark 6.9. The scalars in (6.26) and (6.27) are usually unknown, so the result-

ing analysis will have a mostly qualitative character. However, Lemma 6.7 and

Theorem 6.5 provide some insight on the performance of the rollout approach. By

decreasing the discount factor α and increasing the number of lookahead step, a

better performance bound could be expected.



Chapter 6. Rollout Approach to Sensor Scheduling for Remote State Estimation
under Integrity Attack 129

6.3.3 Rollout Implementation via Monte-Carlo Sampling

Here we exemplify a rollout implementation via Monte-Carlo simulation method

detailed in [111]. The algorithm is summarized in Algorithm 3, where Ṽ = Ṽ r.

The algorithm starts by initializing a belief state b. Then we run Ns Monte Carlo

simulations to decide the control input, where the function “SIMULATOR” is used

to take the Monte Carlo simulations with parameter action u, belief state b and

truncated steps r. Then the obtained control is applied and the observation is

collected. Finally, the new belief state is updated and proceed to next stage. In

total, we obtain a suboptimal action sequence via rollout policy. It is worth noting

that if we use the second variant where Ṽ = Ṽ (λ), the truncated step r is not

anymore fixed, but rather a random variable drawn from geometric distribution

with parameter λ.

Algorithm 3 Rollout policy for fixed truncated steps

Require: The iteration time steps Ni, the discount rate α ∈ (0, 1), the sample
time Ns, the successful arrival rate under lower energy ν, the truncated steps
r, and the base policy µb ∈M

Ensure: A sensor schedule sequence.
1: function Simulator(u, b, r)
2: v ← 0
3: Apply u and collect observation γ̃
4: v ← ĝ(b, u), b← Φ(b, u, γ̃)
5: for l = 0→ r − 1 do
6: u← µb(b)
7: v ← v + αlĝ(b, u), b← Φ(b, u, γ̃)
8: end for
9: v ← v + αrV̄ (b)

10: return v
11: end function
12: Initialize the belief state b
13: for j = 1→ Ni do
14: v0 ← 0, v1 ← 0
15: for k = 1→ Ns do
16: v0 ← v0+ Simulator(0, b, r)
17: v1 ← v1+ Simulator(1, b, r)
18: ũ ∈ arg minu′∈U vu′
19: Apply ũ and collect observation γ̃
20: b← Φ(b, ũ, γ̃)
21: end for
22: end for
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6.3.4 Finite History Window Approach as a Baseline

In this subsection, we provide a finite history window approach which is widely

employed in RL [140] for better comparison. Different from the above model-based

and online method, it is a model-free and offline method. For this problem, the

control space is the same as the problem in Section 3.1. We use ok as an observation

at time k, which includes a stored observation with length m ≥ 1 and control input

with length n ≥ 0 given by

ok , [γ̃k−m+1, · · · , γ̃k, uk−n, · · · , uk−1]ᵀ ∈ Rm+n.

Here the control input also needs to be recorded as it also effects the decision-

making of the sensor. Denote by O the set of all possible observations o ∈ Rm+n,

and |O| = |Γ |m|U|n. It is straightforward to see that the number of states grows

exponentially with the length of the window.

Correspondingly, the cost per stage also depends on the random disturbance wk

and is denoted by ḡ(o, u, o′), which is given by:

ḡ(o, u, o′) =




βeh + (1− β) tr(P ),

βel + (1− β) tr(hs
′
(P )),

where s′ is the hidden real state at next time.

With above formulation, we obtain a standard RL problem with O as state space

and U as control space. Similarly, it can be solved by many different RL methods

and we use Q-learning [131] as an example. The pseudocode of the algorithm is

essentially same as Algorithm 2 in Chapter 5, so we omit it here.

Remark 6.10. Rollout is an online and simulation-based approach to obtain a sub-

optimal control. Different from other offline approaches like Q-learning, it does not

need to spend much time to train and not require to spend more space to store

the lookup table. Here, we refer offline as the training process has been completed

and the lookup table has been stored before online decision making. At the same

time, rollout can avoid the curse of dimensionality. Finally, the performance of

Q-learning will be affected by the choice of state, while the performance of rollout

will not be limited by the base policy.
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Figure 6.2: Cost functions of attacks with different probabilities and different
initial states.

6.4 Simulation

6.4.1 A Simple Illustration of Attack Effect

An intuitive approach for the sensor scheduling would be to make the decision

according to the most recent observation without remembering anything from the

past. However, due to the existence of integrity attack, the sensor can not get the

true state and it may not be optimal that the sensor decides whether to send the

data with high or low power directly according to the current state. In order to

give some insight to our proposed attack model, we provide a simple simulation to

illustrate the effect of this kind of attack.

The system parameters are as follows:

A =

[
1.2 0.3

0.3 0.8

]
, C =

[
1 1.7

0.3 1

]
, Q = R = I2.

It is straightforward to obtain that the steady-state Kalman filtering error covari-

ance P =

[
1.7249 −0.7250

−0.7250 0.5144

]
. The energy consumptions of different levels are

tuning parameters. We have tested different combinations and here we present one

choice. They are set as 10 trP and 2 trP . The successful arrival rate ν for lower

energy is set as 0.4. The discount factor α is set to be 0.9.

When the above intuitive approach is employed for sensor scheduling, Figure 6.2

shows that the cost function values with different attack probabilities and initial
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states. For the sake of simplicity, we set κ0 = κ1 = κ. From this figure, one can see

that under the above parameter settings, the optimal attack is of flip probability

between 0 and 1.

6.4.2 Threshold Policy of Underlying MDP

In this subsection, we provide a numerical example to verify the threshold policy

with different weight parameters β’s. Other related parameters are the same as

the ones in the above subsection. Here, we use the value iteration to compute the

optimal policy. The optimal policies under different weight parameter β are shown

in Figure 6.3. From this figure, one can obtain that with the weight parameter β

0 1 2 3 4 5 6 7

0

1

s

µ̄
∗ (
s) β = 0.2

β = 0.4
β = 0.6
β = 0.8

Figure 6.3: The optimal policy under different β.

increases, the optimal threshold value increases, which is expected due to higher

weight on the energy consumption.

6.4.3 Comparison with Rollout Policy and Finite History

Windows Approach

In this section, we consider the sensor scheduling under integrity attack. For sim-

plicity of analysis, we truncated the state space and the state ` is set as 7. The

attack probability κ is set as 0.5 and the weight parameter β is set as 0.6. Other

related parameters are the same as the ones in the above subsection. From Figure

6.3, it is straightforward to get that the optimal threshold is ε∗ = 4 when β = 0.6.
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Here, the base policy that we use is as follows:

µb(b) =





0,
∑3

i=0 b(i) <
∑7

i=4 b(i),

1, o.w..
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Figure 6.4: Performance under different approaches with κ = 0.5 and β = 0.6.

In Figure 6.4, the brown bar denotes the optimal value for each state, the dark

orange, gold and dark green bars denote the approximate value functions using the

base policy, rollout algorithm with geometrically distributed and fixed truncated

steps. We can see that the rollout policy performs much better than the base

policy. Also, the steel blue and blue bars denote the approximate value functions

using Q-learning with different window sizes. It is shown that with the window size

increases, the corresponding average cost decreases. This is expected as a better

Q-value can be obtained with increased m and n. However, it is worth noticing

that this approach is limited by the scale of the problem and system parameters.

It shows a comparable performance with the rollout policy in the above figure.

However, its performance is largely affected by the choice of state, the dimension

of problem and other aspects. It is worth noticing that the performance of the

rollout policy is not limited to the choice of base policy. The experiments show
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that even the base policy is revised to the following extreme policy:

µb(b) =





1,
∑3

i=0 b(i) <
∑7

i=4 b(i),

0, o.w.,

the rollout policy still can get a comparable results.

Table 6.1: The difference with the optimal value functions under different
approaches.

Approach Difference from optimal
Base policy 333.9849

Geometrically distributed steps 34.2081
Fixed steps 33.9491

Q-learning m = 2, n = 2 298.3401
Q-learning m = 3, n = 3 59.0104

By computing the stationary distribution of the problem, we can obtain that the

φ = {0.2, 0.2, 0.2, 0.2, 0.2} under the designed parameters. We compute the two

norm of the difference between optimal value function and other approximate value

function from state 0 to state 4, which is shown in Table 6.1. From this table, we

can see that the performance of the rollout policy is much better than the base

policy.

6.5 Conclusion

This chapter studied the sensor transmission scheduling problem for remote state

estimation under integrity attacks. It was proved that the underlying MDP has

a threshold type optimal policy. Thus, we simplified the original problem by re-

placing a truncated state space. When integrity attack is present, the problem was

formulated as a POMDP. The existence of optimal policy for the MDP with belief

state induced by POMDP was studied and it was proved that the monotonicity

of the value function cannot be established via MLR ordering. The main result

of this chapter is a suboptimal, online and model-based approach based on the

approximation in value space and implemented through rollout with fixed and geo-

metrically distributed truncated steps, and corresponding performance guarantees

were provided. Furthermore, numerical examples were provided to demonstrate
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the effectiveness of the proposed approaches when compared with a finite history

window approach.





Chapter 7

Conclusions and Future work

In this chapter, we summarize the main results of this thesis and outline some

possible directions for future work.

7.1 Conclusions

We studied cyber-physical systems under potential cyber-attacks. More specifi-

cally, we investigated the performance of cyber-attacks, providing detection mech-

anisms, and developing feasible countermeasures against cyber-attacks.

In Chapter 3, we analyzed the performance for innovation-based remote state es-

timation under first-order false date injection attacks. The fundamental limits for

innovation-based remote state estimation under linear attacks were characterized.

The attacker was constrained to follow a linear attack type based on the past attack

signal, the latest innovation and an additive random variable. The optimal attack

strategies to achieve maximal performance degradation under a given stealthiness

requirement were provided. Then we provided the maximal performance degrada-

tion ratio and the corresponding optimal attack strategy to achieve this maximum

under strictly stealthy attacks for vector systems, which is a generalization of the

previous work. For ε-stealthy attacks on scalar systems, the optimal attack strat-

egy with an additive random noise was also presented. It was proven that the

maximal performance degradation ration can be achieved without additive noise

and the proposed strategy performs better than the existing linear attack strategies
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in terms of performance degradation. Simulation results were presented to support

the theoretical results.

In Chapter 4, we considered the problem of detection of the replay attacks under

the assumption that the system parameters are unknown and need to be identified

online. We proposed an algorithm that can simultaneously generate the water-

marking signal and infer the system parameters. We proved that our algorithm

converges to the optimal one and characterized an upper bound for the almost

surely convergence rate.

In Chapter 5, we discussed the problem of detection of flip attacks. We formulated

the detection problem as a POMDP by assuming an attack probability. Then, an

MDP in the form of SSP was employed to approximate the behavior of the POMDP

by fixed-length window and state aggregation of observations. Furthermore, a

standard Q-learning algorithm was applied to derive the optimal solution of the

approximated MDP. Numerical results were provided to verify the performance of

the resulting detector.

Chapter 6 investigated the sensor scheduling problem for remote state estimation

under integrity attacks. We proved that the underlying MDP has a threshold type

optimal policy. Thus, we simplified the original problem by replacing a truncated

state space. The problem was formulated as a POMDP. We explored the possi-

bility of the existence of optimal policy for the MDP with belief state induced by

the POMDP and proved that the monotonicity of the value function can not be

established via MLR ordering. Furthermore, we proposed a suboptimal, online and

model-based approach based on the approximation in value space and implemented

through the rollout approach with fixed and geometrically distributed truncated

steps, and corresponding performance guarantees were provided.

7.2 Future Work

There are many issues that deserve future research including:

• In Chapter 3, the maximal performance degradation that an adversary can

induce by injecting any linear first-order false data injection attacks under

ε-stealthy attacks for scalar systems was considered. What would be the
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performance limits for a vector system and what would the corresponding

attack strategy be to achieve this bound? Besides, we assume that the smart

estimator transmits innovations based on a Kalman filter to the remote esti-

mator and it is assumed that the attacker knows this. If the sensor decides to

transmit either the innovation or the raw measurement at each time, the at-

tacker will need to decide to use which attack strategy under some constraints

including but not limited to energy, memory, and computation constraints.

How to formulate this interaction between the attacker and the sensor is also

worth to be explored.

• In Chapter 4, since we have only provided an upper bound for the convergence

rate of the proposed online approach, an open question is how to quantify

the exact convergence rate. It is of interest to study secure control in other

cases, such as batch-operating process. Besides, the watermarking signal

and detector are developed under the assumption that there is no attack

during the learning phase. We are also interested in adversarial learning when

the sensor data is compromised. Moreover, there are some other techniques

that could be considered. For example, we can employ machine learning to

estimate the system structure and parameters by training data. It is totally

different from the method studied in this thesis.

• In Chapter 6, the research on the implementation of the rollout policy on

a large sensor network is a potential research direction. Also, it is of great

interest to explore alternatives to the rollout algorithms such as training

some approximation architecture including a neural network. Besides, with

the development of autonomous driving, how to secure autonomous driving

systems with natural uncertainty is getting more and more attention. Fur-

thermore, potential cyber-attacks on these systems increases the uncertainty.

Hence, the research on how to deal with uncertainty is particularly impor-

tant. As a useful tool to counter uncertainty, the rollout approach is worth

being studied. The advance of rollout in solving POMDP problem is worth

being explored.
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