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Abstract

The confluence of Edge Computing and Artificial Intelligence (AI) has driven the
rise of Edge Intelligence, which leverages the storage, communication, and compu-
tation capabilities of end devices and edge servers to empower Al implementation
at scale closer to where data is generated. An enabling technology of Edge Intel-
ligence is the privacy preserving machine learning paradigm known as Federated
Learning (FL). In FL, end users carry out model training locally before transmit-
ting the model parameters or gradient updates, rather than the raw data, to a
model owner for aggregation. Amid the increasingly stringent privacy regulations,
FL has enabled the development of applications that have to be built using sen-
sitive user data and will continue to revolutionize service delivery in the Finance,

Internet of Things (IoT), healthcare, and transport industries, among others.

However, the implementation of FL is envisioned to involve thousands of heteroge-
neous distributed end devices that differ in terms of communication and computa-
tion resources, as well as the levels of willingness to participate in the collaborative
model training process. The potential node failures, device dropouts, and strag-
glers effect are key bottlenecks that impede the effective, sustainable, and scalable

implementation of FL.

In this thesis, I will first present a tutorial and survey on FL and highlight its role
in enabling Edge Intelligence. This tutorial and survey provide readers with a com-
prehensive introduction to the forefront challenges and state-of-the-art approaches
towards implementing FL at the edge. In consideration of resource heterogeneity,
I then provide multifaceted solutions towards improving the efficiency of resource
allocation for implementing FL at scale amid information asymmetry. In the first
study, I propose a vanilla contract-theoretic optimization approach towards bal-
ancing the tradeoffs of information freshness and service latency in a federated
crowdsensing scenario. In the second study, I devise a multi-dimensional contract-
matching approach for optimized resource allocation amid multiple sources of het-

erogeneities. The first two studies leverage the self-revealing properties of contract

XixX
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theory to solve the resource allocation problem in the information asymmetric edge
network. Through performance evaluation, it is shown that even when the worker
types are unknown, the resource allocation in the edge network is optimized. In the
third study, in face of bounded rationality and dynamic decisions of the workers,
I propose a two-level evolutionary game theoretic and auction approach to allo-
cate and price resources to facilitate efficient edge intelligence. The performance
evaluation shows the convergence and uniqueness of solutions, as well as the profit
maximization aspect of the proposed solution. The studies presented in the thesis
are formulated via the interdisciplinary interplay of concepts derived from network
economics, optimization, game theory, and machine learning. Finally, I outline

promising research directions for future works.



Chapter 1

Introduction

1.1 Background

The enhanced perception capabilities of state-of-the-art sensors deployed on, e.g.,
the Internet of Things (IoT), Unmanned Aerial Vehicles (UAV), and smart vehicles
have enabled a wealth of raw data to be captured at the edge of the network
today. Empowered with the rise of Artificial Intelligence (AI) based models, which
outperform conventional hand-engineered methods when there is an abundance
of training data, effective model training, e.g, for personalized recommendation,
facial recognition, and trajectory optimization, has been successfully deployed on
end devices, e.g., smartphones. However, with the ubiquity of interconnected end
devices, the burden on communication networks necessitates the proposal of Edge
Computing as an alternative to current cloud-centric approaches in which raw data

have to be transmitted to centralized remote servers for processing.

The confluence of Edge Computing and Al gives rise to Edge Intelligence, which
leverages the storage, communication, and computation capabilities of end devices
and edge servers to enable edge caching, model training, and inference [1] closer
to where data are produced. Specifically, edge caching refers to the collection and
storage of data, edge model training refers to AI model training at the edge, and
edge inference refers to the deployment of trained models at the edge and end
devices for computation of desired outputs, e.g., image classification, given some

input data.



2 1.1. Background

The entire pipeline from data collection to model training is often referred to as
Edge Learning. The Edge Learning framework offers two main benefits over that
of the cloud-centric approach. Firstly, the raw data collected by end devices can be
processed without the need for the transmission to the remote cloud, thus relieving
the burden on communication networks. Secondly, the computation capabilities
of proximal edge servers, e.g., roadside units (RSU), can be leveraged to complete

time-sensitive tasks, e.g., multi-object detection for autonomous driving.

However, there exist implementation challenges that have to be addressed to en-
able efficient Edge Learning. Firstly, privacy regulations that govern the sharing
of data, e.g., the General Data Protection Regulation (GDPR), are increasingly
stringent [2]. Given that Edge Learning involves the utilization of user data for de-
centralized model training, privacy preserving collaborative learning schemes have
to be developed to ensure sustainable participation of end users. Secondly, even
though end devices are equipped with improving computation capabilities, they
are still much more computationally-constrained relative to edge or cloud servers.
As such, effective computation offloading strategies to enable the end-edge-cloud
collaboration across the network are required. Thirdly, AT models are increasingly
complex and over-parameterized. This necessitates the design of lightweight models

for deployment on end devices for computation and communication efficiency.

In response, the confluence of Edge Computing and Al has led to the rise of Edge
Intelligence, which leverages the storage, communication, and computation capa-
bilities of end devices and edge servers to enable edge caching, model training,
and model inference closer to where data are produced. One of the enabling tech-
nologies of Edge Intelligence is the privacy preserving machine learning paradigm
known as Federated Learning (FL) [3]. In FL, data owners, i.e., end users, carry
out model training locally before transmitting the model parameters or gradient
updates, rather than the raw data, to a model owner for aggregation. This enables
privacy-preserving collaborative machine learning while leveraging on the compu-
tation capabilities of end users. Moreover, model parameters are smaller in size
than raw data, thus alleviating the burden on backbone communication networks.
FL has enabled the development of several applications that have to be built using
sensitive user data, e.g., next-word-prediction models for text messaging applica-
tions and Internet of Things (IoT) empowered healthcare solutions. Recently, FL

has found many successes in applications for mobile edge computing.
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As highlighted by the authors in [4], the increasing complexity and heterogeneity of

wireless networks enhance the appeal of adopting a data-driven ML based approach

5] for optimizing system designs and resource allocation decision making for mobile

edge networks. However, the private data of users may be sensitive in nature.

As such, existing learning based approach can be combined with FL for privacy-

preserving applications.

For brevity, the related studies are not fully reviewed. Table 1.1 provides a brief

description of the studies that address the four applications of FL for resource

optimization at the wireless edge networks:

i

i

1ii

v

Cyberattack Detection: The ubiquity of IoT devices and increasing sophis-
tication of cyberattacks [6] imply that there is a need to improve existing
cyberattack detection tools. Recently, Deep Learning has been widely suc-
cessful in cyberattack detection. Coupled with FL, cyberattack detection

models can be learned collaboratively while maintaining user privacy.

Edge Caching and Computation Offioading: Given the computation and stor-
age capacity constraints of edge servers, some computationally intensive tasks
of end devices have to be offloaded to the remote cloud server for computa-
tion. In addition, commonly requested files or services should be placed on
edge servers for faster retrieval, i.e., users do not have to communicate with
the remote cloud when they want to access these files or services. As such,
an optimal caching and computation offloading scheme can be collaboratively

learned and optimized with FL.

Base Station Association: In a dense network, it is important to optimize
base station association so as to limit interference faced by users. However,
traditional learning based approaches that utilize user data often assume that
such data are centrally available. Given user privacy constraints, an FL based

approach can be adopted instead.

Vehicular Networks: The Internet of Vehicles (IoV) [7] features smart ve-
hicles with data collection, computation and communication capabilities for
relevant functions, e.g., navigation and traffic management. However, this
wealth of knowledge is again, private and sensitive in nature since it can re-

veal the driver’s location and personal information. An FL based approach
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is therefore useful, e.g., in traffic queue length prediction and energy demand

in electric vehicle charging stations done at the edge of IoV networks.

However, despite the many advantages and application use cases, the FL network
is envisioned to involve thousands of heterogeneous distributed devices, e.g., smart-
phones and IoT. Given that synchronous cloud-aggregation remains the predomi-
nant approach for global model aggregation in FL, node failures, device dropouts,
and the stragglers effect due to the computation and communication inefficien-
cies of end users have proven to be key bottlenecks that impede the effective and
scalable implementation of FL. In consideration of resource heterogeneity at the
network edge, we provide multifaceted solutions towards improving the efficiency of
resource allocation (i.e., computation, communication, and incentive resources) for
implementing FL at scale over the wireless edge networks in this thesis. In Section
1.2, we provide a concise summary of our contribution and the organization of the

thesis.

1.2 Summary of Contributions and Organization

of Thesis

In Chapter 2, we motivate FL. as an important paradigm shift towards enabling
collaborative machine learning model training at the wireless edge. Then, we pro-
vide a concise tutorial on FL implementation and present to the reader a list of
useful open-source frameworks that pave the way for future research on FL and its
applications. Next, we discuss the unique features of FL relative to a centralized
machine learning approach and the resulting implementation challenges. For each
of these challenges, we present to the reader a comprehensive discussion of exist-
ing solutions and approaches explored in the FL literature. Part of Chapter 2 is
published under: Wei Yang Bryan Lim et al. “Federated learning in mobile edge
networks: A comprehensive survey.” IEEE Communications Surveys € Tutorials
(2020).

In Chapter 3, we introduce the adoption of FL in an industrial and crowdsensing
setting, in which independent data owners may be reluctant to share their private

raw data with industrial competitors. The adoption of FL enables collaborative



TABLE 1.1: FL based approaches for mobile edge network optimization.

Applications Ref. | Description
9] Cyberattack detection with edge nodes as workers
Cyberattack Detection [10] Cyberattack detection with IoT gateways as workers
[11] | Blockchain to store model updates
12 DRL for caching and offloading in UEs
. . . 13 DRL for computation offloading in IoT devices
Edge caching and computation offloading [14] Stacked autoencoder learning for proactive caching
[15] Greedy algorithm to optimize service placement schemes
Base station assoication [16] Deep echo state networks for VR application
[17] | Mean field game with imitation for cell association
. . [18] Extreme value theory for large queue length prediction
Vebicular networks [19] | Energy demand learning in electric vehicular networks
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model training across a federation of such industrial data owners. In conventional
FL studies, it is usually assumed that the worker either has the data ready for
model training, or needs to collect the data upon request. As such, the crucial
tradeoff between service latency and Age of Information (Aol) is under-explored.
In particular, the Aol is defined as the time elapsed between data collection, i.e.,
collection or aggregation of data from the distributed Industrial IoT (IIoT) devices,
to completion of the FL based training, and thus captures information freshness
8], whereas the service latency is defined as the time elapsed between the initia-
tion of the FL training request to the completion of the FL based training. On
one hand, if the data are aggregated only upon request, the information is at its
freshest, i.e., the Aol is low. On the other hand, the service latency incurred during
data collection can be intolerable especially if the model owner prefers faster task
completion. In addition, there exists an incentive mismatch between the workers
and model owner in managing this tradeoff. For example, while the model owner
may prefer more frequent data updating to ensure a low Aol, the update expense,
e.g. in terms of computation, communication, and energy consumption, incurred
can be prohibitive for the worker. Moreover, the model owners are unaware of the
worker types, i.e., data update cost, due to information asymmetry. To this end, we
propose a contract-theoretic task-aware incentive mechanism to motivate workers
to update the data accordingly in consideration of the different preferences of the
model owner towards Aol and service latency. We leverage the self-revealing prop-
erties of the contract-theoretic incentive mechanism design to appropriately reward
workers based on their data updating cost amid information asymmetry. Chapter
3 is published under: Wei Yang Bryan Lim et al. “When Service Latency Meets
Information Freshness in Federated Learning,” IEEFE Transactions on Industrial
Informatics (2020).

In Chapter 4, motivated by the increasing popularity of UAVs as mobile base
stations, aerial sensing devices, or enablers of Intelligent Transport Systems, we
devise a multi-dimensional contract-matching resource allocation scheme for a net-
work with independent Drones-as-a-Service (DaaS) operators collaborating in data
collection and FL model training as a service provision. There exists an incentive
mismatch between the model owner and the UAVs. On one hand, the model owners
alm to maximize their profits by selecting the optimal UAVs which can complete

the stipulated task at the lowest cost, e.g., in terms of sensing, transmission, and
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computation costs. On the other hand, the UAVs can take advantage of the infor-
mation asymmetry and misreport their types so as to seek higher compensation.
To that end, we leverage the self-revealing properties of contract theory [20] as an
incentive mechanism design to reward the UAVs based on their actual types. In
particular, given the complexity of the sensing and collaborative learning task, we
devise a multi-dimensional contract to account for the multi-dimensional sources
of heterogeneity in terms of UAV sensing, learning, and transmission capabilities.
Chapter 4 is published under: Wei Yang Bryan Lim et al. “Towards Federated
Learning in UAV-Enabled Internet of Vehicles: A Multi-Dimensional Contract-
Matching Approach,” IEEE Transactions on Intelligent Transportation Systems
(2021).

In Chapter 5, a hierarchical FL (HFL) framework is proposed in which the workers
(i.e. data owners) do not communicate directly with a central controller, i.e., the
model owner (macro base stations). Instead, the local parameter values are first
uploaded to edge servers, e.g., at micro base stations, for intermediate aggregation.
Then, communication with the model owner is further established for global aggre-
gation. Besides reducing the instances of global communications with the remote
servers of the model owner, this relay approach reduces the dropout rate of devices.
We consider a two-level resource allocation and incentive design problem. At the
lower level, to encourage the participation of workers, the cluster heads offer reward
pools to be shared among workers based on their data contribution in the cluster.
We model the cluster selection decisions of the workers as an evolutionary game
to capture the bounded rationality and worker dynamics of gradual strategy ad-
justment and adaptation. At the upper-level, there may be multiple model owners
in the network that aim to train a model for their respective usage collaboratively
with the participation of the workers and cluster heads. However, at any point in
time, each worker and cluster head can only participate in the training process with
a single model owner. To derive the allocation of cluster head to the model owner,
as well as the optimal pricing of the services of the cluster head by the competitive
model owners, we adopt a deep learning based auction mechanism that preserves
the properties of the truthfulness of the bidders while simultaneously achieving
revenue maximization for the cluster heads. Chapter 5 is published under: Wei
Yang Bryan Lim et al. “Decentralized Edge Intelligence: A Dynamic Resource
Allocation Framework for Hierarchical Federated Learning,” IEEE Transactions

on Parallel and Distributed Systems (2021).



8 1.2. Summary of Contributions and Organization of Thesis

In Chapter 6, we provide a summary of the thesis and present a discussion of the

future research directions and open questions.



Chapter 2

Literature Review

2.1 Introduction

Currently, there are nearly 7 billion connected Internet of Things (IoT) devices
and 3 billion smartphones around the world [12]. These devices are equipped with
increasingly advanced sensors, computing, and communication capabilities. As
such, they can potentially be deployed for various crowdsensing tasks, e.g., for
medical purposes [21] and air quality monitoring [22]. Coupled with the rise of
Deep Learning (DL) [23], the wealth of data collected by end devices opens up

countless possibilities for meaningful research and applications.

In the traditional cloud-centric approach, data collected by mobile devices is up-
loaded and processed centrally in a cloud-based server or data center. In particular,
data collected by IoT devices and smartphones such as measurements [24], photos
25], videos [26], and location information [27] are aggregated at the data center
[28]. Thereafter, the data are used to provide insights or produce effective inference
models. However, this approach is no longer sustainable for the following reasons.
Firstly, data owners are increasingly privacy sensitive. Following privacy concerns
among consumers due to high profile cases of data leaks and data misuse, policy
makers have responded with the implementation of data privacy legislation such
as the European Commission’s General Data Protection Regulation (GDPR) [29]
and Consumer Privacy Bill of Rights in the US [30]. In particular, the consent
(GDPR Article 6) and data minimalization principle (GDPR Article 5) limits data

collection and storage only to what is consumer-consented and absolutely necessary

9
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for processing. Secondly, a cloud-centric approach involves long propagation delays
and incurs unacceptable latency [31] for applications in which real-time decisions
have to be made, e.g., in self-driving car systems [32]. Thirdly, the transfer of raw
data to the cloud for processing burdens the backbone networks'. This is espe-
cially so in tasks involving unstructured data, e.g., in video analytics [33]. This is
exacerbated by the fact that cloud-centric training is relatively reliant on wireless
communications [34]. As a result, this can potentially impede the development of

new technologies.

With data sources mainly located outside the cloud today, Mobile Edge Comput-
ing (MEC) has naturally been proposed as a solution. In MEC, the computing
and storage capabilities [31] of end devices and edge servers are leveraged to bring
model training closer to where data are produced [35]. As defined in [34], an end-
edge-cloud computing network comprises: (a) end devices, (b) edge nodes, and (c)
cloud server. For model training in conventional MEC approaches, a collaborative
paradigm has been proposed in which training data are first sent to the edge servers
for model training up to lower level DNN layers, before more computation intensive
tasks are offloaded to the cloud [36], [37] (Fig. 2.1). However, this arrangement in-
curs significant communication costs and is unsuitable for applications that require
persistent training [34]. In addition, computation offloading and data processing
at edge servers still involve the transmission of potentially sensitive personal data.
This can discourage privacy-sensitive consumers from taking part in model training
or even violate increasingly stringent privacy laws [29]. Although various privacy
preservation methods, e.g., Differential Privacy (DP) [38], have been proposed, a
number of users are still not willing to expose their private data for fear that their
data may be inspected by external servers. In the long run, this discourages the

development of technologies as well as new applications.

To guarantee that training data remains on personal devices and to facilitate col-
laborative machine learning of complex models among distributed devices, a decen-
tralized ML approach called Federated Learning (FL) is introduced in [3]. In FL,

2

mobile devices” use their local data to cooperatively train an ML model required

by an FL server. They then send the model updates, i.e., the model’s weights, to

'Note that in some cases, the communication cost of FL is not insignificant due to complexity
of large models, whereas the relatively fewer data samples a worker possesses is less costly to
transmit. As such, we discuss communication cost reduction as well in this thesis.

2We use the term mobile devices and mobile edge in this Chapter given that many of the works
reviewed have focused on how to implement FL on resource-constrained edge devices such as IoT.
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FIGURE 2.1: Edge Al approach brings Al processing closer to where data are
produced. In particular, FL allows training on devices where the data are pro-
duced.

the FL server for aggregation. The steps are repeated in multiple rounds until a
desirable accuracy is achieved. This implies that FL can be an enabling technol-
ogy for MLL model training at mobile edge networks. As compared to conventional
cloud-centric ML model training approaches, the implementation of FL for model

training at mobile edge networks features the following advantages.

i Minimizing requirement of network bandwidth: Less information is required
to be transmitted to the cloud. For example, instead of sending the raw
data over for processing, participating devices only send the updated model
parameters for aggregation. As a result, this significantly reduces costs of

data communication and relieves the burden on backbone networks.

However, note that the insights from this chapter can be similarly applied on edge networks in
general.
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ii Privacy: Following the above point, the raw data of users need not be sent
to the cloud. Under the assumption that FL workers and servers are non-
malicious, this enhances user privacy and reduces the probability of eaves-
dropping to a certain extent. In fact, with enhanced privacy, more users will
be willing to take part in collaborative model training and so, better inference

models can be built.

iii Low latency: With FL, ML models can be consistently trained and up-
dated. Meanwhile, in the MEC paradigm, real-time decisions, e.g., event
detection[39], can be made locally at the edge nodes or end devices. There-
fore, the latency is much lower than when decisions are made in the cloud
before transmitting them to the end devices. This is vital for time critical
applications such as self-driving car systems in which the slightest delays can

potentially be life threatening [32].

Given the aforementioned advantages, FL has seen recent successes in several ap-
plications. For example, the Federated Averaging algorithm (FedAwvg) proposed
in [3] has been applied to Google’s Gboard [40] to improve next-word prediction
models. In addition, several studies have also explored the use of FL in a number
of scenarios in which data are sensitive in nature, e.g., to develop predictive models
for diagnosis in health AT [41] and to foster collaboration across multiple hospitals

[42] and Government agencies [43].

Besides being an enabling technology for ML model training at mobile edge net-
works, FL has also been increasingly applied as an enabling technology for mo-
bile edge network optimization. Given the computation and storage constraints
of increasingly complex mobile edge networks, conventional network optimization
approaches that are built on static models fare relatively poorly in modelling dy-
namic networks [34]. As such, a data-driven Deep Learning (DL) based approach
[5] for optimizing resource allocation is increasingly popular. For example, DL can
be used for representation learning of network conditions [44] whereas Deep Rein-
forcement Learning (DRL) can optimize decision making through interactions with
the dynamic environment [45]. However, the aforementioned approaches require
user data as an input and these data may be sensitive or inaccessible in nature
due to regulatory constraints. As such, in this chapter, we also briefly discuss

FL’s potential to function as an enabling technology for optimizing wireless edge
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networks, e.g., in cell association [17], computation offloading [12], and vehicular

networks [18].

However, there are several challenges to be solved before FL can be implemented at
scale. Firstly, even though raw data no longer need to be sent to the cloud servers,
communication costs remain an issue due to the high dimensionality of model
updates and limited communication bandwidth of participating mobile devices. In
particular, state-of-the-art DNN model training can involve the communication of
millions of parameters for aggregation. Secondly, in a large and complex mobile
edge network, the heterogeneity of participating devices in terms of data quality,
computation power, and willingness to participate have to be well managed from
the resource allocation perspective. Thirdly, FL. does not guarantee privacy in the
presence of malicious workers or aggregating servers. In particular, recent research
works have clearly shown that a malicious worker may exist in FL. and can infer
the information of other workers just from the shared parameters alone. As such,

privacy and security issues in FL still need to be considered.

In this chapter, we focus on the literature review and address the following topics:

i We motivate the importance of FL as an important paradigm shift towards
enabling collaborative ML model training. Then, we provide a concise tu-
torial on FL implementation and present to the reader a list of useful open-
source frameworks that pave the way for future research on FL and the the

related applications.

ii. We discuss the unique features of FL relative to a centralized ML approach
and the resulting implementation challenges. For each of these challenges,
we present to the reader a comprehensive discussion of existing solutions and

approaches explored in the FL literature.

iii We discuss FL as an enabling technology for mobile edge network optimiza-
tion. In particular, we discuss the current and potential applications of FL

as a privacy-preserving approach for applications in edge computing.

Besides, we also consolidate the existing surveys on FL. and mobile edge computing
in Table 2.1.



TABLE 2.1: An overview of selected surveys in FL. and MEC.

Ref. | Subject | Contribution

[46] Introductory tutorial on categorization of FL architectures, e.g., vertical FL

[4] FL FL in optimizing resource allocation for wireless networks while preserving data privacy
[47] Tutorial on FL and discussions of implementation challenges in FL

[33] Computation offloading strategy to optimize DL performance in edge computing

48 Survey on architectures and frameworks for edge intelligence

49 ML for IoT management, e.g., network management and security

[37] Survey on computation offloading in MEC

[45] MEC Survey on DRL approaches to address issues in communications and networking

[50] Survey on techniques for computation offloading

51 Survey on architectures and applications of MEC

52 Survey on computing, caching, and communication issues at mobile edge networks

[53] Survey on the phases of caching and comparison among the different caching schemes
[31] Survey on joint mobile computing and wireless communication resource management in MEC
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The rest of this chapter is organized as follows. Section 2.2 introduces the back-
ground and fundamentals of FL. Section 2.3 reviews solutions provided to reduce
communication costs. Section 2.4 discusses resource allocation approaches in FL.

Section 2.5 concludes the chapter.

2.2 Background and Fundamentals of Federated

Learning

2.2.1 Federated Learning

Motivated by privacy concerns among data owners, the concept of FL is introduced
in [3]. FL allows users to collaboratively train a shared model while keeping per-
sonal data on their devices, thus alleviating their privacy concerns. As such, FL can
serve as an enabling technology for ML model training at mobile edge networks.
For an introduction to the categorizations of different FL settings, e.g., vertical

and horizontal FL, we refer the interested readers to [46].

In general, there are two main entities in the FL system: the data owners (i.e.
workers) and the model owner (i.e. FL server). Let N = {1,..., N} denote
the set of N data owners, each of which has a private dataset D;cn. Each data
owner ¢ uses its dataset D; to train a local model w; and send only the local
model parameters to the FL server. Then, all collected local models are aggregated
W = U;enW; to generate a global model w¢. This is different from the traditional
centralized training which uses D = U;cpD; to train a model wy, i.e., data from

each individual source is aggregated first before model training takes place centrally.

A typical architecture and training process of an FL system is shown in Fig. 2.2.
In this system, the data owners serve as the FL. workers which collaboratively train
an ML model required by an aggregate server. An underlying assumption is that
the data owners are honest, which means they use their real private data to do
the training and submit the true local models to the FL server. Of course, this
assumption may not always be realistic [54] and we discuss the proposed solutions

subsequently in Section 2.4.
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FIGURE 2.2: General FL training process involving N workers.

In general, the FL training process includes the following three steps. Note: the

local model refers to the model trained at each participating device, whereas the

global model refers to the model aggregated by the FL server.

i

1

Step 1 (Task initialization): The server decides the training task, i.e., the
target application, and the corresponding data requirements. The server also
specifies the hyperparameters of the global model and the training process,
e.g., learning rate. Then, the server broadcasts the initialized global model

w, and task to selected workers.

Step 2 (Local model training and update): Based on the global model wi,,
where t denotes the current iteration index, each worker respectively uses its
local data and device to update the local model parameters w!. The goal of
worker i in iteration ¢ is to find optimal parameters w! that minimize the
loss function L(w!), i.e.,

w! = arg min L(w}). (2.1)

(2
Wi

The updated local model parameters are subsequently sent to the server.
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iii Step 3 (Global model aggregation and update): The server aggregates the local
models from workers and then sends the updated global model parameters

WtG+1 back to the data owners.

The server wants to minimize the global loss function L(w%), i.e.,

Liwh) =+ 37 L(w)). 2.2

Steps 2-3 are repeated until the global loss function converges or a desirable training

accuracy is achieved.

Note that the FL training process can be used for different ML models that essen-
tially use the SGD method such as Support Vector Machines (SVMs) [55], neural
networks, and linear regression [56]. A training dataset usually contains a set of
n data feature vectors x = {xy,...,%,} and a set of corresponding data labels?

= {y1,...,yn}. In addition, let y; = f(x;;w) denote the predicted result from
the model w updated/trained by data vector ;. Table 2.2 summarizes several loss

functions of common ML models [57].

TABLE 2.2: Loss functions of common ML models.

Model Loss function L(w})
Neural | LS (y — W)
network (Mean Squared Error)
Linear 1 T
regression 3 yi = W]
5, T, — FoGw)]
Ko means (f (xj;‘w) is thg centroid ?f
all objects assigned to z;’s
class)
squared- y;(wix; — bias))]

SVM +A HWTHQ(bias is the bias
parameter and A is const.)

Global model aggregation is an integral part of FL. A straightforward and classical
algorithm for aggregating the local models is the FedAwvg algorithm proposed in
3], which is similar to that of local SGD [58]. The pseudocode for FedAvg is given
in Algorithm 2.1. As described in Step 1 above, the server first initializes the task

3In the case of unsupervised learning, there is no data label.
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Algorithm 2.1 Federated averaging algorithm 3]

Require: Local minibatch size B, number of workers m per iteration, number of local epochs E, and learning
rate 7).

Ensure: Global model wg.

1: [Worker ]

2: LocalTraining(i, w):

3: Split local dataset D; to minibatches of size B which are included into the set B;.

4: for each local epoch j from 1 to E do

5: for each b € B; do

6: w <« w — nAL(w;b) (n is the learning rate and AL is the gradient of L on b.)
T end for

8: end for

9:

10: [Server]

11: Initialize w%
12: for each iteration ¢ from 1 to T' do

13: Randomly choose a subset St of m workers from A

14: for each partipant i € S; parallely do

15: wiT! + LocalTraining(i, wf,)

16: end for

17: wh = Zie.lf\/' B, va:l Dywt (Averaging aggregation)
18: end for

(lines 11-16). Thereafter, in Step 2, the worker ¢ implements the local training and
optimizes the target in (2.1) on minibatches from the original local dataset (lines
2-8). Note that a minibatch refers to a randomized subset of each worker’s dataset.
At the ' iteration (line 17), the server minimizes the global loss in (2.2) by the

averaging aggregation which is formally defined as

D N

t i t

Zz‘e/\/ D; ;

The FL training process is iterated till the global loss function converges or a

desirable accuracy is achieved.

2.2.2 Statistical Challenges of FL

In traditional distributed ML, the central server has access to the whole training
dataset. As such, the server can split the dataset into subsets that follow sim-
ilar distributions. The subsets are subsequently sent to participating nodes for
distributed training. However, this approach is impractical for FL since the local

dataset is only accessible by the worker.

In the FL setting, the workers may have local datasets that follow different distri-
butions, i.e., the datasets of workers are non-IID. While the authors in [3] show

that the aforementioned FedAvg algorithm is able to achieve desired accuracy even
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when data are non-IID across workers, the authors in [59] found otherwise. For
example, the accuracy of a FedAvg-trained CNN model has 51% lower accuracy
than the centrally-trained CNN model for CIFAR-10 [60]. This deterioration in
accuracy is further shown to be quantified by the earth mover’s distance (EMD)
[61], i.e., the difference in FL worker’s data distribution as compared to the popula-
tion distribution. As such, when data are non-IID and highly skewed, data-sharing
is proposed in which a shared dataset with uniform distribution across all classes
is sent by the FL server to each FL worker. Then, the worker trains its local
model on its private data together with the received data. The simulation result
shows that accuracy can be increased by 30% with 5% shared data due to reduced
EMD. However, a common dataset may not always be available for sharing by the
FL server. An alternative solution to gather contributions towards building the

common dataset is subsequently discussed in section 2.4.

The authors in [62] also find that global imbalance, i.e., the situation in which
the collection of data held across all FL workers is class imbalanced, leads to a
deterioration in model accuracy. As such, the Astraea framework is proposed. On
initialization, the FL workers first send their data distribution to the FL server. A
rebalancing step is introduced before training begins in which each worker performs
data augmentation [63] on the minority classes, e.g., through random rotations and
shifts. After training on the augmented data, a mediator is created to coordinate
intermediate aggregation, i.e., before sending the updated parameters to the FL
server for global aggregation. The mediator selects workers with data distributions
that best contribute to a uniform distribution when aggregated. This is done
through a greedy algorithm approach to minimize the Kullback-Leibler Divergence
[64] between local data and uniform distribution. The simulation results show

accuracy improvement when tested on imbalanced datasets.

Given the heterogeneity of data distribution across devices, there has been an in-
creasing number of studies that borrow concepts from multi-task learning [65] to
learn separate, but structurally related models for each worker. Instead of mini-
mizing the conventional loss function presented previously in Table 2.2 of Section
2.2.1 (Page 15), the loss function is modified to also model the relationship amongst
tasks [66]. Then, the MOCHA algorithm is proposed in which an alternating opti-
mization approach [67] is used to approximately solve the minimization problem.

Interestingly, MOCHA can also be calibrated based on the resource constraints of a
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participating device. For example, the quality of approximation can be adaptively
adjusted based on network conditions and CPU states of the participating devices.

However, MOCHA cannot be applied to non-convex DL models.

Similarly, the authors in [68] also borrow concepts from multi-task learning to deal
with the statistical heterogeneity in FL. The FEDPER approach is proposed in
which all FL. workers share a set of base layers trained using the FedAvg algorithm.
Then, each worker separately trains another set of personalization layers using its
own local data. In particular, this approach is suitable for building recommender’s
systems given the diverse preferences of workers. The authors show empirically
using the Flickr-AES dataset [69] that the FEDPER approach outperforms a pure
FedAvg approach since the personalization layer is able to represent the personal
preference of an FL. worker. However, it is worth noting that the collaborative
training of the base layers is still important to achieve a high test accuracy, since

each worker has insufficient local data samples for personalized model training.

Apart from data heterogeneity, the convergence of a distributed learning algorithm
is always a concern. A higher convergence rate helps to save a large amount of time
and resources for the FL. workers, and also significantly increases the success rate
of the federated training since fewer communication rounds imply reduced worker
dropouts. To ensure convergence, the study in [70] proposes FedProx, which mod-
ifies the loss function to also include a tunable parameter that restricts how much
local updates can affect the prevailing model parameters. The FedProz algorithm
can be adaptively tuned, e.g., when training loss is increasing, model updates
can be tuned to affect the current parameters less. Similarly, the authors in [71]
also propose the LoAdaBoost FedAvg algorithm to complement the aforementioned
data-sharing approach [59] in ML on medical data. In LoAdaBoost FedAuvg, workers
train the model on their local data and compare the cross-entropy loss with the
median loss from the previous training round. If the current cross-entropy loss is
higher, the model is retrained before global aggregation so as to increase learning
efficiency. The simulation results show that faster convergence is achieved as a

result.

In fact, the statistical challenges of FL coexist with other issues that we explore
in subsequent sections. For example, the communication costs incurred in FL can

be reduced by faster convergence. Similarly, resource allocation policies can also
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be designed to solve statistical heterogeneity. As such, we revisit these concepts in

greater detail subsequently.

2.2.3 FL protocols and frameworks

The main open-source frameworks for FL that have been developed are as follows:

i

i

il

TensorFlow Federated (TFF): TFF [72] is a framework based on Tensorflow
developed by Google for decentralized ML and other distributed computa-
tions. TFF consists of two layers (a) FL and (b) Federated Core (FC). The
FL layer is a high-level interface that allows the implementation of FL to
existing TF models without the user having to apply the FL algorithms per-
sonally. The FC layer combines TF with communication operators to allow

users to experiment with customized and newly designed FL algorithms.

PySyft: PySyft [73] is a framework based on PyTorch for performing en-
crypted, privacy-preserving DL and implementations of related techniques,
such as Secure Multiparty Computation (SMPC) and DP, in untrusted en-
vironments while protecting data. Pysyft is developed such that it retains
the native Torch interface, i.e., the ways to execute all tensor operations
remain unchanged from that of Pytorch. When a SyftTensor is created, a
LocalTensor is automatically created to also apply the input command to
the native Pytorch tensor. To simulate FL, workers are created as Virtual
Workers. Data, i.e., in the structure of tensors, can be split and distributed
to the Virtual Workers as a simulation of a practical FL setting. Then, a
PointerTensor is created to specify the data owner and storage location. In
addition, model updates can be fetched from the Virtual Workers for global

aggregation.

LEAF: An open source framework [74] of datasets that can be used as
benchmarks in FL, e.g., Federated Extended MNIST (FEMNIST), and Senti-
ment140 [75]. In these datasets, the writer or user is assumed to be a worker
in FL, and their corresponding data are taken to be the local data held in
their personal devices. The implementation of newly designed algorithms on

these benchmark datasets allows reliable comparison across studies.



22

2.2. Background and Fundamentals of Federated Learning

v

FATE: Federated Al Technology Enabler (FATE) is an open-source frame-
work by WeBank [76] that supports the federated and secure implementation

of several ML models.

2.2.4 Unique characteristics and issues of FL

Besides the statistical challenges we have presented in Section 2.2.2, FL. has some

unique characteristics and features [77] as compared to other distributed ML ap-

proaches:

i

i

1l

Slow and unstable communication: In the traditional distributed training in
a data center, the communication environment can be assumed to be per-
fect where the information transmission rate is very high and there is no
packet loss. However, these assumptions are not applicable to the FL envi-
ronment where heterogeneous devices are involved in training. For example,
the Internet upload speed is typically much slower than download speed [78].
Also, some workers with unstable wireless communication channels may con-

sequently drop out due to disconnection from the Internet.

Heterogeneous devices: Apart from bandwidth constraints, FL involves het-
erogeneous devices with varying resource constraints. For example, the de-
vices can have different computing capabilities, i.e., CPU states and battery
levels. The devices can also have different levels of willingness to participate,
i.e., FL training is resource consuming and given the distributed nature of

training across numerous devices, there is a possibility of free ridership.

Privacy and security concerns: As we have previously discussed, data owners
are increasingly privacy sensitive. However, malicious workers are able to in-
fer sensitive information from shared parameters, which potentially negates
privacy preservation. In addition, we have previously assumed that all work-

ers and FL servers are trustful.

These unique characteristics of FL lead to several practical issues in FL implemen-

tation mainly in three aspects that we now proceed to discuss, i.e., (a) statistical

challenges (b) communication costs and (c) resource allocation. In the following

sections, we review related work that addresses each of these issues.
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2.3 Communication Cost

In FL, a number of rounds of communications between the workers and the FL
server may be required to achieve a target accuracy. For complex DL model train-
ing involving, e.g. CNN, each update may comprise millions of parameters [79].
The high dimensionality of the updates can result in the incurrence of high com-
munication costs and can lead to a training bottleneck. In addition, the bottleneck
can be worsened due to (a) unreliable network conditions of participating devices
[80] and (b) the asymmetry in Internet connection speeds in which upload speed
is faster than download speed, resulting in delays in model uploads by workers
[78]. As such, there is a need to improve the communication efficiency of FL. The

following approaches to reduce communication costs are considered:

i Fdge and End Computation: In the FL setup, the communication cost of-
ten dominates computation cost [3]. The reason is that on-device dataset
is relatively small whereas mobile devices of workers have increasingly fast
processors. On the other hand, workers may be willing to participate in the
model training only if they are connected to Wi-Fi [78]. As such, more com-
putation can be performed on edge nodes or on end devices before each global
aggregation so as to reduce the number of communication rounds needed for
the model training. In addition, algorithms to ensure faster convergence can
also reduce number of communication rounds involved, at the expense of

more computation on edge servers and end devices.

ii Model Compression: This is a technique commonly used in distributed learn-
ing [81]. Model or gradient compression involves the communication of an
update that is transformed to be more compact, e.g., through sparsification,
quantization or subsampling [82], rather than the communication of full up-
date. However, since the compression may introduce noise, the objective is
to reduce the size of update transferred during each round of communication

while maintaining the quality of trained models [83].

iii Importance-based Updating: This strategy involves selective communication
such that only the important or relevant updates [84] are transmitted in
each communication round. In fact, besides saving on communication costs,
omitting some updates from workers can even improve the global model per-

formance.
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2.3.1 Edge and End Computation

To decrease the number of communication rounds, the additional computation can
be performed on participating end devices before each iteration of communication
for global aggregation (Fig. 2.3(a)). The authors in [3] consider two ways to in-
crease computation on participating devices: (a) increasing parallelism in which
more workers are selected to participate in each round of training and (b) increasing
computation per worker whereby each worker performs more local updates before
communication for global aggregation. A comparison is conducted for the Federat-
edSGD (FedSGD) algorithm and the proposed FedAvg algorithm. For the FedSGD
algorithm, all workers are involved and only one pass is made per training round
in which the minibatch size comprises the entirety of the worker’s dataset. This is
similar to the full-batch training in centralized DL frameworks. For the proposed
FedAwvg algorithm, the hyperparameters are tuned such that more local computa-
tions are performed by the workers. For example, the worker can make more passes
over its dataset or use a smaller local minibatch size to increase computation before
each communication round. The simulation results show that increased parallelism
does not lead to significant improvements in reducing communication cost, once
a certain threshold is reached. As such, more emphasis is placed on increasing
computation per worker while keeping the fraction of selected workers constant.
For MNIST CNN simulations, increased computation using the proposed FedAwvg
algorithm can reduce communication rounds when the dataset is IID. For non-1ID
dataset, the improvement is less significant using the same hyperparameters. For
Long Short Term Memory (LSTM) simulations [85], improvements are more sig-
nificant even for non-IID data. However, as we will discuss later, the non-1ID data
distribution is a key concern in FL. The empirical observation of improvements
found in [3] is not consistent when explored in other studies. Instead, more precise

methods are proposed to deal with non-IID distributions.

As an extension, the authors in [86] also validate that a similar concept as that
of [3] works for vertical FL. In vertical FL, collaborative model training is con-
ducted across the same set of workers with different data features. The Federated
Stochastic Block Coordinate Descent (FedBCD) algorithm is proposed in which
each participating device performs multiple local updates first before communica-

tion for global aggregation. In addition, convergence guarantee is also provided
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FIGURE 2.3: Approaches to increase computation at edge and end devices in-
clude (a) Increased computation at end devices, e.g., more passes over dataset
before communication (b) Two-stream training with global model as a reference
and (c) Intermediate edge server aggregation.

with an approximate calibration of the number of local updates per interval of

communication.

Another way to decrease communication cost can also be through modifying the
training algorithm to increase convergence speed, e.g., through the aforementioned
LoAdaBoost FedAvg in [71]. Similarly, the authors in [87] also propose increased
computation on each participating device by adopting a two-stream model (Fig.
2.3(b)) commonly used in transfer learning and domain adaptation [88]. During
each training round, the global model is received by the worker and fixed as a
reference in the training process. During training, the worker learns not just from
local data, but also from other workers with reference to the fixed global model.
This is done through the incorporation of Maximum Mean Discrepancy (MMD)
into the loss function. MMD measures the distance between the means of two data
distributions [88], [89]. By minimizing MMD loss between the local and global

models, the worker can extract more generalized features from the global model,
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thus accelerating the convergence of the training process and reducing communi-
cation rounds. The simulation results on the CIFAR-10 and MNIST dataset using
DL models such as AlexNet [90] and 2-CNN respectively show that the proposed
two-stream FL can reach the desirable test accuracy in 20% fewer communication
rounds even when data are non-I11D. However, while convergence speed is increased,
more computation resources have to be consumed by end devices for the aforemen-
tioned approaches. Given the energy constraints of participating mobile devices in
particular, this necessitates resource allocation optimization that we subsequently

discuss in Section 2.4.

While the aforementioned studies consider increasing computation on participat-
ing devices, the authors in [91] propose an edge computing inspired paradigm in
which proximate edge servers can serve as intermediary parameter aggregators
given that the propagation latency from worker to the edge server is smaller than
that of the worker-cloud communication (Fig. 2.3(c)). A hierarchical FL (Hier-
FAV@G) algorithm is proposed whereby for every few local worker updates, the edge
server aggregates the collected local models. After a predefined number of edge
server aggregations, the edge server communicates with the cloud for global model
aggregation. As such, the communication between the workers and the cloud oc-
curs only once after an interval of multiple local updates. Comparatively, for the
FedAvg algorithm proposed in [3], the global aggregation occurs more frequently
since no intermediate edge server aggregation is involved. The authors further
prove the convergence of HierFAVG for both convex and non-convex objective
functions given non-IID user data. The simulation results show that for the same
number of local updates between two global aggregations, more intermediate edge
aggregations before each global aggregation can lead to reduced communication
overhead as compared to the FedAvg algorithm. This result holds for both IID
and non-1ID data, implying that intermediate aggregation on edge servers may be
implemented on top of FedAvg to reduce communication costs. However, when
applied to non-IID data, the simulation results show that HierFAVG fails to con-
verge to the desired accuracy level (90%) in some instances, e.g., when edge-cloud
divergence is large or when there are many edge servers involved. As such, fur-
ther study is required to better understand the tradeoffs between adjusting local
and edge aggregation intervals, so as to ensure that the parameters of the Hier-
FAVG algorithm can be optimally calibrated to suit other settings. Nevertheless,
HierFAVG is a promising approach for the implementation of FL. at mobile edge
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networks, since it leverages the proximity of intermediate edge servers to reduce

communication costs, and potentially relieve the burden on the remote cloud.

2.3.2 Model Compression

To reduce communication costs, the authors in [78] propose structured and sketched
updates to reduce the size of model updates sent from workers to the FL server

during each communication round.

Structured updates restrict worker updates to have a pre-specified structure, i.e.,
low rank and random mask. For the low rank structure, each update is enforced to
be a low rank matrix expressed as a product of two matrices. Here, one matrix is
generated randomly and held constant during each communication round whereas
the other is optimized. As such, only the optimized matrix needs to be sent to the
server. For the random mask structure, each worker update is restricted to be a
sparse matrix following a predefined random sparsity pattern generated indepen-
dently during each round. As such, only the non-zero entries are required to be

sent to the server.

On the other hand, sketched updates refer to the approach of encoding the update
in a compressed form before communication with the server, which subsequently
decodes the updates before aggregation. One example of the sketched update is the
subsampling approach, in which each worker communicates only a random subset
of the update matrix. The server then averages the subsampled updates to derive

an unbiased estimate of the true average.

The simulation results on the CIFAR-10 image classification task show that for
structured updates, the random mask performs better than that of the low rank
approach. The random mask approach also achieves higher accuracy than sketch-
ing approaches since the latter involves the removal of some information obtained
during training. However, the combination of all three sketching tools, i.e., subsam-
pling, quantization, and rotation, can achieve a higher compression rate and faster
convergence, albeit with some sacrifices in accuracy. This suggests that for prac-
tical implementation of FL. where there are many workers available, more workers
can be selected for training per round so that subsampling can be more aggressive

to reduce communication costs.
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In addition to the subsampling and quantization approaches, the federated dropout
approach is also considered in which a fixed number of activation functions at
each fully-connected layer is removed to derive a smaller sub-model. The sub-
model is then sent to the workers for training. The updated sub-model can then
be mapped back to the global model to derive a complete DNN model with all
weights updated during subsequent aggregation. This approach reduces the server-
to-worker communication cost, and also the size of worker-to-server updates. In
addition, local computation is reduced since fewer parameters have to be updated.
The simulations are performed on MNIST, CIFAR-10, and EMNIST [92] datasets.
For the lossy compression, it is shown that the subsampling approach taken by [78]
does not reach an acceptable level of performance. The reason is that the update
errors can be averaged out for worker-to-server uploads but not for server-to-worker
downloads. On the other hand, quantization with Kashin’s representation can
achieve the same performance as the baseline without compression while having
communication cost reduced by nearly 8 times when the model is quantized to 4
bits. For federated dropout approaches, the results show that a dropout rate of
25% of weight matrices of fully-connected layers (or filters in the case of CNN) can
achieve acceptable accuracy in most cases while ensuring around 43% reduction in
the size of models communicated. However, if dropout rates are more aggressive,

the convergence of the model can be slower.

The aforementioned two studies suggest useful model compression approaches in
reducing communication costs for both server-to-worker and worker-to-server com-
munications. As one may expect, the reduction in communication costs comes with
sacrifices in model accuracy. It will thus be useful to formalize the compression-

accuracy tradeoffs since this varies for different tasks.

2.3.3 Importance-based Updating

Based on the observation that most parameter values of a DNN model are sparsely
distributed and close to zero [93], the authors in [84] propose the edge Stochastic
Gradient Descent (eSGD) algorithm that selects only a small fraction of impor-
tant gradients to be communicated to the FL server for parameter update during
each communication round. The eSGD algorithm keeps track of loss values at two

consecutive training iterations. If the loss value of the current iteration is smaller
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than the preceding iteration, this implies that current training gradients and model
parameters are important for training loss minimalization. As a result, their re-
spective hidden weights are assigned a positive value. In addition, the gradient is
also communicated to the server for parameter updates. Once this does not hold,
i.e., the loss increases as compared to the previous iteration, other parameters are
selected to be updated based on their hidden weight values. A parameter with a
larger hidden weight value is more likely to be selected since it has been labeled
as important many times during training. To account for small gradient values
that can delay convergence if they are ignored and not updated completely [94],
these gradient values are accumulated as residual values. Since the residuals may
arise from different training iterations, each update to the residual is weighted
with a discount factor using the momentum correction technique [95]. Once the
accumulated residual gradient reaches a threshold, they are chosen to replace the
least important gradient coordinates according to the hidden weight values. The
simulation results show that eSGD with a 50% drop ratio can achieve higher accu-
racy than that of the thresholdSGD algorithm proposed in [93], which uses a fixed
threshold value to determine which gradient coordinates to drop. eSGD can also
save a large proportion of gradient size communicated. However, eSGD still suffers

from accuracy loss as compared to standard SGD approaches.

While [84] studies the selective communication of gradients, the authors in [80] pro-
pose the Communication-Mitigated Federated Learning (CMFL) algorithm that
uploads only relevant local model updates to reduce communication costs while
guaranteeing global convergence. In each iteration, a worker’s local update is first
compared with the global update to identify if the update is relevant. A relevance
score is computed where the score equates to the percentage of same-sign param-
eters in the local and global update. In fact, the global update is not known in
advance before aggregation. As such, the global update made in the previous itera-
tion is used as an estimate for comparison since it was found empirically that more
than 99% of the normalized difference between two sequential global updates are
smaller than 0.05 in both MNIST CNN and Next-Word-Prediction LSTM. An up-
date is considered to be irrelevant if its relevance score is smaller than a predefined
threshold. The simulation results show that CMFL requires 3.47 times and 13.97
times fewer communication rounds to reach 80% accuracy for MNIST CNN and
Next-Word-Prediction LSTM, respectively, as compared to the benchmark FedAwvg

algorithm. In addition, CMFL can save significantly more communication rounds
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as compared to Gaia. Note that Gaia is a geo-distributed ML approach suggested
in [96] which measures relevance based on magnitude of updates rather than sign
of parameters. When applied with the aforementioned MOCHA algorithm 2.2.2
[66], CMFL can reduce communication rounds by 5.7 times for the Human Activity
Recognition dataset [97] and 3.3 times for the Semeion Handwritten Digit dataset
[98]. In addition, CMFL can achieve slightly higher accuracy since it involves the

elimination of irrelevant updates that are outliers that harm training.

As a summary, we present the discussed works in this subsection in Table 2.3.

2.4 Resource Allocation

FL involves the participation of heterogeneous workers that have different dataset
qualities, computation capabilities, energy states, and willingness to participate.
Given the worker heterogeneity and resource constraints, i.e., in device energy
states and communication bandwidth, resource allocation has to be optimized to
maximize the efficiency of the training process. In particular, the following resource

allocation issues need to be considered:

i Worker Selection: As part of the FL protocol presented in Section 2.2.3,
worker selection refers to the selection of devices to participate in each train-
ing round. Typically, a set of workers is randomly selected by the server
to participate. Then, the server has to aggregate parameter updates from
all participating devices in the round before taking a weighted average of the
models [3]. Assuch, the training progress of FL is limited by the training time
of the slowest participating devices, i.e., stragglers [99]. New worker selection
protocols are thus investigated in order to address the training bottleneck in
FL.

ii Joint Radio and Computation Resource Management: Even though compu-
tation capabilities of mobile devices have grown rapidly, many devices still
face a scarcity of radio resources [100]. Given that local model transmission
is an integral part of FL, there has been a growing number of studies that

focus on developing novel wireless communication techniques for efficient FL.



TABLE 2.3: Approaches to communication cost reduction in FL.

Approaches Ref. Key Ideas Tradeoffs and Shortcomings
3] More local updates in between communication for global aggregation, to reduce Increased computation cost and poor performance
instances of communication in non-IID setting
o . . . Increased ¢ tati st and delayed
[86] | Similar to the ideas of [3], but with convergence guarantees for vertical FL tiereased Copuiation cost and detayed
convergence if global aggregation is too infrequent
Edee and End [87] Transfer learning-inspired two-stream model for FL. workers to learn from the fixed Increased computation cost and delayed
Coil tation global model so as to accelerate training convergence convergence
pu [01] MEC-inspired edge server assisted FL that aids in intermediate parameter aggregation to | System model is not scalable when there are
reduce instances of communication more edge servers
Structured and sketched updates to compress local models communicated from worker .
[78] ‘ ) Model accuracy and convergence issues
Model to FL server
) . Similar to the ideas of [78], but for communication from FL server } .
Compression [83] Model accuracy and convergence issues
to workers
[84] Selective communication of gradients that are assigned importance scores, Only empirically tested on simple datasets and

Importance-based
Updating

i.e., to reduce training loss

tasks, with fluctuating results

[20]

Selective communication of local model updates that have higher relevance scores when
compared to previous global model

Difficult to implement when global aggregations
are less frequent
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iii Adaptive Aggregation: As discussed in Section 2.2.1, FL involves global ag-
gregation in which model parameters are communicated to the FL server
for aggregation. The conventional approach to global aggregation is a syn-
chronous one, i.e., global aggregations occur in fixed intervals after all workers
complete a certain number of rounds of local computation. However, adaptive
calibrations of global aggregation frequency can be investigated to increase

training efficiency subject to resource constraints [99].

iv Incentive Mechanism: In the practical implementation of FL, workers may
be reluctant to participate in a federation without receiving compensation
since training models are resource-consuming. In addition, there exists in-
formation asymmetry between the FL server and workers since workers have
greater knowledge of their available computation resources and data quality.
Therefore, incentive mechanisms have to be carefully designed to both incen-
tivize participation and reduce the potential adverse impacts of information

asymmetry.

2.4.1 Worker Selection

To mitigate the training bottleneck, the authors in [101] propose a new FL pro-
tocol called FedCS. This protocol is illustrated in Fig. 2.4. The system model is
a MEC framework in which the operator of the MEC is the FL server that coor-
dinates training in a cellular network that comprises participating mobile devices
that have heterogeneous resources. Accordingly, the FL server first conducts a
Resource Request step to gather information such as wireless channel states and
computing capabilities from a subset of randomly selected workers. Based on this
information, the MEC operator selects the maximum possible number of workers
that can complete the training within a prespecified deadline for the subsequent
global aggregation phase. By selecting the maximum possible number of workers
in each round, accuracy and efficiency of training are preserved. To solve the max-
imization problem, a greedy algorithm [102] is proposed, i.e., workers that take the
least time for model upload and update are iteratively selected for training. The
simulation results show that compared with the FL protocol which only accounts for
training deadline without performing worker selection, FedCS can achieve higher

accuracy since FedCS is able to involve more workers in each training round [3].
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However, FedCS has been tested only on simple DNN models. When extended to
the training of more complex models, it may be difficult to estimate how many
workers should be selected. In addition, there is a bias towards selecting workers
with devices that have better computing capabilities. These workers may not hold
data that is representative of the population distribution. In particular, we revisit

the fairness issue [103] subsequently in this section.

While FedCS addresses heterogeneity of resources among workers in FL, the au-
thors in [104] extend their work on the FedCS protocol with the Hybrid-FL protocol
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that deals with differences in data distributions among workers. The dataset of
workers participating in FL may be non-IID since it is reflective of each individual
user’s specific characteristics. As we have discussed in Section 2.2.2, the non-1ID
dataset may significantly degrade the performance of the FedAwvg algorithm [59].
One proposed measure to address the non-IID nature of the dataset is to distribute
publicly available data to workers, such that the EMD between their on-device
dataset and the population distance is reduced. However, such a dataset may not
always exist, and workers may not download them for security reasons. Thus, an
alternative solution is to construct an approximately IID dataset using inputs from
a limited number of privacy insensitive workers [104]. In the Hybrid-FL protocol,
during the Resource Request step (Fig. 2.4), the MEC operator asks random work-
ers if they permit their data to be uploaded. During the worker selection phase,
apart from selecting workers based on computing capabilities, workers are selected
such that their uploaded data can form an approximately IID dataset in the server,
i.e., the amount of collected data in each class has close values (Fig. 2.4). There-
after, the server trains a model on the collected IID dataset and merges this model
with the global model trained by workers. The simulation results show that even
with just 1% of workers sharing their data, classification accuracy for non-IID data
can be significantly improved as compared to the aforementioned FedCS bench-
mark where data are not uploaded at all. However, the recommended protocol can
violate the privacy and security of users, especially if the FL server is malicious.
In addition, the proposed measure can be costly especially in the case of videos
and images. As such, it is unlikely that workers will voluntarily upload data when
they can free ride on the efforts of other volunteers. For feasibility, well-designed
incentive and reputation mechanisms are needed to ensure that only trustworthy

workers are allowed to upload their data.

In general, the mobile edge network environment in which FL is implemented is
dynamic and uncertain with variable constraints, e.g., wireless network and energy
conditions. Thus, this can lead to training bottlenecks. To this end, Deep Q-
Learning (DQL) can be used to optimize resource allocation for model training
as proposed in [105]. The system model is a Mobile Crowd Machine Learning
(MCML) setting that enables workers in a mobile crowd network to collaboratively
train DNN models required by an FL server. The participating mobile devices are
constrained by energy, CPU, and wireless bandwidth. Thus, the server needs to

determine the proper amounts of data, energy, and CPU resources that the mobile
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devices use for training to minimize energy consumption and training time. Under
the uncertainty of the mobile environment, a stochastic optimization problem is
formulated. In the problem, the server is the agent, the state space includes the
CPU and energy states of the mobile devices, and the action space includes the
number of data units and energy units taken from the mobile devices. To achieve
the objective, the reward function is defined as a function of the accumulated
data, energy consumption, and training latency. To overcome the large state and
action space issues of the server, the DQL technique based on Double Deep Q-
Network (DDQN) [106] is adopted to solve the server’s problem. The simulation
results show that the DQL scheme can reduce energy consumption by around 31%
compared with the greedy algorithm, and training latency is reduced up to 55%
compared with the random scheme. However, the proposed scheme is applicable

only in federations with few participating mobile devices.

The aforementioned resource allocation approaches focus on improving the training
efficiency of FL. However, this may cause some FL workers to be left out of the
aggregation phase because they are stragglers with limited computing or commu-

nication resources.

One consequence of this unfair resource allocation, a topic that is commonly ex-
plored in resource allocation for wireless networks [107] and ML [108]. For exam-
ple, if the worker selection protocol selects mobile devices with higher computing
capabilities to participate in each training round [101], the FL model will be over-
represented by the distribution of data owned by workers with devices that have
higher computing capabilities. Therefore, the authors in [103] and [109] consider
fairness as an additional objective in FL. Fairness is defined in [109] to be the vari-
ance of performance of an FL. model across workers. If the variance of the testing
accuracy is large, this implies the presence of more bias or less fairness, since the
learned model may be highly accurate for certain workers and less so for other
underrepresented workers. The authors in [109] propose the ¢-Fair FL (¢-FFL)
algorithm that reweighs the objective function in FedAwvg to assign higher weights
in the loss function to devices with higher loss. The modified objective function is

as follows: .
min F(w) = Y 25 I () (2.4)
v 1 ¢ +1

where F}, refers to the standard loss functions presented in Table 2.2, ¢ refers to

the calibration of fairness in the system model, i.e., setting ¢ = 0 returns the
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formulation to the typical FL objective, and p;. refers to the ratio of local samples
to the total number of training samples. In fact, this is a generalization of the
Agnostic FL (AFL) algorithm proposed in [103], in which the device with the
highest loss dominates the entire loss function. The simulation results show that
the proposed ¢-FFL can achieve lower variance of testing accuracy and converges
more quickly than the AFL algorithm. However, as expected, for some calibrations
of the ¢-FFL algorithm, there can be convergence slowdown since stragglers can
delay the training process. As such, an asynchronous aggregation approach can
potentially be considered for use with the ¢-FFL algorithm. As an alternative, the
authors in [110] propose a neural network based approach to estimate the local
models of FL. workers that are left out during training, so as to reduce inference

bias.

2.4.2 Joint Radio and Computation Resource Management

While most FL studies have previously assumed orthogonal-access schemes such
as Orthogonal Frequency-division Multiple Access (OFDMA) [111], the authors
in [112] propose a multi-access Broadband Analog Aggregation (BAA) design for
the communication-latency reduction in FL. Instead of performing communica-
tion and computation separately during global aggregation at the server, the BAA
scheme builds on the concept of over-the-air computation [113] to integrate com-
putation and communication through exploiting the signal superposition property
of a multiple-access channel. The proposed BAA scheme allows the reuse of the
whole bandwidth (Fig. 2.5(a)) whereas OFDMA orthogonalizes bandwidth alloca-
tion (Fig. 2.5(b)). As such, for orthogonal-access schemes, communication latency
increases in direct proportion with the number of workers whereas for multi-access
schemes, latency is independent of the number of workers. The bottleneck of
signal-to-noise ratio (SNR) during BAA transmission is the participating device
with the longest propagation distance given that devices that are nearer have to
lower their transmission power for amplitude alignment with devices located fur-
ther. To increase SNR, workers with longer propagation distances have to be
dropped. However, this leads to the truncation of model parameters. As such,
to manage the SNR-truncation tradeoff, three scheduling schemes are considered

namely a) Cell-interior scheduling: workers beyond a distance threshold are not
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FIGURE 2.5: A comparison between (a) BAA by over-the-air computation which
reuses bandwidth (above) and (b) OFDMA (below) which uses only the allocated
bandwidth.

scheduled, b) All-inclusive scheduling: all workers are considered, and ¢) Alternat-
ing scheduling: edge server alternates between the two aforementioned schemes.
The simulation results show that the proposed BAA scheme can achieve similar
test accuracy as the OFDMA scheme while achieving latency reduction from 10
times to 1000 times. As a comparison between the three scheduling schemes, the
cell-interior scheme outperforms the all-inclusive scheme in terms of test accuracy
for high mobility networks where workers have rapidly changing locations. For
low mobility networks, the alternating scheduling scheme outperforms cell-interior

scheduling.

As an extension, the authors in [114] also introduce error accumulation and gradi-
ent sparsification in addition to over-the-air computation. In [112], gradient vectors
that are not transmitted as a result of power constraints are completely dropped.
To improve the model accuracy, the untransmitted gradient vectors can first be
stored in an error accumulation vector. In the next round, local gradient estimates
are then corrected using the error vector. In addition, when there are bandwidth
limitations, the participating device can apply gradient sparsification to keep only
elements with the highest magnitudes for transmission. The elements that are not
transmitted are subsequently added to the error accumulation vector for gradi-

ent estimate correction in the next round. The simulation results show that the
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proposed scheme can achieve higher test accuracy than over-the-air computation
without error accumulation or gradient sparsification since it corrects gradient es-
timates with the error accumulation vector and allows for more efficient utilization

of the bandwidth.

Similar to [112] and [114], the authors in [115] propose an integration of compu-
tation and communication via over-the-air computation. However, it is observed
that aggregation error incurred during over-the-air computation can lead to a drop
in model accuracy [116] as a result of signal distortion. As such, a worker selec-
tion algorithm is proposed in which the number of devices selected for training is
maximized so as to improve statistical learning performance [3] while keeping the
signal distortion below a threshold. Due to the nonconvexity [117] of the mean-
square-error (MSE) constraint and intractability of the optimization problem, a
difference-of-convex functions (DC) algorithm [118] is proposed to solve the max-
imization problem. The simulation results show that the proposed DC algorithm
is scalable and can also achieve near-optimal performance that is comparable to
global optimization, which is non-scalable due to its exponential time complexity.
In comparison with other state-of-the-art approaches such as the semidefinite re-
laxation technique (SDR) proposed in [119], the proposed DC algorithm can also

select more workers, thus also achieving higher model accuracy.

2.4.3 Adaptive Aggregation

The proposed FedAvg algorithm synchronously aggregates parameters as shown
in Fig. 2.6(a) and is thus susceptible to the straggler effect, i.e., each training
round only progresses as fast as the slowest device since the FL server waits for
all devices to complete local training before global aggregation can take place [99].
In addition, the model does not account for workers that can join halfway when
the training round is already in progress. As such, the asynchronous model is
proposed to improve the scalability and efficiency of FL. For asynchronous FL, the
server updates the global model whenever it receives a local update (Fig. 2.6(b)).
The authors in [99] find empirically that an asynchronous approach is robust to
workers joining halfway during a training round, as well as when the federation
involves participating devices with heterogeneous processing capabilities. However,

the model convergence is found to be significantly delayed when data are non-IID
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FIGURE 2.6: A comparison between (a) synchronous and (b) asynchronous FL.

and unbalanced. As an improvement, [120] proposes the FedAsync algorithm in
which newly received local updates are adaptively weighted according to staleness,
that is defined as the difference between the current epoch and iteration in which
the received update belongs to. For example, a stale update from a straggler is
outdated since it should have been received in previous training rounds. As such, it
is weighted less. In addition, the authors also prove the convergence guarantee for
a restricted family of non-convex problems. However, the current hyperparameters
of the FedAsync algorithm still have to be tuned to ensure convergence in different
settings. As such, the algorithm is still unable to generalize to suit the dynamic
computation constraints of heterogeneous devices. In fact, given the uncertainty
surrounding the reliability of asynchronous FL, synchronous FL remains to be the

approach most commonly used today [121].

For most existing implementations of the FedAvg algorithm, the global aggrega-
tion phase occurs after a fixed number of training rounds. To better manage the
dynamic resource constraints, the authors in [57] propose an adaptive global aggre-
gation scheme that varies the global aggregation frequency so as to ensure desirable
model performance while ensuring efficient use of available resources, e.g., energy,

during the FL training process. In [57], the MEC system model used consists of (a)
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the local update phase where the model is trained using local data, (b) edge aggre-
gation phase where the intermediate aggregation occurs and (c) global aggregation
phase where the updated model parameters are received and aggregated by the FL
server. In particular, the authors study how the training loss is affected when the
total number of edge servers aggregations and local updates between global ag-
gregation intervals varies. For this, a convergence bound of gradient descent with
non-I1D data is first derived. Then, a control algorithm is subsequently proposed
to adaptively choose the optimal global aggregation frequency based on the most
recent system state. For example, if global aggregation is too time consuming,
more edge aggregations will take place before communication with the FL server is
initiated. The simulation results show that the adaptive aggregation scheme out-
performs the fixed aggregation scheme in terms of loss function minimization and
accuracy within the same time budget. However, the convergence guarantee of the

adaptive aggregation scheme is only considered for convex loss functions currently.

2.4.4 Incentive Mechanism

The authors in [122] propose a service pricing scheme in which workers serve as
training service providers for a model owner. In addition, to overcome energy inef-
ficiency in the transfer of model updates, a cooperative relay network is proposed
to support model update transfer and trading. The interaction between workers
and model owner is modelled as a Stackelberg game [123] in which the model owner
is the buyer and workers are the sellers. In the Stackelberg game, each rational
worker can noncooperatively decide on its own profit maximization price. In the
lower-level subgame, the model owner determines the size of training data to max-
imize profits considering the increasing concave relationship between the learning
accuracy of the model and the size of training data. In the upper-level subgame, the
workers decide the price per unit of data to maximize their individual profits. The
simulation results show that the proposed mechanism can ensure the uniqueness
of the Stackelberg equilibrium. For example, model updates that contain valuable
information is priced higher at the Stackelberg equilibrium. In addition, model
updates can be transferred cooperatively, thus reducing congestion in communica-
tion and improving energy efficiency. However, the simulation environment only

involves relatively few mobile devices.
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F1GUurE 2.7: Workers with unknown resource constraints maximize their utility
only if they choose the bundle that best reflects their constraints.

Similar to [122], the authors in [124, 125] also model the interaction between work-
ers and model owner as a Stackelberg game, which is well-suited to represent the

FL server-worker interaction involved in FL.

However, unlike the aforementioned conventional approaches to solving Stackelberg
formulations, a DRL-based approach is adopted together with the Stackelberg game
by the authors in [126]. In the DRL formulation, the FL server acts as an agent
that decides a payment in response to the participation level and payment history
of edge nodes, with the objective of minimizing incentive expenses. Then, the edge
nodes determine an optimal participation level in response to the payment policy.
This learning based incentive mechanism design enables the FL server to derive
an optimal policy in response to its observed state, without requiring any prior

information.

In contrast to [122, 124-126], the authors in [127] propose an incentive design
using a contract theoretic [20] approaches to attract workers with high-quality
data for FL. In particular, well-designed contracts can reduce information asym-

metry through self-revealing mechanisms in which workers select only the contracts
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specifically designed for their types. For feasibility, each contract must satisfy the
Individual Rationality (IR) and Incentive Compatibility (IC) constraints. For IR,
each worker is assured of a positive utility when the worker participates in the
federation. For IC, every utility maximizing worker only chooses the contract de-
signed for its own type. The model owner aims to maximize its own profits subject
to IR and IC constraints. As illustrated in Fig. 2.7, the optimal contracts derived
are self-revealing such that each high-type worker with higher data quality only
chooses contracts designed for its type, whereas each low-type worker with lower
data quality does not have the incentive to imitate high-type workers. The simula-
tion results show that all types of workers only achieve maximum utility when they
choose the contract that matches their types. In addition, the proposed contract
theory approach also has better performance in terms of profit for the model owner
compared with the Stackelberg game-based incentive mechanism. This is because
under the contract theoretic approach, the model owner can extract more profits
from the workers whereas under the Stackelberg game approach, the workers can
optimize their individual utilities. In fact, the information asymmetry between
FL servers and workers makes contract theory a powerful and efficient tool for

mechanism design in FL.

The authors in [127] further introduce reputation as a metric to measure the re-
liability of FL. workers and design a reputation-based worker selection scheme for
reliable FL [54]. In this setting, each worker has a reputation value [128] derived
from two sources, (a) direct reputation opinions from past interactions with the
FL server and (b) indirect reputation opinions from other task publishers, i.e.,
other FL servers. The indirect reputation opinions are stored in an open-access
reputation blockchain [129] to ensure secure reputation management in a decen-
tralized manner. Before model training, the workers choose a contract that best
fits its dataset accuracy and resource conditions. Then, the FL server chooses the
workers that have reputation scores that are larger than a prespecified threshold.
After the FL task is completed, i.e., a desirable accuracy is achieved, the FL server
updates the reputation opinions, which are subsequently stored in the reputation
blockchain. The simulation results show that the proposed scheme can significantly
improve the accuracy of the FL. model since unreliable workers are detected and

not selected for FL training.

As a summary, we present the works reviewed in this chapter in Table 2.4.



TABLE 2.4: Approaches to resource allocation in FL.

Approaches Ref. Key Ideas Tradeoffs and Shortcomings
[101] FedCS to select workers based on computation capabilities so as to Difficult to estimate training duration accurately for
complete FL training before specified deadline complex models
[104] Following [101], Hybrid-FL to select workers so as to accumulate Request of data sharing may defeat the
IID, distributable data for FL model training original intent of FL
1 DRL to determi tion by FL ke . . .
Worker [105] R o CeerTiie Tesontee Consumphion by - o WOTRers DRL models are difficult to train especially
. Following [105], DRL for resource allocation with
Selection [130] s when the number of FL workers are large
mobility-aware FL workers
[109] Fair resource allocation to reduce variance of model performance Convergence delays with more fairness
[112] Propose BAA to integrate computation and communication through
exploiting the signal superposition property of multiple-access channel
Joint Radio and [114] Improv.es on [112] by accounting fpr gradient vectors that are not Signal distortion can lead to drop in accuracy,
. transmitted due to power constraints s .
Computation - - —— the scalability is also an issue when large
, Improves on [112] using the DC algorithm to minimize .
Resource Management | [115] . heterogeneous networks are involved
aggregation error
[99] Asynchronous FL where model aggregation occurs whenever local Significant delay in convergence in non-IID
Adantive updates are received by FL server and unbalanced dataset
puive g . . . Convergence guarantees are limited to restrictive
Aggregation [57] Adaptive global aggregation frequency based on resource constraints assumptions
[122, 124-126] Stackelberg game for incentivizing higher quantities of training data FL server derives lower profits. Also, assumption
Incentive ’ or compute resource contributed that there is only one FL server
Méchanism [127] Contract theoretic approach to incentivize FL workers Assumbtion that there is onlv one FL server
[54] Reputation mechanism to select effective workers P Y
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2.5 Conclusion and Chapter Discussion

This chapter has presented a tutorial of FL. and a comprehensive survey on the
issues regarding FL implementation. Firstly, we begin with an introduction to the
motivation for MEC, and how FL can serve as an enabling technology for collabora-
tive model training at mobile edge networks. Then, we describe the fundamentals
of FL model training. Afterwards, we provide detailed reviews, analyses, and com-
parisons of approaches for emerging implementation challenges in FL. Furthermore,
we also briefly discuss the implementation of FL for privacy-preserving mobile edge
network optimization. Below, we list the lessons learned from our review of the

literature, which paves the subsequent chapters ahead in this thesis.

i The study of incentive mechanism design is a particularly important aspect
of FL. Similar to crowdsensing, the process of FL requires the workers to
incur costs in data collection and model training. However, existing studies
in incentive design [122, 127] does not consider FL from a crowdsensing per-
spective, i.e., the data has been assumed to be stored in the worker device
before training occurs. As a result, the operational tradeoffs that occur dur-
ing data collection and model training, e.g., between information freshness
and service latency, for a crowdsensing-FL framework is under-explored. To
this end, we leverage a contract optimization approach to devise a task-aware

incentive scheme in Chapter 3.

ii Incentivizing workers is a challenging task. In a large network, the workers
have varying costs, which they are not obliged to report truthfully. With
the use of self-revealing mechanisms in contract theory [54, 127], the hidden
types of workers are accounted in devising incentive schemes for FL. How-
ever, existing studies consider only the single dimensional contract, which is
insufficient to capture the complexities and heterogeneities required for work-
ers in the network. In Chapter 4, we devise the multi-dimensional contract
incentive scheme to account for multiple sources of information asymmetry
in an FL network. Specifically, we utilize this mechanism to incentivize FL in
the UAV network, which is characterized by heterogeneity in traversal cost,

communication cost, and computation costs.

iii Existing studies of incentive mechanism design generally assume that a feder-

ation enjoys a monopoly. In particular, each FL network is assumed to only
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consist of multiple individual workers collaborating with a sole FL server.
There can be exceptions to this setting as follows: (a) the workers may be
competing data owners who are reluctant to share their model parameters
since the competitors also benefit from a trained global model and (b) the
FL servers may compete with other FL servers, i.e., model owners. The FL
servers may also restrict the participation of workers in more than one FL
training. In this case, the formulation of the incentive mechanism design
will be vastly different from that proposed. In Chapter 5, we devise a deep
learning based auction mechanism to model the competition among multiple

model owners for the restricted participation of model owners.

In heterogeneous mobile networks, the consideration of resource allocation is
important to ensure efficient FL. In Section 2.4, we have explored different
dimensions of resource heterogeneity for consideration, e.g., varying computa-
tion and communication capabilities, willingness to participate, and quality of
data for local model training. In addition, we have explored various tools that
can be considered for resource allocation. Naturally, traditional optimization
approaches have also been well explored in radio resource management for
FL, given the high dependency on communications efficiency in FL. However,
the assumption of static system constraints has been common. In fact, most
studies do not consider the dynamic and self-organizing aspects of workers in
the FL network. In Chapter 5, we consider the resource optimization in FL

networks subjected to dynamic system states.

In Section 2.3, we learn that communication cost reduction using model com-
pression schemes comes with sacrifices in terms of either higher computation
costs or lower inference accuracy. Similarly, there exist different tradeoffs
to be considered in resource allocation. A scalable model is thus one that
enables customization to suit varying needs. For example, the study of [109]
allows the FL server to calibrate levels of fairness when allocating training
importance, whereas the study in [131] enables the tradeoffs between train-
ing completion time and energy expense to be calibrated by the FL system
administrator. Apart from working to directly reduce the size of the model
communicated, studies on FL can draw inspiration from applications and ap-
proaches in the MEC paradigm. In Chapter 5, we propose a hierarchical FL

framework that leverages the computation and communication capacities of
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edge servers towards scalable and efficient FL. This circumvents the need for

model compression that results in accuracy loss.



Chapter 3

Task-aware Contract Design to
Tradeoff the Service Latency and
Information Freshness in

Federated Learning

3.1 Introduction

In recent years, the enhanced sensing and communication capabilities of modern
Internet of Things (IoT) devices have promoted a growing interest in the deploy-
ment of the Industrial IoT (IToT) for various applications, e.g., in smart agriculture
[132], supply chain [133], and logistics [134].

The wealth of data collected by the IIoT devices' enables effective Al [23] based
models to raise the productivity of labor-intensive industries such as agriculture
[135]. In smart agriculture, the wireless sensor network can be deployed in crop
fields [136] to capture humidity and temperature readings, as well as images for
model training, e.g., for rapid identification of insect infestation [137]. This con-

tributes to food security for consumers and income stability for producers.

"While we use the example of IIoT in this chapter, note that our findings apply to other
scenarios as well.

47
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FicURE 3.1: The system model.

However, the state-of-the-art representation-learning based models, e.g., Deep Learn-
ing (DL), typically require large quantities of training data to outperform conven-
tional hand-crafted analytical methods. An IToT network deployed by a single data
owner may not be able to capture sufficient training samples across all classes to
build effective models that can generalize well [137]. For example, a single farm
may lack sufficient X-ray images of damaged wheat kernels [138] for model training
to effectively identify grains affected by granary weevils. Naturally, independent
data owners can collaborate by sharing their data. However, the data owners may
be reluctant to share their private raw data with industrial competitors. To this
end, we propose the adoption of a FL [78] based approach to enable collaborative

model training across a federation of industrial data owners.

Our system model (Fig. 3.1) consists of multiple data owners, hereinafter workers,
and a model owner, e.g., a company that develops smart agriculture applications.
The worker first collects the data, e.g., temperature readings or crop images, with

their deployed IIoT devices for transmission to a personal data aggregator, e.g., the
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[oT gateway. Whenever the model owner requires model training, a request and an
initialized set of model parameters are transmitted to the worker. Then, the worker
trains the model on its local data and transmits only the updated parameters to
the model owner for aggregation. The local training and transmission for global

aggregation iterates till a desired accuracy is achieved.

In conventional FL studies, it is usually assumed that the worker either has the
data ready for model training, or needs to collect the data upon request. As
such, the crucial operational tradeoff experienced during data collection (sensing)
and FL model training between service latency and Age of Information (Aol) is
under-explored. In particular, the Aol is defined as the time elapsed between data
collection, i.e., collection or aggregation of data from the distributed IloT devices,
to completion of the FL based training, and thus captures information freshness
of the model parameters received as derived from the collected data [8], whereas
the service latency is defined as the time elapsed between the initiation of the FL
training request to the completion of the FL based training. On one hand, if the
data are aggregated only upon request, the information is at its freshest, i.e., the
Aol is low. On the other hand, the service latency incurred during data collection
can be intolerable especially if the model owner prefers faster task completion. For
certain tasks, e.g., automated grain quality evaluation [137], ensuring a low Aol is
less crucial given that the training and test data remain structurally similar across
time. However, for other tasks, e.g., the identification of rapidly mutating virus

strains in crops [139], a low Aol is more crucial.

In addition, there exists an incentive mismatch between the workers and model
owner in managing this tradeoff. For example, while the model owner may prefer
more frequent data updating to ensure a low Aol, the update cost, e.g. in terms of
computation, communication, and energy consumption, incurred can be prohibitive
for the worker. Moreover, the model owners are unaware of the worker types, i.e.,

data update cost, due to information asymmetry.

To this end, we propose a contract-theoretic task-aware incentive mechanism to
motivate workers to update the data accordingly in consideration of the different
preferences of the model owner towards Aol and service latency. For example, if a
low Aol is more crucial to the model owner, the contract bundles will be designed

such that the workers update the data more frequently. Otherwise, if a low service
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latency is more crucial, the workers update the data less frequently. The self-
revealing property of the contract-theoretic mechanism design ensures that the
workers can be appropriately rewarded based on their types, which is otherwise
hidden information. The main contributions of this chapter are summarized as

follows:

e We introduce the Aol and service latency tradeoff in a system model involving

the FL-based model training.

e We leverage on the self-revealing properties of the contract-theoretic incentive
mechanism design to appropriately reward workers based on their data up-
dating cost, amid information asymmetry. In addition to the distinct worker
types, our contract also holds when it is applied to the continuous worker

types, thus validating its feasibility for practical applications.

e We show that our incentive mechanism design can be calibrated to suit the

varying preferences of the model owner for Aol and service latency.

The organization of this chapter is as follows. In Section 3.2, we discuss the system
model and problem formulation. In Section 3.3, we study and analyze the contract
theoretic formulation. In Section 3.4, we provide the performance evaluation and

Section 3.5 concludes the chapter.

3.2 System Model and Problem Formulation

The model owner initiates a synchronous FL task involving aset Z = {1,...,4,..., I}
of I workers that last for a fixed duration 7. During the FL task, there can be
more than one instance of model training request initiated by the model owner,
e.g., to ensure that the global model is kept up-to-date, through model training
with updated data. We assume that each instance of request arrival follows the
Poisson process® [140]. An FL based model training is first initiated through the
request of the model owner. Each model training takes place over K iterations

to minimize the global loss F (w) where K is stipulated by the model owner

2Note that the Poisson process is used since there is no way to know the exact time of the
request arrival. However, from historical data, we can know the average interval duration between
the request arrivals.
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FIGURE 3.2: Aol model of FL training (a) without and (b) with caching. Note
that C; > 1

and K = {1,...,k,...,K}. Each k' iteration in turn consists of three steps [78]
namely: (a) Local Computation: The worker trains the received global model w*)
locally using the processed data, (b) Wireless Transmission: The worker transmits
the model parameter update to the model owner, and (¢) Global Model Parameter
Update: All parameter updates received from the I workers are aggregated to de-
rive an updated global model w**V) which is then transmitted back to the worker
for the (k + 1)™" iteration.

Following [140], we denote the time taken to complete K iterations of local com-
putation and wireless transmission, i.e., one instance of model training, as ¢, i.e.,
period. Note that t applies across all workers given that in the synchronous FL
scheme, model training duration is constrained by the slowest worker, i.e., a worker
has to wait for others to complete the training before the model can be aggregated
[2]. Moreover, each duration 7" can be represented in terms of instances of ¢ (Fig.
3.2), and the time taken for worker i to collect and process the data for model
training is denoted by a constant c;t, ¢; € N. Note that the data collection cycle
can be in any number of blocks of t. Without loss of generality, a model training
request arrives at the beginning of each period. In the following, we consider the
Aol and service latency of the conventional FL. scheme and the FL with caching

scheme.
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3.2.1 Aol and Service Latency Model

In the conventional FL scheme, the worker collects and processes the data on-
demand upon the request of the model owner. As such, there is a constant minimum
Aol regardless of the period in which the request arrives since data are collected
only when it is required. The Aol is the time taken to complete FL training where:

A =t. (3.1)

Moreover, the service latency of the conventional FL scheme is given by the sum-

mation of periods taken for data collection and model training where:

In contrast, with caching, the worker updates the cached data periodically every

0; interval, independent of the period in which the request arrives, where:
Gi = Cﬂf + ait, a; € N, (33)

and responds to the arriving request through local model training on the cached
data. Note that we assume the ideal cache, i.e., each data owner is able to cache
and update all the data, and leave the design of specific caching schemes for our

future works. For each worker i, the T duration spans across J; = % update cycles.

Following the characteristics of the Poisson process, the probability of a request
arrival is identical across periods and is given by % If a request arrives at the nt*
period during the data collection, the service latency is ¢;t+t— (n—1)t. Otherwise,
if the request arrives at any of the remaining periods within an update cycle, the
service latency is t. As such, the average service latency D; of the FL scheme with

caching is:

DS:[ ((cz-t—i—t)—l—---—i-(cit—i—t—(cl-—l)t))—|— & t]

C; + a; C; + a;
1 o a;
= ilci +1) =1 —t 3.4
Ci+ai|:6(c+ ) ;q}+ci+ai ( )

1 c;t a;
—(c; +3 Lt
[2(6—1—)}4—0”_%
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For content caching, the Aol of the data is at the minimum ¢ only if the request
comes during the data collection phase, or at the beginning of phase (¢; + 1)t.
Otherwise, the Aol for a request that arrives at period It will be [l — (¢; + 1) + 1]¢,
where [ > (¢; 4+ 2)t, i.e., the periods after data collection have been completed. As

such, the average Aol is given by:

B ’ 1 a;+¢;
AS:(CJ: )-t+z — (-t
C; a; C; a;
I=ci+2 (3.5)
t i — i
_ (Ci+1+(a 1)(a +2)).
¢ + a; 2

In comparison with the conventional FL scheme, the FL with caching is a flexible
system model that enables the model owner’s management of the Aol and service
latency tradeoffs. From (3.4) and (3.5), we also observe the tradeoff between service
latency and Aol for our choice of cycle length 6;. Intuitively, a lower 6;, i.e., shorter
cycle length or more update cycles J; over T, enables a lower average Aol given
that data are more frequently updated. However, the service latency increases as

well since the updating takes time.

Given that the choice of #; involves a variation in resource expense of the workers,
e.g, a lower 6; represents higher data collection and caching cost incurred for worker
7, an appropriate incentive mechanism design is required to motivate the workers
towards a choice of 6; that benefits the model owner. In the following, we model

the profit functions of the workers and model owner respectively.

3.2.2 Worker and Model Owner Profit Function
The data update cost n; incurred for worker ¢ per update cycle is given as follows:
n = co; (E] + E7) + B, (3.6)

where a; refers to the unit cost of energy, E! refers to the energy consumed for
transmission from the IIoT network to the gateway, EC represents energy con-

sumption for caching of the data [141], and §; refers to data collection cost.

With statistical information, the workers can be categorized into a set N' = {n,, :

1 <m < M} of M data update cost types by data mining tools, e.g., k-means. The
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worker types 7,, can be characterized by a probability mass function p(n,,), where
the cost types are indexed in a non-decreasing order 0 < n; < -1, < - < My

Therefore, the utility u,, of the worker type m is given as follows:

where w,, indicates the contract pair that consists of the rewards-update cycles
bundle (R,,, J,,) designed for the type m worker, R,, refers to the contract rewards,

and J,, refers to the number of update cycles.

To model the tradeoff between preferences for service latency and Aol, the model

owner profit function can be expressed by

oo o0 i) o ) ). o

m=

where w, and wy represent the weighted preferences for information freshness, i.e.,
the inverse of Aol, and faster task completion, i.e., the inverse of service latency,
respectively. Both the inverse of Aol and service latency are functions of .J;. More-
over, w, + wy = 1 and wg,w, € [0,1]. As an illustration, w, > wy represents
a model owner that values fresh information over faster task completion. In this
regard, the model owner requires workers to have a higher .J,,, i.e., more frequent
data updating or a shorter cycle length 6, equivalently. T(-) is an increasing con-
cave function with respect to the inverse of Aol to indicate the diminishing returns
from information freshness, whereas I'(-) is a linear function with respect to the
inverse of service latency following [142, 143]. In addition, o refers to the profit
conversion parameter from Aol and service latency, whereas p and ¢ are system

model parameters.

3.3 Contract Design

In this section, we discuss the conditions for contract feasibility. Then, we relax
the constraints to derive the optimal contract QN) = {wy,, 1 < m < M},
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3.3.1 Feasibility Conditions

A feasible contract must satisfy the following constraints:

Definition 3.1. Individual Rationality (IR): Each type m worker achieves non-
negative utility if it chooses the contract item designed for its type, i.e., contract

item w,,.

U (W) > 0,1 <m < M. (3.9)

Definition 3.2. Incentive Compatibility (IC): Each type m worker achieves the
maximum utility if it chooses the contract item designed for its type, i.e., w,,. As

such, it has no incentive to choose contracts designed for other types.

U (W) = Uy (Wi ), £ m!; 1 <m < M. (3.10)

The contract formulation is shown as follows:

mng(Q(/\/’))
(3.11)
s.t. (3.9), (3.10).

However, the optimization problem in (3.11) involves M IR constraints and M (M —
1) IC constraints, all of which are non-convex. As such, we proceed to reduce and

relax the conditions that guarantee a feasible contract.

Lemma 3.1. For any feasible contract Q(N), we have J,, < J, if and only if
R, < Ry, m#m.

Proof. We first prove the sufficiency, i.e., if R,, < R,y = J,, < J,s. Rearranging

the IC constraint:
nmjm’ - nme Z Rm’ - Rm > 0;

which implies 9,,Jn > Nmdm and hence J,,» > J,,. Next, we prove the necessity,

ie., J, < o = R, < R,,. We consider the IC constraint of the type m’ worker
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and rearrange the terms to have:
Non (I — It ) = Ry — Ry = Ry — Ry < 0

Hence it follows that R,, < R,,. The proof is now completed. O
Lemma 3.2. Monotonicity: For any feasible contract Q(N), if 0, > ., it follows
that Jm S Jm/.

Proof. We adopt the proof by contradiction, i.e., the lemma is incorrect if there
exists J,, > J,v such that n,, > n,..

We consider the IC constraints for type m and m’ worker:

Ry — mdm = Ry — N (3.12)
Rm/ — nm/Jm/ Z Rm — 77m/Jm (313)

Then, we add the constraints together and rearrange the terms to obtain:

M = Nt s 2 =TS = T T, (3.14)
= 1) (S = Jp) < 0. (3.15)
>0 >0

Given that J,, > Jo and 0y > Ny (M — ) (S — Jr) > 0, this contradicts
with (3.15). As such, there does not exist .J,, > J,» such that n,, > n,, for the

feasible contract, which confirms that the lemma is correct. O

From Lemma 3.1, we show the intuitive result that the IC contract offers higher
rewards to workers which update the data more frequently, whereas Lemma 3.2
indicates that workers with lower cost of updating are willing to update the data

more frequently. This gives us the necessary constraints.

Theorem 3.1. A feasible contract must meet the following conditions:

= (3.16)
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Next, we further relax the IR and IC constraints. Intuitively, the minimum utility
worker is the worker that incurs the highest cost of data update, i.e., the type M

worker.

Lemma 3.3. (Reduce IR Constraints): If the IR constraint of the minimum utility

worker, i.e., type M, is satisfied, the other IR constraints will also hold.

Proof. From the IC constraint and 7,, > 1y, we have:
Ry, = N 2 Rar — i 2 By — e 2> 0. (3.17)

As such, as long as the IR constraint of the type M worker is satisfied, the IR

constraints of other workers will hold. O

Lemma 3.4. (Reduce IC' Constraints): The IC constraints can be reduced into
the Local Downward Incentive Constraints (LDIC).

Proof. Consider three worker types 7,—1 < m < a1 The two LDICs [144], i.e.,

constraints between type m and type m — 1 workers , are provided as follows:

Rm+1 - 77m+1<]m+1 Z Rm - 7]m+1<]mu and (318)
Rm - nmt]m Z Rmfl - nme71~ (319>

From Lemma 3.1, we have R,, > R,,.1 when J,,, > J,,11. As such, we can rewrite
the LDICs as follows:

m Jm— _JmZme— _Jm ZRm— _-Rm:>
M1 (-1 ) Z N (Jm—1 ) 1 (3.20)

Rm+1 - 77m+1Jm+1 Z Rm - 77m+1=]m 2 Rmfl - 77m+1Jm71'
As such, we have
Rm+1 - 7]m+1<]m+1 Z Rmfl - 77m+1Jm71- (321)

Hence, if the LDIC constraint holds for type-m worker, it will also hold for type

m — 1 worker. This process can be extended downward from type m — 1 to type 1
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worker, i.e., all DICs hold, as follows:

Rm—i—l - 7]m+1Jm+1 2 Rm—l - 77m+1<]m—1
> ...

> Ry — Ny Ji.

A similar procedure can be taken to show that if the Local Upward Incentive Con-
straint (LUIC) holds, all UICs are also satisfied. Given the monotonicity condition
in Theorem 3.1 (Page 56), the LDIC also implies the Local Upward Incentive Con-
straint (LUIC) as follows:

Rm - nm—ljm S Rm—l - nm—IJm—L (322)

Therefore, the IC constraints can be reduced to the LDIC constraint, which ensures
that all UIC and DIC constraints hold. O

With Lemma 3.3, we reduce M IR constraints into a single constraint, i.e., as long
as the minimum utility worker has a non-negative utility, the other IR constraints
hold. With Lemma 3.4, we reduce M (M —1) IC constraints into M — 1 constraints,
i.e., as long as the LDICs hold, it follows that the other IC constraints hold. We are

thus able to derive a tractable set of sufficient conditions for the feasible contract.

Theorem 3.2. A feasible contract must meet the following sufficient conditions:

1 R1—771J1 2 O,

11 Rm—i—l - 77m+1Jm+1 + nme Z Rm Z Rm—i—l - 7/Imt]m—Q—l + nme

3.3.2 Contract Optimality

*
m?

To solve the optimal contract rewards R’ , we first establish the dependence of
optimal contract rewards R on the number of updates J. Thereafter, we solve
the problem in (3.11) with J only. Specifically, we obtain the optimal rewards
R*(J) given a set of feasible number of updates for each worker which satisfies the

monotonicity constraint J; > Jy > - > J,, > - > Jyy.
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Theorem 3.3. For a known set of number of update cycles J satistying J; > --- >

Jm > -+ > Jy in a feasible contract, the optimal reward is given by:
mm,s iof m= M,
ro={" fim= (3.23)
Ryi1 — mdme1 + Dmdm, otherwise.

Proof. We first assume there exists some R that yields greater profit for the model
owner, meaning that the theorem is incorrect, i.e., II(R") > II(R*). This implies
there exists at least a t € {1,2,..., M} that satisfies the inequality R} < R;.

According to the LDIC constraint of Lemma 3.4,

Ry > Ry — miJimq + mu s (3.24)
In contrast from Theorem 3.2,

R} = Rii1 — miJivr + me s (3.25)

From (3.24) and (3.25), we can deduce that RIH < Rj,,. Continuing the process
up to t = M, we obtain RL < R}; = NmJm, which violates the IR constraint. As
such, there does not exist the rewards R that yields greater profit for the model
owner. Intuitively, the lowest reward that satisfies the IR and IC constraints is

chosen for profit maximization. O

Following Theorem 3.3, we can re-express the optimal rewards as:

M

Ry, =nudu + Y A, (3.26)

where Ay =0, Ay = —0mdms1 + Mmdm , and t = 1,2, ..., M — 1. By substituting
the optimal rewards in (3.26) into the profit function of the model owner in (3.8)

to derive G,,(J,,), we obtain the following optimization problem:

(R T3)

max II(Q(N)) = Z Gon(Jm) (3.27)
>y > >

S.t.JIZJQZ"' _JM~
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As such, J¥ can be derived by separately optimizing each G,,(J,,), e.g., through

convex optimization tools, as follows:

o = arg max p(7jm) (" (“’“T <1 ! Am?M) i (3.28)

wql’ (%)) + Mm-1Jm Tz;lp(nt) — T Jm ti;p(ﬁt)-

The derived solutions are feasible if and only if they satisfy the monotonicity con-
straint. Otherwise, we adopt the “Bunching and Ironing” algorithm [145] to adjust
the solutions iteratively. Given the concavity of G,,(J,,), the adjusted solutions

are globally optimal.

3.3.3 Continuum Worker Types

We have only considered discrete worker types so far, i.e., workers with a fixed M
types. In practice, there may be a continuum of worker types [144] with probability
density function f(n) and cumulative distribution function F'(n) bounded by [n ,

7). The optimization problem can be rewritten as:

0
e /6 [R(n) —nJ(n)]f(n)dn
s.t. (3.29)
IR:  R(n) —nJ(n)

0
IC: R(n) —nJ(n) = R(') —nJ(') ,n" #n.n' € [n,7]

v

Similarly, the IR constraint can be reduced to a single constraint involving the
lowest utility worker, i.e., u(77) > 0, whereas the IC constraints can be reduced as

follows.

Lemma 3.5. The IC constraints can be reduced into the monotonicity and Local
IC (LIC) constraints :

i Monotonicity: % >0,

=

i LIC: R'(n) = n.J'(n) 2.
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Proof. The monotonicity constraint can be derived following the procedures in
Section 3.3.1. The LIC constraint [144] can be proven by contradiction, i.e., we

assume there exists at least one ' which violates the IC constraint where:

R(n) —nJ(n) < R(n') —nJ(n), (3.30)

which implies:

R = 7@ P8 gy s 0, (3.31)
INCCREEE =

From the LIC, we have fnn, [R’(x) — xJ’(x)dJ(x)} de = 0. For n < x < 7/, the
)

dx
monotonicity condition implies 7.J’ (n)% <uzJ (n)%%n). As such, it follows that:
" dJ
/ {R/(@ (@) (‘”)] dz < 0, (3.32)
0 dz

which contradicts with (3.31). Therefore, there does not exist a 7’ that violates

the IC constraint, i.e., the lemma is correct. O

With the constraints relaxed, the optimization problem in (3.29) can be solved to
derive the contract pairs (J*(n), R*(n)) using a similar approach for (3.27). This

validates that our solution holds even in the case of continuum types.

3.4 Performance Evaluation

In this section, we first compare the Aol and service latency for the FL with caching
and the conventional FL scheme. Then, we evaluate the optimality of our designed
contract, with the additional consideration of how the contract bundle is calibrated

across different weight preferences.

Unless otherwise stated, the key simulation parameters are provided in Table 3.1.
We assume that there are 50 workers in our system model, with varying update
costs 1; modeled by the normal distribution. Then, the k-means is adopted to
obtain m = 5 worker types for contract design. Note that we keep ¢ constant, i.e.,
¢; = ¢,Vi € T to enable a focused discussion on data update frequencies. In other

words, the workers vary a;, i.e., periods between data collection, to respond to the
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TABLE 3.1: Table of Key Simulation Parameters.

Simulation Parameters Value
Update cost 7 N (500, 300)
Profit conversion parameter o 100, 000
Aol to profit conversion p 100, 000
Latency to profit conversion ¢ 2
Total time period T' 1000s
Unit of time taken for data aggregation ¢ | 5
Time taken for FL training ¢ 3s

407 O Aol (Caching)

a5 - Z izlrvice Latency (Caching)

) Service Latency

30 A

25 A

20 A

15 1

Aol (A)/ Service Latency (D)

10 20 30 40 50
Update Cycles (/)

F1cURE 3.3: Aol and Service Latency for the FL schemes.

stipulated J,, in a contract bundle. Moreover, following (3.8) in Section 3.2.2, we
use the logarithmic and linear function to model returns to the inverse of Aol and

service latency respectively.

To compare the FL schemes, we first set the designed contract aside for further
discussion and do not factor in incentive expense for now. We consider a set of
update cycles from J = [10, 50|, with increments of 5. Note that a higher J implies

more frequent data collection and updating.

Fig. 3.3 illustrates the Aol and service latency of the two schemes across a range
of J values. Note that the Aol and service latency of the conventional FL scheme
is independent of the update cycles given that the data are only updated when a
request arrives. In contrast, more frequent updates lead to lower Aol and higher

service latency for the caching scheme.
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In particular, we observe that the Aol of the caching scheme approaches that
of the conventional scheme when J is large enough, at the expense of incurring
greater service latency. Similarly, the service latency is lower when updates are
less frequent, at the expense of having a higher Aol. The FL with caching enables
the advantage of flexibility in managing the tradeoffs between service latency and
Aol. For example, the delay-sensitive tasks with less consideration for information
freshness can be performed with fewer update cycles, whereas tasks that require

information freshness can be performed with more frequent updating.

3.4.1 Feasibility of the Contract

3.4.2 Comparison Between the FL Schemes

To study the contract feasibility, we set w, = wgq = 0.5, i.e., both Aol and service

latency are of equal importance to the model owner.

The simulation results in Fig. 3.4 and Fig. 3.5 validate the monotonic condition
of the contract. In particular, a contract bundle has higher contractual rewards
if and only if it requires the worker to update the data more frequently, which is
consistent with Lemma 3.1 (Section 3.3.1). In addition, the higher rewards are
distributed to worker types that incur lower marginal cost of data updating which

is consistent with Lemma 3.2 (Section 3.3.1).
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The IC of our contract is also demonstrated in Fig. 3.6. In Fig 3.6, the utilities of
each worker type are computed with the assumption that it is assigned to each of
the contract items 1 — 5. Clearly, each worker only derives the maximum utility
when it is assigned to the contract item designed for its type. For example, type 5
worker, i.e., the minimum utility worker, derives negative utility if it is assigned to
the contract items designed for other types. This also validates the IR constraint,

i.e., workers have non-negative utilities.

We further compare the proposed incentive scheme with the uniform and discrim-
inatory pricing scheme. In the uniform scheme, workers are offered the same con-
tract bundle regardless of their types, i.e., the contract bundle for the minimum
utility worker type to ensure participation across all types. In the discriminatory
scheme, we assume a hypothetical situation in which all worker types are known to
the model owner, i.e., information asymmetry does not exist. Then, we set the dis-
criminatory scheme as the benchmark to compare the model owner profits among
the three schemes in Fig. 3.7. We observe that our proposed contract design allows
a model owner to derive greater profits as compared to the uniform scheme, given
that the self-revealing mechanism of our incentive scheme distinguishes between
the worker types. In addition, the contract scheme is able to derive profits that
are close to the perfect information case, thus validating that the adverse effects

of information asymmetry is reduced.
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3.4.3 Managing the Aol-Service Latency Tradeoff

In practice, a model owner may have different preferences for varying tasks. We
vary the weights w, and wy within the range [0.2, 1] to study the changes in Aol,

service latency, and update cycles when the model owner preferences vary.

In Fig. 3.8, the Aol and service latency across varying preferences towards the
Aol is plotted. For example, the first Aol value represents the Aol when w, = 0.2
and wy = 0.8. Similarly, the first value of service latency corresponds to the
aforementioned weight values. Intuitively, a model owner that does not value
information freshness but values that the request is met with lower latency will
have a high Aol and low service latency. Fig. 3.9 depicts the changes in the
number of update cycles as the preference towards Aol varies. As expected, when
the preference towards Aol is high, e.g., w, = 1, the number of update cycles is

the highest and the corresponding Aol is close to t.

Fig. 3.8 and Fig. 3.9 show the flexibility of our FL scheme. The model owner
is able to cater towards different requirements for different tasks, through varying
the number of update cycles accordingly for profit maximization. Moreover, with
the contract-theoretic incentive mechanism design we discuss in Section 3.4.1, the

contract bundles can be appropriately calibrated to achieve the desirable outcomes.
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3.5 Conclusion and Chapter Discussion

In this chapter, we have proposed the FL with caching and studied its tradeoff
between Aol and service latency. We have also designed the contract-theoretic
incentive mechanism for both the discrete and continuous workers. Performance
evaluation has shown the IC and the flexibility towards varying Aol and service

latency requirements of our incentive scheme.

As we have observed in this chapter, the methods to derive the optimal solution
are not complex after the reduction of the IC and IR constraints. Thereafter, the
contract optimization can be solved using optimization tools, e.g., cvxpy [146].
As such, the execution of the contract theoretic incentive mechanism is scalable.

However, there exists drawbacks in our approach that we will discuss as follows.

Firstly, the single dimensional contract formulation we have assumed in this chapter
implies an over-simplification of the utility and cost function of the workers. In
this chapter, we only consider the update cost per iteration of workers. However,
we have not considered the computation or communication overheads incurred by
workers, which can be significant for some complex AI models. An iterative upload
of parameters can also be costly for workers in rural areas. As such, we address this
in Chapter 4 through a multi-dimensional contract, to account for various sources

of heterogeneity in the network.

Secondly, we have assumed that the worker types are static and non-changing
throughout the entire process. In practice, a worker’s cost may vary from one
period to another. In this case, the worker may belong to one type in a period,
and have type that varies in the next period. The choice of the worker’s contract
is therefore, no longer one that maximizes its utility. However, in this chapter, we
have assumed that the type is constant, and the choice of the contract remains
the same throughout. To address this problem, we propose the dynamic contract
in our work [147]. Specifically, each worker type, e.g., update cost, is allowed to
vary from one time period to another. Then, a single contract is negotiated for
the entire period, while taking into account the time correlation of worker types.
On one hand, the worker is able to choose a contract while taking into account its
expected dynamic type. On the other hand, no extra communication overhead is

incurred since the contract can be negotiated right at the beginning and lasts for
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the entire duration. Moreover, the intertemporal 1C constraints are not violated,

since the dynamic types are taken into account.

Thirdly, we have assumed that the model owner profit follows the logarithmic func-
tion with respect to service latency and Aol. Our assumption follows that of some
works on FL, e.g., [126], and Aol, e.g., [140]. The concavity of the model owner
utility that we have assumed is reasonable. Besides, it is differentiable and contin-
uous, thus contributing to the tractability we observe in this chapter. However, the
profit function may not be easily derived for model owners in reality. The reason is
that the influence of data quality/information freshness on model accuracy is not
obvious. As neural networks become over-parametrized, the explainable aspects
have deteriorated. It is not easy to quantify how much influence data (and its cor-
responding Aol) has on model accuracy. As such, our future works may consider
an approximation of the model owner profit function when a closed form function

is not available.

Finally, in this chapter, we have assumed that the model owner is the sole model
owner in the FL network. In particular, the FL network we consider is assumed
to only consist of multiple individual workers collaborating with a sole FL server.
Following our discussion in Chapter 2, there can be exceptions to this setting as
follows: (a) the workers may be competing data owners who are reluctant to share
their model parameters since the competitors also benefit from a trained global
model and (b) the FL servers may compete with other FL servers, i.e., model
owners. The FL servers may therefore restrict the participation of workers on
more than one FL training. In this case, the formulation of the incentive mechanism
design will be vastly different from that proposed. In Chapter 5, we will revisit this
notion and devise a deep learning based auction mechanism in response, to model
the competition among multiple model owners for the restricted participation of

model owners.






Chapter 4

Multi-Dimensional Contract
Matching Design for Federated
Learning in UAV Networks

4.1 Introduction

Following the advancements in the Internet of Things (IoT) and edge computing
paradigm, traditional Vehicular Ad-Hoc Networks (VANETS) that focus mainly
on Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communications
(148, 149] are gradually evolving into the Internet of Vehicles (IoV) paradigm [150,
151].

The IoV is an open and integrated network system which leverages the enhanced
sensing, communication, and computation capabilities of its component data sources,
e.g., vehicular sensors, IoT devices, and Roadside Units (RSUs) [152], to build
data-driven applications for Intelligent Transport Systems, e.g., for traffic predic-
tion [153], traffic management [154], route planning [155], and other smart city
applications [156]. Coupled with the rise of Deep Learning, the wealth of data and
enhanced computation capabilities of IoV components enable effective Artificial

Intelligence (AI) based models to be built.

69
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Beyond ground data sources, aerial platforms are increasingly important today
given that modern day traffic networks have grown in complexity. In particu-
lar, Unmanned Aerial Vehicles (UAVs) are commonly used today to provide data
collection and computation offloading support in the IoV paradigm. The UAVs
feature the benefits of high mobility, flexible deployment, cost effectiveness [157],
and can also provide more comprehensive coverage as compared to ground users.
UAVs can be deployed, e.g., to capture images of car parks for the management and
analysis of parking occupancy [158], to capture images of roads and highways for
traffic monitoring applications [159-161], and also to aggregate data from station-
ary vehicles and roadside units that in turn collect data of other passing vehicles
periodically [162]. Apart from data collection, the UAVs have also been used to
provide computation offloading support for resource constrained IoV components
[163, 164].

As such, studies proposing the Internet of Drones (IoD) and Drones-as-a-Service
(DaaS) [165-167] have gained traction recently. Moreover, the DaaS industry is a
rapidly growing one [168] that comprises independent drone owners that provide

on-demand data collection and model training for businesses and city planners.

Naturally, to build a better inference model, the independently owned UAV com-
panies can collaborate by sharing their data collected from various sources, e.g.,
carparks, RSUs, and highways, for collaborative model training. However, in re-
cent years, the regulations governing data privacy, e.g., GDPR, are increasingly
stringent. As such, this can potentially prevent the sharing of data across DaaS
providers. To this end, we propose the adoption of FL based [3] approach to en-
able privacy-preserving collaborative ML across a federation of independent DaaS

providers.

In our system model (Fig. 4.1), a client, hereinafter model owner, is interested in
collecting data from a region for model training, e.g., for traffic prediction. Given
the energy constraints of UAVs [169], the region is further divided into smaller
subregions. The model owner then announces an FL task, e.g., the capturing of
real-time traffic flow over highways or the collection of data from RSUs for model
training [161]. Then, only the DaaS providers, hereinafter UAVs, that are able to
complete the task within the stipulated time and energy constraints respond to
the model owner. Thereafter, the model owner assigns an optimal UAV to each

subregion. After the UAV collects the sensing data, model training takes place
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FIGURE 4.1: System model involving UAV-subregion contract-matching.

on each UAV separately, following which only the updated model parameters are

transmitted to the model owner for global aggregation.

Our proposed approach has three advantages. Firstly, the resource constrained
IoV components are aided by the UAV deployment for completion of time sensitive
sensing and model training tasks. Secondly, it preserves the privacy of the UAV-
collected data by eliminating the need for data sharing across UAVs. Thirdly, it
is communication efficient. The reason is that traditional methods of data sharing
will require the raw data to be uploaded to an aggregating cloud server. With FL,
only the model parameters need to be transmitted by the UAVs.
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However, there exists an incentive mismatch between the model owner and the
UAVs. On one hand, the model owners aim to maximize their profits by selecting
the optimal UAVs which can complete the stipulated task at the lowest cost, e.g.,
in terms of sensing, transmission, and computation costs. On the other hand, the
UAVs can take advantage of the information asymmetry and misreport their types
so as to seek higher compensation. To that end, we leverage the self-revealing
properties of contract theory [20] as an incentive mechanism design to appropri-
ately reward the UAVs based on their actual types. In particular, different from
existing works and Chapter 3, given the complexity of the sensing and collabo-
rative learning task, we consider a multi-dimensional contract to account for the
multi-dimensional sources of heterogeneity in terms of UAV sensing, learning, and

transmission capabilities.

After deriving optimal contracts to which the UAVs respond , the possibility that
multiple UAVs prefer a particular subregion still remains. To that end, we leverage
the Gale-Shapley (GS) [170] matching-based algorithm to assign the optimal UAVs

to each subregion.

The contribution of this chapter is as follows:

i We propose an FL based sensing and collaborative learning scheme in which
UAVs collect the data and participate in privacy-preserving collaborative
model training for applications in the IoV paradigm towards the development

of an Intelligent Transport System.

ii In consideration of the incentive mismatches and information asymmetry be-
tween the UAVs and model owner, we propose a multi-dimensional contract-
matching based incentive mechanism design that aims to leverage on the
self-revealing properties of an optimal contract, such that the most optimal

UAV can be matched to a subregion.

iii Our incentive mechanism design considers a general UAV sensing, computa-
tion, and transmission model, and thus can be extended to specific FL. based

applications in the IoV paradigm.

Due to the heavy notations used in this chapter, we provide a list of common

notations used in this chapter in Table 4.1. The organization of this chapter is as
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TABLE 4.1: Table of commonly used notations.

Notation | Description

n Subregion

J UAV

C; Base of UAV j

l7 Total sensing distance

&) Total traversal distance

Th" Total duration taken for traversal and sensing
EL" Total energy taken for traversal and sensing
ay Marginal cost of node coverage for sensing

Traversal cost

Ti" Local computation duration

EL" Total energy taken for computation

B; Marginal cost of node coverage for computation
7" Total duration for transmission

7 Energy taken for transmission

ul UAV utility

R} Contractual rewards

) Unit cost of energy for the UAV

II Model owner profit

Qr W Contract set and individual contract

R Compensation for sensing and computation costs
R Compensation for traversal and transmission costs
v(ay, B,) | Marginal cost of node coverage

b, UAV auxiliary type

follows. Section 4.2 introduces the system model and problem formulation, Section
4.3 discusses the multi-dimensional contract formulation, Section 4.4 considers a
matching-based UAV-subregion assignment, Section 4.5 presents the performance

evaluation of our proposed incentive mechanism design, and Section 4.6 concludes.

4.2 System Model and Problem Formulation

We consider a network in which a model owner aims to collect data from stipulated
nodes, e.g., from RSUs or images of segments in the highway, in a target sensing
region to fulfill a time-sensitive task. One UAV is selected by the task publisher
to cover each of the subregions. Given information asymmetry and the multiple
sources of heterogeneity in UAV cost types, the model owner leverages the self-

revealing properties of a multi-dimensional contract theoretic approach to choose
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one UAV suited to cover each of the subregion. After data collection, the UAV

returns to their respective UAV bases for FL based model training.

Following [171], the target sensing region can be modeled as a graph and divided
into N smaller graphs, i.e., subregions whose set is denoted N' = {1,...,n,..., N},
e.g., through the multilevel graph partition algorithm [172]. The set of nodes in
subregion n is denoted Z,, = {I1,...,I,,...,Ix} with the node i in subregion n
located at ! € R®. The Euclidean distance between two nodes i and i’ located
within subregion n, Vi,i" € T, # i’ is expressed as ", where [}, = ||z} — zj|| <

o0, i.e., all nodes are inter-accessible.

Aset J={1,...,7,...,J} of J unmanned aerial vehicles (UAVs) are located at
bases situated around the target sensing region. Without loss of generality, we
assume that each base owns a single UAV and J > N. Moreover, our model can be
easily extended to scenarios in which a UAV swarm is required for sensing in each
subregion. Denote C; = {C4,...,C;,...,C;} as the set of bases where C; refers to
the base of UAV j located at y¢, € R3. The Euclidean distance between the base
of UAV j and subregion n is expressed as I¢: , where ¢ = ||yc, — @}|| < co and i

denotes the centre of the subregion.

There are two stages in our system model as follows:

i Multi-Dimensional Contract Design: The UAV types, e.g., sensing,
traversal, and transmission costs, are private information not known to the
model owner. As such, the model owner designs a multi-dimensional contract
to leverage the self-revealing mechanism so as to select the optimal UAV to
cover each subregion. In particular, the model owner can maximize its profits
by choosing the lowest cost UAV among all feasible UAVs that can complete

the task within the time constraint.

ii UAV-Subregion Assignment: Each UAV reports its type and ranks the
N subregions based on its preferences of coverage to the FL. model owner.
Then, a stable UAV-subregion matching is derived using the Gale-Shapley
(GS) algorithm. Note that each UAV’s preference can vary across different
subregions. As an illustration, we consider a representative UAV j at base
C; and two subregions n and n' where lg; > lgj,Vz'n € l,and Vi, € I,;. In

this case, UAV j has to traverse a longer distance to reach subregion n’. As
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such, it is able to cover a smaller proportion of subregion n’ relative to n due

to energy and time constraints.

In the following, we consider the sensing, computation, and data transmission

model of a representative UAV.

4.2.1 UAYV Sensing Model

We consider a representative UAV j tasked by the model owner to cover a propor-
tion of nodes in the subregion n. Denote the node coverage assignment of UAV
j in subregion n to be AI" = {a?:m‘v’i,i' €L, i# i’} where aflf = 1 represents
that the UAV has to fly through the segment between nodes i and ¢/, and afzn =

implies otherwise.

The total distance [ traveled for sensing by UAV j under assignment A s as

follows:
n __ E 7
l] — ai7i/li7i/. (4.]_)
i'0,i' €Tn
n Zi’¢¢,i’ezn ‘157; . . . . . n
Denote 07 = —Z= =" % where |-| indicates cardinality, i.e., 07 refers to the
J IZn| ; » Yj
n

proportion of node coverage by UAV j in subregion n where 0 < 67 < 1.

Apart from traveling between the nodes, the UAV has to travel to and from its
base. Denote the total distance traveled by the UAV as L7 = [ 4 [¢, . Hereinafter,

we refer to [} as the sensing distance, whereas [, refers to the traversal distance.

Following the works of [173, 174], each UAV travels with an average velocity v,
and expends a fixed propulsion power p; = cj,lv;’ + Cj}—f throughout the task for
tractability, where ¢;; and ¢; 5 refers to the required power to balance the parasitic
drag caused by skin friction and required power to balance the drag force of air
redirection respectively!. Note that the propulsion power consumed by the UAV
when it changes its direction is negligible [169]. The total duration taken for
traversal and sensing is denoted TIJQ" = I;—f, whereas the total energy consumed to

cover the traversal and sensing distance is as follows:

'In practice, the propulsion power is in turn a function of other factors, e.g., reference area
of the UAV and wing aspect ratio and weight. For simplicity, we consider that p; accounts for
these factors.
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A )

Ej’n = —=p; = ——D;
P v; Dj v; Dj
n [

B Gy (4.2)
Uj U

= ) + v,

where [" is the distance traveled by the UAV if it covers all nodes, i.e., 07 = 1,

n l7l.
of = 2 and Y" = —Zp; for notation simplicity. Note that ol
J J

sensing cost, i.e., marginal cost of node coverage for sensing in the subregion,

represents the

whereas 7 refers to the traversal cost, i.e., the energy cost of traveling to and from
the base. A higher o can imply that the UAV j requires greater propulsion power
to complete the task, e.g., due to its larger weight or wing-aspect ratio, whereas a
higher ¢} implies either a greater propulsion power to move, or a greater traversal
cost, i.e., the subregion is farther away from the base. While the value of o varies
across subregions due to the varying [,, i.e., the marginal cost of node coverage
varies according to the sensing area of the subregion, the ordering of the UAV
types based on the sensing costs is retained. On the other hand, the order of UAVs
by traversal costs varies across subregions, based on the distance between the UAV

base and each of the subregions.

4.2.2 UAV Computation Model

After the UAV j covers its assigned set of nodes following assignment A", it
returns to the base C; for an FL based model training over K global iterations
where K = {1,...,k,..., K} to minimize the global loss F¥ (w). Following [78],
each training iteration k consists of three steps namely: (i) Local Computation, i.e.,
the UAV trains the received global model w® locally using the sensing data?, (ii)
Wireless Transmission, i.e., the UAV transmits the model parameter update hgk)
to the model owner, and (iii) Global Model Parameter Update, i.e., all parameter
updates derived from the N subregions are aggregated to derive an updated global
model w**tY, where w*+) = Uje_/\[(wj('k) + h§k)), which is then transmitted back

to the UAVs for the (k + 1) training iteration.

2In practice, note that the model parameters received may be initialized and trained with a
generic dataset off-line in the cloud first. This set of model parameters are updated afterwards
during the FL process.
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In general, a series of local model training is performed by the UAV to minimize an
L-Lipschitz and vy-strongly convex local loss function G; up to the target accuracy
A* defined by the model owner to derive the parameter update. Note that a
larger value of A* implies a greater deviation from the optimal value. Moreover,
0 < A* < 1, i.e., the local solution h§k) does not have to be trained to optimality,
e.g., to reduce local computation duration especially for time sensitive tasks. In

particular, following the formulation in [131]:

() - )
<A

The FL training is completed after K = = global iterations where a = % and
0 < ¢ < 7. The total local computation duration rg" is as follows:
, V.07 D™ log,(1/A*
Té}n:K< JYy gQ( / )), (44)
fi
whereas the energy consumption of UAV j for computation is as follows:
EL" = K (kC;0°" D"V logy(1/A%) f7) = 5,07 (4.5)

Note that x is the effective switched capacitance that depends on the chip archi-
tecture [175], C; is the number of cycles per bit for computing one sample data of
UAV j, 67" D" is the unit of data samples collected by UAV j, V log,(1/A*) refers
to the lower bound on the number of local iterations required to achieve local ac-
curacy A* [131] where V = m,

the UAV j, measured by CPU cycles per second. For ease of notation, we denote

and f; refers to the computation capacity of

B = kKC;D™V log,(1/A*) ]-2, i.e., a higher 3; implies greater energy cost for com-
putation per additional node coverage. Similar to o, the value of 57 varies across
subregions due to the different units of data samples available for computation.

However, the ordering of the UAV types based on computation costs is retained.

4.2.3 UAV Transmission Model

After local computation, the wireless transmission takes place from the selected

UAVs to the model owner. For simplicity, we denote the achievable rate of the
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UAV j to be a product of its transmit power p; and a scaling factor A} that covers

other considerations, e.g., bandwidth allocation and channel gain.

The total time T%’” taken by the UAV to upload parameter update h§k) of size H

is as follows: 7'%’" =K /\7% Note that the model upload size is constant regardless
of the number of global iterations or quantity of data collected, given the fixed
dimensions of the model update. The transmission energy consumption, denoted
7, 1s as follows:

B =rip; = (. (4.6)

4.2.4 UAV and Model Owner Utility Modeling

The utility function of a representative UAV j covering subregion n can be ex-

pressed as follows:

w07) = R} (07) — ¢ (BR" + ES" + Bf")
= R}(07) — ¢ (a)0] + 45 + 8707 + (') (4.7)

J N

where R7(07) refers to the contractual rewards and ¢ refers to the unit cost of

energy.

Following [125, 126, 176], the FL model accuracy T(Zgzl 0. D") is a concave func-
tion of the aggregate data collected across N subregions by the N selected UAVs.
In particular, the inference accuracy of the model is improved when more nodes are
covered, i.e., a model trained using data across a more comprehensive coverage of
classes may be built. Without loss of generality, we consider the aggregate model
performance to be an average of node coverage across all regions, analogous to the

Federated Averaging algorithm:

N N
n=1 n=1
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where 1 > 0 is the system parameter. The total profit obtained from all UAVs is

thus as follows:

(Q) =0T (Z 0. D”) -Y Ry, (4.9)

where o > 0 refers to the conversion parameter from model performance to profits,
and the contractual reward expense for each selected UAV is denoted as R’.. In
the next section, we devise the optimal contract which satisfies the Individual

Rationality and Incentive Compatibility constraints.

4.3 Multi-Dimensional Contract Design

In this section, we first consider a multi-dimensional contract formulation. To solve
the multi-dimensional contract, we sort the UAV types according to an auxiliary
variable that reflects the marginal cost of node coverage. Then, we relax the
constraints for contract feasibility and include a fixed compensation component for

traversal and transmission costs so as to solve for the optimal contract.

4.3.1 Contract Condition Analysis

Given that the sensing cost «, traversal cost v, computation cost 8, and transmis-
sion cost ( are all private information that are not precisely known by the model
owner, we consider the multi-dimensional contract theoretic incentive mechanism
design to leverage on its self-revealing properties. The reason is that without the
self-revealing properties, the UAV operators may misreport their costs in order to

seek overly high compensations.

The UAVs can be classified into different types to characterize their heterogeneity.
In particular, the UAVs can be categorized into a set ¥ = {¢” : 1 < x < X} of
X traversal cost types, set A = {oz’y1 : 1 <y <Y} of Y sensing cost types, set
B={8}:1<2z<Z} of Z computation cost types, and set C = {(}' : 1 < ¢ < Q}

of Q transmission cost types.

Without loss of generality, we also assume that the user types are indexed in non-

decreasing orders in all four dimensions: 0 < 9y < 9y < -+ < Yy, 0 < af <



80 4.3. Multi-Dimensional Contract Design

ap < <al0< B <B < <Band0< (<< < For

ease of notation, we represent a UAV of traversal cost type x, sensing cost type v,

computation cost type z, and transmission cost type ¢ to be that of type-(z, vy, 2, q).

To enforce the UAVs to truthfully reveal their private information, we adopt a

two-step procedure for the contract design:

i Multi-Dimensional Contract Design: We convert the multi-dimensional prob-
lem into a single-dimensional contract formulation following the approach in
[177]. In particular, we sort the UAVs by an auxiliary, one-dimensional type
®(ay, A7) in the ascending order based on the marginal cost of node coverage,
i.e., sensing and computation cost types. Then, we solve for the optimal con-
tract for each subregion n denoted Q0"(A,B) = {wy,: 1 <y <Y, 1 <z< Z}
where n € N to derive the optimal node coverage-contract reward bundle

10y, Ry .}

y)z,

it Traversal Cost Compensation: In contrast to existing works on multi- dimen-
sional contracts, the UAVs also incur the additional traversal cost and trans-
mission cost components, both of which are not coupled with the marginal
cost of node coverage. In other words, these costs have to be incurred re-
gardless of the number of nodes a UAV decides to cover in the subregion.
For each contractual reward, we add in a fixed compensation R to derive the
final contract bundle {0 (ﬁ;‘z +R)}.

y7z7

We first discuss the multi-dimensional contract formulation as follows. A contract
is feasible only if the Individual Rationality (IR) and Incentive Compatibility (IC)

constraints hold simultaneously.

Definition 4.1. Individual Rationality (IR): Each type-(y, z) UAV achieves non-
negative utility if it chooses the contract item designed for its type, i.e., contract
item wy ..

Uy (wy:) >0,1<y <Y 1<2< 7 (4.10)
Definition 4.2. Incentive Compatibility (IC): Each type-(y, z) UAV achieves the
maximum utility if it chooses the contract item designed for its type, i.e., contract

item w, .. As such, it has no incentive to choose contracts designed for other types.

uy,z(wy,z) > u,y,z(wy’,z’)a 1< Yy < Y, 1<z2< Z,

(4.11)
y#y,z# 2.
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The multi-dimensional contract formulation is as follows:

max I1(Q"(A, B))
@ (4.12)
s.t. (4.10), (4.11).

However, the optimization problem in (4.12) involves Y Z, i.e., IR constraints and
YZ(YZ — 1), ie., IC constraints, all of which are non-convex. Therefore, we first

convert the contract into a single-dimensional formulation in the next section.

4.3.2 Conversion Into A Single-Dimensional Contract

In order to account for the marginal cost of node coverage, we consider a revised
utility @, of the UAV type-(y, z) that excludes the traversal and transmission

costs as follows:

ay,z(e(y7 Z)’ Ry,z) = T/(aw /BZ) + Ry,Z) (413)

where we denote n(ay, 3.) = —¢(a,0(y, z) + B.0(y, z)) for ease of notation, and
R, refers to the contractual reward arising from the multi-dimensional contract
design. To focus on a representative contract, we drop the n superscripts for now.
Given that the ranking of marginal cost types does not change across subregion,

note that our contract design is a general one applicable to all subregions.

We derive the marginal cost of node coverage v(ay, ,) for the type-(y, z) UAV as

follows:
In(ay, B-)
U(Oéyvﬁz) = _Wyyz) = ¢(Qy + Bz) (414)
Intuitively, % < 0 since the coverage of an additional node results in the

additional expenses of sensing and computation costs. A larger value of v(ay, )
implies a larger marginal cost of node coverage, due to the greater sensing and

computation costs incurred for a particular UAV type.
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We can now sort the YZ UAVs according to their marginal cost of node coverage

in a non-decreasing order as follows:
D1(0), Dy(0),...,0,(0),...,Pyz(0), (4.15)

where ®;(0) denotes the auxiliary type-®;(¢) user. Given the sorting order, the

UAV types are in an ascending order based on their marginal cost of node coverage:

U(Q,(I)l) < U(e, @2) <. < U(@, (I)l) <. < v(@, @yz), (416)

Note that for ease of notation, we use type-®; or type-i interchangeably to repre-
sent the auxiliary type-i user. In addition, we refer to 7;(6;) and n(0;, ®;) inter-
changeably to represent the new ordering subsequently. Similarly, to represent the
marginal cost of node coverage, we use v;(6;) and v(6;, ®;). In the next section, we

derive the necessary and sufficient conditions for the contract design.

4.3.3 Conditions For Contract Feasibility

We derive the necessary conditions to guarantee contract feasibility based on the

IR and IC constraints as follows.
Lemma 4.1. For any feasible contract Q{.A, B}, we have 6; < 0; if and only if

Ri< R, i#7.

Proof. We first prove the sufficiency, i.e., if R; < R, = 6; < 6. From the IC
constraint of type-®; UAV we have:

n(6;, ;) + R; > n(0;, i) + Ry,
n(0;, ®;) — n(0;, i) > Ry — R; > 0,

which implies:

n(0;, ®;) > n(6;, D),

on(0:,:)

Given that .

< 0, we can deduce 6; < 0.
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Next, we prove the necessity, i.e., 0, < 6; = R; < R; Similarly, we consider the
IC constraint of the type-®; UAV:

n(6;, ;) + R; > N0, ®;) + Ry,

n(b;, ®;) —n(0y, ;) > Ry — R;.

Given 6; < 6y, we deduce n(6;, ®;) < n(fy, ®;), which follows that Ry < R;. The

proof is now completed. O

Lemma 4.2. Monotonicity: For any feasible contract Q{A, B}, if v(6;, ®;) >
v(6;, Py ), it follows that 6; < 6.

Proof. We adopt the proof by contradiction to validate the monotonicity condition.

We first assume that there exists 6; > 6; such that v(6;, ®;) > v(6;, ), i.e., the

lemma is incorrect.

We consider the IC constraints for the type ®; and ®; UAV:

Then, we add the constraints together and rearrange the terms to obtain:

[n(63, i) — n(0ir, ©:)] — [n(0;, Pir) — n(By, Pir)] = 0. (4.19)
By the fundamental theorem of calculus, we have:

(103, @) — 1(0r, D3)] — [0(0:, Pir) — 1(0ir, Piv)]
7]

Y o, 00
"o, 00 20

__ /:i [0 (8, ;) — v (8, By)] db.

7;/

Given (4.12) from Section 4.3.1, as well as the assumption 6; > 6; and n(6;, ®;) >
n(0;, ®;1), we can deduce that (4.20) is negative, which contradicts with (4.19). As
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such, there does not exist §; > 6, and n(6;, ®;) > n(0;, ®;) for the feasible contract,

which confirms that the lemma is correct. The proof is now completed. O

As such, Lemmas 4.1 and 4.2 give us the necessary conditions of the feasible con-

tract in the following theorem.

Theorem 4.1. A feasible contract must meet the following conditions:

(4.21)

Next, we further relax the IR and IC constraints. Due to the independence of ®;
on the contract item {6, R}, i.e., ®;(8,R) = ®;(¢',R'), 6 # ', R # R, the UAV
type does not change with the node coverage and contract rewards. In addition,
the ordering of the type by marginal costs does not change with the subregion n.
As such, we are able to deduce the minimum utility UAV ®,,,.,, i.e., the UAV type

that incurs the highest marginal cost of node coverage, as follows:

D0, (0) = arg min i (9, R, (IDZ») . (4.22)

k3

Intuitively ®,,., = Pyz, i.e., the UAV characterized by {ay, 87} is the UAV which
incurs the highest marginal cost of node coverage, and hence it is the minimum
utility UAV.

Lemma 4.3. If the IR constraint of the minimum utility UAV type ®y 7 is satisfied,

the other IR constraints will also hold.

Proof. From the IC constraint and the sorting order n;(61) > --+ > n;(6;)--- >

nyz(fyz), we have the following relation:
0:(0;) + Ri > n:(0yz) + Ryz > nyz(0yz) + Ryz > 0. (4.23)

As such, as long as the IR constraint of the UAV type @y is satisfied, it follows
that the IR constraints of the other UAVs will also hold. O]

. . PIC PIC PIC
Lemma 4.4. For a feasible contract, if w; 1 < w; and w; & w;i1, then w; | &

Wit1-
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Note that the relation w; e wyr, 1 # 1 implies the Pairwise Incentive Compatibility
(PIC), which is fulfilled under the following condition:

{ wi (w;) >, (wir), (4.24)

U (wi/) > (I (wl) .

Proof. Suppose we have three UAV types ®; 1, ®;, and ®; 1 wherei—1 < i <i+1.
The Local Upward Incentive Constraint (LUIC), i.e., IC constraint between the "
and (i + 1) UAV is as follows:

n(0i—1, Pic1) + Ri1>n (0;, @i1) + R; (4.25)

In addition, we consider:

1 (Oi1, ®i) — 1 (05, Pi)] — [0 (Oigr, Pie1) — 1 (05, Pi1)]
0i1 . Oit1 .
:/ a/r/ (97 (I)l>d9 - / 877 (9’ ®Z_1)d0
(7] 0

Z, 0 i 00
:/"M O (0,%:) (0, @)
o a0 0 (4.27)

o /69i+1 [U (9’ q)l) —v (07 (I)i—1>] de

%

:/ei [0(8,®:) — v (8, By_1)] do.

0511

Given the order of marginal cost of node coverage in (4.16) in Section 4.3.2; it

follows that the LUIC is positive. As such, we have:

N (Oig1, Pi) — 0 (0i, ®i) > 1 (01, Pimr) — 1 (0i, Piq) (4.28)

Adding the LUIC inequalities presented in (4.26) together with that of (4.28), we

have:

n(0;i—1, Pi1) + Ri—l > (01, Pic1) + E)z‘+1- (4.29)
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By considering the Local Downward Incentive Constraint (LDIC), i.e., IC con-

straint between the " and (i — l)th UAV, we are able to derive that:

N(0it1, Piv1) + ]SL@'H > (01, Piy1) + Ri_i. (4.30)

As such, given that the LUIC and LDIC hold, we have proven that the PIC of the

. PIC
contracts hold, i.e., w;_1 & w;y1. O

With Lemma 4.3, we are able to reduce Y Z IR constraints into a single constraint,
i.e., as long as the minimum utility type ®yz UAV has a non-negative utility, it
follows that the other IR constraints will hold. Moreover, with Lemma 4.4, we are
able to reduce YZ(YZ — 1) constraints into YZ — 1 constraints, i.e., as long as
the PIC constraint of the type ®; and type ®,,; UAV holds, it follows that the IC
constraints between the type ®; and all other UAV types will hold.

With this, we are able to derive a tractable set of sufficient conditions for the feasible
contract in Theorem 4.2 as follows. The first condition refers to the reduced IR
condition corresponding to Lemma 4.3, whereas the second condition refers to the
PIC condition between the type ®; and type ®,,; UAV corresponding to Lemma
4.4.

Theorem 4.2. A feasible contract must meet the following sufficient conditions:

i nyz(0yz) + Ryz >0

i Riyy + 101, Bivt) — n(0i, ®iy1) > Ri > Riyy +1(0i1, Bi) — n(0;, D;).

4.3.4 Contract Optimality

To solve for the optimal contract rewards Rf , we first establish the dependence of
optimal contract rewards R on route coverage 6. Thereafter, we solve the problem
in (4.12) from Section 4.3.1 with 6 only. Specifically, we obtain the optimal rewards
R*(0) given a set of feasible node coverages from each UAV which satisfies the

monotonicity constraint 6, > 6y > - >60; > --- > 0y .

In addition, the multi-dimensional contract formulation that we have thus far only

considered the self-revelation for two types, i.e., sensing and computation costs.
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To account for traversal and transmission cost types, we add an additional fixed
compensation R into the contract rewards. The traversal cost can be derived from
the historical information of the UAV, and can be calibrated based on the response
that the model owner receives. In the following theorem, we prove that the addition
of a fixed rewards compensation does not violate the IC constraints, i.e., the self-
revealing properties of the contract are still preserved, whereas it is inconsequential
even if the IR constraint is violated, given that R has already been designed to
sufficiently compensate marginal costs, and only one optimal UAV is required to

serve each subregion. The optimal rewarding scheme is summarized as follows.

Theorem 4.3. For a known set of node coverage 0 satisfying 0; > 0y > --- > 0, >

-+ > fyz in a feasible contract, the optimal reward is given by:

R —n(6;,®,), fi=YZ,
R; :{ 6 &) 7 (4.31)

R+ Ry +1(0i1, ;) — 1(0;, ©;), otherwise.

Proof. There are two parts for the proof. Firstly, we prove that the reward design
for the two-dimensional contract is optimal. Therefore, we adopt the proof by
contradiction. We first assume there exists some R that yields greater profit for
the model owner, meaning that the theorem is incorrect, i.e., II(R') > II(R*). For
simplicity, we need to consider only the reward portion of the model owner’s profit
function in this proof, i.e., Z?;Zl Rl < ZZ/:Zl Ry. This implies there exists at least

ate{l,2,...,YZ} that satisfies the inequality RI < R;.

According to the PIC constraint of Lemma 4.4, we have:

RE > Ry + 0 (01, @ri1) — 1 (0, ®y) (4.32)
In contrast from Theorem 4.3, we have:

Ry = Ry + 1 (O, @ogr) — 0 (61, D) - (4.33)

From (4.32) and (4.33), we can deduce that R, < Ry, ;. Continuing the process
up to t = YZ, we have Rl, , < R%., = —n(6;, ®;), which violates the IR constraint.
As such, there does not exist the rewards R in the feasible contract that yields
greater profit for the model owner. Intuitively, the model owner chooses the lowest

reward that satisfies the IR and IC constraints for profit maximization.
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Secondly, we show that adding a fixed traversal cost reward does not violate the
IC constraint. Within a subregion, when we consider the complete utility function

of the auxiliary UAV with type i, i # @/,

(0, ®;) + Ry + R—yP — (>

o (4.34)
n 0y, @) + R + R — 4 — (.

Intuitively, the traversal and transmission cost is structurally separate from the
marginal costs, i.e., sensing and computation cost types of the UAV within a subre-
gion n. As such, the fixed reward terms cancel out and the self-revealing properties

of the contract is preserved.

Note that the IR constraint may no longer hold for some i where
b > (0;, ;) + R + R (4.35)

However, this is inconsequential given that unlike the conventional contract theo-
retic formulations, we only require a type of UAV to serve a subregion. Moreover,
R is already designed such that the IR constraints hold to compensate marginal
costs sufficiently. For certain subregions, R can be calibrated upwards if no UAV

responds to the model owner.

]
Following (4.31), we can re-express the optimal rewards as:
Yz
R =R—n(byz, ®yz) + Z Ay, (4.36)

t=i
where Ay, =0, Ay =n(0;41, P;) —n(0;,P;),and t =1,2,... Y Z — 1.

Unlike conventional contract theoretic formulations, the model owner only requires
a single contract per subregion n for the optimal UAV. From (4.16) in Section
4.3.2, we can deduce that the optimal type-i* UAV to serve each subregion is
i* = argmaxg,ca [I(Q{ A, B}) = argming,ce Y; = ®;. Intuitively, for each region,
the model owner leverages the self-revealing properties of the multi-dimensional
contract formulation to obtain an optimal UAV with the lowest marginal cost of

node coverage for profit maximization. In other words, this is the UAV that can
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cover the largest proportion of the subregion at the lowest cost, among all feasible
UAVs that can complete the task. We can substitute the optimal rewards into the

profit function of the model owner and rewrite the profit maximization problem as

follows:
e TI( EZG
s.t. (4.37)
Cl: 07 >05>--->0">--->0y,,
C2: 0<07 <1,
where:

Gn = %109(1 + "D — R
o . (4.38)
= T log(1+ uy D") — Rt = H(a}0r + 167

Note that C'1 refers to the monotonicity constraint of the contract whereas C?2
specifies the upper and lower bounds of the route coverage. Taking the first order
derivative of (4.37) to solve for 07*, we can derive the closed form solution of the

optimal node coverage-contract reward pair as follows:

00 = oo (N¢(£+,31> - 1) ’
(4.39)

Ri = R—n(0yz, ®yz) + 3,5 A

Following (4.39), we are able to derive an optimal node coverage-contract reward
pair upon the announcement of the UAV types. If the derived contract pairs
satisfy the monotonicity conditions, they are the optimal contract formulation.
Otherwise, we use the iterative adjusted algorithm, i.e., “Bunching and Ironing”

algorithm [145], to return the results that satisfy the monotonicity constraint.

Note that to derive the optimal rewards for any type-i* UAV, it is necessary to
obtain the rewards for type-i* +1,..., type-YZ UAV. However, since there can
only be one selected UAV for each subregion, the reward for the (i* + 1)th UAV
and onward has to be zero in practice. As such, to compute the rewards, we first
assume the type-YZ UAV is selected to obtain a hypothetical Ry ;. With this,

we can then work from backwards, towards deriving Ry z_1,..., R;i. Thereafter,
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the model owner specifies route assignment A" for the optimal UAV such that

1,n
gn+ — Dot ti i €T B it
1 |Zn|

In the next section, we consider the UAV-subregion assignment.

4.4 UAV-Subregion Assignment

In this section, we consider the matching-based UAV-subregion assignment using
the GS algorithm. In Section 4.3, we note that the optimal UAV for each subregion
has to be the lowest UAV type, i.e., type-1 UAV. However, given that all subregions
will prefer type-1 UAV, there exists a need to consider a two-side matching such

that the optimal UAVs are matched to the subregions efficiently.

4.4.1 Matching Rules

We introduce a complete, reflexive, and transitive binary preference relation [178],
i.e., “>" to study the preferences of the UAV. For example, n >; n’ implies that
the UAV j strictly prefers subregion n to n’, whereas n >; n’ indicates that the
UAV j prefers the subregion n at least as much as UAV j'. We also consider the

core definitions as follows:

Definition 4.3. Matching: For the formulated matching problem (7, N, P,, P;),
where J and N denote the set of UAVs and the set of subregions respectively,
whereas P,, and P; denote the preferences of the subregions and UAVs respectively.
The matching M(j) = n indicates that the UAV j has been matched to subregion
n, whereas the matching M(j) = () implies that the UAV j has not been matched

to any subregion.

Definition 4.4. Propose Rule: The UAV j € J announces its type to all the
eligible subregions based on feasibility of task completion. Then, the contract is
formulated and the subregion proposes to its most preferred UAV j* in its prefer-
ence set P, , i.e.,, n* =; n¥, n*Vn € N, n* # n*. Note that the preference of the

subregion is managed by the FL model owner.

Definition 4.5. Reject Rule: The UAV j € J rejects the subregion if a better
matching candidate exists. Otherwise, the subregion that is not rejected will be

retained as a matching candidate.



Chapter 4. Multi-Dimensional Contract Matching Design for Federated Learning
in UAV Networks 91

However, given that the subregion preference for UAV type is only based on two
of four type dimensions, i.e., marginal costs, some subregions may have multiple
preferred UAVs with the same marginal costs. To that end, adopting the ap-
proach in [179], we introduce the rewards calibration rule by adjusting the traversal
and transmission compensation downward to further reduce the number of eligible

UAVs matched to each subregion.

Definition 4.6. Rewards Calibration Rule: For the subregion n € N that has
more than one optimal UAV matched, the contractual rewards can be adjusted
downwards, following which the preference of the UAVs are renewed for another

iteration of matching. The adjustment is as follows:

R"=R"— AR". (4.40)

4.4.2 Matching Implementation and Algorithm

We now explain the implementation procedure of the UAV-subregion assignment.

Phase 1: Initialization

i The model owner announces the sensing subregions and time constraint 7,
for task completion to all UAVs in J. Since 67 is not known apriori, the
time limit for task completion can be a function of the variable 6 specified
by the model owner, e.g., 6 = 0.8, i.e., only UAVs that can complete 80% of

the route coverage should announce their types (Line 4 of Algorithm 4.1).

ii The UAVs announce their types o and 3} to the feasible subregions (Line
5), i.e., subregions in which the UAVs are able to meet the requirements for

task completion.
iii We initialize (Lines 6- 7):

i M as an empty set
ii R as the set of subregions that have yet to be matched, i.e., R = N at
initialization
iii P,, as the set of subregion preferences based on the ascending order of

marginal costs ®(a7, 37') as discussed in Section 4.3.4.
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Algorithm 4.1 GS Algorithm for UAV-Subregion Assignment
Input: NV, 7,,J,¥, A, B,C, E;
Output: M*(j),Vje J
Phase I: Initialization
if 75"(0) + 75" (0) + 75" < 7,(6) then
UAV j € J report types o, B} to subregion n
end if
Sort ®(a%, B7) in an ascending order to derive P,
Set R=N, M=10
Phase II: Tterative Matching
while R # () and P, # (), Vn € R do
for n in R do
j* = argming,co ®;
Formulate (¢7., R}.) and propose contract
while n has more than one optimal UAV do
R"=R"— AR"
end while
if . (07) > u(0)) then
M(j") =n
Remove n from R and add n’ to R
else
Remove j7* from P,
end if
23: end for
24: end while

[ I R e T e e e e e e T

Phase 2: Iterative Matching

Each iteration of matching consists of four stages.

i Proposal: For each subregion n € R, the node coverage-contract reward pair
is formulated for the most optimal UAV j* = arg ming,cs ®; in the preference

set P,. Then, the subregion proposes to an optimal UAV (Lines 11-12).

ii Rewards Calibration: If the subregion has more than one optimal UAV,

the contract reward is calibrated downward until a one-to-one matching is
achieved (Line 13-14).

iii Rejection: If the UAV has a better matching candidate u.(07.) < u?’(@f/ ),
the subregion is rejected. If not, the UAV keeps the subregion as a matching

candidate.
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iv Update: If a subregion has been matched, remove it from R (Line 17). If a
prevailing matching candidate has been rejected, add it back to R (line 17).
Update P,, by removing the UAV that has issued a rejection in this iteration
(Line 19).

The iterations are repeated until all subregions have been matched, i.e., R = (), or
the remaining subregion has been rejected by all UAVs in its preference list, i.e.,

P, = 0. The pseudocode is presented in Algorithm 4.1.

The stability and optimality properties of the GS algorithm are ensured following
the proofs in [180]. As such, the self-revealing properties of our multi-dimensional
contract design assure truthful type reporting, whereas the matching algorithm
ensures that only one optimal UAV is matched to each region. In the following, we

perform the performance evaluation of our incentive design.

4.5 Performance Evaluation

In this section, we consider the optimality of our devised contract. To illustrate the
contract optimality, we first consider the case of six UAVs and a single subregion.
Then, we study a single iteration of matching between 5 UAVs and 3 subregions.
Finally, we study the GS matching-based UAV-subregion assignment that involves
up to 7 UAVs and 6 subregions. Unless otherwise stated, the list of value ranges for
the key simulation parameters is as summarized in Table 4.2. The key parameters

we use are with reference to studies involving UAV and FL optimization [131, 173].

4.5.1 Contract Optimality

To illustrate the optimality of our multi-dimensional contract design, we first con-
sider a highly simplified and demonstrative case of a single subregion and six UAVs
of ascending marginal cost of route coverage. The values of a for the UAVs lie in
the range of [250, 875], with increments of 125, whereas the [ values lie in the range
of [20,70], with increments of 10. The values are varied as presented in Table 4.2.
Then, the auxiliary types are derived following (4.16) from Section 4.3.2, and are

arranged in an ascending order for contract derivation. Type-1 UAV has the lowest
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TABLE 4.2: Table of Key Simulation Parameters.

Simulation Parameters \ Value

UAV Sensing and Traversal Parameters
P 10 - 35
v 10 - 20 m/s
" 1000 - 2000 m
I 500 - 1000 m

UAV Computation Parameters
L 4
- ;
1
ot 2
A* 0.6
e :
C 10 — 30 cycles/bit
K 24
V 4
K 1028
f 2 GHz
UAV Transmission Parameters
D" 500 — 1000 MB
A" 10000 — 15000
H 1 MB
p 8 — 18
UAV and Model Owner Utility Parameters

) 0.05
7 1
o 100000

marginal cost of node coverage, whereas type-6 UAV has the highest marginal cost
of node coverage. To focus our study on the optimality of our contract design,
we hold the traversal and transmission cost types of the UAV constant for now.
In addition, we assume that all the UAVs can complete the task within the time

constraints.

Fig. 4.2 and Fig. 4.3 consider the hypothetical scenarios in which each particular
UAV type takes turn to be matched to the subregion. As an illustration, if UAV
type-1 has been matched to serve the subregion, the optimal node coverage is 1,
whereas the contractual reward is 35. In contrast, if UAV type-6 is matched, the
optimal node coverage is close to 0.4, whereas the reward is 20. From Fig. 4.2 and

Fig. 4.3, we can observe that the monotonicity condition discussed in Theorem 4.1
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from Section 4.3.3 holds. In other words, the higher is the marginal cost of node

coverage, the lower is the optimal node coverage and contract rewards.

Fig. 4.4 shows that the IC constraints of the contract hold. As an illustration, we
consider the type-6 UAV, i.e., the UAV with the maximum marginal cost of node
coverage. The type-6 UAV derives negative utility if it misreports its type, i.e., to
imitate any other lower marginal cost UAV types 1 — 5. As discussed in Definition
4.2 from Section 4.3.1, each UAV derives the highest utility only if it reports its
type truthfully to the model owner. This validates the self-revealing mechanism of

our contract.

Fig. 4.5 shows that the model owner profits are the highest when it is able to be
matched with the UAV of the lowest marginal cost of node coverage. This validates

our discussion in Section 4.3.4, and confirms the model owner preference. In other
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TABLE 4.3: UAV Types For Preference Analysis.

UAV Type Coordinates « B Subregion Preference

(100,100) 500 20 (
(900,900) 500 20 (
(400,400) 750 30 (
(450,450) 750 30 (
(500,500) 1000 40 (

T W N~

words, among UAVs that are able to complete the task, the model owner prefers
the UAV that incurs the lowest cost.

4.5.2 UAV-Subregion Preference Analysis

To analyze the preferences of the UAVs and subregions before we proceed with
matching, we consider 5 UAV types and 2 subregions. In particular, the auxiliary
types of the UAVs are shown in Table 4.3. Similarly, the types are derived from
the calibration of the parameters listed in Table 4.3. The UAVs are sorted in the
ascending order based on marginal cost of node coverage. Besides, we consider three
subregions 1,2,3 of coordinates (1000, 1000), (50,50), (500,500). The subregion

preference for each UAV is also presented in the last column of Table 4.3.

Following our discussion in Section 4.3.4, the subregions prefer the UAV types with
lower marginal cost. Naturally, the preferences for all three subregions are similar
as follows: (1,2,3,4,5). Note that the subregions are indifferent between types 1
and 2, as well as types 4 and 5 given that the pairs have the same marginal cost

of node coverage.

To consider the UAV preferences, we plot the potential profits that each UAV may
gain from covering the different subregions in Fig. 4.6. Note that this profit is a
hypothetical one in some cases, since the profits can only be realized if the UAV has
been matched to cover the subregion. However, given that the UAV is not aware if
it will be matched to the subregion apriori, the preference list of the UAV can only
be constructed with the assumption that it is indeed matched to the subregion.
We note that UAV 1 prefers subregion 2, whereas UAV 2 prefers subregion 1 and

so on. Intuitively, the preference for subregions relies on the traversal costs, i.e.,
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the cost of traveling to and from the subregion. As such, the preferences for UAVs
1 and 2 are (2,3,1) and (1,3, 2) respectively.

On the other hand, UAV 5 prefers only the closest region 3, given the potential
negative profits derived if it serves the other two subregions, as a result of the
high marginal costs incurred for task completion. As such, we are able to derive
the matching of (Subregion 2, UAV 1) and (Subregion 1, UAV 2) given that the
UAV-subregion preferences match perfectly.

The consideration for subregion 3 is clearly more challenging than that of subre-
gions 1 and 2 given that the subregion is indifferent between the two remaining
UAVs 3 and 4, and that the UAVs also rank the subregion highest, in terms of
preference. To that end, we consider the rewards calibration rule proposed in Def-
inition 4.6 from Section 4.4.1. The contract rewards are calibrated downwards till
a UAV emerges as the only choice left. In this case, after the downward calibra-
tion of rewards R, UAV 4 will clearly be matched with subregion 3, given its close

proximity to the subregion.

Through this relatively straightforward example, we are able to derive an insight,
i.e., a successful match will have the lowest marginal cost type UAVs matched
to the subregion that it is situated closest to. Clearly, Fig. 4.6 also validates
the efficiency of our incentive mechanism design, i.e., the best available UAV is

matched to the respective subregion.
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TABLE 4.4: UAV Type and Preference for Subregions.

UAV Type Subregion Preference
(6,1,5,2,3,4
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4.5.3 Matching-Based UAV-Subregion Assignment

In this section, we consider the matching-based UAV-subregion assignment. In

particular, we consider three scenarios to illustrate the matching-based assignment.

In the first scenario, six UAVs of ascending marginal cost types are initialized to
choose among six subregions that are of varying distances from each UAV. Each of
the subregions is calibrated to hold the same quantities of data (D™) and sensing
area ({") for coverage. For ease of exposition, the UAVs are all able to complete
their tasks within their energy capacities and stipulated time constraints. The
coordinates of the subregions and UAVs, as well as the matching outcomes, are
presented in Fig. 4.7. The preference list of the UAVs is presented in Table 4.4.
Note that the preference list of each subregion is simply (1,2, 3,4, 5,6), i.e., among
all feasible UAVs that can cover the subregion within the time and energy con-

straints, the UAV with the lowest marginal cost is preferred.

From Fig. 4.7, we observe that the UAV 1 is matched to its most preferred subre-
gion 6. Though UAV 2 also prefers subregion 6, it is unable to be matched to the
subregion given that UAV 1 is higher up on the list of preferences of subregion 6.
As such, UAV 2 is matched to its second choice. Naturally, the matching between
UAV 3 and subregion 3, UAV 4 and subregion 2, as well as UAV 5 and subregion
5 is intuitive, given the unavailability of the other more preferred UAVs for the
subregions to match with. We observe that UAV 6 is finally matched with its fifth
choice, given that the UAV 6 has the lowest priority among subregions.

In the second scenario, we consider the same UAV types but with heterogeneous
subregions of different data quantities and sensing areas for coverage. As is ex-
pected, the sizes of the regions do not affect the matching outcomes and the match-

ing remains the same (Fig. 4.8). This is given that the preference rankings of the
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quantities and coverage area.

subregion and the UAV remain constant. While the varying values of D" and ["
affect the magnitude of UAV types, the ordering of the UAV types, and thus their
preferences, is retained. This is important to ensure that the monotonicity of our

contract design holds across subregions, so as to preserve the contract optimality.

In the third scenario, we consider the case where J > N, i.e., the number of UAVs
exceeds the number of subregions available. As an illustration, we add in the UAV
7, which has the lowest marginal cost of node coverage relative to that of the other
six available UAVs from the aforementioned scenarios. We observe from Fig. 4.9
that the matching outcomes have changed. UAV 7 is now matched with its most
preferred subregion, i.e., subregion 6, in place of UAV 1. Naturally, this affects
the assignment for the other UAVs. For example, UAV 1 has to be matched to
its second choice now, whereas UAV 2 has to be matched to its third choice. We
observe that the UAV of the largest type, i.e., UAV 6 is left out of the assignment

as a result.

The simulation results allow us to validate the efficiency of our mechanism design.
Firstly, the contract design ensures truthful type reporting and the incentive com-
patibility of our contract is validated. Secondly, with consideration of the prefer-
ences, the available UAV with the lowest marginal cost of node coverage is matched

to the subregion. This ensures the profit maximization of the model owner.
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4.6 Conclusion and Chapter Discussion

In this chapter, we have considered an FL based sensing and collaborative learning
scheme involving UAVs for applications in the IoV paradigm. Given the incentive
mismatches between the UAVs and the model owners, we have proposed a multi-
dimensional contract-matching incentive design such that the UAV with the lowest

marginal cost of node coverage is assigned to each subregion for task completion.

As we have observed in this chapter, we have utilized the multi-dimensional con-
tract optimization to account for various sources of heterogeneity in the network.
While we have considered a three dimensional contract in this chapter, it is pos-
sible to further extend this to account for other sources of heterogeneity. When
utilized in the UAV network which is characterized by various operational com-
plexities, the multi-dimensional contract has indeed proven to be a powerful tool
for self-revelation in a network with information asymmetry. However, the chapter

has the following drawbacks.

Firstly, even though UAVs have proven to be relatively useful and advantageous
due to their flexibility in deployment and low cost, the reliability of UAVs is still
uncertain. In particular, with weather uncertainties, the UAVs may fail to operate.
However, in this chapter, we have not accounted for this uncertainty. One solution
is to incorporate a backup UAV for the coverage of a region after the initially
chosen UAV fails. The sensing and model training tasks of the UAVs can be
conducted in multiple stages. After the first stage failure, a backup UAV can be
deployed in the second stage and so forth. This step for the backup request can
be added in Section 4.5.3, together with the matching phase. However, the backup
UAV’s addition implies additional cost incurred for the model owner. As such, to
minimize the total network cost while accounting for the backup UAV reservation

and corrective cost, we can utilize a z-stage stochastic optimization approach [181].

Secondly, in this chapter, we have assumed that the UAVs only train the FL model
at their respective charging stations. For time sensitive tasks, the delay incurred for
the UAVs to return to their charging stations may be intolerable. In this chapter,
we have omitted the discussion for brevity. Several works have introduced the
concept of aerial computing, in which the UAVs perform model training onboard.
However, with its limited battery constraint, this may be challenging. As a solution,

the UAVs can also leverage offloading to edge servers to share this computation
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burden. To mitigate straggling edge servers, the work of [182] proposes a coded
distributed computing approach in which a computation task can be partitioned
into subtasks for offloading to the edge. Moreover, to preserve the privacy of FL,
coding techniques such as random linear coding [183] can be utilized such that

colluding edge servers are unable to recover the raw data of the UAVs.

Finally, in this chapter, we have assumed that the model owner is the sole model
owner in the FL network. Following our discussion in Chapters 2 and 3, there can
be exceptions to this setting as follows: (a) the workers may be competing data
owners who are reluctant to share their model parameters since the competitors
also benefit from a trained global model and (b) the FL servers may compete with
other FL servers, i.e., model owners. In this case, the formulation of the incentive
mechanism design will be vastly different from that proposed. In Chapter 5, we
will revisit this notion and devise a deep learning based auction mechanism in
response, to model the competition among multiple model owners for the restricted

participation of model owners.






Chapter 5

Evolutionary Edge Association
and Auction in Hierarchical

Federated Learning

5.1 Introduction

Today, the predominant approach for Al based model training is cloud-centric, i.e.,
the data owners transmit the training data to a public cloud server for processing.
However, this is no longer desirable due to the following reasons. Firstly, privacy
laws, e.g., GDPR [2], are increasingly stringent. In addition, the privacy-sensitive
data owners can opt out of data sharing with third parties. Secondly, the transfer
of massive quantities of data to the distant cloud burdens the communication
networks and incurs unacceptable latency especially for time-sensitive tasks. As
such, this necessitates the proposal of Edge Computing [35] as an alternative, in
which raw data are processed at the edge of the network, closer to where data are

produced.

The confluence of Edge Computing and Al gives rise to Edge Intelligence, which
leverages the storage, communication, and computation capabilities of end devices
and edge servers to enable edge caching, model training, and inference [1] closer to
where data are produced. One of the enabling technologies [184] of Edge Intelli-

gence is the privacy preserving machine learning paradigm termed FL [3]. In FL,

103
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only the updated model parameters, rather than the raw data, need to be trans-
mitted back to the model owner for global aggregation. The main advantages of
FL are: (a) FL enables privacy preserving collaborative machine learning, (b) FL
leverages on the computation capabilities of IoT devices for local model training,
thus reducing the computation workload of the cloud, and (¢) Model parameters
are often smaller in size than raw data, thus alleviating the burden on backbone

communication networks. This has enabled several practical applications.

However, the FL network is envisioned to involve thousands of heterogeneous dis-
tributed devices, e.g., smartphones and Internet of Thing (IoT) devices [121]. In
this case, communication inefficiency remains a key bottleneck in FL. Specifically,
node failures and device dropouts due to communication failures can lead to inef-
ficient FL.. Moreover, workers, i.e., data owners, with severely limited connectivity
are unable to participate in the FL training, thus adversely affecting the model’s
ability to generalize. As such, solutions from edge computing have recently been
incorporated to solve the communication bottleneck in FL. In [184-186], a hierar-
chical FL. (HFL) framework is proposed in which the workers do not communicate
directly with a central controller, i.e., the model owner. Instead, the local parame-
ter values are first uploaded to edge servers, e.g., at base stations, for intermediate
aggregation. Then, communication with the model owner is further established for
global aggregation. Besides reducing the instances of global communications with
the remote servers of the model owner, this relay approach reduces the dropout

rate of devices.

While [185] discusses convergence guarantees and presents empirical results to show
that the HFL approach does not compromise on model performance, the challenges
of resource allocation and incentive mechanism design have not yet been well-
addressed in the HFL framework. In 5G and Beyond networks, the resource sharing
and incentive mechanism design for end-edge-cloud collaboration are of paramount

importance to facilitate efficient Edge Intelligence [184].

In this chapter, we consider a decentralized learning based system model inspired
by the HFL. In our system model, there exist data owners, hereinafter referred
to as workers, that participate in the FL model training facilitated by different
cluster heads, e.g., base stations that support the intermediate aggregation of model
parameters and efficient relaying to the model owners (Fig. 5.1). We consider a

two-level resource allocation and incentive design problem as follows:
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FIGURE 5.1: An illustration of our system model involving two populations of
workers. Within each population, all workers have the same data quantities.
The workers may choose to join either cluster head. The dynamics are modeled
at the first level using the evolutionary game. Cluster head 2 eventually has
higher data coverage across the network given that it offers the workers higher
rewards. Thus, the services of cluster head 2 are valued higher at the auction.

i Lower level (Between workers and cluster heads): Fach worker can freely
choose which cluster to join. To encourage the participation of workers, the
cluster heads offer reward pools to be shared among workers based on their
data contribution in the cluster. For example, a worker that has contributed
more data! during its local training will receive a larger share of the reward
pool. Moreover, the cluster heads offer the workers resource blocks, i.e., band-
width, to facilitate the efficient uplink transmission of the updated model pa-
rameters. However, as more workers join a cluster, the payoffs are inevitably
reduced due to the division of rewards over a larger number of workers and the
increased communication congestion. Thus, the cluster selection strategies of
each worker can affect the payoffs of other workers. Accordingly, the workers
may slowly adapt their strategies in response to other workers. In contrast to

conventional optimization approaches, we use the evolutionary game theory

I'Note that this knowledge is available to the cluster heads given that the workers have to
report their available resources during the client selection procedure [101]. In this chapter, we
omit discussions regarding the client selection phase.
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[187] to derive the equilibrium composition of the clusters. Our game for-
mulation enables bounded rationality and worker dynamics to be captured.
Specifically, the workers gradually adapt their strategies in response to other
non-cooperative workers. To achieve their objectives, they observe each oth-
ers’ strategies and gradually adjust their strategies accordingly. The solution

is therefore, not immediately derived.

ii Upper level (Between cluster heads and model owners): There may be multi-
ple model owners in the network that aim to train a model for their respective
usage collaboratively with the participation of the workers and cluster heads.
However, at any point in time, each worker and cluster head can only par-
ticipate in the training process with a single model owner. To derive the
allocation of cluster head to the model owner, as well as the optimal pric-
ing of the services of the cluster head by the competitive model owners, we
adopt a deep learning based auction mechanism that preserves the proper-
ties of truthfulness of the bidders, while simultaneously achieving revenue

maximization for the cluster heads.

The main contributions of this chapter are as follows:

i We propose a joint resource allocation and incentive design framework for
the HFL. The “Edge for AI” [188] approach supports decentralized Edge

Intelligence, i.e., FL at the edge with reduced reliance on a central controller.

ii We model the cluster selection decisions of the workers as an evolutionary
game. Then, we provide proofs for the uniqueness and stability of the evo-
lutionary equilibrium. In contrast to conventional optimization tools that
assume that the players are perfectly rational, our model enables us to cap-

ture the dynamics and bounded rationality of player decisions.

iii To assign the cluster heads to model owners, we use a deep learning based
auction mechanism. In contrast to conventional auctions, the deep learn-
ing based auction ensures seller revenue maximization while satisfying the

individual rationality and incentive compatibility constraints.

The organization of this chapter is as follows. In Section 5.2, we discuss the sys-

tem model and problem formulation. In Section 5.3, we study and analyze the
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evolutionary game. In Section 5.4, we discuss the deep learning based auction
mechanism. Section 5.5 provides the performance evaluation and Section 5.6 con-

cludes the chapter.

5.2 System Model and Problem Formulation

5.2.1 System Model

We consider a network that consists of a set N' = {1,...,n,..., N} of work-
ers. There exist L distinct model owners, each of which desires to develop an Al
model for its own purposes, e.g., traffic crowdsensing [159] or location based rec-
ommendation [189]. Given the communication constraints of individual workers,
the central controller-reliant conventional FL architecture is prone to high device
dropout rates [186]. Moreover, we have J cluster heads, e.g., base stations, em-
ployed across the network to facilitate the HFL task, the set of which is denoted
by J ={1,...,4,...,J}. Each worker can choose to associate with any one j € J

cluster head.

Without loss of generality, each cluster head j € J can only serve a single model

owner [ € £ at a time and facilitates the HFL process for a cluster j of p; N workers,
where Zj p; = 1.

In HFL, a cluster head j first receives an initial global model, i.e., parameters
denoted by the vector w, from a model owner that has chosen its services. It
then relays the global model to its workers. The FL model training takes place
over K iterations to minimize the global loss F¥ (w) where K is stipulated by the
model owner. Each k' iteration, k € {1,...,k,..., K}, consists of three steps [78]

namely:

i Local Computation: Each worker trains the received global model w®) locally.

ii Wireless Transmission: The worker transmits the model parameter update

to its cluster head j.

iii Intermediate Model Parameter Update: All parameter updates received from

its p; N workers are aggregated by the cluster head to derive an updated
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(k+1)
J

the (k + 1) training iteration.

intermediate model w , which is then transmitted back to the worker for

K) is transmitted to the model owner

After K iterations, the intermediate model w§
for global aggregation with the intermediate parameters collected from other clus-
ters. A new set of updated global parameters is derived by the model owner that

sends it out to its cluster heads for another round of local model training.

In this chapter, we assume that the cluster heads are pre-determined, e.g., through
the cluster head selection algorithms based on energy efficiency [190, 191], trust
[192], and social effects [193]. Instead, we focus our study on a two-level opti-
mization problem as follows: a) in the lower level, we adopt an evolutionary game
approach to study the dynamics of cluster selection by the workers to derive the
dynamics of the composition of each cluster, and b) in the upper level, we adopt a

deep learning based auction to value each cluster head’s worth to a model owner.

5.2.2 Lower-Level Evolutionary Game

In the lower level, the cluster formation is derived given J cluster heads. Each
cluster head has the objective of attracting more workers to join its cluster, since
this ensures that the cluster will have a larger data coverage across the network.
With a larger data coverage, the cluster value is increased, e.g., due to the fact

that the model performance increases with more training data [2].

To encourage the participation of the workers, each cluster head offers a reward
pool to be shared by all workers in the cluster. The reward to be distributed to
each worker is based on the proportion of the worker’s contributions in the cluster,
i.e., its data quantity relative to the total amount of data in the cluster. On one
hand, a cluster that offers a high reward pool is more attractive to workers. On the
other hand, when more workers join that cluster, the reward pool has to be shared
among a larger number of workers. Thus, the worker decisions as to which cluster
they choose to join are interrelated with the decisions of other workers. We adopt

an evolutionary game theory approach to model the dynamics of cluster formation.
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5.2.3 Upper-Level Deep Learning Based Auction

The lower-level evolutionary game gives us the data coverage of each cluster. For
example, a cluster head that has greater data coverage will be deemed more valu-
able to an FL model owner, since the model performance, e.g., inference accuracy,
is improved [126]. However, recall from Section 5.2.1 that there exists more than
one model owner in the network seeking to secure the services of the cluster head
to facilitate the HFL. In consideration of the competition among model owners, we
adopt an auction mechanism in which L model owners bid for the services of each
cluster head j € J. Specifically, we utilize the deep learning based auction mecha-
nism which has the attractive properties of ensuring the truthfulness of the bidders,
as well as revenue maximization for the seller (i.e., cluster head), as discussed in

Section 5.4.

5.3 Lower-Level Evolutionary Game

5.3.1 Evolutionary Game Formulation

In the following, we formulate the cluster selection as an evolutionary game:

i Players: The set of workers N' = {1,...,n,..., N} in the FL network are
the players of the evolutionary game. For clarity, we use the terms “workers”

hereinafter.

ii Population: We partition the workers into M = {1,...,m,..., M} pop-
ulations based on the data quantities? that each worker owns or the data
coverage proportion of the worker using conventional data mining tools, e.g.,
k-means. The data coverage proportion can be a reflection of the work-
ers’ market share in the case when organizations are considered, e.g., based
on the proportion of users a bank has, or usage frequency in the case in
which individuals are considered, e.g., based on how often the worker uses

an IoT device. Each worker of population m owns d,, training data samples,

2For simplicity, we only consider data quantity as the criterion for clustering here. Note that
we may cluster the workers based on other important factors such as geolocation (as a proxy for
data distribution) and reputation metrics (as a proxy for quality of contribution). Our work can
easily be extended to cover such measures.
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whereas the total data quantity in a population is denoted D,,. We denote
the number of workers in each population as n,, = p,,N where p,, € [0,1]
and Z%Zl pm = 1. In other words, we have M populations of workers in the
network, where all workers within a population own the same number of data

samples.

iii Strategy: The strategy of each worker in population m is the selection of a

cluster to join so as to achieve utility maximization. The strategy space of

each worker n in population m is denoted by S {a ce 7(1”; sy Ay J}
in which a( ™ is a binary variable where a( ™1 represents that the worker n

(m)

in populatlon m chooses the cluster j, Whereas a, ; = 0 indicates otherwise.

iv. Population Share: We denote the fraction of population m that selects strat-
egy j, i.e., cluster j, by a:§ where 2 ™ — 1. The population state

Jj=1 J
[194] is denoted by the vector x(™) = [z 5’”), ) §m), e ,xSm)]T e X

v Payoff: The expected payoff of each worker is determined by its net utility,
which is the difference between the reward that it derives from joining a
cluster, and the cost of participating in the FL. model training. We further
discuss payoffs in Section 5.3.2.

As an illustration, the system model and game formulation are illustrated in Fig.
5.1, for the case of two populations. Each worker in population 1 has fewer data
samples than each worker in population 2. Each worker in the population can
also choose to join either cluster head. Eventually, each cluster head is associated
with a certain level of data coverage, and has its worth evaluated using the auction

mechanism discussed in Section 5.4.

Note that in this chapter, we consider that each worker can only join a single
cluster, as the worker device is unable to support two instances of model training
in parallel. However, our model can be extended to the situation in which each
worker can join more than one cluster at a time. In this case, the worker can be
modeled to decide, in an evolutionary process, on how its limited resources can be

(m)

divided among the model owners. Then, z;" € [0,1] is denoted to represent the

share of resources a worker from population m contributes to cluster head j, where
J (m)
Zg 1 j =1L
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5.3.2 Worker Utility and Replicator Dynamics

The rewards derived by workers of population m, from joining a cluster j for K

iterations of FL. model training, are given by:

xgm) D,,
ZM x(-m)Dm

m=1"g

" =a

+R;, (5.1)

where «; is the reward pool to be divided across all workers in cluster j based on
(m)
W is the share of rewards based on the worker’s
m=1 IE]- m

data contribution®, and R; is a fixed reward offered to workers in cluster j based

their data contributions,

on the compensation for the workers’ participation costs.

The cost of workers of population m incurred from joining a cluster j is given by
the addition of the computation and communication cost* over the K iterations of

the model training. The computation cost is as follows:
e = KO [, (5.2)

where 7 is the unit cost of energy consumption, x is the coefficient of the value
that is determined by the circuit architecture of the worker Central Processing Unit
(CPU) [131], 6, is the number of CPU cycles required to perform local computa-
tion, i.e., model training, and f2 refers to the computation capability of the worker
which is determined by the clock frequency of the worker CPU. Without loss of
generality, we have the computation cost held constant throughout for all workers,
ie., ¢ = ¢ ¥Ym € M. To account for the varying computation and communi-
cation capabilities, we can straightforwardly extend our work to include multiple
heterogeneous populations with varying computation capabilities. For example, if

there are A varying computation costs, we can have AM populations accordingly.

The main benefit of HFL is that devices with communication constraints are able

to participate in FL. To facilitate the communication of parameters, the cluster

3In this chapter, we make a simplifying assumption that the workers are not malicious. In
practice, the parameter contributions of the workers can be randomly verified, e.g. detecting
model parameters with outlying magnitudes, and malicious workers with anomalous contributions
can be penalized from participating in the future FL training.

4For ease of presentation, we have used a simple computation and communication cost model
in this Chapter. However, a more specific modeling of the cost can be referenced from Chapter
4. The use of the model does not affect the findings of this chapter.
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head, e.g., a base station, distributes communication resource blocks to all par-
ticipants within the cluster. On the one hand, clusters with more communication
resources are attractive to participants since the participants can benefit from a
higher achievable uplink transmission rate. On the other hand, with more partic-
ipants attracted to join the cluster, the increased competition for resource blocks
leads to more congestion. As such, following [195], we model the disutilities arising

from network congestion effects as

com(t) = ¢ (Z x§m><t>> , (5.3)

meM

where (; is the congestion coefficient determined by the resource constraints of
the cluster head [195], whereas (Zme M x§m)>2 represents the usage profile across
populations in the network for a particular cluster. Specifically, a cluster head
with more resources will have a lower congestion coefficient. Moreover, workers in

a less-populated cluster experience less congestion.

The total cost of participation incurred by worker n,, (of population m) in cluster

7 is obtained as

™M () = ™ 4 com(t). (5.4)

At time £, the net utility that the workers in class m receive for their participation

in cluster j is:

J J

W™ () = U ( (™) (1) — c<.m>(t)) , (5.5)

where we assume U( -) to be a linear utility function indicating the risk neutrality

of workers without loss of generality [196, 197].

Accordingly, at time ¢, the average utility of workers in population m across all J

clusters is

am) =" 2. (5.6)
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In practice, information regarding the utility derived from joining different clusters
can be exchanged and compared among workers within the network [198]. Workers
may thus switch from one cluster to another to seek higher utilities. To capture
the dynamics of the cluster selection and model the strategy adaptation process,

we define the replicator dynamics [199] as follows:

HPE) = 7 0) = 770 (70— 0)
Vm € M,Vj € J,Vt,

(5.7)

where o refers to the positive learning rate of the population that controls the
speed at which workers adapt their strategies. For example, in a network with
communication bottlenecks [32] or negative network effects [26], the learning rate
tends to be slower as the worker requires more time to collect the information

required to change its decision.

The replicator dynamics is a series of ordinary differential equations (ODEs) with
the initial condition x(™(0) € X [200]. Specifically, based on the replicator dy-
namics, workers in population m can adapt their strategy, i.e., switch from one
cluster to another if their utilities are lower than the expected utility. The evolu-
tionary equilibrium is a fixed point in (5.7) that is reached in a particular t when
.i‘§-m) (t) = 0,Ym € M,¥j € J. In other words, at the evolutionary equilibrium,
workers from all clusters derive an identical payoff such that there is no longer a

need to deviate from their prevailing clusters.

In a dynamic system, it is of paramount importance that the equilibrium is sta-
ble and unique. In terms of stability, an evolutionary equilibrium remains to be
x'§-m)(t) = 0 for all time periods after the equilibrium is first reached. In terms of
uniqueness, the same evolutionary equilibrium is reached regardless of the initial
conditions. In Section 5.3.3, we prove the existence, uniqueness, and stability of

the solution to (5.7).

5.3.3 Existence, Uniqueness, and Stability of the Evolu-

tionary Equilibrium

In this section, we first prove the boundedness of (5.7) in Lemma 5.1.
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Lemma 5.1. The first order derivatives of f;m) (x(™) (1)) with respect to ™ (t) is
bounded for all v € J.

Proof. For ease of presentation, we omit the notations of ¢ and (m) in this proof.

The first order derivative of f;(x) with respect to z,, where v € 7, is given by

%C(UX):&E% (u; — 1) + (jzﬂ _SZN' (5.8)
For ease of notation, denote A(x;) = Z%zl x;D,,. Next, we derive jTui as follows:

%:@-(%Dm— IjD’Q")—%-(Zx-) (5.9)

dz, T\A®x) A%x)) ! fvrd o '
It follows that %ﬁ and thus ;T“_U are clearly bounded Vv € J. Therefore, this
represents that %(:) is bounded. This proof also applies to all M populations
and T time periods. O

Theorem 5.1. For any initial condition x™ (0) € X, there exists a unique evolu-

tionary equilibrium to the dynamics defined in (5.7).

Proof. From Lemma 1, we have proven that the replicator dynamics f;m) (xm)(t))
is bounded and continuously differentiable Vx(™(t) € X,Vm € M,Vj € J, Vt.
Therefore, the maximum absolute value of its partial derivative given in (8) is a

Lipschitz constant. According to the Mean Value Theorem, there exists a constant

(1) (M) () — $0m) () N
¢ between 2\™ (t) and 2™ (¢) such that LG m( ) f]m ") = 95 Therefore,
! 2 (21" (1)=25™ (1)) doy
we can define the relation
A @M @) = £ @ )| < Tlel™ @) - 28] 510

V(:pgm),xgm)) e X,Ym € M, Vt.

where I' = max{‘%(:)

that the replicator dynamics, i.e., an initial value problem with x™(0) € X, in (7)

}. Following the Lipschitz condition [201], this implies

has a unique solution xg-m)* e X. O
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Next, we prove the stability of the evolutionary equilibrium in the following theo-

ren.

Theorem 5.2. For any initial condition x™ (0) € X, the evolutionary equilibrium
to the dynamics defined in (5.7) is stable.

Proof. We define the Lyapunov function

G(x" (1)) = (ingm)(t)) : (5.11)

which is positive definite since:

=0 ifx(t)=0

(5.12)
> (0 otherwise.

G(x"™(t)) {

Taking the first-order derivative with of G(x(™)(t)) with respect to t,

dGx"(1) (< . Y& m
— = <Z ng. )(t)> (Z ng. )(t)>. (5.13)

Note that at any point of time Y2 Z;.le xg.m)(t) = M. Thus, the replicator
dynamics have to equate to zero for this to hold, i.e., the net movements and
strategy adaptations across clusters are zeroed in order for the population to remain

constant. Specifically,

SN i) =0, vt. (5.14)

dG(x(™ (1))

Therefore, (5.14) ensures that n

= 0, which satisfies the Lyapunov condi-
tions required for stability, as defined in the Lyapunov’s second method for stability

202]. O]
As such, we have proven the uniqueness and stability of the evolutionary equilib-
rium.

Next, we discuss the procedures to derive the equilibrium cluster data coverage

based on the replicator dynamics in (5.7). In contrast to the population evolution



116 5.4. Deep Learning Based Auction for Valuation of Cluster Head

algorithm [198] which involves the intervention of a centralized controller, e.g., in
disseminating information of potential payoffs that can be derived from joining a
particular cluster, we consider the implementation of a decentralized cluster selec-

tion algorithm in Algorithm 5.1.

At the initialization phase, workers in each population m are randomly assigned to
j clusters, where m € M, j € J. At each time period t, the workers compute their
utilities and the average utility of workers in the population. Note that in practice,
the workers may not have the complete information of all workers belonging to
the same population in a large network. As such, its knowledge of the average
utility in the population is based on the worker’s “best guess”, i.e., the expected
average utility. This procedure is simply a comparison between (a) the worker’s
own utility from joining a particular cluster j, i.e., ugm) (t) and (b) the expected
average utilities of other workers from the same population which has chosen to
join other clusters, i.e., E(@™(t)). Thereafter, the evolution of the population

state can be derived following the replicator dynamics.

The output of Algorithm 5.1 is the population state that is observed after t,,q.
iterations. Then, we are eventually able to derive the data coverages of the cluster
head, i.e., the proportion of data across the network that each cluster head can
cover, as follows:

M
D; =" 2 (tmaz) Din- (5.15)

m=1

5.4 Deep Learning Based Auction for Valuation
of Cluster Head

5.4.1 Awuction Formulation

Based on the cluster formations from the evolutionary game, we are able to derive

the data coverage D; of the cluster head j € J.

As each cluster head can only offer its services to a single model owner, i.e., the
workers’ participation in the FL model training, the model owners need to compete

for the services of the cluster heads. Each model owner | € £ has a different
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Algorithm 5.1 Cluster Selection for HFL

1: Input: Worker and cluster characteristics

2: Initialization: Workers in population m each assigned to a random cluster
3: while t < t,,,, do

4: for m € M do

5: Payoff Computation

6: forjejd(o) - o)

7: Derive u; " (t) = p; " (t) —¢; " (t)

8: end for

9: Compute E(a@™(t)) = B(37_, o™ ui™ (1))

10: Cluster Selection

11: for j € J do

12: Derive #™ (t) = (™ () (u§m> (t) — @™ (t)) and {™ (1)
13: end for

14: end for

15: end while

16: for j € J do

17: Compute D; = M xg-m) (tmaz) Dim
18: end for

preference for the accuracy of their models, e.g., applications for accident warning
and prediction [161] require higher accuracy than the route planning and navigation
systems. Following the work in [203], the FL. model accuracy A; of model owner [,

can be expressed as a power law function that is denoted as follows:
Ap) = o —opi”, (5.16)

where o, v, and r are calibrable parameters depending on the model to be trained.
w is the data coverage required by model owner [ to achieve its required model
accuracy, o is the upper bound of the accuracy that can be derived from historical

data, whereas v and r are the fixed parameters of the function.

In general, when the requirement for data coverage of the model owner y; is larger,
the model owner has more incentive to pay a higher price for the services of the
cluster heads which have more data coverage. In contrast, a model owner that
already has some pre-existing training data d; will have less incentive to bid for
the services of a cluster head. Therefore, the valuation b; of model owner [ for the

services offered by the cluster heads can be expressed as b, = p; — d;.

In order to maximize the revenue of the cluster heads and to ensure that the services

from the cluster heads are allocated to the model owners that value them most,
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we model the allocation problem as multiple rounds of single-item auctions. In
this auction, the cluster heads are the sellers, i.e., auctioneers, while the model
owners are the buyers, i.e., bidders. The cluster head with the highest amount of
data coverage is the first to auction its services to the model owners. All model
owners submit their bids to compete for the service. Then, the cluster head collects
the bid profile (by,...,b;,...,br) to decide on the winning model owner [* and the
corresponding payment price 6;<. After each round of auction, the winning model
owner has higher data coverage, i.e., higher d;. Thus, its valuation in the next
round of auction naturally has to be updated and decreases. The auction ends
when all cluster heads have been allocated to the model owners. Note that the
model owners may participate in more than one round of auction to fulfill their
data coverage requirement, e.g., if the data coverage that a single cluster has is

insufficient to fulfill its needs.

Accordingly, the utility of the model owner in each round of the auction is as follows

by — 0~ if the model owner wins the bid,
u; = (517)
0 otherwise.

An optimal auction [204] has two characteristics:

i Individual Rationality (IR): By participating in the auction, the model own-

ers receive non-negative payoft, i.e., u; > 0.

ii Incentive Compatibility (IC): There is no incentive for the model owners to
submit bids other than their true valuations, i.e., the bidders always bid
truthfully.

In each round of the auction, in order to determine the payment price 6~ of the
winning model owner, traditional auction schemes such as the first-price auction
and second-price auction (SPA) may be adopted. However, each of these traditional

auction schemes has its own drawbacks.

The traditional first-price auction, in which the highest bidder pays the exact bid
it submits, maximizes the revenue of the seller but does not ensure that the bidders
submit their true valuations. On the other hand, the SPA, in which the highest
bidder pays the price offered by the second highest bidder, ensures that the bidders
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F1GURE 5.2: Neural Network Architecture for the Optimal Auction.

submit their true valuations, i.e., ensures IC, but does not maximize the revenue
of the seller. Therefore, in order to ensure that both conditions of truthfulness and
revenue maximization of the seller are satisfied, we design an optimal auction using

the Deep Learning approach with reference to the study in [205].

5.4.2 Deep Learning Based Auction for Valuation of Clus-
ter Heads

In this section, we illustrate the neural network architecture for the design of an
optimal auction. Following the procedure in [205], we describe the neural network
architecture (Fig. 5.2) which renders the design of an optimal auction. Then, we
elaborate on the proposed implementation of multiple round single-item auctions

for the valuation of the services of cluster heads.

By adopting the SPA scheme to determine the payment price of the winning model
owner, the revenue of the cluster head is not maximized, especially when the bid
of the second highest bidder is low. Thus, in order to maximize the revenue of
the cluster heads, the monotonically increasing functions are applied to the bids
of the model owners to transform the bids into transformed bids, which are used
to determine the allocation and the corresponding payment of the model owners

in the network. The input bids and the transformed bids of model owner [ are
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denoted as b; and b; respectively. The transform function for the bids submitted by
model owner [ is denoted as ¢;. In order to determine the allocation and conditional
payment of the model owners, the SPA with zero reserve price (SPA-0) is applied
to transform the bids. The reserve price is the minimum price that the cluster head
requires to offer its service. The SPA-0 allocation rule and the SPA-0 payment rule
of the model owner [ are represented by ¢?(b) and 6?(b), respectively, where b is
the vector of the transformed bids. The SPA-0 allocation rule g{(b) determines the
winning model owner which has the highest bid if the bid is greater than zero. The
SPA-0 payment rule 9?(5) determines the conditional payment price #; of model

owner [ by applying the inverse transform function which is represented by gbl_l.

Theorem 5.3. For any set of strictly monotonically increasing function {¢y, ..., é1},
an auction which is defined by the allocation rule g, = g\ o ¢ and the payment rule
0 = ¢; ' 00 o ¢y satisfies the properties of IC and IR, where ¢° and 6° represent
the SPA-0 allocation rule and the SPA-0 payment rule, respectively [205].

Based on the theorem, for any choices of strictly monotonically increasing transform
functions, the proposed auction with the allocation rule g; and conditional payment
rule 6; satisfy the characteristics of the optimal auction, i.e., IR and IC. Therefore,
the monotone transform functions are used in the neural network to ensure the
IR and IC properties of the auction. In addition to this, the cluster heads want
to maximize their revenues. Based on the allocation and the conditional payment
rules, the revenue of the cluster head is determined. In particular, the revenue of
the cluster head is equivalent to the payment price of the winning model owner.
Thus, the objective of the cluster heads is to maximize their individual revenues
while fulfilling the properties of IR and IC of the optimal auction. In order to do so,
the neural network architecture learns the appropriate transform functions for the
optimal auction to minimize the loss function which is defined as the expectation
of the negated revenue of the cluster head. The minimization of the loss function
is equivalent to the maximization of the revenue of the cluster head. With this,
the optimal auction design based on the neural network architecture maximizes the
revenues of the cluster heads while satisfying the necessary and sufficient conditions

for IC and IR.

The algorithm for the implementation of the optimal auction based on the neural

network architecture is illustrated in Algorithm 5.2.
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Algorithm 5.2 Algorithm for Deep-Learning Based Optimal Auction.

Require: Set of cluster heads J = {1,...,7,...,J}, bids of model owners 0" =
By, ...,0, ... b))
Ensure: Revenue of the cluster heads
1: while 7 # () do
2: Identify the cluster head the highest data coverage, D;

3: Initialization: w = [w!,] € RX9S 8= L] € RIx@S

4: Deep-Learning Based Optimal Auction:

5: while Loss function R(W, () is not minimized do

6: Compute the transformed bids b = 6;(b}) = mingeo max,es(w by + fL,)
7 Compute the allocation probabilities 9:1(b) =

softmax;(by, ..., by, ..., brv1;7y) ~ )

8: Compute the SPA-0 payments 67 (b) = ReLU (maxs; bs)

9: Compute the conditional payments 6, = ¢; (67 (b))
10: Compute the loss function R(w,3)
11: Update the network parameters w and 3 using the SGD solver
12: end while
13: Update the data coverage of the winning model owner d'** = d¢'¢ 4+ D;
14: Update the valuation of the winning model owner b; = y; — d;
15: Remove the cluster head from set J

16: end while
return The revenue gain by the cluster heads

In the following, we discuss the three important functions in the neural network

architecture
i the monotone transform function ¢y,

ii the allocation rule g,

iii the conditional payment rule 6.

5.4.3 Monotone Transform Functions

In the auction, the valuation, i.e., bid b; of each model owner [ is the input to the
transform function ¢;. The transform function maps the input to its transformed
bid, b; = ¢;(b;). Each transform function ¢; is modelled as a two-layer feed forward
network that consists of the min and max operators over several linear functions, as
shown in Fig. 5.3. There are Q groups of S linear functions hys(b;) = wh b + B,
Q={L...,q,.-...Q}, § = {1,...,s,...,5}, wl, € R" and B, € R are the
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hy = Wlllbl + 3{1

hy, = wish, + Bi,

hys = wish, + Bis

ho1 = Wélbl + 561

hg, = Wclgzbl + ﬁclgz

hgs = Wésbl + ﬁés

FIGURE 5.3: Monotone Transform Functions.

positive weight and bias respectively. With these linear functions, the transform

function ¢; of each model owner [ is defined as follows:

¢y(by) = min max(wh,b + BL,).- (5.18)

qgeQ sES

Based on the parameters for the forward transform function ¢;, the inverse function

gbl_l can be derived as follows:

o (y) = max min(wy,) (v = Bye)- (5.19)

5.4.4 Allocation Rule

The allocation rule in the neural network architecture is based on the SPA-0 allo-
cation rule. In particular, the data coverage D; of the cluster head j is allocated
to the model owner with the highest transformed bid if the transformed bid is
more than zero. Otherwise, the cluster head does not sell its service to any model
owner. In order to model the competition among the model owners, we use a
softmax function on the vector of transformed bids b = (by,...,b;,...,b;) and the
additional dummy input b;,; = 0 in the allocation network. The output of the

softmaz function is a vector of allocation probabilities, which is represented by
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g=1(q1,---,41,---,95). The softmaz function used in the neural network architec-

ture is defined as follows:

gl(B) - Softmaxl(l_)b s 76l7 s 76L+1; 7)
=——,7>0,Vlie L.
gen !
The parameter v in the softmax function measures the quality of the approximation
where the higher the v, the more accurate the approximation of the function.

However, a better quality of approximation results in a less smooth allocation

function.

5.4.5 Conditional Payment Rule

The conditional payment rule determines the price ¢; that needs to be paid by the
winning model owner [. The conditional payment rule is carried out in two steps.
Firstly, the SPA-0 payment 6 for each model owner [ is calculated. Specifically,
the SPA-0 payment ¢ is the maximum of the transformed bids of other model
owners and zero which is determined by using the ReLU activation unit function
as follows:

07 (b) = ReLU(rgg;(BS), VieL. (5.21)

The ReLU (x) = max(z, 0) activation function guarantees that the SPA-0 payment
of each model owner is non-negative. Secondly, based on the SPA-0 payment 6?,

the conditional payment #; of model owner [ is calculated as follows:
0 = 6, (600(B)). (5.22)

where the inverse transform function from (5.19) is applied to the SPA-0 payment

of the model owner .

5.4.6 Neural Network Training

The aim of the neural network is to optimize the weights and biases of the linear

functions in the neural network such that the loss function is minimized. In the
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neural network, the loss function is defined as the expectation of the negated rev-
enue of the cluster head. The loss function of the neural network is formulated
based on the inputs, i.e., the training dataset and the outputs, i.e., the alloca-
tion probabilities and the conditional payments of the model owners. The training
dataset of the neural network consists of the bidders’ valuation profiles of which
the bidders’ valuation profile 7 is denoted as b® = (b},...,b%), Z={1,...,4,...,1}
where [ is the size of the training dataset. b} is the valuation of model owner [ for
the data coverage of cluster head is drawn from a valuation distribution function
f5(b). Since the valuation b} of the model owner | depends on the data coverage
requirement g; and the current amount of data coverage d; of the model owner,
ie., bl = pt — di, the distribution function fz(b) can be determined based on the
distribution of the data coverage requirement, which is represented by fu(u). In
this chapter, we assume that the data coverage requirement of the model owners

follows a uniform distribution, i.e., g ~ U[ftmin, femaz)-

The parameters of the monotone transform functions, i.e., weights wés and biases

l
qs

the allocation probability and conditional payment of model owner [, which are

are the entries of matrices w and 3. The matrices are needed to determine

represented by gl(w’ﬁ ) and GZ(W’B ) respectively.

The objective of the training is to find the optimal weight w* and bias 3* matrices
that minimize the loss function of the neural network, i.e., the expectation of the
negated revenue of the cluster head j. Specifically, the approximation of the loss

function, R is defined as follows:

I
R(w.8) = — 3 o™ (b6 (). (5.23)
=1

For the optimization of the loss function R(w,@3) over the parameters (w,3), a

stochastic gradient descent (SGD) solver is used.

5.5 Performance Evaluation

In this section, we present the performance evaluation of the evolutionary game

based cluster formation and deep learning based auction for the valuation of cluster
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TABLE 5.1: Simulation Parameters.

Parameter Values

Total number of workers in the | 90

network N

Number of data samples of | [2400, 4800]

population m D,

Reward pool offered in cluster | [100, 300]

&

Fixed rewards offered in clus- | 80

ter RR;

Congestion coeflicient (; 10, 20]

Computation cost ¢ 0.1

Rate of strategy adaptation o | 0.001

Total Number of Model Own- | 10

ers, L

Size of Training Dataset, 1000

Number of Groups for Linear | 5

Function @

Linear Functions in FEach | 10

Group S

Learning Rate 0.001

Quality of Approximation 1000,
2000

Range of the model owners’ | ~

data coverage requirement, y; | U[0.5,0.9],
U10,0.4]

data coverage. Unless otherwise stated, the simulation parameters are as shown
in Table 5.1 [203, 206]. Note that we use the terms “cluster” and “cluster heads”
interchangeably.

5.5.1 Lower-level Evolutionary Game

For the first part of our simulations, we analyze the lower-level evolutionary game.
We consider a network which consists of 90 workers. The workers have different
data quantities that follow a uniform distribution. Using the k-means algorithm,
we derive 3 populations® of 30 workers each based on the data quantities that they

possess. In the first population m = 1, each worker has 80 data samples. In the

For ease of exposition, we use only three populations for comparison. Our model can easily
be extended to multiple populations.
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ter 1.

second population m = 2, each worker has 100 data samples. In the third popu-
lation m = 3, each worker has 160 samples. Without loss of generality, the data
samples that each worker owns are assumed to be characterized by the populations
that they belong to. Thus, the populations are arranged in ascending order based

on the data samples each worker has.

Besides, there exist 3 cluster heads in the network with each offering different
reward pools «;, as well as congestion coefficients ¢;. Recall from Section 5.3.2
that a higher value of «; indicates that a cluster offers a larger reward pool for
the workers to share, whereas a higher value of (; represents that a cluster head
has more limited communication resources. The clusters are arranged in ascending
order based on the reward pool they offer, i.e., cluster 3 offers the highest reward

pool to its workers.

Accordingly, in each time period, workers in the populations choose one of the clus-
ters to join. Then, following Algorithm 5.1, the strategy adaptation is performed
and evolved such that the workers evaluate their payoffs and churn to another
cluster with higher payoffs with some probabilities. Eventually, the evolutionary

equilibrium is achieved.

5.5.1.1 Stability and Uniqueness of the Evolutionary Equilibrium

To demonstrate the uniqueness of the evolutionary equilibrium, i.e., the solution to

the replicator dynamics defined in (5.7) from Section 5.3.2, we first derive the phase
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plane of the replicator dynamics in Fig. 5.4. For ease of exposition, population
3 is excluded initially. As such, only the first and second populations of workers
are considered to choose among the three clusters to join. Figure 5.4 shows the
population states of populations 1 and 2, i.e., the proportion of workers in each
population that join cluster 1. We consider varying initial conditions in Fig. 5.4
and plot the corresponding dynamics. For example, for the first condition, we have
10% of the workers from both populations choose cluster 1. Clearly, despite vary-
ing initial conditions, the evolutionary equilibrium always converges to a unique

solution.

To evaluate the stability of this evolutionary equilibrium, we consider that 30% and
70% of workers in populations 1 and 2 respectively are initially allocated to cluster
1. Then, we plot the evolution of population states in Fig. 5.5. We observe that the
proportion of workers from population 2 joining cluster 1 declines as more workers
from population 1 join the cluster. This is due to the division of rewards and
congestion effects as more workers join the cluster. Eventually, the evolutionary

equilibrium is reached and the population states no longer change.

Next, we consider the situation in which there are three populations and three
clusters. We set the initial conditions such that a third of the workers from each
population is assigned to each cluster initially. Then, we plot the evolution of
utilities in Fig. 5.6. Specifically, within each population, we plot the utilities
derived by workers which have chosen each of the three clusters. We observe
that for each population, the utilities derived from choosing the varying clusters

eventually converge with time. This implies that an evolutionary equilibrium is
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reached whereby at the equilibrium, the workers no longer have the incentive to
adapt their cluster selection strategies. Moreover, at the equilibrium, workers which
belong to population 3 derive the greatest utilities, given that they are compensated

for having larger data shares in the clusters.

In Figs. 5.7-5.9, we plot the evolution of population states of each population
respectively. We observe that cluster 3, which offers the highest reward pool for
distribution across workers, has the largest proportion of workers from population
3. The reason is that the workers from population 3 have the largest number of
data samples. Hence, they can have the largest shares of the large reward pool if
they join cluster 3. In contrast, the lowest proportion of workers from population
1 joins cluster 3 because they have the lowest reward shares. However, there is an
upper limit to how many workers can join cluster 3. Even though cluster 3 offers
the highest reward pool, the distribution of rewards and congestion effects set in
eventually when more workers have joined the cluster. Thus, workers of population

3 may also join clusters 1 and 2 as well when this occurs.

5.5.1.2 Evolutionary Equilibrium Under Varying Parameters and Con-

ditions

In this section, we vary the simulation parameters to study the evolutionary equi-
librium under varying conditions. In Fig. 5.10, we vary the learning rate of the
population, which controls the speed of strategy adaptation. Naturally, when the

learning rate is low, the evolutionary equilibrium can only be reached after a longer
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time period. However, we can observe that the stability of the evolutionary equi-
librium is not compromised. The speed of convergence depends on how fast the
workers can observe and adapt their strategies, e.g., they have more accurate in-

formation about the system.

In Fig. 5.11, we vary the reward pool offered by cluster 1 between [50, 350] while
keeping the reward pool for clusters 2 and 3 constant at 200 and 300 respectively.
Then, we plot the changes in data coverage of each cluster, i.e., how much data
coverage a cluster has as a result of worker contribution. Naturally, the data
coverage of cluster 1 increases with an increment of the reward pool. The reason
is that the cluster is more attractive to workers as shareable rewards increase. We
further note that at the points a; = 200 and a; = 300, the data coverage for
cluster 1 is identical to those of clusters 2 and 3 respectively. The reason is that at
these points, cluster 1 is identical to the corresponding clusters and thus, workers

are indifferent between choosing the cluster to join.

In Fig. 5.12, we vary the congestion coefficient of cluster 1 between [2, 18] while
keeping the other clusters’ constant. Then, we plot the changes in data coverage
of each cluster. We observe that as the congestion coefficient increases, the cluster
has lower data coverage. Instead, the workers that used to join cluster 1 adapt
their strategies and churn to clusters 2 and 3. This is given that with a large
congestion coefficient, the cluster head has more limited communication resources
and can no longer support as many workers without them having to incur higher

communication costs, e.g., due to device interference.



130 5.5. Performance Evaluation

0.45 0.60
- j=1 - m=1
- j=2 0.55 —¥— m=2
1 W € —— m=3
N 30050
() [
? 0.35 é 0.45
[
§ .g 0.40
g 0.30 -I_g 035
a 2 030
0.25 o
0.25 1
0.20 T T T T T T T 0.20 T T T T T T T
2.5 5.0 7.5 10.0 12.5 15.0 17.5 1000 2000 3000 4000 5000 6000 7000
Congestion coefficient of cluster 1 {; Population data D;
FIGURE 5.12: Data coverage vs. FIGURE 5.13: Population states in
varying congestion coefficient in cluster 3 vs. varying population
cluster 1. data for population 1.

In Fig. 5.13, we vary the data quantities of workers in population 1 while keeping
the other populations constant. Then, we plot the population states of all popu-
lations with respect to participation in cluster 3. Specifically, the figure shows the
proportion of workers from each population which has joined cluster 3 as the data
quantities of population 1 vary. Clearly, as the data owned by workers in popula-
tion 1 increases, more workers from population 1 are able to join cluster 3, which is
the cluster with the largest reward pool as mentioned in Section 5.5.1.1. The reason
is that with more data, the workers in the population can gain a larger proportion

of the pooled rewards, relative to that of workers from other populations.

5.5.2 Upper-Level Deep Learning Based Auction

In this section, we perform simulations to evaluate the performance of the Deep-
Learning based auction. For comparison, the classic SPA is chosen as the baseline
scheme. The TensorFlow Deep Learning library is used to implement the optimal
auction design. We consider a network with the formations of 3 clusters and 10
model owners. We first evaluate the performance of the Deep-Learning based
auction against the traditional SPA. Then, we proceed to study the impacts of
(a) data coverage of the cluster heads, (b) model owners with varying distribution
for data coverage requirement, and (c) different quality of approximation, on the

revenues of the cluster heads.
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5.5.2.1 Evaluation of the Deep Learning Based Auction

From Figs. 5.14 to 5.16, we observe that the revenue of the cluster heads deter-
mined by the deep-learning based auction is consistently higher than that of the
conventional SPA scheme. The reason is that the SPA scheme guarantees IC, but
does not guarantee that the revenue of the seller is maximized. While preserving
the properties of IC and IR of the traditional auction, the deep-learning based auc-
tion maximizes the revenue earned by the cluster heads by providing their services

to the model owners that value their services the most.

We examine the impacts on the cluster heads’ revenues when they are presented
with model owners with data coverage requirements of different distribution ranges.

Specifically, model owners can take on two distribution ranges, i.e., y; ~ U[0,0.4]
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and gy ~ U[0.5,0.9]. In Fig. 5.14, cluster head 1 which has a total data coverage of
0.26 earns a revenue of 2724 when model owners have data coverage requirements
that range between 0 and 0.4. On the other hand, when model owners have a
higher range of data coverage requirements, i.e., between 0.5 and 0.9, cluster head
1 earns a higher revenue of 7182. Since the model owners with higher data coverage
requirements value the cluster head more, they have more incentive to pay a higher
price which results in the higher revenue earned by the cluster head. Similar trends
are observed for cluster head 2 and cluster head 3 in Fig. 5.15 and Fig. 5.16

respectively.

The revenues of the cluster heads are affected by the amount of data coverage. In
Fig. 5.17, we observe that when the data coverage of the cluster head is higher,
the revenue earned is also higher. In particular, when the model owners have high
requirement for data coverage, i.e., y; ~ U[0.5,0.9], cluster head 3 with the highest

data coverage of 0.4 earns a revenue of 8944 whereas cluster head 1 with the lowest



Chapter 5. Evolutionary Edge Association and Auction in Hierarchical Federated
Learning 133

data coverage of 0.26 earns a revenue of 7182. This is due to the fact that the
cluster head with the highest data coverage is allowed to conduct auction for its
services first. Hence, it will be able to offer its service to the model owner with the
highest data coverage requirement in which the model owner is willing to pay the
highest price as compared to other model owners in the network. Intuitively, this

serves to compensate the cluster head for the higher rewards expense it incurs.

To further evaluate the performance of the deep-learning based auction, we consider
the cluster heads’ revenues under the different quality of approximation, v. The
quality of approximation is used in the softmax function in the determination of
the winning model owner. We consider two values for the quality of approximation,
i.e., 1000 and 2000. We observe in Fig. 5.18 to 5.20, the revenue of the cluster head
increases slightly when the quality of approximation is higher. Specifically, given
the model owners with a high requirement for data coverage, i.e., u; ~ U[0.5,0.9],
the revenues of cluster head 3 are 8944 and 8969 when the values of v are 1000 and
2000, respectively. This follows that with a greater value of approximation quality,
the neural network is able to solve the optimization problem which maximizes the

revenue of the cluster heads.

5.6 Conclusion and Chapter Discussion

In this chapter, we proposed a resource allocation and incentive mechanism design
framework for HFL. We considered a two-level problem and leveraged the evo-
lutionary game theory to derive the equilibrium solution for the cluster selection
phase. Then, we introduced a deep learning based auction mechanism to value the
cluster head’s services. The performance evaluation shows the uniqueness and sta-
bility of the evolutionary equilibrium, as well as the revenue maximizing property

of the auction mechanism.

Following our discussions in Chapters 3 and 4, this chapter differs in that there is
no monopoly for the FL. model owner. In other words, there is competition among
the FL model owners. To model the competition, we have utilized an auction
mechanism in this chapter. Moreover, while Chapters 3 and 4 assume the static
network composition, we have considered the case of dynamic network formation

in a self-organized HFL network in this chapter. As such, this challenge is solved
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using the evolutionary game theory aptly. On top of that, the convergence of
the algorithm is proven and shown numerically. In the following, we discuss the

drawbacks of the chapter and the potential future works.

Firstly, in this chapter, we have assumed that the workers are only able to join
a single model owner. The practical reason is that at each instance, the worker
is only able to support one instance of model training. Moreover, given that the
model owners may be competing, and that the model itself has value, it is unlikely
that the workers will be allowed to join multiple instances of training. However,
some workers may deviate from this assumption and join other instances of model
training at separate time slots. To circumvent this shortfall, one method is to
maintain the workers’ reputations and memberships on a reputation blockchain
[54]. In this case, workers that cheat by joining more than one instance of training

will be penalized and prevented from joining other model owners.

Secondly, we have assumed that the cluster head’s reward pools are static in this
chapter. This assumption is not unrealistic, given that in reality, a cluster head
may have fixed budget constraints. To further account for the cases in which
the cluster heads may have varying budget constraints, we can explore the use of
a Stackelberg differential game. As an illustration, in the lower-level game, the
cluster head association strategies of the workers can still be modelled using an
evolutionary game. However, in the upper-level game, a Stackelberg differential
game [207] can be adopted in which the cluster heads decide an optimal reward

scheme given the dynamic association strategies of the workers in the lower-level.

Thirdly, the model owners only purchase the intermediate model from the cluster
heads in this chapter. In reality, the cluster heads’ communication and computation
resources have also been purchased. To cover this resource expense, a single item
auction cannot be used. Instead, we can consider a combinatorial auction with
varying valuation profiles. The combinatorial auction can be solved in two phases.
Firstly, the winners’ determination problem can be solved using a Graph Neural
Network based approach [208]. Secondly, the pricing problem can be solved using

our approach discussed in this chapter.

Fourthly, in this chapter, we have made the assumption that a worker has a com-
paratively small subset of data as compared to other workers. This may be the

case, e.g., for IoT collected data in a large-scale network of users. The utility
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gained from training the derived model is therefore not incorporated within in this
chapter. However, for some cases, the utility gained from cooperatively training a
better model may be significant. One such example is FL for finance, in which a
coalition of financial institutions may band together to train a model. If an insti-
tution does not take part, it may not be allowed to use the model. In such a case,
the utility may therefore be modeled differently, and the focus is on contributions

to receive a common model, rather than an individual payment.

Finally, in a large scale HFL network, we recognize that it is difficult to track the
malicious updates by the workers. For example, the model poisoning attacks by
malicious workers may corrupt the inference accuracy of the derived intermediate
model, and in turn, affect the global model that the FL. model owner attempts to
build. As such, consensus mechanisms such as the proof of verification [209] can
be considered. This can be implemented in tandem with the reputation blockchain

[54] that we have discussed previously.






Chapter 6

Conclusion and Future Works

In this thesis, we began with a comprehensive survey of FL enabled edge intelligence
in Chapter 2. In the chapter, we highlighted the enabling role that FL has in future
edge intelligence networks as a tool to facilitate and empower scalable Al at the
edge. Then, we discussed the drawbacks and limitations of FL. In particular, the
challenges of communication inefficiency, resource misallocation, and privacy and
security intrusions are crucial issues to be solved before the scalable implementation
of FL.

Given the wide scope of these pressing challenges, we began the discussion of tech-
nical works in Chapter 3 by addressing the incentive mechanism design problem in
an industrial crowdsensing and collaborative Al model supported by FL. Different
from existing works in the literature, we study the operational tradeoffs between
service latency and information freshness in collaborative Al. Then, we utilize the

contract theory to solve for the case of both the distinct and continuous worker

types.

Recognizing the limitations of vanilla contract optimization, we formulate a multi-
dimensional contract and matching optimization framework in Chapter 4. Specifi-
cally, we consider a scenario of UAV and Al empowered edge intelligence networks.
The UAVs are characterized by multiple sources of resource heterogeneity. As such,

the multi-dimensional contract is useful to account for this aspect.

However, the works presented in Chapters 3 and 4 do not capture the self-organizing

and dynamic aspect of an FL network. Moreover, the works presented in the two
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chapters still assume the existence of a single model owner. This is restrictive,
since the FL servers may compete with other FL servers, i.e., model owners, to
impose restrictive memberships on the workers in the collaborative Al process. As
such, we propose a hierarchical resource allocation framework for communication
efficient hierarchical FL in Chapter 5. In the lower level, we devise an evolutionary
game model to derive the equilibrium composition of the clusters. In the upper
level, to derive the allocation of cluster head to the model owner, as well as the
optimal pricing of the services of the cluster head by the competitive model owners,

we adopt a deep learning-based auction mechanism.

As a conclusion to the thesis, we discuss the challenges and research directions in

deploying FL at scale to be discussed as follows.

i Dropped participants: The approaches discussed in Section 2.4, e.g., [101],
[104], and [105], propose new algorithms for participant selection and resource
allocation to address the training bottleneck and resource heterogeneity. In
these approaches, the wireless connections of participants are assumed to be
always available. However, in practice, participating mobile devices may go
offline and can drop out from the FL system due to connectivity or energy
constraints. A large number of dropped devices from the training participa-
tion can significantly degrade the performance [3], e.g., accuracy and con-
vergence speed, of the FL system. New FL algorithms need to be robust to
device drop out in the networks and anticipate the scenarios in which only a
small number of participants are left connected to participate in a training
round. One potential solution is that the FL. model owner provides free ded-
icated /special connections, e.g., cellular connections, as an incentive to the

participants to avoid drop out.

ii Privacy concerns: FL is able to protect the data privacy of each participants
since the raw data of the participant is not exposed to a third-party server,
with just the model parameters exchanged with the FL server. However, as
specified in [210], [211], and [212], communicating the model updates during
the training process can still reveal sensitive information to an adversary or
a third-party. The current approaches propose security solutions such as DP,
e.g., [38], [213], and [214], and collaborative training, e.g., [215] and [216].

However, the adoption of these approaches sacrifices the performance, i.e.,
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model accuracy. They also require significant computation on participating
mobile devices. Thus, the tradeoff between privacy guarantee and system

performance has to be well balanced when implementing the FL system.

iii Unlabeled data: It is important to note that the approaches reviewed in the
survey are proposed for supervised learning tasks. This means that the ap-
proaches assume that labels exist for all of the data in the federated network.
However, in practice, the data generated in the network may be unlabeled or
mislabeled [217]. This poses a big challenge to the server to find participants
with appropriate data for model training. Tackling this challenge may require
the challenges of scalability, heterogeneity, and privacy in the FL systems to
be addressed. One possible solution is to enable mobile devices to construct
their labeled data by learning the “labeled data” from each other. Emerg-
ing studies have also considered the use of semi-supervised learning inspired
techniques [218].

iv Interference among mobile devices: The existing resource allocation approaches,
e.g., [101] and [105], address the participant selection based on the resource
states of their mobile devices. In fact, these mobile devices may be geographi-
cally close to each other, i.e., in the same cell. This introduces an interference
issue when they update local models to the server. As such, channel allocation
policies may need to be combined with the resource allocation approaches to
address the interference issue. While studies in [112], [114], and [115] consider
multi-access schemes and over-the-air computation, it remains to be seen if
such approaches are scalable, i.e., able to support a large federation of many
participants. To this end, data driven learning based solutions, e.g., feder-
ated DRL, can be considered to model the dynamic environment of mobile

edge networks and make optimized decisions.

v Comparisons with other distributed learning methods: Following the increased
scrutiny on data privacy, there has been a growing effort on developing new
privacy preserving distributed learning algorithms. One study proposes split
learning [219], which also enables collaborative ML without requiring the
exchange of raw data with an external server. In split learning, each partic-
ipant first trains the neural network up to a cut layer. Then, the outputs
from training are transmitted to an external server that completes the other

layers of training. The resultant gradients are then backpropagated up to the
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cut layer, and eventually returned to the participants to complete the local
training. In contrast, FL typically involves the communication of full model
parameters. The authors in [220] conduct an empirical comparison between
the communication efficiencies of split learning and FL. The simulation re-
sults show that split learning performs well when the model size involved is
larger, or when there are more participants involved, since the participants
do not have to transmit the weights to an aggregating server. However, FL
is much easier to implement since the participants and FL server are running
the same global model, i.e., the FL server is just in charge of aggregation
and thus FL can work with one of the participants serving as the master
node. As such, more research efforts can be directed towards guiding system
administrators to make an informed decision as to which scenario warrants

the use of either learning method.

Further studies on learning convergence: One of the essential considerations
of FL is the convergence of the algorithm. FL finds weights to minimize
the global model aggregation. This is actually a distributed optimization
problem, and the convergence is not always guaranteed. Theoretical analysis
and evaluations on the convergence bounds of the gradient descent based FL
for convex and non-convex loss functions are important research directions.
While existing studies have covered this topic, many of the guarantees are

limited to restrictions, e.g., the convexity of the loss function.

Usage of tools to quantify statistical heterogeneity: Mobile devices typically
generate and collect data in a non-IID manner across the network. Moreover,
the number of data samples among the mobile devices may vary significantly.
To improve the convergence of FL algorithm, the statistical heterogeneity of
the data needs to be quantified. Recent works, e.g., [221], have developed
tools for quantifying statistical heterogeneity through metrics such as local
dissimilarity. However, these metrics cannot be easily calculated over the
federated network before training begins. The importance of these metrics
motivates future directions such as the development of efficient algorithms to

quickly determine the level of heterogeneity in federated networks.

Combined algorithms for communication reduction: Currently, there are three
common techniques of communication reduction in FL as discussed in Section

2.3. It is important to study how these techniques can be combined with
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each other to improve the performance further. For example, the model
compression technique can be combined with the edge server-assisted FL. The
combination is able to significantly reduce the size of model updates, as well as
the instances of communication with the FL server. However, the feasibility
of this combination has not been explored. In addition, the tradeoff between
accuracy and communication overhead for the combination technique needs
to be further evaluated. In particular, for simulation results we discuss in
Section 2.3, the accuracy-communication cost reduction tradeoft is difficult to
manage since it varies for different settings, e.g., data distribution, quantity,

number of edge servers, and number of participants.

Cooperative mobile crowd ML: In the existing approaches, mobile devices
need to communicate with the server directly and this may increase the energy
consumption. In fact, mobile devices nearby can be grouped in a cluster, and
the model downloading/uploading between the server and the mobile devices
can be facilitated by a “cluster head” that serves as a relay node [222]. The
model exchange between the mobile devices and the cluster head can then be
done in Device-to-Device (D2D) connections. Such a model can improve the
energy efficiency significantly. Efficient coordination schemes for the cluster
head can thus be designed to further improve the energy efficiency of a FL

system.

Applications of FL: Given the advantages of guaranteeing data privacy, FL
has an increasingly important role to play in many applications, e.g., health-
care, finance and transport systems. For most current studies on FL appli-
cations, the focus mainly lies in the federated training of the learning model,
with the implementation challenges neglected. For future studies on the ap-
plications of FL, besides a need to consider the aforementioned issues in the
survey, i.e., communication costs, resource allocation, and privacy and secu-
rity, there is also a need to consider the specific issues related to the system
model in which FL will be adopted in. For example, for delay critical appli-
cations, e.g, in vehicular networks, there will be more emphasis on training

efficiency and less on energy expense.
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