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Abstract

In recent years, tremendous success has been witnessed in Retrieval-
Augmented Generation (RAG), widely used to enhance Large Lan-
guage Models (LLMs) in domain-specific, knowledge-intensive, and
privacy-sensitive tasks. However, attackers may steal those valu-
able RAGs and deploy or commercialize them, making it essential
to detect Intellectual Property (IP) infringement. Most existing
ownership protection solutions, such as watermarks, are designed
for relational databases and texts. They cannot be directly applied
to RAGs because relational database watermarks require white-
box access to detect IP infringement, which is unrealistic for the
knowledge base in RAGs. Meanwhile, post-processing by the ad-
versary’s deployed LLMs typically destructs text watermark infor-
mation. To address those problems, we propose a novel black-box
“knowledge watermark” approach, named RAG-WM, to detect IP
infringement of RAGs. RAG-WM uses a multi-LLM interaction
framework, comprising a Watermark Generator, Shadow LLM &
RAG, and Watermark Discriminator, to create watermark texts
based on watermark entity-relationship tuples and inject them into
the target RAG. We evaluate RAG-WM across three domain-specific
and two privacy-sensitive tasks on four benchmark LLMs. Experi-
mental results show that RAG-WM effectively detects the stolen
RAGs in various deployed LLMs. Furthermore, RAG-WM is robust
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against paraphrasing, unrelated content removal, knowledge inser-
tion, and knowledge expansion attacks. Lastly, RAG-WM can also
evade watermark detection approaches, highlighting its promising
application in detecting IP infringement of RAG systems.
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1 Introduction

Large Language Models (LLMs), such as GPT [40] and Llama [36],
have gained significant attention and are applied across diverse
fields, including healthcare [28], content generation [63], finance [62],
code understanding [47], etc. However, they face considerable chal-
lenges, especially with tasks that are domain-specific or knowledge-
intensive. They are particularly prone to generating “hallucina-
tions” [60] when responding to queries outside their training data.
Additionally, many users are unwilling to upload their sensitive
data to third-party platforms for LLM training due to data privacy
concerns. To address these problems, Retrieval-Augmented Genera-
tion (RAG), consisting of a retriever model and a knowledge base, is
proposed to improve LLMs by retrieving relevant information from
the knowledge bases according to semantic similarity. For example,
Microsoft has incorporated RAG into its Azure OpenAl service [38],
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and Llama models developed by Meta support RAG integration in
certain applications [37]. Users can implement a team-specific RAG
knowledge base on a preferred model using AnythingLLM [16].

Building an RAG system, particularly its knowledge bases, re-
quires significant investment in resources such as data collection,
cleaning, organization, updates, and maintenance by skilled person-
nel. For example, as noted in [41], CyC costs about $120M; DBpedia
is developed at the cost of $5.1M; YAGO costs $10M. Therefore,
Intellectual Property (IP) protection of the RAG system is essential
to protect the investment of the original RAG developers. Digital
watermarking is a content-based, information-hiding technique
for embedding/detecting digital information (usually related to the
owner’s identifier) into/from carrier data and has been demon-
strated successful in relational databases [23, 31], texts [43, 39],
DNN models [1], etc. However, those watermarking approaches
cannot be directly used to protect the IP of RAG systems. On the
one hand, when the owner utilizes the model watermarking ap-
proach like [1] to embed a watermark into the retriever model to
protect the IP of the RAG system, attackers can easily bypass such
IP protection by replacing the watermarked retriever with a clean
retriever without any watermark embedded. On the other hand,
applying the database watermarking approach like [23] to protect
the IP of the knowledge base (the core component of RAG) requires
direct access to the contents of the database for verification, i.e., the
“white-box” access. However, owners often only have the “black-
box” access to the suspicious RAG systems deployed by adversaries,
allowing users to view outputs of LLM without direct access to the
underlying knowledge base.

Recently, WARD [22] was proposed to detect unauthorized usage
of RAG using an LLM red-green list watermark to paraphrase all
texts of RAGs. However, LLM red-green list watermarks are not
robust against paraphrasing attacks [42, 26]. Additionally, WARD
is vulnerable to piracy attacks, where attackers paraphrase all texts
in the stolen RAG using their own red-green list, thus fraudulently
claiming ownership. More importantly, WARD did not consider
or discuss the unique challenges posed by RAG for effective IP
protection. To protect the IP of their RAGs, owners have to embed
text watermarks (e.g., format-based, syntactic-based, and red-green
list-based) [10, 35, 24] into the knowledge database since embedding
watermarks into retrievers can be easily bypassed. After stealing the
RAG, attackers often deploy it with LLMs of their choice, making
direct access to the outputs of the knowledge database impossible.
Instead, the owners can only access the post-processed outputs
by attackers’ LLMs, which might have destroyed the watermark
embedded in the knowledge database.

RAG-WM. To solve these challenges, we propose RAG-WM, a
novel black-box watermarking method for RAG systems. It protects
the IP of valuable RAGs and enables IP infringement detection.
Specifically, our method embeds a “knowledge watermark” into
the knowledge base, considering that knowledge can be success-
fully retrieved and remain intact even after being processed by
LLMs. To generate watermark texts, we first extract entities and
relationships from the knowledge base, identify the high-frequency
entities and relationships, and use them to generate tuples of wa-
termark entities and corresponding relations. Since the watermark
entities and relationships are derived from the original RAG, this
effectively enhances the watermark’s stealthiness. This process
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involves a keyed hash function, with the secret key only known
to the owner, thus enhancing the security of the watermark. We
then employ a multi-LLM interaction watermarking technique that
comprises a Watermark Generator, Shadow LLM&RAG, and Wa-
termark Discriminator, to produce watermark texts based on these
entity-relationship tuples. This framework significantly improves
the quality of the watermark texts, ensuring that the watermark
knowledge information remains intact and retrievable even after
being processed by adversary-deployed LLMs. Finally, we propose a
relevant-text concatenation technique to inject the watermark text
into a position that facilitates easy retrieval, thus generating the
watermarked RAG. Whenever IP infringement detection is needed,
e.g., a suspicious LLM exhibits good performance in a domain where
the owner’s RAG contains specialized knowledge, we query the
suspicious LLM with the watermark question and apply a binomial
test to the responses to detect IP infringement.

We evaluate our watermark and demonstrate its effectiveness for
RAG systems in three domain-specific tasks (NQ, HotpotQA, and
MS-MARCO), two privacy-sensitive tasks (TREC-COVID and NF-
Corpus), and across four benchmark LLMs: GPT-3.5-Turbo, PaLM 2,
Llama-2-7B, and Vicuna-13B. First, RAG-WM effectively detects IP
infringement of stolen RAGs across various LLM models, achiev-
ing 100% verification success and demonstrating its effectiveness.
Moreover, RAG-WM does not falsely detect IP infringement of in-
nocent RAGs without the embedded watermark, demonstrating
high integrity. Thus, RAG-WM achieves a true positive rate (TPR)
of 100% and a false positive rate (FPR) of 0% for IP infringement
detection. Second, the main performance alignment between the
watermarked RAG and the clean RAG is 97.87% on average, indi-
cating good fidelity. Third, RAG-WM is robust against attacks that
aim to destroy any embedded watermark, such as Paraphrasing,
Unrelated Content Removal, Knowledge Insertion, and Knowledge
Expansion Attacks. After these attacks, the watermarks still achieve
100% verification success. Fourth, RAG-WM remains stealthy, with
detection rates of only 13.05% (Perplexity) and 0% (Duplicate Text
Filtering). Finally, we extensively evaluate RAG-WM under various
settings, achieving 100% verification success.

Contributions. We summarize our contributions as below:

e We propose RAG-WM, a novel “knowledge watermark” method
for RAG systems, which generates high-quality watermark texts
by the proposed Multi-LLM Interaction technique, effectively pro-
tecting the IP of RAGs. It ensures reliable watermark verification
and causes minimal degradation in clean data performance.

e We comprehensively evaluate the proposed approach on four
different LLMs and five datasets, and the results demonstrate
effective watermark performance and good main task perfor-
mance preservation. We release our watermark implementation
on GitHub [14], contributing to the RAG watermark community.

2 Background and Related Work
2.1 Retrieval-Augmented Generation (RAG)

Naive RAGs. Retrieval-augmented generation (RAG) enhances
large language models by integrating external knowledge databases,
which improves accuracy and credibility in knowledge-intensive
tasks like question-answering [46], medical applications [30], etc.
A RAG system comprises three components: a knowledge database,
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a retriever, and an LLM. The RAG process involves two main steps:
relevant knowledge retrieval and answer generation.

Relevant Knowledge Retrieval. When presented with a question
Q, RAG retrieves the k text records most relevant to Q from the
knowledge database KD. The retriever first encodes the question
using the text encoder e to produce the embedding vector e(Q).
It then applies a similarity metric sim (e.g., Cosine Similarity, Eu-
clidean Distance) to assess the similarity between e(Q) and each
text record e(r;) in KD, where r; € KD. Finally, RAG selects k text
records {rq, ..., rg} that are most relevant to question Q as below:

- Tk} = top-k (sim(e(Q), e(ri))),ri € KD (1)
Answer Generation. Give the question Q, the k most relevant

text records {ry,...,ri}, and an LLM LLM(), the output answer is
obtained by inputting the question and texts into the LLM:

{r1,ra,.

answer = LLM(Q, {r1,...,rx}) (2)

The knowledge database of RAG is accessible to users in a black-

box manner. As a result, the owner can only detect IP infringement
in a black-box manner. In addition, the adversary may deploy a
variety of LLMs that are unknown to the owner.
Advanced RAGs. However, the naive RAG techniques face some
challenges in complex deployed scenarios. To solve this problem,
some advanced RAG techniques are proposed to improve the per-
formance of the RAG schedule. Self-RAG [7] trains an LLM that
adaptively retrieves contexts on-demand and reflects on both re-
trieved contexts and their generations to improve the quality of
generated answers. The core idea of these advanced RAG techniques
is to enhance the relevance of retrieved texts, thereby improving
the accuracy of LLM-generated answers. For example, CRAG [55]
introduces a lightweight retrieval evaluator that assesses the quality
of retrieved contexts and provides a confidence score to determine
when knowledge retrieval actions should be triggered, thereby en-
hancing the robustness and accuracy of RAG. FLARE [21] predicts
the upcoming sentence to anticipate future content that is then
used as the query to retrieve the related documents. IRCoT [49]
integrates chain-of-thought (CoT) with the retrieval process, using
CoT to guide retrieval and leveraging the results to enhance CoT.

2.2 Watermarks of RAGs

Prior research proposes WARD [22], a black-box RAG dataset infer-
ence method based on LLM watermarking to detect unauthorized
usage of RAG. WARD uses a red-green list watermark to paraphrase
all RAG texts and detects the watermark’s presence by calculating
the green token ratio in the LLM’s response. However, this wa-
termark lacks robustness against strong text transformations. For
instance, an attacker can perform paraphrasing attacks to modify
the texts of the stolen RAG, which have been shown to effectively
remove the red-green list watermark and evade detection [42, 26].
Our evaluation also demonstrates that WARD is not robust against
paraphrasing attack, as shown in Section 5.4.1. Additionally, WARD
is vulnerable to piracy attacks. Since WARD relies on paraphras-
ing, an attacker can use their own LLM and red/green list (derived
through their own hash function and key) to paraphrase all texts to
fraudulently claim ownership. In contrast, our RAG-WM is robust
against paraphrasing and piracy attacks.
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Other RAG membership inference attacks [32, 6] are proposed,
which may be extended as watermarking approaches to detect
IP infringement of RAG. The attack [32] queries the LLM with
a target sample, obtains the response, and compares two scores
(i.e., the degree of similarity between the response and the target
sample, and the perplexity of the output) for membership inference.
However, this attack is a gray-box attack [22], as it requires gray-
box access to the LLM for perplexity calculation. The attack [6]
directly prompts the LLM to check if the target sample is present
in the context to perform the attack. However, this attack can be
defended by designing secure system instructions to influence the
LLM’s output [6]. Similarly, if this attack is used as a watermark, it
can be removed using system instructions. Thus, these approaches
are not effective or robust enough to serve as reliable watermarks.

2.3 Watermarks on Relational Databases

For traditional relational databases, some watermarks [23, 31, 11, 45,
44, 50, 61, 2, 3] are proposed for ownership protection, IP infringe-
ment, proving data integrity, etc. Most current database watermarks
are white-box approaches, i.e., the owner needs to access the sus-
picious databases’ inner information (e.g., values, tuples, and at-
tributes). According to [23], these watermarks can be classified into
three categories: Bit-resetting watermarks, data statistic-modifying
watermarks, and constrained data content-modifying watermarks.
Bit-resetting watermarks [2, 3] select some bits of the data values
from the target database and reset them by a systematic watermark-
ing process. For example, prior research [3] proposes to embed a
watermark bit into a tuple by computing a hash value after applying
a hash function on the primary key and a secret key, and if the
hash value is even, j# LSB (least significant bits) of the attribute
values is set to 0; otherwise, it is set to 1. Data statistics-modifying
watermarks aim to embed a pattern (e.g., the bit pattern [45, 44]
or the image pattern [50, 61], acting as the watermark) into the
data statistics (e.g., mean, variance, and distribution) of the tar-
get databases. Constrained data content-modifying watermarks
have been proposed, which embed watermarks by altering the data
content. For instance, previous studies [31, 11] introduce methods
for watermarking databases at the tuple level. Notably, relational
datasets contain structured data, which differs significantly from the
knowledge base of RAGs. Most of these watermarks are white-box
watermarks, so they cannot be applied to RAGs.

2.4 Watermarks of Texts

Text watermarking algorithms are proposed to protect the copy-
right of textual content. For example, [10, 43] propose format-based
watermarks that change the text format to embed watermarks. The
format of the watermark can be line/word shift, Unicode space
characters (e.g., whitespace (U+0020)), etc. [39, 48] propose wa-
termarks by replacing the selected words with their synonyms
without changing the syntactic structure of sentences. In addition,
some syntactic-based watermarks [35, 8] are proposed. These wa-
termarks introduce the syntax transformations (e.g., Movement,
Clefting, Passivization) to embed the watermark. The owner will de-
tect the watermark by first converting the original and watermark
texts to syntax trees and then comparing the structure difference
for watermark information extraction. Generation-based water-
marks [59, 19] utilize the pre-trained language models to directly
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generate the watermark texts from the original texts and the water-
mark messages. Recently, with the development of large language
models, some techniques [24, 25] are proposed to inject watermarks
during the text generation process of LLMs. KGWs [24] is the most
classic work. It partitions the vocabulary into a red list and a green
list at each token position, using a hash function that depends on
the preceding token, to inject a watermark. Then, KGW utilizes
z-metric (based on z-test) to calculate the green token ratio for the
ownership verification. However, these watermarking methods can
not directly apply to Retrieval-Augmented Generation (RAG) sys-
tems. When such watermarks are embedded in the text content of
RAGs, post-processing by adversaries’ LLM typically removes the
watermark information, including format, syntax, or red/green to-
ken list. Additionally, paraphrasing attacks [42, 26] pose significant
threats to these watermarks.

3 Problem Statement
3.1 Threat Model

The developer or the owner of an RAG system can embed a water-
mark to detect IP infringement, ensuring it does not compromise its
availability. If an LLM exhibits exceptional performance in a domain
where the owner’s RAG holds specialized knowledge, the owner
may suspect it is using a stolen version of their RAG. To confirm
this, the owner can query the LLM and obtain the corresponding
outputs (through black-box access to the RAG) to extract the water-
mark from the RAG’s knowledge base for IP infringement detection.
Attackers might steal the RAG through an insider attack (e.g., col-
luding administrators) or an intrusion (e.g., malware infection) and
integrate the stolen RAG with their LLM for commercial purposes.
We assume adversaries know the RAG system framework and can
manipulate its components (retriever, knowledge database, LLM).
However, since adversaries lack domain knowledge of the data-
base (e.g., pandemic-related knowledge from TREC-COVID [51])
and financial resources (e.g., the cost of CyC [29] is $120M), they
cannot construct their own knowledge database. Additionally, we
assume the adversaries have no idea of either the ground-truth
entity-relation information of the knowledge base or the water-
mark entity-relation information. The watermark entity-relation
information is considered as the owner’s secret, which is aligned
with existing watermarking approaches [1, 24, 43, 56]. In addition,
the attacker may attempt to detect and remove watermarks from
the RAG’s knowledge base to avoid potential lawsuits. Following
prior studies [64, 23, 42, 26, 58, 5], we consider that the adversaries
can apply the following techniques to attack the watermarked RAG:

Paraphrasing Attack [42, 26]. Paraphrasing indicates that the
adversary can paraphrase the retrieved texts from RAG to perturb
the watermark information to evade the verification. This technique
has been applied in defending against RAG poisoning, prompt
injection, jailbreaking attacks, etc. We extend it as an attack method.

Unrelated Content Removal. Considering that the watermark
content is extra information related to the ownership verification,
which may not be related to the core subject matter of the main
content. The adversary can analyze the retrieved text and remove
any unrelated sentences for watermark removal.

Knowledge Insertion Attack. Similar to the traditional database
insertion attack [23], knowledge insertion attack involves the ad-
versary inserting additional knowledge or misleading information
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directly into the RAG’s knowledge base. This added knowledge
can mislead the RAG’s retrieval process against watermark queries,
leading to outputs that either obscure watermark or introduce noise,
thereby undermining ownership verification.

Knowledge Expansion Attack [64]. The adversary can effectively
dilute the presence of the watermark by increasing the volume of
non-watermarked information in the retrieved texts. Specifically,
RAG-WM injects at most N, watermark texts into a knowledge
database for each watermark question. If attackers retrieve k texts,
with k > Ny, then it is very likely that at least k — N, texts
would be clean ones. The watermark verification may fail.

Detection by Perplexity [5]. The embedding of watermark infor-
mation may degrade the text quality of the RAG, thus the adversary
can detect the low-quality text as the suspicious watermark content.
Particularly, perplexity is used to measure the text’s quality, and
a large perplexity of a text means it is of low quality. Adversaries
can detect high-perplexity texts to evade watermark verification.

Duplicate Text Filtering [64]. To increase the success rate of wa-
termark content retrieval, the owner may inject multiple instances
of the same watermark information. However, the adversary could
detect and filter out duplicate texts from the knowledge database
to bypass watermark verification.

3.2 Requirements of RAG Watermarks

An ideal RAG watermarking solution should achieve the following
properties: (i) effectiveness: watermark information should be suc-
cessfully retrieved and remain intact, even after being processed by
LLMs deployed by adversaries. (ii) robustness: watermarks should
still be detected by owners from stolen RAG systems even if the
RAGs are manipulated in various ways (e.g., attacks discussed in
the Threat Model); (iii) security: it should be difficult for attack-
ers to forge a new watermark for the stolen RAG; (iv) integrity: it
should be highly unlikely for owners to detect IP infringement over
innocent RAGs; (v) stealthiness: it should be difficult for attackers
to learn the existence of watermark from the stolen RAG; and (vi)
fidelity: watermark-embedding should introduce little impact on
the performance of the original RAGs.

4 Watermarking Approach

Figure 1 illustrates the workflow of our “knowledge watermark”
approach (RAG-WM). First, based on a well-constructed RAG sys-
tem, the owner extracts entities and relations from the knowledge
database, generating a list of entities and relations {E, R} as can-
didates for watermarking. To create the watermark entities and
relations {Evym, Rwm} (i.e., the watermark-related knowledge), we
apply an HMAC function to {E, R} using the owner’s signature as
the secret key. For each tuple of watermark entities and their corre-
sponding relations (e, 7v €hm) i {Evym, Rawm }» we employ a
multi-LLM interaction technique to generate watermark texts. This
technique consists of three components: WM-Gen (Watermark Gen-
erator), Shadow-LLM&RAG, and WM-Disc (Watermark Discrimina-
tor). Through their interaction, we produce high-quality watermark
texts embedded with the watermark knowledge (el,,,, i €lym)-
These generated watermark texts are then integrated into the RAG
system to create a watermarked version.
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Figure 1: Workflow of RAG-WM.

4.1 Watermark Information Generation

To inject watermarks into an RAG system, the owner can manipu-
late its key components: the knowledge base, retriever, and LLM.
Injecting watermarks into the LLM or retriever is not ideal, as at-
tackers can easily replace these models with clean, unwatermarked
models. However, the knowledge base, which contains crucial doc-
ument chunks, is the most valuable part of the RAG. An adversary
cannot remove the watermark without damaging the knowledge
base and rendering the system unusable. Therefore, we inject a
“knowledge watermark” into the knowledge base.

The watermark knowledge is injected into the knowledge base

as watermark texts, which can be abstracted into entities and rela-
tions. That is, we first represent the watermark as a set of tuples in
the form (el ), roin, €lym), where el and el,,,, are entities, and
ru), denotes the relation between them. This structured form will
simplify both watermark generation and IP infringement detection.
Importantly, the watermark injection process must preserve the
RAG’s utility and the effectiveness of the watermarks. Moreover,
since adversaries do not know the ground-truth entity-relation in-
formation of the knowledge base (as outlined in Section 3.1), we can
inject watermark information containing entities or relations orig-
inally from the knowledge base. Even after injection, adversaries
cannot distinguish watermarked entity-relation texts from the orig-
inal ones, ensuring the watermark’s stealthiness. Additionally, to
verify the watermark, the injected entities and their relations must
be authentic but include deliberate inaccuracies known only to the
owner. These “intentional inaccuracies” can then be extracted from
the LLM’s outputs to detect IP infringement.
Entities and Relations Extraction. We begin by extracting enti-
ties and relations from the original knowledge base KD, which will
serve as candidates for constructing the watermark’s entities and
relations. Specifically, we employ a large language model (LLM)
(e.g., LLM Graph Transformer) to parse and categorize entities and
their relations from the text documents within KD. However, ex-
tracting all entities and relations from the extensive text documents
in KD would be costly due to their sheer volume. Therefore, we
can randomly select a subset of text documents to create the entity
list E and relations list R as follows:

{E, R} = ParseER(Sample(KD, d)) 3)
where Sample(KD, d) represents a random sample of d documents
from the knowledge base KD, and ParseER(+) denotes the process
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of parsing entities and relations from the sampled documents using
the LLM. Since the raw entity list E and relations list R may include
rare types of entities and relations, we reduce the lists by focusing
on high-frequency entities and relationships to avoid outliers, en-
hancing the watermark’s stealthiness. Thus, we generate the final
entity list E and relations list R, with the size as |E| and |R]|.
Watermark Entities and Relations Generation. To construct
the watermark texts, we generate a set of tuples in the format
(€L, v €5 based on the entity list E and relations list R. For
IP infringement detection, the owner’s signature or identifier (ID)
must be embedded within these watermark tuples. However, em-
bedding the signature or ID directly into the entities or relations
would compromise stealthiness and reduce the quality of the wa-
termark. To address this, we use the signature as a secret key key
in an HMAC (keyed cryptographic hash function) to generate the
watermark tuples (el ., 71, €hm). Specifically, we generate a wa-
termark entities list E,,p, for embedding watermark information.
The first entity e?,,, is initialized as Null, and the subsequent enti-
ties are generated as follows:

index(el*l) = (HMAC(key, el ) % |E| (4
where el € Eyyp, is the i-th watermark entity. index(eifL,) rep-
resents the index of the next entity e}l in the entity list E. It is
computed by applying the modulo operation of the HMAC of the
current entity e’ ,, and the secret key over the size of E.

Next, based on E,,;, we need to establish the relations between
these entities. Entities can be treated as nodes in a graph, with
the relations representing edges. The existence of a relation be-
tween two entities (el,,, and e,,,) is determined probabilistically
according to a specific probability p!. When a relation exists, it is
generated as follows:

index(ry,) = (HMAC(key, €, €))% |R| 6)

where %), € Ryym represents the relation between adjacent enti-
ties el and e,,,,. Its index in the relation list R is computed by
applying the modulo operation of the HMAC of e, eZ,,,, and the
secret key over the size of R. This process continues until the target
number of watermark tuples is generated. By verifying the relations
between entities within the watermark, we can confirm ownership
while preventing fraudulent claims. The security of this approach
lies in the difficulty an attacker has in forging a valid HMAC, gener-
ating an accurate entity-relationship list, and providing the secret
key. HMAC’s cryptographic nature ensures a unique and tamper-
resistant output, making it an effective tool for watermarking and
protecting intellectual property, as demonstrated in applications
like watermarking DNN models [1] and texts [24, 25].

4.2 Watermark Injection

Given the structural watermark knowledge (including the water-
mark entities and the corresponding relations), we must convert it
into high-quality watermark document chunks and place them ap-
propriately in the knowledge base. First, if the generated watermark
texts are of low quality, this will pose challenges for verification,
particularly in two ways: (i) low-quality watermark text may not

!The probability p is set 0.05 in our evaluation.
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be retrievable by RAG systems; (ii) even if retrievable, an attacker’s
LLM might fail to extract crucial watermark knowledge, hindering
IP infringement detection. Second, strategically placing the gener-
ated watermark text will improve its retrieval success rate, allowing
the owner to extract the watermark more easily while enhancing
its robustness and stealthiness. To address these challenges, we pro-
pose multi-LLM interaction watermarking approach for generating
these watermark texts.
Multi-LLM interaction watermarking Technique. There are
three components in the interaction framework, including WM-
Gen, Shadow-LLM&RAG, and WM-Disc, as shown in Figure 1. Dur-
ing the interaction process, WM-Gen generates multiple watermark
texts and stores them into the RAG of Shadow-LLM&RAG system.
WM-Disc then utilizes the watermark verification question WQ to
query the Shadow-LLM&RAG system, obtaining the Answer Ans.
It then checks whether WQ @ Ans (where @ represents text con-
catenation) contains the watermark information (e, r,;,Jm, ehm)-
If detected, this confirms that WM-Gen successfully embeds the
watermark knowledge (€%, oy €lom) into the RAG. Otherwise,
WM-Disc provides feedback to WM-Gen to retry watermark gener-
ation until successful embedding of the information or the maxi-
mum number of interaction epochs (i.e., MAX_epochs) is reached.
Through this iterative process, we can successfully embed all wa-
termark tuples’ information for {E+ym,, Rywm } into the RAG.
o Shadow-LLM&RAG. The owner constructs a local Shadow LLM
and watermarked RAG to simulate the scenario where adversaries
deploy the stolen RAG with their LLM. The Shadow LLM is deployed
to mimic the adversarial system, and there is no assumption of
similarity between the Shadow LLM and the adversary’s LLM?.
o Watermark Discriminator (WM-Disc). WM-Disc queries the shadow
system to improve the quality of the watermark text WT generated
by WM-Gen based on (e, rwjm, ewm) using a set of watermark
verification questions WQ. The watermark verification query WQ
should be related to the injected watermark text WT to facilitate
its retrieval from the RAG3. Note that queries can be customized
in either the explicit fashion or the implicit fashion. For example,
if the injected watermark text is “Tom is a student and studies at
Harvard University” derived from the watermark tuple (Tom, stud-
ies at, Harvard University), explicit queries could include “Where
does Tom study at?”, “Which university is Tom affiliated with?”, etc.
Implicit queries could contain “Can you provide information about
Tom’s academic background?”, “Which institution is mentioned in
relation to Tom’s studies?”, etc.

Equation (6) defines the retrieval and answer generation process
of shadow-LLM against the watermark query WQ:

Ans = Shadow-LLM(WQ, RAG(WQ)) 6)
WM-Disc then checks whether WQ @ Ans contains the water-

: : ik
mark information (e},

rodns elon), as defined by discrimination
function Disc():

2In our evaluation, we use GPT-3.5-Turbo, PaLM 2, Llama-2-7B, and Vicuna-13B as
the adversary’s LLM and GPT-3.5-Turbo as the Shadow LLM. o

3In our evaluation, to detect the presence of watermark information (eZ,,,, 732> €l )
from RAG, we used generic watermark queries, rather than customizing them based
on each individual watermark. For instance, WQ1: “What is the relationship between

ewm and ewm7 WQZ “Please introduce the most relevant content ofewm ande’,,,,”

WQ3: “el,,, and e}, have a correlation, please provide an introduction”.
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D = Disc(WQ & Ans, (¢}, s €hom)) ()

which ensures that watermark information is properly embedded
and can be successfully retrieved from the LLM’s responses.

o Watermark Generator (WM-Gen). WM-Gen firstly generates wa-
termark text WT and then inserts WT into RAG to generate the
watermarked RAG,, ;. First, WM-Gen uses an LLM to generate
watermark text WT, ensuring that it includes the entities elom
and e?,,,, along with the relation r,;,jm between them, for all tu-
ples (el,,,, rwjm, ewm) in the set of watermark entity-relation pairs

{Ewms> Rwm}. This process can be defined as follows:

ij
Twm>

WT = LLM (€l (8)

where LLM,,, is the LLM configured with our watermark genera-
tion prompt (detailed in Section 5.1), which guides the construction

€lom)

of watermark text WT based on (e, Fii, €hm). Additionally,
considering that RAG can retrieve top k text highly relevant to the
question from the knowledge base, to improve the watermark text
success retrieval rate, we can generate and inject multiple diverse
WT according to the same (e, rWJm, ewm) by setting the prompt.
Next, we inject the watermark text WT into the original RAG
and generate the watermarked RAG,, . It is crucial that the water-
mark can be successfully retrieved during the verification process.
Therefore, we should inject the watermark in a position that fa-
cilitates easy retrieval. We propose a watermark injection based
on relevant-text concatenation. Specifically, to embed the water-
mark text WT generated from (e, 71, €hm), We first use the
watermark query WQ related to (e’,,, el,,,,) to retrieve the most
relevant text TEXT from the original RAG. Although it is unlikely
that the original RAG contains content directly linking both e,
and e/,,,, together, we can always find the most similar content for
watermark embedding. The retrieval process is defined as follows:
TEXT =RAG(WQ), WQ for (€}, €1ym) ©)
Once TEXT is retrieved, WM-Gen performs a text concatenation
operation to entangle the watermark text WT with the retrieved
text TEXT as follows:

TEXT @ WT = Concatenate(TEXT, WT) (10)
This improves watermark retrieval performance and makes it harder
for adversaries to remove the watermark without disrupting the
original knowledge in the RAG.

To ensure the quality of the concatenated text TEXT @ WT, WM-
Gen further utilizes an LLM to evaluate the semantic coherence of
the result. This step is crucial for preserving the fluency and logical
structure of the combined text. If the semantic coherence check
passes, the concatenated text is considered valid. If not, WM-Gen
adjusts the generated text to improve the quality. Finally, we embed
the generated the watermark text WT into the RAG and generated
RAG,,m,; as below:

RAGwm =RAGUWT (11)

where U represents relevant-text concatenation.
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4.3 1P Infringement Detection

If a suspicious LLM demonstrates exceptional performance in a do-
main where the owner’s RAG contains specialized knowledge, the
owner may suspect the LLM is using a stolen version of RAG,y,. IP
infringement detection can be conducted using the WM-Disc com-
ponent. Specifically, we randomly select n tuples of (€%,,,,, ims €1om)
from {Eyym, Rywm}, generate the corresponding watermark queries
WQ using the querying template (e.g., WQ1, WQ2, WQ3) and exe-
cute the watermark discrimination operation (as Equation (6) and
Equation (7)). This process determines the number of watermark tu-
ples successfully retrieved from the LLM’s answers Ans, i.e., count-
ing the correctly retrieved relations r.;,, for queries constructed
using these templates. The final count, ¢y, is used to detect IP
infringement via a Binomial Test.

Null Hypothesis Hy: The suspicious LLM is not equipped with
our watermarked RAG, so the probability of outputting relation v,
is po (po = nl,’ where n; is the total number of relations in the RAG);
Alternative Hypothesis Hy: The suspicious LLM is equipped with
our watermarked RAG, and the probability of outputting relation
ry), is significantly greater than pg. This is a one-tailed test, as
we are interested in whether the probability of outputting relation
ru), is greater than that of a random LLM (i.e., po). The calculated
p-value from the binomial test is:

n
pvalue = P(X 2 cym) = ) (”)pg (1-po)™™™. (12)
X=Crym x

where n represents the number of queries, and ¢,,y; represents the
count of successfully retrieved watermark relations. If p-value is
significantly lower than the significance level a = 0.05, we reject the
null hypothesis*. This suggests that the probability of the suspicious
LLM outputting relation ry;, is significantly greater than py, i.e.,
the suspect LLM is deployed with our RAGm.

Mainstream knowledge bases typically contain numerous rela-
tions, e.g., TREC-COVID (n, = 127, 764), NFCorpus (n, = 75,179),
and NQ (n, = 41,763), as detailed in extended version [33]). Given
that n, generally exceeds 100, py becomes smaller than ﬁ. For
example, in a knowledge base with 100 relations, querying suspect
RAGs with n = 30 watermark queries and using po = ﬁ allows us
to reject null hypothesis if ¢4y, > 2. This corresponds to a p-value
smaller than 4 x 1073, which is significantly below the significance
level & = 0.05. Thus, the watermark is detected when three or more
queries produce outputs that match the watermarked relations.

5 Evaluation

Based on the watermark destruction approaches discussed in Threat
Model (Section 3.1), we evaluate RAG-WM in the following aspects.
(i) Effectiveness (Section 5.2). Watermarks should be embedded into
RAG and detected by the owners from the stolen RAG in a black-box
manner (i.e., the owner queries the adversary’s deployed LLM and
RAG systems), and the watermark task should have little impact on
the original task’s performance of watermarked RAGs. (ii) Impact
of Parameters (Section 5.3). We evaluate how the parameters of
RAG and RAG-WM influence the performance of RAG-WM. (iii) Ro-
bustness (Section 5.4). The watermark should still be detected even

4o = 0.05 is commonly used in hypothesis testing [53].
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if the encoders suffer from watermark attacks, e.g., paraphrasing,
unrelated content removal, knowledge insertion, and knowledge
expansion. (iv) Stealthiness (Section 5.5). The watermark should be
stealthy against detection methods (e.g., detection by perplexity, and
duplicate text filtering). (v) Advanced RAG Systems (Section 5.6).
In addition to the naive RAG, our watermark should effectively
protect the IP of the state-of-the-art advanced RAG systems, e.g.,
Self-RAG, CRAG. Due to space limitations, some experimental de-
tails are omitted; please refer to the extended version [33] for the
full results and details.

5.1 Experimental Setup

Datasets & LLMs. We use five benchmark datasets commonly
employed in RAG for question-answering tasks. NQ [27], Hot-
potQA [57], and MS-MARCO [9] are widely used datasets, and
watermarks help protect the significant effort invested in their cre-
ation. TREC-COVID [51] and NFCorpus [12] are privacy-sensitive
datasets, and watermarks support IP infringement detection. A
detailed introduction to these datasets is provided in extended
version [33]. We utilize four mainstream large language models,
including black-box LLMs (GPT-3.5-Turbo and PaLM 2) by calling
their APIs and white-box LLMs (Llama-2-7B and Vicuna-13B) to
evaluate the effectiveness of RAG-WM.

RAG Systems. We evaluate RAG systems by configuring various
types of retrievers and incorporating diverse expertise into the
knowledge database.

o Retriever. We deploy three commonly used retriever models, in-
cluding Contriever [17], Contriever-ms [17], and ANCE [54] to gen-
erate the sentence embeddings. To measure the distance between
the query and the retrieved documents, we apply three distance
metrics: Euclidean distance, Inner Product, and Cosine similarity.
e Knowledge Database. We store the text content of each of the
five datasets into the knowledge dataset for RAG. Specifically, we
use the open-source embedding database Chroma [4] to store text
embeddings and associated metadata.

Watermark Setting. For the size of the entity list E and relations
list R, we set as |E| = 100 and |R| = 20. Based on E and R, we utilize
SHA-256 as the HMAC() function (with the randomly generated
key by the pseudo-random number generator), and generate 50
watermark tuples of (eX,,,,, Fm, €5m) for watermark injection®. To
ensure effective watermark retrieval, we initially generate five texts
for each watermark tuple. WM-Disc is then used to evaluate their
quality. If the watermark information cannot be detected in the
text generated by Shadow-LLM&RAG, that text is discarded. Thus,
for each tuple, up to five watermark texts are retained. Overall,
we obtain 237, 246, 184, 191, and 230 watermark-injected texts for
TREC-COVID, NFCorpus, NQ, HotpotQA, and MS-MARCO, respec-
tively. We also provide statistics on the number of each tuple across
the five datasets in GitHub [14]. In the multi-LLM interaction
framework, we configure WM-Gen with GPT-3.5-Turbo using the
following prompt to generate watermark texts, with the tempera-
ture parameter set to 0.1. The prompts of Shadow-LLM&RAG, and
WM-Disc are shown in the extended version [33]. The MAX_epochs
for interaction is set to 10, and the average number of interaction

SFor watermark verification, since we use 30 queries for Binomial Test, which requires
at least 30 embedded watermark tuples, we embed 50 tuples conservatively.
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epochs is 3. We select the top 1 text retrieved from the knowledge
base, and also evaluate using more texts retrieved from the knowl-
edge base (as shown in Section 5.3.3). However, retrieving fewer
texts makes watermark retrieval and verification more challenging.
Therefore, we default to selecting the top 1 text from the knowledge
base. For the watermark verification, unless otherwise specified,
we randomly select 30 watermark tuples and utilize “What is the
relationship between e, and e/,,,?” as query questions to check
for the presence of watermarking relationships against suspicious
RAGs. We also evaluate multiple different watermark queries in
Section 5.3.5.

In our evaluation, we do not assume any specific similarity be-
tween the Shadow LLM and the adversary’s deployed LLM. Specifi-
cally, we deploy the GPT-3.5-Turbo as the shadow model due to its
capability of comprehensively understanding text contents, thus
improving the effectiveness of our watermark. Four different LLMs,
i.e., GPT-3.5-Turbo, PaLM 2, Llama-2-7B, and Vicuna-13B, are tested
as potential adversary-deployed models in Section 5.2. We set the
temperature parameter of these LLMs to be 0.1. Additionally, unless
otherwise specified, we use Llama-2-7B as the default LLM in the
adversary’s RAG system and Contriever with cosine similarity as
the default retriever in our evaluation. Some watermark examples
of RAG-WM are provided in the extended version [33].

Prompt for WM-Gen

You are a watermark generator, a knowledge graph expert,
and a linguist. In a given knowledge graph, two entities
(E1) and (E2) are connected by a relationship (R1). Your task
is to generate watermark text (WT) that clearly encodes
this relationship (R1) between (E1) and (E2), ensuring that
the watermark text is coherent and related to the database
content (TEXT).

The generated watermark text will undergo two stages of
processing:

1. **Direct Evaluation™*:

- **Watermark Discriminator 1 (WD1)**: This model evalu-
ates whether the watermark text (WT) accurately implies
the relationship (R1) between (E1) and (E2).

2. **Extractor-Based Evaluation™:

- **Watermark Extractor (WE)**: This model attempts to
extract the relationship (R1) between (E1) and (E2) based
on the restored watermark text (WT) and additional data-
base content (TEXT).

- **Watermark Discriminator 2 (WD2)**: After the extrac-
tion, this model assesses whether the relationship (R1) is
still clearly and accurately implied.

Your objective is to refine the watermark text (WT) to
ensure: 1. The relationship (R1) between (E1) and (E2) re-
mains clear and accurate after processing by the extractor.
2. Both discriminators (WD1 and WD2) confirm that the
relationship (R1) is correctly encoded. 3. The generated
watermark text (WT) should be approximately 30 words
long. 4. Ensure that appending the watermark text (WT)
to (TEXT) does not result in incoherent or unrelated sen-
tences that could be discarded.
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**Input:**

- Restored watermark text: WT

- Extractor output: WE

- Discriminator feedback (WD1): {WD1}

- Discriminator feedback (WD2): {WD2}

- Relationship (R1): {R1}

- Entity 1 (E1): {E1}

- Entity 2 (E2): {E2}

- Database retrieval output (text): {TEXT}
**QOutput:™*

Return the refined watermark text in JSON format: [{{"wa-
termark_text": "Your refined text"}}]

Evaluation Metrics. We evaluate RAG-WM using these metrics.

o Watermark Information Retrieval Ratio (WIRR) measures the pro-
portion of watermark queries that successfully retrieve the embed-
ded watermark texts from the total number of watermark queries.
o Watermark Success Number (WSN) evaluates the number that a
LLM correctly classifies watermark queries as the target watermark
relations label. In particular, we utilize 30 watermark queries for IP
infringement detection. As long as WSN is larger than 2, we can
successfully detect the IP infringement of Watermarked RAG?, as
introduced in Section 4.3.

e Clean Data Performance Alignment (CDPA). Clean Data Perfor-
mance (CDP) evaluates main task performance of the LLM deployed
the RAG system. CDPA measures the proportion of questions for
which the clean RAG and the watermarked RAG produce the same
answer, calculated as the ratio of such questions to the total number
of clean questions’.

o Clean Information Retrieval Alignment (CIRA) measures the re-
trieval alignment of main task texts when queried from the water-
marked knowledge database versus the clean knowledge database.
It represents the proportion of clean questions for which the clean
RAG and watermarked RAG retrieve the same text.

Unless otherwise specified, we use GPT-3.5-Turbo, configured
with prompts detailed in the extended version [33], to measure the
WSN and CDPA. Additionally, human evaluations are conducted,
showing similar performance results to those of the LLM-based
evaluation, as shown in Section 5.2.

Platform. All experiments are conducted on a server with 64-bit
Ubuntu 20.04 LTS system with Intel(R) Xeon(R) Silver 4214 CPU @
2.20GHz, 692GB memory, and four Tesla V100 GPUs (32GB each).

5.2 Effectiveness

In this subsection, we evaluate the effectiveness of RAG-WM in
terms of watermark verification, main-task performance, integrity,
time consumption, and human evaluation.

© We test watermark verification on both watermarked and clean RAG systems using
different watermark queries (i.e, n € [10,200]) and record the watermark success
number (Cyy,) to calculate the p-value of the binomial test. The p-value is consistently
below the significance level & = 0.05 for watermarked systems (100% success rate)
and above 0.05 for clean systems (0% success rate), giving a TPR of 100% and an FPR
of 0%. Referring to [20, 34] that use 30 watermark queries for verification, we adopt
the same number of queries in our evaluation.

"We use the questions provided in each dataset as clean queries, i.e., TREC-COVID
(50), NFCorpus (323), NQ (3,452), and HotpotQA (7,405). Due to MS-MARCO’s large
size, we sample 10% of its questions, obtaining 5,030 clean queries.
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Table 1: Watermark Verification

L LLMs
Dataset | Metrics | 535 [ Tlama | Vicuna | PaIM
TREC- WSN 18 18 20 17
COVID WIRR 96.67% | 96.67% | 100.00% | 100.00%
NFCorpus | WoN 26 24 24 20
PUS —WIRR 100.00% | 100.00% | 100.00% | 93.33%
NQ WSN 24 19 18 20
WIRR 9333% | 93.33% | 90.00% | 90.00%
WSN 27 20 22 19
HotpotQA—ymg 100.00% | 100.00% | 100.00% | 100.00%
MS- WSN 23 19 18 20
MARCO | WIRR 90.00% | 96.67% | 90.00% | 90.00%
Table 2: Main Task Performance
TREC- MS-
Dataset COVID NFCorpus NQ HotpotQA MARCO
CDPA 98.00% 96.90% 99.60% 97.70% 97.10%
CIRA 96.40% 89.16% 94.66% 96.94% 98.68%

Effectiveness of Watermark Verification. To evaluate the effec-
tiveness of RAG-WM, we inject watermark texts into the knowledge
bases of TREC-COVID, NFCorpus, NQ, HotpotQA, and MS-MARCO
tasks. Specifically, we insert 237, 246, 184, 191, and 230 watermark
texts, occupying 0.1383%, 6.7713%, 0.0069%, 0.0036%, and 0.0026% of
the original databases, respectively. Next, we simulate an adversary
deploying the stolen, watermarked database with their LLMs (in-
cluding GPT-3.5-Turbo, PaLM 2, Llama-2, and Vicuna-13B) to create
RAG systems. Acting as the database owner, we then randomly
select 30 injected watermark tuples and use watermark questions
(“What is the relationship between e, and e7,,,,?”) to query these
RAG systems (equipped with various LLMs and knowledge bases)
for IP infringement detection. The experimental results in Table 1
indicate that RAG-WM achieves effective watermark verification
across various LLMs and datasets. The minimum WSN for the TREC-
COVID, NFCorpus, NQ, HotpotQA, and MS-MARCO datasets are
18, 20, 18, 19, and 18, respectively. These values are far higher than
the threshold of 2 required to detect IP infringement of the water-
marked RAG. Besides, the results also show that the watermark
texts are successfully retrieved from the watermarked knowledge
database, achieving a watermark information retrieval ratio (WIRR)
of greater than or equal to 90% across various databases. This high
WIRR highlights the effectiveness of our watermark embedding
method, which integrates watermark texts into the most relevant
database entries to ensure efficient retrieval. The WIRR for MS-
MARCO is lower than for the other knowledge bases, likely due to
its large size, which makes watermark retrieval more challenging.
Main Task Performance (Fidelity). We evaluate the clean data
performance alignment (i.e., CDPA) between watermarked and
clean RAGs using the main task questions from these five datasets.
To achieve this, we retrieve relevant texts for these questions from
the knowledge bases of the evaluated RAGs and input them into
the Llama-2-7B and Vicuna-13B models. These models are selected
for their white-box nature, which allows for easier control (e.g.,
token sampling strategies) compared to black-box models like GPT-
3.5-Turbo and PaLM-2, which are less stable due to factors such as
latent variable states®. Moreover, since the evaluation results for
Llama-2-7B and Vicuna-13B are similar, we only present the results
for Llama-2-7B in Table 2. The average CDPA and CIRA across these

8GPT-3.5-Turbo may produce different answers to the same question because of non-
deterministic sampling during inference.
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tasks are 97.87% and 95.17%, respectively, demonstrating the good
performance in maintaining the main task. Moreover, we find that
the ratio of the number of injected watermark texts to the original
database size affects the main task performance of RAG. As shown
in Table 2, when injecting a similar number of watermark texts
(ranging from 184 to 246 across datasets), a greater impact on CIRA
is observed on smaller datasets, with NFCorpus the lowest (89.16%).
We believe that LLM’s post-processing prioritizes information most
relevant to the main task and filters out injected watermark texts,
thus reducing the impact on CDPA.
Integrity. We evaluate the integrity of RAG-WM by testing whether
it will detect IP infringement over innocent RAGs not stolen from
ours. In this experiment, we assess RAG-WM on clean RAGs using
four LLMs across five tasks. Ideally, no IP infringement should be
detected in these clean RAGs, meaning their WSN should be less
than or equal to 2. The evaluation results show that the WSN of
RAG-WM in clean RAGs is always 0, indicating that RAG-WM does
not falsely detect IP infringement in these clean RAGs.
Human Evaluation on Watermark Verification. The above eval-
uation results for WSN are obtained with the help of GPT-3.5-Turbo
(configured with prompts detailed in the extended version [33]). To
validate this approach, we performed human evaluation based on a
user study, which has been approved by the IRB of our affiliation.
This involves manually verifying whether watermark relationships
are contained in the responses produced by the adversary’s de-
ployed LLMs and RAG systems. The evaluation results are shown
in the extended version [33]. Notably, the results of LLM-based
evaluation align closely with those of human evaluation, with a dif-
ference of no more than 3 in WSN, demonstrating high consistency.
Such a high consistency between LLM-based and human evalua-
tions highlights LLMs as reliable tools for watermark detection.
Time Consumption. The watermarking process introduces ad-
ditional time compared to a clean RAG. We use GPT-3.5-Turbo
to generate the watermark texts. Table 3 shows that the average
time for generating each watermark text is 9.40 seconds, which is
acceptable for the owner, as watermarking the RAG’s knowledge
base is a one-time task for the owner.

Table 3: Time Consumption

TREC- MS-
Dataset COVID NFCorpus | NQ HotpotQA MARCO
(sei?;fis) 5.90 9.99 10.11 10.94 10.05

5.3 Impact of Parameters

The performance of our watermark approach is related to several
factors, including the parameters of the RAGs (retriever models,
similarity metrics, and the k value for retrieval top k related texts, as
defined in equation (1)), as well as the parameters of RAG-WM (e.g.,
the number of injected watermark tuples, the number of watermark
texts per tuple, and the watermark queries). We evaluate the impact
of these factors using three datasets: REC-COVID, NFCorpus, and
MS-MARCO, which differ in scale and knowledge domain. LLaMA-
2-7B is used as the adversary’s LLM for the RAG system.

5.3.1 Impact of Retriever Models. We evaluate three widely used re-
triever models: Contriever [17], Contriever-ms [17], and ANCE [54].
The three retriever models employ mainstream strategies such as
unsupervised training, supervised fine-tuning, and retrieval with
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approximate nearest neighbor optimization, allowing for a thor-
ough performance evaluation. Figure 2 shows the evaluation results
of the effectiveness of RAG-WM on these retrievers. Our results
show that RAG-WM consistently performs well across all retrievers,
with average watermark success numbers (WSN) of 20, successfully
detecting IP infringement. This is because the watermark texts are
semantically aligned with the watermark queries, achieving an av-
erage retrieval rate of 95.93% (i.e., WIRR), making them more likely
to be retrieved by various retrievers.

WSN
30 | - -
20| - -
10 D - -
0 | - | - | -
P e o T o T o1 o T o T o]
o, ", o o, o
<, <, s, Cs, s, s,
(3 6«% w e, . & "«%

(a) TREC-COVID (b) NECorpus () MS-MARCO
Figure 2: Impact of Retrievers.

5.3.2  Impact of Similarity Metrics. To assess the impact of simi-
larity metrics, we evaluate three metrics: cosine similarity, inner
product, and Euclidean distance to calculate the similarity of embed-
ding vectors when retrieving texts from a watermarked knowledge
database for a watermark query. Figure 3 shows the results of these
similarity metrics. We observe that RAG-WM produces consistent
results across the three tasks. Specifically, the WSN values are simi-
lar for each similarity metric across tasks, with differences of no
more than 3 for the same task. Furthermore, these WSN values are
significantly higher than 2, effectively protecting the IP of RAGs.

WSN
30| - -
20 |- - -
o T4 T o T o T4 T o7 T T 4 T o]
Y o, Y, % Y,
R 0, % 0
e % e
(2) TREC-COVID (b) NFCorpus (c) MS-MARCO

Figure 3: Impact of Similarity Metrics.

5.3.3 Impact of k. RAG returns the top k text records most relevant
to the querying question to LLMs. This parameter is typically set by
the adversary. We evaluate the impact of k by setting its value within
the range of [1, 5]. The evaluation results are shown in Figure 4.
We can see that the WSN of RAG-WM remains significantly high
(well above the threshold of 2) when k is between 1 and 5. This is
because most of the retrieved texts contain watermark information,
resulting in a high WIRR, 99.11% on average. Additionally, with
an increase in the number of retrieved texts (k), both the WSN
and WIRR increase. For example, the WSN and WIRR are typically
higher for k = 5 than for k = 1. Thus, we use k = 1 in other
evaluations, as it represents the worst-case scenario.

5.3.4 The Number of Injected Watermark Tuples. Watermark tuples
contain the watermark information, i.e., the embedded entities and
their relationships. The number of injected watermark tuples can
affect the subsequent watermark verification process. To detect IP
infringement, the owner queries a suspicious RAG system with
30 randomly selected watermark questions related to the injected
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Figure 4: Impact of k.

watermark tuples. We assess how the number of embedded water-
mark tuples, specifically 40, 50, 60, 80, and 100, affects verification
performance. The evaluation results are in Figure 5. The verification
success rates remain stable across the 30 queries, with the WSN
consistently around 20 and the WIRR exceeding 95%, regardless of
the number of embedded watermark tuples (40, 50, 60, 80, or 100).
These results suggest that our watermark achieves stable perfor-
mance with a limited number of tuples. The main task performance
(i.e., CDPA) remains stable, exceeding 94% when embedding dif-
ferent numbers of watermark tuples. As the number of watermark
tuples increases, the clean information retrieval alignment (CIRA)
decreases in the NFCorpus task, due to the injection of more water-
mark texts and the smaller size of its knowledge base. In contrast,
for larger knowledge bases (e.g., TREC-COVID and MS-MARCO),
the CIRA remains stable because the number of watermark texts is
minimal compared to the total number of task-related texts. Based
on these evaluations, we default to embedding 50 tuples in the ex-
periments of this paper, as this number achieves good performance.
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Figure 5: Impact of Number of Watermark Tuples.

5.3.5 The Watermark Queries. To detect IP infringement or the
misuse of sensitive data, the owner can create watermark queries
to obtain the watermark knowledge from the responses of the
suspect LLM and RAG systems. These queries can vary, for example:
(Type 1) What is the relationship between e, and eZ,,? (Type 2)
Please introduce the most relevant content of el ,,,, and e7,,,,,. (Type 3)
el and el,,, have a correlation, please provide an introduction.
We evaluate the effectiveness of these queries, and the results are
shown in Table 4. The queries yield similar performance, with
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average WSN values of 20, 19, 20 and average WIRR values of
97.33%, 98.00%, 96.00%, respectively. Importantly, the owner can
adjust the syntax, phrasing, or level of detail in the queries to
generate multiple variations for extracting watermark knowledge,
helping to avoid predictable patterns that attackers might exploit.

Table 4: Watermark Queries

Dataset [ Metrics [ Type 1 [ Type 2 [ Type 3
TREC- WSN 18 19 20
COVID WIRR 96.67% 100.00% 96.67%
WSN 24 20 25
NECorpus —mpp 100.00% 100.00% 100.00%
MS- WSN 19 19 20
MARCO WIRR 96.67% 93.33% 90.00%
NQ WSN 19 22 21
WIRR 93.33% 96.67% 96.67%
WSN 20 15 16
HotPotQA g 100.00% 100.00% 96.67%

5.3.6  The Number of Injected Texts per Watermark Tuple. For a
given question, the RAG system retrieves the top k most relevant
texts. For each watermark tuple, we can generate multiple texts
with the same semantics but different content, thereby increas-
ing the proportion of watermark texts retrieved. We evaluate the
impact of varying the number (i.e., Ny,;) of injected watermark
texts per tuple. Specifically, we set k = 1 (i.e., the number of re-
trieved most related texts) and assess watermark performance for
Nywm values ranging from 1 to 5. Figure 6 shows the results. We
observe that the WSN value increases as the number of injected
watermark texts increases. This is because adding more watermark
texts raises the likelihood of retrieving the watermark text, making
the watermark relation more likely to appear in the LLM outputs.
Therefore, we can generate multiple watermark texts for each wa-
termark tuple and inject them into RAG to improve watermark
performance. Moreover, adversaries cannot reliably detect multiple
watermark texts for the same watermark tuple using duplicate text
filtering, as demonstrated in Section 5.5.2). Additionally, CDPA re-
mains stable for N,,,;, = [1, 5], consistently above 95%, indicating
good performance in maintaining the main task.
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Figure 6: The Number of Injected Texts per Watermark Tuple.

5.4 Robustness

After stealing RAGs, attackers may attempt to remove the water-
mark. The adversary can utilize paraphrasing, removing unrelated
content, inserting knowledge, and expanding knowledge attacks.

5.4.1 Paraphrasing Attack. Paraphrasing has been employed as a
strategy to evade watermark detection in LLM-generated water-
mark texts [26, 25, 13, 25], thus it may be an effective technique to
evade the watermark verification in RAG-WM. Specifically, when
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a watermark query is issued, the adversary can use an LLM to au-
tomatically paraphrase the retrieved texts from the watermarked
knowledge database, thereby removing the watermark informa-
tion and further evading verification. For paraphrasing, we follow
the approach in [25], employing GPT-3.5-Turbo with the prompt
“paraphrase the following sentences”, a temperature setting of 0.7,
and a maximum output length of 200 tokens. Table 5 shows the
results of the attack. The average WSN value is 14, well above 2,
indicating that RAG-WM remains detectable even after paraphras-
ing. This suggests that paraphrasing cannot effectively remove our
RAG-WM. This is because paraphrasing can modify the wording
and structure of the text, but it cannot alter the knowledge (i.e.,
the entities and relationship types) present in the content. In con-
trast, WARD [22], which is based on a red-green list watermark, is
not robust against paraphrasing attacks. The adversary can para-
phrase any word in the RAG texts by replacing words from the
green list with those from the red list, rendering the WARD wa-
termark ineffective. Following the default experimental settings of
WARD, we evaluate its robustness against paraphrasing using the
same paraphrasing prompt. WARD achieves an average z-score of
-0.0384, below the threshold of 4, indicating failure in watermark
verification. However, our RAG-WM is robust against this attack.
Table 5: Paraphrasing Attack

TREC-COVID | NFCorpus| MS-MARCO
13 [ 17 [ 12

Dataset [
WSN [

54.2  Unrelated Content Removal. Watermark content serves as
extra information for detecting IP infringement. Such content may
be removed by excluding specific sentences from the retrieved
content in RAGs. Since removing content closely related to the
main task would degrade performance, an adversary would desire to
remove only unrelated content to minimize the impact on the main
task. To attack RAG-WM, we adapt this method to remove such
sentences from retrieved texts from the watermarked knowledge
database for a watermark query. Specifically, GPT-3.5-Turbo is used
to remove unrelated content based on a designed prompt (details
in the extended version [33]). The experimental results are shown
in Table 6. After the attack, the average WSN is 12, satisfying IP
infringement detection.
Table 6: Unrelated Content Removal Attack
TREC-COVID | NFCorpus| MS-MARCO
12 [ 14 ] 10

Dataset [
WSN |

54.3 Knowledge Insertion Attack . Adversaries may insert mislead-
ing information (e.g., acting as noise) into a RAG’s knowledge base
to interfere with the watermark retrieval process. Since our water-
mark text encodes information about two entities and their relation,
adversaries may want to maximize the interference by inserting
records containing the watermark entities but with different rela-
tions. However, to avoid degrading the RAG’s utility, they cannot
indiscriminately inject numerous sentences with randomly selected
entities and relations, as this would significantly downgrade the
RAG’s performance (discussed in Adaptive Attack of Section 6.2). A
straightforward approach to inserting misleading knowledge while
preserving utility is to generate attack texts by randomly correlat-
ing two texts from the watermarked knowledge base and injecting
them directly. Note that this process may produce sentences that
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Figure 7: Knowledge Insertion Attack.

include the watermark entities but introduce random relations be-
tween them due to the correlation of unrelated contents. When the
owner later queries these watermark entities, RAG may retrieve
the attack texts and respond based on the misleading correlation,
thereby causing the watermark verification to fail.

To execute this attack, we vary the number of inserted texts from
0 to 2500 under default settings and retrieve the top relevant texts
(evaluating both top 1 and top 5 retrieval cases) for each watermark
query. The results are shown in Figure 7. In the top 1 case, with no
texts injected, the WSN values for TREC-COVID, NFCorpus, and
MS-MARCO are 18, 24, and 19, respectively. With 2,500 injected
texts, the WSN values decrease to 12, 13, and 12. While the WSN
decreases as the number of injected texts increases, it remains above
2, indicating that the attack does not compromise the IP infringe-
ment detection of RAG-WM. The decrease in WSN is mainly due to
the interference from the injected texts, which affects the retrieval
of watermark texts. For instance, when 2,500 texts are injected
(approximately 70% of the original NFCorpus texts), the WIRR grad-
ually drops from 100.00% to 46.67%. Furthermore, we observe that
the decrease in WSN is smaller when retrieval is performed using
the top 5 texts compared to the top 1 text. Specifically, WSN values
decrease from 24, 27, and 23 (with no texts injected) to 21, 17, and
19 (with 2,500 texts injected). This indicates that RAG-WM is more
robust against knowledge insertion attacks when the adversary
retrieves more texts for the LLMs.

5.4.4 Knowledge Expansion Attack. The adversary can reduce the
effectiveness of the watermark by increasing the proportion of
non-watermarked information in the retrieved texts. Specifically,
RAG-WM injects up to N, watermark texts into a knowledge
database for each watermark query. If the adversary retrieves k
texts, where k > Ny, it is likely that at least kK — N,,;, of these
texts will be clean, thereby undermining RAG-WM’s effectiveness.
We evaluate this attack by varying the number of retrieved texts
from 3 to 50. Due to the input text length limit of the LLM, water-
mark text verification cannot be performed when the text is too
long. Therefore, we exclude Llama-2-7B and Vicuna-13B from our
evaluation. Instead, we use PaLM-2 for the RAG system, which
supports an input token limit of 8,192. Figure 8 shows the evalu-
ation results. As the proportion of non-watermarked information
increases, the WSN of RAG-WM remains stable. Even with m = 50,
where only 10% of the retrieved texts are watermarked (with k = 5
watermark texts per query), RAG-WM maintains a minimum WSN
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of 19 on MS-MARCO. Additionally, this attack leads to significant
computational costs on the LLM, as longer contexts require more
resources to generate responses.
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Figure 8: Knowledge Expansion Attack.

5.4.5 Combined Attacks. After stealing a RAG, the adversaries may
try their best to undermine any watermark embedded inside using
various techniques, such as knowledge insertion, knowledge expan-
sion, paraphrasing, and unrelated content removal. We construct an
advanced attack by combining these methods to simulate the adver-
saries’ best effort and evaluate the robustness of RAG-WM against
such combined attacks. Against the watermarked RAG, adversaries
first perform a knowledge insertion attack by injecting 1,000 ran-
domly generated texts (approximately four times the number of
the original watermark texts). Next, adversaries apply knowledge
expansion by retrieving ten texts. Finally, adversaries successively
conduct paraphrasing and unrelated content removal attacks. The
WSN values of the attacked RAGs in TREC-COVID, NFCorpus, and
MS-MARCO are 8, 12, and 7, respectively, satisfying verification.
5.5 Stealthiness

Adversaries might use perplexity analysis or duplicate text filtering
techniques to detect the watermark.

5.5.1 Detection by Perplexity. Text perplexity (PPL), commonly
used to measure text quality, is the average negative log likelihood
of each token’s occurrence. A model’s perplexity increases if a
given sequence is disfluent, contains grammatical errors, or lacks
logical coherence with prior inputs. PPL has served as a defense
mechanism against attacks on LLMs [18, 5]. Considering that the
embedding of watermark information may degrade the text quality
of the RAG, adversaries could detect this low-quality content as
suspicious watermark data. In our experiment, we calculate the
perplexity of the Llama-2-7B model, as it is a white-box model.
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We randomly select 2,000 clean texts and 200 watermark texts
from the knowledge base. We calculate the perplexity values for
both sets and apply the K-means algorithm to partition their PPL
values into two clusters. The smaller cluster is identified as the
outlier, corresponding to the watermark texts. The F1-scores for
this evaluation are only 15.88%, 6.93%, 16.36% on the TREC-COVID,
NFcorpus, and MS-MARCO tasks, respectively. We also analyze the
frequency distribution of perplexity values for both sets, focusing
on whether the perplexity of watermark texts is significantly higher
than that of clean texts. The results are visualized as heatmaps in
the extended version [33], with watermark texts highlighted in
white. Interestingly, the perplexity distribution of watermark texts
closely overlaps with regions of low perplexity and high-frequency
values in clean texts. These evaluations show that watermark texts
generated by RAG-WM exhibit high quality, making them difficult
to distinguish from clean texts based solely on perplexity. As a
result, using perplexity is not an effective detection method.

5.5.2  Duplicate Text Filtering. The owner may inject multiple wa-
termark texts for each watermark tuple to improve the success rate
of watermark retrieval in response to a watermark query. These
watermark texts may be identical, which allows the adversary to
filter out duplicate texts from the knowledge base, thus evading
watermark verification. Referring to [64], we conduct experiments
to filter duplicate texts on watermarked RAG systems. Specifically,
for each watermark query, we compute the hash value (using the
SHA-256 hash function) for each text in the top 50 retrieval re-
sults from the watermarked knowledge base and remove any texts
with the same hash value. Table 7 compares the results with and
without the attack. We observe that both WSN and WIRR remain
unchanged after the attack, indicating that duplicate text filtering
is ineffective at detecting and removing watermark texts. This is be-
cause the watermark texts generated by the multi-LLM interaction

watermarking technique differ for each watermark tuple.
Table 7: Duplicate Text Filtering Attack

Dataset | TREC-COVID [ NFCorpus| MS-MARCO

WSN | 18 24 19

WIRR | 96.67% 100.00% | 96.67%

Table 8: Advanced RAGs

Dataset [ Self-RAG [ CRAG
[ WSN [ WIRR | WSN_| WIRR
TREC-WIRR 23 100.00% 23 96.67%
NFCorpus 26 100.00% 19 100.00%
MS-MARCO 23 100.00% 20 100.00%

5.6 Effectiveness in Advanced RAGs

The above experiments are evaluated against naive RAG systems.
Recently, some advanced RAG techniques [7, 55] have been pro-
posed, to solve the naive RAGs’ disadvantages, e.g., retrieval chal-
lenges, generation difficulties, and augmentation hurdles. Referring
to [64], we evaluate our RAG-WM in two commonly used advanced
RAG systems, i.e., Self-RAG [7] and CRAG [55]. Table 8 shows
that RAG-WM achieves high WSNs (average 22 WSN, well above
the threshold of 2), demonstrating its ability to protect the IP of
advanced RAGs. This effectiveness is due to the core idea behind
these advanced RAG techniques: enhancing the relevance of re-
trieved texts to improve the accuracy of LLM-generated answers.
Meanwhile, the crafted watermark texts are designed to be relevant
to watermark queries, allowing the LLM to generate correct water-
mark relationships based on the retrieved watermark contexts.

1721

CCS 25, October 13-17, 2025, Taipei

6 Discussion
6.1 Watermark Injection Approach

We propose a watermark injection method based on relevant-text
concatenation. Alternatively, a direct insertion approach can be
considered, where the owner embeds the watermark text WT as
a separate record in RAG,,;,. This method has the advantage of
introducing minimal disruption to the structure and content of the
original RAG. However, it does not fully confirm that the watermark
texts can be retrieved and detected during verification. In contrast,
relevant-text concatenation injects WT into the most relevant text
TEXT of the RAG through pre-retrieval, improving detectability
and extraction. To evaluate direct insertion, we generate the same
number of watermark texts as in Section 5.2 using the multi-LLM
interaction watermarking technique and directly insert them into
RAG.,;;. The results in Table 9 indicate that the WSN and WIRR
values for direct insertion are lower than those for relevant-text
concatenation. This is because the pre-retrieval step in the latter
improves watermark retrieval performance and increases WSN
values. Notably, the performance of direct insertion is poor in large-
scale knowledge bases (e.g., NQ, HotpotQA, MSMARCO), and it
worsens as the size of the base increases. This is because the vast
amount of text in the knowledge base introduces more noise, while
direct insertion lacks retrieval guarantees, making the watermark
susceptible to interference from other texts.

Table 9: Direct Insertion Approach

] LLMs
Dataset Metries | —&pT55 | Tlama | Vicuna | PaIM
WIN 13 14 15 12
TREC-COVID—rmn 80.00% | 80.00% | 80.00% | 80.00%
WIN 17 18 16 15
NFCorpus WIRR 93.33% 9333% | 9333% | 93.33%
O WIN 9 12 10 11
WIRR 6667% | 66.67% | 66.67% | 66.67%
WIN 8 9 8 9
HotpotQA WIRR 5667% | 56.67% | 5667% | 56.67%
MsS- WSN 7 8 7 7
MARCO WIRR 16677 | 4667% | 4667% | 4667%

6.2 Adaptive Attack

The attacker, aware of our watermarking mechanism, could manipu-
late the RAG system by injecting malicious texts. This manipulation
may increase the likelihood that the malicious texts are retrieved
instead of the intended watermark content in response to specific
verification prompts (e.g., “What is the relationship between e,
and e/,,,,?”), thereby bypassing the owner’s verification process.
However, based on the threat model, the adversaries cannot know
our watermark entities and relations (i.e., the secret of owners), so
they can only randomly select a wide range of entities and craft
numerous malicious texts to bypass watermark verification. This
will compromise the knowledge correctness of the original RAG,
thus making it unusable. For example, consider the smallest knowl-
edge base, NFCorpus, in our experiments, which has 38,194 entities
and 41,763 relations. If the adversary randomly selects two entities
and one relation to generate a sentence for injection, the number
of possible combinations is C(38,194, 2) X 41,763. Injecting such a
large number of texts would significantly compromise the knowl-
edge integrity of the original RAG (with 3,633 sentences). Moreover,
if the owner injects 50 watermark tuples (i.e., 50 entity-relation
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pairs), the same as our approach, the probability that a randomly
generated malicious text matches a watermark pair by coincidence
is m =7 x 1078, which is nearly 0. Therefore, the adver-
sary cannot bypass watermark verification without significantly
degrading the RAG’s performance. Additionally, our watermark
queries are diverse, including both explicit and implicit queries,

which makes it more challenging to craft malicious texts.

6.3 Knowledge Graph Distillation Attack

Since our watermark relies on the construction of watermark enti-
ties and relations, an adversary can launch a knowledge graph distil-
lation attack against the watermarked domain-specific knowledge
base (i.e., Domain-specific Knowledge Distillation Attack). This
involves extracting entities and relations from the knowledge base
and constructing a knowledge graph based on the extracted infor-
mation. The adversary can then distill information from this graph
by sorting entities according to their degree within the dataset
corpus and generating dense subgraphs based on these entities and
their relationships.

We evaluate this attack against NFCorpus task by generating
subgraphs of different granularities for high-degree entities (with
the entities’ distillation (preservation) rate of 5%, 10%, 20%, 40%,
80%, 100% ) and their corresponding relations. The evaluation re-
sults are shown in Figure 9. We can see that if the watermarked
RAGs are distilled at a lower distillation rate, the RAGs have been
distilled to be considered as “fail” on the main tasks (e.g., with 20%
distillation rate, the CDPA is only 25.39%). The WSN of RAG-WM
is 22, far larger than 2. When the distillation rate is high (above
80%), the performance of the main tasks is maintained. The WSN
value of RAG-WM is far more extensive than 2, which can effec-
tively detect IP infringement of the stolen RAG. This robustness
arises because our watermark texts are generated based on high-
frequency watermark entities and relations. Since the attack focus
on distilling important entities and relations from the knowledge
graph, the high degree of these watermark entities ensures their
effective retention in the extracted graph, making the watermark
robust against domain-specific knowledge distillation attack.

Additionally, for a general knowledge base with extensive do-
main knowledge (e.g., Wikidata [52], DBpedia [15]), the adversary
might attempt to distill part of the knowledge base for the target
domain. To counter this, we can refer to traditional relational data-
base watermarking techniques to partition the knowledge base into
groups [23], with each group containing domain-specific texts. Wa-
termarks are then embedded in each group using RAG-WM. This
partitioning approach enhances the robustness of our RAG-WM
against this attack. RAG-WM is robust against such an attack.

6.4 Piracy Attack

Attackers can use our watermark embedding algorithm to insert a
pirated watermark into stolen RAGs and fraudulently claim owner-
ship. However, due to the robustness (Section 5.4) and stealthiness
(Section 5.5) of our watermark, attackers cannot remove our wa-
termark or create an RAG with only their own watermark. Thus,
attackers can only present an RAG containing both their watermark
and the owner’s watermark, while the true owner can present an
RAG with only their own watermark. It is clear who is the true
owner.
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Figure 9: Knowledge Graph Distillation Attack.

7 Conclusion

In this paper, we propose a novel black-box “knowledge watermark”
approach RAG-WM, to protect the intellectual property of RAGs.
RAG-WM generates watermarked RAGs by leveraging a multi-LLM
interaction watermarking technique, which creates watermark texts
based on watermark entity-relationship tuples. These watermarks
are then injected into the target RAG, and IP infringement is de-
tected by querying the suspect LLM and RAG systems with the
watermark queries in a black-box manner. Moreover, we evaluate
our watermark on both domain-specific and privacy-sensitive tasks.
The results demonstrate that our watermark can effectively detect
IP infringement of RAGs in various adversary’s deployed LLMs,
and is robust against various watermark attacks.
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