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A New PUF Based Lock and Key Solution for

Secure In-field Testing of Cryptographic
Chips

Aijiao Cui, Member, IEEE, Chip-Hong Chang, Fellow, IEEE, Wei Zhou, Yue Zheng

Abstract—Scan-based side-channel attacks have become a new threat to cryptographic chips. Existing countermeasures require
a secret test key to unlock the scan chain before in-field testing is allowed. However, test key disclosure poses tremendous risks
to multiple crypto chips that share a common test key. We address this open problem of in-field testing by leveraging physical
unclonable function (PUF) to make the derived test key unique to each chip. The PUF's response is invoked only once and
hardened into a one-time programmable pad. The PUF response required by the designer to derive a test key of each crypto chip
can only be recovered at the time of locking the scan chains without directly reading it out. The manufacturer can test the chip
normally with no test time penalty before the passed chips are locked. The proposed solution is analyzed to be secure against all
known scan-based side-channel attacks and the overhead incurred for the added security is negligibly small.

Index Terms— scan chain; scan-based side-channel attack; lock and key; golden key; PUF

1 INTRODUCTION

UE to manufacturing process variability, faults are in-

evitable in integrated circuit (IC) fabrication [1]. The
faults in IC can mix with the system intrinsic faults [2]-[4]
to make fault detection more complicated and costly [5]-
[7]. By adding testability features at design time, scan-
based design makes test pattern generation, application
and evaluation cost-effective to screen out defective ICs.
Full-scan design provides total controllability and observ-
ability of the core under test (CUT), with high fault cover-
age of structural defects. Its test time can be reduced dra-
matically with modern scan architectures such as multiple
scan chains [8].

Due to the unrestrictive and ease of access to the inter-
nal states of the CUT, scan chains have also become an ex-
ploitable side channel for attacker to steal sensitive infor-
mation such as cipher key of cryptographic core [9]
through in-field testing [10]. Scan-based attacks have been
reported to crack on-chip implementation of private key
algorithms like data encryption standard (DES) [10] and
advanced encryption standard (AES) [11], public-key cryp-
tosystems based on elliptic curve cryptography (ECC) [12]
and Rivest-Shamir-Adleman (RSA) [13], and Trivium

o Aijiao Cui is with the School of Electronic and Information Engineering,

Harbin Institute of Technology (Shenzhen), Shenzhen, 518055. E-mail:

cuiaj@hit.edu.cn

Chip-Hong Chang is with the School of Electrical and Electronic Engineer-

ing, Nanyang Technological University, Singapore 639798. E-mail:

echchang@ntu.edu.sg

o Wei Zhou is with the School of Electronic and Information Engineering,
Harbin Institute of Technology (Shenzhen), Shenzhen, 518055. E-mail:
zhou_9588@163.com

o Yue Zheng is with the School of Electrical and Electronic Engineering,
Nanyang Technological University, Singapore 639798. E-mail:
yzheng015@e.ntu.edu.sg

XXXX-XXXX/Ox/$xx.00 © 200x |IEEE

stream ciphers [14]. To thwart scan-based side-channel at-
tacks, fuses are added to the scan architecture and blown
off after manufacturing test to disable their scan testability.
Separate built-in self-test (BIST) [15], [16] has also been
used to limit the controllability and observability of CUT.
These countermeasures either completely incapacitate in-
field testing or severely limit its fault diagnosis, which may
delay repair and replacement of faulty ICs in service, lead-
ing to equally undesirable consequence.

To secure in-field testing, modern countermeasures [9]-
[14] prevent the exploitation of scan chain as a side-channel
by inserting a logic ‘lock” around the scan cells. Attacker
who does not have a correct test key observes only erratic
data from the scan dump. The “lock and key” schemes in-
troduce several new and unaddressed security issues too.
As the foundry is assumed to be entrusted to unlock the
fabricated chips for production test, there is a high risk of
test key leakage by merchant foundry or contracted test en-
gineer. If the test key is shared among the same design in
different chips, it becomes a very attractive high reward-
effort ratio target for attack. An attacker needs only to suc-
ceed in attacking one chip to gain access to the scan chains
of all other crypto chips. If the scan chain of each chip is to
be unlocked by a different hardcoded key [18], [20], [22],
then a different hardware ‘lock and key’ will have to be
implemented for each design with the same functionality,
which increases the mask cost. Programming a soft key
into an on-chip nonvolatile memory (NVM) allows a dif-
ferent test key for each chip but the test key is vulnerable
to recovery and corruption by memory dump, data rema-
nence and bumping attacks.

Silicon physical unclonable function (PUF) [5] has been
widely investigated as a security primitive for chip identity
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and nonce generation to avoid storing the secret in persis-
tent memory. PUFs transform the variations in device in-
trinsic attributes, such as length, width and oxide thickness
of transistor and dopant concentration, arising from fun-
damental physical limitations of IC manufacturing process,
into variations in circuit-level parameters such as delay.
Such transformation can typically be used to construct a
set of unique and random challenge-response pairs (CRPs)
for chip identification and authentication. As the responses
of PUF are generated based on random disorder of na-
noscale device fabrication, it is prohibitively difficult to re-
fabricate another chip to produce the same CRPs exactly
even if the entire structure is known down to the transis-
tor-level. Ideally, the response bits generated by each PUF
instance to the same challenges should match perfectly to
those measured during enrollment. In practice, some re-
sponse bits may flip due to variations of environmental
conditions or aging of transistors. Although majority vot-
ing or error correction code can be used to reconcile the
unstable response, the area and latency overheads in-
curred are non-trivial and dependent on the PUF structure.

In this paper, we use a PUF [23] as a secure and tamper-
resistant device ID to design a scan-lock that can only be
activated by the designer. The PUF response is obtained
from the random start-up value of D flip-flops [26]. Our
proposed scan-lock scheme has high tolerance to response
bit error as the PUF response is generated only once and
programmed into a one-time pad. The scan lock is de-
signed such that only its designer can decode the test key
from an obfuscated CUT response to a selected test vector
without the need to read out the PUF response directly.
The uniqueness of PUF response guarantees that each test
key is valid only for the scan lock of one chip even though
every chip shares a common scan protection circuit. Hence
the incentive to invest huge resource to break the test key
applicable only to one chip is greatly reduced. Manufac-
turing test of crypto core can still be performed efficiently
through the unlocked scan chain while in-field testing can
only be performed by an authorized user with a valid test
key after the scan chain has been locked by the designer. A
wrong test key will shut down the controllability and ob-
servability backdoor for any forms of scan-based attack.

The rest of this paper is organized as follows. Section II
reviews existing lock and key schemes for secure in-field
testing. Section III presents an overview of the proposed
scheme and introduces its key components for in-field test
protection. The controller design to facilitate three differ-
ent phases of operation is elaborated in Section IV. In Sec-
tion V, security analysis and overheads are evaluated and
compared with other existing lock and key schemes. Fi-
nally, this paper is concluded in Section VL

2 RELATED WORK

A locking mechanism was implemented in [17] with a se-
cure boundary scan protocol. Two additional instructions

are included into the IEEE Std 1149.1 boundary-scan in-
struction set and supporting hardware is added in the IEEE
Std 1149.1 architecture. If the input test key does not match
the programmed key, boundary scan is disabled and all the
test instructions are bypassed. However, as the soft key is
stored in on-chip memory, it is difficult to protect against
unprivileged user access. A secure test wrapper (STW) was
proposed in [18]. The STW is locked by default to prohibit
any test access to the internal scan chains and primary in-
puts/outputs of the CUT. The STW is enabled by applying
a valid test key. The golden key is generated by a linear
feedback shift register (LFSR), which shares the same flip-
flops with the wrapper boundary cells. As all chips of the
same design share a common golden key, when the test
key is leaked by a privileged user, all similarly protected
chips, including those owned by other users, become vul-
nerable. Because of the common test key, it is also not pos-
sible to denounce the culprits of the break-in.

Existing scan-based attack scenarios assume that the at-
tacker has no knowledge about the detailed scan chain
structure. To deduce the cipher key from the scan dumps,
the attacker needs to identify the correspondence between
encryption registers and scan cells [10]-[12]. Countermeas-
ures are hence proposed to barricade the successful identi-
fication of such correspondence by obfuscating the scan
chain order [19], [22]. It has been proved, however, that sig-
nature attacks [24] do not require full knowledge of scan
order but a complete state of the scan chain. Therefore, ob-
fuscation of scan chain order [19] is still vulnerable. A test
security controller and an LFSR were introduced in [21] to
manipulate the order of multiple scan sub-chains. A valid
test key that matches the key stored in a secure register
must be entered to correctly seed the LFSR before testing
in secure mode can be performed with a known order of
sub-chains. This scheme [21] relies on the insecure mode to
obscure the complete state of all sub-chains but the meas-
ure to safeguard the golden key was not discussed, making
it a target of similar threat scenarios as those of [17].

Using the historic state of CUT to obfuscate the scan
data has also been proposed in [25]. The recovery of origi-
nal output response from the obfuscated test data is a con-
cern without a clear elaboration on how the obfuscation
was controlled by the historic state. In [20], a shift register
is introduced to control the working mode of selected scan
cells. When an incorrect test key is input in the test mode,
the scan chains output erratic data to deceive the attacker.
Besides the same issue of hardcoded test key as [18], it has
been demonstrated that specific signature attack [22] can
successively identify the misconfigured scan cells to flip
one erroneous bit a time until all bits of the test key are re-
covered. To defend against this powerful test-mode-only
signature attack (TMOSA), a more robust dynamic obfus-
cation of scan data was also proposed in [22]. When an in-
correct test key is detected, the test key itself also permu-
tates cyclicly to vary the scan control temporally. In [30], a
dynamically obfuscated scan (DOS) architecture is used to
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resist noninvasive scan-based attacks by generating a pro-
tected obfuscation key to perturb test patterns/responses.
The obfuscation key is originated from the output of an
LFSR. The LSFR is seeded by a control vector through non-
volatile directly memory access (NDMA). As discussed in
Section 1, NVM is vulnerable to recovery and corruption by
memory dump, data remanence and bumping attacks.

On-chip decryption and encryption modules are intro-
duced in [31] to protect the scan chain content. The key for
data encryption is embedded in the circuit and assumed to
be secure. Such scheme inflicts nontrivial test time penalty.
In contrast, the authentication keys in [32] are generated by
an off chip simulated LFSR. They are embedded using
dummy flip flops in the scan chains or don’t cares of the test
patterns, and verified by an on chip LESR with the same
seed used in the previous key generation stage. The lock
and key scheme in [33] uses the test stimulus itself to embed
an N-bit key. The scan-out is enabled only when M different
N-bit keys are matched during the test initiation process.
This scheme [33] also uses the same hardcoded key to un-
lock the scan design of all chips fabricated from the same
mask set. None of the lock and key schemes addresses the
repudiation problem of shared test key. It is near to impos-
sible to testify any privileged users against the liability for
the loss or leak of test key to unauthorized users.

3 UNIVERSAL LocK WITH UNIQUE TEST KEY PER
INSTANCE

A common test key is an alluring target for scan-based
side-channel attacks since the same test key can be applied
to all chips once it is broken. On the other hand, having a
different test key for each chip makes production test by
manufacturer costly and inefficient. To address this di-
lemma, a universal lock with unique test key per instance
of a design is proposed to enable the designer to lock every
good chip that has passed manufacturing tests distinc-
tively before they are sold to the market. The authorized
manufacturer can still perform mass production test of fab-
ricated chips as usual and untrusted merchant foundry
should not be able to retrieve the test key from an unacti-
vated lock. As only the authorized buyers or users can un-
lock the scan chains of individual chips after mass produc-
tion test, chips that are sold without their scan chains
locked are hence unauthorized and vulnerable. It becomes
therefore feasible to track risky deployment of unauthor-
ized cryptographic chips.

3.1 Overview of the Proposed Scheme

The principle of operation and processes involved in this
new lock and key scheme are illustrated in Fig. 1. The scan
lock and its key controller are added after scan insertion.
Then, the GDS II files and the test vectors of the design are
passed to the authorized foundry for chip fabrication and
test. The scan design is initially unlocked and can be tested
normally after the dies have been packaged. Upon receiv-
ing the good chips after mass production test, the designer
will activate the lightweight physical unclonable function

(PUF) [26] built around some DFFs, which are chained to
double as a key register (KR). A one-time programmable
(OTP) is used to harden the PUF response. The obfuscation
logic of selected scan cells is controlled by the permuted
OTP output and the KR content. The scan data is initially
unobfuscated until the default OTP states are altered by
programming the PUF response bits into the OTP bit-cells
with a specific mask activation vector selected by the de-
signer. Once locked, the data scanned into and out of the
scan chains will be dynamically obfuscated if a valid test
key is not applied before the scan test. Such obfuscation
confuses and disrupts the adversary, deceiving him into
wasting time and cost on unsuccessful cracking of cipher
key from the incorrect intermediate encryption results re-
trieved from the scan chain. The scan lock is designed in
such a way that a valid chip-unique test key to unlock the
scan chains can be computed from the PUF response. The
PUF response cannot be read externally but derived once
upon manufacturing by comparing the obfuscated output
response with the known valid response when a specific
test vector is applied to the scan design. Only the designer
can deduce the PUF response as the obfuscation logic of
scan cells is designed according to the specific test vector
selected by the designer at design time. Thus, only the de-
signer can deliver a valid test key of each chip to the legal
user for in-field testing. The same test key cannot be used
to unlock illegally obtained overproduced chips. As such,
a non-repudiable binding can be easily established be-
tween the chip designer and the tester to deter leakage of
test key to unauthorized users.

The locking mechanism is implemented as shown in
Fig. 2. The main components include a controller, scan lock,
mask generator A, an n-bit OTP, n DFFs and a hash module.

Designer
Secure scan
insertion

Physical synthesis 1 Manufacturing

GDS Il files l
test vectors
Test IC with

Foundry

Trigger and register

PUF response l unlocked scan design
!
Load a specific test
vector Uy ~ User
¢ ‘e
Solidify PUF
response Input test key
:
response !
Obtain obfuscated :
scan dump to Uy Test chip

Fig. 1. Overview of proposed secure in-field scan test scheme.

3.2 Obfuscation of Scan Data

The scan data obfuscation logic is designed to achieve two
goals. First, without a valid test key, the test data scanned
into and out of the scan chain will be incorrect. Secondly,
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only the chip designer is able to deduce the test key from
the obfuscated test response upon activating the PUF to
lock the chip.

Scan design

SFF | SFF { SFF |
Lock

SFF }—| SFF SbFF  SFF |

Lock
[ SFF | SFF { SFF | .. |
[ SFF_}| SFF

Controller

DFF

DFF __ DFF -
fclr KR

felr Iclr

... DFF
fclr

Hk(R)|

Authentication

Fig. 2. Components of proposed universal lock with unigue test key
per chip for securing in-field testing of cryptographic chip.

The obfuscation scheme is applicable to full, partial and
parallel scan designs. For simplicity and without loss of
generality, m scan sub-chains are assumed, and each sub-
chaing¢j, j=1, 2, ..., m has approximately equal length, i.e.,
l¢jl = L Vj. Each scan cell in ¢jis denoted by sifori=1,2, ...,
L. To obfuscate the data scanned into and out of a sub-
chain ¢j, two XOR gates and two AND gates are inserted
into a pair of adjacent scan cells, si1 and s;, as shown in Fig.
3(a). One XOR gate is placed between si1 and si so that the
output of si1 that feeds an (horizontal) input of the XOR
gate will be passed either directly to the input of s or in-
verted before it is input to s;, depending on the other (ver-
tical) input of the XOR gate. A masked bit bx is used to gate
the output of si2 into the vertical input of the XOR gate to
control if the data in si1 is passed unchanged or obfuscated
into si. Likewise, the other XOR gate is placed between si
and si+1 so that the output of si is either passed directly or
inverted into si1 under the control of another masked bit by
and the output of si1.

Lock
by SALD)

A e [
Testvector‘ Up Ui1 Uj Ujs1 u.
Response ‘ Vi Vi Vi Vis1 '

(a). A logic lock on scan path.
Lock
b= by=
4’{ S1 ‘ 4’{ Si-1 Si Si+1 ’ SL P
Test vector ‘Ul Ui-1 U; Ui+ u.
Response ‘Vl Vi1 Vi Vi+1 VL

(b) Case 1: byby=00.

Lock
b,=11A;
LA rom 1
Test vector ‘ Uy U1 Uiy ® U Uis1 o UL
Response |V Vi Vi1 @V Vi . WL
(c) Case 2: bb,=11.
Lock
b=0
L et e F
Teslvector‘ Uy Ui-1 U; Ui(‘BUi+1 U|__1@U|_
Response ‘ Up®Vy ... Via®vig Vi1 ®V; Vit .. W
(d) Case 3: byb,=01.
Lock
b,=0
Lol ) [
Test vector‘ Uy Ui-1 Uiy D U; Ui®Uyy ... U1 DU
Response ‘ Up®DVy... Vio®vig Vi Vis1 VL

(e) Case 4: b,by=10.
Fig. 3. Scan input and output data for different assignments of b,b, for
a logic lock on scan path.

Let si1, si and si1 be the three adjacent cells that sand-
wiches the two XOR gates in ¢j, and let U = u1u2...u be an
arbitrary test vector to be scanned into ¢;. For an unmodi-
fied scan chain, ur will be scanned into s: at the first clock
cycle. At the second clock cycle, ur will be shifted into sz
and u1 will be scanned into si. In general, ui+ will be reg-
istered into si at clock cycle ¢, Vi, t €[1, L]. The outcomes of
scanning the test vector into ¢ for the four scenarios with
different combinations of bx and by are analyzed as follows.
When b:by = “00”, as illustrated by Fig. 3(b), the scan chain
functions normally as both XOR gates behave like a non-
inverting buffer. When b:by = “11”, as shown in Fig. 3(c),
only the test data that moves through s: will be obfuscated.
This is because the data scanned into si at cycle ¢ > i is ui-2:L-
) ® Uit+L-1) = Ui1+1+ D Ui+ # Uirr+ unless i+ = 0. Since the
data present in si at cycle t-1 is i1 @ U1 instead of
uir¢1), the data scanned into si is sitst-¢-1) @ (Ui-ter--1) D Uist-
¢-n) = uin+1+, which is the same as the test data that will be
scanned into this cell if ¢j is unmodified. Hence, all subse-
quent scan cells will also receive the correct input test data
uis+for t > 1. When b:by="01", as shown in Fig. 3(d), all cells
before si+1 will receive the correct data but the data scanned
into si+1 for t > i+1 will be uits-¢-1) @ Uist--1) = Uirit D Uirisrt #
ui+r-+ unless uir+ = 0. It can be shown that the data scanned
into all subsequent cells sk Vk > i+1 and ¢ > i+1 will also be
obfuscated to ukisw-+ @ uke+. Similarly, when b:by = “10”, as
shown in Fig. 3(e), all cells before s: will receive the correct
data but the data scanned into s; will be ti1+1-+ @ Uit+ # UirL+
for t > i unless ui1++ = 0. Unlike the case of b:by = “11”, the
data received by all subsequent cells sk Vk > i will also be
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obfuscated to ukis-+ @ uki+. By setting t = L, the test data
appears in each cell after the entire test vector U has been
scanned into ¢j is shown below each subfigure for each of
the above cases. This possibly obfuscated vector U is then
applied to the CUT and its response V is captured back
into sis2...sL of ¢j. As v will be scanned out first followed by
v, the response bits v to i that do not shift through sia
and si will be scanned out unchanged. The other response
bits can be analyzed as above when they are shifted
through the obfuscated cells. After L clock cycles, the final
response vector v that is fully scanned out of ¢j for each
of the four scenarios is shown below the respective subfig-
ures in Fig. 3, where the first bit scanned out of ¢ is listed
as the least significant bit of v  , and vo = u] refers to the
first bit of the next test vector U’ that is scanning into ¢j as
V is scanning out.

The same analysis applies if more than one pair of ad-
jacent cells in ¢j are modified. For each pair of masked bits,
the test and response vectors scanned through a sub-chain
can be analyzed in fragment encompassing only the pair of
obfuscated cells si and si1 in consideration. Let p € [2, i-2]
denotes the index of the nearest obfuscated scan cell before
siand q € [i+2, L-2] denotes the index of the nearest obfus-
cated scan cell after si1. Then the corresponding test vector
scanned into the fragment and the scan output of the cor-
responding response captured into the fragment can be ob-
tained by replacing the indexes 1 and L of ¢, Uand V in
Fig. 3 by p and g, respectively, and replacing uo by vp.

It is evident from the above analysis that Case 1 and
Case 2 in Fig. 3 can be distinguished if vi is different from
vi®viin V , which implies that vi1 has to be ‘1. If via="1,
both Case 1 and Case 4 can also be distinguished from Case
2 and Case 3. To distinguish between Case 2 and Case 3
from the scan output, at least one of the bits from vp-1 to vi2
should be “1’. Thus, all four cases can be discriminated to
identify the input combination of bx and by if the following
two conditions are satisfied: (1) vi1 =‘1" and (2) at least one
of the bits from vp1 to vi2is “1’.

The designer can select a specific test vector Us. From
its output response Va, he can then identify /2 pairs of ad-
jacent scan cells among the sub-chains to insert the obfus-
cation logic y to satisfy the above two criteria. This way he
can first apply Us with B =0 to capture the CUT response
Vi into the scan chains. Then, the scan chains are obfus-
cated by applying a nonzero random mask B = B toscan
out Vi. Only the designer who knows the placement of all
obfuscated cells can easily recover the unknown mask B
by comparing the obfuscated response v, collected at SO
with the known V.. The probability of finding B from the
obfuscated output response of the CUT after passing
through all the 1/2 obfuscated cells to any other test vectors
that satisfy the abovementioned criteria by coincidence is
2ni2,

3.3 Mask Generation and Test Key Derivation

To ensure that the scan chains of each chip is uniquely
“locked” by having different random obfuscated re-
sponses to the same test vector, the n masked bits (B =
bibz...by) for the aforementioned obfuscation logic are de-
termined indirectly by the response bits (R = rir2...7x) of a
PUF.

In principle, any PUF with reasonably good uniqueness
can be considered for the response generation. To save
hardware cost, the DFFs of the KR that are used to hold the
input test key can be reused for the implementation of PUF.
The simple PUF design in [26] makes an ideal choice for
this purpose, where the power-up characteristic of unini-
tialized D flip-flops is leveraged to generate a random
chip-unique response. It has been shown in [26] that
enough randomness exists in such DFF elements when
they are implemented on an Application-Specific Inte-
grated Circuit (ASIC). As a weak PUF [26], it is immune to
machine learning attacks. Alternatively, the lightweight
SCAN-PUF [27] that is designed based on random power-
up state of scannable flip-flop can also be used to generate
the mask B.

As no native silicon PUF can extricate from occasional
flipping of one or more response bits due to change in op-
erating environment or device aging, expensive fuzzy ex-
tractor is usually required to reconcile the unstable re-
sponse. To completely evade response reproducibility
problem and keep the PUF response confidential, the PUF
response is generated only once under the control of the
designer and refrained from reading out externally. Highly
secure OTP N'VM [28] can be used to harden the PUF re-
sponse without the need for expensive error correction
hardware.

A mapping A is used to permutate the programmed
state Y of the OTP and selectively invert the bits at the non-
zero bit positions of the KR output Z such that the scan
mask B = A(Y, Z). Before the OTP is programmed, Y =0 and
B =Z. Once the OTP has been programmed, B = A(R, Z) #
0. To unlock the scan chain, a nonzero integer Z: must be
loaded into the KR to make B = A(R, Z«) = 0. Our design
ensures that Z. can only be derived by the designer with-
out having to read out the OTP state or the PUF response,
but not the attacker who has no knowledge about the cor-
rect output of the CUT to the test vector U selected by the
designer and the obfuscation logic i that satisfies the two
criteria imposed by Ua. To avoid fully relying on the obscu-
rity of OTP bit-cell states [28] for security, the hardened
PUF response is post-processed by a low-cost keyed hash
module [29]. A keyed hash Hx: X—Y maps a finite set X to
another finite set Y such that it is difficult to find a collision
pair (x1, x2) for Hy, i.e., x1 # x2 € X satisfying Hi(x1) = Hi(x2)
with high probability for an arbitrary key k. Z. =

F(Hy, (R).K,) becomes a function of the randomized PUF
response R and the test key Ki where F is an invertible
function. The authorized user is assigned a key pair (K», K)
by the designer, where K and K: are to be input to the hash
module and F, respectively to make Z = Z. for unlocking
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the scan chain. With the knowledge of v, the designer is
able to recover R by comparing v, with the known V. to
his selected Us when the OTP is programmed according to
the procedure described in Section IIL.B. Knowing K, he
can easily compute H « (R)- With the knowledge of A, he
will be able to recover the nonzero integer Z. to make B =
0 and derive a test key K: = F’i(HKh (R), Zu) . Due to the col-
lision resistance of keyed hash function, the attacker who
has no knowledge of Ki is unable to compute H, (R) and
hence K: to unmask B, even if he could successfully hack
the OTP to retrieve R. Since K: is input serially through SI,
F can be realized as a modulo-two sum with an XOR gate.

4 CONTROLLER DESIGN

The OTP remains unprogrammed upon chip fabrication.
Hence, the merchant foundry can carry out manufacturing
test on the unlocked chips as usual. Since the test key is not
even born at this stage, no secret can be leaked. The OTP of
each good chip after production test will then be pro-
grammed by the designer following the procedure pre-
sented in Section 3. It is at this stage that the scan chain is
locked and a valid test key K: is derived by the designer to
pair with a selected Ki. The scan-locked chip is then sold to
the customer who is authorized to test the security crypto
core with the key pair (Ki, Ki) assigned by the designer. The
OTP should be unprogrammed before production test and
the chip sold in the market or used in the field should have
the scan chain locked by a programmed OTP. Defective,
compromised and gray market chips can be easily identi-
fied if these conditions are not met. The legit stakeholder
who has the privilege to perform the right operation in
each phase can also be identified by the state of the OTP
and the key input through SI. A controller can thus be de-
signed to facilitate (prohibit) these operations at different
phases by the privileged (unauthorized) stakeholders.

the manufacturer or the end user other than the designer.
Fz and Fs are used by the designer to generate respectively
an EN signal to enable the programming of OTP and a sel
signal to temporarily unlock the scan chain for scanning
the test vector Us into the CUT before the PUF response in
KR is cleared. Fi disables the 2-bit counter to make multiple
counting during in-field testing by the user. The 2-bit coun-
ter detects if the chip is working in normal or test mode by
counting the number of clock cycles when TC =‘1". The g-
bit counter is used to track the number of test key bits that
have been scanned through SI by the user. The cyclic probe
CS is used to configure the KR as a circular shifter when B
#0.

The chip undergoes a chronological order of operations,
namely production test by the chip manufacturer, scan
lock activation by the designer and in-field test by the chip
user or attacker. In what follows, the operations of the con-
troller and the timing diagrams of affected signals for post-
manufacturing production test (by chip manufacturer),
locking of good chips (by the designer), and testing of
locked chip (by authorized and unauthorized users) will
be elaborated and discussed.

Production Test: Upon powered up, the scan input pin
Slis kept constant at ‘0" with TC = “1". After TC has stayed
high for two clocks, g_en = ‘1’. This makes CE = ‘0" and
hence kr_clr turns low to clear the power-up state in KR.
CE maintains low throughout the process. As the OTP is
not programmed, the zero state in KR makes B =0 and CS
=‘0’". Thus, the clock input to KR, kr_ck stays at zero state
throughout to keep the output Z of KR zero at all time.
Hence, the scan chains are not locked. To commence scan
test, TC is pulled down to ‘0’. The test vector input at SI
will be serially scanned into the scan chains for normal
scan test with the low g_zero signal applied to the control
input of multiplexer Mi1. The timing diagrams of various
signals involved in this phase are shown in Fig. 6.

Normal mode Test mode Normal mode
******* s *
M=oy o - moir [ - M-
«— OTP cyl oo i cppture  capiure
=5 _l } TC ‘ shift m/out ’_|_ _’_|_h|ﬁ m/out_'—
ke dr } S| A KZXZ) " (ZXZ)&_
& Db o I
e e I = =
LS I CS il
o
L ks O T |
g-bit counter |q_msh EN <_)H — : — — :
MSBh sel Cy: | | | T o |
fclr LSB%@“ kr_ck O ‘
= ™ fen q_zero aen <_):\
0, Q\

Fig. 5. The test controller for the proposed scheme.

The controller is shown in Fig. 5. It consists of four DFFs,
F1 to Fs, two counters with synchronous clear input and
some logic gates. The output LS of F1is used to disable the
clock to KR by the designer while its complementary out-
put CE is used to clear the PUF response in the KR, which
is generated upon power up when the chip is operated by

Fig. 6. Timiné d‘iag‘rams of teét controllér éignalé dﬁring manufécturing
test.

Locking the Scan Chains: Upon receiving the good
chips from the manufacturer, the designer can power up
the chip to activate the PUF, program the OTP and retrieve
its mask B to work out the test key K: for each locked chip.
The timing diagrams of the operations in this phase for n =
128 are shown in Fig. 7.
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Upon reset, the PUF response is generated in KR.
Meantime, the 2-bit Counter is cleared. TC is kept high for
two cycles before q_en changes from ‘0" to “1’. SI should be
asserted high at the rising edge of g_en to maintain CE =1
and keep kr _clr high. As LS =0, the clock to KR, kr_ck is
disabled to prevent the PUF response in KR from shifting.

TC is then pulled low to put the chip in test mode. Fs
generates a high EN signal at the falling edge of TC to pro-
gram the PUF response into the OTP. At the falling edge of
next clock cycle, the output sel of Fschanges from ‘1’ to ‘0",
which clears Fz on the falling edge one cycle later to disable
the programming of OTP. The low sel selects the OTP out-
put R from the multiplier input to XOR with the current
content R of KR in A. Hence, B = 0 and the scan design is
unlocked to allow the test vector U selected by the de-
signer to be scanned through SIinto the CUT. The response
after Us has been scanned into the CUT is then captured
into the scan chains by setting TC = ‘1. When TC =
m =0, which clears the KR and causes B=R # 0. The
scan design is hence locked. TC is then switched back to
low so that the obfuscated response Vv, can be shifted out
from the scan design. The designer who knows the actual
circuit response Vi to Us and the positions of masking gates
in the scan chains can retrieve the mask B and hence the
PUF response R from v/, . Then, designer can compute the
test key K: according to the analysis in Section 3.3.

This phase of operation is different from the previous
production test in that it is initiated by the designer by in-
putting bit ‘1" at SI to preserve the PUF response in KR af-
ter reset. Others who follow the same procedure to pro-
gram the OTP will not be able to unlock the scan chains
since they do not know the locations of obfuscated scan
cells to recover R from the obfuscated V, to any test vec-
tor Ua they applied in this process.

Normal mode Test mode Normal mode
A N RN
TC :: : : i i shift in ?p—] shift out I—
R e o~ e
ke _air oL
O T T |
s O — — i
v O B ! 1
o — | *
kr ok O - - 1
gen (O i | ! 3 T }

Fig. 7. Timing diagrams of test controller signals during programming
of OTP and test key derivation.

Field Test: When the scan-locked chip is powered up,
as the PUF response generated in KR is different from the

permuted OTP output n(R), B # 0. Hence CS =‘1". The test
key can be applied after TC stays high in normal working
mode for two cycles, i.e., until g_en = ‘1". Before applying
the test key, SI should be fed with ‘0" to keep LS high in
order to gate the clock signal into KR. To commence testing
after the keyed hash, TC is pulled low to scan in n = 27 bits
of test key serially through SI and start the g_bit counter at
the same time. When g_zero =0’, the test key has been fully
scanned through SI. If the test key is correct, the KR will
output n(R) and B =0. CS changes to ‘0" to disable kr_ck in
order to hold n(R) in the KR. Therefore, scan test can be
performed normally through the unlocked scan chains. If
the test key is incorrect, the content of KR is different from
n(R). Hence, B # 0 and CS remains high. As the control in-
put q_zero to M stays at ‘0", the active clock kr_ck continues
to shift the content of KR circularly, causing B to change
every clock cycle and the scan data to be dynamically ob-
fuscated [22]. The timing diagrams of the related signals
are shown in Fig. 8.

Hash processing  Pre-test mode Test mode Normal mode
— | A ] ‘ N
RST — ; — :
I 2 @ D |
ok rLrume- L UL rU‘l_ruru--- -
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TC T |_imputthe key| | britt .mﬂqa'ﬁ__"rp—@_i_q/w—
i ‘ X >
kr _clr 1 I ‘ ;
s O ——= >
o1 |
s O
EN O
- 2 et s
kr_ck C)__l'l_l I_I'LI'L I'I_I'I_ FL(Z) (ZXZ) O
q.en
q_msh (—f | |_
g zero ) 1|__;—‘
o |

Fig. 8. Timing diagjrams of test controller s‘ignals‘du‘rin‘g ih—field tésting.

5 EXPERIMENTAL RESULTS AND SECURITY
ANALYSIS

The testability, security and overhead of the proposed
scheme are evaluated in this section.

5.1 Testability

Upon fabrication, before the OTP has been programmed,
the scan chains can be kept in unlocked state, i.e, B =0
simply by clearing the KR on reset. During production test,
the manufacturer only needs to keep SI = ‘0" before TC is
pulled low to commence the scan test as usual. Although
the test vectors of the CUT were generated after scan inser-
tion without the obfuscation logic, they can be applied
transparently after the insertion of test protection circuit
without compromising the fault coverage or testability
achievable by the original test set.

After the good chip has been uniquely “scan-locked” by
the designer, the scan chains can be unlocked once a cor-
rect test key has been fully scanned through the SI to make
the KR output equal to n(R). The test patterns can then be
correctly scanned into the scan chains and the responses
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from the CUT can be captured and scanned out unobfus-
cated for validation. The specified fault coverage and the
original testability are also not affected by the added scan
protection circuit.

For most lock and key schemes, faults in the scan pro-
tection circuit cannot be tested by the original scan chains.
Allowing controllability and observability to the internal
nodes of the scan protection circuit will expose the test key
and undermine their security. These scan protection cir-
cuits are usually tested by a BIST with high fault coverage.
This is, however, unnecessary for our scheme. Since the
crypto core has already been tested independent of the
scan protection circuit upon manufacturing, if there is any
fault in the scan protection circuit, the output responses
will be deviated from the correct ones when the same scan
tests are performed with the correct test key derived by the
designer after the OTP has been programmed. This is as
good as the simple pass-fail test result indicated by the
BIST. Thus, the correctness of the scan protection circuit
can also be validated by the designer after he has pro-
grammed the OTP to lock the scan chains.

5.2 Uniqueness of test key

The uniqueness of a PUF characterizes how distinguisha-
ble is the response to the same challenge generated by the
circuit on one die from that on another die. Since PUF is
used as a main feature to provide a different test key to
each identically designed scan chain protection circuit, this
is important to minimize the probability of test key colli-
sion. The inter-class uniqueness test conducted on the
hardware-efficient PUF in [26] reported an inter-class
Hamming distance of at least 26% between PUF responses
of different devices. Although the inter-class distribution is
not ideal due to the one-skew response, this amount of bit
differences is sufficient to trigger an avalanche effect from
the hash function to derive a highly discriminable test key
for each chip. The measured Hamming distance of 177
comparisons between two 16-bit PUF responses in [27] ap-
proximated a binomial distribution with a mean of 8.2,
which is very close to an ideal mean Hamming distance of
8. Both PUF designs [26], [27] were reported to have low
correlation between PUF responses from different chips. It
is important to note that the PUF response is used as a
nonce in our proposed scheme. Hence its response reliabil-
ity is inconsequential and modeling attacks are irrelevant.

5.3 Security against typical attacks

1) Brute force attack

For an attacker without the knowledge of the obfusca-
tion logic and the hashed key, the probability of correctly
figuring out the n-bit test key to unlock the scan chains by
coincidence is 1/2". For n = 64 and 128, this probability is as
low as 5.42E-20 and 2.94E-39, respectively. Brute force at-
tack by exhaustive enumeration of test key is therefore
computationally infeasible. Unlike other lock and key
schemes, such effort will have to be repeated for every chip
as a successfully cracked test key on one chip will not work
on another scan-locked chip. Because each crypto core re-
quires a different test key to unlock its scan chains, our

scheme significantly enlarges the gap between (high) ef-
forts and (low) rewards to effectively deter brute force at-
tack.

2)  On-chip data dumping attack

An unauthorized user who has access to a scan-locked
crypto chip may use the scan chains to apply as many pos-
sible test vectors to capture the crypto core’s responses as
an attempt to recover the PUF response R according to Sec-
tion IIL.B. As each scan-locked chip has only one valid test
key, which can only be decoded at the time of program-
ming the OTP from the obfuscated CUT response to an in-
put vector Us selected by the designer with the knowledge
of the locations of obfuscated gates. Once the OTP has been
programmed, it is computationally intractable for the de-
signer to decode R (if he has lost it) by re-entering U, let
alone the attacker who has no knowledge about the obfus-
cated scan cell locations. In other words, the leak of Us after
the OTP has been programmed poses no threat, as the ef-
fect of applying Us in scan mode is as good as commencing
scan test with any other invalid test keys. Hence, the at-
tacker cannot use the scan dumps to retrieve R, n(R) and
the hash key Ki to compute H, (R) , which are required for
the recovery of the test key.

3) Attack on illegally obtained unlocked chips

If any crypto chips are hijacked by the attacker before
their OTPs have been programmed, the attacker may try to
lock these chips using the same OTP programming process.
As discussed above, the attacker can only have one chance
to input a mask activation vector Us of his choice to retrieve
R from the obfuscated output response of the CUT. Since
the attacker does not know the locations of the masking
gates, we conservatively assume that he can find a CUT re-
sponse to satisfy the second criterion stipulated in Section
3.2. However, without the knowledge of the design, it is
almost impossible for him to find a test vector in only one
trial to produce an output response that has ‘1" appearing
in all the bit positions corresponding to those 1/2 specific
obfuscated scan cell locations. It is reasonable to assume
that the probability of the CUT output response to an arbi-
trary test vector that satisfies the first criterion of Section
3.2 is 1/2"2. When n = 128, this probability is as low as
5.42E-20. Assume that the attacker is fortunate enough to
find a test vector that will capture a response from the
crypto core with as many as m/2 (m <n) ‘1’s out of these n/2
specific positions. If there is no obfuscated scan cell situ-
ated between these m/2 correctly predicted obfuscated scan
cells and the SO pin, then he will be able to deduce the val-
ues of these masked bits according to the obfuscated out-
put response. For the remaining (n — m)/2 bits of the cap-
tured response vector that should be ‘1’s but are ‘0’s, the
scan data through these obfuscated scan cell positions re-
main undetermined. Hence, his derived R will not match
the output of the programmed OTP. With the permutation
n and the keyed-hash function Hi(R), the intractability to
deduce test key is significantly elevated. As long as there is
one mismatched bit in the test key, the scan data will be
dynamically obfuscated. Hence, the attacker cannot make
an illegally obtained unlocked chip legit by programming
its OTP using a mask activation vector of his choice.
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4)  Test-mode-only signature attack (TMOSA)

A TMOSA [22] targets static lock of scan chains by ap-
plying a signature attack under the test mode to succes-
sively identify the nearest locked scan cell position and re-
trieve the correct key bit one by one. This domino effect on
consecutively resolved obfuscated scan data is prevented
by dynamic obfuscation in our scheme. The CS bit pro-
duced by O1in Fig. 5 detects any bit difference between the
input test key and the correct test key. If there is any mis-
match, the input test key will be cyclically shifted to
change the masking bits in each cycle during the test mode
when the test vectors and the captured responses are
scanned into and out of the scan chains. As the valid test
key for each chip is uniquely determined by a random
PUF response, the test key bits are uncorrelated, and shift
invariant test keys like all zeros or all ones will be avoided.
Hence, it is virtually impossible to observe the correct
states of most, if not all, of the scan cells at SO with a par-
tially matched test key.

5.4 Overhead analysis

The proposed field test scan lock (FTSL) is implemented

on scan designs for pipelined and iterative AES circuits

with key scheduling (KS). The suffix L of FTSL-L is used to

denote the bit length of PUF response. The original de-

signs are synthesized by Synopsys Design Compiler be-

fore the scan chains are added into each netlist by Synop-

sys DFT Compiler. The proposed lock and key compo-

nents are then inserted into the netlists of the scan designs

and synthesized by Synopsys Design Compiler. To facili-

tate comparison, technology independent synthesis re-

sults are shown in Table I. The areas of the original circuit

before and after scan insertion (abbreviated as ‘original’
and ‘scan’, respectively) and the scan design protected by
FTSL are expressed in terms of the number of equivalent
two-input NAND gates. The lengths L of the scan chains
are 6720 for the pipelined AES and 522 for the iterative AES.
The keyed hash function is implemented by SHA3uww,
which is the “Low_Area_Copro” from [29]. It has an area
of 4965. The area overheads AA in gate count and percent-
age area overhead are shown in the last two columns of
Table I. SHA3w has a latency of 48 clock cycles. The area
and latency can be substantially reduced by using non-
keyed hash considering the very low reward/effort incen-
tive for high class attack on FTSL.

TABLE |. SYNTHESIS RESULTS OF PIPELINED AND ITERATIVE
AES SCAN DESIGNS WITH AND WITHOUT THE PROPOSED SCAN
PROTECTION SCHEME.

FTSL-128 incurs only 3.8% hardware overhead over the
originally synthesized pipelined AES with scan design. If
the cryptographic chip has already a built-in keyed hash
function core, the overhead can be reduced to 1.46%. Usu-
ally the crypto core is monolithically integrated into a
larger SoC, the overhead due to FTSL components is neg-
ligibly small.

TABLE Il. COMPARISON OF LOCK AND KEY SCHEMES

Design AA Attacks Test key Weak- Te.stablhty
(%) nesses | impact
SOSD-12810.34 TMOSA Nil
Shared; -
DOSD-128|0.47 : None Predetermined; Repudia- N}l
ROS-16¢ [0.15| Signature attack Hardcoded; [ple liabil- Nil
SDSFF100(0.25 None Validate by di-| ity for | Yes
. . .| rect compari- | test key
Vim-Scan |1.54 Blztri‘;ls ;‘:te;tg‘ son. leakage; | Nil
Bit-role identifi-
SSTKR [2.617 cation attack; Shared.; Test key Nil
Memory attack. Predetermined;| is made
Signature attack; NVM; known to
TSC-12bits|2.74 "| Validate by di- [manufac-
Memory attack; rect compari- | turer. Nil
DOS  [2.01| Memory attack son.
SIE  [2.92] Memory attack
Chip-unique;
Derived from
PUF;
FTSL-128 |3.80 None OTPand | e Nil
hashed;
Compared with|
permuted OTP
o/p.

AES | Scheme |-ared A (mumberofgates) |, |\, )
original | scan secure
FTSL-64 218842 | 6562 | 3.09
Pipelined 205934 | 2122
ipelined ooy 08 | 20593 80 500856 | 8076 | 3.80
FTSL-64 32074 | 6562 | 25.72
Tterati 25052 | 25512
Cratve 'eTa1 128 33588 | 8076 | 31.66

1 Flipping of the authentication key bit causes change in scan out vectors
but not the nonkey bit. This will significantly reduce the difficulty of iden-
tifying the key bits.

The area overhead, security and impact on testability of
the proposed secure design are also compared with other
lock and key schemes in Table II. The compared scan pro-
tection schemes include SOSD-128 [20], DOSD-128 [22],
ROS [19], SDSFF [25], Vim-Scan [33], SSTKR [32], TSC [21],
DOS [30] and SIE [31]. ROS-16c¢ refers to the ROS design
[19] with 16 sub-chains. SDSFF-100 refers to the SDSFF de-
sign [25] with 100 state-dependent SFFs, 1054 SFFs and a 5-
bit test key. Vim-Scan refers to the Virtually Impervious
Scan design [33] with 128-bit matched keys. SSTKR refers
to the secure design [32] with area overhead proportional
to the size of the key but its area overhead to AES core is
not reported in [32]. DOS refers to the dynamically obfus-
cated scan scheme [30]. SIE refers to the scan interface en-
cryption scheme [31]. TSC-12bits refer to the TSC design
[21] with 12-bit LFSRs and a 64-bit test key. The denomina-
tor of area overhead is the gate counts reported in Table I
for the implementation of the scan design of pipelined AES
with KS. The extra gate counts (i.e., 4A) required for the
implementation of other schemes are excerpted directly
from the literature. Possible attacks in Table II refer to the
known scan-based side-channel attacks that the schemes
in comparison are unable to defend against. Different
schemes are compared by means of their differences in the

2 Design without dummy flip flops. Benchmark: ISCAS’89 (S15850), key
size = 10.
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generation and safekeeping of test keys, as well as the
weaknesses in the way the test keys are preserved. Ideally,
the protection scheme should not degrade the test quality
or the reliability of the original scan design. Among the
schemes in comparison, the testability of the CUT of [25]
will be compromised when any fault exists in its protection
circuit. As a whole, the proposed scheme can resist all ex-
isting known scan-based attacks while incurring low over-
head. It is the only scheme that does not use a shared test
key and has the least security impact on the loss or leakage
of test key, yet normal production test can be performed
more efficiently without fear of test key leakage. The sim-
plicity of preserving a common test key for all chips in
hardcoded form or in multi-programmable NVM makes
the area overhead of other countermeasures lower. How-
ever, preserving shared test key in programmable memory
or hardcoded permanently on chip is evidently far less se-
cure and lacks non-repudiation than a chip-unique tam-
per-proof test key. As analyzed in Section 3.2, no one other
than the designer who places the obfuscated gates can
safely lock the scan chains to deduce its test key for each
chip. Even with these added security features, the over-
head is kept practically small, though not the minimum.
More importantly, only FTSL allows tracking of individual
chips. This has a positive side effect of increasing the bar-
rier for counterfeit and malicious ICs to successfully infil-
trate into mission-critical systems.

6 CONCLUSION

This paper presents a new solution to the unresolved secu-
rity issues arising from the use of a common test key in ex-
isting lock and key schemes for protecting cryptographic
chips against scan-based side-channel attacks. The risk of
test key leakage of any protected chip by privileged user is
minimized by having a unique key for each cryptographic
chip protected by the same scan lock. Test key uniqueness
and tamper-resistance are achieved by reusing the KR as
PUEF. To make PUF response reliability a nonissue, the PUF
response is generated once and programmed into an OTP.
The PUF response is made inaccessible so that physical
measurements cannot be used to attack the PUF. The
scheme ensures that the internally generated response can
be deduced from the obfuscated scan response only by the
designer with a dedicated mask activation vector. The loss
of mask activation vector after the hardening of PUF re-
sponse poses no security risk. As no test key is generated
nor stored on chip upon fabrication, production test can be
performed efficiently by untrusted merchant manufac-
turer with no modification to existing test fixture and pro-
cedure. Fault coverage is also preserved for in-field testing
without compromising resistance against scan-based side-
channel attacks. This is more efficient and secure than the
work around solution of disabling and substituting scan
architecture after manufacturing test by BIST for in-field
testing.
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