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Inspired by advances in deep learning, numerous learning-based approaches for vulnerability detection
have emerged, primarily operating at the function level for scalability. However, this design choice has a
critical limitation: many vulnerabilities span multiple functions, causing function-level approaches to lose
the semantics of called functions and fail to capture true vulnerability patterns. To address this issue, we
propose VulnSC, a novel framework designed to enhance learning-based approaches by complementing
inter-procedural semantics. VulnSC retrieves the source code of called functions for datasets and leverages
large language models (LLMs) with well-designed prompts to generate summaries for these functions. The
datasets, enhanced with these summaries, are fed into neural networks for improved vulnerability detection.
VulnSC is the first general framework to integrate inter-procedural semantics into existing learning-based
approaches for vulnerability detection while maintaining scalability. We evaluate VulnSC on four state-of-the-
art learning-based approaches using two widely used datasets, and our experimental results demonstrate that
VulnSC significantly enhances detection performance with minimal additional computational overhead.
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1 Introduction

Vulnerabilities in software systems pose significant threats to software security and reliability, as
they can be exploited by attackers, leading to severe financial and data losses [10], compromising
critical infrastructure, and even endangering human lives. To mitigate these risks, various static
analysis tools have been developed to detect vulnerabilities early in the development lifecycle,
reducing the effort required for remediation. These tools include both open-source options like
CPPCheck [4], Clang Static Analyzer [8], CodeChecker [2], Infer [6], and Flawfinder [5], as well
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static int vhost_vdpa_probe(struct vdpa_device *vdpa)
{
const struct vdpa_config_ops *ops = vdpa->config;
struct vhost_vdpa *v;
int minor;
int i, r;

v = kzalloc(sizeof (*v), GFP_KERNEL | __GFP_RETRY_MAYFAIL);
if ('v)
return -ENOMEM;
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put_device(&v->dev) ;
ida_simple_remove (&vhost_vdpa_ida, v->minor);
return r;

e
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Fig. 1. A Vulnerability “Double Free” from Linux with Commit ID e07754e.

as commercial solutions such as Coverity [3] and Checkmarx [1]. However, in the current era
of rapid software development, known as the "big code" era, numerous unknown vulnerabilities
continue to emerge [11]. Static analysis tools, often rely on manual rule definition by security
experts, struggling to keep pace with the increasingly emerging vulnerabilities.

Inspired by the rapid advancements in deep learning [33], numerous learning-based approaches
have been developed to automate and enhance the process of vulnerability detection without
the need for manually created rules [53]. These approaches aim to learn effective code repre-
sentations from programs to uncover vulnerability patterns [54]. They primarily operate at two
levels of granularity: Some concentrate on learning from entire single functions, exemplified by
approaches like Draper [48], VGDetector [21], Devign [57], and REVEAL [18]. Others, such as
VulDeePecker [37], SySeVR [36], and DeepWukong [20] aim to learn from a set of statements sliced
from a single function. These approaches typically detect vulnerabilities below function level rather
than across multiple functions primarily due to scalability concerns, since a single sample with
multiple functions may be too large to be processed by learning models [34].

However, these intra-procedural approaches overlook a crucial fact: in practice, many soft-
ware vulnerabilities span multiple functions, where the context of function calls is essential for
a comprehensive understanding of the vulnerabilities. For example, as depicted in Figure 1, a
real-world “double free” vulnerability in the Linux kernel is fixed in commit e07754e. In line 12, the
put_device() function is invoked, which calls vhost_vdpa_release_dev(), subsequently invoking
ida_simple_remove() and freeing “v”. Then, in line 13, ida_simple_remove() is invoked again to
free “v”, resulting in a double free. If the source code in the called functions put_device() and
ida_simple_remove() is overlooked, it becomes difficult to identify the vulnerability. This omission
of inter-procedural information can hinder the effectiveness of learning-based approaches, as
demonstrated by previous work [35]. Neglecting this inter-procedural context may diminish the
ability to identify intricate vulnerabilities that extend beyond individual functions.

To tackle this challenge, learning-based approaches should incorporate inter-procedural seman-
tics to learn effective code representation for vulnerability detection. To capture inter-procedural
semantics, various traditional techniques have been proposed, including context-sensitive anal-
ysis [50, 52], context-insensitive analysis [47], inter-procedural data flow analysis [16, 41], inter-
procedural control flow analysis [40], and summary-based analysis [49]. However, techniques such
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as context-sensitive and context-insensitive analysis, as well as inter-procedural data flow and
control flow analysis, require analyzing the source code of called functions and managing intricate
data or control flow information for each sample, which may not scale effectively for large-scale
programs. In contrast, summary-based analysis abstracts the behaviors of called functions into
concise summaries. This technique minimally increases the sample size by representing the source
code of called functions with their concise summaries. Inspired by this, we propose generating sum-
maries for called functions to complement the inter-procedural semantics of function-level datasets,
which can enhance the function-level dataset while maintaining scalability for learning-based
approaches.

Therefore, in this paper, we propose a simple yet effective framework named VulnSC for vulnera-
bility detection. It incorporates code summarization techniques with large language models (LLMs)
to complement the semantics of called functions and then leverages various state-of-the-art neural
networks to learn code representations from the enhanced semantics after inter-procedural seman-
tic completion. This framework aims to enable learning-based approaches to capture comprehensive
vulnerability patterns for vulnerability detection.

Initially, VulnSC retrieves the source code of called functions for function-level datasets. Most
existing real-world datasets used for learning-based approaches are sourced from open-source
projects on GitHub and include information about the project name and commit version, which
allows us to obtain the source code of called functions. For a given function-level sample, we first
navigate to the repository using the project name and check out the specified commit with the
commit ID. We then construct the call graph for the sample to identify its called functions. Using
the names of these functions, we retrieve their source code within the repository. This process is
repeated for each called function to gather the source code of these functions it calls. Thus, VulnSC
effectively retrieves both directly and indirectly called functions for all samples.

Subsequently, VulnSC leverages LLM with well-designed prompts to generate summaries for
the called functions. Since LLMs have demonstrated inspiring performance in code understanding
and summarization [13, 42], we utilize LLMs to summarize the called functions by designing
appropriate prompts with various prompting strategies to capture essential behaviors related to
vulnerabilities within the called functions. In this way, we obtain and use summaries to represent
the called functions, effectively capturing inter-procedural semantics for vulnerability detection
while maintaining the scalability of learning-based approaches.

Finally, VulnSC enhances function-level datasets by incorporating summaries of the called func-
tions and leverages learning-based approaches to learn code representations from these enriched
samples for vulnerability detection. Specifically, VulnSC first generates summaries for the called
functions and appends them as comments to the corresponding code samples. These enhanced sam-
ples are then used as input to various state-of-the-art learning-based models to perform vulnerability
detection.

We implement VulnSC using four representative LLMs (i.e., GPT-40, CodeLlama, DeepSeek, and
Mixtral) along with four well-designed prompting strategies and evaluate it on four state-of-the-art
learning-based approaches (i.e., CodeBERT, GraphCodeBERT, UniXcoder, and LineVul) across two
widely used real-world datasets: Devign[57] and Big-Vul[23]. Experimental results demonstrate
that VulnSC enhances these four learning-based approaches, with accuracy improvements by up to
4.73 percentage points and F1-score increasing by up to 5.09 percentage points, which surpasses
the gains achieved by employing more advanced models. Moreover, VulnSC outperforms existing
LLM-based vulnerability detection methods, further highlighting its effectiveness in capturing
inter-procedural semantics for vulnerability detection. Additionally, VulnSC introduces only a
minimal increase in total processing time, while GPU memory usage remains unchanged across all
learning-based approaches, ensuring high scalability and computational efficiency.
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Fig. 2. General Workflow of Learning-Based Approaches for Vulnerability Detection.

In summary, this paper makes the following contributions:

e We propose a novel framework VulnSC to address the limitation that existing function-level
learning-based approaches overlook inter-procedural semantics for vulnerability detection.
VulnSC enables learning-based approaches to effectively capture inter-procedural semantics
while maintaining scalability. To the best of our knowledge, VulnSC is the first work to pro-
pose a general framework for integrating inter-procedural analysis into existing learning-based
approaches.

o We enhance two widely used open-source vulnerability dataset Devign and Big-Vul by incorpo-
rating concise summaries generated by VulnSC. Both the source code and the datasets for this
work are publicly available on our website [15], providing a solid foundation for further research
and development in the field of vulnerability detection.

e We propose four prompting strategies for LLMs to generate concise summaries that effectively
capture essential behaviors related to vulnerabilities within called functions.

o We conduct comprehensive evaluations on four state-of-the-art learning-based approaches using
the real-world datasets Devign and Big-Vul, and demonstrate that VulnSC enhances the perfor-
mance of learning-based approaches in vulnerability detection while ensuring their scalability.

2  Workflow of Learning-Based Approaches

In this section, we introduce the general workflow of learning-based approaches for vulnerability
detection, which typically encompass three phases: program representation, code embedding, and
classification, as depicted in Figure 2.

In the first phase, a program is converted into a structured format that neural networks can
effectively process. These formats, known as program representations pr, include abstract syn-
tax trees (ASTs), control flow graphs (CFGs), program dependency graphs (PDGs), and token
sequences. These representations capture essential semantics such as control flow, data depen-
dencies, and variable interactions, which are crucial for identifying vulnerability patterns and
ensuring accurate detection. For example, Draper [48] represents a program as a set of lexical
tokens: pr = {tk;}1<;<n. Code2Seq [14] employes a set of AST paths as its program representa-
tion: pr = {< ny, pathi(n;, nj),n; >}1<k<n. IVDetect [32] uses PDGs to represent the program:
pr = (V,, E,), where V, and E,, denote the nodes and edges in the program dependency graph,
respectively.

In the second phase, the program representation is transformed into a compact vector repre-
sentation or. Initially, program representation is embedded into numerical vectors using various
techniques such as Word2Vec [22] and GloVe [45]. This embedding step is essential, as machine
learning algorithms operate on numerical data rather than raw code or structured representations.
Subsequently, based on the program representation pr obtained in the first phase, various neural
networks, such as BiLSTM (Bidirectional Long Short-Term Memory), Graph Neural Networks
(GNN), and transformer-based models (e.g., BERT, GPT), are employed to derive a compact vector
representation vr from the embedded numerical vectors. For instance, VulDeePecker [37] employs
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Fig. 3. Framework of VulnSC.

BiLSTM to capture sequential dependency information from a sequence of statements as follows,
thl, o, hvl = BiLSTM(EUp s Evl) (1)
or = [k hy ] 2)

()

where v denotes statements in the program, [ represents the total number of statements, and
E denotes an embedding matrix used to encode the nodes v into numerical vectors. Besides,
REVEAL [18] leverages GNNs to capture complex relationships within program graphs. LineVul [26]
adopts transformer to analyze code sequences, and VulBERTa [30] utilizes BERT for contextual
understanding.

In the final phase, learning-based approaches typically use a fully-connected layer as a classifica-
tion model and map the compact vector representation ovr to a probability score p, which indicates
the likelihood that the program contains vulnerabilities, as follows:

p = Sigmoid(FC(vr)) 3)

3 Approach

In this paper, we propose a simple yet effective framework VulnSC, aimed at enhancing learning-
based approaches for vulnerability detection by incorporating inter-procedural semantic completion,
as illustrated in Figure 3. The process begins with code retrieval, where the source code of called
functions is obtained directly from GitHub using commit ID and project name. After retrieving the
source code, LLMs generate concise summaries of the called functions through tailored prompts,
capturing their essential behaviors. These summaries, which encapsulate the inputs, outputs, and
behaviors, are used to represent the called functions. By incorporating these summaries into the
dataset, VulnSC enables learning-based approaches to effectively capture inter-procedural semantics
within the samples, thereby enhancing their ability to identify vulnerabilities. A detailed description
of each phase of the framework is provided below.

3.1 Code Retrieval

The primary objective of code retrieval is to augment function-level datasets used in vulnerability
detection by complementing the source code of called functions. Unlike function names, which
provide limited information, the source code reveals a detailed implementation of called func-
tions. Therefore, retrieving the source code of called functions establishes a foundational step for
subsequent code summary generation, enhancing the inter-procedural semantics of the datasets.

We study the papers published in top-tier conferences and journals up to 2024 and search for all
public vulnerability datasets in C/C++ that are used in learning-based approaches, as depicted in
Table 1. We find that most existing vulnerability datasets from the real world are function-level
and contain metadata including project names and commit IDs.

Therefore, we propose retrieving the source code of called functions from GitHub for the function-
level datasets. The process for the code retrieval is outlined in Algorithm 1. Specifically, given a
sample from function-level datasets, as depicted in Figure 4, it may call multiple other functions.
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Table 1. Existing Datasets for Vulnerability Detection.

Dataset Source Granularity  Project Name Commit ID
Juliet [7] synthetic Statement - -
Draper [48] real-world Function v v
Devign [57] real-world Function v v
DiverseVul [19] | real-world Function v v
Big-Vul [23] real-world Function v v
D2A [56] real-world  Multi-function v v

Note: Since Juliet is synthetic, the project name and commit ID are missing.
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Fig. 4. A Given Sample.

These called functions, in turn, might invoke additional subsequent functions of their own. Initially,
VulnSC uses the project name P to locate the specific repository on GitHub. Once the repository
is identified, the commit ID CID is used to navigate to the exact state of the repository at that
commiit, ensuring the code snapshot matches the state at the time of the commit. This is achieved by
checking out the repository to the specified commit. With the repository set to the correct version,
we extract the source code of the functions called by the given sample, which can be determined
by the call graph. This procedure is repeated iteratively: for each called function CurFunc, the
procedure identifies and retrieves the source code of its called functions CurCallFuncs. Finally,
we extract the source code of all directly and indirectly called functions CF and construct the call
graph CG for the given sample.

3.2 Summary Generation

In this phase, VulnSC aims to generate concise summaries for called functions to capture inter-
procedural semantics. Traditionally, summary-based techniques generate concise summaries to
capture the semantics of individual functions within a program. These summaries can then be
reused for inter-procedural analysis, eliminating the need to reanalyze the source code. Inspired
by these techniques, we propose generating summaries for called functions, thereby enhanc-
ing function-level datasets. Given the remarkable success of LLMs in code-related tasks such as
code summarization [13], particularly for high-resource programming languages like Python and
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Algorithm 1: Retrieving Called Functions from GitHub

Input: Vulnerable Function F, Project name P, Commit ID CID
Output: Call graph CG, All Called Functions CF

1 Locate the GitHub repository using ProjectName P;

Check out repository P to commit ID CID;

Initialize VisitedFuncs as an empty set;

Initialize FuncQueue with Vulnerable Function F;

Insert Vulnerable Function F into VisitedFuncs;

A G e W N

Initialize CF as an empty set;

N

while FuncQueue is not empty do

8 CurFunc « Dequeue FuncQueue;

9 Build call graph for CurFunc, and update CG;
10 CurCallFuncs < Retrieve called functions in CurFunc from repository P;
11 Add CurCallFuncs to CF;
12 for CalledFunc in CurCallFuncs do

13 if CallFunc is not in Visited Funcs then
14 Enqueue CallFunc into FuncQueue;
15 Insert CallFunc into VisitedFuncs;

16 return CG, CF;

Java [17], which benefit from extensive and diverse training datasets, enabling them to effectively
understand and summarize code, we leverage LLMs with well-designed prompts to generate code
summaries for called functions. This approach not only provides more comprehensive code se-
mantics for subsequent learning-based vulnerability detection methods but also maintains the
scalability of these approaches without significantly increasing the sample size.

3.2.1 Summary. Traditionally, summaries serve as structured representations that capture the
essential details of a function including its inputs, outputs, and a description of its operations,
simplifying the analysis of interactions between different procedures. This helps in tracking how
data flows between functions and understanding the overall behavior of a program. The format of
a summary can vary: textual summaries offer a detailed narrative explanation, while vector-based
summaries use binary vectors to indicate the presence or absence of specific attributes. Additionally,
formula-based summaries employ mathematical expressions to precisely represent the calculations
of a function. An example is illustrated in Figure 5 to demonstrate how the summary works.

By abstracting away the detailed implementation of called functions, summary-based analysis
can efficiently and scalably handle larger programs. In this paper, we propose generating sum-
maries for called functions via LLMs. To achieve this, tailored summaries should be designed to
capture critical function behaviors relevant to vulnerability detection tasks. Our framework focuses
on generating summaries of called functions that highlight vulnerable behaviors. We begin by
analyzing the vulnerabilities listed in the 2023 CWE (Common Weakness Enumeration) Top 25
Most Dangerous Software Weaknesses [9] and summarizing the common behaviors associated with
these vulnerabilities, as detailed in Table 2. This analysis identifies 13 behavior types associated
with vulnerabilities in the C programming language. We then use these behavior types to guide
the design of prompts and leverage LLMs to generate summaries that emphasize these critical
behaviors.
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Table 2. Behavior Types of 2023 CWE Top 25 Most Dangerous Software Weaknesses.

CWE ID Vulnerability Type Behavior Type Vulnerable Behavior
CWE-787 Out-of-bounds Write Memory Management ~ Writing data beyond the bounds ...

CWE-79 Cross-site Scripting (XSS) Input Validation Injection of untrusted data into ...

CWE-89 SQL Injection Input Validation Improper neutralization of special ...

CWE-416 Use After Free Memory Management  Accessing memory after it ...

CWE-78 OS Command Injection Command Injection Injection of special elements ...

CWE-20 Improper Input Validation Input Validation Failing to properly validate input ...

CWE-125 Out-of-bounds Read Memory Management  Reading outside the boundaries of ...

CWE-22 Path Traversal Path Management Improper limitation of a pathname to ...
CWE-352 Cross-Site Request Forgery (CSRF) Session Management Tricking a user’s browser into executing ...
CWE-434 Unrestricted Upload of File with Dangerous Type File Handling Allowing files to be uploaded without ...
CWE-862 Missing Authorization Access Control Failing to check if a user has ...

CWE-476 NULL Pointer Dereference Memory Management  Dereferencing a null pointer, leading to application ...
CWE-287 Improper Authentication Authentication Allowing an attacker to bypass authentication ...
CWE-190 Integer Overflow or Wraparound Arithmetic Operations  Performing arithmetic operations that exceed ...
CWE-502 Deserialization of Untrusted Data Data Serialization Deserializing data from an untrusted source ...
CWE-77 Command Injection Command Injection Injecting commands into a program through special ...
CWE-119 Improper Restriction of Operations within Memory Buffer =~ Memory Management  Allowing operations that exceed ...

CWE-798 Use of Hard-coded Credentials Authentication Embedding credentials directly in ...

CWE-918 Server-Side Request Forgery (SSRF) Network Communication Causing the server to make requests ...
CWE-306 Missing Authentication for Critical Function Authentication Allowing critical functions to be ...

CWE-362 Race Condition Concurrency Improper synchronization when ...

CWE-269 Improper Privilege Management Access Control Incorrectly managing user ...

CWE-94 Code Injection Code Execution Injecting code into an application ...

CWE-863 Incorrect Authorization Access Control Failing to properly enforce user ...

CWE-276 Incorrect Default Permissions Access Control Setting overly permissive default permissions ...

int find_max(const int *array, size_t length) {

if (length == @) {

return -1;
}
int max = array[0];
for (size_t i = 1; i < length; ++i) {

if (array[i] > max) {

max = array[i];

}

}

return max;

(a) A Function Example

Input: const int *array, size_t length

Output: int max

Behaviors:

¢ Checks if length is zero. If so, returns -1.

* Initializes max with the first element of the array.

* Iterates through the array, comparing each element with max.
* Updates max if a larger value is found.

* After processing all elements, returns max.

(b) A Summary

Fig. 5. A Function Example and Its Summary.

3.2.2  Prompt Design. Given a function with its source code, we aim to instruct LLMs to generate
summaries that concisely abstract potential behaviors related to vulnerabilities for the function
using a well-formed prompt. To achieve this, we adopt the prompt design approach from previous
work [27, 31], utilizing the system prompt to establish the context for the conversation and the
user prompt to provide specific details.

Specifically, we design the system prompt by assigning it the persona of an advanced code
summarization tool, describing the task, and ensuring the LLMs provide responses in the expected
structure, as detailed in Listing 1.
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You are an advanced code summarization tool.
Given the source code of a function, generate a summary for the function.

Provide response in the following format: input:<INPUTS> | output:<OUTPUTS> |
behavior :<BEHAVIOR1,>, <BEHAVIOR2>, ... where <INPUTS> lists the
parameters the function accepts, <OUTPUTS> lists the return values of the
function, and <BEHAVIOR> concisely describes the behavior of the function
in conjunction with the variables of input and output, without any other
details other than the operations performed.

Listing 1. System Prompt for Summary Generation.

For the user prompt, we utilize the vulnerable behavior types outlined in Table 2 and the source
code obtained from code retrieval to develop four prompting strategies, described as follows:

Basic prompting: We design a basic prompt that simply takes the source code of a given function
as input and instructs the LLMs to generate a concise summary. The prompt begins with the
message “Only provide the response in the format mentioned before for the following code snippet”
followed by the target code snippet.

Behavior-guided prompting: As we mentioned above, the key to the summary is to capture
behaviors related to our tasks. To achieve this, 13 vulnerable behavior types in Table 2 are summa-
rized from the vulnerabilities in the 2023 CWE (Common Weakness Enumeration) Top 25 Most
Dangerous Software Weaknesses. We use them to design a behavior-guided prompt that instructs
LLMs to focus on summarizing these behavior types. Hence, the prompt starts with the message
“The behaviors should fall into the following behavior types” followed by the list of 13 vulnerable
behavior types and their descriptions. Similar to the basic prompt, the prompt also ends with the
message “Only describes in detail the behavior of the function along with the input and output
variables, without specifying the behavior types. Only provide the response in the format mentioned
before for the following code snippet” followed by the target code snippet to clarify the goal of
generating a summary for the target code.

One-shot prompt prompting: To design the one-shot prompt, we incorporate an example at the
beginning of the basic prompt, which includes a vulnerable code snippet and its corresponding
behavior. This example helps LLMs better understand the task by providing a clear reference.
Chain-of-thought prompting: In the chain-of-thought prompt, we include the statement “Let
us think step by step” at the beginning of the basic prompt. This approach encourages LLMs to
reason through the task and generate the summary in a step-by-step manner.

3.2.3 Bottom-Up Algorithm. In this paper, we aim to generate summaries for the called functions
of a given sample and use them to enhance the inter-procedural semantics of the sample. However,
as illustrated in Figure 4, called functions may also invoke additional functions. To address this,
we propose a bottom-up algorithm to generate summaries for the called functions, progressing
from the functions in the bottom layer to those in the top layer, as depicted in Figure 6. Here, a
layer refers to the depth level of a function, where Layer 0 contains entry-point functions, Layer N
contains functions invoked by those in Layer (N-1). The algorithm follows these steps:

Step 1: Given a function-level sample f, we complement its called functions and construct its call
graph cg through the code retrieval process, where edges represent the call relationships between
functions, while nodes correspond to the functions of callers and callees, e.g., the called functions,
as depicted in step 1 of Figure 6.
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Fig. 6. Bottom-Up Algorithm for Summary Generation.

Step 2: We identify all directly called functions of the sample. For each directly called function
cf, we perform a depth-first search on cg to retrieve all its directly and indirectly called functions,
forming a tree structure tr as illustrated in the orange part of step 2 in Figure 6.

Step 3: For each directly called function cf, we identify all leaf nodes In in its tree tr and use LLMs
with the designed prompt to generate summaries sum for these leaf nodes, as depicted in step 3 of
Figure 6.

Step 4: For each leaf node In in its tree tr, we first identify its parent node pn using the call graph
cg. We then merge the summary sum of [n into the source code of pn, resulting in an updated
parent node pn,,. This procedure is repeated for all leaf nodes to obtain the updated parent nodes.
Subsequently, we use LLMs with the designed prompt to generate summaries sum for these updated
parent nodes, as shown in step 4 of Figure 6.

Step 5: We repeat the procedure outlined in Step 3 until the parent node pn is cf, obtaining the
summary sum for each directly called function cf.

Step 6: We repeat the procedures from Steps 3 to 5 to obtain the summaries for all directly called
functions. Finally, we update the statements of all directly called functions in f with their corre-
sponding summaries, resulting in the updated sample f;, that is enhanced with inter-procedural
semantics, as depicted in step 6 of Figure 6.

3.3 Learning-Based Approaches

Learning-based approaches utilize neural models to learn representations from code snippets for
vulnerability detection. In this paper, we enhance these approaches by generating summaries
that supplement the inter-procedural semantics of the given code snippets. Since the generated
summaries are in natural language, we ensure compatibility with existing learning-based methods
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by embedding the summaries of the called functions as comments appended to the corresponding
samples, as illustrated in Figure 3. These enhanced samples can then be seamlessly fed into existing
learning-based models for vulnerability detection. Our framework, VulnSC, formats the generated
summaries into function-specific comments and integrates them into the original samples. VulnSC
not only enriches the inter-procedural semantics but also maintains compatibility with existing
learning-based approaches. By leveraging these enhanced samples, existing models can achieve
more effective and scalable vulnerability detection.

4 Experimental Setup
4.1 Dataset

We select two widely used open-source vulnerability dataset Devign [57] and Big-Vul [23] as our
evaluation datasets. Devign is a balanced dataset containing more than 20,000 examples, collected
from two large C-language projects: Qemu and FFmpeg, and Big-Vul is an unbalanced dataset
containing 253,096 functions tagged as non-vulnerable and 11,823 functions tagged as vulnerable.
We conduct the following steps to preprocess the datasets for the evaluation:

1) Enhancing the dataset. In this paper, VulnSC initially retrieves the source code of the called
functions for the samples in Devign and Big-Vul. During this process, we discover that the commit
IDs in some samples do not match their corresponding functions, leading to failures in retrieving
the called functions. Consequently, we exclude these samples from our evaluation, as they cannot be
used to assess the effectiveness of VulnSC in enhancing inter-procedural semantics. Subsequently,
VulnSC utilizes LLMs with four prompting strategies, as detailed in Section 3.2, to generate concise
summaries for these functions. These summaries are then used to augment the original dataset,
resulting in four new versions of Devign: devign-basic, devign-behavior, devign-oneshot, and
devign-cot, as well as four new versions of Big-Vul: Big-Vul-basic, Big-Vul-behavior, Big-Vul-
oneshot, and Big-Vul-cot. This augmentation yields eight new dataset versions in total, in addition
to the original datasets. Each version of Devign contains 19,857 samples, including 9,338 samples
tagged as vulnerable and 10,519 samples tagged as non-vulnerable, while each version of Big-Vul
comprises 62,016 samples, with 4,086 samples tagged as vulnerable and 57,930 samples tagged as
non-vulnerable.

2) Splitting the dataset. The original datasets Devign and Big-Vul, do not include predefined splits
for training, testing, and validation. Consequently, we partition both vulnerable and non-vulnerable
samples into training, validation, and test sets using an 80%:10%:10% ratio. These partitions are
then combined to form the final datasets for training, validation, and testing.

4.2 Baseline

To evaluate the effectiveness of VulnSC in enhancing existing function-level learning-based ap-
proaches for vulnerability detection, we conduct experiments on four state-of-the-art approaches:
CodeBERT [24], GraphCodeBERT [29], UniXcoder [28], and LineVul [26]. These baselines utilize ad-
vanced transformer-based pre-training models for identifying vulnerabilities and have demonstrated
impressive results. In addition, we compare VulnSC with three existing LLM-based vulnerability
detection approaches: LLM4Vuln [51], Avishree [31], and GRACE [39]. LLM4Vuln leverages large
language models to enhance vulnerability detection through prompt engineering and knowledge
integration, Avishree focuses on understanding the effectiveness of LLMs in detecting software
vulnerabilities, and GRACE enhances LLM-based software vulnerability detection by leveraging
contextual understanding and reasoning capabilities.
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4.3 Implementation

For the model implementation, we implement the models in the baselines using PyTorch 2.4.0 with
CUDA version 12.4. All models are fine-tuned on three Tesla V100 GPU, paired with an Intel®
Xeon® 6248 CPU and 188GB of RAM. The models are trained with our training data using a learning
rate of 2e-5 and a batch size of 16. We train the models using our training data and select the best
fine-tuned weights based on the accuracy achieved on the validation set. These optimal weights
are then used for evaluating the performance on our test set.

For the LLM configuration, we select four representative models—GPT-40, CodeLlama, DeepSeek,
and Mixtral—for our experiments. These models have demonstrated strong performance across
various coding benchmarks, making them well-suited for our evaluation. Specifically, we use
the OpenAl API to query GPT-40-2024-08-06 and the Replicate API to query CodeLlama-13B,
DeepSeek-V3, and Mixtral-8x7B, employing the prompts designed in Section 3.2 to generate code
summaries. To ensure consistency in responses, we set the temperature to 0. Additionally, we limit
the maximum number of tokens to 1024 while keeping all other parameters at their default values.

5 Evaluation

In this section, we first assess the quality of code summaries generated by VulnSC. We then investi-
gate whether incorporating these summaries into existing learning-based approaches enhances
vulnerability detection performance. Additionally, we perform an ablation study to analyze the
impact of different LLM selections and prompt strategies on effectiveness. Finally, we examine the
scalability of VulnSC when integrated with existing learning-based approaches for vulnerability
detection. The research questions are as follows:

5.1 Quality of Generated Summaries (RQT1)

Experimental Design: In this research question, we aim to assess the quality of code summaries
generated by VulnSC. A key challenge in this evaluation is the lack of reference summaries in
Devign and Big-Vul datasets used in our study. To address this, we design two complementary
experiments to systematically evaluate the quality of summaries generated by VulnSC.

First, we assess whether VulnSC can generate high-quality summaries by evaluating it on a
publicly available code summarization dataset[38], which includes ground-truth summaries for each
function. We compare VulnSC against four state-of-the-art code summarization approaches (i.e.,
Transformer[12], Rencos [55], SeqGNN [25], and Shang [38]) using two widely adopted evaluation
metrics, BLEU-4 and METEOR. This experiment provides a quantitative assessment of the ability
of VulnSC to generate summaries that align with reference annotations.

Second, to evaluate the quality of summaries generated for functions in our target datasets
(Devign and Big-Vul), we conduct a human study. We recruit 15 volunteers with extensive C
programming experience, including 5 PhD students, 5 master students, and 5 professional software
engineers. Each participant is asked to rank code summaries on a five-point scale (1: Poor, 2:
Marginal, 3: Acceptable, 4: Good, 5: Excellent) based on their relevance to the corresponding
source code. To ensure an objective assessment, we randomly select 80 functions with summaries
generated by VulnSC and 80 functions from the public dataset [38] with reference summaries. The
final evaluation is based on the average rating, where a higher score indicates better summary
quality.

Experimental Result: From Table 3, we observe that VulnSC significantly outperforms tra-
ditional baselines such as Transformer, Rencos, SeqGNN, and Shang. Among the tested models,
DeepSeek achieves the highest BLEU-4 score (17.42) when using the basic prompt, while CodeLlama
attains the highest METEOR score (17.03) under the same setting. This suggests that different LLMs
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Table 3. Code Summary Evaluation. 5
45
Method LLM Prompt BLEU-4 METEOR 4
Transformer - - 5.75 9.89 3.5
Rencos - - 7.54 10.35 ] | IR | DR | | SRR S
SeqGNN - - 4.94 9.50 0
Shang - - 7.85 11.05 ¢ s
R 85 B
3 ehavior . :
GPT-40 one-shot  11.52 1314 15
CoT 8.43 13.08
Mo B% 4B :
ehavior . .
Codellama  Jno’hot  15.03 1470 0%
VulnSC CoT 15.81 16.22 0
basic 17.42 14.67 GPT-40  Codellama DeepSeek Mixtral
DeepSeek gg}é?;’ﬁ?){ 195?762 %(2)4513 m— basic s behavior one-shot
CoT 17.30 15.34
CoT  ----- reference
Bt 1
: ehavior X .
Mixtral one-shot 11,36 1407
CoT 9.07 1591 Fig. 7. Human Study.

exhibit distinct strengths in code summarization, with DeepSeek excelling in fluency and CodeLlama
in semantic alignment with reference summaries. Notably, the behavior prompt consistently yields
lower BLEU-4 scores across all LLMs, likely due to its explicit focus on vulnerability-related infor-
mation. Since the reference summaries in the evaluation dataset are more general and not tailored
specifically to security aspects, the additional vulnerability-specific details in behavior-prompted
summaries may introduce semantic deviations, resulting in lower BLEU-4 scores. Nevertheless,
the strong METEOR scores indicate that behavior-prompted summaries still maintain good se-
mantic relevance. Overall, these results highlight that VulnSC achieves better performance in code
summarization compared to traditional learning-based approaches.

Figure 7 presents the evaluation results from the human study. The reference score, represented
by the gray dashed line, corresponds to the average rating of 80 functions from the public dataset
as assessed by human participants, serving as a benchmark for comparison. The results show that
summaries generated by VulnSC achieve ratings consistently between "acceptable” and "good",
validating their quality. Among the prompting strategies, the one-shot prompt receives the highest
human evaluation scores, particularly for GPT-4o, indicating that providing in-context examples
significantly enhances human-perceived relevance and clarity. The behavior prompt, despite lower
BLEU-4 scores, receives relatively high ratings in human evaluation for some models, suggesting
that while it differs from reference summaries, it may provide useful security insights. Additionally,
GPT-40 and DeepSeek consistently achieve high ratings across different prompting strategies,
reinforcing their effectiveness in code summarization.

Overall, these findings confirm that VulnSC generates high-quality summaries across different
LLMs and prompting strategies, consistently achieving strong performance in both automated
and human evaluations. This establishes a solid foundation for leveraging these summaries as
inter-procedural semantics to enhance learning-based vulnerability detection approaches.

Answer to RQ1: Automated metrics and human evaluations confirm that VulnSC, leveraging
different LLMs and prompting strategies, generates high-quality summaries, effectively serving
as inter-procedural semantics for vulnerability detection.
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Table 4. Detection Performance of Different Approaches.

Method LLM Prompt Devign Big-Vul
Acc(%) Pre(%) Rec(%) F1(%) Pre(%) Rec(%)
raw 5237 5375 7215  8.56 5.44 20.05
GPT-4 pre-CoT 5156  53.01 7529 1093  6.92 25.92
post-CoT  52.17 5356 7291 9.82 6.15 24.45
LLM4Vuln raw 5232 5356 7510  8.12 4.98 22.00

CodeLlama  pre-CoT 51.16 53.25 63.78 8.62 4.98 32.03
post-CoT 52.22 54.14 64.07 8.26 4.80 29.83

raw 52.92 5298 9895 1043 558 80.68
Mixtral pre-CoT 53.22 5317 9819 1023 547 78.97
post-CoT 4753 5238 1046 1020  5.46 78.48
”””””””””” basic” ~ ~ 5222 = 5457 = 5846 ~ 1018 ~ 590 ~ 3692 °
GPT-4 CWE 51.06 5431 4791 1012 581 39.12
Avishree CoT 49.95 5325 4515  9.04 5.23 33.25
analysis 4995 5240  60.17  9.48 5.28 46.70
basic 5035  52.71 61.03  10.19 591 37.16
CodeLlama CWE 4924 5179 6046 1031 575 49.88
CoT 50.50 5287 6046 1035  5.79 49.14
analysis 50.05  52.99  50.48  10.07 585 36.19
T GRACE™ ~ -~ -7 7 5978 7 5394 8213~ 3550 3252 39.08
CodeBERT - - 58.16  59.95  63.31 3356 5739 2371
GraphCodeBERT - - 58.86  64.35 50.10 3473  55.97 25.18
UniXcoder - - 60.57 6224 6502  36.66  53.52 27.87
LineVul - - 6148  59.88 54.82  81.90  92.33 73.59
basic 6198 6502 6112  36.42 5253 27.87

behavior 62.89 62.05 77.09 37.00 49.38 29.58

VulnSC (CodeBERT) GPT-40 onme-shot 6249 6251 7291 3713 4919  29.82

behavior 61.73 61.51 74.14 38.04 56.79 28.60
one-shot 62.69 63.82 68.25 38.48 58.79 28.60

behavior 63.65 65.00 67.97 41.58 42.10 41.07
one-shot 62.74 63.93 68.06 41.75 41.70 41.80

,,,,,,,,,,,,,,,,,,, CoT 6385 6558 6683 4120 4660 3691
Basic 6320 ~ 6528 ~ 4690 ~ B84.20 ~ 9345 ~ 76.77
. behavior 6274 6256 5171 8421 9397  76.28
VulnSC (LineVul) GPT-40 one-shot  62.59  62.68 5054  83.67 9337 7579
CoT 6354 6500 4872 8416 9424  76.03

5.2 Improvement in Detection Performance (RQ2)

Experimental Design: In this research question, we aim to assess the effectiveness of VulnSC
in enhancing existing learning-based approaches for vulnerability detection. To this end, we
evaluate VulnSC across four state-of-the-art learning-based models: CodeBERT, GraphCodeBERT,
UniXcoder, and LineVul. For this experiment, we select GPT-40 as the representative LLM to
demonstrate the improvements in detection performance brought by VulnSC. The performance
of other LLMs (CodeLlama, DeepSeek, and Mixtral) is further analyzed in RQ3 to examine their
impact on vulnerability detection.

To conduct a fair and comprehensive evaluation, we first re-implement each of the four learning-
based approaches using their default settings and evaluate their performance on five versions of
the Devign and Big-Vul datasets. The original versions of these datasets remain unchanged, while
the four additional versions are enhanced by VulnSC using GPT-40 with four different prompting
strategies. By comparing the results between the original and enhanced datasets, we can quantify
the effectiveness of VulnSC in improving vulnerability detection.

We measure performance using four widely adopted metrics: accuracy, precision, recall, and
F1-score. Each model is trained and evaluated five times with different random seeds, and the
final performance is reported as the average score over these runs. Notably, accuracy is the most
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appropriate evaluation metric for balanced datasets, whereas for imbalanced datasets, F1-score is
preferred, as it provides a more reliable measure of overall model performance.

Additionally, to further validate the effectiveness of VulnSC, we compare it with existing LLM-
based vulnerability detection approaches. Specifically, we re-implement three representative LLM-
based methods—LLM4Vuln, Avishree, and GRACE—as baselines, and compare their performance
against VulnSC to assess its relative advantages in detecting vulnerabilities.

Experimental Result: From Table 4, we observe that VulnSC significantly improves the effec-
tiveness of all learning-based approaches for vulnerability detection across all prompting strategies.
Specifically, on Devign dataset, VulnSC increases the accuracy of the original CodeBERT by 3.82 to
4.73 percentage points, GraphCodeBERT by 2.07 to 3.83 percentage points, UniXcoder by 2.17 to 3.28
percentage points, and LineVul by 1.11 to 2.06 percentage points with the four prompting strategies.
Among these models, CodeBERT with the behavior-guided prompting strategy experiences the
highest increase of 4.73 percentage points in accuracy, while UniXcoder with the Chain-of-Thought
prompting strategy achieves the highest accuracy of 63.85%. On Big-Vul dataset, VulnSC improves
the F1-score of all models by 1.77 to 5.09 percentage points across all prompting strategies. In
particular, by leveraging the four prompting strategies, CodeBERT improves F1-score by 2.86 to
3.80 percentage points, GraphCodeBERT by 2.17 to 3.75 percentage points, UniXcoder by 4.27 to
5.09 percentage points and LineVul by 1.77 to 2.39 percentage points.

We also observe that the lower the performance of the original models, the greater the improve-
ment VulnSC provides. Specifically, the original CodeBERT, which has the lowest baseline accuracy
of 58.16% on Devign dataset, benefits the most from VulnSC, achieving a significant accuracy
increase of 4.73 percentage points. In contrast, the original LineVul, which starts with the highest
baseline accuracy of 61.48% on Devign dataset, shows the least improvement among all models, with
a maximum increase of only 2.06 percentage points. For the remaining models, GraphCodeBERT,
with an original accuracy of 58.86%, experiences a more notable increase compared to UniXcoder,
which has an original accuracy of 60.57%. The accuracy gains for GraphCodeBERT and UniXcoder
with VulnSC are less than 3.83 percentage points and 3.28 percentage points, respectively. Similar
to the performance improvement on the Devign dataset, CodeBERT, which has the lowest baseline
F1-score of 33.56% on the Big-Vul dataset, a significant improvement of 3.8 percentage points,
marking the second-largest increase among all models. Conversely, the original LineVul with the
highest F1-score of 81.90% shows a more modest improvement, ranging from 1.77 to 2.39 percentage
points, which is smaller than the increases seen with other approaches. This pattern suggests that
the VulnSC has a more pronounced effect on models with lower initial performance, providing a
larger relative gain where there is more room for improvement.

Finally, the performance gains achieved with VulnSC using GPT-40 are even more significant
than those achieved by improving the complicated model architectures. As indicated in Table 4,
GraphCodeBERT, which builds upon CodeBERT by incorporating additional graph-based informa-
tion like data flow into the model, results in only a 0.7 percentage points increase in accuracy and a
1.17 percentage points increase in F1-score. Similarly, UniXcoder and LineVul show improvements
of 2.41 percentage points and 3.32 percentage points in accuracy over CodeBERT, respectively.
In contrast, VulnSC offers a more significant enhancement, increasing the accuracy of existing
models by up to 4.73 percentage points and F1-score by up to 5.09 percentage points. This notable
improvement is attributed to the inter-procedural semantic completion by VulnSC, which adds
valuable contextual information to the datasets. Despite the advancements in model architectures,
predicting vulnerabilities remains challenging without sufficient inter-procedural context. VulnSC
addresses this by enriching the dataset with inter-procedural information, offering a cost-effective
and broadly applicable solution. By significantly enhancing the effectiveness of existing models,
VulnSC proves to be a valuable and effective addition to vulnerability detection approaches.
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Additionally, learning-based approaches enhanced by VulnSC significantly outperform the three
existing LLM-based vulnerability detection approaches (LLM4Vuln, Avishree, and GRACE) in terms
of accuracy and F1-score. LLM4Vuln, which utilizes GPT-4, CodeLlama, and Mixtral with raw, pre-
CoT, and post-CoT prompts, achieves a maximum accuracy of 53.22% on Devign and an F1-score of
10.93% on Big-Vul, demonstrating limited effectiveness in vulnerability detection. Avishree, which
incorporates CWE, CoT, and dataflow analysis-based prompting strategies, performs similarly,
with a maximum accuracy of 52.22% on Devign and an F1-score of 10.35% on Big-Vul. GRACE
achieves slightly better results, with an accuracy of 59.78% on Devign and an F1-score of 35.50%
on Big-Vul, yet still falls short in delivering substantial performance gains. In contrast, VulnSC
delivers a significant performance boost across all learning-based approaches and datasets, far
surpassing the results of LLM4Vuln, Avishree, and GRACE. Specifically, when applied to LineVul
with the CoT prompt, VulnSC achieves an accuracy of 63.54% on Devign and an F1-score of 84.16%,
surpassing GRACE by 3.76 percentage points in accuracy and 48.66 percentage points in F1-score.
These results demonstrate the effectiveness of VulnSC in leveraging code summaries as inter-
procedural semantics to enhance vulnerability detection, making it a far superior alternative to
existing LLM-based methods.

Answer to RQ2: VulnSC enhances the effectiveness of learning-based approaches across all
prompting strategies. Compared to existing LLM-based vulnerability detection approaches,
VuinSC demonstrates clear superiority, outperforming them across both accuracy and F1 score.

5.3 Impact of LLM Selection and Prompt Strategies (RQ3)

Experimental Design: In this research question, we conduct an ablation study to assess the
impact of LLMs and prompting strategies on the performance improvements achieved by VulnSC.
To analyze the effect of different LLMs, we fix the prompt to basic prompting strategy and evaluate
the performance enhancement brought by VulnSC using GPT-40, CodeLlama, DeepSeek, and Mixtral
across the Devign and Big-Vul datasets. Subsequently, we fix the LLM to GPT-40 and examine the
impact of different prompting strategies, focusing on accuracy and F1-score, to determine their
effectiveness in improving vulnerability detection performance.

Experimental results: Table 5 presents the detection performance of VulnSC with different
LLMs under the basic prompt. The results indicate that all tested LLMs improve performance, but
the magnitude of improvement varies. DeepSeek and GPT-4o0 consistently achieve the highest
performance improvements, while Mixtral exhibits relatively smaller gains. On Devign, VulnSC
achieves the highest accuracy improvement (AAcc=4.02 percentage points) when applied to Code-
BERT with DeepSeek. On Big-Vul, UniXcoder combined with GPT-40 achieves the best performance
improvement, with an improvement in F1-score of 4.27 percentage points. These results suggest
that LLM choice significantly influences the effectiveness of VulnSC, with GPT-40 and DeepSeek
leading to the greatest improvements.

Figure 8 illustrates that different prompting strategies under GPT-4o result in varying perfor-
mance increases in accuracy and F1 score across all models. In general, the Chain-of-Thought
prompting strategy and behavior-guided prompting strategy achieve relatively higher increases in
accuracy on Devign dataset, whereas the basic prompting strategy results in the lowest increase,
and the one-shot prompting strategy maintains stable accuracy across all models. Regarding the
F1-score from Big-Vul dataset, all strategies show similar performance across models, as depicted
in Figure 8(b), with the exception of the basic prompting strategy, which exhibits a relatively small
increase for CodeBERT and a relatively higher increase for LineVul. This performance aligns with
the design of the prompting strategies: the basic prompting strategy provides simple instruction for
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3
Table 5. Performance of VulnSC with Different LLMs Using the Basic Prompt on Devign and Big-Vul.

Method LLM Devign Big-Vul
Acc(%)  AAcc(%) Pre(%) Rec(%) F1(%) AF1(%) Pre(%) Rec(%)
GPT-40 61.98 3.82 6502 6112 3642 286 5253 27.87
CodeLlama  61.67 351 6112 7536 3585  2.29 5691 26.16
VulnSC(CodeBERT) DeepSeek  62.18 4.02 6280 6961 3731 375 5968  27.14
Mixtral 61.97 3.81 61.44 7517 3607 251 5473 26.89
GPT-40 60.93 2.07 6206 6749 3690 217 56.56  27.38
CodeLlama  61.27 2.41 6261 6616 3774  3.01 5545  28.61
VulnSC(GraphCodeBERT)  peepseek 61.52 2.66 64.19 6136 3717 244 56.78  27.63
Mixtral 61.16 230 6230  67.02 3689 216 5455  27.87
GPT-40 63.49 2.92 6200 8032 4093  4.27 4670  36.43
VulnSC(UniXeoder) CodeLlama  63.09 2.52 6380  69.61  39.06  2.40 5487  30.32
unstAlmacoder, DeepSeek 63.19 2.62 65.61  63.66  39.45 2.79 5200 3178
Mixtral 62.78 2.21 6385 6807 3834 168 5144  30.56
GPT-40 63.14 1.66 6334 7172 8429  2.30 9345  76.77
VulnSC(LineVal) CodeLlama  62.48 1.00 6037 8427  83.11 1.21 93.85 7457
uin>tLnevu DeepSeek 63.59 2.11 62.80 7622  83.63 1.73 95.60  74.33
Mixtral 61.97 0.49 60.85 7852 8288  0.98 9327 7457

Note: AAcc and AF1 denote the performance improvement with VulnSC over the original approaches.
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Fig. 8. Detection Performance of Different Prompting Strategies under GPT-4o.

LLM:s to generate summaries of called functions, while the behavior-guided and one-shot strate-
gies supply LLMs with vulnerable behaviors and an example, respectively. The Chain-of-Thought
prompting strategy directs LLMs to generate summaries through a step-by-step reasoning process.

Interestingly, when analyzing the relationship between detection performance improvement and
the quality of summaries generated by different LLMs, we find no direct correlation. From RQ1,
CodeLlama achieves the highest BLEU-4 and METEOR scores, while DeepSeek receives the highest
human evaluation score under the basic prompting strategy. However, in this section, we observe
that GPT-40 and DeepSeek—rather than CodeLlama—yield the most significant improvements
in vulnerability detection performance. This suggests that higher lexical similarity to reference
summaries (as measured by BLEU-4 and METEOR) does not necessarily lead to better detection
performance. Instead, other factors, such as the informativeness and relevance of generated sum-
maries, play a more critical role in enhancing detection effectiveness. This is further reinforced by
the observation that the behavior-guided prompting strategy, despite having lower BLEU scores,
leads to relatively higher improvements in detection performance, highlighting the importance of
security-relevant information over textual similarity in vulnerability detection.
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Table 6. Computational Overhead Before and After Enhancement by GPT-4o.

Devign Big-Vul
Prompt Strategy origin basic behavior  one-shot CoT origin basic behavior  one-shot CoT
data size (MB) 45.27 65.18 68.63 64.61 63.92 210 229 244 232 230
. train (s) 889.49 916.11 922.37 914.25 916.03 2724.65 2784.46 2809.55 2790.75 2797.51
CodeBERT time test (s) 37.11 41.86 42.02 41.40 40.34 78.94 88.23 90.05 88.06 87.95
GPU(MiB) 14154 14154 14154 14154 14154 25284 25284 25284 25284 25284
. train (s) 893.74 917.34 923.89 917.59 920.30 2732.07  2790.05 2818.18 2797.15 2800.36
GraphCodeBERT time test (s) 37.48 41.09 42.18 41.29 41.34 78.20 90.61 93.32 88.88 89.91
GPU(MiB) 14154 14154 14154 14154 14154 25284 25284 25284 25284 25284
. train (s) 895.37 918.63 969.99 959.80 918.21 2728.79  2796.47 2811.00 2799.57 2795.51
UniXcoder time test (s) 37.12 42.18 42.30 41.67 40.32 77.10 87.75 90.71 88.35 88.11
GPU(MiB) 14200 14200 14200 14200 14200 25574 25574 25574 25574 25574
. train (s) 1478.33 1503.49 1515.05 1499.55 1506.97 4337.87 4689.81 4702.80 4683.96 4695.71
LineVul time test (s) 37.35 39.39 39.94 39.64 39.54 77.25 88.09 90.79 88.35 88.25
GPU(MiB) 20532 20532 20532 20532 20532 32670 32670 32670 32670 32670

Answer to RQ3: LLM selection and prompting strategies significantly impact the effectiveness
of VulnSC, with GPT-40 and DeepSeek yielding the greatest improvements, while the Chain-of-
Thought and behavior-guided prompting strategies lead to relatively higher gains in accuracy
and F1-score in most cases.

5.4 Scalability with Learning-Based Approaches (RQ4)

Experimental Design: To assess the scalability of VulnSC with existing learning-based approaches,
we measure computational time and GPU resource usage before and after integrating VulnSC with
four different prompting strategies under GPT-4o. Specifically, we assess four baseline models
using both the original dataset and four enhanced versions augmented by VulnSC. For each model
and dataset combination, we record the total training and testing time as well as GPU memory
utilization. By comparing these metrics between the original and enhanced datasets, we evaluate
how the integration of VulnSC influences both time efficiency and GPU resource demands.
Experimental Results: Table 6 demonstrates that the total training and testing times experience
only minimal increases across all learning-based approaches after applying VulnSC with the four
prompting strategies, while GPU memory usage remains unchanged. Specifically, For Devign
dataset, the training time increases for CodeBERT by 24.77 to 32.88 seconds and the testing time by
3.23 to 4.91 seconds; for GraphCodeBERT, the increases are 23.6 to 30.15 seconds and 3.61 to 4.7
seconds; for UniXcoder, the increases are 22.84 to 74.63 seconds and 3.2 to 5.18 seconds; and for
LineVul, the increases are 21.22 to 36.72 seconds and 2.04 to 2.59 seconds. Similarly, for Big-Vul
dataset, CodeBERT increases the training time by 59.81 to 84.9 seconds, and the test time by 9.01
to 11.11 seconds. Compared to the total processing time of over 900 seconds, these increases are
minimal. Additionally, there is no increase in GPU memory usage after applying VulnSC. These
findings demonstrate that the VulnSC is highly scalable and suitable for real-world applications.
Different prompting strategies introduce varying training and testing time overheads. Among
them, the behavior-guided prompting strategy consumes the most computational resources across
all learning-based approaches. This may be attributed to the fact that the behavior-guided prompt-
ing strategy provides LLMs with detailed information on vulnerable behaviors, leading to more
extensive summaries compared to other strategies. As illustrated in Table 6, the data size for the
behavior-guided prompting strategy is the largest among the strategies, at 68.63 MB and 244MB.
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We also observe that the increase in total training and testing time as well as GPU memory
usage caused by VulnSC can be much smaller than the increase caused by model upgrade. For
instance, upgrading from CodeBERT, with a baseline accuracy of 58.16%, to LineVul, which has
a baseline accuracy of 61.48%, results in an increase of 588.84 seconds in training time and a rise
of 6,378 MiB in GPU memory usage. In contrast, applying VulnSC with the behavior prompting
strategy to CodeBERT—achieving a higher accuracy of 62.89%—only increases training time by
32.88 seconds and GPU memory usage remains unchanged. This comparison demonstrates that
VulnSC introduces minimal overhead compared to the significant resource demands associated
with model upgrades.

Answer to RQ4: VulnSC introduces minimal increases in total training and testing times, as
well as GPU memory usage, across all models. The behavior-guided prompting strategy incurs
the highest cost due to more detailed vulnerability descriptions. Compared to model upgrades,
VulnSC may cause less increase in training and testing time, as well as GPU memory usage.

6 Threats to Validity

Internal validity: (1) Incomplete coverage of vulnerable behaviors: Our behavior-guided prompting
considers 13 types of vulnerable behaviors derived from the vulnerabilities in the 2023 CWE Top
25 Most Dangerous Software Weaknesses. These behavior types can be used to assist LLMs in
summarizing vulnerability-related actions relevant to vulnerability detection tasks. However, this
selection may not encompass all possible vulnerable behaviors. As new types of vulnerabilities
emerge, we can address this limitation by incorporating these new behaviors into the prompt,
thereby guiding the LLM in generating more comprehensive summaries. (2) Potential deadlock
in Algorithm 1 for code retrieval: The algorithm is designed to extract called functions based on
the call graph. When the call graph contains cycles—where lower-layer functions call higher-layer
functions—the algorithm may enter a repetitive loop extracting functions within the cycle. To
mitigate this risk, we have empirically set the retrieval depth to 6 layers, ignoring called functions
deeper than 6 layers. This approach ensures that most samples can retrieve all relevant called
functions while minimizing the risk of deadlock in cases where the call graph contains cycles. (3)
Potential deadlock in bottom-up algorithm for summary generation: The bottom-up algorithm
for summary generation may face challenges with cycles in the call graph, When the call graph
contains cycles—where lower-layer functions call higher-layer functions—the algorithm may enter
a repetitive loop, and summaries for functions within this cycle may continuously update without
termination. To address this, our bottom-up algorithm uses a depth-first traversal to extract a call
tree from the call graph, effectively removing cycles. Although this approach may reduce accuracy,
it ensures feasibility.

External validity: (1) Impact of LLM Variations on Results. In this work, we utilize the LLM model
from GPT-40-2024-08-06, CodeLlama-13B, DeepSeek-V3 and Mixtral-8x7B to generate summaries
for called functions. The performance of our framework may be influenced by the specific LLM
version and vendor used. Variations in LLM versions or models from different vendors may lead to
differences in the generated summaries and in the effectiveness of vulnerability detection.

7 Related Work

Inter-procedural analysis techniques. Inter-procedural analysis techniques are essential for
understanding and reasoning about programs that involve multiple functions or procedures. These
techniques aim to analyze the interactions and data flow between different functions to improve
software quality and detect vulnerabilities. Generally, inter-procedural analysis can be categorized
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into several types, including context-sensitive and context-insensitive analyses, inter-procedural
data flow and control flow analyses, and summary-based analysis. Context-sensitive analysis,
which considers the call context of functions, provides precise information but is computationally
expensive. It has evolved significantly, as seen in seminal works like those of Sharir and Pnueli [46].
In contrast, context-insensitive analysis simplifies the problem by ignoring the call context, leading
to more scalable but less precise results. Notable advancements include the work of Ruf et al. [47].
Inter-procedural data flow analysis focuses on how data values propagate through functions, with
foundational contributions by Myers et al. [41]. Inter-procedural control flow analysis examines
the control structures and execution paths across functions, with key developments by Nielson
et al. [43]. Lastly, summary-based analysis aggregates information from function summaries to
facilitate efficient inter-procedural reasoning, building upon techniques introduced by Nystrom et
al. [44]. Inspired by summary-based techniques for inter-procedural analysis, we propose generating
summaries for called functions to enhance function-level datasets, addressing the limitation of
ignoring inter-procedural semantics while preserving the scalability of learning-based approaches.
Learning-based approaches for vulnerability detection. Learning-based approaches aim to
learn effective code representations from programs to reveal vulnerability patterns for vulnerability
detection. As neural network architectures have advanced, learning-based approaches have pro-
gressed significantly, evolving from basic models to more advanced architectures. Initially, Russell
et al. [48] utilize Convolutional Neural Network (CNN) and Gated Recurrent Unit (GRU) to learn
vector representations from lexical tokens of source code for vulnerability detection. As Graph
Neural Networks (GNNs) gained prominence, Devign [57] propose a novel approach utilizing GNNs
to derive code representations from various graph types, including Abstract Syntax Trees (ASTs),
Control Flow Graphs (CFGs), Data Flow Graphs (DFGs), and Natural Code Sequences (NCSs). The
advent of pre-trained models further advanced the field, with models like CodeBERT [24], Graph-
CodeBERT [29] and UnixCoder [28] making significant impacts on vulnerability detection. Recent
work, such as LineVul [26], has achieved state-of-the-art performance by leveraging these advance-
ments. Therefore, in this paper, we conduct experiments on these state-of-the-art approaches to
evaluate the effectiveness of our framework.

8 Conclusion

In this paper, we introduce VuinSC, a novel framework designed to address a critical limitation
in existing learning-based vulnerability detection approaches—their inadequate handling of inter-
procedural semantics due to scalability challenges when processing large samples. To overcome this,
VulnSC retrieves the source code of called functions and leverages large language models (LLMs)
to generate concise summaries using four well-designed prompting strategies. These summaries
encapsulate inter-procedural semantics and are integrated into function-level samples to enhance
vulnerability detection datasets. Extensive experiments on four state-of-the-art learning-based
approaches across two widely used datasets demonstrate that VulnSC significantly improves
detection effectiveness while incurring minimal computational overhead. This work not only
advances vulnerability detection but also lays the foundation for future approaches that leverage
inter-procedural semantics to further improve accuracy and efficiency.

9 Data Availability

All source code and data from this paper are openly licensed and accessible on our website [15].
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