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Abstract

Achieving secure transmission in wireless network is a significantly important research

topic. Classic cryptography encrypts a confidential message to an unreadable cipher

message. Thus only the authentic receiver with correct secrecy key is able to decrypt

the message. However, with the growing computational capability of adversaries, the

requirement of secrecy key generation and distribution is getting stringent. Another

method to achieve wireless security, which has attracted much attention in recent

years, is through physical layer processing, named physical layer security. In a typical

wiretap channel model consisting of a transmitter, a legal receiver and an adversary

(illegal receiver), early works have proven that it is possible to achieve positive secrecy

rate using multiple antenna techniques, such as beamforming, at the transmitter. In

this thesis, we focus on two types of malicious behaviors of the adversary: passive

eavesdropping and active attack.

For the passive eavesdropping, we first consider the multi-input-single-output (MISO)

wiretap channel, in which the legitimate transmitter utilizes the artificial noise aided

precoding strategy to maximize the achievable secrecy rate of the channel. Both sce-

narios of known and unknown channel state information (CSI) for the eavesdropper

channels are considered. By deriving the closed-form expression of ergodic secrecy rate,

we prove that there exists an optimal power ratio between the information signal and

the artificial noise. We then extend our study to a four-node fading channel model in

a wireless relay network, which includes two single-antenna users, one single-antenna

eavesdropper and one relay node equipped with multiple antennas. By studying the

vii
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decode-and-forward (DF) scheme, cooperative jamming (CJ) scheme and one proposed

hybrid relay scheme, relay-and-jamming (RJ), we aims to find the optimal relay scheme

with the condition that the transmitter and the relay node are under individual power

constraints and the CSI of the illegitimate channel is only statistically known. Our anal-

ysis shows that the hybrid RJ scheme is optimal when the transmitter has a relatively

small power budget and/or the transmitter is far away from the intended receiver.

Besides the passive eavesdropping, the adversary could also choose the active at-

tack. The pilot spoofing attack is one active attack conducted by the adversary during

the channel estimation phase of the legitimate transmission. In practical systems,

the pilot signals are usually known a priori and repeatedly used information. In this

attack, an intelligent adversary spoofs the transmitter on the estimation of CSI by

sending the identical pilot signal as the legitimate receiver. By doing so, the adversary

could obtain a larger channel rate in the data transmission phase, and also drastically

weaken the strength of the received signal at the legitimate receiver if the adversary

utilizes large enough power. Due to the serious consequences caused by such an at-

tack, we first propose an energy ratio detector (ERD) that explores the asymmetry of

received signal power levels at the transmitter and the legitimate receiver when the

attack occurs. Our analysis shows that the ERD could provide very high probability of

detection with certain requirement on the false alarming probability. Furthermore, we

design a two-way training based scheme to provide not only attack detection but also

secure transmission. The two-way training based detector (TWTD) exploits the intru-

sive component created by the adversary, followed by a secure beamforming-assisted

data transmission. In addition to the good detection performance, our scheme could

estimate both legitimate and illegitimate channels, with which the beamforming could

be designed for data transmission.
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Chapter 1

Introduction

1.1 Physical Layer Security

Along with the rapid development of mobile communications, billions of people around

the world enjoy the convenient services provided by mobile networks. With the deploy-

ment of 4G and future 5G mobile networks. People can access the Internet whenever

and wherever they want, to follow up the latest news, work on their business, enjoy

multimedia and so on. Since the wireless networks are connected to our daily lifes,

there is a growing demand to protect our confidential information from being eaves-

dropped or attacked. Therefore, one of the most important problems is to keep the

communications in the wireless network secure.

Conventional methods of achieving secure communications are based on the cryp-

tography methods[1]. The basic idea is to utilize a secrecy key to encrypt the secret

information at the transmitter side, while the legitimate receiver could use the corre-

sponding secrecy key to decrypt the cipher-message. Due to the lack of the secrecy key

or insufficient computation capability, the eavesdropper could not decode the encrypted

information. However, the cryptographic method would experience some significant

challenges, such as the increasing complicated network infrastructure will raise higher

and higher demand of key management, the vastly increasing computational capabil-

1
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ity will allow potential eavesdroppers to have greater possibility to crack the secrecy

key. With the certain considerations aforementioned, physical layer security, which try

to achieve secure communication via information theoretical prospective, has received

great attention in recent years. This information theoretical approach will allow trans-

mitter to send confidential information without using encryption keys and keep the

message confidential no matter how strong computation capability the eavesdropper

has. The physical layer security (also known as information theoretical security) was

initiated by Shannon’s work [2] more than 60 years ago. Wyner introduced the classic

wiretap channel model in [3] and this model was extended to general broadcast channel

by Csiszár and Körner in [4]. These models will be discussed in more details in the

following sections.

Figure 1.1: An illustration of information theoretical security.

The core essence of the physical layer security is to study the difference between the

wireless channel to legal receiver and the wireless channel to eavesdropper as well as ap-

ply the randomness (such as fading, etc.) of physical medium to encoding process. By

doing so, the transmitter expects to protect the confidential messages from being eaves-

dropped or attacked by illegal users. Figure 1.1 illustrate the communication model

utilizing information theoretical security. From the figure, the first step, stochastic

encoding contains the process of adding structure randomness into the encoding proce-

dure [5]. When compared to the communication system using the encryption method,

the stochastic coding process eliminates the key management problem and therefore

reduces the resource consumption and system complexity. On the other hand, the two

methods could merge to help each other. For example, the wireless channel informa-

tion could be used as a natural source of secrecy key. Again, we have to emphasize

that physical layer method and cryptographic method are two different perspective to

provide security, the latter method is more like in the high-layer. In this thesis, we

will mainly focus on how to achieve secure communication via information theoretical
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method, rather than cryptographic encryption or combination of both two approaches.

1.2 Wiretap Channel Model

In this chapter, the basic wiretap channel model for study secure communication will

be introduced. The wiretap channel was first proposed in Wyner’s work in [3], and

then extended to general channel by Csiszár and Körner in [4]. In recent years, the

secure communication problem studied from the information theoretical perspective

has received increasing attention and the problem has been combined with new tech-

nologies, such as the multiple antenna techniques. In the later part of this chapter, the

wiretap channel models with multiple antennas will be discussed.

1.2.1 Basic Wiretap Channel

The information entropy rate was first introduced by Shannon in [2], which is the

basic evaluation approach to measure the capacity of one communication channel.

Extended from this information entropy rate measurement, Wyner proposed the basic

measurement of secure communication channel with noise, which is the secrecy rate

(perfect secrecy) within the wiretap channel model. As depicted in Figure 1.2, the basic

wiretap channel model contains three parts, one transmitter (Alice), one legitimate

receiver (Bob) and one eavesdropper (Eve). The following communication scenario

is considered, Alice intends to send confidential message to Bob and keeps it from

being interpreted by the potential eavesdropper Eve. At the transmitter side, Alice

applies a (2nR, n) (transmission rate R in n channel use) code sequence for transmission,

and the message W is uniformly distributed in the message set W = {1, 2, ..., 2nR}.

The encoding process maps every message w ∈ W to a codeword xn = (x1, ..., xn),

and the message is transmitted over the discrete memoryless channel (DMC) whose

transmission probability is represented as PY Z|X , then at the receiver side, Bob uses
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the same codebook to decode the received message yn = (y1, ..., yn) and maps it to the

message w ∈ W , which is represented as ŵ. In Fig. 1.2 zn = (z1, ..., zn) denotes the

received signal sequence at the eavesdropper’s side.

Figure 1.2: The illustration of basic wiretap channel.

For this wiretap channel, the reliability of the communication is quantified by the

average probability of error for the code of length-n, which is:

P (n)
e = Pr{Ŵ 6= W}, (1.1)

where Ŵ represents the decision made by the legitimate receiver and the transmitter

sends out the message W . On the other hand, the secure level of this communication

model is represented by the equivocation rate, which is given by

R(n)
e =

1

n
H(W |Zn), (1.2)

where Zn and W denote the channel outputs at the eavesdropper and the inputs at the

transmitter, respectively, and conditional entropy H(W |Zn) represents the unknown

part of W for given Zn. Therefore, the equivocation rate describes the eavesdropper’s

uncertainty level about the confidential message sent from the transmitter. It is clear

to see that if the equivocation rate is higher, the secrecy degree of the communication

will be higher.

In this thesis, our interests are more focused on studying how to achieve the se-

crecy rate (also known as the case of perfect secrecy). Perfect secrecy indicates that the

confidential information sent by transmitter could be completely hidden from eaves-

droppers. The secrecy rate is considered as obtainable if there is a sequence of code

(2nR, n) and proper encoder-decoder pairs that the average error probability P
(n)
e → 0
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when n→∞ as well as the transmission rate R satisfies

R ≤ lim inf
n→∞

Rn
e . (1.3)

The secrecy capacity Cs is defined as the highest achievable rate, i.e., Cs = maxR. It’s

worth noting that perfect secrecy here does not require every bit of the information to

be kept secret from eavesdroppers, but it ensures that the unsecured part of information

could not achieve a positive rate.

Furthermore, Csiszár and Körner generated the single-letter expression of secrecy

capacity in [4] for a general wiretap channel:

Cs = max
PUXPY Z|X

{I(U ;Y )− I(U ;Z)}, (1.4)

where U is an auxiliary random variable that is satisfying the Markov chain U → X →

(Y, Z). X represents the input of the channel, which in some case the transmitter

builds a prefix channel from U to the channel input X so that usually it can have

U ≡ X. Moreover, P denotes the probability density function (PDF). For the details

on proof of such certain communication scheme exists, which are the achievability proof

(which means the secrecy capacity is achievable) and the converse proof, to prove the

optimality of the secrecy capacity could be referred in the monograph on information

theoretic security by Liang etc. in [5].

According to the expression (1.4) above, the secrecy capacity is described as the

largest difference between channel rate I(U ;Y ) of the transmitter-receiver channel and

the channel rate I(U ;Z) of the transmitter-eavesdropper channel. Note that in the

original study of wiretap channel by Wyner, the transmitter-eavesdropper channel is a

degraded version of the transmitter-receiver channel, i.e., X, Y, Z satisfy such Markov

chain X → Y → Z and PZ|X = PY |XPZ|Y . In the work of Csiszár and Körner, the

broadcast channel is assumed to be a general version rather than a degraded version.
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However, the above results are generated based on point to point single-antenna

communication. In general channel case, it is possible that the secrecy capacity could

be zero if the transmitter-eavesdropper channel has better condition than that of the

transmitter-receiver channel. In that situation, the transmitter has to choose not to

transmit the confidential information at all. Moreover, in a possible eavesdropping

scenario, if the eavesdropper intends to steal the information from the transmitter, it is

natural that the eavesdropper will create a better channel condition to the transmitter,

i.e., the eavesdropper stays closer to the transmitter. Due to this case, the introduction

of multiple antennas to the wiretap channel brings the possibility of achieving positive

secrecy rate even when the eavesdropper has a better channel. In the next section, we

will discuss the wiretap channels with multiple antennas.

1.2.2 Specific Wiretap Channels

In this section, three popular specific wiretap models, which consider the impact of

additional white Gaussian noise (AWGN), fading effect and the utilization of multiple

antennas, will be introduced and the expressions of the secrecy rate will be given.

Other wiretap channel models include Semi-determinate wiretap channel, compound

wiretap channel and wiretap channel with side information or feedback [5].

Gaussian wiretap channel

First, we consider the wiretap channel with AWGN, also referred to as a Gaussian

wiretap channel [6], which indicates both the transmitter-receiver channel and the

transmitter-eavesdropper channel are corrupted by additive white Gaussian noises.

The output of both channels yB and yE are given by

yB = x+ rB, (1.5)

yE = x+ rE, (1.6)
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in which the term x is the information message under the power limit P , i.e., E{x2} ≤

P . The noise components rB and rE are independent Gaussian random variables with

zero mean, and variance σ2
B and σ2

E, respectively. The secrecy capacity expression over

Gaussian wiretap channel is [6]

Cs =

[
1

2
log2

(
1 +

P

σ2
B

)
− 1

2
log2

(
1 +

P

σ2
E

)]+
, (1.7)

where [a]+ equals a if a ≥ 0 or equals 0 if a < 0. That is, if the transmitter could

achieve non-positive secrecy rate, it will choose not to transmit. Moreover, the secrecy

capacity is achieved by setting x ∼ N (0, P ), which means x is a zero-mean Gaussian

random variable with variance P . More detailed achievable proof and converse proof

could be found in [6].

Fading wiretap channel

Fading wiretap channel [8] considers the channel not only corrupted by the additional

white Gaussian noise, but also impaired by the fading processes. In this case, we focus

more on fast fading process. In one transmission symbol time, the fading coefficient

remains the same. Therefore, the outputs (yB, yE) of both the transmitter-receiver

channel and the transmitter-eavesdropper channel with the transmitted message x

become

yB = hBx+ rB, (1.8)

yE = hEx+ rE, (1.9)

where rB, rE are the AWGN components with zero-mean and variances σ2
B, σ

2
E, respec-

tively. Note that the realizations of the noise are independent identically distributed

(i.i.d.), proper complex Gaussian variables. Then, hB, hE represent the channel fading

coefficients which are i.i.d. complex symmetric circularly Gaussian (CSCG) random
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variables. Meanwhile, the transmitted signal x experiences the same power constraint

mentioned in the previous subsection.

By considering the fading process in both channels, the secrecy capacity studied here

is over all possible channel state realization due to the ergodicity of hB, hE. Therefore,

when studying the ergodic secrecy capacity in a fading wiretap channel, we consider

two scenarios: the transmitter-eavesdropper channel state information (CSI) is known

or unknown to the transmitter. The former scenario regards the eavesdropper as one of

the legitimate user in the whole network but not qualified for the confidential message.

In this situation, though we study the fast fading process, for every symbol time, we

could assume the fading coefficient is fixed and known to the transmitter. The latter

scenario is more realistic for other cases. The malicious user intends to eavesdrop the

confidential message from the transmitter, and the transmitter may have difficulties

to know the position or even the existence of the eavesdroppers. Hence, the ergodic

secrecy capacity expression for known Eve’s channel situation is given by

Cs = max
Px≤P

{
log2

(
1 +

Px|hB|2

σ2
B

)
− log2

(
1 +

Px|hE|2

σ2
E

)}
(1.10)

and the secrecy capacity expression for an unknown Eve’s channel situation is given

as:

Cs = max
Px≤P

E{hB ,hE}

{
log2

(
1 +

Px|hB|2

σ2
B

)
− log2

(
1 +

Px|hE|2

σ2
E

)}
, (1.11)

where Px , |x|2 denotes the power of transmitted signal. Note that Px is related to

the channel state realization hB, hE. The detailed optimal power allocation optimizes

the secrecy capacity for above expression (1.11) could be found in [8]. Moreover, we

will use different methods to study the secrecy capacity/rate for both scenarios, and

make comparisons on the results in the following chapters.
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MIMO fading wiretap channel

The utilization of multiple antennas in wiretap channels has shown that, via proper

design of a transmission scheme over space-time at the transmitter side, the transmitter

could enhance the information theoretical security of its communication [9]. Let us

assume that the transmitter, the legitimate receiver and the eavesdropper are equipped

with Nt ≥ 1, Nr ≥ 1 and Ne ≥ 1 antennas, respectively, which forms the multiple-

input-multiple-output (MIMO) wiretap channel model. The outputs yb ∈ CNr×1 and

ye ∈ CNe×1 of both legitimate and eavesdropping channels are [12]

yB = HH
Bx + rB, (1.12)

yE = HH
Ex + rE, (1.13)

respectively, where HB ∈ CNr×Nt ,HE ∈ CNe×Nt are the CSI matrix of both channels,

while the AWGN components for these channels are represented as rb ∈ CNr×1, rE ∈

CNe×1. Each element of HB,HE is a CSCG random variable, and every element in

rB, rE follows Gaussian distribution with zero mean and unity variance. The trans-

mitted signal vector x ∈ CNt×1 is constrained with total power P available at the

transmitter, i.e., tr{xxH} ≤ P . Meanwhile, the secrecy capacity expression over the

known eavesdropping channel scenario is given as [12]

Cs = max
tr{X}≤P

log2

[det(I + HH
BXHB)

det(I + HH
EXHE)

]
, (1.14)

where X , xxH ≥ 0 and det(·) denotes the determinant operation. We omit the expec-

tation before the secrecy capacity because we assume the fading coefficient is fixed and

known to the transmitter during each symbol time in the transmission, which means

the transmitter could achieve the ergodic secrecy capacity over the fading process.

However, for the scenario with unknown eavesdropping channel, the erogdic secrecy
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rate is expressed as:

Cs = max
tr{X}≤P

E{HB ,HE}

{
log2

[
det(I + HH

BXHB)
]
− log2

[
det(I + HH

EXHE)
]}
.(1.15)

In this thesis, we mainly study the MISO wiretap channel model, one simplified

model of MIMO situation, for which the transmitter is equipped with more than one

antenna while the legitimate receiver and the eavesdropper are equipped with single

antenna. Thus, the problem reduces to maximize the ergodic secrecy capacity/rate

over both known and unknown eavesdropping channel situations.

Extended from the works in Wyner [3] and Csiszár and Körner [4], some more spe-

cific wiretap channels with different conditions have been studyed, besides aforemen-

tioned Gaussian wiretap channels [6], fading wiretap channels [8, 14, 25] and multiple-

antenna wiretap channels [10–13]; there are wiretap channel with side information

[26, 27] which considers encoding the message together with channel condition infor-

mation such as known background noise signal; wiretap channel with multiple users

[29, 32] and other research works like studying the outage performance rather than

maximizing sum rate [33] etc. Moreover, other research work also considers wiretap

channel in special networks such as in cognitive radio network (CRN) [42].

1.3 Motivation

Based on the discussions in previous sections, it is clear that achieving perfect secrecy

is possible when the legal receiver has better channel than that of eavesdropper in a

wiretap channel model. Moreover, using multiple antennas could provide the possibil-

ity to achieve the positive secrecy rate even with a weaker legitimate channel condition.

In the past few years, many research efforts have been made to study physical layer

security over various antenna deployment and CSI situations. In [11, 34], the trans-

mitter (Alice) is equipped with multiple antennas while the intended receiver (Bob)
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is only equipped with one antenna. Their results show that the optimal transmission

strategy is precoding (beamforming) of the input information signal vector at Alice.

The idea of the precoding strategy is to increase the signal to noise (SNR) as much

as possible at Bob’s side. This precoding strategy is referred to as the conventional

precoding strategy in this thesis. On the other hand, because of the randomness of

eavesdropper (Eve)’s position, Eve may experience a better channel than Bob. Be-

sides, it is difficult to obtain the accurate channel condition of the illegitimate one.

A precoding strategy with the assistance of artificial noise has been proposed in [36],

where part of the available power at Alice is used to transmit artificial noise in an

intended way to interfere Eve. The essence of this strategy is to not only increase SNR

at Bob’s side, but also intend to degrade the channel of Eve as much as possible. This

strategy is referred to as artificial noise aided precoding (ANaP) in this thesis. In an

ANaP strategy, the power ratio between information signal and artificial noise should

be optimized in order to maximize the achievable secrecy rate. In [38], it is shown that

Alice can obtain near-optimal secrecy rate by simply using equal power allocation when

the available power at Alice is large. However, it considered a simplified case with no

noise at Eve’s side for the tractability reasons. This motivates the study on how the

additive noise will affect the power allocation strategy and whether the conventional

precoding is optimal or not.

The utilization of multiple antennas could effectively help to achieve positive secrecy

rate. However, it also requires higher hardware cost (e.g., more power consumption

and larger space size) so that it may not be applicable for many kinds of mobile

devices. Therefore, for the single-antenna users, a promising alternative is to use

multiple (collaborative) relays or a relay equipped with multiple antennas to achieve

secure transmission [77, 78]. Conventionally, the relay node could operate in two ways

to help the transmitter: cooperative relaying (CR) and cooperative jamming (CJ).

The CR intends to increase the information signal power at the legitimate receiver as
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much as possible, using decode-and-forward (DF) or amplify-and-forward (AF) relay

schemes. On the contrary, the CJ intends to jeopardize the illegitimate channel by

sending jamming signal (also known as artificial noise) which is usually independent of

the information signal. In this thesis, we will discuss both the DF and CJ schemes. The

DF scheme is a two-stage scheme. In the first stage, the relay node receives and decodes

the information signal sent from the transmitter. In the second stage, it transmits the

re-encoded information signal to the intended receiver. On the other hand, by using

the CJ scheme, the relay node only responds to weaken the eavesdropper’s reception

of signals while the transmitter is responsible for the transmission of the information

signal. Most works on physical layer security in relay networks focused on designing

the beamformer for the information signal or the jamming signal under the condition

that the global CSI is available. This motivates our study to investigate if there is

a new relay scheme or which scheme is optimal for the system in the sense of secure

transmission.

Besides the passive eavesdropping, the adversary could choose the active attack

instead. One intelligent attack is called the spoofing attack, in which the adversary

pretends to be the legitimate transmitter to spread false messages, or be the legitimate

receiver to filch confidential information. This spoofing attack is originally studied in

cyber networks [93, 95]. Though some related detection algorithms are designed based

on utilizing the physical layer properties, e.g., comparing the channel state information

(CSI) in neighbouring time slots [94, 96, 97]. However, recent study [102] illustrates

that spoofing attack could also happen in the physical layer of communication systems.

Due to the fact that the CSI is essential for data transmission and reception, a pilot-

assisted channel estimation method is widely used in practical systems. For example,

in a time duplex division (TDD) system, the legal receiver is required to send the

assigned pilot signals to the transmitter, and the CSI can be estimated based on the

received pilot signals due to the reciprocity of the uplink and downlink channels. The
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pilot signal set is pre-designed and known to the transmitter and receiver, and different

pilot signals are usually orthogonal to each other to avoid contamination phenomenon.

Because of being repeatedly used and publicly known, the knowledge of pilot signals

could easily be learned by an adversary, and the spoofing attack to the transmitter

becomes possible by broadcasting the identical pilot signal as that of a legitimate

receiver. By doing so, the adversary could manipulate the channel estimation result

and benefit from the attack. If the transmitter is equipped with multiple antennas to

perform beamforming during downlink transmission, e.g., maximum ratio transmission

(MRT), the main beam of the data signal might be directed to the adversary or other

unwanted destinations. This attack is named as the pilot spoofing attack. The terrible

consequences it could cause motivate the research in this thesis to design some effective

detection methods and also to recover the secure transmission.

1.4 Objective

As the fact that the channel information is critical in designing the beamformer to

obtain positive secrecy rate, in this thesis, we first consider the MISO fading wiretap

channels under two scenarios. In the first scenario, the CSI of Eve’s channel is known at

Alice; while in the second scenario, Eve’s CSI is unknown at Alice. The first scenario

illustrates that the eavesdropper is actally a legitimate user but not authentic for

certain content, and the second scenario indicates that the eavesdropper is hiding itself

from the legitimate components. Our interest is to study how to achieve the maximal

secrecy rate by designing the ANaP strategy for both scenarios.

In the cooperative relay wiretap channel model, besides the two existing DF and

CJ schemes, we propose a new hybrid relay scheme, called relaying-and-jamming (RJ),

where the relay node responds to relay the information signal and interfere the eaves-

dropper at the same time. Note that the jamming signal aided strategy has been used

in multiple-antenna systems, e.g., [38, 39, 76]. The RJ scheme is a two-stage scheme:
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in the first stage, the relay listens to the transmitter and decodes the information sig-

nal while in the second stage, the relay node sends the re-encoded information signal

and the independent jamming signal together. The key parameter to optimize the RJ

scheme is the power allocation ratio between information signal and jamming signal.

Accordingly, our interest is to find out which scheme is the optimal for the relay node

to maximize the ergodic secrecy rate: DF, CJ or RJ?

The pilot spoofing (contamination) attack was first arose from the pilot contamina-

tion scenario in [102] and it mainly analyzes its damages. In [106, 107], two new channel

estimation schemes were proposed with fundamentally modified pilot signal design and

estimation process, the former suggested to transmit two random phase-shift keying

(PSK) symbols as the pilot signal and tried to detect the pilot spoofing attack based

on the phase difference of those two symbols; the latter proposed a new discriminatory

channel estimation method and claimed to be secure from the pilot spoofing (con-

tamination) attack by randomly choosing the newly designed stochastic pilot signals.

However, the pilot signals have more rules than just to estimate the channel. With

the intention of incurring as less modifications as possible to the current pilot-assisted

channel estimation process, we are interested to design some effective methods to de-

tect the pilot spoofing attack. Moreover, it is also important to have the ability to

provide the secure transmission if the detection shows the existence of an attack.

1.5 Summary of Contributions

The main contributions of the thesis are summarized as follows.

Artificial Noise aided Precoding in MISO Fading Wiretap Channels

Two scenarios are considered: when the CSI of the illegitimate channel is known and

when the CSI of illegitimate channel is unknown. Our main results for designing the

artificial noise aided precoding in MISO fading wiretap channels are:
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For the first scenario, we prove that the optimal ANaP strategy should assign all the

power to the information message and no power should be allocated to the artificial

noise. That is, the optimal ANaP strategy reduces to the conventional precoding

strategy. For the second scenario, we show that when the available power at Alice is

small, majority of the available power should be assigned to the information signal.

When the power increases, the transmitter should assign larger power to generate the

artificial noise. When the power is sufficiently large, the optimal power allocation ratio

will approach a constant that is only dependant on the number of antennas at Alice.

Secure Transmission in Cooperative Relay Wiretap Channels

With the assistance of cooperative relay node, we intend to find the optimal relay

scheme which obtains the largest ergodic secrecy rate. To match the practical situa-

tion, we consider that eavesdropper’s CSI is statistically known in the relay networks.

Our work has the following major contributions: first, instead of finding the optimal

beamformer for a particular relay scheme, we are interested in finding the optimal relay

scheme under individual power constraints; second, we propose the hybrid RJ scheme

that the relay node needs to send the information signal and jamming signal at the

same time. The optimal power ratio is found to maximize the ergodic secrecy rate;

third, We also consider the existence of the direct link between the transmitter and the

receiver (or the eavesdropper) which has been usually ignored in many of the aforemen-

tioned works using DF and AF. Note that the assumption of direct link to eavesdropper

is proposed for the sake of fairness, because without such direct illegitimate link, the

legitimate system could achieve higher secrecy rate; fourth, in this thesis, the white

Gaussian noise at the eavesdropper is taken into account (referred to as the general

case) in deriving the expression of the achievable ergodic secrecy rate, while that noise

is being ignored due to the tractability reason in previous works (referred to as the

worst case), e.g., in [38, 76].
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Detection of Pilot Spoofing Attack

Motivated by the fact that the pilot spoofing attack can decrease the signal reception

at the legitimate receiver, we propose the energy ratio detector (ERD) by exploring the

asymmetry of received signal power levels at the transmitter and the legitimate receiver.

Our detection method mainly includes two phases: first, the legitimate receiver (Bob)

sends the assigned pilot signal to the transmitter (Alice) via uplink channel, and Alice

estimates the channel based on the samples of the signal; second, Alice calculates the

received signal power, modulates that as a data signal and broadcasts it via downlink

channel. Bob demodulates the data and calculates the power of his received signal. Bob

then decides whether the system is under pilot spoofing attack or not by comparing

the two power levels. Note that Alice utilizes the same power to broadcast the data as

that of Bob used for sending the pilot signal.

The main features of our ERD are summarized as follows:

� Unlike the other two methods in [106, 107], the ERD does not require drastic

changes on either the design of pilot signals or the channel estimation phase

structure. The main revision is to use a certain short period of the downlink

data phase to calculate the power of received signal and detect the existence of

the attack.

� We derive the closed-form expression of the test statistic’s probability density

function (PDF). We find that the detection threshold of the ERD does not de-

pend on either the legitimate or illegitimate channel condition. It is a significant

advantage because it suggests the ERD could work under all possible channel

realizations. Moreover, the ERD is a two-way method for Alice and Bob to de-

tect the pilot spoofing attack, so the ERD is equipped at both Alice and Bob.

Numerical results show that the ERD could detect the pilot spoofing attack with

very high probability.
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� A large power utilization by Eve could increase the gain to the eavesdropper but

also considerably increase the risk of Eve being detected by the legitimate system.

Therefore, the trade-off brought by the power consumption of Eve is studied.

Our result shows that our ERD could efficiently reduce the ergodic information

leakage, which is the largest information rate that Eve could possibly obtain by

choosing the optimal power budget, to a trivial level.

Recovering Secure Transmission from Pilot Spoofing Attack

Even though the energy ratio detector provides a fairly high detection probability, it

does not study the rescue actions after the detection. To compensate for this, we

propose a two-way training based scheme to achieve the goals of detecting the pilot

spoofing attack and securely re-transmitting the data signal. The basic process is that

the reverse training is still operating as usual to allow the transmitter to estimate

the CSI. Before conducting confidential data transmission in the downlink phase, the

transmitter first sends the channel estimation results to the receiver, and then conducts

the traditional downlink training by having each antenna transmit the pilot signal to

the receiver. Therefore, both uplink and downlink channel estimations are available

at the receiver, which allows it to make a test based on the difference between two

estimation results. The detection outcome will be fed back to the transmitter together

with the downlink channel estimation if needed. More importantly, if the detection

result indicates the existence of pilot spoofing attack, the transmitter could derive the

estimations of both legitimate and illegitimate channels. Thus, by applying secure

beamforming, the transmitter is able to immediately recover the data transmission

while keeping it secret from the adversary.

The main contributions of our method are summarized in four aspects: 1) our

proposed scheme needs no drastic modification to current transmission structure. For

example, in the LTE-TDD system, the uplink pilot time slot (UpPTS) and downlink
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pilot time slot (DwPTS) are already implemented; 2) the TWTD could achieve even

higher detection probability than that of the ERD. Similar to the ERD, the threshold

derived for the TWTD is also not dependent on the instantaneous channel conditions,

which suggests such threshold could be used among different time frames; 3) unlike

the ERD, our scheme is able to estimate both channels, switch to secure beamforming

almost immediately and finally achieve positive secrecy rate within the same time

frame; 4) in some cases, even without any prior information about Eve, our scheme is

able to obtain the maximal secrecy rate as that of using optimal channel estimation or

perfect channel information.

1.6 Organization of the Thesis

The rest of this thesis is organized as follows. In Chapter 2, a detailed review on secure

transmission in MISO fading wiretap channel and cooperative relay wiretap channel

is introduced as well as the research works on defending pilot spoofing attack. The

designs of ANaP in MISO fading wiretap channel model are studied for the scenarios of

known and unknown eavesdropper’s CSI in Chapter 3. The discussion on the optimal

relay scheme is given in Chapter 4. The detection methods and secure transmission

recovery strategy against the pilot spoofing attack are studied in Chapters 5 and 6,

respectively. Finally, the conclusions and the possible future directions of this thesis

are drawn in Chapter 7.



Chapter 2

Literature Review

With the assistance of multiple antennas, it is vital to design the secure precoder

(beamformer) to protect the legitimate communication from eavesdropping. In this

chapter, we will give the literature review on various beamformer designs in MISO

wiretap channels under different channel conditions. When considering the relay wire-

tap channel model, we explore several existing relay schemes that help the legitimate

transmitter and receiver to achieve the positive secrecy rate. Moreover, the previous

works on tackling the pilot spoofing attack problem are also discussed. However, given

the large number of existing works on physical layer security, the references to be

mentioned, though numerous, is far from being exhaustive.

2.1 Secure Communication with Multiple Anten-

nas

As discussed in the previous chapter, the channel state information is vital for designing

the beamforming vector. Generally, the CSI of the legitimate channel is available but

not the illegitimate channel, especially when the eavesdropper remains totally passive.

Therefore, most existing works study both known CSI and unknown CSI cases for

19
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eavesdropper channels. Some works study the case if the transmitter could have partial

CSI or measurable uncertainty on the CSI. All three cases will be discussed in the

following subsections.

Figure 2.1: The illustration of MISO fading wiretap channel. Alice is equipped with
multiple (N > 1) antennas. Bob and Eve are equipped with single antenna.

In a typical MISO fading wiretap channel model as shown in Fig. 2.1, the legitimate

transmitter (Alice) is equipped with multiple antennas while the legitimate receiver

(Bob) and eavesdropper (Eve) are equipped with single antenna, respectively. The

legitimate and illegitimate channels are represented as HB ∈ CN×1 and HE ∈ CN×1,

respectively, where N is the number of antennas at Alice. Therefore, the received

signals at Bob and Eve are generally denoted as yB and yE,

yB = HH
Bx + rB, (2.1)

yE = HH
Ex + rE, (2.2)

respectively, where x ∈ CN×1 is the precoded information signal. The other terms rB

and rE are the Gaussian noise experienced at Bob and Eve, respectively. Based on the

definition in [3, 4], the achievable secrecy capacity is expressed as

Cs = max
x

log2

(
1 +

P |HH
Bx|2

σ2
B

)
− log2

(
1 +

P |HH
Ex|2

σ2
E

)
, (2.3)

where P is the power constraint and tr{xxH} ≤ IN , and σ2
B and σ2

E are the variances for

the Gaussian additive noise rB and rE, respectively. In order to maximize the secrecy

capacity in (2.3), the design of precoder (beamformer) s ∈ CN×1 to the information

signal u is important, e.g., x = su. Next, the previous works on achieving physical

layer security in MISO wiretap channels under different channel conditions will be

introduced.
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2.1.1 Secure Transmission with Known CSI

A Gaussian MISO channel was considered in [34], where the authors assumed that the

channel conditions are constants and known to all three components. It described the

largest achievable secrecy rate via using Gaussian signals and proved that the beam-

forming method could achieve such maximal secrecy rate. Later, the authors considered

the case that the eavesdropper’s channels are only statistically known to the legitimate

parties, in which the optimality of the beamforming method is still valid. When HE

is known, the secrecy rate follows the expression of (2.3). Without loss of generality,

by normalizing the power of signal and noise and taking the eigenvalue decomposition

for the information signal covariance matrix, the covariance matrix is first proven to

be optimal when it is unit rank. Furthermore, the problem is simplified as a Rayleigh

Quotient Problem and the optimal beamformer is proven to be the unit-norm gener-

alized eigenvector that obtains the largest value of the Rayleigh Quotient Problem.

Their results showed that in the presence of a eavesdropper and the requirement of

secure transmission, the optimal transmission strategy is still precoding. Unlike in a

normal MISO channel model in which the best beamformer design is in the direction

of the main channel, the optimal precoder with secrecy constraint and known CSI is

the balance of being orthogonal to the eavesdropper channel while being along with

the legitimate channel as much as possible.

In [13], the authors studied the optimal transmission structure to achieve the largest

secrecy rate for a MIMO system. However, it is generally difficult to solve the problem

for a MIMO case. On the other hand, an analytical solution was derived for a simplified

case with only single antenna equipped at Bob and Eve, i.e., the MISO case. The

channel information is also assumed to be known. Firstly, reference [13] tried to design

the beamformer by introducing a unitary transformation matrix. Through certain

mathematical efforts, it showed that finding the proper covariance matrix of the input

signal is the key to achieve the largest secrecy rate. Similar to [34], the authors in
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[13] also concluded the problem in a Rayleigh Quotient Problem. Therefore, the same

optimal design of the beamformer was derived under the condition that the channel

conditions are available.

The role of multiple antennas to achieve the secure communication was investigated

in [11] in a typical wiretap channel, however, in which the eavesdropper is also deployed

with multiple antennas. The authors described the maximal secrecy rate by the gener-

alized eigenvalues when the channels are stationary and available to each component in

the model. It showed that the precoding method is able to obtain the secrecy capacity.

This model is further referred to as the multi-input-single-output- multi-eavesdropper

(MISOME) case. Note that the multiple eavesdroppers case could equal the that an

eavesdropper equipped with multiple antennas array. One derivation in [11] could be

regarded as a tight upper bound to the achievable secrecy rate, which might generate

the optimal design of a random variable in the secrecy capacity expression of [4]. Ref-

erence [11] considered a case that the states of the channels are available to all three

components (the transmitter, the receiver, and the eavesdropper), but the condition

of the eavesdropper channel is only available at the adversary. Based on techniques

designed for single-antenna wiretap channel problems, the authors developed upper

and lower bounds on the maximal secrecy rate both for finite antennas case and the

large antenna limit case.

Reference [29] considered the secure communication problem over a Gaussian broad-

cast channel, in which the transmitter intends to broadcast different but secret mes-

sages to two receivers, respectively. This case is denoted as the multi-antenna Gaussian

broadcast channel with confidential messages (MGBC-CM). In this case, a dirty-paper

coding scheme with secrecy constraints was proposed and the secrecy rate region was

first generated based on the Gaussian codebooks. With known CSI of both legal and

illegal channels, the authors found the secrecy capacity for the MISO wiretap chan-

nels. Next, a tractable Sato-type [15] outer bound was derived for the secrecy capacity.
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Moreover, such a Sato-type outer bound has been proved to be consistent with the

dirty-paper coding achievable rate region with secrecy constraints.

Moreover, in [25], the authors characterized the secrecy capacity of the slow-fading

wiretap channel under different cases of available CSI. This work proved that the none-

zero secrecy rate is possible even for the case that the eavesdropper’s channel is better

than the legitimate channel. Reference [30] introduced another description of secrecy

rate, which is different from the one derived based on Sato-like [15] argument and ma-

trix analysis tools. Reference [12] is the extension of [11] by considering the legitimate

receiver is also equipped with multiple antennas. A computable denotion of the secrecy

capacity in this case was derived as the saddle-point solution to a minimax problem.

For the downlink of a multi-user MIMO system, a linear precoder design was intro-

duced in [31]. The proposed precoder is designed according to the regularized channel

inversion (RCI). The achievable secrecy rate and the expression was derived and so was

the the optimal regularization parameter. Reference [16] considered a MIMO Gaussian

broadcast channel with two different receivers and two corresponding messages (one

normal message and one confidential message). The secrecy capacity region was de-

picted using an extremal entropy inequality. In both [26] and [27], the wiretap channel

with side information [7] was considered by introducing additive interference in the

main channel. A larger secrecy capacity region was achieved based on the extension of

the dirty paper coding [28].

2.1.2 Secure Transmission with Partial CSI

Based on the discussion in Section 2.1.1, the secrecy capacity is achievable when the

channel conditions are accurately obtained. However, the perfect CSI is usually difficult

to obtain due to channel estimation errors or other interference. Thus, some works [43,

54, 89] considered the case that the CSI contains certain level of errors (uncertainty),
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e.g., spherical uncertainty,

hB ∈ {hB | ‖hB − h̄B‖ ≤ εB}, (2.4)

hE ∈ {hE | ‖hE − h̄E‖ ≤ εE}, (2.5)

where h̄B and h̄E are the channel estimations of the legitimate and illegitimate chan-

nels, respectively. The other terms, εB and εE, are the estimation error bounds for

the spherical channel uncertainty at Bob and Eve, respectively. References [52, 53]

researched on another case that the channel between the transmitter and the eaves-

dropper is only partially known,

h̄e =
√
κhE +

√
1− κ∆hE, (2.6)

where ∆hE denotes the unknown part (error) of the eavesdropper channel. The scalar

κ represents the degree of the knowledge that the transmitter has on the channel

condition. If κ = 1, the transmitter obtains the perfect channel information. If κ = 0,

the transmitter has no knowledge of the eavesdropper channel and other beamforming

schemes need to be developed.

A typical MISO wiretap channel model was considered in [89]. For the scenario

that both the legitimate and the illegitimate channels were considered with spherical

uncertainty. The maximization of worst-case secrecy rate was explored by finding the

optimal input covariance with a constraint on power. Moroever, the explicit expression

for the maximal worst-case secrecy rate was derived. Reference [89] concluded that the

optimization problem leads to a 6-by-6 matrix based on the direct calculation from the

channel estimation results. The closed-form expression of the optimal input covariance

matrix was derived based on the eigenvalues of the 6-by-6 matrix. Meanwhile, the

time consumption of computation for searching the eigenvalues is not dependent on

the number of antennas, which is different from the methods proposed in [43, 54].
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Reference [54] studied the problem of optimal transmitter design to achieve infor-

mation theoretical security for a MISO cognitive radio network, where the secondary

transmitter only knows the associated uncertainty parts without the information of all

the channels. The problem to maximize the achievable secrecy rate for the secondary

user is formulated as a max-min non-convex semi-infinite optimization issue. Two

approaches have been proposed to solve the problem. The first one is to transform

the problem to a optimal robust transmitter design problem in a CRN which has two

primary users, and the solution is obtained by utilizing the connection between two

networks. However, based on the inherent convexity, the other approach effectively

redesigned the old problem as a relatively easy SDP.

Reference [43] considered the scenario of MISO channel model with the presence

of multiple eavesdroppers which are all equipped with more than one antenna. The

problem of secrecy-rate maximization (SRM) for this case was studied by optimizing the

transmit covariance matrix. The SRM was proven to be solvable under the assumption

of perfect CSI. In the imperfect CSI case, where a robust SRM was formulated under

spherical CSI uncertainties, the optimal solution was derived based on the semi-definite

program (SDP).

In the works [51, 52], it is assumed that only partial information of the illegitimate

channel is available. The authors considered a model that was with the flat-fading

MISO wiretap channel. The authors in [51] first minimized the outage probability

of secure transmission under single-stream beamforming. A suboptimal beamforming

scheme was then further derived based on a Markov bound. The results are generalized

for the cases with and without CSI of the illegitimate channel. Moreover, the outage

secrecy rates were proven to be achievable with artificial noise which is orthogonal

to the legitimate channel in [52]. While in [53], the authors discussed the different

beamforming strategies including maximum ratio transmission strategy, zero forcing

(ZF) strategy, and an other optimized beamforming design under secrecy constraints
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based on the effectiveness. The flat-fading MISO wiretap channel was considered,

in which the illegitimate channel is only partially available at Alice. The scenario

includes the case that both perfect and no channel information to the eavesdropper.

It showed that higher achievable secrecy rates were achievable by using artificial noise

beamforming which its beam direction is in the null space of the legitimate channel.

Furthermore, a simple framework for precoding in the MISO fading wiretap channels

under the case of partial CSI was developed.

2.1.3 Secure Transmission with Unknown CSI

The instantaneous eavesdropper’s channel information is difficult to obtain when the

eavesdropper is totally passive and remains hidden. In this case, with only the CSI of

the legitimate channel, the transmitter cannot achieve the secrecy capacity as discussed

in Section 2.1.1. Therefore, the utilization of artificial noise was proposed in designing

the beamforming vector for the confidential information transmission [35, 36].

In [35], the authors considered a problem of secret communication in the wireless

environment, with the presence of a passive eavesdropper. It showed that without

eavesdropper’s channel information how the generated artificial noise can be added

to the information signal to achieve secrecy communication. With multiple antennas

deployed at the transmitter, it can generate the artificial noise intelligently such that

it only degrades the eavesdropper channels by allocating noise in the null space of the

legitimate channels. The study was extended to the MIMO case in [36] where the eaves-

dropper is assumed to have multiple antennas or multiple eavesdroppers are colluding.

It is showed that the MIMO secrecy capacity behaves differently from the non-secret

MIMO capacity, so that MIMO design is different under the secrecy requirement. A

non-zero rate for secret communication can be guaranteed, regardless of eavesdropper’s

position, i.e., even when the eavesdropper is much closer to the transmitter than that of

the receiver. Furthermore, it is proved that low outage probabilities of secrecy capacity
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can be achieved.

The study of applying the artificial noise was further investigated in [37, 38]. In

[37], it studied the secure transmission in fading wiretap channels with a multi-antenna

transmitter that is capable of generating artificial noise. The exact closed-form expres-

sion for the average secrecy capacity lower bound was derived. Furthermore, by using

the closed-form capacity expression as the target, reference [37] searched the optimal

power assignment strategy to design the the information signal as well as the artificial

noise. The results have shown that an simple strategy that uses equal power alloca-

tion is close to obtain the maximal secrecy rate at any SNR values for the systems.

Additionally, the adaptive power allocation based on each realization of the channel

gain could not provide significant capacity gain, if there is any, over the equal power

allocation strategy. In [38], the authors also studied the case when the number of

colluding eavesdroppers increases, the results showed that more power should be spent

on generating the artificial noise. Reference [38] provided an upper bound on the SNR.

Moreover, the case of unknown CSI of the legal and illegal channel was investigated.

The results suggested that if the transmitter generates more artificial noise to confound

the illegal users than to improve the received signal power at the legitimate user.

In [39], the new instruction of designing artificial noise-aided transmission in slow

fading multiple-antenna channels with secrecy constraint was provided based on the

formulation of secrecy outage derived in [40]. It helped to quantify the secure level

and reliable level for a given parameter in the wiretap channels. Therefore, it could

find the parameters which achieves a desired secure level, for a given constraint on

the largest secrecy outage probability. Furthermore, reference [39] provided the exact

design to the rate-maximization problem under security constraints, for either non-

adaptive transmission or adaptive transmission. Moreover, The extra power consump-

tion for obtaining a higher security level for both schemes was examined.

In [17], using discriminatory channel estimation (DCE) in the training phase and
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artificial noise-aided beamforming in the data transmission phase, the authors studied

the optimal power allocation between the training and the data transmission phases.

The multiple-input single-output single-antenna-eavesdropper (MISOSE) fast fading

wiretap channel was considered in [18], which proved that the artificial noise design in

[36] is suboptimal. It also characterized the optimal beamforming directions and the

AN power allocation strategies. Moreover, the fundamental conditions to design the

optimal AN in full rank was given. The authors in [19, 20] proposed a new beamforming

strategy where the transmit beamformer and the AN were optimized simultaneously,

given that the correlation matrices of the CSIs of Bob and Eves are known. Reference

[22] attempted to optimizes the information and the jamming covariances in a MISO

wiretap channel with unknown eavesdropper’s channel, which in the end to maximize

the secrecy rate in worst case. Through a careful reformulation, it is showed that the

maximization problem can be tackled by a one-dimensional numerical search where a

sequence of semi-definite programs (SDPs) were considered. The authors in [23, 24]

presented the effect of quantized channel feedback on the secrecy capacity achievable

using AN. The average secrecy capacity loss depends only on the SINR at the legitimate

receiver. Moreover, the number of feedback bits must increase at least logarithmically

with the transmit power in order to maintain a constant SINR degradation.

2.2 Secure Cooperative Relay Schemes

As introduced before, the single-antenna communication system has a great dependence

on the channel conditions. In other words, if the illegitimate channel is stronger than

the legitimate channel, positive secrecy rate is hard to obtain. Therefore, many research

efforts have been made on applying multiple-antenna techniques (e.g., beamforming) to

relax this dependence as discussed in previous subsections. Nevertheless, the utilization

of multiple antenna requires high hardware cost (e.g., power consumption and space

size) so that it is not always an optimal solution for mobile devices. Therefore, a
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promising alternative is to use multiple (collaborative) relays or a relay equipped with

multiple antennas to assist the single-antenna users to achieve secure transmission.

Conventionally, the relay node could operate in two ways to secure the transmis-

sion: cooperative relaying and cooperative jamming. The cooperative relaying intends

to increase the information signal power at the receiver as much as possible, e.g.,

decode-and-forward and amplify-and-forward. On the contrary, the cooperative jam-

ming intends to jeopardize the illegitimate channel by sending the jamming signal (also

known as artificial noise) which is usually independent of the information signal. As

shown in Section 2.2, the DF scheme is a two-stage scheme. In the first stage, the

relay node receives and decodes the information signal sent from the transmitter, and

in the second stage, it transmits the re-encoded information signal to the intended

receiver. On the other hand, the relay node only responds to weaken the eavesdropper

channel in the CJ scheme while the transmitter is responsible for the transmission of

the information signal.

In the following subsections, the related works on cooperative relaying and coop-

erative jamming with secrecy constraints are introduced. Some other works on jointly

design the relay selection schemes and cooperative beamforming are also discussed as

well.

Figure 2.2: The illustration of the wireless relay network model, consists of one trans-
mitter (Alice), one legitimate receiver (Bob), one eavesdropper (Eve) and one relay
node.

2.2.1 Cooperative Relaying

In [71], the authors considered a scenario where a transmitter connects with a receiver

with the assistance of multiple relays with the existence of one or more eavesdrop-

pers. It is assumed that every node is equipped with a single antenna, and the CSI

is available. The design of three cooperative schemes was proposed in [71] to improve
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the achievable secrecy rate or minimize the total transmit power. For the decode-and-

forward, amplify-and-forward, in stage one, a transmitter sends the encoded informa-

tion signal to the trusted relay nodes. In stage two, by using DF, every relay node

decodes the signal first, and then sends a weighted version of the received signal after

re-encode. However, by using AF method, the relay node just transmits a weighted

version of the received signal from stage one. Meanwhile, the case with multiple eaves-

droppers was also considered in [71].

Reference [73] considered a similar scenario and problem as in [71, 72], but the

purpose are either deriving the explicit solution to the optimizing problem when using

the DF scheme. First, the optimal relay weight was provided to optimize the security

level under a overall power limit for the DF protocol in the presence of eavesdroppers.

Second, the authors studied the optimal relay beamforming that minimize the overal

power consumption with a targeted secure level for the DF with only one eavesdropper.

This work is different from the aforementioned [71] in the sense that [73] addressed a

more general case with multiple relay nodes and multiple adversaries by using the DF

scheme.

In [84], an optimization problem was studied for secure resource allocation and

scheduling in orthogonal frequency division multiple access (OFDMA) half-duplex

decodeand-forward (DF) relay assisted networks. The authors took into account arti-

ficial noise to deal with an eavesdropper equipped with multiple antennas. Meanwhile,

the effects of imperfect CSI at the transmitter in slow fading channels were studied. By

relaxing the combinatorial subcarrier allocation constraints, the considered problem is

transformed into a convex problem. Thus, the optimization problem was solved by

dual decomposition which resulted in maximizing the average secrecy outage capacity.

The problem of beamformer design in the relay network was studied in [85] with

incomplete information of the illegitimate channel. In here, the relay running in half-

duplexing mode is mounted with multiple antennas and the AF scheme was employed.
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With the assumption of static legitimate links, the authors considered the beamform-

ing designs under two different cases of the eavesdropper channel: only the statistical

CSI of the illegal channel is available by the transmitter and a fixed sphere uncer-

tainty model on the eavesdropper channel vector. The beamforming schemes including

the optimal unit-rank, match-and-forward (MF), and ZF were derived to optimize an

approximation of the ergodic secrecy rate.

The relay placement for physical layer security was firstly studied in [75]. In the

four-node system (source, destination, relay, and eavesdropper), the authors derived

the optimal power allocation for the DF strategy and found that the randomize-and-

forward (RF) strategy is always better than the DF in terms of secure connection

probability. When the eavesdropper is far away, placing the relay at the midpoint of

the source and the destination is asymptotically optimal, and the outage probability

of the RF strategy is about half of the DF. Moreover, the secure outage probability

without relay was derived in cellular networks and shows the superiority of placing RF

relay over DF relay through simulation. The effects of path loss on secure connection

were investigated and it is found that relay transmission achieves more benefit when

path loss is severer.

In [79], cooperative beamforming design by using DF was investigated with security

constraints. Several beamforming schemes were optimized to achieve maximal secrecy

rates for both overall and individual power limits at relay node. In [80], when there is

the full CSI of the channels, the beamforming designs of the AF scheme with overall

and individual power constraints were derived to obtaining the largest secrecy rates.

Furthermore, robust beamforming designs with imperfect CSI were investigated for DF.

Reference [81] described the DF based null space beamforming schemes and optimized

the beamforming weights to achieve the maximal secrecy rate.

The optimization problem of bidirectional communications assisted by the relay

nodes in the presence of an eavesdropper was addressed in [82] to achieve physical layer
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security, using the metric of secrecy sum rate. Three beamforming schemes, which were

direct beamforming, null-space beamforming, and artificial noise aided beamforming,

were proposed with secrecy rate constraint based on utilizing two-phase analog network

coding as well as power control scheme.

2.2.2 Cooperative Jamming

Despite the conventional function of the relay node, the cooperative jamming is also

widely used [71, 73]. In [71], while Alice sends the information signal, the trusted relay

nodes broadcast a weighted jamming signal in order to interfere with the adversaries.

The jamming signal transmitted by the relays is completely orthogonal to the legitimate

channel. Moreover, the optimal power allocation was obtained in closed-form for the

CJ with one eavesdropper. Reference [73] effectively solved the relay beamforming

design problem and power design to maximize the secrecy capacity or minimize the

overall power consumption with secrecy constraints using the DF and CJ schemes in

the presence of one or more eavesdroppers.

Reference [74] addressed the optimization of collaborative relay weights for CJ in

maximizing the secrecy rate with individual relay power constraints. The conditions to

achieve positive secrecy rate was studied and further it proposed an algorithm to obtain

the optimal CJ relay beamforming solution using a combination of convex optimization

and a one-dimensional search. A distributed implementation algorithm that permits

each individual relay to derive its own weight was proposed based on the local CSI for

achieving a near-optimal secrecy rate.

Two jamming noise schemes were studied in [56], including the local nulling noise

and the general structured noise. For the former noise scheme, the jamming signal

is designed to be orthogonal to the legal channel towards the legal receiver. Due to

limit of cost, size, the reference only considered the case of relay with two antennas.

However, the conclusion can be applied for other case with many antennas at relay
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nodes. Moreover, the optimal jamming noise design was also derived that could achieve

the largest secrecy rate .

In [57], the problem of designing the optimal covariance matrix of the artificial noise

was addressed. There was a helper generated the jamming noise in order to optimize

the secret rate between a transmitter and legitimate receiver with the existence of

multiple eavesdroppers. By utilizing the CJ scheme, it has shown that the non-convex

design problem is able to be recast as a sequence of convex optimization problems.

Moreover, the beamforming method was proved to be the optimal approaching with

multiple eavesdroppers. Furthermore, the zero-forcing solution could not maximize the

secret rate in the case of two adversaries.

In [58], the security issues for a two-way relay communication model with assisting

jammers were considered. An optimal power allocation vector of the source and relay

nodes was derived first. Then based on a defined source optimization problem, an

optimal solution of jamming power allocation was obtained. The results showed that

a non-zero secrecy rate of two-way relay channel is achievable, and it can be improved

with the help of helping nodes which send the jamming signals to confuse the adversary

relay.

In [86], the authors gave an achievable secrecy rate for the Gaussian wire-tap chan-

nel with a helping interferer (WTC-HI) under the requirement of the eavesdropper

being totally kept secret from the confidential messge. The results showed that the

jammer can indeed improve the security. Moreover, a positive secrecy rate is achiev-

able when the legitimate channel is worse. A power control strategy was proposed to

maximize the achievable secrecy rate.

An alternative approach was investigated in [59] to achieve physical layer security

by utilizing a assisting jammer. The interferer with similar statistical properties to the

real information message, like Binary Phase Shift Keying (BPSK) or M-ary Quadrature

Amplitude Modulation (M-QAM), was examined. In the region of small and middle
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SNRs, a obvious improvement of the invoked SER at the potential eavesdropper exists.

The benefit of incresing secrecy rates was further evaluated.

2.2.3 Relay Selection Schemes

Proper relay or jammer selection in a cooperative communication network is able to

generate a huge impact to the entire communication system. Reference [61] proposed

a scheme that delivers the secure communication service in the presence of multiple

eavesdroppers. In the two-way cooperative networks, which is consisting of two trans-

mitters, several intermediate nodes, and an passive eavesdropper, the physical layer

security was considered. It first found that in when the intermediate relay nodes are

randomly and sparsely distributed, the cooperative jamming schemes could have better

performance than the conventional schemes without jamming in a given power regime.

However, the proposed jamming schemes may be less effective when the Moreover, in

the scenario where the intermediate nodes were colluded. An hybrid scheme to switch

between jamming and non-jamming modes was introduced based on the results.

In [62], the joint relay selection and beamforming design problems to achieve phys-

ical layer security were studied. Due to the synchronization or information exchange,

the cooperative beamforming may require high operational complexity especially when

it is with multiple relay nodes. However, reducing the number of helping relays may

degrade the coding gain of cooperative beamforming. Reference [62] proposed sev-

eral joint relay selection and cooperative beamforming schemes, in which only two

relays could be deployed to information transmission. Moreover, the proposed schemes

claimed that there was a selection gain which could partially compensated for the lim-

iting the working relays to two. The cases of full and partial CSI have been considered

for relay selection and beamforming. The results showed that the proposed schemes

could improve the secrecy rate compared to the previous proposed cooperative relays

protocols.
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The secrecy performance of opportunistic relay selection over Rayleigh fading chan-

nels was investigated in [63]. Two practical scenarios were considered based on the

eavesdroppers CSI availability including when Alice and the relay have or have no

knowledge about the eavesdroppers CSI. For the former scenario, the new analytical

expressions were presented for the secrecy outage probability. In addition, in the high

SNR regime, asymptotic expressions were derived for the secrecy outage probability,

which facilitates the characterization of secrecy diversity order and coding gain. For the

latter scenario, the closed-form expressions for the achievable secrecy rate were derived.

Moreover, the effect of feedback delay (outdated CSI) on the secrecy performance was

examined for both scenarios.

The authors in [64] studied the problem of secure relay and jammer selection for

minimizing the secrecy outage probability (SOP) in cooperative wireless networks. A

closed-form expression for the SOP was derived, and methods were developed to allow

for cooperative nodes to be assigned as either relays or jammers. Besides an optimal

method based on an exhaustive search for the best node assignment, several complexity

reduced methods are introduced that could have SOP performance close to that of the

exhaustive search.

In [65], the authors considered a cooperative wireless network with multiple relays

in the presence of an eavesdropper and examined the optimal relay selection to im-

prove physical-layer security against eavesdropping attack. The closed-form intercept

probability expressions were derived for the AF and DF based optimal relay selection

and other traditional methods. The proposed and traditional relay selection schemes

achieved the diversity order M , which M is the cooperative relays number.

The authors in [66] investigated the problem of relay and jammer selection in co-

operative systems with secrecy constraints. The proposed selection schemes select two

relays which access the channel simultaneously. One of the relay re-transmits the origi-

nal data to the destination, while the other broadcasts an intentional jamming signal in
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order to confound the adversary. The two relays were chosen based on the performance

on achieving an optimization of the perfect secrecy capacity and have been analyzed

with either instantaneous or statistic knowledge of the illegitimate channels. The jam-

ming technique was proved to be an efficient method when the eavesdropper channels

are strong. With weak eavesdropper connections, an hybrid method for switching be-

tween jamming and non-jamming was also developed, which acted as a general solution

and optimizes the achievable secrecy rate for all cases.

The effects of relay selection with multiple eavesdroppers under Rayleigh fading and

with security constraints were studied in [67], in which three relay selection schemes

were considered: minimum selection, conventional selection [68], and secrecy relay

selection [69]. The relay which has the lowest SNR to the eavesdroppers was selected

in the first schemes. While in the second scheme, it selects the relay that generates

the highest SNR at the receiver. In the third scheme, the relay node is selected based

on how much secrecy rate it could provides. Furthermore, the probability of positive

achievable secrecy rate and the secrecy outage probability by using the three selection

schemes were also discussed.

In [70], in addition to the CJ schemes, another scheme named noise forwarding was

applied, which transmitted a dummy information from a code source which is available

at both the legitimate receiver and the adversary. In a Gaussian wiretap channel, a

deaf helper (relay) was deployed to interfere or confuse the eavesdropper by CJ or NF,

respectively. The optimal power control policy that maximizes the achievable secrecy

rate was derived for both schemes. By deaf cooperation with a single helper, it can

choose one passive helper that achieves the largest secrecy rate.

2.3 Pilot Spoofing Attack

Other than the passive eavesdropping, the adversary could choose the active attack

instead. In [99], an new wiretap channel model with an active eavesdropper was in-
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troduced. Different from the conventional model in which the eavesdropper is usually

passive, the active adversary can not only eavesdrop but also manipulate the sig-

nal transmitted over the channel. Specifically, the eavesdropper could either erase or

modify the signal bits it observes. Achievable perfect secrecy rates is derived by con-

catenating a stochastic code, guaranteeing the secrecy at the eavesdropper. A code

was found based on Varshamov construction [101], guaranteeing decoding at the legit-

imate receiver even after the codeword has been modified. Reference [100] considered

a MIMO systems in the presence of an intelligent eavesdropper. The adversary could

either passively eavesdrop or actively attack the legitimate data transmission. A game-

theoretic based solution was chosen to solve the game payoff function which is defined

as the ergodic MIMO secrecy rate of the legal components.

Another intelligent attack is called the spoofing attack, in which the adversary pre-

tends to be the legitimate transmitter to spread false messages, or be the legitimate

receiver to filch confidential information. This spoofing attack was originally studied in

cyber networks [93, 95]. Though some related detection algorithms are designed based

on utilizing the physical layer properties. In this section, the spoofing attack happened

in physical layer is discussed. The pilot spoofing attack (pilot contamination attack)

was first mentioned in [102], where the authors got the idea from the pilot contamina-

tion phenomenon. However, reference [102] mainly focused on illustrating the impact

brought by the pilot spoofing attack, and studying the optimal energy allocation for

the eavesdropper with full-duplex transmission ability to either jam the legitimate re-

ceiver or listen to the information signal. Some potential direction to defend the pilot

spoofing attack were discussed, like using sufficiently long training sequence, or blind

channel estimation. In a practical multiple-antenna communication system, a training

Figure 2.3: The pilot spoofing attack. Eve sends the identical pilot (training) signals
to Alice as that of Bob.

phase is implemented before the actual data transmission. For example, in a TDD
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system, the legitimate receiver will send the assigned pilot signal (training signal) to

the transmitter through uplink channel. According to the reciprocity of the uplink and

downlink channels, the transmitter could estimate the channel based on the received

pilot signal. These pilot signals are repeatedly used by the system and are usually

publicly known. Therefore, it provides a great chance for an intelligent eavesdropper

to attack the training phase by sending the same pilot signal as that of the legal re-

ceiver and act as a normal receiver during the data transmission phase as shown in Fig.

2.3. If the eavesdropper can successfully synchronize its transmission with that of the

legal receiver, the transmitter would be spoofed and utilize the estimation of legitimate

channel, which is actually the combination of the legitimate channel and illegitimate

channel, to design the beamformer in the data transmission phase, e.g., maximum-ratio

transmission. Then such a pilot spoofing attack could lead to the information leakage

to the active eavesdropper and also decrease the legitimate channel rate considerably.

By increasing the power of the pilot signal, the eavesdropper could even diminish the

legitimate receiver’s rate approaching zero. Note that we focus on the pilot spoofing at-

tack rather than other active attacks such as jamming attack, because jamming attack

intends to degrade the legitimate transmission instead of eavesdropping the confidential

information due to the half-duplex implementation.

2.3.1 Random Pilot Signal Designs

Due to all the serious damages the pilot spoofing attack could cause, it is important for

the legal parties to be able to at least detect such an attack. To our best knowledge,

there are few works concentrating on solving this pilot spoofing attack in the literature

[106, 107]. The main idea of these two works is to propose the newly designed random

pilot signals to replace current fixed training sequence design. By introducing the

randomness into the pilot signals, it hopes to prevent the eavesdropper from conducting

the pilot spoofing attack.
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Phase Shifted Keying Symbols

The authors in [106] studied a problem about the presence of an adversary who attacks

on the channel estimation using the method in [102]. A random training approach was

proposed, which suggested to use the phase-shift keying symbols to replace the current

pilot signals. By ignoring the additive Gaussian noise, this method intends to detect the

pilot spoofing attack by randomly sending two PSK symbols and examining the phase

of received signal at the legitimate transmitter. Furthermore, with the assumption of a

large number of antennas (massive MIMO), the received thermal noise at Alice in the

uplink can be averaged out so that the detection can be much simplified with improved

performance. The results illustrated that with massive MIMO and large constellation

size, the pilot spoofing attack can be detected with a probability arbitrarily close to

one.

Two Way Training in Discriminatory Channel Estimation

In [107], the authors proposed a two-way training method based on discriminatory

channel estimation, claiming that the method could diminish the impact of the pilot

spoofing attack by randomly choosing the new designed stochastic pilot signals at the

legitimate receiver. In the proposed two-way training, the reverse training signal is

a private symbols at the LR and only known by itself, which is randomly generated.

Thus, the randomness feature of the reverse training signal provides a natural way of

protecting against the pilot contamination attack. Other two possible attack models

that the adversary may adopt are using blind detection method [103] and a guessing-

based attack. For the blind detection method, the adversary will suffer from a rotation

ambiguity between the estimate channel and the original channel, and it is still no use to

interpret the reverse training pilot without the cooperation of the legitimate receiver.

For the guessing-based attack, the authors concluded that the pilot contamination

attack only marginally increases the normalized mean squared error (NMSE) at the
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intended receiver.

2.3.2 Detection Methods for Spoofing Attack

The spoofing attack describes that the adversary pretends to be the legitimate trans-

mitter and sends the fake information to the receiver. Many of the current studies

[93–98] focused on the spoofing attack happened at the network level, although the

methods utilized in those works might be based on the physical layer properties, e.g.,

comparing current CSI with previous CSI to detect the spoofing attack or using the

spatial information of the transmitter node to differentiate the legitimate transmitter

and the active adversary. Next, some works on investigating the detection methods for

spoofing attack using physical layer techniques are discussed.

Due to current full-scale authentication is not always desirable as the higher require-

ment on key management and more extensive computations, some non-cryptographic

mechanisms were proposed in [93] which are complementary to authentication and

could detect device spoofing with little or no dependency on cryptographic keys. Based

on forge-resistant consistency checks, it allowed other network entities to detect spoof-

ing activities. Several practical examples of forge-resistant relationships for detecting

anomalous network activity were also provided. Instead of using the authentication

keys to identify entities, the proposed strategy involves the verification of forge-resistant

relationships between packets coming from a claimed network identity.

In [94], the spoofing attack was studied in frequency-selective Rayleigh channels,

considering channel conditions vary with environmental changes and user mobility,and

the channel estimation errors generated by the noise in the environment. Therefore,

a generalized channel-based spoofing detection schemes was proposed by using the

channel estimation results to find out the spoofing messages. In this network, an

designed generalized likelihood ratio test (Lg) and a practical test (L) were presented.

Note these tests were not dependent on the CSI. The effect of the proposed detector
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was examined in a generic frequency-selective Rayleigh channel model.

The Sybil attacks, in which a malicious node illegally represents many identities

and then easily uses out the system energy, was considered in [95]. In this work,

the authors proposed an physical layer assisted authentication method to detect Sybil

attacks. It exploited the spatial variability of the wireless channels in situations with

rich scattering. The proposed detector involved a test parameter based on the number

of fake identities, the number of access points (APs), and the attack schemes utilized

by the attacker. It is proved that the Sybil detector can be conveniently deployed in

many of the current wireless networks. Moreover, it could also cooperate with other

physical layer security schemes without too much changes.

In the work of [96], a hybrid authentication protocol that integrates the fingerprints-

in-the-ether (FP) algorithm into existing wireless systems was proposed, which coop-

erated with the existing higher-layer security mechanism. A performance bound for

spoofing detection was derived by using this protocol in generalized scenarios and with-

out assuming a reliable reference channel record. The detection performance of such

PHY-authentication scheme was provided via the test on InterDigitals 802.11 Physical

Layer Security Platform (IPLSVP).

In [97], it proposed a physical layer authentication scheme using a channel-based hy-

pothesis testing method to detect spoofing behaviors through the statistical analysis of

the inherent properties of channel impulse response(CIR) difference in a time-varying

multipath environment. With a new test statistic based on the difference between

noise-mitigated CIRs, the detection methods can minimize the impact of noise and

interference from the wireless environment. Furthermore, to achieve effective authen-

tication, an adaptive threshold was derived at the receiver based on the statistical

properties of CIR variation and used for discriminating the legitimate transmitter from

attackers.

Reference [98] proposed to use received signal strength (RSS) at every wireless
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device. Such property is difficult to falsify and could be used as the basis to detect the

spoofing attacks in wireless systems. In the theoretic analysis, the test statistic was

derived based on the cluster analysis of RSS readings. The proposed method could not

only detect the presence of attacks but also decide the number of adversaries. Therefore,

it is possible to pinpoint the attackers and get rid of them. How to decide the number

of attackers is an extremely challenging issue. A method, named as SILENCE, was

proposed to test the minimum distance with the assist of cluster analysis to solve the

challenge. Moreover, with the help of the pilot signals, the Support Vector Machines-

based mechanism was used to further increase the determining accuracy.



Chapter 3

Secure Transmission in MISO

Wiretap Channels

According to the discussion in Chapter 2, the early works have shown that achieving

positive secrecy capacity is only possible when the receiver has a better channel than the

eavesdropper. However, in multiple-antenna wiretap channels, the secure beamformer

is derived to guarantee the positive secrecy rate even under the case that Eve has a

stronger channel. The core idea of the beamforming strategy is to increase the SNR at

Bob’s side. This precoding strategy is referred to as the conventional precoding strategy

in this chapter. On the other hand, because of the uncertainty of the eavesdropper, it

may be hidden from legitimate components so that the Eve’s CSI is unknown to Alice.

Therefore, a precoding strategy with the assistance of artificial noise has been proposed

in [36], where part of the available power at Alice is used to transmit artificial noise

in an intended way to interfere with Eve. The essence of this strategy is to not only

increase the SNR at Bob’s side, but also intend to weaken the signal reception at Eve.

This strategy is referred to as artificial noise aided precoding (ANaP) in this chapter.

In the ANaP strategy, the power ratio between information signal and artificial noise

should be optimized in order to maximize the achievable secrecy rate. In [38], it is

shown that Alice can obtain the near-optimal secrecy rate by simply using equal power

43
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allocation when the available power at Alice is large.

In this chapter, we consider MISO fading wiretap channels under two scenarios.

In the first scenario, the CSI of Eve’s channel is known at Alice; while in the second

scenario, Eve’s CSI is unknown at Alice. Unlike the earlier work in [38], which consid-

ers no noise experienced at the eavesdropper, we take the additional Gaussian noise

components at Bob and Eve into account. Furthermore, our interest is to study how to

achieve the maximal secrecy rate by designing the ANaP strategy for both scenarios.

The main results of this chapter are listed in the following:

1. For the first scenario, we prove that the optimal ANaP strategy should allocate all

the available power to the information signal and no power should be spent on the

artificial noise. That is, the optimal ANaP strategy reduces to the conventional

precoding strategy.

2. For the second scenario, we show that when the available power at Alice is small,

most of the power should be allocated to the information signal. When the power

increases, more power should be assigned to the artificial noise. When the power

is sufficiently large, the optimal power allocation ratio will approach a constant

that is only dependant on the number of antennas at Alice.

The rest of this chapter is organized as follows. In Section 3.1, the system model

setup utilized in this chapter is introduced and the corresponding problems are for-

mulated as well. Two scenarios, namely, known and unknown illegitimate channel

conditions are studied in Sections 3.2 and 3.3, respectively. The proof of numerical

results is given in Section 3.4, while the conclusion is drawn in Section 3.5.

3.1 System Model and Problem Formulation

Consider a wiretap channel where there are one transmitter (Alice) with N (N > 1)

antennas, one receiver (Bob) and one eavesdropper (Eve). Both with a single antenna.
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Alice intends to send precoded signal vector x ∈ CN×1 to Bob, where the time index

of x is omitted. The signals received at Bob and Eve are, respectively, given by

yB = hHBx + rB, (3.1)

yE = hHEx + rE, (3.2)

where hB, hE ∈ CN×1 represent the CSI of receiver’s channel and eavesdropper’s

channel, respectively. Each element of hB and hE is independently and identically

distributed as a CSCG random variable with zero mean and unit variance. Note that

the position of eavesdropper may be not clear to the legitimate users, so here we assume

the eavesdropper’s channel follows Gaussian distributions regarding the randomness of

its position. The terms rB and rE represent the white Gaussian noise at Bob and Eve

with variance σ2
B = 1 and σ2

E = 1, respectively. It is assumed that hB is available at

Alice while hE is known at Eve. The transmitted signal vector x is subject to power

constraint tr{xxH} ≤ P , where P represents the total available power at Alice.

3.1.1 Conventional Precoding Strategy

In conventional precoding, the transmitted signal vector x = su, where u is the in-

formation codeword from Gaussian codebook with zero mean and unit variance and

s ∈ CN×1 is the precoder for u. Clearly, we have tr{ssH} ≤ P . With (3.1) and (3.2),

the secrecy capacity can be expressed as

C1 = max
tr(S)≤P

{
log2(1 + hHBShB)− log2(1 + hHEShE)

}
, (3.3)

where S , ssH is positive semi-definite.



Chapter 3. Secure Transmission in MISO Wiretap Channels 46

3.1.2 Artificial Noise Aided Precoding

In the ANaP strategy, the transmitted signal x now consists of both information su

and artificial noise w ∈ CN×1, i.e., x = su + w. Denoting ρ as the partition of the

power allocated to information signal, we have tr{ssH} ≤ ρP . The secrecy capacity is

now expressed as:

C2 = max
tr(S+W)≤P

{
log2

(
1 +

hHBShB
hHBWhB + 1

)
− log2

(
1 +

hHEShE
hHEWhE + 1

)}
, (3.4)

where W , wwH is the artificial noise covariance matrix, which is positive semi-

definite. Equation (3.4) is the general expression of secrecy capacity with artificial

noise. In this chapter, when considering the scenario that Alice has the knowledge

of hE, there is no need to design W as we will show that the optimal choice is to

put all the power in the information signal, i.e., ρ = 1. In the scenario when Alice

has no knowledge of hE, we follow the original design of w and s in [5]. That is,

S = ρP (hB/||hB||)(hB/||hB||)H , and the artificial noise is allocated to the null space

of hB in order to ensure that the artificial noise will not interfere with Bob. By choosing

Z = null(hHB ) as the orthonormal basis of the null space of hB, where Z ∈ CN×(N−1),

it follows that w=Zv, in which v ∈ C(N−1)×1 is a complex Gaussian noise vector with

each element being zero mean and variance of σ2
v . As the artificial noise power (1−ρ)P

is uniformly allocated to the N−1 elements, we get σ2
v = (1− ρ)P/(N−1). Therefore,

(3.1), (3.2), and (3.4) can be rewritten as

Yb = hHB su+Rb, (3.5)

Ye = hHE su+ hHEZv +Re, (3.6)

C2 = max
0<ρ≤1

{
log2(1 + ρPhHBhB)

− log2

(
1 +

ρPhHEBhEB
(1−ρ)
N−1 PhHEZhEZ + 1

)}
, (3.7)
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where hEB = (hB/||hB||)HhE and hEZ = ZHhE.

Therefore, based on the design of W and S, we need to find out the optimal power

ratio ρ in order to achieve secrecy capacity. Note that the exact design of W is not

given for the first scenario when Alice has full knowledge of hE. This is because we

will prove that regardless of the different design of W, the optimal design allocates no

power to artificial noise. In the next two sections, the problems of how to achieve the

largest secrecy rate by designing the optimal Artificial Noise aided Precoding strategy

in given conditions are discussed.

3.2 Scenario 1: Illegitimate Channel is Known at

the Transmitter

In this scenario, we study the optimal solution for the ANaP strategy and compare it

with that for the conventional precoding strategy. The main result is presented in the

following theorem.

Theorem 1. When hE is known at Alice, it is always optimal to allocate all the

available power to the information signal in order to achieve the maximal secrecy rate.

That is, the optimal ANaP strategy reduces to the conventional precoding.

Firstly, we consider the conventional precoding strategy. As has been shown in [3]

that the optimal covariance matrix for information signal, S, is of rank one, we can

write it as S = Pexe
H
x , where ex ∈ CN×1 is an auxiliary unit-norm vector. Therefore,

the secrecy capacity can be rewritten as

C1 = max
ex

{
log2

(
eHx Aex
eHx Bex

)}
, (3.8)

where A = I + PhBhHB ,B = I + PhEhHE , and both A and B are positive definite

matrices. Note that the expression inside the log2(·) operator is a Generalized Rayleigh
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Quotient (GRQ) with the following lemma.

Lemma 1. For a GRQ in the form of eHx Mex
eHx Nex

, where M and N are positive definite

matrices, we have

λmin ≤
eHx Mex
eHx Nex

≤ λmax, (3.9)

where λmin and λmax represent the minimal and maximal generalized eigenvalues, re-

spectively, corresponding to the matrix pencil (M,N).

Based on Lemma 1, we can find the explicit solution for S. Because of the mono-

tonicity of log2(·) function, the optimal S can be easily shown to be S = Peae
H
a , where

ea is the unit-norm generalized eigenvector corresponding to the largest generalized

eigenvalue (λmax 1) of matrix pencil (A,B). As a result, the secrecy capacity C1 can

be written as

C1 = log2(λmax 1) = log2

(
eHa Aea
eHa Bea

)
. (3.10)

Now we consider the ANaP strategy by beginning with a lemma.

Lemma 2. The optimal design of S in the ANaP strategy is of rank one as well, i.e.,

S = ρPexe
H
x , where ex ∈ CN×1 is an auxiliary unit-norm vector.

Because of the monotonicity of log2(·) function, maximizing C2 is equivalent to

maximizing the expression below

f1(x, y,S) =
1 + xhHBShB
1 + yhHEShE

, (3.11)

where tr(S) ≤ ρP and 0 ≤ x, y ≤ 1. Let the eigenvalue decomposition of S be S =

VΛVH , where Λ is the diagonal matrix consisting of eigenvalues λi, i ∈ {1, 2 · · ·N},
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with
N∑
i=1

λi ≤ ρP . The expression in (3.11) can be rewritten as

f2(a,b, λ) =

1 +
N∑
i=1

a2iλi

1 +
N∑
i=1

b2iλi

, i ∈ 1, 2 · · ·N, (3.12)

where a ,
√
xVHhB and b ,

√
yVHhE. We then have the following discussions:

1. If a2i < b2i holds for all i ∈ {1, 2, · · ·N}, then the maximal value of (3.12) will

be equal to one, which means that Alice is not able to achieve positive secrecy

capacity and it should remain silent (λi = 0).

2. If there exists at least one i ∈ {1, 2, · · ·N}, which makes a2i > b2i , Alice should

allocate all of its power to the information signal in one direction in order to max-

imize (3.12). The reason is that (3.12) is monotonically increasing or decreasing

with λi [34].

Therefore, the optimal S in ANaP strategy should be of rank one as well. This

completes the proof of Lemma 2.

Based on Lemmas 1 and 2, we can conclude that the optimal S in ANaP strat-

egy is given by S = ρPebe
H
b , where eb is the unit-norm generalized eigenvector cor-

responding to the largest generalized eigenvalue (λmax 2) of matrix pencil (A′,B′).

Here A′ = I + xρPhBhHB and B′ = I + yρPhEhHE , where x = 1/(hHBWhB + 1) and

y = 1/(hHEWhE + 1). It is clear to see that 0 ≤ x, y ≤ 1.

As a result, the secrecy capacity with ANaP strategy can be written as

C2 = log2(λmax 2) = log2

(
eHb A′eb
eHb B′eb

)
. (3.13)

Before proceeding to compare C1 and C2, we present another lemma [44] as follows.
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Lemma 3. Let ei, i ∈ {1, 2 · · ·N}, denote the unit-norm generalized eigenvector of

matrix pencil (M,N), where M,N ∈ CN×N are positive definite matrices. It follows

that

eHi Nej =

 1, if i = j ∈ {1, 2 · · ·N}

0, if i 6= j ∈ {1, 2 · · ·N}.
(3.14)

Based on Lemma 3, it can be shown that

λmax 1 =
eHa Aea
eHa Bea

(3.15)

≥ eHb Aeb
eHb Beb

(3.16)

=
eHb (I + PhBhHB )eb
eHb (I + PhEhHE )eb

(3.17)

= eHb (I + PhBhHB )eb (3.18)

≥ eHb (I + xρPhBhHB )eb (3.19)

=
eHb A′eb
eHb B′eb

= λmax 2, (3.20)

where the equality in (3.16) only holds when eb = ea; Getting (3.18) is because

eHb B′eb = eHb (I + yρPhEhHE )eb = 1 and eHb eb = 1, so eHb hEhHE eb = 0, which leads

to eHb (I + PhEhHE )eb = eHb Beb = 1.

From the above, it is clear to see that C1 ≥ C2 and the maximal secrecy rate

(denoted as C∗2) is equal to C1. C
∗
2 is achieved when all the transmit power is allocated

to the information signal, i.e., ρ = 1. In other words, the best strategy in this case is

not to use artificial noise and thus the best ANaP strategy reduces to the conventional

precoding. This completes the proof of Theorem 1.
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3.3 Scenario 2: Illegitimate Channel is Unknown

at the Transmitter

In this section, after deriving the closed-form expression of the ergodic secrecy rate,

we study how to design the optimal JP strategy that achieves the maximal ergodic

secrecy rate when hE is unknown at Alice.

3.3.1 Main Results

Our main result is summarized in the theorem below.

Theorem 2. When hE is unknown to Alice, the optimal power allocation ratio maxi-

mizing the ergodic secrecy rate is found to be dependent on P and N only. In the low

power region (P → 0), most of the power should be allocated to the information signal

(i.e., ρ→ 1), while in the high power region (P →∞), the optimal power ratio should

approach a constant that is only dependent on N .

The ergodic secrecy rate in this case is defined as

C̃2 , C̃2-AB − C̃2-AE , Ex1{log2(1 + ρPx1)}

−Ex2,x3

{
log2

(
1 +

ρPx2
1−ρ
N−1Px3 + 1

)}
, (3.21)

where C̃2-AB and C̃2-AE represent the ergodic channel rate of the legitimate channel

and the illegitimate channel, respectively. Moreover, x1 , ||hB||2, x2 , ||heb||2, and

x3 , ||hez||2 follow gamma distribution, i.e., x1 ∼ Γ(N, 1), x2 ∼ Γ(1, 1), and x3 ∼

Γ(N − 1, 1).

Firstly, the ergodic channel rate between Alice and Bob can be expressed as

C̃2-AB =
1

ln 2

∫ ∞
0

[
ln(1 + ρPx1)x

N−1
1

exp(−x1)
Γ(N)

]
dx1

1

ln 2
exp

(
1

ρP

) N∑
i=1

Gi

(
1

ρP

)
,(3.22)
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where Gi(·) is the generalized exponential integral [47].

Next, we derive the ergodic channel rate between Alice and Eve. By denoting

x = ρPx2/(
1−ρ
N−1Px3 + 1), it is easy to show that x is denoted as the signal-to-

interference-plus-noise ratio (SINR) of a single-branch MMSE diversity combiner with

N − 1 interferers [49]. The complementary cumulative distribution function (CCDF)

of x is given by

R(x) =
exp(−ax)

(1 + bx)N−1
, (3.23)

where a = 1/(ρP ) and b = (1− ρ)/((N − 1)ρ). Accordingly, C̃2-AE becomes

C̃2-AE =

∫ ∞
0

[
log2(1 + x)f(x)

]
dx

=
1

ln 2

∫ ∞
0

exp(−ax)

(1 + x)(1 + bx)N−1
dx, (3.24)

where (3.24) is obtained through integration by parts. Generally, it is not straight-

forward to obtain the closed-form expression of (3.24). Through the partial fraction

decomposition [47], it can be shown that

1

(1 + x)(1 + bx)N−1
=

a1
(1 + bx)

+
a2

(1 + bx)2
+ · · ·

+
aN−1

(1 + bx)N−1
+

aN
(1 + x)

, (3.25)

where the calculation of coefficients ai (1 ≤ i ≤ N) is omitted due to space limit.

Therefore, (3.24) is rewritten as

C̃2-AE =
1

ln 2

∫ ∞
0

[
N−1∑
j=1

aje
−ax

(1 + x)(1 + bx)j
+
aNe

−ax

1 + x

]
dx. (3.26)
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From [47], we get the following integral evaluations:

∫ ∞
0

exp(−µx)

x+ β
dx = − exp(βµ)Ei(−µβ) (3.27)∫ ∞

0

exp(−µx)

(x+ β)n
dx =

1

(n− 1)!

n−1∑
k=1

(k − 1)!(−µ)n−k−1β−k

− −µ
n−1

(n− 1)!
exp(βµ)Ei(−µβ) (µ ≥ 0, β ≥ 0, n ≥ 2), (3.28)

where Ei(·) is the exponential integral function [47]. Baesd on (3.27) and (3.28), we

obtain the expression of C̃2-AE as

C̃2-AE =
1

ln 2

{
N−1∑
i=2

[ ai
bi(i− 1)!

i−1∑
k=1

(k − 1)!(−a)i−k−1bk

− -ai−1

(i− 1)!
e
a
b Ei

(
-
a

b

) ]
− a1

b
e
a
b Ei

(
-
a

b

)
− aNeaEi(-a)

}
. (3.29)

With (3.21), (3.22) and (3.29), the ergodic secrecy rate C̃2 is now expressed in closed-

form, which involves ρ, N and P only. This suggests that the optimal ρ, denoted as

ρ∗, depends on N and P only, and numerical methods can be used to find ρ∗.

When the available power is sufficiently large (i.e., P → ∞), we can ignore the

noise at Eve’s side by letting σ2
e = 0. Therefore, the CCDF of x can be rewritten as

R(x) =
1

(1 + bx)N−1
(3.30)

and the ergodic secrecy rate in this case can be found as [38]

C̃2 =
1

ln 2

[
exp

(
1

ρP

) N∑
i=1

Ei

(
1

ρP

)
− ρ

ρ− 1
2F1

(
1, 1;N ;

1− ρN
ρ− 1

)]+
, (3.31)

where the 2F1(·) is the Gauss hyper-geometric function. When the power is not suffi-

ciently large, (3.31) actually reflects the ergodic secrecy rate in the worst-case scenario

(i.e., no noise is experienced at Eve’s side). The case of σ2
e = 1 is referred to as the
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general-case scenario in the sequel. When P →∞, (3.31) can be shown to be

lim
P→∞

C̃2 =
1

ln 2

[
N∑
i=2

(
1

1− i

)
+

(
Nρ− ρ
Nρ− 1

)N−1

·

(
ln

(
Nρ− ρ
1− ρ

)
−

N−2∑
j=1

1

j

(
Nρ− 1

Nρ− ρ

)j)]+
. (3.32)

Based on (3.32), it is found that the optimal ρ, which leads to the maximal secrecy

rate, is dependent on N only. Note that (3.32) is not an upper bound for C̃2 when

P → ∞. In fact, with the optimal ρ, C̃2 keeps increasing with P . However, with the

increasing P , the optimal ρ will approach a constant related to N only.

Next, we consider the low power region (P → 0). Using log2(1 + x) ≈ x/ln 2 at

x→ 0 yields

lim
P→0

C̃2 = lim
P→0

{
Ex1{log2(1 + ρPx1)}

−Ex2,x3
{

log2

(
1 + ρPx2 +

1− ρ
N − 1

Px3

)}
+Ex3

{
log2

(
1 +

1− ρ
N − 1

Px3

)}}
≈ Ex1,x2,x3

{
ρPx1 −

[
ρPx2 +

1− ρ
N − 1

Px3

]
+

1− ρ
N − 1

Px3

}
/ ln 2

= ρPEx1,x2{x1 − x2}/ln 2

= ρP (N − 1)/ln 2, (3.33)

which clearly suggests that in the low power region (P → 0), most of the transmit

power should be used to precode the information signal, i.e., ρ → 1. This completes

the proof.

3.3.2 Discussions

Remark 1. In the worst-case scenario (i.e., σ2
e = 0), it can be shown that when P

decreases, more power should be allocated to the jamming signal, though this may not
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be directly observable from (3.31).

In the following, we illustrate this trend by considering a special case of the low

power region (P → 0). In this case, with σ2
e = 0, (3.21) can be rewritten as

C̃2 = Ex1,x2,x3

{
log2

(
1 + ρPx1

1 + (N−1)ρx2
(1−ρ)x3

)}

≈ Ex2,x3

{
− log2

(
1 +

(N − 1)ρx2
(1− ρ)x3

)}
. (3.34)

Clearly, C̃2 is monotonically decreasing with ρ, suggesting that more power should

be allocated for jamming. This is opposite to our earlier result for the general-case

scenario in (3.33), where more power should be allocated to the information signal.

Furthermore, it can be shown that when P increases, more power should be allo-

cated to the jamming signal in the general-case scenario (σ2
e = 1). This is different

from the result for the worst-case scenario (σ2
e = 0) where less power should be allo-

cated to the jamming signal when P increases [38]. The reason is given as following.

When power is large, the transmitter approximately uses half of the power to send

information signal, the other half to jam Eve. In the low power region (P → 0), when

consider σ2
e = 1 in the eavesdropper side, the most power should assign to information

signal, which leads the conclusion that with power increase, relatively more power shall

be assigned to jamming signal. In the case of σ2
e = 0 like in [38] where Eve has no

noise, transmitter needs to assign most power to jam Eve in order to achieve positive

secrecy rate, with power increase, the ratio of jamming signal power decreases.However,

in both scenarios, as N increases, more power should be allocated to the information

signal.

Remark 2. When P increases, the ergodic secrecy rate achieved by conventional pre-

coding is upper bounded by
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lim
P→∞

C̃1 = lim
P→∞

Ex1,x2

{
log2

(
1 + Px1
1 + Px2

)}
≈ Ex1,x2{log2(x1)− log2(x2)}

= (ψ(N)− ψ(1))/ln 2, (3.35)

where ψ(N) represents the poly-gamma function [47] with parameterN and ψ(1)/ln 2 =

0.8327. On the other hand, as mentioned earlier, with the optimal ρ∗, the secrecy rate

of the JP strategy keeps increasing with P and C̃2 is unbounded. This clearly indicates

that when hE is unknown to Alice, conventional precoding is no longer the optimal

strategy and it is always optimal to allocate part of the power for jamming. In particu-

lar, when P increases or N decreases, more power should be allocated to the jamming

signal.

3.4 Numerical Results

In this section, We provide numerical results to illustrate the performance of the ANaP

strategy as well as the conventional precoding strategy. The elements of hB and hE

are generated from CSCG independent random variables distributed as CN (0, 1).

Figure 3.1: Average Secrecy capacity versus P . The illegitimate channels are known
at Alice. The number of antennas N = 3.

Figure 3.1 displays the average secrecy capacity of the ANaP strategy with various

ρ values, when hE is known at Alice. The performance of conventional precoding is

also plotted for comparison. It is clearly shown in Fig. 3.1 that with ANaP strategy,

when ρ increases, the achievable secrecy capacity also increases. Furthermore, when ρ

reaches the maximum value of 1, the maximal secrecy capacity is achieved. This verifies

our result in the previous section. Note that the ANaP strategy with ρ = 1 reduces to
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the conventional precoding strategy. Therefore they achieve the same performance as

shown Fig. 3.1.

Figure 3.2: Average secrecy capacity versus P . The illegitimate channels are unknown
at Alice.

The ergodic secrecy rate with unknown hE at Alice is shown in Fig. 3.2. where both

conventional precoding and ANaP with optimal ρ are considered. It is observed from

Fig. 3.2 that in the low power region, there is little difference between conventional

precoding and ANaP with optimal ρ. This is because in this case, the optimal ρ

approaches 1 and therefore ANaP reduces to conventional precoding. However, when P

further increases, their difference becomes more and more significant. For conventional

precoding, it is limited by the upper bound given in (3.35), while for ANaP with optimal

ρ∗, the ergodic secrecy rate is unbounded and keeps increasing with P , as discussed

in Section 3.3. Figure 3.2 also shows that employing more antennas at Alice helps to

improve the secrecy rate.

Figure 3.3: Optimal power allocation ratio for ANaP strategy. The illegitimate chan-
nels are unknown at Alice.

The optimal power allocation ratio used in Figure 3.2 for the ANaP strategy is

shown in Fig. 3.3, for both of the considered general-case and worst-case scenarios.

From Fig. 3.3, we observe opposite behaviors of these two scenarios, which are consis-

tent with our analytical results in Section 3.3. In the general-case scenario, the optimal

ρ decreases with P and eventually converges to an irreducible floor. On the contrary,

in the worst-case scenario, the optimal ρ increases with P and eventually converges to

an upper bound. It is worth noting that in practice, the worst-case scenario can only

be justified under the large power assumption. It is observed from Fig. 3.3 that the

optimal power allocation ratio is above 0.5 at various N when P is over 20 dB. Note

that in other simulation environment, e.g., the transmitter with less antenna number,

the optimal power allocation ratio may be smaller than 0.5. Furthermore, Fig. 3.3 also
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shows that employing more antennas at Alice results in a larger ρ. This is not unex-

pected since when N increases, with the same ρ, the capacity of the legitimate channel

increases faster than that of the eavesdropper channel by observing (3.7). Therefore,

ρ should also increase to further improve the secrecy rate.

3.5 Conclusion

In this chapter, we studied a physical-layer security problem in MISO fading wiretap

channels by using precoding with artificial noise. When Eve’s channel knowledge is

known at Alice, we prove that the optimal ANaP strategy reduces to the conventional

precoding strategy, i.e., all the transmit power should be allocated to the precoding

of information signal. When Eve’s channel knowledge is unknown at Alice, we find

that there exists an optimal power assignment ratio to balance the utilization of the

information signal and the jamming signal. This assignment ratio depends on the

number of antennas as well as the available transmit power at Alice. In particular,

when the available transmit power at Alice increases or the number of antennas at

Alice decreases, more power should be allocated to the artificial noise. Numerical

results have been provided to validate the presented analytical results.



Chapter 4

Secure Transmission in Cooperative

Relay Wiretap Channels

In the previous chapter, we studied the MISO wiretap model that the transmitter was

equipped with multiple antennas. It has been shown that the positive secrecy rate

is achievable by designing the optimal beamforming vector for signal transmission.

Nevertheless, the utilization of multiple antennas requires high hardware cost (e.g.,

power consumption and space size) so that it may not be suitable for all current mobile

devices. Therefore, a promising alternative is to exploit multiple (collaborative) relays

or a relay equipped with multiple antennas to assist single-antenna users to achieve

secure transmission [77, 78].

Conventionally, the relay node operates in two ways to achieve secure transmission:

cooperative relaying and cooperative jamming, which were introduced in Chapter 2.

Most works on physical layer security in relay networks focused on designing the beam-

former for the information signal or the jamming signal under the condition that the

global CSI is available. In [71, 73], the authors derived the optimal beamformer for

the DF scheme and a suboptimal beamformer for the CJ scheme to achieve either the

maximal secrecy rate or the least power consumption. In [56, 74], the authors found

the optimal beamformer for the jamming signal. However, in practice, the instant CSI

59
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of the eavesdropper’s channel may not be accessible. In [56, 74, 91], the authors de-

signed the beamformer for CJ without CSI of the eavesdropper’s channel. In [85], the

authors studied secure beamforming with imperfect CSI by making an approximation

of the ergodic secrecy rate. In [84], the authors studied the secrecy outage capacity in

orthogonal frequency-division multiple access (OFDMA) relay network with imperfect

CSI. In this chapter, both the DF and CJ schemes will be discussed. Moreover, we

consider a communication scenario that a single-antenna transmitter plans to send con-

fidential messages to the intended single-antenna receiver. The perfect secrecy cannot

be guaranteed because of the single antenna set-up. Therefore, it approaches a trusted

relay node equipped with multiple antennas for assistance. Moreover, the transmitter

and the relay node experience individual power constraints and only the statistical CSI

of the eavesdropper’s channel is available.

Besides the two existing DF and CJ schemes, we propose a new hybrid relay scheme,

named relaying-and-jamming (RJ), where the relay node responds to relay the infor-

mation signal and interfere with the eavesdropper at the same time1. The RJ scheme is

a two-stage scheme. In the first stage, the relay listens to the transmitter and decodes

the information signal while in the second stage, it sends the re-encoded information

signal and the independent jamming signal together. The key parameter to optimize

the RJ scheme is the power allocation ratio between information signal and jamming

signal. Accordingly, an interesting question is which scheme is the optimal relay scheme

to maximize the ergodic secrecy rate: DF, CJ or RJ?

Compared with the works that eavesdropper’s CSI is statistically known in the relay

networks, our work has the following major differences. 1) We are interested in finding

the optimal relay scheme under individual power constraints, instead of finding the

optimal beamformer for a particular relay scheme. 2) We consider the hybrid RJ scheme

that the relay node needs to send the information signal and jamming signal at the same

1Note that the jamming signal aided strategy has been used in multiple-antenna systems, e.g.,
[38, 39, 76]. Here we apply it in the relay networks.
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time. The optimal power ratio is found to maximize the ergodic secrecy rate. 3) We

also consider the existence of the direct link between the transmitter and the receiver

(or the eavesdropper) which has been ignored in many of the aforementioned works

using DF and AF. 4) In this chapter, the white Gaussian noise at the eavesdropper

is taken into account (referred to as the general case) in deriving the expression of

the achievable ergodic secrecy rate. Note that noise is ignored due to the tractability

reason in previous studies (referred to as the worst case), e.g., in [38, 76].

The rest of the chapter is organized as follows. In Section 4.1, the system model

utilized in this chapter and related assumptions are introduced. In Section 4.2, the

expressions of the ergodic secrecy rate are derived for all the DF, CJ and RJ schemes.

The optimal power allocation ratio for the RJ scheme is studied in Sections 4.3 and 4.4,

the optimal relay scheme is found for the different power budget situations. Section

4.5 contains the simulation set-up and results as well as the related discussions. The

conclusion is drawn in Section 4.6.

4.1 System Model and Problem Formulation

In this chapter, we study a wireless relay network model as depicted previously in

Fig. 2.2, consisting of a transmitter (Alice), a legitimate receiver (Bob), an eavesdropper

(Eve) and a relay node. Alice, Bob and Eve are all equipped with single antenna while

the relay is mounted with N (N > 1) antennas. Each antenna is omni-directional

and working in half-duplex mode. Alice intends to send certain information to Bob

and wants to keep the information confidential from Eve. Due to the limitation of

single antenna, Alice requires the assistance from the trusted and powerful relay to

accomplish the reliable and secure communication.

We use hAB, hAE ∈ C1×1, and hRB, hRE ∈ CN×1 to represent the channel between

Alice and Bob, the channel between Alice and Eve, the channel between the relay node

and Bob as well as the channel between the relay node and Eve, respectively. We
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assume that hAB, hAE and elements in hRB and hRE are CSCG random variables with

distribution of CN (0, 1). The power budgets at both Alice and relay node are denoted

as Pa and Pr, respectively. Without loss of generality, we normalize the distance

between the transmitter and the receiver (or the eavesdropper), and use the magnitude

of the power at the transmitter to represent the physical distance, i.e., large Pa at the

transmitter could indicate the receiver (or the eavesdropper) is close to the transmitter

and vice versa.

Similar to that in [71, 73], we assume that the stochastic encoder is used and the

codeword is Gaussian distributed. More details about the encode-decode process could

be found in the related references [71, 73]. The connection between Alice and trusted

relay node is assumed to be strong enough. Furthermore, we assume that the channel

rate of transmitter-relay channel is no less than that of relay-receiver channel. Besides,

for DF or RJ, the receiver and the eavesdropper decode the confidential message based

on the signals received in two stages.

Conventionally, the ergodic secrecy capacity is defined as

Ca , E{hAB,hRB,hAE,hRE}
[

max(RB −RE), 0
]+
, (4.1)

where RB and RE denote the information rates of legitimate and illegitimate channels.

Since instant hAE,hRE are unknown, we cannot achieve the instant secrecy capacity.

Instead, we can maximize the achievable ergodic secrecy rate which is defined as

Cs ,
[

maxE{hAB,hRB,hAE,hRE}(RB −RE), 0
]+
. (4.2)

Note that Cs ≤ Ca. For notational convenience, the operation [·, 0]+ is omitted in the

rest of the chapter. Next, the specific problem formulations for DF, CJ and RJ are

presented. Note that the ideas of DF or CJ have been discussed in [56, 74], but our

work focuses more on the ergodic secrecy rate.
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4.1.1 Decode-and-Forward

As the DF scheme has two stages, the received signals at Bob and Eve in the first stage

are represented as

YB1 =
√
PahABx+ rB1, (4.3)

YE1 =
√
PahAEx+ rE1, (4.4)

respectively. In the second stage, the relay node transmits the re-encoded message.

In this chapter, we assume that the relay node and Alice utilize the same Gaussian

codebook to encode the confidential message. The received signals at Bob and Eve are

YB2 =
√
Prh

H
RBsDFx+ rB2, (4.5)

YE2 =
√
Prh

H
REsDFx+ rE2, (4.6)

where x is Gaussian distributed with zero mean and unit variance, and the time index

is omitted here. sDF ∈ CN×1 is the precoder (beamformer) for x. rB1, rE1, rB2 and

rE2 denote the white Gaussian noise components(distributed in CN (0, σ2)) at Bob and

Eve for each stage, respectively. The signal-to-interference-and-noise-ratios (SINRs) at

Bob and Eve are represented as SINRB and SINRE, respectively. At the receiving end,

the DF scheme could be mathematically identical to a 1×2 SIMO model [73]. By using

the maximal-ratio combining (MRC), we get

RB-DF =
1

2
log2(1 + SINRB-DF)

=
1

2
log2

(
1 +

Pa||hAB||2 + Pr||hHRBsDF||2

σ2

)
, (4.7)

RE-DF =
1

2
log2(1 + SINRE-DF)

=
1

2
log2

(
1 +

Pa||hAE||2 + Pr||hHREsDF||2

σ2

)
, (4.8)
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Cs-DF = max
sDF

{EhAE,hRE
(RB-DF)− EhAE,hRE

(RE-DF)}, (4.9)

in which the pre-factor 1/2 accounts for the fact that the DF scheme consumes two

time slots for one transmission.

4.1.2 Cooperative Jamming

As the CJ scheme is a one-stage scheme, the received signals at Bob and Eve by using

the CJ scheme are expressed as

YB =
√
PahABx+

√
Prh

H
RBwCJ + rB, (4.10)

YE =
√
PahAEx+

√
Prh

H
REwCJ + rE, (4.11)

where wCJ ∈ CN×1 denotes the precoded jamming signal vector. When Eve’s channel

is unknown, the expressions of channel rates become

RB-CJ = log2(1 + SINRB-CJ)

= log2

(
1 +

Pa||hAB||2

Pr||hHRBwCJ||2 + σ2

)
, (4.12)

RE-CJ = log2(1 + SINRE-CJ)

= log2

(
1 +

Pa||hAE||2

Pr||hHREwCJ||2 + σ2

)
, (4.13)

respectively, and the ergodic secrecy rate is

Cs-CJ = max
wCJ

{EhAB,hRB
(RB-CJ)− EhAE,hRE

(RE-CJ)}. (4.14)

As the relay node is only responsible for jamming the illegitimate channel, the CJ

scheme has great dependence on the direct transmission from Alice to Bob.
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4.1.3 Relaying-and-Jamming

For the RJ scheme, there exists an issue of power allocation between the information

signal and the jamming signal at the relay node. We denote the ratio for the information

signal as ρ, where 0 ≤ ρ ≤ 1. By doing so, the signals received by Bob and Eve in the

first stage are the same as (4.3) and (4.4).

In the second stage, the received signals at the destination and eavesdropper are

YB2 =
√
ρPrh

H
RBsRJx+

√
(1− ρ)Prh

H
RBwRJ + rB2, (4.15)

YE2 =
√
ρPrh

H
REsRJx+

√
(1− ρ)Prh

H
REwRJ + rE2, (4.16)

respectively, where sRJ ∈ CN×1 denotes the precoder for the information signal and

wRJ ∈ CN×1 represents the jamming signal vector. Similar to DF, the RJ scheme could

be treated as a 1×2 SIMO model as well. The rates of Bob’s channel and Eve’s channel

by using RJ are

RB-RJ =
1

2
log2(1 + SINRB-RJ)

=
1

2
log2

[
1 +

Pa||hAB||2

σ2
+

ρPr||hHRBsRJ||2

(1− ρ)Pr||hHRBwRJ||2 + σ2

]
, (4.17)

RE-RJ =
1

2
log2(1 + SINRE-RJ)

=
1

2
log2

[
1 +

Pa||hAE||2

σ2
+

ρPr||hHREsRJ||2

(1− ρ)Pr||hHREwRJ||2 + σ2

]
, (4.18)

respectively, and the ergodic secrecy rate is expressed as

Cs-RJ = max
sRJ,wRJ,ρ

{EhAB,hRB
(RB-RJ)− EhAE,hRE

(RE-RJ)}. (4.19)

Without Eve’s instant CSI, we design sRJ = hRB/||hRB||, i.e., the maximum ratio

transmission (MRT). Zero-forcing (ZF) beamforming is used for wRJ, i.e., allocating

the jamming signal into the null space of the legitimate channel. Therefore, we denote
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Z = null(hHRB) as the orthonormal basis of the null space of the legitimate channel

hRB, i.e., Z ∈ CN×(N−1). We then have wRJ = Zv, where v ∈ C(N−1)×1 is the jamming

codeword vector. Each element of v follows Gaussian distribution with zero mean and

variance σ2
v = 1/(N − 1) (the power used for jamming signal is uniformly allocated in

all possible directions apart from the legitimate channel direction). Therefore, we have

RB-RJ =
1

2
log2

[
1 +

Pa||hAB||2 + ρPr||hHRBsRJ||2

σ2

]
, (4.20)

RE-RJ =
1

2
log2

[
1 +

Pa||hAE||2

σ2
+

ρPr||hHREsRJ||2
(1−ρ)
N−1 Pr||h

H
REZ||2 + σ2

]
, (4.21)

respectively, and

Cs-RJ = max
ρ
{EhAB,hRB

(RB-RJ)− EhAE,hRE
(RE-RJ)}. (4.22)

There are several observations: 1) The maximization of the achievable ergodic

secrecy rate for the RJ scheme depends on finding the optimal power ratio ρ. 2) When

ρ = 1, the relay node uses all its power in re-transmitting the information signal and

the RJ scheme becomes the DF scheme. 3) When ρ = 0, the relay node allocates all Pr

to the jamming signal. This makes the RJ scheme similar to the CJ scheme. However,

the RJ scheme has half of the transmission efficiency as the CJ scheme does.

4.2 Ergodic Secrecy Rate

In this section, the expressions of ergodic secrecy rates by using DF, CJ and RJ are

derived. For DF and CJ, the major effort is to find the distributions of the SINRs.

For RJ, in addition to the distributions of the SINRs, the search for the optimal power

allocation ratio ρ is also a vital issue to be addressed.
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4.2.1 Decode-and-Forward

When using the DF scheme without instant hRE, the relay node could only maximize

the rate of the legitimate channel as much as possible by letting sDF = hRB/||hRB||,

where the MRT is applied. This has been proved in [34][90] for the MISO wiretap

channel model, and the conclusion could be utilized for our case. Because the informa-

tion signal received at Bob (Eve) consists of two parts: the direct transmission from

Alice in the first stage and the re-transmission from the relay node in the second stage.

Since the former one is unchanged with certain Pa and given the channel condition for

a particular time slot, the maximization of secrecy rate only depends on the transmis-

sion between the relay node and Bob (Eve) which is actually a MISO fading channel

mode.

Therefore, we can rephrase the ergodic secrecy rate expression as

Cs-DF = max
sDF

{EhAB,hRB
(RB-DF)− EhAE,hRE

(RE-DF)}

=
1

2
{Ex1,x2 [log2(1 + Pax1 + Prx2)]

− Ex3,x4 [log2(1 + Pax3 + Prx4)]}, (4.23)

where

x1 = ||hAB||2 ∼ Γ(1, 1), (4.24)

x2 = ||hHRBsDF||2 = ||hRB||2 ∼ Γ(N, 1), (4.25)

x3 = ||hAE||2 ∼ Γ(1, 1), (4.26)

and x4 = ||hHREsDF||2 ∼ Γ(1, 1). (4.27)

Here Γ(k, θ) denotes the gamma distribution with parameters k and θ. Clearly, x1,

x2, x3 and x4 are non-negative variables and independent from each other. Equation

(4.27) is obtained since hRE is independent of hRB. Without loss of generality, we let
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σ2 = 1 in the rest of this chapter.

Next, we have Pax1 ∼ Γ(1, Pa), Prx2 ∼ Γ(N,Pr), Pax3 ∼ Γ(1, Pa) and Prx4 ∼

Γ(1, Pr), respectively. We then denote z1 = Pax1 + Prx2 and z2 = Pax3 + Prx4. The

probability distribution functions (PDFs) of z1 and z2 are given by

f(z1) = f(Pax1) ∗ f(Prx2)

=
e-

z1
Pa zN1 B(1, N)1F1(N ;N + 1; ( z1

Pa
− z1

Pr
))

(Pr)NPaΓ(N)
, (4.28)

and

f(z2) = f(Pax3) ∗ f(Prx4)

=
e-

z2
Pr − e-

z2
Pa

(Pr − Pa)
, (4.29)

where B(a, b) is the Beta function and 1F1(·) is the Kummer confluent hypergeometric

function [50]. Therefore, the ergodic secrecy rate by using DF is

Cs-DF =
1

2
{Ez1 [log2(1 + z1)]− Ez2 [log2(1 + z2)]}

=
B(1, N)

∫∞
0

ln(1+z1)1F1(N ;N+1; ( z1
Pa

- z1
ρPr

))e-
z1
Pa zN1 dz1

2(ρPr)NPaΓ(N) ln 2

+
1

2(Pr − Pa) ln 2

[
Pre

1
Pr Ei

(
-

1

Pr

)
− Pae

1
Pa Ei

(
-

1

Pa

)]
, (4.30)

where Ei(·) is the exponential integral function [47].

4.2.2 Cooperative Jamming

For the CJ scheme, the optimal design of the jamming signal wCJ is complicated to

derive even with Eve’s instant CSI [56]. Therefore, a suboptimal design is to rule out

the jamming signal in the legitimate channel. The authors in [56] showed that the

suboptimal design would not lead to a significant secrecy rate loss. We then have
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wCJ = Zv.

Before proceeding, we first introduce the following lemma.

Lemma 4. If M ∈ CN×N is a unitary matrix and h ∈ CN×1 is a vector of i.i.d. zero-

mean complex circularly symmetric Gaussian random variables, MHh and hHM have

the same distribution as h, and can be replaced by h in the expectation [34].

We then let W = [hRB/||hRB||,Z]. As Z is the orthonormal basis of the null space

of the legitimate channel hRB, we conclude that W is a unitary matrix. Moreover, the

channel vector hRE consists of N i.i.d. CSCG random variables with zero mean and

unit variance. According to Lemma 4, the elements of hHREZ ∈ C(N−1)×1 are also i.i.d.

CSCG random variables with zero mean and unit variance.

Next, we could regard SINRE-CJ as the signal-to-interference-plus-noise ratio of a

single-branch MMSE diversity combiner with N − 1 interferers [49]. Thereafter, the

ergodic secrecy rate for the CJ becomes

Cs-CJ = max
wCJ

{EhAB,hRB
(RB-CJ)− EhAE,hRE

(RE-CJ)}

= Ex1 [log2(1 + Pax1)]− Ex5 [log2(1 + x5)], (4.31)

where

x5 = SINRE-CJ =
Pa||hAE||2

Pr
N−1 ||h

H
REZ||2 + 1

. (4.32)

For the ergodic rate of Bob’s channel, we have

Ex1(RB-CJ) = Ex1 [log2(1 + Pax1)]

= −
e

1
Pa Ei(- 1

Pa
)

ln 2
. (4.33)

Based on [49], the complementary cumulative distribution function (CCDF) of x5
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is given by

R(x5) =
e−α1x

(1 + β1x)N−1
, (4.34)

where

α1 =
1

Pa
and β1 =

Pr
(N − 1)Pa

. (4.35)

Accordingly, the ergodic channel rate of Eve’s channel RE-CJ becomes

Ex5(RE-CJ) = Ex5 [log2(1 + x5)]

=
1

ln 2

∫ ∞
0

e−α1x5

(1 + x5)(1 + β1x5)N−1
dx5, (4.36)

where (4.36) is obtained through integration by parts [38]. Before proceeding, we let

1

(1 + x5)(1 + β1x5)N−1
=

a1
(1 + β1x5)

+
a2

(1 + β1x5)2
+ · · ·

+
aN−1

(1 + β1x5)N−1
+

aN
(1 + x5)

, (4.37)

where ai, i = 1, . . . , N are the coefficients that could be determined by partial fractional

decomposition [50]. Thus,

Ex5(RE-CJ) =
1

ln 2

∫ ∞
0

[
N−1∑
j=1

aje
−α1x5

(1 + β1x5)j

+
aNe

−α1x5

1 + x5

]
dx5. (4.38)

Based on [50], the ergodic secrecy rate by using CJ is derived in the closed-form
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expression

Cs-CJ =
1

ln 2

{
N−1∑
i=2

[
ai

βi1(i− 1)!

i−1∑
k=1

(k − 1)!(−α1)
i−k−1βk1

− -αi−11

(i− 1)!
e
α1
β1 Ei

(
-
α1

β1

)]
− a1
β1
e
α1
β1 Ei

(
-
α1

β1

)
− (aN + 1)eα1Ei(-α1)

}
. (4.39)

4.2.3 Relaying-and-Jamming

For the RJ scheme, as shown in Section 4.1, we design sRJ = hRB/||hRB|| and wRJ =

Zv. We then denote x6 = ||hHRBsRJ||2 and x6 ∼ Γ(N, 1). With the definitions of x1 and

x6, we have the ergodic rate of Bob’s channel as

EhAB,hRB
(RB-RJ) =

1

2
EhAB,hRB

{log2(1 + SINRB-RJ)}

=
1

2
Ex1,x6{log2(1 + Pax1 + ρPrx6)}, (4.40)

where 0 < x1, x6 <∞, and similar to x2 in Section 4.2.1, we have Pax1 ∼ Γ(1, Pa) and

ρPrx6 ∼ Γ(N, ρPr). Defining z3 = Pax1 + ρPrx6, we yield the probability distribution

function of z3 as

f(z3) =
e-

z3
Pa zN3 B(1, N)1F1(N ;N + 1; ( z3

Pa
- z1
ρPr

))

(ρPr)NPaΓ(N)
. (4.41)

The ergodic channel rate RB-RJ becomes

Ez3(RB-RJ) =
1

2

∫ ∞
0

log2(1+z3)f(z3)dz3. (4.42)

Next, we study the ergodic channel rate RE-RJ. Let x7 and x8 represent

x7 = Pa||hAE||2, (4.43)
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x8 =
ρPr||hHREsRJ||2

(1−ρ)
N−1 Pr||h

H
REZ||2 + 1

, (4.44)

where x7 + x8 = SINRE-RJ. According to Lemma 4, hAE, hHREsRJ and the elements

of hHREZ are i.i.d. CSCG random variables. Thereafter, we can represent x8 as the

SINR of the single-branch MMSE diversity combiner with N − 1 interferers [49]. The

complementary cumulative distribution function (CCDF) of x8 is given by

R(x8) =
e−α2x8

(1 + β2x8)N−1
, (4.45)

where

α2 =
1

ρPr
and β2 =

1− ρ
(N − 1)ρ

. (4.46)

Next, based on x7 ∼ Γ(1, Pa) and R(x8), we have the PDF of z4 = x7 + x8 as

follows:

f(z4) = f(x7) ∗ f(x8) = e−
z4
Pa β, (4.47)

where

β = (
1

Pa
)2
∫ ∞
0

e
ρPr−Pa
ρPrPa

x8

(1 + β2x8)N−1
dx8 (4.48)

= (
1

Pa
)2

{
N−1∑
i=2

[
bi

βi2(i− 1)!

i−1∑
k=1

(k − 1)!(−α)i−k−1βk2

− -αi−1

(i− 1)!
e
α
β2 Ei

(
-
α

β2

)]
− b1
β2
e
α
β2 Ei

(
-
α

β2

)}
, (4.49)

where α = Pa−ρPr
ρPrPa

and bi, i = 1, . . . , N − 1) are the coefficients determined by partial

fractional decomposition of 1
(1+β2x8)N−1 , i.e.,

∑N−1
i=1

bi
(1+β2x8)i

= 1
(1+β2x8)N−1 . Moreover,

(4.48) to (4.49) is obtained by using the same method as from (4.38) to (4.39).
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Then the expression of Eve’s ergodic channel rate is

Ez4(RE-CJ) =
1

2

∫ ∞
0

log2(1 + z4)f(z4)dz4

= − 1

2 ln 2
β

1

Pa
e

1
Pa Ei

(
− 1

Pa

)
. (4.50)

With (4.42) and (4.50), we finally get the expression (4.51) of the ergodic secrecy

rate for the RJ scheme,

Cs-RJ = max
ρ
{EhAE,hRE

(RB-RJ)− EhAE,hRE
(RE-RJ)}

= max
ρ

1

2 ln 2

{
B(1, N)

∫∞
0

ln(1+z3)1F1(N ;N+1; ( z3
Pa

- z3
ρPr

))e-
z3
Pa zN3 dz3

(ρPr)NPaΓ(N)
+

β
1

Pa
e

1
Pa Ei

(
− 1

Pa

)}
. (4.51)

The mathematical tools like MatLab could be used to calculate these expressions effi-

ciently.

4.3 Optimal Power Allocation Ratio for RJ

In this section, we study how to find the optimal power allocation ratio for the RJ

scheme to achieve the maximal ergodic secrecy rate. We first propose a statistical

method for the general power budget case, e.g., no specific settlement to Pa and Pr.

After that, we study the optimal power allocation ratio for four special power budget

cases: 1) Pa → 0, Pr → 0; 2) Pa → 0, Pr → ∞; 3) Pa → ∞, Pr → 0; 4) Pa → ∞,

Pr →∞.

4.3.1 General Power Budget Case

Due to the complexity of (4.51), it is generally difficult to have ρopt in the explicit

expression. However, since the optimization problem is dependent on a single-variable,
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we propose a one-dimension search over ρ (0 ≤ ρ ≤ 1) to statistically find ρopt. The

searching process involves computation of Cs-RJ with a fixed ρ. When completing the

search, we could easily find the maximal ergodic secrecy rate and the respective power

allocation ratio ρ. Note that the accuracy of the result is determined by the minimum

step size (denoted as ∆ρ) in the one-dimension search.

4.3.2 Special Power Budget Cases

Although the solution for the general power budget case provides a method to ob-

tain the exact ρopt, the studies for special power budget cases can provide a direct

understanding about the variation of ρopt under different power supply situations.

Case 1: Pa → 0, Pr → 0

This indicates the case that the power budgets at Alice and the reply node are both

small. First, we rewrite the expression of the ergodic secrecy rate achieved by RJ as

Cs-RJ(ρ) = EhAE,hRE
(RB-RJ)− EhAE,hRE

(RE-RJ). (4.52)

Next, in this low-power case, using log2(1 + x) ≈ x/ln 2 at x→ 0 yields

Cs-RJ(ρ) =
1

2
E

{
log2

[
1 + Pa||hAB||2 + ρPr||hRB||2

1 + Pa||hAE||2 +
ρPr||hHREsRJ||2

(1−ρ)
N−1

Pr||hHREZ||2+1

]}
(4.53)

≈ 1

2 ln 2
E

{
Pa||hAB||2 + ρPr||hRB||2 −

[
Pa||hAE||2

+ ρPr||hHREsRJ||2 + Pa||hAE||2
(1− ρ)

N − 1
Pr||hHREZ||2

+
(1− ρ)

N − 1
Pr||hHREZ||2

]
+

(1− ρ)

N − 1
Pr||hHREZ||2

}

=
1

2 ln 2

{
ρPr(N − 1)− (1− ρ)PaPr

}
, (4.54)
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where the index of the expectation operation is omitted. Based on (4.54), the power

allocation ratio should approach one in order to have a high ergodic secrecy rate, which

indicates that the relay node should assign more power into the information signal

rather than the jamming signal. In addition, it can be observed that more antennas

equipped at the relay node could increase the achievable ergodic secrecy rate.

Case 2: Pa → 0, Pr →∞

We now consider the relay node with a large power budget when Pa remains small.

Accordingly, we can approximate (4.53) as

Cs-RJ(ρ) ≈ 1

2
E

{
log2

[
ρPr||hRB||2

1 + Pa||hAE||2 +
ρ||hHREsRJ||2

(1−ρ)
N−1

||hHREZ||2

]}

=
1

2
E

{
log2(Pr||hRB||2)− log2

[
1 + Pa||hAE||2

ρ

+
N − 1

1− ρ
||hHREsRJ||2

||hHREZ||2

]}
. (4.55)

Clearly, the optimal ρ depends on the second part of (4.55) which is complicated to

solve. Therefore, we apply a common approximation in the study of ergodic secrecy

rate, e.g., E{log2(1+x)} ≈ log2E{1+x}. Note that the same approximation has been

used in [85] for its main objective function. The approximation is given by

Cs-RJ(ρ) ≈ 1

2
E
{

log2(Pr||hRB||2)
}

− 1

2
log2

[
1 + Pa
ρ

+
1

1− ρ

]
. (4.56)

Based on (4.56), the optimal ρ equals 0.5 if Pa = 0. In real system, Pa is usually larger

than 0. Then the optimal ρ should be larger than 0.5 in order to keep the second part

of (4.56) small. This shows that when Pr is large enough, it is preferable for the relay

node to split the power into both the information signal and the jamming signal rather
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than assigning all power to either one only.

Case 3: Pa →∞, Pr → 0

This case describes the situation that Alice owns a large power budget (Pa � Pr)

but needs the relay node’s help to achieve the secure transmission. We then have the

approximation of (4.53) as

Cs-RJ(ρ) ≈ 1

2
E

{
log2

[
Pa||hAB||2

Pa||hAE||2

]}
. (4.57)

From (4.57), it can be observed that the ergodic secrecy rate is fairly small in this case.

The difference between SINRB-RJ and SINRE-RJ is mainly obtained from the relay’s

transmission. Due to the advantage of multiple antennas, the relay should assign more

power (e.g., ρ→ 1) to information signal to achieve positive secrecy rate.

Case 4: Pa →∞, Pr →∞

In this case, we consider both Alice and the relay node hold enough large power, e.g.,

Pa = Pr →∞. The ergodic secrecy rate expression could be approximated as

Cs-RJ(ρ) ≈ 1

2
log2E

{
Pa||hAB||2 + ρPr||hRB||2

Pa||hAE||2 +
ρ||hHREsRJ||2

(1−ρ)
N−1

||hHREZ||2

}

≈ 1

2
log2E

{
Pa||hAB||2 + ρPr||hRB||2

Pa||hAE||2

}
. (4.58)

According to (4.58), the optimal power allocation ratio is approaching 1 in this

case.
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4.4 Optimal Relay Scheme

In this section, with the target to find the optimal relay scheme that obtains the

largest ergodic secrecy rate, we study the performance of the three relay schemes under

different power constraints.

First, we get

Cs-DF =
1

2
E

{
log2

[
1 + Pa||hAB||2 + Pr||hRB||2

1 + Pa||hAE||2 + Pr||hHREsDF||2

]}
, (4.59)

Cs-CJ = E

{
log2

1 + Pa||hAB||2

1 + Pa||hAE||2
Pr||hHREwCJ||2+1

}
, (4.60)

which, together with (4.53), are the ergodic secrecy rates by using DF, CJ and RJ,

respectively. We consider two power budget situations: 1) fixing Pa and let Pr vary

from small to large (e.g., 0 → ∞). This situation refers to that the relay node holds

adaptive power budget and chooses a relay scheme to assist a certain user holding the

fixed power; and 2) fixing Pr and let Pa vary from small to large. This situation refers

to that the relay node has a non-adaptive power budget while the users may have a

very different power condition, e.g., 0 ≤ Pa ≤ ∞.

4.4.1 Fixed Power Budget at Alice, Varied Power Budget at

Relay

When Pr is small, the achievable ergodic secrecy rate by using DF approaches zero.

However, when Pr increases, due to the advantage of the multiple-antennas, the legiti-

mate channel rate increases faster than that of the illegitimate channel which leads to

a positive Cs-DF. Note that when Pr →∞, (4.59) converges to a value related to N :

lim
Pr→∞

Cs-DF ≈
1

2
E

{
log2

[
||hRB||2

||hHREsDF||2

]}
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=
1

2 ln 2

[
ψ(N)

]
, (4.61)

where ψ(·) is the digamma function [47].

For the CJ scheme, the communication system is similar to a point-to-point single-

antenna transmission model when Pr is small. Thus, the achievable ergodic secrecy

rate is low. When Pr gets larger, higher ergodic secrecy rate Cs-CJ is achieved as Eve

experiences stronger interference while Bob gets no jamming signal. However, with

Pr →∞, Cs-CJ asymptotically approaches the limiting value dependent on Pa:

lim
Pr→∞

Cs-CJ ≈ E
{

log2(1 + Pa||hAB||2)
}

= −
e

1
Pa Ei(- 1

Pa
)

ln 2
, (4.62)

which indicates that the achievable ergodic secrecy rate for the CJ scheme is restricted

by the power budget at the transmitter. Actually, the result matches the intuitive

thought that the eavesdropper will be fully confounded by the strong jamming signal,

and the secrecy rate reduces to the rate of Alice-Bob channel.

Similar to the DF and CJ schemes, the RJ scheme could only obtain small ergodic

secrecy rate when Pr → 0. However, for large Pr, Cs-RJ(ρopt) is still proportion to Pr:

lim
Pr→∞

Cs-RJ(ρopt)

≈ 1

2
E

{
log2

[
ρoptPr||hRB||2

1 + Pa||hAE||2 +
ρopt||hHREsRJ||2

(1−ρopt)
N−1

||hHREZ||2

]}
, (4.63)

which implies that Cs-RJ(ρopt) could go to infinity if Pr keeps increasing.

These results show that RJ with optimal power allocation ratio is the optimal relay

scheme when the relay node has relatively larger power than that of Alice. When Pr

is relatively small, the CJ scheme is a preferred solution.
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4.4.2 Varied Power Budget at Alice, Fixed Power Budget at

Relay

When the DF scheme is in use and Pa is small, Cs-DF depends more on the portion of

Pr and positive Cs-DF is achieved according to (4.59). However, when Pa gets larger,

the difference between the rates of the legitimate channel and the illegitimate channel

becomes smaller and Cs-DF approaches zero. Note that the maximal Cs-DF is also

confined by the number of antennas mounted at the relay node based on (4.61).

By using the CJ scheme, the ergodic secrecy rate gets higher when Pa increases.

Similar to the performance in the last case, Cs-CJ is limited when Pa →∞. Hence, the

difference is the limit dependent on Pr and N , which is

lim
Pa→∞

Cs-CJ ≈ E

{
log2

(
||hAB||2

||hAE||2

)}
+ E

{
log2(1 + Pr||hHREwCJ||2)

}
(4.64)

=
1

ln 2
e

1
Pr

N−1∑
k=1

Ek

(
1

Pr

)
, (4.65)

where Ek(·) is the generalized exponential integral. The first part of (4.64) is zero and

(4.65) is obtained due to ||hHREwCJ||2 ∼ Γ(N − 1, 1).

We now consider the RJ scheme with optimal power allocation ratio. Similar to the

DF scheme, when Pa increases, the rate difference between legitimate and illegitimate

channels gets smaller. The achievable ergodic secrecy rate is getting smaller in this

situation. When Pa → ∞, the RJ scheme is almost the same as the DF scheme. Our

numerical results also prove that.

Therefore, in this case, we could conclude that when Pa is relatively small, the

optimal scheme for the relay node is the RJ scheme. To the user with large transmission

power, the relay node should apply the CJ scheme instead.
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4.5 Numerical Results and Discussions

Figure 4.1: The ergodic secrecy rates achieved by DF, CJ and RJ: theoretical results
vs simulation results.

In this section, numerical results are presented to illustrate the performance of DF,

CJ and the proposed RJ scheme. The channel hAB, hAE,hRB and hRE are generated

from CSCG independent random variables with zero mean and unit variance. The

settlements of Pa, Pr and the number of antennas N are given in specific situations.

First, we design a simulation to verify the accuracy of the theoretical (analytical)

expressions of the ergodic secrecy rate for different schemes, i.e., (4.30), (4.39) and

(4.51). To this end, we set N = 3 and choose Pa = Pr changing from -5 dB to 20 dB.

In Fig. 4.1, the achievable ergodic secrecy rates for all three schemes are shown. It can

be observed that the theoretical results and the simulation results are overlapping.

In the region of -5dB to 0dB, the overlapping dashed line and solid line in the lower

position represent the theoretical result and simulation result for CJ. While the lines

in the higher position represent the theoretical results and simulation results for both

RJ and DF. With Fig. 4.2, in the region of -5dB to 0dB, the optimal power ratio is

close to 1. This suggests that most power in relay is assign to information signal, which

indicates the RJ becomes DF. This also verifies the overlapping of RJ and DF in the

region of -5dB to 0dB.

Note that the slightly non-overlapping part in Fig. 4.2 is due to the minimum

step size of one-dimension search of ρopt. To illustrate this, we have Table 4.1 showing

the values of ρopt in Fig. 4.2. It is observed that the largest difference between ρsimu

and ρtheo is 0.01, i.e., the minimum step size of one-dimension search. Therefore, our

theoretical expressions about the ergodic secrecy rate are confirmed to be accurate.

Figure 4.2: The optimal power allocation ratio ρ for the RJ scheme: theoretical result
vs simulation result.
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Table 4.1: Values of ρopt in Fig. 4.2.
ρsimu 1.00 0.97 0.80 0.75 0.81 0.85
ρtheo 1.00 0.98 0.79 0.76 0.80 0.85

In Fig. 4.2, when Pa and Pr are small, more power needs to be assigned to the

information signal, i.e., ρopt → 1. When the power increases, ρopt decreases which

suggests that more power needs to be allocated to the jamming signal. When both Pa

and Pr become very large, ρopt approaches 1 as discussed in Section 4.3.2.

Figure 4.3: The ergodic secrecy rate achieved by DF, CJ and RJ when Pa = 10 dB
and N = 6, 15.

Now, we fix Pa = 10 dB, and let Pr change from -10 dB to 30 dB. The number of

antennas is chosen to be 6 and 15. In Fig. 4.3, the maximal ergodic secrecy rate is

limited by a value related to N . For CJ, when Pr � Pa, higher ergodic secrecy rate

could be obtained than that by using RJ with optimal ρ. However, when Pr grows

large, Cs-RJ(ρopt) can keep increasing while Cs-CJ gets bounded by an asymptotic value

related to Pa only. Therefore, when Pr is larger than a certain threshold, e.g., 15 dB

when N = 15 in this case, the RJ scheme could outperform the CJ scheme.

Figure 4.4: Optimal power allocation ratio for RJ when Pa = 60 dB and N = 6, 15.

In Fig. 4.4, when Pr � Pa, e.g., Pr = −5 dB, the optimal power allocation ratio

approaches zero, which indicates the relay node should assign most of the available

power to the jamming signal. With Pr → ∞, ρopt eventually converges to a constant

which is dependent on N as proven in [38, 76].

We then consider the second power design by fixing Pr, e.g., Pr = 10 dB and let Pa

change from -10 dB to 30 dB. The number of antennas at the relay node remains to be

6 and 15. In Figs. 4.5 and 4.6, the ergodic secrecy rates achieved by using DF, CJ and

RJ and the optimal ρ in this case are illustrated, respectively. In Fig. 4.5, it shows

that the achievable ergodic secrecy rate by using DF is lower if the transmitter holds
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Figure 4.5: The ergodic secrecy rate achieved by DF, CJ and RJ when Pr = 10 dB
and N = 6, 15.

Figure 4.6: Optimal power allocation ratio for RJ when Pr = 10 dB and N = 6, 15.

larger power supplying. Similar to Fig. 4.3, the maximal Cs-DF gets limited. By using

the CJ scheme, it can obtain higher ergodic secrecy rate when Pa increases, and Cs-CJ

then reaches the asymptotic limit which is related to Pr and N , as shown in (4.65).

By using the RJ scheme, Cs-RJ(ρopt) decreases when Pa gets larger. When Pa → ∞,

Cs-RJ(ρopt) approaches Cs-DF.

It may be counter-intuitive to have the secrecy rate dropping with increasing Pa.

The reason is given as follows. The secrecy rate is defined as the channel rate difference

between legitimate channel and illegitimate channel. So simply using more power may

not obtain larger secrecy rate. In this simulation result, when Pr is fixed at 10 dB

and Pa increases, this scenario represents the variation from Case 2 to Case 3. When

power of Alice becomes large, the ergodic channel rate difference between legitimate

channel and illegitimate channel actually decreases. That is why when Pa is large, the

achievable ergodic secrecy rate becomes small.

In Fig. 4.6, when Pa is relatively small, e.g., Pa ≤ 10 dB, it is beneficial for the

relay node to split its power to both the information signal and the jamming signal.

However, if the transmitter has a larger power budget, the relay node needs to spend

most power on the information signal to achieve maximal ergodic secrecy rate.

4.6 Conclusion

In this chapter, we have studied the secure transmission between the single-antenna

users with the assistance of a multiple-antenna relay node. The eavesdropper’s chan-

nel was only statistically known and the relay node and the transmitter had individual

power constraints. A new hybrid relay scheme, relaying-and-jamming, has been intro-
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duced together with two existing schemes: DF and CJ. The power ratio ρ between

the information signal and the jamming signal is the key parameter to maximize the

achievable ergodic secrecy rate for RJ, which has been found by a one-dimension search

method. The expressions of ergodic secrecy rates by using all three schemes have been

derived in order to find the optimal relay scheme. With the numerical results, we

conclude that the proposed RJ scheme could achieve higher ergodic secrecy rate than

those of DF and CJ when the relay node has relatively larger power. In other cases,

the RJ scheme will assign all the power to jamming signal which simplifies the relay

scheme to the CJ scheme.



Chapter 5

Pilot Spoofing Attack Detection:

Energy Ratio Detector

In the previous two chapters, the problem of passive eavesdropping is discussed in MISO

and relay wiretap channel model. However, as reviewed in Chapter 2, the adversary

could conduct the active attack, e.g., the pilot spoofing attack. In a practical multiple-

antenna communication system, a training phase is needed to estimate the channels

first. For example, in the time-division-duplex (TDD) system, the legitimate receiver

will send the pre-assigned pilot signal (training signal) to the transmitter through

uplink channel. These pilot signals are repeatedly used by the system and are usually

publicly known. Therefore, an intelligent eavesdropper attacks the training phase by

sending the same pilot signal as that of the legal receiver and acts as a normal receiver

during the data transmission phase. Such a pilot spoofing attack could lead to the

information leakage to the active eavesdropper and also decrease the legitimate channel

rate considerably.

The pilot spoofing attack (pilot contamination attack) was first mentioned in [102],

where the authors got the idea from the pilot contamination phenomenon. How-

ever, reference [102] mainly focused on illustrating the impact brought by the pilot

spoofing attack, and studying the optimal energy allocation for the eavesdropper with

84
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full-duplex transmission ability to either jam the legitimate receiver or listen to the

information signal. Note that references [104, 105] also studied the choice of the eaves-

dropper being active (jamming) or passive. Due to all the serious damages this attack

could cause, it is important for the legal system to be able to at least detect such

an attack. In the literature, there are few works concentrating on solving this pilot

spoofing attack [106, 107]. The authors in [106] proposed a random training method,

which suggested to use phase-shift keying (PSK) symbols to replace the current pilot

signals and detected the pilot spoofing attack by randomly sending two PSK symbols

and examining the phase of received signal at the legitimate transmitter. Furthermore,

with the assumption of a large number of antennas, the random training method could

also work with the consideration of noise. In [107], the authors proposed a two-way

training method based on discriminatory channel estimation, claiming that the method

could diminish the impact of the pilot spoofing attack by randomly choosing the new

designed stochastic pilot signals at the legitimate receiver. However, both methods

require to fundamentally change the set of pilot signal designs as well as the channel

estimation process, which is not always preferable because the current pilot signal de-

sign is not only functioning for the channel estimation but also having other purposes.

For example, the orthogonality of pilot signals is used to discriminate legitimate users

who transmit at the same time.

Motivated by the fact that the pilot spoofing attack can decrease the signal reception

at the legitimate receiver, we propose the energy ratio detector (ERD) by exploring the

asymmetry of received signal power levels at the transmitter and the legitimate receiver.

Our detection method mainly includes two phases. First, the legitimate receiver (Bob)

sends the assigned pilot signal to the transmitter (Alice) via uplink channel, and Alice

estimates the channel based on the samples of the signal. Second, Alice calculates the

received signal power, modulates that as a data signal and broadcasts it via downlink

channel. Bob demodulates the data and calculates the power of his received signal. Bob
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then decides whether the system is under pilot spoofing attack or not by comparing

the two power levels. Note that Alice utilizes the same power to broadcast the data

as that of Bob used for sending the pilot signal. The main feature of our method is

to provide high detection performance without any major modifications to the current

channel estimation design.

The rest of the chapter is organized as follows. In Section 5.1, the system model

utilized in this chapter and related assumptions are introduced. Furthermore, the

problems caused by pilot spoofing attack are also included. In Section 5.2, the detailed

process of deriving the ERD is given under the general situation, i.e., considering

the noise and estimation error. Some insightful results are given in Section 5.3 by

considering several special cases. Section 5.4 contains the simulation set-up and results

as well as the related discussions. The conclusion and the future work are finally drawn

in Section 5.5.

5.1 System Model and Problem Formulation

Figure 5.1: The communication system model used in this chapter. Alice is equipped
with multiple antennas, Bob and Eve are single-antenna users.

As illustrated in Fig. 5.1, a three-component system model is considered: one

transmitter (Alice), one legitimate receiver (Bob) and one active eavesdropper (Eve).

Alice is equipped with M (M ≥ 2) antennas and both Bob and Eve are single-antenna

users. All the antennas are assumed to be omnidirectional and working in half-duplex

mode. We consider a TDD communication system, where the downlink channels and

the uplink channels are assumed to be reciprocal. The channel training phase is nec-

essary for Alice to gain the CSI in order to apply beamforming for data transmission.

This is achieved by having Bob send the pilot signals (denoted as xp(n)) to Alice.

Since the pilot signals are repeatedly used and publicly known, it allows the smart
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eavesdropper Eve to transmit the same pilot signals to confound Alice2. Next we will

briefly review the pilot spoofing attack and analyze the damage caused by this attack

to the legitimate communication system.

Figure 5.2: The illustration of RB, RE changing vs the power of Eve PE with M =
4, 16, 64 and PA = PB = 10 dB.

The received uplink signal at Alice is denoted as

y(n) = (
√
PBhB +

√
PEhE)xp(n) + u(n), (5.1)

where n = 1, . . . , N1 and N1 is the number of pilot samples at Alice. The terms PB and

PE are the powers utilized to send the pilot signal by Bob and Eve, respectively. We

denote the legitimate channel and illegitimate channel as hB ∈ CM×1 and hE ∈ CM×1,

respectively. In particular,

hB =
√
βBh̃B, (5.2)

hE =
√
βEh̃E, (5.3)

where βB and βE represent the large-scale fading (e.g., path loss) coefficients for the

legitimate channel and illegitimate channel, respectively. The terms h̃B ∈ CM×1 and

h̃E ∈ CM×1 then denote the small-scale fading (e.g., multiple path effect) vectors

for these two channels, respectively, where each element in h̃B, h̃E is independent and

identically distributed (i.i.d) CSCG random variable with zero mean and unit variance,

i.e., h̃B ∼ CN (0, IM×M), h̃E ∼ CN (0, IM×M). We assume that the elements in noise

vector u(n) are i.i.d CSCG random variables with zero mean and variance σ2, i.e.,

u(n) ∼ CN (0, σ2IM×M). We also assume the channels remain stationary in every time

slot and independent of each other for different time slots.

2The synchronization of transmission from Bob and Eve is assumed, which is related to the trans-
mission frequency, their distances to Alice and etc. The detailed processes on how the synchronization
is achieved are beyond the scope of this work.
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The channel estimate ĥB based on the least square (LS) method [108] of y(n) is

ĥB =
√
PBhB +

√
PEhE + ẽ, (5.4)

where ẽ is the estimation error, i.e., ẽ ∼ CN (0, σ
2

N1
IM×M). Note that the major inter-

ference is the spoofing pilot signal from Eve rather than the channel estimation error

caused by noise. Thereafter, in the downlink data transmission phase, Alice utilizes

the MRT scheme and the beamformer w becomes

w =
ĥB

‖ĥB‖
, (5.5)

and the received signals at Bob and Eve are

yb(n) =
√
PAhHBwxd(n) + vb(n), (5.6)

ye(n) =
√
PAhHEwxd(n) + ve(n), (5.7)

where n = 1, . . . , N2 and N2 is the number of received signal samples at Bob/Eve.

Alice sends the data signal xd(n) with power PA. Without loss of generality, we could

let PA = PB. vb(n) and ve(n) are the white Gaussian noise components at Bob and

Eve, respectively, i.e., vb(n) ∼ CN (0, σ2) and ve(n) ∼ CN (0, σ2). Then the average

signal-to-noise-ratios (SNRs) at Bob and Eve are given by

SNRB =
PA
σ2
|hHBw|2, (5.8)

SNRE =
PA
σ2
|hHEw|2, (5.9)

respectively. If there is no pilot spoofing attack, the beamformer w will be basically

in the same direction of hB and generate the largest SNR at Bob (based on the MRT

property). Thus, with the interference (contamination) caused by hE, the SNR at Bob
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becomes smaller unless hE is also in the same direction of hB:

|hHBw|2 ≤ ‖hB‖2. (5.10)

The equality in (5.10) is achieved when hE = αhB, (α ≥ 0). However, given that hE

and hB are independent of each other, the probability of equality is rather low.

Furthermore, in Fig. 5.2, the simulation results show that by spending more power

in the pilot signal, Eve could gain much more information rate from its channel. Con-

sequently, the legitimate receiver has less information rate, where the achievable infor-

mation rate is proportional to the SNR, e.g., RB ∝ SINRB and RE ∝ SINRE. Note

that when PB = PE, e.g., at 10 dB, the ergodic information rate RB = RE as Bob

and Eve contribute equally to the channel estimate. When PE becomes larger, RE will

exceed RB.

In order to illustrate the detriment more clearly, we consider two special cases in the

following: A) Alice is equipped with a very large number of antennas (a.k.a Massive

MIMO); B) Eve utilizes very large power to send the pilot signal.

5.1.1 Large Number of Antennas

In this case, we first introduce a lemma as follows.

Lemma 5. If a,b ∈ CM×1 are two i.i.d. vectors with distribution CN (0, cIM×M), where

c is a constant, we then have [110]:

lim
M→∞

aHb

M
→ 0, (5.11)

lim
M→∞

aHa

M
→ c. (5.12)

Applying the above lemma to independent channels hB and hE, we have the SNRs
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of Bob and Eve for large M given by

SNRB
asym

====
PA
σ2
· PBMβ2

B

PBβB + PEβE
, (5.13)

SNRE
asym

====
PA
σ2
· PEMβ2

E

PBβB + PEβE
, (5.14)

where
asym

==== denotes “asymptotically equals”. Based on (5.13) and (5.14), the pilot

spoofing attack diminishes the SNRB by injecting PEβE to the denominator. On the

other hand, the eavesdropper could obtain the SNR of (5.14) rather than 0 due to the

attack. Clearly, this shows that as an active eavesdropper, Eve could gain much more

than being a passive secret listener.

5.1.2 Large Power at Eavesdropper

In this case, we assume that Eve becomes very aggressive and utilizes very large power

to send the pilot signal. Then the asymptotic results of the SNRs at Bob and Eve

become

SNRB
asym

====
PA
σ2
· |h

H
BhE|2

‖hE‖2
, (5.15)

SNRE
asym

====
PA
σ2
· ‖hE‖2. (5.16)

Based on (5.15) and (5.16), with large power used by Eve, the designed beamformer

at Alice is dominated by the illegitimate channel and the majority of the signal power

seems to shift toward Eve. If we combine the results in the case of large M , the SNR

at Bob will become rather small.

Moreover, even when the system uses a particular encoding-decoding process to

achieve the perfect secrecy [3], the pilot spoofing attack could also cause serious dam-

age. The perfect secrecy rate is defined as the difference of information rates between

legitimate channel and illegitimate channel [3]. Due to the decrease in the legitimate
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channel rate and increase in the illegitimate channel rate under the pilot spoofing

attack, it is easily to lead to a non-positive secrecy rate.

Therefore, it is essential for the legitimate parts (Alice and Bob) to be able to detect

such a pilot spoofing attack. In the next section, we will introduce the energy ratio

detector based on the asymmetry between the received power levels of Alice and Bob

when the attack happens.

5.2 Energy Ratio Detector

According to the analysis in the above section, it is understood that the pilot spoofing

attack could cause certain decrease in SNR at Bob. This phenomenon motivates the

idea of exploring the power difference between Alice and Bob to detect the existence

of the pilot spoofing attack.

Firstly, we define two events, H0 and H1, i.e., H0: there exists no active eavesdrop-

per who conducts the pilot spoofing attack; and H1: the active eavesdropper conducts

the pilot spoofing attack trying to steal the information from the transmitter.

In the uplink phase of a given time slot, Bob transmits the assigned pilot signal to

Alice and the smart eavesdropper broadcasts the same pilot signal to spoof Alice as

well. Then the received signal at Alice is

H0 : y(n) =
√
PBhBxp(n) + u(n), (5.17)

H1 : y(n) = (
√
PBhB +

√
PEhE)xp(n) + u(n). (5.18)

Based on y(n), the channel estimation result is derived as

H0 : ĥB =
√
PBhB + ẽ, (5.19)

H1 : ĥB =
√
PBhB +

√
PEhE + ẽ. (5.20)
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In this chapter, we will prove that the detection threshold has no relation to the

channels even with consideration of the estimation error.

Alice then applies the maximum-ratio combining (MRC) to process the received

signal, yielding

H0 :ya(n) =
ĥHB

‖ĥB‖
[
√
PBhBxp(n) + u(n)], (5.21)

H1 :ya(n) =
ĥHB

‖ĥB‖
[(
√
PBhB +

√
PEhE)xp(n) + u(n)]. (5.22)

Based on ya(n), we can obtain the average power of received signal in the uplink phase

at Alice, which is denoted as

Q1 =
1

N1

N1∑
n=1

|ya(n)|2. (5.23)

Based on the central limit theorem (CLT), if N1 is large enough, Q1 can be approxi-

mated by a Gaussian distributed random variable with mean µ1 and variance σ2
1 [113],

i.e., Q1 ∼ N (µ1, σ
2
1), where

µ1 =



∣∣∣∣∣ ĥHBhB

‖ĥB‖

∣∣∣∣∣
2

PB + σ2 → H0∣∣∣∣∣ ĥHB (
√
PBhB +

√
PEhE)

‖ĥB‖

∣∣∣∣∣
2

+ σ2 → H1

, (5.24)

and

σ2
1 =

1

N1

µ2
1. (5.25)

Note that ĥB is different under H0 and H1 as indicated by (5.19) and (5.20), respec-

tively.
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Thereafter, we modulate Q1 as the data signal3 xq(n) and send xq(n) to Bob through

downlink channel by power PA. We assume Bob could successfully demodulate the

signal and obtain the value of Q1.

Note that there is a possibility that the eavesdropper might be aware of the Q1

transmission and send the jamming signal to Bob to interfere the reception of Q1. To

prevent such jamming attack, one possible countermeasure is that Alice transmits a

variable length of non-confidential message to Bob before Q1 data and the confidential

message are transmitted. By doing so, Eve then cannot determine the position of Q1

data transmission so it cannot conduct the jamming attack specifically to Q1 without

jeopardizing the possible reception of the confidential information. Otherwise, Eve

will become a pure jammer that is against its objective to conduct the pilot spoofing

attack, which is to eavesdrop the confidential information between Alice and Bob.

Indeed, further study on how to detect a super intelligent eavesdropper who could

conduct both the pilot spoofing attack and the jamming attack is an interesting topic

for future research direction.

We apply the MRT to the downlink transmission and the received signal at Bob is

yb(n) =
hHB ĥB

‖ĥB‖

√
PAxq(n) + v(n), (5.26)

where n = 1, . . . , N2 and N2 is the number of received signal samples at Bob. v(n)

is white complex Gaussian noise. Then we derive the average energy of the received

signal at Bob as

Q2 =
1

N2

N2∑
n=1

|yb(n)|2. (5.27)

Again based on the CLT, if N2 is sufficiently large, Q2 can be approximated by a

3If necessary we could apply certain encoding technology to ensure the Bob could decode the value
of Q1. Some redundant data may be needed to fulfil the sequence length.
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Gaussian distribution with mean µ2 and variance σ2
2, i.e., Q2 ∼ N (µ2, σ

2
2), where

µ2 =

∣∣∣∣∣hHB ĥB

‖ĥB‖

∣∣∣∣∣
2

PA + σ2, (5.28)

σ2
2 =

1

N2

µ2
2. (5.29)

Note that for H0 and H1, the expressions of µ2 appear the same where the difference

is in ĥB.

From (5.24) and (5.28), we can observe that when there is no pilot spoofing attack

(under H0), µ1 = µ2 and σ2
1 = σ2

2 if we set PA = PB, which shows Q1 and Q2 have the

same distributions. However, when the active eavesdropper conducts the pilot spoofing

attack (under H1), based on the analysis in the last section, µ1 6= µ2 and given the

channels are independent, µ1 is larger than µ2 for most cases.

According to this observation, we design the detecting mechanism at Bob and let

Bob explore the difference between Q1 and Q2 by setting the test statistic as T =

Q2/Q1. First, we give the following lemma.

Lemma 6. Let x and y be two independent Gaussian random variables: x ∼ N (µx, σ
2
x)

and y ∼ N (µy, σ
2
y). According to [114], the pdf of z = x/y is given by

f(z) =
b(z)c(z)√

2πσxσya3(z)

[
2Φ

(
b(z)

a(z)

)
− 1

]
+

1

a2(z)πσxσy
e−

1
2
(µ2x/σ

2
x+µ

2
y/σ

2
y), (5.30)

where

a(z) =

√
z2

σ2
x

+
1

σ2
y

, (5.31)

b(z) =
µx
σ2
x

z +
µy
σ2
y

, (5.32)
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and

c(z) = e
1
2 [b2(z)/a2(z)−(µ2x/σ2

x+µ
2
y/σ

2
y)]. (5.33)

Under H0, based on Lemma 6, let T = Q2/Q1 where Q1 ∼ N (µ1, σ
2
1 = 1

N1
µ2
1) and

Q2 ∼ N (µ2, σ
2
2 = 1

N2
µ2
2). We have µ1 = µ2, and

b(T )

a(T )
=

N2T +N1√
N2T 2 +N1

, (5.34)

σ1σ2a(T )2 =
√
N1N2(N2T

2 +N1), (5.35)

and

c(T ) = e
1
2 [b(t)2/a(T )2−N1−N2]. (5.36)

For a sufficiently large N1 and N2, the test statistic T under H0 could be approx-

imated as a random variable with the PDF of f0(T ), where f0(T ) is not related to

legitimate channel hB or illegitimate channel hE but is dependent on the numbers of

samples N1 and N2. To be specific,

f0(T ) =
(N2T +N1)

√
N1N2√

2π(N2T 2 +N1)
3
2

e
1
2

[
(N2T+N1)

2

N2T
2+N1

−N1−N2

]
[

2Φ(
N2T +N1√
N2T 2 +N1

)− 1

]
+

√
N1N2

π(N2T 2 +N1)
e−

1
2
(N1+N2), (5.37)

where

Φ(x) =

∫ x

−∞

1√
2π
e−

1
2
u2du. (5.38)
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Under H1, the PDF of T becomes f1(T ):

f1(T ) =

√
N1N2b(T )c(T )√
2πµ1µ2a3(T )

[
2Φ

(
b(T )

a(T )

)
− 1

]

+

√
N1N2

a2(T )πµ1µ2

e−
1
2
(N1+N2), (5.39)

where

a(T ) =

√
N2T 2

µ2
2

+
N1

µ2
1

, (5.40)

b(T ) =
N2T

µ2

+
N1

µ1

, (5.41)

and

c(T ) = e
1
2 [b2(T )/a2(T )−N1−N2]. (5.42)

Note that Φ(x) has been given in (5.38). Moreover, f1(T ) is dependent on µ1 and

µ2, which indicates the PDF of the test statistic under H1 is related to the channel

realizations of hB and hE.

Based on the PDFs of the test statistic, we can illustrate the probability of false

alarm Pfa as

Pfa = Pr(T < γ|H0; hB,hE) = Pr(T < γ|H0)

=

∫ γ

−∞
f0(x)dx. (5.43)

With a given target of Pfa, we could calculate a corresponding detection threshold

γ [109]. As shown in (5.43), one advantage of our detection method is that we do not

require the CSI to obtain the detection threshold. Then the probability of detection

Pd is expressed as
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Pd = Pr(T < γ|H1; hB,hE) =

∫ γ

−∞
f1(x)dx. (5.44)

Clearly, the performance of the ERD is relying on the channel realizations. In some

special occasion, e.g., hE = αhE (α ≥ 0), it is difficult for the ERD to detect the

existence of the pilot spoofing attack. However, given the condition that two channels

are independent, the possibility that the two channels are in the same direction is quite

low. When the eavesdropper spends only small power in sending the pilot signal, it

is observed that the ERD also face more difficulty to successfully detect the attack.

However, if PE becomes small, the impact of the pilot spoofing attack will be much

weaker as well.

Since the CSI of the legitimate channel and illegitimate channel is unknown, we

consider the ergodic probability of detection P̄d

P̄d = EhB ,hE

[
Pr(T < γ|H1)

]
= EhB ,hE

[∫ γ

−∞
f1(x)

]
. (5.45)

It is generally complicated to derive the closed-form expression of detection thresh-

old γ and the ergodic probability of detection P̄d, but they can be obtained numerically

by mathematical software like MatLab.

5.3 Performance Analysis

In the previous section, the ERD has been introduced for the general situation. Here

we study the performance of the ERD in two special cases, e.g., large N1 and large

antenna numbers M , in order to obtain more insightful results.
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5.3.1 Detection Performance in Two Special Cases

First, we assume that the sample numbers at Alice, N1, approaches very large, i.e.,

N1 →∞. The estimation error ẽ becomes very small and negligible, i.e., ẽ→ 0, results

in the channel estimation outcomes

H0 : ĥB =
√
PBhB, (5.46)

H1 : ĥB =
√
PBhB +

√
PEhE. (5.47)

Accordingly, the mean value of Q1 becomes

µ1 =


‖hB‖2PB + σ2 → H0

‖
√
PBhB +

√
PEhE‖2 + σ2 → H1

, (5.48)

and the mean value of Q2 becomes

µ2 =


‖hB‖2PA + σ2 → H0∣∣∣∣∣hHB (

√
PBhB +

√
PEhE)

‖
√
PBhB +

√
PEhE‖

∣∣∣∣∣
2

PA + σ2 → H1

. (5.49)

When N1 is very large, we could regard Q1 as stationary, i.e., Q1 → µ1, as the variance

σ2
1 approaches zero. Therefore, the test statistic T could be simplified to

H0 : T =
Q2

µ1

∼ N
(
µ1,0 = 1, σ2

1,0 =
1

N2

)
, (5.50)

H1 : T =
Q2

µ1

∼ N
(
µ1,1 =

µ2

µ1

, σ2
1,1 =

µ2
2

N2µ2
1

)
, (5.51)

where

µ2

µ1

=

∣∣∣hHB (
√
PAhB+

√
PEhE)

‖
√
PBhB+

√
PEhE‖

∣∣∣2PB + σ2

‖
√
PBhB +

√
PEhE‖2 + σ2

. (5.52)
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Now the test statistic is a common Gaussian random variable. Then a simple

expression of the detection threshold γ can be derived based on a given probability of

false alarm. From (5.43), we get

Pfa = Φ

(
γ − µ1,0

σ1,0

)
= Φ

[√
N2(γ − 1)

]
, (5.53)

and the threshold is

γ0 =
Φ−1(Pfa)√

N2

+ 1. (5.54)

Based on the derived threshold γ0, we could obtain the probability of detection Pd as

Pd = Φ

(
γ0 − µ1,1

σ1,1

)
= Φ

[√
N2(

µ1

µ2

γ − 1)

]
. (5.55)

Compared with the integrals in (5.37) and (5.39), the expressions of γ0 and Pd are

much easier to calculate.

For the ergodic probability of detection P̄d, it is still complicated to derive due to

the double integral over hB and hE. Therefore, we consider another special case that

Alice is mounted with a large number of antennas, i.e., M →∞.

According to Lemma 5, µ1 in (5.48) becomes

µ1 =


MPBβB + σ2 → H0

MPBβB +MPEβE + σ2 → H1

, (5.56)

and µ2 in (5.49) becomes

µ2 =


MPAβB + σ2 → H0

PAPBβ2
BM

PBβB + PEβE
+ σ2 → H1

. (5.57)
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We can observe that µ1 still equals µ2 in this case and expression (5.50) still holds as

well. However, µ2/µ1 becomes

µ2

µ1

=
PAPBβ2

BM + (PBβB + PEβE)σ2

(PBβB + PEβE)(PBβBM + PEβEM + σ2)
(5.58)

From (5.58), the test statistic under H1 is no longer dependent on the instant channel

realization hB and hB, but related to the large-scale fading coefficients βB and βE.

Thus, we obtain

P̄d = Pd = Φ

(
γ0 − µ1,1

σ1,1

)
= Φ

[√
N2

(
µ1

µ2

γ − 1

)]
. (5.59)

5.3.2 Ergodic Information Leakage

In this subsection, we study how much information will be leaked to Eve after imple-

menting the ERD. Based on Fig. 5.2, if Eve utilizes larger power to attack Alice and

Bob, it could obtain higher information rate from the illegitimate channel and fur-

ther decrease the information rate of the legitimate channel. However, using larger PE

highly increases Eve’s risk of being detected by Bob. Obviously, there exists a trade-off

between the achieved information rate and probability of being detected. Therefore,

we formulate the following problem to examine the maximal achievable ergodic infor-

mation rate CE for Eve, which is also the maximal ergodic information leakage from

the legitimate system.

max
PE

CE = (1− P̄d)R̄E (5.60)

s.t. given Pfa, 1 ≥ Pfa ≥ 0,

P0 ≥ PE ≥ 0.

This problem illustrates that only when the miss of detection happens, the eavesdropper

could have the information rate gain. The achievable ergodic information rate for Eve
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is then defined in (5.60). Based on a given probability of false alarm Pfa, which leads

to a threshold γ, we could calculate the overall miss of detection probability. R̄E is the

ergodic information rate of the illegitimate channel, e.g., R̄E = EhB ,hE [log2(1+SINRE)],

and P̄d is given by (5.45). Meanwhile, the eavesdropper holds a certain power budget

limit, P0. When PE becomes very large, the detection probability is approaching 1.

In order to find the optimal PE that maximizes (5.60), the conventional method is

setting the first order of derivative of (5.60) as zero. However, since the expression of

(5.60) is almost intractable in the closed-form by utilizing the conventional method, we

apply a numerical method to exhaustingly search for the optimal PE that achieves the

largest ergodic information leakage. The brief description of this method is simple. We

set PE starting with a small value, e.g., −10 dB, and calculate the corresponding CE.

In next step, we increase the PE by a fixed step size and conduct the calculation again

until PE reaches the power budget. The optimal PE is the power level that obtain the

largest CE. Note that 1− P̄d monotonically decreases with PE while R̄E monotonically

increases with PE, which shows there exists only one optimal PE and the accuracy of

the numerical search is based on the minimum step size.

As will be shown in subsequent numerical results, the ergodic information leakage

after implementing the ERD is very low especially compared with that before using

ERD as shown in Fig. 5.2. It proves that our ERD could efficiently prevent the

legitimate transmission from being eavesdropped.

5.3.3 Post-Detection Action

We have proposed the ERD to detect the pilot spoofing attack. One other important

question for the legal system is how to act after the detection process. If the detection

result shows no pilot spoofing attack, the transmitter shall proceed the data transmis-

sion. However, if the result shows the legal system is under pilot spoofing attack, the

legal system may take the opportunity to find out where the eavesdropper is, or still
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get the estimations of hB and hE by having several more handshake communication

between Alice and Bob. Since in this chapter, we concentrate on the detection against

the pilot spoofing attack, and the discussion of post-detection operation design will be

provided in next chapter.

5.4 Numerical Results

Figure 5.3: The comparison of thresholds obtained by theoretical analysis and simula-
tion results. Pfa = 0.1,M = 4 and PA = PB = 10 dB.

In this section, we provide numerical results to validate our proposed ERD. We will

show the results under different sample numbers, different power budgets used by Eve,

different number of antennas used by Alice, etc. The simulation results are derived

from 100000 times of Monte-Carlo experiments. The power budgets at Bob and Alice

are 10 dB, e.g., PA = PB = 10 dB. We normalize the noise power as 1, i.e., σ2 = 1.

The path loss will indeed affect the performance. Basically, we could merge the path

loss value and power value and study their effect together. If given other conditions

are the same, when the path loss for illegitimate channel is small, like Eve is closer

to Alice than Bob does, this indicates that Eves channel will have larger ratio in the

estimated channel. This shows that given other conditions are the same, being closer

to the transmitter will let Eve easier to be detected by our method. Without loss of

generality, we set the large-scale fading coefficients to be one, e.g., βB = βE = 1.

Figure 5.4: The probability of detection (Pd) versus different given probability of false
alarm (Pfa) under N1 = N2 = 1000 and N1 = N2 = 100. M = 4 and PA = PB = 10
dB.

As shown in Fig. 5.3, the simulation thresholds are overlapping with the thresholds

obtained from (5.43) for the case of both large sample numbers, e.g., N1 = N2 = 1000,

and small sample numbers, e.g., N1 = N2 = 100. Note that the latter case is close
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to the set-up in a practical system where the sample numbers are usually of several

hundreds. Therefore, the overlapping results demonstrate the validity of our theoretical

analysis. Moreover, it is observed that with even larger N1 and N2, the variance of the

test statistic T becomes smaller, which leads the threshold approaching 1. In Fig. 5.4,

the detection performance of our proposed ERD is shown under different requirements

of Pfa and different power budgets at Eve. We also consider both large sample numbers

(N1 = N2 = 1000) and small sample numbers (N1 = N2 = 100). For the theoretical

results, the threshold and the detection probability are obtained based on (5.43) and

(5.45), respectively.

We can observe that a larger PE, a higher required Pfa or larger sample numbers

can all lead to a higher P̄d. In order to make the ergodic secrecy rate to be zero, the

eavesdropper needs to spend at least equal power as that of Bob. In that case, the

ERD’s detection probability approaches one for different sizes of N1 and N2. Further-

more, we test the actual probability of false alarm Pfa when we utilize the theoretical

threshold derived from (5.43). The results are shown in Table 5.1. The actual Pfa

levels are all smaller than the require values, which satisfies the demand of the system.

Figure 5.5: The probability of detection (Pd) versus different number of antennas (M).
M = 4, 16, 64 and PA = PB = 10 dB.

The detection performance under different number of antennas, e.g., M = 4, 16, 64,

is shown in Fig. 5.5. We could observe some interesting phenomenon: when PE is

large, more antennas could generate higher probability of detection; however, when PE

is small, e.g., PE < −5 dB, larger M would lower the detection probability. We could

use (5.58) to explain this. Considering M → ∞, we have µ1,0 = 1 and µ1,1 = µ2/µ1.

In order to achieve high Pd, we need the gap between µ1,0 and µ1,0 to be large enough.

Therefore, when PE is small, e.g., PE → 0, we have (5.58) asymptotically approaches

one.
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Table 5.1: Comparison of required Pfa and actual Pfa.
N1, N2 1000 1000 100 100

Required Pfa 0.10 0.01 0.10 0.01
Actual Pfa 0.0999 0.0096 0.0988 0.0087

Figure 5.6: The ergodic information leakage to eavesdropper versus different power at
Eve. Pfa = 0.01,M = 4, 16, 64 and PA = PB = 10 dB.

If M becomes large, the asymptotic value will approach µ1,0. Therefore, in the low

PE region, more antennas actually reduce the performance of the ERD. However, in

the high PE region, we the have (5.58) asymptotically approaches (PB/(PB + PE))2.

When PE is non-negligible, the asymptotic value is apparently smaller than 1, leading

to a high detection probability as shown in the figure. Note that if Eve only spends

small power, the impact of the pilot spoofing attack will also be very small.

In Fig. 5.6, the ergodic information leakage to Eve is shown under different power

budgets and different number of antennas. As explained in Fig. 5.5, more antennas at

Alice would have small detection probability in low PE region, which means Eve could

have a large chance to eavesdrop the communication. Therefore, we can observe in Fig.

5.6 that the optimal PE for M = 64 is smaller than that for M = 4. Moreover, we can

see that under M = 4, Eve can actually obtain a larger ergodic rate with optimal PE

than that under M = 16 . This is because for the optimal PE under M = 4, it achieves

a larger information rate even the probability of successfully eavesdropping is lower.

Overall, we could see that the best achievable ergodic rate for Eve is smaller than 0.5

bit/s/Hz, which is not comparable with the rate that Eve can achieve when there is no

detection. This shows that our proposed energy ratio detector could efficiently protect

the legitimate communication.
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5.5 Conclusion

In this chapter, we have studied an active eavesdropping problem, i.e., pilot spoofing

attack. The smart eavesdropper sent the identical pilot signal as that of the legitimate

receiver to spoof the transmitter, which gained higher data rates in return. Since this

attack could cause a lot of damages, we have proposed the energy ratio detector to help

the legitimate users to detect such attacks. The ERD is working based on exploring

the asymmetry of received signals’ power levels at Alice and Eve if there exists the

pilot spoofing attack. Our detector does not require to change the design of current

pilot signal and drastically redesign the process of current channel estimation process.

Finally, numerical results validated the accuracy of our theoretical analysis on the ERD

and also proved that the ERD could protect the legitimate users from the pilot spoofing

attack efficiently.



Chapter 6

Secure Transmission against Pilot

Spoofing Attack

The detection of pilot spoofing attack has been discussed in Chapter 5. With the

intention of incurring as less modifications as possible to the current pilot-assisted

channel estimation process, the energy ratio detector (ERD) [115] was proposed by

exploiting the power imbalance between the transmitter side and the receiver side

when they are under attack. Although the ERD provides good detection performance,

it is a lack of backup plans to recover the data transmission, which is important when

the pilot spoofing attack is detected.

Motivated by this demand, we propose a two-way training based scheme to achieve

the goals of detecting the pilot spoofing attack and securely re-transmitting the data

signal. As shown in Fig. 6.1, the basic process is that the reverse training is still

operating as usual to allow the transmitter to estimate the CSI. Before starting confi-

dential data transmission in the downlink phase, the transmitter first sends the channel

estimation results to the receiver, and then conducts the traditional downlink train-

ing by having each antenna transmit the pilot signal to the receiver. Therefore, both

uplink and downlink channel estimations are available at the receiver, which allows it

to make a test based on the difference between two estimation results. The detection

106
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outcome will be fed back to the transmitter together with the downlink channel es-

timation if needed. The simulation performance shows that our detector, named as

two-way training detector (TWTD), could obtain an even higher detection rate than

that of ERD. More importantly, if the detection result indicates the existence of pilot

spoofing attack, the transmitter could derive the estimations of both legitimate and

illegitimate channels. Thus, by applying secure beamforming, the transmitter is able to

immediately recover the data transmission while keeping it secret from the adversary.

Figure 6.1: The wiretap channel model with a two-way training based scheme. Alice
is equipped with multiple antennas and Bob and Eve are single-antenna users.

The main contributions of our work are summarized as follows. First, the TWTD

could achieve even higher detection probability than that of the ERD. Similar to the

ERD, our proposed scheme needs no drastic modification to the current transmission

structure. Second, unlike the ERD, our scheme is able to estimate both channels,

switch to secure beamforming almost immediately and finally achieve positive secrecy

rate within the same time frame. Third, even without any prior information about

Eve, our scheme is able to obtain the maximal secrecy rate as that of using optimal

channel estimation or perfect channel information.

The rest of the chapter is organized as follows. In Section 6.1, we introduce the

system model utilized in this chapter and related assumptions. Moreover, the negative

impacts caused by pilot spoofing attack are also discussed. In Section 6.2, the detailed

detection process of the two-way training detector is given, including the derivation of

test threshold and evaluation of detection probability. Section 6.3 illustrates how to

recover the secure transmission when the detection result suggests the pilot spoofing

attack. Section 6.4 contains the simulation set-up and results as well as the related

discussions, which verifies our theoretical analysis. The conclusion is finally drawn in

Section 6.5.



Chapter 6. Secure Transmission against Pilot Spoofing Attack 108

6.1 System Model and Problem Formulation

Figure 6.2: The time frame structure with the two-way training based scheme.

We adopt a typical wiretap channel model, in which the transmitter Alice has

multiple antennas and both the receiver Bob and the eavesdropper Eve are equipped

with a single antenna. In a TDD system, Bob sends the assigned pilot signal to let Alice

estimate the channel. Meantime, Eve conducts the pilot spoofing attack by sending

the same pilot signal to Alice. In this work, we assume that the channels are block

fading, i.e., the CSI remains constant during a given time frame length (denoted as

N) and changes independently among different time frames. As shown in Fig. 6.2,

the coherence time length N is mainly spitting into three parts: uplink training with

N1, downlink training with N2 and data transmission for Nd. D1 indicates the data

information of the channel estimation result from Alice. The length of D1 and resulting

feedback are assumed to be short enough and negligible.

The legitimate channel hB ∈ CM×1 and illegitimate channel hE ∈ CM×1 are

hB =
√
βBh̄B, (6.1)

hE =
√
βEh̄E, (6.2)

where M (M ≥ 2) is the number of antennas at Alice. βB and βE represent the long-

term fading components (e.g., shadowing and path-loss) for Bob and Eve, respectively.

The vectors h̄B, h̄E ∈ CM×1 denote the short-term fading coefficients (e.g., multi-path

effect), where each element of h̄B, h̄E is CSCG distributed with zero mean and unit

variance. The power budgets at Alice, Bob and Eve are denoted as PA,PB and PE,

separately. We assume that the power for pilot signal and data signal is the same

unless particularly specified.
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The received signal at Alice, denoted as Ya, becomes

Ya =
√
PB

(
hB +

√
PE
PB

hE

)
xup + U, (6.3)

where Ya,U ∈ CM×N1 ,xup ∈ C1×N1 , and we design xupx
H
up = N1. U is the additive

Gaussian noise matrix at Alice and each element of U is independent and identically

and distributed (i.i.d) with zero mean and variance σ2.

Using the linear minimum mean square error (LMMSE) channel estimation method

[108], we obtain the uplink channel estimation ĥB, which is

ĥB = YaA =
√
PBhBxupA +

√
PEhExupA + UA, (6.4)

A =
xHup√
PBσ2

(
1

PBβB
+

xupx
H
up

σ2

)−1
, (6.5)

where A is pre-designed and (6.5) is obtained based on Matrix Inversion Lemma [116].

Then we could have

ĥB = ĥ′B + h′E = hB + h′E + εu, (6.6)

where h′E =
√
PEhExupA, and εu is the Gaussian estimation error vector with zero

mean and covariance matrix σ2
εuIM . Note that A is designed to estimate hB without

knowing the existence of hE. According to the property of LMMSE, ĥ′B and εu are two

uncorrelated Gaussian random vectors that are also independent from h′E. Based on

the orthogonality principle, ergodically we have E{‖hB‖2} = E{‖ĥ′B‖2} + E{‖εu‖2}.

Because hB and εu are mutually independent, the derived σ2
εu is also applicable in a

particular time frame. With the Matrix Inversion Lemma again, it yields

σ2
εu =

βBσ
2

σ2 + PBβBN1

. (6.7)
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We can see that ĥB is now contaminated by the intrusive component h′E. With no

more verifying, Alice utilizes this ĥB to design the beamformer w for the downlink

data transmission, e.g., MRT. We express the signal-to-noise ratio (SNR) at Bob and

Eve as

SNRB =
PA‖hHBw‖2

σ2
, (6.8)

SNRE =
PA‖hHEw‖2

σ2
, (6.9)

respectively, where w = ĥB/‖ĥB‖. By observing (6.4), we can see that if there is

no pilot spoofing attack, e.g., PE = 0, w will basically follow the direction to Bob.

However, as the attack happens, the direction of w swings towards Eve. Especially

when PE > PB, the portion of hE in ĥB is larger than that of hB, which leads to the

situation that the beamformer is mainly towards the attacker. In this case, Alice and

Bob then cannot achieve any positive secrecy rate, defined as Rs = log2(1 + SNRB)−

log2(1 + SNRE) [4].

According to Fig. 6.3, with increasing PE, the achievable channel rate of Bob is

decreasing while that of Eve is increasing. When PE reaches the same level as PB, the

achievable secrecy rate will be no longer positive. The simulation results match our

analysis. That is, in order to generate non-positive ergodic Rs, the adversary needs to

spend at least equal power of a legitimate receiver.

Figure 6.3: The impact to the achievable channel rate when getting pilot spoofing
attack. PB = 10 dB

Since the serious damages could be caused by pilot spoofing attack, it is important

for Alice and Bob to have the ability to detect such an attack and also recover se-

cure transmission. Motivated by these requirements, a two-way training based scheme

is proposed, where in addition to the reverse training, a downlink training session is

implemented to allow the channel estimation at Bob. The TWTD exploits the unbal-
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ance of the estimation results at Alice and Bob to decide whether they are under pilot

spoofing attack or not. When the attack is indicated by the detection results, Alice

and Bob can immediately generate the estimation for both legitimate and illegitimate

channels and perform the secure beamforming to re-achieve a positive secrecy rate.

Note that Eve may also attack the downlink training session and interfere with the

estimation result at Bob. However, in this case, the most serious damage Eve could

create is to jam the channel estimation h̃B at Bob, meaning that Eve could not benefit

much from such an attack. Therefore, we focus on the case that Eve attacks Alice

only. Moreover, we can show that our TWTD could also successfully detect the pilot

spoofing attack to Bob if there is any.

6.2 Two-way Training based Detector

In this section, the detailed process of TWTD is introduced. Firstly, we define two

hypothesises: H0 denotes that there is no pilot spoofing attack; H1 indicates that Alice

is under pilot spoofing attack. The two-way training based channel estimation phase

consists of the following two sessions:

6.2.1 Channel Estimation

Uplink Training Session

In this session, Bob transmits the assigned pilot signals to Alice and under H1, Eve

transmits the identical pilot signals to spoof Alice. The received signals become

H0 : Ya =
√
PBhBxup + U, (6.10)

H1 : Ya =
√
PB

(
hB +

√
PE
PB

hE

)
xup + U. (6.11)
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As discussed in Section 6.1, Alice utilizes the pre-designed LMMSE estimator to handle

the incoming signal Ya and obtains

H0 : ĥB = hB + εu, (6.12)

H1 : ĥB = ĥ′B + h′E = hB + h′E + εu, (6.13)

where the variance of estimation error εu is given in (6.7). Note that ĥ′B under H1

actually has the same property as ĥB under H0, e.g., ĥ′B is uncorrelated to εu.

Downlink Training Session

We apply traditional downlink training method in this session, i.e., each antenna at

Alice transmits the assigned pilot signal (denoted as xdn ∈ C1×N ′2 , N2 = MN ′2), and

Bob then estimates every channel between that antenna of Alice and the antenna of

Bob. First, we have

Yb,i =
√
PAhHB,ixdn + v, (6.14)

where hB,i represents the channel between ith (i ∈ {1, 2 · · ·M}) antenna at Alice to Bob,

and Yb,i,v ∈ C1×N ′2 denote the received signal and white noise at Bob, respectively.

Similarly, we design xdnx
H
dn = N ′2. Therefore, the estimation result by utilizing LMMSE

estimator is

h̃B,i = AbY
H
b,i, (6.15)

Ab =
1√
PAσ2

(
1

PAβB
+

xdnx
H
dn

σ2

)−1
xdn, (6.16)

and

h̃B,i = hB,i + εd,i, (6.17)
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where εd,i is the ith channel estimation error. Similarly to (6.7), we obtain

σ2
εd,i

=
βBσ

2

σ2 + PAβBN ′2
. (6.18)

We formate h̃B = [h̃B,1, h̃B,2 · · · h̃B,M ]T and get

h̃B = hB + εd. (6.19)

The noise terms among different channels are independent, in which εd ∼ CN (0, σ2
εd

IM),

where σ2
εd

= σ2
εd,i

.

6.2.2 Detection Statistic Design

By observing the estimation results, we can find that under H0, (6.12) and (6.19) have

similar formations but under H1, (6.13) has an extra component h′E. This gives Alice

and Bob an opportunity to detect the attack’s existence.

In a given time frame, the channel conditions hB and hE are considered to be

stationary. Therefore, we can obtain that ĥB ∼ CN (hB, σ
2
εuIM) under H0, ĥB ∼

CN (hB + h′E, σ
2
εuIM) under H1, and h̃B ∼ CN (hB, σ

2
εd

IM). We then have

(ĥB − h̃B) ∼


CN (0, σ2

1IM) → H0

CN (h′E, σ
2
1IM) → H1

, (6.20)

where σ2
1 = σ2

εu + σ2
εd

. In real transmission, ĥB − h̃B could be achieved by having

Alice encode ĥB as data information and send it to Bob before the downlink training

session. The problem of detecting Eve based on (6.20) becomes similar to detecting

an unknown deterministic signal within the received Gaussian signals [109], while here

the “unknown deterministic signal” is actually the illegitimate channel.

In order to differentiate H0 and H1, the test statistic T is designed as T = ‖ĥB −
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h̃B‖2 inspired by the classic energy detector. The hypothesis test problem is

T = ‖ĥB − h̃B‖2
H0

≶
H1

γ, (6.21)

and γ is the test threshold to be determined.

Under H0, we have

T =
σ2
1

2

∥∥∥ ĥB − h̃B

σ1/
√

2

∥∥∥2 ∼ Γ(M,σ2
1), (6.22)

and under H1, the test statistic becomes

T =
σ2
1

2

∥∥∥ ĥB − h̃B

σ1/
√

2

∥∥∥2 =
σ2
1

2
T ′, (6.23)

T ′ ∼ χ2
2M(λ), (6.24)

where Γ(k, θ) represents the gamma distribution with a shape parameter k and a scale

parameter θ, and χ2
k(λ) denotes the non-central chi-squared distribution with k degrees

of freedom and non-centrality parameter λ. Here λ in (6.24) is

λ =
2

σ2
1

‖h′E‖2 =
2PE
σ2
1PB

(‖hE‖xupA)2. (6.25)

Given the distribution of T under H0 and the requirement of probability of false alarm-

ing, we could derive the threshold γ of the test statistic:

Pfa = Pr{T > γ, |hB,hE;H0} = Pr{T > γ, |H0}, (6.26)

=

∫ +∞

γ

f0(t)dt = 1− F0(γ), (6.27)

where f0(t) and F0(t) are the probability density function (PDF) and corresponding

cumulative density function (CDF) of T under H0, respectively. Note that the test

threshold derived is not related to the instantaneous channel conditions hB or hE.
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Based on the gamma distribution, we obtain

F0(γ) =
1

Γ(M)
r

(
M,

γ

σ2
1

)
, (6.28)

where r(a, b) is the lower incomplete gamma function. Therefore, the test threshold γ

is obtained by performing an inverse operation on F0(γ). Based on the threshold, we

can evaluate the performance the TWTD by examining the probability of detection

Pd, which is

Pd = Pr{T > γ, |hB,hE;H1} (6.29)

= Pr
{
T ′ >

2γ

σ2
1

, |hE;H1

}
=

∫ +∞

2γ

σ21

f1(t)dt (6.30)

= 1− F1

(
2γ

σ2
1

)
, (6.31)

where f1(t) and F1(t) are the PDF and corresponding CDF of T ′ under H0, respectively.

According to the property of non-central chi-squared distribution, Pd could be rewritten

as

Pd = 1−

[
1−QM

(
√
λ,

√
2γ

σ2
1

)]
= QM

(
√
λ,

√
2γ

σ2
1

)
, (6.32)

where QM(a, b) is the Marcum Q-function and λ is given in (6.25). Pd represents the

possibility that Alice-Bob could detect the pilot spoofing attack in a particular time

frame. Note that this detection performance is related to the channel condition hE.

To evaluate the detection probability of TWTD through the average perspective, P̄d is

introduced, which is the ergodic detection probability

P̄d = EhE{Pd} = EhE

{
QM

(
√
λ,

√
2γ

σ2
1

)}
, (6.33)

where λ is related to hE.
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As aforementioned, the adversary might also conduct pilot spoofing attack to Bob

in the downlink as the pilot signals are not re-designed, which may generate another

two attacking cases: 1) only Bob is getting attack and 2) both Alice and Bob are

attacked. Next, We will succinctly explain that our TWTD could also successfully

detect the attack in these cases.

Case 1: Only Bob is attacked

In this case, we consider that only Bob is under attack. Therefore, the uplink training

result becomes

ĥB = hB + εu, (6.34)

and the downlink training results become

H0 : h̃B,i = hB,i + εd,i, (6.35)

H1 : h̃B,i = hB,i + h′EB + εd,i, (6.36)

where h′EB is the Bob-Eve channel component and remains stationary in the same time

frame. Then we have

H0 : h̃B = hB + εd, (6.37)

H1 : h̃B = hB + h′EB1 + εd, (6.38)

in which 1 ∈ CM×1 represents a vector with every element is one. According to TWTD,

(ĥB − h̃B) becomes

(ĥB − h̃B) ∼


CN (0, σ2

1IM) → H0

CN (−h′EB1, σ2
1IM) → H1

, (6.39)
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We can easily observe that (6.39) is similar to (6.20). The negative sign is negligible in

calculating λ. Without too much difficulty, it is shown that our TWTD is still effective.

Case 2: Both Alice and Bob are attacked

We consider that Alice and Bob are both under the pilot spoofing attack. According

to (6.12), (6.13), (6.37) and (6.38), we could directly rewrite (ĥB − h̃B) as

(ĥB − h̃B) ∼


CN (0, σ2

1IM) → H0

CN (h′E − h′EB1, σ2
1IM)→ H1

, (6.40)

With the similar proof given in Case 1, our TWTD is still valid in this attacking

situation.

In fact, λ is dependent on the norm of h′E in (6.20) and (h′E − h′EB1) in this

case. As h′E and h′EB1 are two i.i.d. Gaussian random vetctors ergodically, so λ is on

average even larger in this case, which indicates Eve could more easily be detected.

This matches the intuitive thought that if the adversary is more active (attacking both

Alice and Bob), it will take higher risk to be caught. Due to this reason and the fact

that Eve actually could not benefit much from attacking Bob, we stay put the case

that only Alice is attacked.

After detection, Bob will feed back the result to Alice. It is then important for

Alice to know how to react to the detection result. If it shows no pilot spoofing attack,

Alice can continue MRT in data transmission. When the result indicates the attack,

Alice should have a backup plan to recover the secure transmission.

6.3 Secure Transmission

In this section, the procedure of re-achieving the secure data transmission is introduced.
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6.3.1 Estimation of Illegitimate Channels

Firstly, Bob feeds the detection result back to Alice along with h̃B when the result

implies the pilot spoofing attack. Alice then utilizes h̃B as the correct estimation of

hB, and without loss of generality, we could rewrite

hB = h̃B + εd. (6.41)

Next, Alice intends to obtain the estimation of hE. According to h′E =
√
PEhExupA,

we formate two estimations on hE, which are

ĥE =
ĥB − h̃B√
PExupA

= hE + εê, (6.42)

h̃E =
ĥB − h̃B√
PBxupA

=

√
PE
PB

hE + εẽ, (6.43)

where εê and εẽ, are the estimation error vectors with Gaussian distribution, respec-

tively, i.e., εê = εu−εd√
PExupA

∼ CN (0, σ2
εê

IM) and εẽ = εu−εd√
PBxupA

∼ CN (0, σ2
εẽ

IM). As PE

is usually unknown in realistic situations, we regard ĥE is the optimal estimation and

h̃E is the practical estimation result, which we have h̃E =
√
PE
PB

ĥE. Clearly, ĥE is more

accurate than h̃E as the channel estimation. With the knowledge of h̃B and ĥE (or

h̃E), Alice could apply secure beamforming that can maximize the achievable secrecy

rate denoted as Rs [34]. Let sd ∈ C1×Nd and Xd ∈ CM×Nd represent the data signal

before and after precoding, respectively.

Xd = wsd. (6.44)

The received signals at Bob and Eve are

yb =
√
PAhB

HXd + vb, (6.45)

ye =
√
PAhE

HXd + ve, (6.46)
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where vb and ve represent the Gaussian noise at Bob and Eve with zero mean and

variance σ2, respectively. Given (6.41) and (6.42), we may then rewrite

yb =
√
PA(h̃B + εd)

HXd + vb

=
√
PAh̃HBXd + (

√
PAεHd Xd + vb)

=
√
PAh̃HBXd + v′b, (6.47)

and

ye =
√
PA(ĥE + εê)

HXd + ve

=
√
PAĥHEXd + (

√
PAεHê Xd + ve)

=
√
PAĥHEXd + v′e, (6.48)

where εê =
√
PB
PE

εẽ. Based on the orthogonality principle of LMMSE, h̃B is uncorre-

lated with εd and the instantaneous SNR at Bob could be written as

SNRB =
PA‖wHh̃B‖2

PA‖wHεd‖2 + σ2
. (6.49)

To Eve, we have following lemma.

Lemma 7. Given (6.13), (6.19), (6.42) and (6.43), ĥE and h̃E are uncorrelated with

εê and εẽ, respectively.

To prove Lemma 7, it is equivalent to prove both ĥB and h̃B are uncorrelated with

εu and εd. According to

1. h′E is independent from εu and εd,

2. ĥ′B is independent from εd and uncorrelated with εu,

3. h̃B is independent from εu and uncorrelated with εd.
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Based on 1), 2) and (6.13), we can see that ĥB is uncorrelated with εu and εd. Based

on 3), h̃B is proved to be uncorrelated with εu and εd. Due to the fact that
√
PExupA

is a scalar value which does not affect the non-correlation, so the proof of Lemma 7 is

completed.

Therefore, we could represent the SNR of Eve as

SNRE =
PA‖wHĥE‖2

PA‖wHεê‖2 + σ2
. (6.50)

6.3.2 Secure Beamformer Design

Based on Lemma 7 in [117] and [118], the achievable secrecy rate Rs(w) could be

approximated as

Rs(w) = log2

(
1 + SNRB

1 + SNRE

)
≈ R′s(w), (6.51)

R′s(w) = log2

(
1 + α‖wHh̃B‖2

1 + β̂‖wHĥE‖2

)
, (6.52)

where α = PA/(PAσ2
εd

+ σ2) and β̂ = PA/(PAσ2
εê

+ σ2). For the tractable reason, we

target on maximizing R′s(w) by designing the secure beamformer w. R′s(w) could be

expressed as

R′s(w) = log2

[
wH(IM + αh̃Bh̃HB )w

wH(IM + β̂ĥEĥHE )w

]
. (6.53)

Due to the monotonicity of the log function, maximizing (6.53) is equivalent to the

following optimizing problem:

max
w

wH(IM + αh̃Bh̃HB )w

wH(IM + β̂ĥEĥHE )w
=

wHMw

wHNw
(6.54)

s.t. ‖w‖2 = 1,

M,N > 0.
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Note that (6.54) is a generalized Rayleigh quotient (GRQ) problem. In order to find

the optimal beamformer (denoted as wo) that maximizes the value of (6.54), we recall

the Lemma 1 introduced in Chapter 3.

Based on Lemma 1, we could easily find that the optimal secure beamformer which

achieves the largest R′s is the unit-norm generalized eigenvector corresponding to the

largest generalized eigenvalue of matrix pencil (M,N), i.e., wo = emax and R′s−max =

R′s(w
o) = log2(λmax).

Recall the fact that ĥE is our optimal estimation and h̃E is the practical channel

estimation, due to unknown PE. We could have R′′s(w) by replacing ĥE, εê with h̃E, εẽ

in (6.48), it then yields

R′′s(w) = log2

[
wH(IM + αh̃Bh̃HB )w

wH(IM + β̃h̃Eh̃HE )w

]
, (6.55)

where β̃ = PA/(PAσ2
εẽ

+ σ2). Therefore, in practical situations, we first obtain the

beamformer w∗ that maxinzes R′′s(w), and substitute it into (6.53) to evaluate the

actual achieved secrecy rate R′(w∗). According to Lemma 1, it is easy to observe that

w∗ is the unit-norm generalized eigenvector corresponding to the largest generalized

eigenvalue of matrix pencil (M,N′), where N′ = IM + β̃h̃Eh̃HE . Moreover, R′(w∗) could

be written as

R′(w∗) = log2

[
(w∗)H(IM + αh̃Bh̃HB )w∗

(w∗)H(IM + β̂ĥEĥHE )w∗

]
. (6.56)

We can conclude that

R′(wo) ≥ R′(w∗). (6.57)
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6.3.3 Discussions

The bound in (6.57) illustrates that R′(wo) could be regarded as an upper bound to

the achievable secrecy rate. So the remaining question is: under what condition that

we can achieve the equality in (6.57), or in another word, w∗ = wo ?

First, note that h̃E =
√
PE
PB

ĥE and εẽ =
√
PE
PB

εê. We can expand N and N′ as

N = IM + β̂ĥEĥHE , (6.58)

= IM + β̂
PB
PE

h̃Eh̃HE , (6.59)

= IM +
PA

PAPEPBσ
2
εê

+ PE
PB
σ2

h̃Eh̃HE , (6.60)

= IM +
PA

PAσ2
εẽ

+ PE
PB
σ2

h̃Eh̃HE , (6.61)

and

N′ = IM + β̃h̃Eh̃HE , (6.62)

= IM +
PA

PAσ2
εẽ

+ σ2
h̃Eh̃HE . (6.63)

It is obvious that N = N′ only if PB = PE. In this case, we can achieve wo = w∗.

However, what about the situation that PE 6= PB?

As w is generally unable to be written in the explicit expression, we will discuss

the design of w for two special cases: small PE (i.e., PEPB → 0) case and large PE (i.e.,

PE
PB
→∞) case. In the former case, we first generate

N′ = IM + β̃
PE
PB

ĥEĥHE ≈ IM , (6.64)

given that β̃ is a constant scalar value with fixed PA, N1 and N ′2. By observing (6.55),

the design of w∗ reduces to the MRT beamforming over h̃B, i.e., w∗ = h̃B/‖h̃B‖. Ap-

parently, such w∗ is not the optimal beamformer for (6.53), meaning that wo 6= w∗
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and R′(wo) > R′(w∗). It shows that in this case, we may not achieve the maximized

secrecy rate without knowing PE. However, according to Fig. 6.3, PE = PB is the

moment when Eve begins to generate a zero ergodic secrecy rate if there is no detec-

tion. This implies that from the adversary’s perspective, PE should not be very small;

otherwise, the adversary could not benefit much from the attack.

In the latter case of large PE, β̃ PEPB becomes very large. Based on (6.64) again, the

design of w∗ is basicly the zero-forcing (ZF) beamformer over ĥE, i.e., |ĥHEw∗| = 0,

and we derive w∗ from following problem

max
w

wHMw (6.65)

s.t. ‖w‖2 = 1,M,N > 0,

|ĥHEw∗| = 0.

Moreover, β̂ = PA/(PAσ2
εẽ
PB
PE

+ σ2) is also very large in this case. For the same reason,

the optimization problem (6.54) is equivalent to the above problem (6.65), suggesting

that w∗ = wo and R′s(w
∗) = R′s(w

o).

Therefore, we can conclude that the equality in (6.57) is achieved under two cases:

one is when PB = PE and the other is in the large PE region. It means that we can

achieve the optimal ergodic secrecy rate in these two cases even without the knowledge

of PE.

Finally, we could obtain the effective ergodic achievable secrecy rate, denoted as

C̄s, is

C̄s =
N −N1 −N2

N
E{PdR′s(w∗)}, (6.66)

=
N −N1 −N2

N
EhE{Pd}Eh̃B ,ĥE

{R′s(w∗)}, (6.67)

where Pd and R′s(w
∗) are given in (6.32) and (6.55), respectively. We assume that Eve

conducts the pilot spoofing attack during all the time frames, and positive secrecy rate
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is achieved only when the attack has been detected. We have hE ∼ CN (0, βEIM), and

due to the orthogonality principle of MMSE, we also have h̃B ∼ CN (0, (βB − σ2
εd

)IM)

and ĥE ∼ CN (0, (βE − σ2
εê

)IM). If Alice and Bob spend more time to estimate the

channel, i.e., larger N1, N2, it is easy to see that we could obtain more accurate ĥB, h̃B

and h̃E. Due to the smaller estimation error, we are able to achieve higher detection

probability Pd and larger secrecy rate R′s(w
∗). However, it is also obvious that longer

channel training phase will shrink the time for data transmission Nd. Therefore, there

exists a trade-off over N1 and N2, which is

max
N1,N2

C̄s (6.68)

s.t. N1, N2 > 0,

Nmax > N1 +N2 > 0,

where Nmax is the constraint for the total training length, and Nmax ≤ N . Due to

the complexity of Pd and R′s(w
∗), it is difficult to obtain the explicit expressions of

optimal N1, N2 that optimizes the effective ergodic secrecy rate C̄s. Thus, in Section

6.4, we provide a numerical method to explore and find the optimal N1, N2. Certainly,

designing a more effective approach to obtain the optimal N1, N2 is an interesting

problem for the future study.

6.4 Numerical Results

We conduct several computer simulations to verify our theoretical analysis and the

corresponding results are presented in this section. Every simulation result is obtained

by 104 times Monto Carlo experiments. Without loss of generality, the long-term fading

coefficients are set to be one, i.e., βB = βE = 1, and the power budgets at Alice and

Bob are 10 dB, i.e., PA = PB = 10 dB. The antenna number M = 4 if there is no

other specification. In the simulation, we will verify the impact of different power of
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Eve PE, different lengths (N1, N2) of uplink and downlink training.

Figure 6.4: Thresholds derived by simulation and theoretical analysis, PA = PB =
PE = 10 dB, M = 4.

As shown in Fig. 6.4, the threshold values based on simulation and theoretical

results are presented under different N1, N2 when PE = 10 dB. It is easy to observe

that both results are almost overlapping, which validates the accuracy of our theoretical

analysis. Moreover, the overlapping level when N1 = 100 is lower than that when

N1 = 500, which is understandable that the threshold will be more accurate with longer

training length. As N1 or N2 get larger, the threshold gets smaller. This is because a

larger training length will generate more accurate channel estimation results, and the

test statistic T under H0 will approach its mean value 0. Therefore, with a given Pfa,

the derived threshold becomes smaller.

Figure 6.5: Detection probability versus variable PE and different requirement of Pfa.
PA = PB = 10 dB, M = 4 and N1 = 100, N2 = 400.

The detection performance of our TWTD is given in Fig. 6.5, in which we present

three types of detection probability: 1) Pd obtained by simulations based on simulation

threshold; 2) Pd obtained by simulations based on theoretical threshold; 3) Pd derived

by theoretical analysis based on theoretical threshold. Given the false alarm probabil-

ities Pfa = 0.01, 0.001, the three detection probabilities are nearly overlapping. When

PE is larger than 0 dB, our detection probability is almost 1 which implies that our

TWTD could almost detect all the pilot spoofing attacks. Even when PE is small, like

PE = −10 dB, the detection probability is still over 90% and 80%, respectively.

Observe that the Pd achieved by simulations based on simulation threshold is usually

the smallest, it is because the simulation threshold is slightly larger than the theoretical

one (as seen in Fig. 6.4) which generates a relatively smaller detection probability. Due

to the same reason, the actual Pfa is also slightly larger than the required Pfa, e.g.,

Pfa = 0.011 when required one is 0.01 and Pfa = 0.0011 when required one is 0.001.
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Figure 6.6: Achievable Secrecy rate versus variable PE under different channel estima-
tion cases. PA = PB = 10 dB, M = 4 and N1 = 100, N2 = 400.

The performances of achievable secrecy rate by using our proposed two-way training

based scheme under practical channel estimation, optimal channel estimation and per-

fect CSI are illustrated in Fig. 6.6, and the one without detection is also presented as

a comparison. Clearly, we can achieve much higher secrecy rate by using the detection

and secure beamforming. More accurate channel conditions we have, the larger secrecy

rate we could obtain. This phenomenon is more obvious in the low PE region, e.g.,

when PE = 0 dB, the detection probability approaches 1 according to Fig. 6.5, and

the achievable secrecy rate with optimal channel estimation is larger than that with

practical channel estimation. However, when PE is large, e.g., PE > 10 dB, utilizing

the practical channel estimation could generate as large secrecy rate as that of optimal

channel estimation or perfect CSI. This validates our analysis in (6.65). Therefore, we

are able to achieve the maximal secrecy rate without knowing exact PE in this case.

Figure 6.7: Effective Secrecy rate versus different N1, N2. PA = PB = PE = 10 dB
and M = 4.

Figure 6.7 shows the effective secrecy rate achieved by different training length

N1, N2. We utilize a numerical method to solve the intractable problem in (6.68). We

first set the overall length of the time frame to be N = 15000, and the maximal allowed

length Nmax for training session is 600, i.e., N1 +N2 ≤ 600. N1 starts with a minimal

value 20 and increases by a fixed step size ∆N1 = 20 until it reaches its maximal value

N1m = 200. N2 follows a similar process only the step size become ∆N2 = ∆N1 ×M

and its maximal value becomes N2m = Nmax − N1m. For each pair of (N1, N2), we

calculate the corresponding effective secrecy rate and we are able to find the largest

effective secrecy rate and the optimal training length denoted as (N∗1 , N
∗
2 ). Obviously,

the accuracy of this numerical method is dependent on the step size, and a smaller

step size may improve the accuracy but consume more computational resources. In
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Fig. 6.7, it shows that the optimal N∗1 = 80, N∗2 = 120 and the largest C̄s = 4.6407

bits/s/Hz. We could observe that it does not consume all the available training length,

which suggests that a long training session is not necessary for achieving the maximal

effective secrecy rate.

6.5 Conclusion

In this chapter, we have studied an active eavesdropping problem, i.e., pilot spoofing

attack. A two-way training based scheme has been proposed to defend such attack. The

scheme first detects the attack by the unbalance of channel estimations at Alice and

Bob, and then formats the secure beamforming based on the estimations of legitimate

and illegitimate channels. It is shown that the proposed scheme could achieve a high

detection probability and recover the secure transmission at the same time. With the

further validation of numerical results, our two-way training based scheme has been

proven to be able to protect the confidential communication against the pilot spoofing

attack.



Chapter 7

Conclusions and Future Work

7.1 Conclusions

Achieving physical layer security in multiple-antenna wiretap channels is highly depen-

dent on the availability of the channel state information. With full knowledge of the le-

gitimate and illegitimate channels, the transmitter is able to design secure beamformer

to achieve the largest secrecy rate. However, the eavesdropper could deploy intelligent

attacks and steal the information rather than just using passive eavesdropping. In this

thesis, the problems of achieving physical layer security have been considered in both

the MISO wiretap channels and the cooperative relay wiretap channels when eaves-

dropper’s CSI is only statistically known. In addition, the pilot spoofing attack issue

has also been investigated due to its destructive impact to the secure transmission.

The physical layer security problem in MISO fading wiretap channels was first

studied by using precoding with artificial noise. For the case that the Eve’s channel

is available at Alice, the optimal ANaP strategy was proved to be reduced to the

conventional precoding strategy, i.e., all the transmit power should be utilized to the

information signal. While in the other case when the Eve’s channel is unknown at Alice,

we derived the optimal power allocation ratio between the information signal and the

artificial noise. Our analytical derivations have shown that this power ratio depends

128
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on the number of antennas and the transmit power at the transmitter. In particular,

when the available transmit power at Alice increases or the number of antennas at

Alice decreases, more power should be allocated to the artificial noise.

Furthermore, we have studied the secure transmission between the single-antenna

users with the assistance of a multiple-antenna relay node. The illegitimate channels

(from the transmitter or the relay node to the eavesdropper) were assumed only statis-

tically known and the relay node and the transmitter had individual power constraints.

Therefore, the ergodic secrecy rate was utilized as the optimizing objective. We have

introduced a new hybrid relay scheme, called relaying-and-jamming, together with two

other existing schemes: DF and CJ. The power splitting ratio ρ at the relay node

between the information signal and the artificial noise is the key parameter to opti-

mize to achieve the maximal achievable ergodic secrecy rate for RJ, which could be

found by a one-dimension search method. The expressions of ergodic secrecy rates by

using all three schemes have been derived to do the comparison in order to find the

optimal relay scheme. With the numerical results, we showed that the proposed RJ

scheme could achieve higher ergodic secrecy rate than that of DF or CJ when the relay

node has relatively larger energy. In other cases, the CJ scheme might provide better

performance.

In addition to the passive eavesdropping discussed in Chapters 3 and 4, we have

studied an active eavesdropping problem, i.e., pilot spoofing attack. The intelligent

eavesdropper could transmit the identical pilot signal as that of a legitimate receiver

to spoof the transmitter, gaining higher data rates in downlink transmission. Due to

the serious damages caused by such attacks, we first proposed the energy ratio detector

to help the legitimate users to detect such attacks. The ERD explores the asymmetry

of received signals’ power levels at Alice and Eve if there exists the pilot spoofing

attack. We showed that our proposed detector requires no significant modifications to

the existing pilot signal pattern or drastically revision of channel estimation process.
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Numerical results have validated that our ERD could detect the pilot spoofing attack

efficiently.

However, it is not enough to only detect of the pilot spoofing attack. The design

should also have the capability to recover secure transmission. Therefore, a two-way

training based scheme was proposed to fully defend such attack. The scheme first

detects the pilot spoofing attack based on the difference of channel estimation variations

at Alice and Bob. With the forward and reverse channel estimation results, it is able to

generate the estimation of the legitimate and illegitimate channels and further format

the secure beamforming based on such estimations. We have shown that the proposed

scheme could not only achieve a high detection probability but recover the secure

transmission at the same time.

7.2 Future Work

Among the issues studied in previous chapters, we have considered the case that the

receiver and the adversary are equipped with one antenna. The single-antenna deploy-

ment allows us to investigate the problem in a tractable way; otherwise it may become

extremely complicated. Due to similar reasons, in the relay wiretap channel model, the

single antenna set-up is normally applied to the legitimate and illegitimate receiver.

However, the multiple antennas deployment in the mobile users becomes common in

recent years. Moreover, the malicious eavesdropper is more powerful than a regular

receiver in some cases, especially when it is prepared to conduct certain kinds of active

attacks. Therefore, the multiple-antenna eavesdropper case is worth studying. Note

that the MIMO case has been studied like the secrecy capacity for a MIMO broadcast

channel model derived in [10] and the capacity for a Gaussian MIMO channel model

was derived [12]. Yet many problems are still open to address, e.g., designing the

beamformer for a MIMO fading wiretap channel, or how to quantify the achievable

secrecy rate under unknown illegitimate channel.
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Another future direction that is worth investigating is to address the physical layer

security in the future 5G networks [111]. Secure transmission is always needed in

every generation of wireless communication systems. Here we take three potential

techniques that may be applied in 5G wireless systems as examples: heterogeneous

networks (HetNet), massive MIMO and millimeter wave. The HetNet creates a multi-

tier topology where multiple nodes are deployed with dissimilar characteristics such

as transmit power budgets, coverage areas, and radio access technologies. Therefore,

utilizing the opportunities offered by the multi-tier topology, such as spatial modelling

of nodes, association of mobile users, and direct connection between devices, could be

an important part in the design of physical layer security. While in the massive MIMO

[110], by deploying a very large number of antennas (e.g. a few hundred) at base

stations to serve a huge number of users at the same time, massive MIMO keeps all the

benefits offered by traditional MIMO systems, but on a much larger scale. With the

consideration of applying physical layer security in massive MIMO, some challenges

like pilot contamination, power management, channel reciprocity and eavesdropper-

resistant signal processing, need to be tackled during the design process. With the

above discussion, we believe that the evolution to 5G is unstoppable and it will impose

a profound impact on how to achieve physical layer security.

Recently, practical design of physical layer design has been done [119], where the

first time a secure prototype is built based on the information theoretical secrecy. As a

researcher in this area, promoting the theory to practical is always a alluring direction

for future study.
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