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Abstract

The rapid progress in computational technology has led to the extensive generation
and processing of massive datasets, driving accelerated advancements. Energy-
efficient, high-capacity computational devices, integrated with intelligent algo-
rithms, can now operate in any environment. These devices are interconnected
using advanced communication technologies, contributing to the concept of the
Internet of Things (IoT). Ongoing research is geared towards developing efficient
devices and circuits to enhance computational speed while maximizing energy and
spatial efficiency. However, the commercial deployment of these computational
units necessitates significant financial investments and collaboration among ven-
dors at various levels. As participants seek to safeguard their contributions from
reverse engineering, the hardware systems cater to a diverse user base with vary-
ing security needs. The focus is currently on the Trusted Execution Environment
(TEE) as a means to protect runtime states and stored data during execution, based
on the Hardware Root of Trust (HROT) made up of hardware components that
establish trust. Common threats include side and covert channel attacks, fault at-
tacks, hardware trojans, reverse engineering techniques, unintentional design flaws,
and bugs. HROT development requires specialized hardware cryptographic prim-
itives and accelerators. Moreover, the exploration of emerging device technologies
presents opportunities for the development of new kinds of hardware cryptographic

primitives and accelerators for future intelligent hardware systems.

The first purpose of this thesis is to assess the potential security vulnerabilities
stemming from the use of commercial hardware in the deployment of cryptographic
schemes. The focus is particularly on the study of side-channel attacks on the im-
plementation of post-quantum cryptography (PQC) in hardware. The decision by
NIST to select CRYSTALS-Kyber as the exclusive candidate for standardizing Key
Encapsulation Mechanisms (KEMs) in the third round of the PQC standardization
process has paved the way for widespread integration of Kyber KEM across diverse

computational platforms and applications. NIST has urged for a more thorough

vi
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evaluation of the security of PQC schemes against side-channel attacks, actively
prompting the cryptographic community to investigate new attacks on lattice-based
schemes like Kyber KEM and to devise effective side-channel protection methods.
We present novel side-channel attacks that can efficiently uncover the secret key
of the Kyber KEM using fewer queries. Our experiments demonstrated enhance-
ments of around 2.89x and 7.65x in query counts compared to currently available
binary PC oracle attacks. Furthermore, a determined attacker could achieve even
greater improvements due to the adaptable nature of the proposed methods. Our
proposed attacks are accompanied by a comprehensive discussion, analysis, and

experimental validation.

The majority of contemporary device authentication and data transfer protocols
predominantly utilize security measures implemented through software, which are
resource-intensive and susceptible to persistent attackers with significant computa-
tional power. This underscores the inadequacy of software-based security mecha-
nisms for resource-constrained IoT devices, emphasizing the imperative for robust
hardware-based security solutions. The intricate and globally distributed nature
of the semiconductor industry’s supply chain necessitates rigorous scrutiny and
assurance management throughout fabrication and system integration processes.
Presently, research in hardware security predominantly focuses on the development
of security primitives that exploit manufacturing variations to address these chal-
lenges. This pursuit has given rise to advancements in hardware security primitives
such as True Random Number Generators (TRNG) and Physical Unclonable Func-
tions (PUF). The utilization of CMOS technologies to establish PUFs requires the
employment of error correction codes to guarantee reliable and unique outputs.
Moreover, the generation of multi-bit responses using CMOS technologies poses
a noteworthy technical challenge. In-memory computing architectures, which are
based on emerging non-volatile memory technologies like Resistive Random Access
Memory (RRAM), are currently under exploration due to their superior computa-
tional performance within constrained resource environments. Furthermore, these
technologies hold promise in providing foundational security primitives. In this dis-
sertation, we conduct an extensive examination of the most recent developments
in device technologies, particularly RRAM, with the goal of utilizing them for the
creation of hardware security primitives. We introduce novel implementations for
PUF and RNG utilizing memristive crossbars. Our focus is not only on enhanc-

ing performance but also on addressing critical challenges in hardware security
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attributes, such as writing-free reconfiguration and unified design. We undertook
an in-depth analysis of the characteristics of our proposed designs, utilizing stan-
dard evaluation criteria, including the NIST SP 800-22 test suite. Furthermore, we
systematically evaluated their resilience against machine learning attacks, ensuring

comprehensive assessment of the effectiveness of the designs.

Binarized neural networks (BNNs) represent a specialized class of deep neural net-
works designed to operate with reduced computational and energy requirements.
Recent research indicates that memristor-based in-memory computing architec-
tures have the potential to enhance the performance of BNNs compared to conven-
tional CMOS technologies. However, the non-volatile characteristics of memristors
in in-memory computing give rise to concerns about potential security vulnerabili-
ties, particularly in the event of physical access by malicious entities. Our final con-
tribution in this thesis is on utilizing newly developed hardware cryptomodules to
safeguard the trained model parameters of BNN when deployed in advanced RRAM
in-memory computing accelerators. We explore various protection methodologies,

detailing their respective circuit-level hardware designs and associated overheads.
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Chapter 1

Introduction

The recent proliferation of advanced computing is propelling the world towards
constant generation and analysis of massive amounts of data, leading to accel-
erated new breakthroughs [19]. Our current technological progress allows for the
deployment of energy-efficient, high computational capacity devices embedded with
intelligent algorithms in virtually any setting. The progress in communication tech-
nologies has enabled the connection of such devices to establish device-to-device
communication on a larger scale. We are categorizing this entire advancement as
an emerging paradigm of Internet of Things (IoT). Current research efforts are
primarily directed towards the development of devices and circuits aimed at accel-
erating computation speed, all the while maintaining energy and area efficiency.
The commercialization of these computational units requires substantial financial
investments, often leading to collaboration among vendors at various levels of trust
in the manufacturing process [20]. As a result, vendors involved in this develop-
ment view their contribution as assets and are compelled to protect their assets

from reverse engineering.

The diverse user base of the hardware system spans various backgrounds and re-
quirements, all unified in their demand for robust security measures to safeguard
their critical data. This brings us to the notion of trusted computing. The cur-
rent area of focus is the Trusted Execution Environment (TEE), which is being
explored to safeguard both runtime states and stored data during execution [21].
In the development of TEE, the essential foundation is the Hardware Root of Trust

(HROT), comprising hardware components that serve as the fundamental anchors
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for establishing trust [22|. The general threats encompass commonly explored side
and covert channel attacks, fault attacks, and hardware trojans [20]. Additionally,
evolving reverse engineering techniques and the presence of unintentional design
flaws and bugs also pose significant threats [23|. To develop HROT, we need var-
ious hardware cryptographic primitives and accelerators with specialized designs.
The ongoing exploration of emerging device technologies for the design of future
intelligent hardware systems presents numerous opportunities to develop new types

of hardware cryptographic primitives and accelerators.

NIST has selected CRYSTALS-Kyber [24] as the exclusive candidate for Key En-
capsulation Mechanism (KEM) in the third round of the Post-Quantum Cryptogra-
phy (PQC) standardization process. Kyber’s security is grounded in the established
Module Learning With Errors (MLWE) problem [25]. Kyber not only provides
robust theoretical security assurances but also outshines other PQC KEMS in im-
plementation performance [26]. Tt is expected that Kyber KEM will experience

widespread adoption across various platforms in the years to come.

The implementation of Kyber in embedded devices has been confirmed as a concrete
development. This has sparked worries about the susceptibility of Kyber to physical
attacks, specifically Side-Channel Attacks (SCA). NIST emphasized the need to
assess PQC schemes SCA, prompting the cryptographic community to scrutinize
the implementation details of different lattice-based schemes [26]. This led to
the discovery of new SCA attacks [27-29] and the development of appropriate
protection strategies [30, 31]. Our objective is to scrutinize the potential security
vulnerabilities arising from the use of commercial hardware in the implementation
of cryptographic schemes. Specifically, our focus is on investigating side-channel
attacks on PQC in hardware. In this thesis, we introduce an novel approach known
as parallel Plaintext-Checking (PC) oracle attacks tailored for LWE-based KEMs,
with a specific emphasis on targeting the Kyber KEM. Although we showcase all
our attacks on the Kyber KEM, we are confident that our methods can be adapted
to work with other LWE/LWR-based KEMs, such as Saber and FrodoKEM.

The present authentication and data transfer methods for devices rely heavily on
software-based cryptographic schemes. However, these security measures demand
significant system resources, which may not be practical for resource-constrained
[oT devices. Moreover, their dependence renders them susceptible to persistent

attackers with substantial computational capabilities, who could exploit physical
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information leaks or bypass security measures. Consequently, there is a growing
need for dependable hardware security solutions that can be integrated into these
devices [32]. The HROT is accountable for generating and maintaining all critical
cryptographic keys, and it is designed to withstand tampering attempts. Key com-
ponents of RoT comprise hardware security features such as Physical Unclonable
Function (PUF) and True Random Number Generator (TRNG).

Non-volatile memory (NVM) devices have attracted significant interest as a poten-
tial avenue for advancing computing architectures beyond the traditional Von Neu-
mann model. Notably, Resistive Random Access Memory (RRAM) has emerged as
a promising two-terminal device due to its distinctive metal-insulator-metal (MIM)
structure. The integration of RRAM is currently under active investigation for
potential applications in areas such as storage, in-memory multivalued logic pro-
cessing, neuromorphic computing, and security. The variability in RRAM array
structures poses a key challenge. While ongoing efforts aim to address stochastic
effects, it is noteworthy that these effects have been leveraged to establish hard-
ware security primitives[32]. Our objective is to comprehensively review the latest
advancements in device technologies, particularly RRAM, with the aim of employ-
ing them to develop hardware security features like Physical Unclonable Functions
(PUF) and Random Number Generators (RNG). We propose innovative designs
for PUF and RNG based on memristive crossbars. In addition to enhanced per-
formance, we will address critical issues in hardware security features, such as

writing-free reconfiguration and unified design.

The use of Deep Neural Networks (DNNs) is pervasive in numerous modern appli-
cations and holds considerable commercial value. However, the sensitive nature of
the training data and the substantial computational resources required for devel-
oping high-precision models make DNNs a form of proprietary intellectual prop-
erty that needs protection from unauthorized access. Deploying trained models
to specialized inference hardware at the network edge can be achieved through
conventional key exchange and encryption protocols to mitigate potential security
threats. Nevertheless, the susceptibility of extracting model parameters from the

inference hardware remains a significant concern in terms of security.

Binarized Neural Networks (BNNs) have emerged as a promising category of neural
networks in which both the weights and activations are restricted to values of +1

and -1. BNNs have gained attention for edge computing applications due to the
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binary computation during inference, which reduces computational complexities
and conserves energy. Integrating BNNs with emerging NVM devices, particularly
RRAM, is an active area of research aimed at enhancing inference performance.
Despite the challenge of non-ideal RRAM behavior hindering multi-bit computing,
BNNs require only two RRAM states, making them more resistant to variability.
Leveraging RRAM crossbars to implement BNNs offers the advantage of utilizing a
current comparator to eliminate the resource-intensive analog-to-digital converter,
thereby necessitating significantly fewer peripheral resources|33, 34]. Consequently,
RRAM-based BNN accelerators may be preferred over their multi-bit DNN coun-
terparts for edge implementations. To expedite the inference process, the deploy-
ment of BNN accelerators is anticipated primarily in edge devices. However, the
physical accessibility of accelerators to potential attackers renders them susceptible
to theft-related security breaches. Therefore, the use of newly developed crypto-
modules is proposed to safeguard neural network model parameters when deployed

in state-of-the-art RRAM in-memory computing accelerators.

1.1 Major Contributions

Our main contributions can be stated as follows:

e First part: We present a novel side-channel-assisted P-way parallel PC ora-
cle attack. These attacks can retrieve any P bits of secret key information
per query simultaneously, whereas current PC oracle attacks can only obtain
one bit per query. We found that current methods for developing chosen-
ciphertext queries to achieve the best possible key recovery in binary PC
oracle attacks may not always be the most effective for the suggested PC
oracle attacks in the parallel environment. As a result, we suggest improved
Binary Decision Trees (BDTs) to establish minimum limits for the number
of queries for the suggested attacks. We have also modified the binary side-
channel classifiers that were originally designed for the binary PC oracle
attack. We transformed them into multi-class classifiers that can handle any
2P number of classes, creating a practical P-way parallel PC oracle. We con-
ducted experiments to confirm the effectiveness of our attacks using the most
efficient implementation of the Kyber KEM in the pgm/ library [35|, which
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is a widely recognized framework for evaluating and testing PQC schemes
on the ARM Cortex-M4 microcontroller. We verified improvements ranging
from 2.89x to 7.65x compared to binary PC oracle attacks. It is worth not-
ing that further significant enhancements are feasible, as demonstrated later
in this paper. These advancements offer specific guidance to designers for
establishing secure key refresh rates in situations where an ephemeral set-
ting for key-exchange is not feasible. We have also performed an extensive
assessment of our attack’s capabilities in various attack scenarios, consider-
ing (1) the existence or non-existence of a clone device, and (2) the poten-
tial for partial key recovery for attackers with diverse offline computation
abilities. It is evident from our observations that our attack leads to sig-
nificantly substantial enhancements in trace numbers, particularly in cases
where the attacker can generate a large number of templates on the clone
device. We also experimentally confirmed that our attacks can be applied
to implementations safeguarded with low-cost countermeasures like shuffling.
Our attack produces the fewest number of traces when compared to current
chosen-ciphertext attacks involving side-channel assistance, which target the
shuffled implementation of Kyber KEM.

e Second part: We present a novel RRAM PUF design that enables one-time
reconfiguration without the need for write operations, allowing for the collec-
tion of reconfigured space prior to deployment. Furthermore, we propose the
incorporation of a post-processing block into our RRAM PUF to enhance its
attributes and resilience against machine learning attacks. Our approach in-
cludes a method for generating a RNG from the proposed PUF, leveraging a
1T1R crossbar to harness entropy derived from D2D HRS variations for both
functionalities. Additionally, we assess the quality of the random bit-stream
generated from the RNG using the NIST SP 800-22 test suite.

e Third part: We introduce novel weight transformation methods based on
PUFs to protect the model parameters of BNNs employed in memristive
crossbars. Our study includes hardware realizations of each technique, ac-
companied by in-depth discussions on their inference performance. Addition-

ally, we perform power analyses to gauge the resulting additional overhead.
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1.2 Outline of the Thesis

In Chapter 2, an overview and motivation of the research conducted in this thesis
on SCA for PQC KEMs are presented. Additionally, significant contributions are
highlighted, which will be further elaborated in the subsequent chapters.

In Chapter 3, a comprehensive analysis of the current literature on attacks on
PQC KEMs is undertaken. Furthermore, the fundamentals of the Kyber KEM are

established as a foundational framework.

In Chapter 4, we detail the attacker model and the proposed attack methodology

aimed at recovering multiple bits of information about the secret key with each

query.

Chapter 5 outlines the experimental setup used to validate the proposed attack.
This chapter also provides details on the obtained results for validation, offering

insight into the efficacy of the attack.

In Chapter 6, a comprehensive analysis is provided concerning the performance of
the proposed attack. The chapter also articulates the advantages of the attack,

emphasizing the heightened vulnerability it brings into focus.

In Chapter 7, we present a comprehensive summary of our findings on SCA in
LWE-based schemes.

In Chapter 8, a comprehensive analysis is presented, delving into the progress made
in hardware security primitives through the utilization of NVM device technologies,

particularly focusing on RRAM.

In Chapter 9, a novel PUF is presented, leveraging memristive crossbar technology.
The chapter also provides a detailed analysis of the PUF’s characteristics and

investigates potential machine learning attacks.

In Chapter 10, we present a methodology for building a unified PUF and RNG

design. We also provide a detailed analysis of its characteristics.

In Chapter 11, we delve into the significance of safeguarding BNN model parame-

ters and examine the current research on securing these parameters in memristive
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crossbars. We then establish the groundwork for BNN and its integration into mem-
ristive crossbar architecture, and scrutinize the potential attacker model. Subse-
quently, we present our method for securing BNN model parameters in memristive

crossbars, accompanied by a thorough performance analysis and validation.

Finally, Chapter 12 serves as a conclusion to the thesis work, summarizing our

significant contributions and outlining the direction for future work.
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Security beyond Classical: Quantum
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Synopsis

In this work, we propose generic and novel adaptations to the binary Plaintext-
Checking (PC) oracle based side-channel attacks for Kyber KEM. These attacks
operate in a chosen-ciphertext setting, and are fairly generic and easy to mount
on a given target, as the attacker requires very minimal information about the
target device. However, these attacks have an inherent disadvantage of requiring
a few thousand traces to perform full key recovery. This is due to the fact that
these attacks typically work by recovering a single bit of information about the
secret key per query/trace. In this respect, we propose novel parallel PC oracle
based side-channel attacks, which are capable of recovering a generic P number
of bits of information about the secret key in a single query/trace. We propose
novel techniques to build chosen-ciphertexts so as to efficiently realize a parallel
PC oracle for Kyber KEM. We also build a multi-class classifier, which is capable
of realizing a practical side-channel based parallel PC oracle with very high suc-
cess rate. We experimentally validated the proposed attacks (upto P = 10) on
the fastest implementation of unprotected Kyber KEM in the pgm4 library. Our
experiments yielded improvements in the range of 2.89x and 7.65x in the number
of queries, compared to state-of-the-art binary PC oracle attacks, while arbitrarily
higher improvements are possible for a motivated attacker, given the generic na-
ture of the proposed attacks. We further conduct a thorough study on applicability
to different scenarios, based on the presence/absence of a clone device, and also
partial key recovery. Finally, we also show that the proposed attacks are able to
achieve the lowest number of queries for key recovery, even for implementations
protected with low-cost countermeasures such as shuffling. Our work therefore,
concretely demonstrates the power of PC oracle attacks on Kyber KEM, thereby
stressing the need for concrete countermeasures such as masking for Kyber and
other lattice-based KEMs.



Chapter 2

Overview

NIST very recently announced results for the third round of the Post-Quantum
Cryptography (PQC) standardization process [25], in which CRYSTALS-Kyber [24]
was selected as the sole candidate for standardization of Key Encapsulation Mecha-
nisms (KEMs). The security of Kyber is based on the well known Module Learning
With Errors (MLWE) problem, and served as one of the most promising candidates
for KEMs in the NIST PQC process, owing to the confidence in its theoretical se-
curity guarantees, while also offering one of the best implementation performance
compared to other PQC based KEMs [26]. Thus, one can expect Kyber KEM to
be implemented and designed on a wide-variety of computational platforms and

applications, in the coming years.

In this respect, security of Kyber against physical attacks such as Side-Channel At-
tacks (SCA) naturally arises as an immediate concern, particularly for applications
involving embedded devices. NIST had also particularly encouraged more research
on analysing the security of PQC schemes against SCA [26]. The cryptographic
community has shown significant interest towards research on development of new
attacks on several lattice-based schemes including Kyber KEM [27-29], as well as
development of efficient side-channel protection techniques [30, 31]. While there
exists a wide variety of SCA particularly on Kyber KEM, we observe that they can

be broadly classified into two main categories.

Chapters 2 is published as Rajendran, G., Ravi, P., D’Anvers, J. P., Bhasin, S., & Chattopad-
hyay, A. (2023). Pushing the limits of generic side-channel attacks on LWE-based KEMs-parallel
PC oracle attacks on Kyber KEM and beyond. TACR Transactions on Cryptographic Hardware
and Embedded Systems.

10
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The first category of attacks only require a single trace or very few traces to perform
key recovery or message recovery [27, 36, 37|. However, these attacks typically
target very precise leakages from targeted operations within the scheme. They
typically require a fairly sophisticated setup, as well as a detailed knowledge of the
target device. Moreover, exploitation of such leakages on different implementations
and targets, is not very straightforward, and at the very least requires significant

adaptations.

The second category of attacks are more generic, and exploit inherent vulnerabili-
ties in the algorithm for key recovery, while remaining relatively somewhat agnostic
to the target/implementation. These generic attacks typically work by querying
the target device with chosen-ciphertexts, and subsequently utilizing leakage from
the decapsulation of chosen-ciphertexts as an oracle, to recover information about
the secret key [28, 38, 39]. However, such side-channel assisted chosen-ciphertext
attacks typically suffer from a disadvantage of requiring a few thousand queries for
key recovery. In particular, the attacks realizing such a Plaintext-Checking (PC)
oracle typically exploit 1-bit of information about the secret key (i.e.) binary PC
oracle, thereby requiring a few thousand queries/traces for full key recovery. Thus,
we observe a clear trade-off for both the categories of attacks, based on the ease of

mounting the attack versus number of traces for key recovery.

In this work, we attempt to bridge this gap through our proposal of parallel PC
oracle attacks for LWE-based KEMs, with main focus on Kyber KEM. While all
our attacks are demonstrated on Kyber KEM, we believe our attack can be adapted

to similar LWE/LWR-based KEMs such as Saber [40], FrodoKEM [41] etc. The

main contributions of our work are as follows:

1. We propose generic and novel adaptations of side-channel assisted binary PC
oracle-based attacks, referred to as P-way parallel PC oracle attacks, which
have the ability to simultaneously recover an arbitrary P number of bits of
information about the secret key per query, while state-of-the-art PC oracle

attacks are only capable of extracting one bit per query.

2. We identify that existing approaches to construct chosen-ciphertext queries
for optimal key recovery in the case of binary PC oracle attacks, are not

always optimal for the proposed PC oracle attacks in the parallel setting. We
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therefore propose improved constructions of Binary Decision Trees (BDTs)

to identify lower bounds for the number of queries for the proposed attacks.

3. We also adapt the binary side-channel classifiers used for the binary PC oracle
attack, to develop multi-class classifiers for an arbitrary 2 number of classes
to realize a practical P-way parallel PC oracle. We practically validated
that our multi-class classifier is able to uniquely classify between 1024 classes
(for P = 10) with 100% success rate. While higher values of P are possible
in theory, it is hard to estimate a bound on the highest value of P that is

possible to achieve in practice.

4. We experimentally validated our attacks on the fastest implementation of
Kyber KEM in the pgm4 library [35], a well known benchmarking and test-
ing framework for PQC schemes on the ARM Cortex-M4 microcontroller. We
practically validated improvements in the range of 2.89x and 7.65x, com-
pared to state-of-the-art binary PC oracle attacks. However, we note that
significant improvements are possible as shown later in the paper. Such im-
provements provide concrete inputs to a designer for determining safe key

refresh rates when ephemeral setting for key-exchange is not possible.

5. We also conduct a comprehensive analysis of the capabilities of our attack
in different attack scenarios, based on (1) the presence/absence of a clone
device and (2) partial key recovery for attackers with different capabilites
for offline computation. We observe that our attack brings about arbitrarily
high improvements in the number of traces, especially when the attacker can

construct a very high number of templates on the clone device

6. We also practically validated the applicability of our attacks to implementa-
tions protected with low-cost countermeasures such as shuffling. Our attack
yields the lowest number of traces compared to existing state-of-the-art side-
channel assisted chosen-ciphertext attacks targeting the shuffled implemen-
tation of Kyber KEM.

~ 25x improvement for an arbitrarily strong attacker capable of constructing 232 templates
on the clone device
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Preliminaries

3.1 Notation

We denote the ring of integers modulo ¢ € Z* as Z,. Elements in Z, are denoted
using lower case letters (i.e.) a € Z,, and the i bit of a € Z, is denoted as
a;. We use R, to denote the polynomial ring Z,[z]/(z" + 1) and polynomials in
R, are denoted using bold lower case letters (i.e.) a € R,. The i'" coefficient of
a € R, is denoted as ali]. A vector of polynomials in R, (ie.) Ri with k € Z*
is denoted using bold lower case letters, while a matrix of polynomials in R’;”
with (k,f) € Z* are denoted using bold upper case letters. The i*" polynomial of
ae R’qC is denoted as a;. Matrices and vectors of polynomials in R, are together
referred to as modules. The product of two polynomials a and b in R, is denoted
as ¢ = a-b € R,, while pointwise multiplication using o (i.e.) ¢ =aob € R,.
Byte arrays of length n are denoted as B™. The transpose of a matrix A is denoted

as AT. The NTT representation of a € R, is denoted as & € R,,.

Chapters 3 is published as Rajendran, G., Ravi, P., D’Anvers, J. P., Bhasin, S., Chattopad-
hyay, A. (2023). Pushing the limits of generic side-channel attacks on LWE-based KEMs-parallel
PC oracle attacks on Kyber KEM and beyond. IACR Transactions on Cryptographic Hardware
and Embedded Systems.

13
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3.2 Kyber KEM

Kyber is a chosen-ciphertext secure KEM (IND-CCA), built upon the hardness
of the Module-LWE (MLWE) problem. It offers three parameter sets, hereby
listed in increasing levels of security - (1) Kyber-512 (NIST Security Level 1),
(2) Kyber-768 (Level 3) and (3) Kyber-1024 (Level 5) with k£ = 2,3 and 4 respec-
tively. The CCA secure Kyber KEM is built upon a simpler chosen-plaintext secure
PKE (IND-CPA), denoted as CPA.Kyber PKE. Refer to Algorithm 1 for a simplified
description of the key-generation (CPA.KeyGen), encryption (CPA.Encrypt) and de-
cryption procedures (CPA.Decrypt) of CPA.Kyber PKE. Sample;; is used to denote
the operation sampling coefficients from a uniform distribution, Sampley to denote
sampling from a centered binomial distribution (CBD) and the function Expand,
to denote expanding a small seed into a uniformly random matrix in R’;Xk . The
function Compress(u, d) lossily compresses u € Z, into v € Zys with ¢ > 24, while

Decompress(v, d) extrapolates v € Zja into u' € Z,.

3.2.1 IND-CCA Security

The IND-CPA secure PKE is transformed into an IND-CCA secure KEM us-
ing a post-quantum variant of well-known Fujisaki-Okamoto transformation [42].
It involves the use of two hash functions (#,G) and a key-derivation function

KDF, forming a wrapper denoted as encapsulation (CCA.Encaps) and decapsula-
tion (CCA.Decaps) procedures of CCA.Kyber KEM (Refer Alg.2).

Within this framework, the encryption procedure is deterministic and depends
solely on the message m for a given public key pk. This is done by ensuring that
the seed input 7’ to the encryption procedure is derived by hashing m with pk (Line
4-5 in CCA.Encaps). In the decapsulation procedure (CCA.Decaps), the decrypted
message m is re-encrypted (Line 12-13) to generate the ciphertext ct’. The received
ciphertext ct is compared with ct’, and the valid shared key is generated (Line 17)
only if ¢t = ct’, denoting a valid ciphertext, else a pseudo-random key is generated
(invalid ciphertext). This enables to detect invalid/malicious ciphertexts, thereby
offering concrete protection against chosen-ciphertext attacks. We refer the reader
to [24] for more details on CCA secure Kyber KEM.
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Algorithm 1 CPA Secure Kyber PKE (Simplified)

10:
11:
12:
13:
14:
15:
16:
17:

18:
19:
20:
21:
22:
23:
24:

procedure CPA.KEYGEN
(seeda, seedp) € B* <~ Sample;;() > Generate uniform seeds seeda, seedp

'~

A € R « Expand(seed,) > Expand seedy into A
s,e € (RY x R,) < Sampleg(seedp, coins) > Sample s, e
$€ RE« NTT(s); & € RE < NTT(e) > NTT(s), NTT(e)
t=Aos+eé >t=A-s+ein NTT domain

Return (pk = (seed s, t), sk = (8))
end procedure

procedure CPA.ENCRYPT(pk, m € {0,1}*°, seedr € {0,1}**°)
A € R « Expand(seed,)

r,e;, e € (RE x RE x Ry) < Sample(seedp) > Sample r, eq, e,
P e RE— NTT(r) > NTT(r)
ue R INTT(AT oF) + ey >u=ATr+e;
v/ € Ry« INTT(t7 o %) + e, >v =tl 1+ ey
v € R, < v + Decompress(m, 1) > v = v + Encode(m)

Return ¢t = Compress(u, d;), Compress(v, ds)
end procedure

procedure CPA.DECRYPT(sk, ct)
(u,v) < Decompress(ct, dy, ds)

u=NTT(u)

m=v —INTT(aos) Pm=vVv-—u-s
m € R, <— Compress(m, 1) > Decoding m € R, into m € B*
Return m

end procedure

3.3 Prior Side-Channel Attacks and Motivation

LWE/LWR-based KEMs including Kyber KEM have been subjected to a wide

variety of side-channel attacks whose primary target is the long-term secret key

s used in the decapulation procedure. Recovery of a single secret key s leads to

compromise of all the corresponding session keys K, that were derived using s.

In this respect, we can broadly classify existing attacks on Kyber KEM into two

categories: (1) Target Operation Independent attacks (TO_Indep) and (2) Target
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Algorithm 2 CCA secure Kyber KEM

1: procedure CCA.ENCAPS(pk)

2. m <+ {0,1}*¢

3 m' = H(m)

4: (K',7") = G(m/||H(pk)) > Generate K’ and r’ using m and pk
5: ct = CPA.Encrypt(pk, m/, r")
6

7

8

K = KDF(K'||H(ct))
: Return (ct, K)
: end procedure

9: procedure CCA.DECAPS(sk, ct)
10: (pk, H(pk), z) < UnpackSK(sk)
11: m = CPA.Decrypt(sk, ct)

12: (K,r) = G(m, H(pk))

o

13: ct’ = CPA.Encrypt(pk, m,r) > Re Encrypt(m, pk) if (ct’ == ct) then
14:

Return K = KDF(K || H(ct')) > Ciphertext Comparison Success else
15:

Return K = KDF(z||H(ct')) > Ciphertext Comparison Failure
16:

17: end procedure

Operation Dependent (TO_Dep) attacks. TO Dep attacks are those that exploit
side-channel leakage from a specific targeted operation within the decapsulation
procedure [37, 43, 44]. On the other hand, TO Indep attacks are not limited to any
single operation, but can collectively exploit leakage from several operations within
the decapsulation procedure |28, 45, 46]. Moreover, TO Indep attacks are generic
and to a certain degree, agnostic to the target implementation, while TO Dep

attacks are more specific to the target device/implementation.

3.3.1 Target Operation Independent Attacks (TO Indep)

Several works have shown that an adversary with the ability to query the decap-
sulation device with chosen-ciphertexts can amplify side-channel leakage related
to the secret key|28, 45, 46]. The modus operandi of such attacks is as follows:
The attacker submits malformed ciphertexts ct to the decapsulation device, whose
corresponding decrypted message m has a close relation to the secet key s. An
attacker who can exploit side-channel leakage to recover information about m, in
effect instantiates an oracle which leads to recovery of s. These attacks can be

further classified into two categories:
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Plaintext-Checking (PC) Oracle-based SCA: D’Anvers et al. [45] demon-
strated that chosen-ciphertexts can be constructed to restrict the decrypted mes-
sage to a only two possible values (i.e.) m = 0 or m = 1, with the value of m
depending on targeted single coefficients of s. They utilized the timing side-channel
from variable time error correcting codes, to recover m (i.e.) Time(ECC _Decode(0))! =
Time(ECC_Decode(1)), thereby instantiating a Plaintext-Checking (PC) oracle.
Ravi et al. |28] subsequently generalized the attack to multiple LWE/LWR-based
KEMs including Kyber KEM through the EM side-channel. They showed that a
single bit change between m = 0 and m = 1 results in vastly different computations
in the re-encryption procedure, which can be easily distinguished in a single trace.
Every chosen-ciphertext query only enables recovery of a single bit information

about the secret s, thus full key recovery is only possible in a few thousand queries

(~ 2k — 3k).

Decryption-Failure (DF) Oracle-based SCA: These attacks work by submit-
ting perturbed ciphertexts ct’ = ct,aiq + € to the target, which induce a decryption
failure depending on the value of the secret key s. An attacker who can detect a
decryption failure (i.e.) m = myalg Or M = Minvaiid can construct linear hints about

the secret key, enabling full key recovery in a few thousand queries (5k — 6k).

Guo et al. [46] exploited variable time implementations of the ciphertext compari-
son operation in the decapsulation procedure (Line 14 in CCA.Decaps of Alg.2) to
instantiate a DF oracle, while subsequent works |29, 47| demonstrated exploitation
of the EM side-channel for key recovery. While these attacks specifically targeted
the ciphertext comparison operation for leakage, these attack can also exploit leak-
age from the entire re-encryption procedure of an unprotected implementation, to

easily distinguish between Re — Encrypt(myaid, pk) and Re — Encrypt(minvaiid, Pk ).

In essence, all the aforementioned attacks recover upto a single bit information
about the secret key sk, thereby instantiating a binary oracle, which requires a
few thousand queries for key recovery. These attacks are particularly attractive for
their inherent simplicity in performing key recovery, where the attacker requires

very minimal information about the underlying target.



Chapter 3. Preliminaries 18

3.3.2 Target Operation Dependent Attacks (TO Dep)

These attacks target leakage from specific leaky operations in the decapsulation

procedure for key recovery. We discuss two major types of attacks.

Targeting Message Encoding/Decoding Operation: Several attacks have
targeted the message encoding (Line 15 of CPA.Encrypt in Alg.1) and message de-
coding (Line 22 of CPA.Decrypt) operations, enabling recovery of the entire message
m in a single trace |27, 37, 48, 49|. These attacks mainly exploit very fine leakages
from manipulations of single bits of the sensitive message m, enabling full message
recovery. Xu et al. [43] showed that the aforementioned leakage can be exploited
to instantiate a Full Decryption (FD) oracle in a chosen-ciphertext setting. This
enabled full key recovery in only 6 queries for Kyber512. Adaptations of the same
attack has also been demonstrated on masked and shuffled implementations of
Kyber KEM (36, 49].

While these attacks consume very few queries for full key recovery, they suffer from
inherent disadvantages. Firstly, they exploit very fine leakages from single bit ma-
nipulations of the message. Thus, leakage is limited to single clock cycles or very
few samples for each message bit, thereby naturally being sensitive to acquisition
noise (SNR), as shown in [27]. Moreover, it is not clear if similar leakages can be
exploited on complex devices with features such as heavy parallelism, deep pipelin-

ing and inherent jitter, especially given the sensitivity of these attacks to noise.

Targeting NTT Operation: Several attacks have targeted the Number Theo-
retic Transform (NTT), used for polynomial multiplication in Kyber KEM [44, 50].
These attacks enable full key recovery in a single trace or very few traces, exploit-
ing advanced algebraic side-channel techniques. However, they also suffer from the
same disadvantages of exploiting fine leakages from multiple targeted instructions,
while also requiring a sophisticated setup or a powerful side-channel adversary for
key recovery. While improved attacks to counter noise have been demonstrated [51],
the attacks still are relatively hard to implement. Moreover, the threat of the same

attack on more sophisticated platforms is not clear.
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3.3.3 Trade-off In TO Indep and TO Dep Attacks

We observe a very clear trade-off between the ease of attack and the number of
traces/queries to perform full key recovery. While TO_ Dep attacks only require
a handful of traces for key recovery, these attacks rely on very delicate leakages
from targeted operations/instructions for key recovery. However, TO Indep attacks
fall on the other side of the spectrum, with respect to ease of key recovery. The
attacks can exploit leakage from practically the entire re-encryption procedure, but
require traces/queries ranging in the few thousands for key recovery. The number of
queries is particularly important since refreshing the key pair is a common strategy
to reduce exposure of the key to possible classical /side-channel attacks [27|. Thus,
a natural question that arises is "whether it is possible to construct attacks that can
obtain the best of both worlds?" (i.e.) attacks that can exploit leakage independent

of the target operation, as well as enable efficient key recovery in very few queries.

In this work, we answer this question positively by proposing generic and novel
parallel Plaintext-Checking (PC) oracle based attacks, bringing about significant
improvement in number of queries in key recovery, compared to the binary PC
oracle attacks [28]. We lay main focus on improving the efficiency of simple and
generic side-channel attacks on unprotected implementations. Thus, masking is
naturally out of scope of this paper. Our work is motivated from the view point
of a designer, contemplating the decision to use heavy countermeasures such as
masking for SCA protection of Kyber [30, 31]. In this respect, our work attempts
to answer the question: "what is the simplest and most efficient attack on an
unprotected implementation, with a basic SCA setup and very limited knowledge

about the target?.

The ephemeral setting for KEMs used for key-exchange is often recommended,
where the public-private key pair (pk, sk) is refreshed for every new key-exchange.
However, it is not always practical due to huge performance overhead of frequent
key generation. Thus, the static key setting with regular refreshment of the key pair
is a more preferable setting, where the public-private key pair (pk, sk) is refreshed
once every X number of key-exchanges, where X is chosen by the designer. Here,
the static secret key sk is more exposed to the attacker due to its use in multiple
key-exchanges, compared to the ephemeral setting. If an attacker is able to recover
the secret key in Y number of key-exchanges where Y < X, then the remaining

Z = X — Y number of key-exchanges using the same secret key sk with other
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legitimate devices are compromised. This is because all corresponding session keys
can be recovered with the knowledge of sk. Lower the value of Y, higher is the
number of session keys that can be compromised by the attacker for a given secret
key sk. In this context, our proposed attacks which improve upon the number
of queries for key recovery provide concrete inputs to a designer for choosing an
appropriate key refresh rate. As we show later in Section 6, the impact of our
attacks depend upon different scenarios such as availability of clone device, ability

to perform offline computations after partial key-recovery etc.

In this work, we primarily focus on unprotected implementations, but our proposed
attacks also perform better than existing attacks on lightly protected implementa-
tions using countermeasures such as shuffling [27]. Refer to Fig.3.1 for an illustra-
tion of a qualitative comparison of reported SCA applicable to Kyber, with respect

to target dependency and number of traces.
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FI1GURE 3.1: Qualitative comparison of reported SCA applicable to Kyber, with
respect to target dependency and number of traces. Due to lack of space, we do
not list all the attacks in the different categories
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Improved PC Oracle-based CCA

4.1 Attacker Model

We assume that the attacker has physical access to the target device implementing
the decapsulation procedure of Kyber KEM. The attacker has the ability to query
the target device with chosen-ciphertexts ct of his/her choice. Moreover, prior
knowledge of the secret key of the DUT or detailed knowledge about the underlying
implementation such as the source code or compiled executable is not required. The
attacker also does not require the ability to profile the side-channel leakage of the
Device Under Test (DUT) with known keys. In the following, we explain the binary
PC oracle attack of Ravi et al. [28] on Kyber KEM, which serve as the basis of our

improved attacks.

4.2 Binary PC Oracle-based CCA

The attack works by recovering the secret key one coefficient at a time. We there-

fore demonstrate recovery of a single coefficient s[0], while other coefficients can be

Chapters 4 is published as Rajendran, G., Ravi, P., D’Anvers, J. P., Bhasin, S., Chattopad-
hyay, A. (2023). Pushing the limits of generic side-channel attacks on LWE-based KEMs-parallel
PC oracle attacks on Kyber KEM and beyond. IACR Transactions on Cryptographic Hardware
and Embedded Systems.
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recovered in a similar manner. For simplicity, we also assume that all the compo-
nents are only polynomials in R,, however the same technique can be extended to

higher dimensions (i.e.) RE.

4.2.1 Construction of Chosen-Ciphertexts

The attacker constructs chosen-ciphertexts ¢t = (u,v) € (R, X R,) as u = k,, - 2°
and v = k, - 2° where (k,, k,) € Z,. The corresponding decrypted message m is
given as:

Decode(k, — k, -s[0]) for i=0

m; = (4.1)

Decode(—k, - s[i]) for ie{l,n—1}
for i € [0,n — 1]. Thus, every bit m; of the decrypted message is only dependent
on the corresponding secret coefficient s[i]. Now, the attacker can choose values
for (k,, k,) such that:

F(s[0]), ifi=0
0, forl1<i<n-—1

where m can only take two possible values (i.e.) m = 0 and m = 1 (all bits except
LSB have a value of 0). Moreover, m = 0/1 for a given ct, solely depends upon the
value of s[0]. Here, F represents the relation between the secret coefficient s[0] and
m; such that multiple values of the tuple (k,, k,) can uniquely identify the value of
s[0] based on the corresponding value of m;. In other words, the attacker needs to
identify the appropriate values for the tuple (k,, k,) such that the corresponding
values for the message bit m; = 0/1 serves as a binary distinguisher for s[0] based
on m = 0/1. Thus, the value of m; = 0/1 serves as a binary plaintext checking

(PC) oracle for the attacker to obtain information about the secret coefficient s[0].

An attacker who can instantiate such a binary PC oracle through side-channels
can uniquely recover the secret coefficient s[0]. Similarly, other coefficients can be
recovered by exploiting the rotational property of polynomial multiplication in the
ring R,. Multiplying r € R, with 2P rotates r by p positions in an anti-cyclic

fashion [28]. Thus, for the chosen-ciphertext u = k,-2? and v = k,-z° with
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p € Z*, the first message bit mg is given as:

ky, — ky - s]0], ifp=20
ky —ky-(=sn—p]), for1<p<n-—1

while the other bits are fixed to a value of 0. Thus, changing the parameter p
ensures that mgy depends upon different secret coefficients of s, which can also be

recovered in the same manner as s|0].

4.2.2 Instantiating Binary PC Oracle through SCA

A close observation of the decapsulation procedure (CCA.Decaps in Alg.2) reveals
that the decrypted message m is hashed with the public-key (G in Line 12), and
its result r along with the message m is fed into the re-encryption procedure (Line
13). For brevity, we denote these operations together as Re Encrypt(m, pk). This
re-encryption procedure is deterministic and solely depends upon m for a given
public key pk. Thus, a single bit difference between m = 0 and m = 1 induces very
different computations throughout the re-encryption procedure. This amounts to a
few thousand leaky Points of Interest (Pol) which can be used to easily distinguish

between m = 0 and m = 1, thereby instantiating a binary PC oracle.

4.3 Optimizing the Number of Queries for Key-

Recovery

Ravi et al. [28] targeted the Round 2 specification of Kyber512 with secret coeffi-
cients in [—2, 2]. They utilized a non-adaptive approach to query the decapsulation
device with chosen-ciphertexts, thereby using 5 ciphertexts to recover a single co-
efficient in [—2,2], which is clearly suboptimal. Thus, subsequent works [52, 53]
proposed improved adaptive attacks to reduce the number of queries for key re-
covery. The most recent work of Qin et al. [54] proposed a systematic approach
to find the lower bounds for the number of queries. They propose to build a Bi-
nary Decision Tree (BDT), which can be traversed based on the oracle’s responses

m = 0/1 to efficiently recover the correct coefficient.
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FI1GURE 4.1: Optimal BDT for Kyber512 to minimise Qp;, for binary PC oracle-
based CCA

4.3.1 Construction of an Optimal BDT

The core idea to construct an optimal BDT is based on the observation that the
secret coefficients of Kyber follow a non-uniform CBD distribution. Thus, the op-
timal minimum for queries can be attained by constructing a non-uniform distin-
guisher with the following strategy: higher the frequency of a secret coefficient can-
didate, lower should be the number of queries for unique distinguishability. Thus,
the number of queries to uniquely recover a candidate is inversely proportional to

the probability of its occurrence.

N
F1GURE 4.2: Optimal BDT for Kyber768, Kyber1024 to minimise Qp;, for binary
PC oracle-based CCA

Let ¢, denote the number of queries to uniquely distinguish s[i| = x, and Pr(x)

denote the probability that a secret coefficient s[i] = x. Then, the objective is to
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build a BDT that yields a minimum for Qy;, which is given as:

O =3 4. -Pr(x) (1.4
i=—1

We adopted the technique of Qin et al. [54] to construct BDTs for all parameter
sets of Kyber. For our chosen-ciphertexts, we choose (k,, k,) = (208,208 - t) where
t € Z*. Refer to Figure.4.1 for the corresponding optimal BDT for Kyber512
with Qi = 2.5625, distinguishing every candidate in [—3,3] in not more than
4 queries. A node, edge and leaf of the BDT denotes a chosen-ciphertext query,
oracle response and a recovered secret coefficient respectively. The optimal BDT
for Kyber768 and Kyber1024 (with coefficients in [—2,2]) is shown in Figure.4.2,
with O, = 2.3125. Thus, the average number of queries for full key recovery is

given as:
Qattack = 28 k- Qbin (45)

Thus, Quitack amounts to 1312, 1776 and 2368 for Kyber512, Kyber768 and Kyber1024
respectively. We refer to the constructed trees as BDTmin ent, since the minimum
average number of queries is very similar to computation of a certain Shannon

entropy.

4.3.2 Critical Observations on the Binary PC Oracle-based
CCA

We make two critical observations on the binary PC oracle CCA.

1. Observation-1: The decrypted message m for the chosen-ciphertexts only con-

tains a single secret dependent message bit (i.e.) mo = 0/1, while all other
bits m; =0Vi={1,n—1}.

2. Observation-2: Leakage from the entire re-encryption procedure has only been
exploited to recover a single bit of m, and therefore the secret key s, especially

when there are a few thousand leakage points [28].

This motivates us to investigate if it is possible to recover multiple bits of infor-

mation about the secret key, exploiting leakage from the re-encryption procedure
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in a generic manner. In the following, we propose novel extensions of the binary
PC oracle attack, which parallelize secret key recovery in a generic and config-
urable manner. This yields significant improvements in the possible lower bounds

achievable for key recovery.

4.4 Parallel PC Oracle-based CCA

The core idea of our attack lies in constructing ciphertexts, such that multiple
targeted bits of the message m (i.e.) m; for i € {0,P — 1} (P € Z") depend
upon the P corresponding coefficients of the secret key. To achieve the same, we
choose u = 208-2° (i.e.) k, = 208 and v = 208-¢- (32=""" 27) where t € Z*
(i.e.) k, = 208-t. We explain our choice for the exact value for (u,v) later in this

section. Thus, the decrypted message m is given as:

Decode(208 -t — 208 -s[i]), ifi € [0,P —1]
Decode(—208 - s[i]), for i € [P,n — 1]

For the same values of ¢ used to build the optimal BDT (Fig.4.1-4.2), the decrypted

message m is given as:

e — F(s[i]), ifie[0,P—1] (4.7)
0, for i € [P,n — 1]

Thus, the first P bits of m are now dependent on the corresponding coefficients of
s, while all the other bits are fixed to 0. This technique is subtly different from
attacks exploiting the Full-Decryption (FD) oracle [27, 43], where all the bits of
m are dependent on the corresponding coefficients of s. However, our technique
allows us to control the number and position of the secret dependent message bits.
As seen later in Sec.5, this nuanced difference in approach allows to exploit leakage

from the re-encryption procedure, in a parallel as well as generic manner.

An adversary able to recover the correct value of the message (i.e.) m € [0,27 —1]
can simultaneously recover a configurable P bits of information about s. While
the binary PC oracle attack traverses one BDT in a single query (Fig.4.1-4.2), our
attack allows us to simultaneously traverse P distinct BDTs (BDT; for i € [0, P—1])
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in a single query, where each BDT; is traversed using the corresponding message bit
m;. This simultaneous traversal of P BDTs for P message bits m; for i € [0, P—1] is
made possible due to the choice of our chosen-ciphertexts. In particular, the value
of the ciphertext component u is fixed to u = 208 - 2°, while the coefficients of the
ciphertext component v (i.e.) the value of ¢ for v[i| = 208 -t with ¢ € [0, P — 1],
can be decided based on the traversed node of the corresponding BDT (i.e.) BDT;
and the corresponding message bit m;. We exhaustively searched for a single value
for the non-zero coefficient of u (i.e.) k, such that, simply changing v can yield
different oracle responses to uniquely identify all possible values for the secret
coefficients. In this manner, the traversal of all the P BDTs for the message bits

m; for i € [0, P — 1] can be made completely independent of one-another.

Thus, a generic number of P secret coefficients can be simultaneously recovered in
not more than 4 queries for Kyber512 using BDTmin_ent (Figure.4.1). Similarly, P
secret coefficients can be simultaneously recovered in not more than 3 queries for
Kyber768, Kyber1024 using BDTin ent (Figure.4.2). Similar to the binary attack,
the rotational property of polynomial multiplication can be used to recover different
P coeflicients at a time, thereby recovering the full key. We refer to P as the

parallelization factor and our attack as the P-way parallel PC oracle attack.

4.5 Optimal Key Recovery for P-way Parallel At-
tack

While the approach of Qin et al. [54] yields the lower bound for queries for the
binary attack, it is not clear if it is optimal in the P-way parallel attack. Our
intuition is based on the following observation. If we utilize BDTin ent (Figure.4.1)
for a 2-way parallel attack on Kyber512, then recovering two coefficients with a value
of (0,0) simultaneously, only requires two queries. However, pairs with values of
(—2,0) or (—3,0), can only be recovered in 4 queries, since —2 and —3 occur at
a higher depth in the BDT. Thus, the number of queries to recover a given set of
P random coefficients depends upon that coefficient in the set, with the maximum
depth in the BDT. Moreover, increasing the parallelization factor P, only increases
the probability of observing coefficients with a higher depth (e.g.) —2, -3, leading

to increase in average number of queries to recover a given set of P coefficients.
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4.5.1 More efficient BDTs for the P-way Parallel Attack

This leads us to hypothesize if BDTs with a lower depth yield lower average number
of queries for the P-way parallel attack, in particular for higher values of P. We
refer to Eqn.4.6 to construct our chosen-ciphertexts. After careful consideration of
all possible values of ¢t and corresponding m;, we construct a BDT with a depth of
3 (Figure.4.3), which is the lowest achievable depth for unique distinguishability of
coefficients in [—3, 3]. We also verified that it is not possible to build a BDT, with

lower entropy and a depth of 3. We refer to this alternate tree as BDTin depth-

t=3

NN
® 00 © O O

FIGURE 4.3: Optimal BDT (BDTmin_depth) for P-way parallel oracle attack on
Kyber512

We now derive an expression to compute the average number of queries to recover
a set of P random coefficients for a generic BDT. We introduce some notation to
explain our analysis. Refer to Figure.4.4 for the corresponding illustration of the
same. We use subtree to denote a tree with smaller depth starting from the root.
We use the notation st; to denote a subtree with depth d where the depth of the
root node is 0. So, for any BDT with maximum depth d, there are d + 1 such
subtrees (i.e.) {sto,st1,...,sts}. We denote the set of subtrees that contain at
least a single leaf (recovered coefficient) as V. The set of leaves in a given sub-tree
st; is denoted as Ly, and specifically the leaves in the last layer of the subtree
are denoted as My,. The average number of queries required to recover all P

coefficients using the tree BDT denoted as Q. is therefore given as:

Qset - Z X Rz (48)

Vst; €V
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where R; denotes the probability that a set of random P coefficients belong to L.,
with at least one coefficient in the set My,. With knowledge about the apriori
distribution of the secret coefficients, it is possible to compute Qj.; for any given

BDT.

Note that it might be possible to obtain a more efficient tree using all possible
P-tuples and not splitting into 2 branches after each node, but instead splitting
into 27 branches. While this approach might slightly further reduce the number of
queries needed during the attack, it requires a much higher number of templates
(one for each node). As such, trying to reach the optimal BDT-mindepth in the

P > 1 scenario is not always desirable.

V = {sty, st3}
La, = {0,1,2}
My, ={0,1,2}
Ly =41, =2,0,1,2)

\StQ M, ={-1,-2}
~

FIGURE 4.4: Illustration for calculation of Qe (i.e.) average number of queries
to recover P coefficients for a given BDT

Refer to Figure.4.5 for the plot of Q,.; for different values of P for Kyber512, for both
BDTmin ent (Figure.4.1) and BDTin deptn (Figure.4.3). We can clearly see that Qe
for our proposed BDTmin depth graph is lower than that of BDTyin ent for P > 3,

39

—* - Kyber512,BDTi,_depth

w
N

¢ Kyber512,BD Ty

-~ Kyber768/1024,BDT iy depih

w
[
N

w
w
L

e —— e —— e — —— — — - — — e — — —.

Average number of Queries Q,,
N w
© B
1

N
)
L

N
0

10

N
s 4
)}
©

Parallelization factor P

FIGURE 4.5: Average number of queries to recover P coefficients (i.e.) Qg
versus the parallelization factor P, for all parameter sets of Kyber
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FIGURE 4.6: Average number of queries Quuqck for full key recovery, versus
parallelization factor P for all parameter sets of Kyber

thereby confirming our hypothesis. Thus, our proposed BDT (i.e.) BDTmin depth
clearly yields fewer number of queries for Kyber512, compared to BDT iy ent for
P > 3. For the case of Kyber768 and Kyber1024, the secret coefficients lie in the
span of [—2,2]. Moroever, the same BDT used for the binary PC oracle attack
(i.e.) BDTpmin ent in Fig.4.2 can be used for both Kyber768 and Kyber1024. The
BDT has the minimum possible achievable depth of 3. Since the BDT already has
the lowest entropy as well as minimum depth, BDTin_ent yields the lowest number
of queries for the P-way parallel attack, for both Kyber768 and Kyber1024 (i.e.)
BDTmin ent = BDTmin depth- This therefore yields the same value for Q,;, for both
Kyber768 and Kyber1024 as shown in Fig.4.5.

Putting it all together, if an adversary has access to a perfect P-way PC oracle,
then the average number of queries for full key recovery, denoted as Q ek is given

as:

28
Qattack - [F] k- Qset (49)

Refer to Figure.4.6 for Q.0 versus the parallelization factor P, for all parameter
sets of Kyber. Our experimental simulations assuming a perfect P-way parallel PC
oracle yielded a 100% success rate in recovering the secret key for a generic value
of P. In the following, we demonstrate that an attacker can realize a very efficient
and practical P-way parallel PC oracle through exploitation of side-channel leakage

from the re-encryption procedure.
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Realizing a Side-Channel based
P-way Parallel PC Oracle

5.1 Experimental Setup

Our Device Under Test (DUT) is the STM32F407VG microcontroller, mounted on
the STM32F4DISCOVERY evaluation board. We target the fastest implementation
of Kyber KEM (méspeed version), taken from the public pgm4 library [35], a bench-
marking and testing framework for PQC schemes on the 32-bit ARM Cortex-M4
microcontroller. The target is clocked at 24 MHz. We utilize the Electromagnetic
Emanation (EM) side-channel for our experiments. We obtain EM leakage using
a near-field EM probe mounted on top of the chip, with the measurements col-
lected on a Lecroy HD6104 oscilloscope, using a sampling rate of 250 MSam /sec,
amplified 30dB with a pre-amplifier.

5.2 Side-Channel Methodology

Our task is to build a side-channel classifier for m € [0, 2" — 1], using leakage from

the re-encryption procedure (i.e.) Re Encrypt(m,pk). While prior works |28, 54]

Chapters 5 is published as Rajendran, G., Ravi, P., D’Anvers, J. P., Bhasin, S., Chattopad-
hyay, A. (2023). Pushing the limits of generic side-channel attacks on LWE-based KEMs-parallel
PC oracle attacks on Kyber KEM and beyond. TACR Transactions on Cryptographic Hardware
and Embedded Systems.
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utilized the same leakage to distinguish between m = 0 and m = 1, we demonstrate
that it is possible to classify an arbitrary number of values for m with a very high

accuracy.
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FIGURE 5.1: Welch’s t-test plot computed for Trg and Tr; for Kyber768

5.2.1 Building a Multi-Class Side-Channel Classifier

Our approach for multi-class classification, builds upon the binary classification
approach using the well-known Welch’s t-test [28]. We will briefly explain the
binary classification method, and subsequently explain our generic extensions to

arbitrary 2¥ number of classes.

The binary classification is done in two phases: (1) Pre-Processing Phase and
(2) Classification Phase. The pre-processing phase involves construction of side-
channel templates for each class 0 and 1. The subsequent classification phase uses
the templates to classify a given side-channel trace into one of the 2 classes. At no
point during any of the two phases, does the attacker require to operate the target

device with known secret keys.

Pre-Processing Phase: The adversary obtains T repeated measurements cor-
responding to Re Encrypt(m, pk) for both m = 0 and m = 1. This is done by
repeatedly querying the decapsulation device with valid ciphertexts for m = 0 and
m =1 (T times each). We denote the trace set for m =i as Tr;, and the complete
trace set as Tr = U= Tr;. The number of repeated measurements 7" is a parameter

of the experimental setup.
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e Dvery trace tr; in Tr is normalized by removing the mean and dividing by its

standard deviation to obtain t;.

e The Welch’s t-test is computed between Try and Tr; to detect univariate

leakage, based on Equation (5.1).

M1 — M2
o, 0

T T

t-value = (5.1)

where pu; and o; are the mean and standard deviation of trace set Tr;.

Refer to Figure.5.1 for the t-test plot between Try and Try for Kyber768 (T =
20 traces). The plot shows several peaks about the t-test threshold of +5,
clearly indicating significant difference between the two computations. In
particular, there are two distinct peaks (over multiple samples) with very
high t-test values. Upon inspection, we identified it to be the sampling of
polynomials of r from the CBD distribution (Line 11 of CPA.Encrypt in Alg.1).

The attacker however does not require this information to perform the attack.

e Those features/points whose absolute t-test value is greater than a chosen
threshold Thp are selected as the Points of Interest (Pol) set, denoted as P.
We do not have other criteria, apart from the t-test value to select the Pol.
The threshold value Thp, is also a parameter of the experimental setup and

is empirically determined.

e The set P is used to derive a reduced trace set for each class, which we denote
as Tr; for i € {0,1}, and the mean of the reduced trace set Tr; is the reduced
template m; p) for class ¢ with ¢ € {0,1}.

Thus, the reduced templates m(;py for i € {0,1} are the output of the pre-
processing phase. Since the target operation Re Encrypt(m,pk) depends upon
both the message m and the public key pk, the pre-processing phase is not one-

time, and therefore has to be carried out for every new public key.

Classification Phase: The reduced templates obtained from the pre-processing
phase are now used to classify a given trace tr for a chosen-ciphertext, into either

m = 0/1. The trace ¢r is first normalized, and the reduced trace t}, is obtained.



Chapter 5. Realizing a Side-Channel based P-way Parallel PC' Oracle 34

Then, the sum-of-squared difference I', is computed with the reduced template of

each class m; p) for i € {0,1} as follows:
FO = (t;; — m0779)—|— : (t;; — m0773) and Fl = (Zf;; — ml,p)T : (t;) — mLP). (52)

The trace tr belongs to the class with the least sum-of-squared difference (i.e.)
Class(tr) = 0if I'y < I'y, else Class(¢r) = 1. Thus, a single side-channel trace can be
used to distinguish between the two classes m = 0 and m = 1, thereby instantiating
a binary PC oracle. Refer to Figure.5.2 which shows clear distinguishability of a
sample trace tr into either of the two classes. The figures only show a short segment
of the reduced trace for better visual distinguishability, while the reduced templates
used for our experiments span a few hundreds to few thousand points. We were
able to obtain a 100% success rate for the binary classification m = 0/1, as also

shown in Figure.5.2.
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FIGURE 5.2: Matching the reduced attack trace tr’ with the reduced templates
of the two classes m =0 and m =1



Chapter 5. Realizing a Side-Channel based P-way Parallel PC' Oracle 35

F1GURE 5.3: Illustration to classify the attack trace tr among 8 classes, m =
[0,7]

5.2.2 Towards Multi-Class Classification

Our approach towards multi-class classification is based on the observation that it
is possible to classify any two random values of m in the same manner, as m = 0/1.
This is rendered possible due to the diffusion property of hash functions used in
the re-encryption procedure. For an illustration, refer to Figure.5.4 for the t-test
based binary classification between m = 330 and m = 559, as illustration. It is well
known that unique identification of a particular candidate within a group is possi-
ble, if there exists a pairwise classifier for every possible pair of candidates [55]. For
a P-way parallel PC oracle attack, there are 27 possible classes for m. Thus, if we
are able to classify between any two pairs of m with m € [0, 2 —1], it is also possible
to uniquely identify the value of m. This applies for any generic value of P. Thus,

the P-way parallel PC oracle can be realized in two phases in the following manner.

Pre-Processing Phase: The adverary collects T repeated measurements cor-
responding to Re_ Encrypt(m, pk) for all 27 values of m € [0,27 —1]. The complete

trace set for all classes is denoted as Tr = UZ%P_ITQ.

Classification Phase: Given an attack trace tr, the adversary uses pairwise
binary classification similar to a knock-out tournament with 27 players. The cor-
rect class (resp. winner) is selected after (2 — 1) pairwise classifications (resp.
matches). A match in this context is nothing but binary classification of a given

trace tr between two classes m = x and m = y, which is denoted as Classify(x, y).
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Refer to Figure.5.3 for an illustration for 8 classes (i.e.) m = [0,7], where the

attack trace tr corresponds to m = 6.
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FIGURE 5.4: t-test plot and matching a given reduced attack trace tr’ corre-
ponding to class 330, against reduced templates for classes 330 and 559

This approach only requires h — 1 pairwise binary classifications for h classes, and
is optimal in terms of the number of pairwise classifications necessary for unique
distinguishability. There is another costlier approach, of doing pairwise classifi-
cation of all possible pairs of classes and adopting a majority voting approach to
select the correct class. However, this yields a much higher A2 binary classifications
for h classes. Thus, we adopt the former and more efficient approach for classifi-
cation. The aforementioned technique yields the correct candidate as long as the
correct candidate for m is correctly classified, when paired with any other value of
m € [0,2F —1]. This is similar to the case of having a player, who is capable of
winning against any other player in the tournament, and therefore emerges as the

winner.
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5.2.3 Experimental Validation

We validated our proposed attack on the speed optimized implementation of Kyber768
from the pgm4 library (Refer Sec.5.1 for the experimental setup). We were able
to achieve full key recovery with 100% success rate for a parallelization factor of
P =10 (1024 classes). We utilize T = 5 traces to build templates for each class,
which amounts to 5520 traces. While this is the maximum value of P used for our
experiments, it is possible to increase P to any arbitrary value. In this respect, we
also verified the success of binary classification of several pairs of messages with
P = 12 (i.e.) which amounts to 4096 classes. We were able to classify all the

collected pairs correctly with 100% accuracy.

The achieved success rate significantly depends upon the the experimental setup,
and particularly the SNR of the collected traces. For success rates below 100%
due to the effect of random noise, it is possible to utilize majority voting based
on multiple traces or utilize error correcting codes to encode the oracle responses
as shown in [36, 39] to enhance the success rate. Nevertheless, our experiments
provide sufficient evidence that there is enough information in the leakage avail-
able from the re-encryption procedure, that allows to recover a generic P bits of
information about the secret key, while prior works [28] underutilized leakage from
the re-encryption procedure to only recover a single bit. This is also due to the
fact that there are several hundred Pols for classification, to distinguish any pair

of values for m.

We also believe that an upper limit for P for perfect classification if exists, is
challenging to determine through experiments. It depends upon a variety of factors
such as the target device and target implemenation, Signal to Noise Ratio (SNR)
etc. Thus, it can only be determined empirically by attempting key recovery for
different values of P, which we leave for future work. However, we show later in
Section 6, that arbitrarily increasing P also exponentially increases the number of
traces for the pre-processing phase, thereby decreasing the relevance of the attack.
Moreover, we can see that our proposed attack is generic and clearly agnostic to
the target implementation, and requires almost no information about the design of

the target.
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Evaluating Total Cost for Key

Recovery

From an attacker’s perspective, the number of queries is the primary cost of the
attack, as he/she looks for key recovery with minimum possible interaction with
the target device. The cost of key recovery, therefore includes the number of queries
for the pre-processing phase denoted as Qyempiate, as well as for the classification
phase, denoted as Qusqeck- The pre-processing phase requires T' queries for each
of the 27 classes, which amounts to 27 - T queries. The number of queries in the
classification phase is nothing but the total number of chosen-ciphertext queries
for key recovery (Refer Eqn.4.8 and Fig.4.6 in Sec.4.4). Thus, the total number of

queries for key recovery denoted as Q. is given as:

Qtotal = Qtemplate + Qattack (61)
28
=207+ (?—I k- Qe (6.2)
6.1 Analysis for Partial Key Recovery

In a bid to reduce the number of traces, an attacker can also resort to recovering

m < (k-n) coefficients of Kyber, and recovering the remaining coefficients using

Chapters 6 is published as Rajendran, G., Ravi, P., D’Anvers, J. P., Bhasin, S., Chattopad-
hyay, A. (2023). Pushing the limits of generic side-channel attacks on LWE-based KEMs-parallel
PC oracle attacks on Kyber KEM and beyond. TACR Transactions on Cryptographic Hardware
and Embedded Systems.
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TABLE 6.1: Number of coefficients to be recovered, for scenarios considering
attackers with different offline computational capabilities

Full Recovery Partial Recovery 232 Partial Recovery 2%

Kyber512 512 354 184
Kyber768 768 667 463
Kyber1024 1024 1010 782

suitable lattice-based solvers in an offline manner. In this respect, we consider
three possible cases for an attacker with differing capabilities to perform offline

computations:

1. Full _Recovery - Full Key Recovery with 0 remaining offline computations.

2. Partial _Recovery 2% - Partial Key Recovery with 232 remaining offline com-

putations.

3. Partial Recovery 2% - Partial Key Recovery with 2% remaining offline com-

putations.

We utilized the leaky LWE estimator developed by Dachman-Soled et al. [56] to
estimate the number of coefficients to be recovered, to reduce the security strength
of Kyber to 232 and 24 respectively. The tool allows us to include exact or approxi-
mate hints and estimate the remaining cost to recover the secret. Refer to Table.6.1
for the exact number of coefficients to be recovered for the aforementioned attacker

scenarios.

6.2 On the Presence of Clone Device

A close observation of Eqn.6.2 to calculate the total number of queries Q.4 reveals
that the cost of pre-processing phase to generate templates cannot be ignored,
especially given that the pre-processing phase is required to be done for every new
public key. In this respect, we identify two possible scenarios, with respect to

whether or not the adversary has access to a clone device.
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6.2.1 With Clone Device

In this scenario, the adversary has access to a clone device. Thus, he/she can gener-
ate templates for Re Encrypt(m, pk) from the clone device, since the computations
only depend upon known values to the attacker (i.e.) m and pk. Thus, the pre-
processing phase is completely taken offline. By offline, we mean that templates
can be captured on the clone device, and the attacker only requires to capture
traces from the target device for the key recovery phase. In this case, the number

of queries to the target device, denoted as Qi4rger is nothing but:

Qtarget = Qattack (63)
28
=[=1 k- Q. 6.4
21k Qu (6.4)
Here, Qiempiate = 0 since the pre-processing phase is carried out on the clone

device.Thus, Qyarger Simply scales inversely with the parallelization factor P. Thus,
the lower bound for Qy4,4e; is only limited by the parallelization factor P achievable
on the given target device. We however recall that finding the exact limit on P is

very hard to achieve in practice.

Refer to Figure.6.2(a) for the plot of number of queries to the target versus P
for Kyber768, considering both full key recovery and partial key recovery. We can
clearly see that the number of queries scales inversely with increase in P. For the
experimentally verified case of P = 10, the attacker requires ~ 232 queries for full
key recovery, which improves over the state-of-the-art binary PC oracle attack [54]

by a factor of ~ 7.6x.

(Arbitarily) Best Case Scenario: We also consider an arbitarily strong at-
tacker capable of building 232 templates on the clone device. In this case, full
key recovery is possible in just 72 queries, which is an improvement by a factor of
~ 24.6 compared to the binary PC oracle attack. Naturally, we also observe better

improvements for the case of partial key recovery as seen in Table.6.2.



Chapter 6. Evaluating Total Cost for Key Recovery 41

1,000

900 {

800 -

600 -

500 -

Average total Queries Qtarget

400 A

1
Do
- =4 444
[T TR TR TR ]
[T TR TR TR
B oo h N
o /
/

O NV W
|
F Il
1l 49444 /

300

4 5 6 7 8
Parallelization factor P

N
w

FI1GURE 6.1: Total number of queries required for full key recovery for Kyber768
in the Scenario Without Clone versus the parallelization factor P, for different
values of T', where T is the number of traces per template

6.2.2 Without Clone Device

In this scenario, the adversary does not have access to a clone device. Recall that
our attack is possible even without knowledge of the key in pre-processing phase.
Thus, both the pre-processing as well as classification phase has to be carried out

directly on the target device. Here Qyqrger is nothing but:

Qtarget = Qtemplate + Qattack (65>
28
=27 T+ [5] k- Qua (6.6)

We can observe that Qiempiate Scales exponentially with P (i.e.) 27 and also in-
creases linearly with 7' (number of traces per template), while Qusqacr Scales in-
versely with P. Thus, there exists a fine trade-off between the cost of pre-processing
and classification phase. It is not possible to arbitrarily increase P to improve
Qtarget, as the cost of the pre-processing phase outweighs the cost of the classifica-
tion phase for higher values of P, unlike when attacker has access to clone device.
Refer to Figure.6.1 for the plot of number of queries versus the parallelization factor
P, for different values of T'. As expected, we observe a certain minima for number

of queries for each value of T' € [1, 10].
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We experimentally verified that full key recovery is possible with 7" = 5. For T = 5,
the parallelization factor P = 4 yields the lowest number of queries (i.e.) 613. This
is an improvement by a factor of ~ 2.89x compared to the binary PC oracle attack.
However, a lower value for T' could be achieved with a better experimental setup
with low acquisition noise. For the best possible scenario of 7" = 1 (single trace
per template), the parallelization factor P = 6 yields the lowest number of queries
(i.e.) 437, an improvement factor of ~ 4x compared to the binary PC oracle
attack. Refer to Figure.6.2(b) for the number of queries versus P, for T' = 5, for
both full key recovery and partial key recovery.
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parallelization factor P for Kyber768 (a) With clone device and (b) Without clone
device, and also considering partial key recovery and full key recovery
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TABLE 6.2: Tabulation of the total number of queries for key recovery for
Kyber768, considering attack scenarios with respect to clone device, as well as
the attacker’s offline computational capability.

Parallelization Factor P
With Clone Without Clone
T (1012 [324(T=5)[0(T 1)
Full Recovery 1776 | 232 | 197 | 72 613 137
Partial Recovery 232 | 1545 | 202 | 170 | 63 544 388
Partial Recovery 2% | 1073 | 140 | 120 | 45 402 290

6.3 Extensions to Lightly Protected Implementa-

tions

Given the heavy performance penalty of masking countermeasures for LWE /LWR-~
based KEMs with upto 3.1x in runtime as shown in [31], there is significant
interest in low-cost countermeasures to offer protection against known side-channel
attacks. One such approach is the shuffling countermeasure, which was proposed
to protect the message encoding procedure against single trace message recovery
attacks [37, 48]. Moreover, leakage from the message encoding procedure was also
shown to be exploitable for key recovery through the Full-Decryption (FD) oracle
attack in [43]. These attacks are capable of recovering 256 bits of information
from a single trace, thereby capable of message recovery in potentially less than

10 traces on unprotected implementations of Kyber KEM, especially in presence
of sufficiently high SNR.

In this respect, shuffling was proposed as a concrete countermeasure against attacks
targeting the message encoding procedure. Shuffling ensures that the attacker can
still recover all the 256 bits of the message, but not its correct order, thereby
offering protection against message recovery and also removing the presence of the
FD oracle. However, Ravi et al. [27] showed an attack on shuffling countermeasure
in a chosen-ciphertext setting and recover 1 targeted message bit per query. While
shuffling does not offer concrete protection, it at least prevents single trace message
recovery, and reduces the attacker’s capability to only recover a single bit per query,
which is equivalent to a binary PC oracle attack. This is the best known attack on
such a lightly protected shuffled implementation of Kyber KEM. Thus, a simple

shuffling countermeasure on the message encoding operation is able to increase the
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attacker’s effort from recovering the secret key in < 10 traces to a few thousand

traces.

However, we observe that our proposed parallel PC oracle attack is independent of
leakage from the shuffled message encoding operation. In fact, for our experiments
on the unprotected implementation, we utilized leakage only until sampling of
the ephemeral secret module r during the re-encryption procedure (Line 11 of
CPA.Encrypt in Alg.1). Thus, we do not utilize leakage from the message encoding
operation for our practical experiments. Thus, we hypothesize that our attack can
defeat the lightly protected implementation with the shuffled message encoding

operation, in the same manner as that of the unprotected implementation.

6.3.1 Experimental Results

We mounted our parallel PC oracle attack on the decapsulation procedure of Kyber
KEM, with a shuffled message encoding procedure. Confirming our hypothesis, we
were able to successfully recover the secret key in the same manner as the unpro-
tected implementation. The number of traces for key recovery, remains the same as
that of our attack on the unprotected implementation. We also experimentally val-
idated the capability to exhaustively recover all 27 possible values of the decrypted
message for a parallelization factor of P = 10, and we were able to correctly dis-
tinguish all classes only using single trace, thereby concretely demonstrating the
ability to distinguish between 2F possible values of the decrypted message. Fig-
ure.6.3 shows the t-test based classification between m = 3097 and m = 4000,
as illustration for our attack on the shuffling countermeasure. Thus, our parallel
PC oracle attack also serves an effective TO _Indep attack on the lightly protected

implementation with the shuffling countermeasure.

6.4 Differences from [1]

In a recent and independently developed work by Tanaka et al. [1], authors also
propose to recover multiple bits in parallel from a PC oracle attack. While the

objectives of [1] are aligned with our work, we few subtle differences.
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FIGURE 6.3: t-test plot and matching a given reduced attack trace tr corre-
ponding to class 4000, against reduced templates for classes 3997 and 4000 with
shuffling countermeasure

Number of Oracle Queries: We observe that the BDTs for optimal binary
PC oracle attack are not always optimal for the parallel PC oracle attack. We
demonstrate that BDTs with minimum depth (i.e.) BDT,in depen are optimal for
a high parallelization factor P, compared to BDTs with minimum entropy (i.e.)
BDTnin ent (Refer Section 4.5.1). However, [1] use the same BDTs that were used
for the binary PC oracle attack, to also perform their attack in the parallel setting.
Refer Tab.3(a) of [1]| for the BDT used to attack Kyber512 in the parallel setting
and Tab.9(a) of [57] for the BDT used to attack Kyber512 in the binary setting.
Thus, our approach to construct optimal BDTs for the parallel PC oracle attack
yields lower number of queries for Kyber, even in the presence of a perfect parallel
PC oracle.

Side-Channel based Oracle: The authors of |[1] utilized a multi-class classi-

fication neural network (NN) to realize a parallel PC oracle, while we utilize a
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simple ¢-test based classifier. We observe that the attacker needs to carry out the
pre-processing phase to create templates for every new public key, it is important
to minimize the sum of traces for the pre-processing phase and key recovery phase.
This is especially applicable in the scenario where the attacker does not have access
to a clone device. Thus, we chose t-test based classifier with an objective to reduce
the no. of traces during pre-processing phase, typically T' < 10 for each class. On
the other hand, NN-based classifiers are typically known to require a very high
number of traces for training. [1] utilize 1000 traces for training and 500 traces
for validation for each of the 2F classes. While NN-based classifiers are suitable for
training on the clone device (offline), they are sub-optimal when there is no access

to a clone device.

Moreover, we perform experiments on a full implementation of Kyber to real-
ize the parallel PC oracle, while [1| perform experiments on implementations of
SHAKE,SHA3 and AES. Thus, we are able to exploit leakage from several opera-
tions within the re-encryption procedure which enable us to yield a 100 % success

rate over single traces to realize a practical parallel PC oracle.

6.5 Applicability to other PQC schemes

While we present our parallel PC oracle attack for Kyber KEM, we also believe
that our attack can be adapted in a straightforward manner to other lattice-based
schemes such as Saber and Frodo. This is because our technique to construct
chosen-ciphertexts not only applies to Kyber, but to the broader framework of the
LPR encryption scheme [58|, which forms the core of several lattice-based KEMs
such as Kyber, Saber [40], NewHope [59], Round5 [60], LAC [61] and Frodo [41].
We recall that the binary PC oracle attacks proposed in several prior works |28, 38|
have been shown to be adaptable to several LWE /LWR-based schemes including
Kyber and Saber, albeit with appropriate changes in the actual value of the chosen-
ciphertexts and the number of queries for key recovery. We also experimentally
validated our attack on Saber through simulations of a perfect parallel PC oracle.
We would like to briefly sketch the idea to perform parallel PC oracle attack on
Saber.
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Similar to the chosen-ciphertexts for Kyber, we choose u = k,-2° and v =

ky - (Zizépfl) 2') where t € Z*. Thus, the decrypted message m is given as:

Decode(k, — k,, -s[i]), ifie [0,P —1]
Decode(—k, - s[i]), for i € [P,n — 1]

For the recommended parameters of Saber, the secret coefficients are in a slightly
larger range of [—4,4] compared to Kyber768 with coefficients in [—2,2]. Please
refer to Fig.6.4 for the BDT with minimum depth we were able to achieve for the

recommended parameter sets of Saber.

For (k, = 57) and different values for k, € [1,7], we were able to uniquely distin-
guish candidates for the secret coefficient in the range [—2, 4] in not more than 4
queries. However, we were not able to distinguish between candidates —3 and —4
using k, = 57. Thus, we have to utilize an additional query of (k,,k,) = (54,1)
to distinguish between —3 and —4. However, in case of Kyber, we were able to
distinguish all candidates between [—2, 2] using the same value of k,, in not more
than 3 queries (Refer Fig.4.2). We estimate that, for parallelization factor P = 10,
we would require approximately 390 queries in the key recovery phase for full key
recovery, compared to 232 for Kyber768 (Refer Tab.6.2). Thus, we can see that our
technique can be easily adapted to Saber, albeit with differences in the number
of traces for key recovery. Similarly, we believe our attack can also be adapted to
other LWE /LWR-based KEMs such as NewHope, Round5, LAC and Frodo which
are based on the LPR encryption scheme. However, adapting our attack to other
lattice-based schemes based on the NTRU paradigm such as NTRU [62], NTRU

Prime [63] is not trivial, and thus consider them as potential future work.
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Summary

In this work, we propose novel parallel PC oracle based side-channel attacks, which
are capable of recovering an arbitrary P number of bits of information about the
secret key in a single trace. We experimentally validated our attacks on the fastest
implementation of unprotected Kyber KEM in the pgm/ library. Our experiments
yielded improvements in the range of 2.89x and 7.65x in the number of queries,
compared to state-of-the-art binary PC oracle attacks, while arbitrarily high im-
provements are possible given the generic nature of the attack. We also show that
our proposed attacks are able to achieve the lowest number of queries for key re-
covery, even over implementations protected with low-cost countermeasures such
as shuffling. Masking serves as a concrete countermeasure against our proposed
attacks, and therefore we believe our work stresses the strong need to implement
masking countermeasures for lattice-based schemes, particularly for embedded ap-
plications. The future directions of our presented work are finding theoretical op-
timal attacks in the context of parallel PC oracle and applicability in the hardware

targets.

Chapters 7 is published as Rajendran, G., Ravi, P., D’Anvers, J. P., Bhasin, S., Chattopad-
hyay, A. (2023). Pushing the limits of generic side-channel attacks on LWE-based KEMs-parallel
PC oracle attacks on Kyber KEM and beyond. IACR Transactions on Cryptographic Hardware
and Embedded Systems.

49



Part 11

Security beyond CMOS: Emerging
NVM

20



Chapter 8

Literature Review

Synopsis

Nowadays advancements in the design of trusted system environment are rely-
ing on security provided by hardware-based primitives, while replacing resource-
hungry software security measures. Emerging non-volatile memory devices are
promising candidates to provide the required hardware security functionalities at
very low area-energy-runtime budget. Resistive random access memory (RRAM)
offers high-density integration with outstanding performance among the state-of-
the-art NVM devices. The RRAM device technology is currently getting significant
attention from both academia and industry for constructing beyond Von Neumann
architectures. This technology’s strength is its scalable two-terminal structure, the
availability of wide range of functional materials, and multi-bit storage capabil-
ity. The fluctuations in switching resistances, random telegraph noise, and sneak
path current are detrimental characteristics of RRAM integrations for storage and
in-memory computing applications, and more research focuses on alleviating these
effects. Interestingly, these characteristics make them suitable for designing secu-
rity hardware. In recent times, there has been significant progress in the design and
analysis of RRAM-based security primitives such as Physical Unclonable Function
(PUF), True Random Number Generator (TRNG) and hash function. This review

Chapter 8 is published as Rajendran, G., Banerjee, W., Chattopadhyay, A., Aly, M. M. S.
(2021). Application of resistive random access memory in hardware security: A review. Advanced
Electronic Materials, 7(12), 2100536.
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discusses the detailed developments in RRAM security and presents the demanded

security requirement and available opportunities to be explored.

8.1 Overview

The rapid digitalization and advancements in computational intelligence have pro-
pelled the world towards a data-driven society in the last decade. Ubiquitous
computing is a reality today, with the low power embedded devices deployed for
sensing, actuating and running intelligent decision-making algorithms. The ad-
vancement in wireless communication technologies such as WiFi, Bluetooth low
energy (BLE), 4G-LTE, LoRaWAN and recently 5G millimetre wave communica~
tion coupled with huge boost in the computing capabilities enable these devices to
exchange and process data both at the edge and cloud. This intelligent environ-
ment is now widely explored as the Internet of Things (IoT). One of the primary
concerns in this development is to security. Most of the available protocols and
encryption techniques for device authentication and data transfer are purely soft-
ware measures, thus presenting an opportunity for a determined attacker to bypass
those with higher computing power or uncover the secrets through information leak-
ages in physical forms. Furthermore, software-driven security demand high system
resources, which is unavailable in resource-constrained IoT devices, therefore ne-
cessitating robust hardware security solutions that can be integrated into those
devices. On the other hand, globalization of the semiconductor industry supply
chain mandates a careful auditing and trust management during the fabrication
and system integration process, which can very well benefit from the inherent ran-
domness in the manufacturing processes. Hence, hardware security research today
predominantly focuses on designing security primitives that tap onto the manu-
facturing variations, thereby constructing primitives like True Random Number
Generator (TRNG), Physical Unclonable Function (PUF) and cryptographic hash

functions.

The emerging non-volatile memory (NVM) devices such as resistive random-access
memory (RRAM), spin-transfer torque magnetic random-access memory (STT-
MRAM), spin-orbit torque magnetic random-access memory (SOT-MRAM) and
ferroelectric field-effect transistors (FeFET) are currently explored for building be-
yond Von Neumann architectures. Among them, RRAM is well established today.
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It is a two-terminal device commonly known for its metal-insulator-metal (MIM)
structure. This device technology’s strength is the available wide range of func-
tional materials that can be engineered for reliable resistive switching. It includes
binary transition metal oxides, 2D materials like graphene, perovskites and several
organic materials. The RRAM devices are demonstrated to be scalable below 10
nm|64] with an achievable switching time of fewer than 1 ns|65] and multibit stor-
age per cell[66]. These are the attributes commonly expected in the commercial

NVM market, and consequently, today’s major chip manufacturers are investing in
RRAM.

The RRAM integrations are being studied for storage, realizing in-memory multi-
valued logic processing, neuromorphic computing, and security applications. One
of the primary concerns in RRAM array structures is variability. The switching
resistances are not uniform between the devices and to the same device for ev-
ery programming cycle. The sneak path current through the unselected cells and
random telegraph noise are other major issues that disturb the array operation. In-
terestingly, even though most research work focuses on alleviating these stochastic
effects, yet these effects turn out to be valuable for constructing hardware security
primitives such as PUF, TRNG and hash function. There is significant progress
recently in this direction, and the RRAM security primitives are promising to be
integrated into resource constraint IoT systems. Most of the reviews till now lack
detailed developments in RRAM security in a systematic manner. This survey
aims to cover those aspects and present available opportunities. The rest of this
manuscript is organised as following. We introduce the RRAM cell operations
and their performance in section II. In section III, we first discuss the concepts
of TRNG, its implementations in cryptographic applications and the performance
benchmarking criteria. The later part of that section focuses on RRAM TRNG de-
velopments, comparison to other technologies and future opportunities. Similarly,
the concepts of PUF, implementations, benchmarking criteria, research progress,
comparison and future outlook are discussed in section IV. We discuss the hash
function, its requirements and the RRAM implementations in section V. Finally,
we present the general challenges in hardware security applications and summarise

the discussions.
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8.2 Basics of resistive random access memory

There are different mechanisms that govern the resistive switching of the memristor
devices. Nonetheless, the basic operation is still the same. Various types of resistive
switching, their design methodologies, and applications are summarized in Fig.8.1.
In general, a resistive switching device can switch from the high resistance state
(HRS) to the low resistance state (LRS) and vice-versa depending on the applied
set and reset voltages, respectively. The simple stack of RRAM can be designed
in diverse ways, essentially running permutations and combinations of structures
and materials. Detail about the engineering methodologies of RRAM is reviewed
previously by many research groups.|2, 67-71] Here we are focusing on the two most
common memristor types i.e. conductive bridge random access memory (CBRAM)
[66, 72-77] and oxide random access memory (OxRAM). [78-88] The CBRAM also
can be referred to as electrochemical metallization (ECM) cell, is based on the
metal cation migration process, and the OxRAM is based on the oxygen or oxygen

vacancy (Vo) migration process.

8.2.1 Metal-filament based Conductive bridge random ac-

cess memory

The cells based on CBRAM consists of electrochemically active and inert elec-
trodes separated by a solid electrolyte or insulator. The active electrode (AE)
gets oxidised and undergoes dissolution on the applied set bias voltage as detailed
in Fig.8.2. The high electric field now drifts the metal cations formed at the AE
through the separating layer. At the inert electrode surface, the cations get reduced,
and the nucleation process begins with the metal filament formation towards the
AE. When the filament reaches close to the AE, electron tunnelling begins, and
the cell is switched to the low resistance state (LRS) [72, 89, 90]. The opposite
polarity reset voltage is applied to rupture the conductive filament to switch back
to the high resistance state (HRS) [91, 92]. A higher voltage, called forming pro-
cess, is required to switch the virgin cell for the first time. It is often explained
by nanochannel formation in the insulating layer of CBRAM, which persists for
subsequent switching, [72, 93] and there are also studies in developing forming-free
CBRAM cells [94, 95]. In CBRAM devices, AE is the most crucial part to domi-

nate the switching. Due to faster electrochemically dissolving probability Ag and
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Cu are widely used for the AE. Other materials such as Al, Au, Zn, also has been
studied [96-98|. Liibben et al. investigated selecting the AE material based on
Gibbs free energy [99].
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FIGURE 8.1: a) Comparison of different emerging devices, their cell structure,
and applications. The RRAM is the most promising candidate for all applica-
tions. Especially, the variability issue of resistive switching arises from uncon-
trolled defect, makes it highly attractive for hardware security applications. b)
Schematic illustration of a 3 x 3 crossbar array of RRAM and different types
of I-V characteristics. The array can be extended in the horizontal and vertical
directions by increasing the density of devices. c¢) Materials and design of the
RRAM devices. Interestingly the defect engineering has the tremendous poten-
tial to modulate the entropy sources in RRAM devices for hardware security
applications. 2]
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FIGURE 8.2: Resistive switching mechanism of conductive bridge random access
memory.

The W and Pt are commonly used as the inert counter electrode, and the former
is well established at the industrial level |72, 100]. Some of the widely studied
switching layer materials are solid electrolytes such as chalcogenides of Ge, in-
cluding GeSx [101, 102, GeSex[103| and their Ag-doped [104], and other common
insulators including SiO2, TiO2, HfO2. In the electrolytes containing cations,
the reduction can happen readily at the counter electrode [105]. The traditional
CBRAM type devices are suffering with current-retention dilemma. The mini-
mum size of filament is limited to atomic dimension i.e. 1l-atom conductance,
comparable to Go = 2e2/h, is not suitable for low power automotive applications.
Recently, subquantum CBRAM devices are in the focus of academia and industry
research.[106, 107] Several materials including Te-based alloys are used to fabricate
subquantum CBRAM devices. Jameson et al.[108] reported that the reliability of
subquantum CBRAM can be improved from ZrTe/Al203 to HfTe/SiO2 devices.
However, Jiang et al.[109] have been used the randomness of subquantum-Ag/SiO2
based threshold switching devices for security applications. Dang et al.[110] have
reported Ag/MgOx/Ag based threshold switching devices for TRNG applications
with 1400 bits. Hence, depending on the applications and its requirements the
CBRAM type devices can be designed.
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8.3 Vacancy-filament based Oxide random access

memory

As the name suggests the switching in vacancy-filament based oxide random access
memory is dominated by the vacancy filament formation through the bias driven
movements of oxygen ions from the lattice sites. There are different explanations
given to the defects assisted switching mechanism involved in OxRAM. Menzel et
al. have reviewed some of the conduction mechanisms|[111]. Here we refer to a
commonly accepted description of their operation. In bipolar switching devices,
the electric field drifts the oxygen anions towards the anode by oxide layer soft
breakdown on the applied set bias. The conductive filament formed now, switch-
ing the device to LRS, is by the resultant oxygen vacancy defects created. Hence, it
is also called the valence change mechanism (VCM) cell. The top electrode is usu-
ally an oxidizable material such as Ti[112], TiN|[113], and the inert material such
as Pt, Au is used as the bottom electrode. Some of the commonly investigated
switching layer materials are HfOx|[114, 115],TiOx|116],AlO0x|117],TaOx[118|.The
virgin state cell’s available defects are not adequate for the conduction mechanism
though it can be tailored with material engineering. Hence, the forming process
with higher voltage is required to increase the defects, and it is utilized for sub-
sequent cycles[69, 119]. During the set operation, the migrated oxygen anions
react with anode material and form the interfacial layer, often referred to as the
oxygen-exchange layer [120, 121|. During reset operation with the opposite bias,
the electric field helps overcome the diffusion barrier at the interface oxide layer
to mobilize anions for partial rupturing of conductive filament,[122| and the device
now switches to HRS. If both the electrodes are inert, then the resistive switching
is generally unipolar type, and the switching is explained with the thermochemi-
cal mechanism (TCM). Nickel oxide (NiO)[123-125| is most widely investigated for
this unipolar behaviour. During the forming process, the dielectric breakdown is in-
duced thermally, and the resulting conductive filament formed is dominated by the
metallic phase transition of the oxide material. As with other mechanisms, the set
voltage required for subsequent cycles is lower compared to this forming step, and
in both the set and forming step, the current is limited by the current compliance.
This is not followed during the reset process, and the high current induced Joule
heating ruptures the conductive filament [126, 127|. Apart from the filamentary

switching there are several other type of resistive switching devices which usually
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refer as non-filamentary switching. Different types of resistive switching devices
are reviewed previously |2, 67-71|. Nevertheless, due to the filament formation in
the filamentary switching, it usually suffers with higher randomness as compared
to non-filamentary switching devices. Depending on the design of the RRAM de-
vices it is also possible to alter the switching behavior|86]. The performance of
the VCM type of devices can be controlled through the control of the oxygen va-
cancies or defects. The uncontrolled vacancy based devices produces randomness
which are extremely useful to design VCM-type systems for security applications.
Previously Lin et al.[128] have discussed the TaOx/HfOx-based 1T1R devices for
PUF applications. Apart from the typical memory switch devices, oxygen vacancy
based ovonic threshold switching devices are also verified for TRNG applications.
Recently, Kim et al.[129] have used stochastic self-oscillation behavior of Ti/N-
bOx /Pt based ovonic threshold switching device for TRNG with 130 Mbits, which
passed all NIST 800-22 random number tests.

8.3.1 Impact of hybrid filament in resistive switching

Recently several researchers [3, 130-132] have pointed out that instead of having
a pure metallic filament based ECM type device or Vo filament based VCM type
system, the RRAM devices having a mixed metal ions and Vo combined filament
has the potential to show highly efficient resistive switching performance. The
hybrid type mixed filament-based devices are generally termed as hybrid-RRAM.
Sassine et al.[132] has investigated the coupling of Vo’s and metal ions. To identify
the impact of Cu and Vo in Cu/Ta205 based RRAM devices during switching
process, the ToF-SIMS measurements were performed as shown in Fig.8.3(a,b) for
Cu and oxygen, respectively. In the ON state (LRS), the amount of Cu decreases in
the CuTe2Ge/Ti electrode side and increases inside Ta205. However, the situation
is different in the case of oxygen anions. The amount of oxygen is increases in the
CuTe2Ge/Ti electrode side and decrease inside Ta205. The Cu content diffusion
towards the bottom electrode side is a typical CBRAM type behavior. On the
other hand, the decreasing oxygen content in the dielectric layer is leading to the
formation of Vo and behaves like OxRAM. Here we must mention that both the Cu
and oxygen profile evolves with sputtering time under the application of external
bias. This type of device known as hybrid-RRAM as the filament is constructed by

diffused metal guided by formed Vo’s. Atomistic simulations combined with defect
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formation enthalpy and migration energy barrier were performed to understand the
most favorable form of the filament in the Cu-based hybrid-RRAM with various
dielectrics such as HfO2, Ta205, Al203, GdOx, etc... The formation energy i.e.
the total energy difference between an initial and a final state after introducing
a new defect is the lowest when the filament consisted with Cu interstitial next
to Vo i.e. CuiVo. During the memory operation, only CuiVo defect or both the
CuiVo and Vo defects can move. In the case of HfO2 dielectric, the formation
of Vo and CuiVo are more favorable. However, the formation of Cui and CuiVo
are favorable in the case of A1203, Ta205. Nevertheless, the formation of hybrid
filament (CuiVo) is energetically the most suitable in hybrid-RRAM devices. A
comparative study of diffusion barrier of Cui, Vo, and CuiVo defects in different
dielectrics are shown in Fig.8.3(c,d) for Cu/Al203 and Cu/HfO2, respectively.
Depending on the dielectric layer and device structure the construction of the
filament can change. In Cu/Al203 based devices the hybrid CuiVo is the most
favorable filament structure whereas, in the case of Cu/HfO2, both the Vo and

CuiVo are most favorable.

In another work Banerjee et al.[131] have reported that AgiVo based hybrid fila-
ment in Ag/HfO2 device is the most suitable to extend the device performance as
compared to any other type of device. Fig.8.3(e) shows the binding energy varia-
tion depending on the distance between Agi-Vo and on charge state. High binding
energy is estimated when the distance between Agi-Vo is 0.2 nm with similar
binding energy for charge state 3. The binding energy calculations with an excess
electron in Fig.8.3(f) shows that at least 2 excess electrons are required to main-
tain the positive binding energy i.e. high ON current when the filament is AgiVo
whereas, for a filament with only Agi the high ON current can be maintained with
lower excess electron. Therefore, to design a volatile threshold switch type device
AgiVo filament is the most suitable candidate. Here we must mention that due to
the higher diffusion probability of Ag ions as compared to Cu ions, Ag electrode
is a common electrode material to design volatile threshold switch. The AgiVo
based filament model is shown in Fig.8.3(g). The binding energy of such filament
is negative in the ionized state and defines the insulating density of state whereas
the positive binding energy is estimated when the filament neutralized with ex-
cess electron. The binding energy difference during ionized and metallic filament
is shown in Fig.8.3(h,i), respectively. The hybrid-filament of AgiVo can produce
highly efficient volatile threshold switching devices with ultra-low OFF current <
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in CuTe2Ge/Ta205 based devices. Energetically CuiVo filament is favorable in
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Copyright 2021, Wiley-VCH. e) Binding energy variation with Agi-Vo distance
and charge state. f) Binding energy variation with excess electron. g) The AgiVo
based hybrid-filament model in Ag/HfO2/Pt RRAM device. The binding energy
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hybrid-filament structure dependent j) threshold switching, k) memory switching,
1) resistance variation. m) The performance comparison for Ag-filament and
AgiVo-filament. j-m) Reproduced with permission.|3]

1 pA, high ON current 1 mA, ultra-high selectivity 109, steep-slop < 2 mV /dec
with excellent endurance >109 cycles. Point to be noted, the maximum endurance
of the devices is dependent of maximum selectivity and conductance. The interde-
pendency of selectivity and endurance is reported recently.[133]| A selectivity >1010
can be achieved but a selectivity of 108 is suitable to switch for longer cycles. In the
quest for a hybrid filament, the amount of Vo can play an important role. Unlike a
low Vo density which can produce a volatile threshold switch (shown in Fig.8.3(j)),
a high Vo density can produce tunable non-volatile memory switching (shown in
Fig.8.3(k)) behaviour having the same Ag/HfO2 based structure. [3] In general,
the tuning of resistance states in Ag-based memory switching devices is challenging
due to highly diffusive Ag electrode materials. But in the presence of modulated
Vo in HfO2 matrix, several shades of storage can be achieved even in Ag/HfO2
based memory devices. As shown in Fig.8.3(1), the resistance states can be con-

trolled with the variation of the set current compliance from 50 pA to 1 mA. A
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comparative study (Ag-based devices) Fig.8.3(m) shows that AgiVo based hybrid-
filament devices can achieve the best data retention >1010 sec, best endurance
>109 with a moderately high working memory >103. A similar for Cu-based HfO2
devices shows that high endurance of 1010 can be achieved with a working memory
of 103 for CuiVo based filament as compare to the normal CBRAM or OxRAM
devices.|132] Note that, the variability of the switching in hybrid-RRAM devices

can be controlled with tuning of defect density.

8.3.2 Emerging two-dimensional (2D) materials based resis-

tive switching devices

In the past several years, the researchers are rigorously focusing on the development
of two-dimensional (2D) materials-based RRAM devices. For detail about the
development and mechanism of 2D materials-based RRAM devices, the readers can
go through the following references [134-137]. The actual journey of 2D materials
in the RRAM system were started from graphene and then hexagonal boron nitride
(h-BN).|138-145] After that several other 2D materials have investigated for RRAM
such as MoS2, Si2Te3, WTe, etc.[5, 146, 147]. Interestingly graphene has been
used in RRAM devices in many ways such as electrode material, as the active
layer, a barrier layer, and so on. Lee et al.[148] have successfully scaled down the
electrode thickness to 0.3 nm by using an atomically thin graphene layer in the
vertically stacked 3D RRAM structure. The lowest power loss of those atomically
thin electrode devices attributed to the ultra-thin nature of the graphene electrode.
As an active layer in RRAM, graphene has been used with a monolayer or multi-
layer structure. Using a single graphene sheet, Wu et al.[149] have reported a
switching ratio > 106. Zhao et al.[4] has used nanopore graphene layer as a barrier
layer to Cu diffusion in Cu/nanohole-graphene/HfO2/Pt structure. The graphene
nanoholes were fabricated using electron-beam lithography followed by a plasma
etching process. The conductive atomic force microscopy (C-AFM) image under
voltage ramping measurement mode is shown in Fig.8.4(a). After forming process,
the conductive filament can be observed at a current state of 1.2 pA whereas
after the reset operation the conductive filament has not existed, confirming the
filamentary switching process in the fabricated devices. Further investigation of the
[-V performance shows the impact of nanohole-graphene over the control devices

(without nanohole-graphene) in Fig.8.4(b). The minimum operating current level
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of >50 pA is needed for the control devices to show memory switching. However,
the nanohole-graphene devices can show memory switching at a low current level of
200 nA. The reason behind this improvement is the localization of the conducting
filament formation. In control devices the Cu ion can diffuse abruptly from the
top Cu electrode, resulting in poor control over the filament formation. Unlike the
control devices, filament formation in nanohole-graphene devices is only possible
through the nanohole regions, which can make a stronger filament even at low
current levels. Furthermore, Wu et al. [139] have reported the possibility to utilize
graphene as a barrier layer without going through the costly nanohole patterning
process. The Ag/graphene/HfO2/Pt devices can perform as memory switching
at several pA current levels with good data retention as compared to the non-
graphene devices. Zhao et al.[143] have reported that using graphene barrier layer

it is possible to control switching at ultra-low power of femto-joule.
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FIGURE 8.4: a) The C-AFM analysis of filament forming in nanohole-graphene
based RRAM devices. b) A comparative study of electrical performance variation
using nanohole-graphene in RRAM devices. [4] ¢) The wafer scale integration of
Si2Te3 for RRAM applications.|5]

Apart from graphene-based devices, h-BN is also studied extensively in RRAM re-
search. Shi et al.[140| has reported h-BN-RRAM devices. The multi-layered h-BN
was confirmed through HRTEM analysis and the cross-sectional HRTEM image
of 5-7 layers and 15-18 layers based multi-layered h-BN devices were investigated.
The thickness of CVD grown h-BN layer can be modulated by process conditions
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like growth time, temperature, pressure, and gas flow. The physical analysis iden-
tifies that the h-BN stack contains native defect states with lattice disorders and
thickness fluctuations. Moreover, the lattice disorders generate defects across the
h-BN layer. The h-BN based devices can show volatile threshold switching and
nonvolatile memory switching at 1 nA and 1 pA, respectively. Recently Nikam
et al. [150] pointed out the possibility to control single atomic contact through
h-BN based RRAM devices. Wafer-scale single grain Si2Te3 based RRAM devices
are reported by Giri et al. [5] as shown in Fig.8.4(c). The HRTEM image of a
Si2Te3 thin film has a nice interface with Si, which is further confirmed by selected
area electron diffraction pattern indicates a perfect alignment of Si2Te3 to the
[00]] direction ((1)). A cross-section high-angle annular-dark-field STEM images of
the 3.6 nm thick Si2Te3 the film shows that all the Te atoms (bright spots) are
hexagonally-close packed ((2)). The fabrication was done in wafer-scale where the
diffraction spots from the Si2Te3 are labeled ((3)), which indicates the single grain
crystal Si2Te3 film over the whole wafer. The 9-unit mesh of Te coincides with the
10-unit mesh of Si, shows the perfect epitaxial alignment of the lattice ((4)). The
schematic of the fabricated Si2Te3 based RRAM devices are shown with the resis-
tive switching I-V characteristics ((5)). In this case, the vacancy filament or metal
filament is not the dominating switching method, however, structural changes may
be the origin of the high-speed resistive switching <100 ns. The switching variabil-
ity is the major concern of this kind of device. The progress of 2D material-based
RRAM device is also extended in security applications. Recently, Wen et al.[151]
have reported a few-atom-wide defect based h-BN-based TRNG with high degree
of randomness and high throughput of 1Mbit/s.

8.3.3 Design of resistive switching array

There are different RRAM array integration forms, such as 0T1R, 1T1R and
1D1R/1S1R. There are many reviews available on this, and hence, we present here
an overview of them[152, 153|. In the O-transistor 1-resistor structure, the RRAM
cell is directly sandwiched between the perpendicular metal wires, and hence the
cell size can be as small as 4F2. Here F is the technology node, i.e., the mini-
mum feature size. The main drawback of this integration is the sneak path current

which is the current that flows through the unselected cells and significantly affects



Chapter 8. Literature Review 64

the read operation. This can be overcome by transistor gating, which is the 1-
transistor 1-resistor (1T1R) integration, and the access transistor now controls the
cell. Although this structure is robust, the access transistor’s size highly impacts
the cell area limiting density. The other solution with better cell size is diode gat-
ing, where the diode is connected in series to the memristor. The 1D1R structure
is more suitable for unipolar memristors. However, for bipolar memristors, where
the opposite polarity voltage is needed for setting and resetting, bi-directional, or
zener diode is required, often referred to in the literature as 1S1R structure. This
structure is also currently being investigated for the 3D memristor crossbars for

high-density integrations [154].

8.3.4 Reliability of resistive switching

The reliability of the NVM devices is commonly assessed with data retention, en-
durance and random telegraph noise. Data retention signifies the NVM device’s
capability to maintain the stored data over time, and in RRAM devices, it is
the programmed resistance states. The data retention evaluations are generally
carried-out at higher operating conditions to accelerate the involved events|[155].
Few statistical modelling studies are available on RRAM retention|156], and im-
provement techniques such as HfO2/A1203 multilayer structures|157] and electrical
tuning[158] are now being widely explored. Endurance is another essential metric
that denotes the number of program /erase cycles, which can be performed on the
NVM device before failure occurs. It is often measured in commercial devices as
drive writes per day (DWPD). The RRAM devices are also showing significant
endurance improvement in comparing to commercial flash memories[159]. The
endurance of RRAM is largely discussed with its stack and conductive filament re-
lated mechanism. Chen et al. have investigated endurance degradation in RRAM
and discussed the possible failure mechanisms based on the loss of RHRS/RLRS
ratio, which is the window margin[160]. There are also some studies available now

in modelling RRAM endurance and the techniques to improve it [161-165].

Random telegraph noise (RTN) is one of the concerns of traditional semiconductor
technologies, and it is a significant issue with storage devices [166, 167], especially
threshold-voltage instability in flash memories [168, 169]. Several statistical stud-

ies were conducted to characterize and understand the physical origin of RTN,
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primarily based on the carrier trapping and de-trapping events at the defects [170—
172|. The RTN is also now more pronounced in RRAM affecting the read current
stability. Most of the available studies in modelling the RTN in RRAM are pri-
marily focused on two-level fluctuations and RTN dependence on the resistance
level [173-176]. The noise origin is generally explained by electron trapping and
de-trapping events and the fluctuations in oxygen vacancy movements close to the
filament [175, 177, 178]. Belmonte et al. showed through modelling and experi-
ments with Cu filament based CBRAM that RTN impact is lesser in CBRAM than
the OxRAM, which is attributed to the denser packaging of Cu than the oxygen

vacancy defects in the conductive filament. [179, 180|

8.3.5 Variability in RRAM

The common issues in RRAM integrations are the device to device (D2D) and cycle
to cycle (C2C) variations in switching resistance[181]. The major contributing fac-
tor to this non-uniformity is the stochastic nature of the conductive filament, which
is also impacted by the fabrication variations. In CBRAM devices, the conductive
filament growth has been observed experimentally[182], and several investigations
were conducted to analyse the variability during switching|183, 184]. Solutions
were explored to suppress this, such as alloying active electrodes|[185|, nanoinden-
tation to introduce the concentrated electric field[186], adding barrier layers|187],
and so on. In anion based devices, the stochasticity in the vacancy generation and
recombination also introduces the non-uniform switching resistance[188]. Degraeve
et al. has analysed some of the sources of this variability[189]. Several techniques
were also proposed to improve the switching uniformity, such as doping [190], em-
bedding nanocrystals in the oxide layer[191], introducing buffer layers[192], and so

on.

The above-discussed RTN, variability in switching resistances and sneak path cur-
rent are the major challenges currently being investigated in implementing RRAM
devices for storage and in-memory computing applications. However, this asso-
ciated stochastic nature makes RRAM notably suitable for security applications
such as TRNG, PUF and hash function. Most of the reviews till now discuss the

RRAM device level implementations and their performance|[193-195]. Here, we also
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present insight on the security application requirements and discuss the detailed

development in RRAM devices-based security architectures.

8.4 True Random Number Generator

Random Number Generation is the essential building block a security protocol, and
certainly contributes to the establishment of trust in evolving IoT systems. It is
often required to generate keys for security protocols to set up secure communica-
tion channels, for example, in Wireless Sensor Networks (WSN), and for intelligent
applications running at the edge [6, 196, 197|. True Random Number Generator
(TRNG), which relies on the physical entropy source, can generate these required
random numbers. There are a variety of analog and digital circuits that can harness
the physical processes, and therefore, natural entropy, for generating randomness.
Since some environmental /physical variation usually controls the source of natural
entropy, the TRNG is known to be ‘rate-limited or ‘blocking’. It hinders utilising
it directly for the applications and further demands high system resources, which
is unavailable in low power IoT devices [198]. This limitation is alleviated by the
deterministic algorithm based Pseudo-Random Number Generator (PRNG) to gen-
erate the random bitstream. Cryptographically secure PRNG (CSPRNG) requires
high entropy input seed meeting its security strength, and this seed determines
its internal state making the random number generation unpredictable [199]. The
TRNG’s role is now limited in generating only the seed, and PRNG subsequently

handles the random number generation.

8.4.1 TRNG in cryptographic applications

TRNGs are useful for various general-purpose and cryptographic applications,
and here, we focus on its security purpose implementations. Today, most of the
TRNGs are only employed in generating high entropy input seed for the determin-
istic CSPRNG algorithms, as mentioned earlier [199]. The required length of the
seed depends on the deterministic algorithm mechanism and the targeted security
strength that determines the number of operations needed to break the algorithm.
For example, random number generation based on the hash function SHA-224 with

a security strength of 192 bits, requires a seed of length 440 bits in order to meet the
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entropy requirement [198, 200, 201]. The input seed determines the internal state
of the CSPRNG, and once initiated, the algorithm can generate pseudo-random
sequences upon requests. It is recommended to regularly reseed the algorithm,
primarily to restore the forward and backward secrecy as it otherwise could be
compromised [6, 201, 202|. Thus, each seed has a finite period length, and it is
determined by the algorithm used and the number of random output sequences gen-
erated [201]. Generally, the number of requests made is monitored with a counter,
and when it reaches the set value, then reseeding is done. For the SHA-224 men-
tioned above, the recommended maximum number of requests between reseeding
is 248 [201]. The seed once used is not recommended to be used again for reseeding
when the generator is used cryptographic application. Hence, a truly independent
random sequence is required for reseeding. An example of random number genera-
tion implementation for the WSN nodes is shown in Fig.8.5[6]. Here, the received
packets bit error is used as the source of randomness and the initial seeding is
carried out before deployment. The major reasons for the CSPRNG assembly are
first, entropy harvesting often involves high energy consumption and second, it
has poor throughput due to several long processing steps such as harvesting and
conditioning.
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F1GURE 8.5: Block diagram of TinyRNG for wireless sensor nodes. Reproduced
with permission.|[6]

The random numbers are used for cryptographic key derivations, such as symmetric
key and generating asymmetric (public/private) key pairs. The symmetric keys are
utilised in data encryption with the popular Advanced Encryption Standard (AES)
and in Message Authentication Code (MAC), and asymmetric keys are widely
used for digital signature schemes. National Institute of Standards and Technol-

ogy (NIST) has also provided guidelines for cryptographic key generation|[203].
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Cryptographic algorithms like AES also demand considerable system resource, and
hence, there is growing interest now in the development of the lightweight cryp-
tographic algorithms. High throughput and energy-efficient TRNGs are required
in most security applications other than low power IoT systems like in vehicular
systems shown in the Fig.8.6[7|. Today, many commercial microcontrollers used for
resource-constrained applications, such as PSoC 64Bx[204] and STM32F412[205],
already support TRNG and can be deployed directly for applications.
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FIGURE 8.6: Overall vehicular full security hardware module architecture.
Adapted with permission.|7]

8.4.2 Performance benchmarking

NIST and Bundesamt fiir Sicherheit in der Informationstechnik (BSI) have provided
clear guidelines for designing the random number generators[201, 202]|. Designers
can use these guidelines to design and validate their generator for cryptographic
application usage from the statistical front [206]. The revised NIST test suite in-
cludes 15 statistical tests to study the entropy in the generated stream of bits. It
is recommended to run all the tests on the bitstream to identify if there are any
local non-randomness. Each test computes a P-value that implies the associated
closeness of randomness towards the null hypothesis, and ideally, it should be equal
to 1. A significance level, often a value in the range between 0.001 and 0.01, is
chosen as the minimum acceptance mark, and any P-value below this is consid-
ered unacceptable. NIST has further provided the entropy source model shown in
Fig.8.7, which includes noise source to derive the randomness, optional condition-
ing components to remove the bias in the derived bits and health tests to ensure the
generator continues to work as intended [8]. The addition of more post-processing

components worsen the throughput and also increase energy consumption. Hence,
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other than statistical analysis, the TRNG designers should also consider bench-
marking throughput and energy consumption. When deployed, the TRNGs can be
exposed to extreme operating conditions. The quality of the random bit stream
generated is still expected to meet the statistical requirement as it otherwise could
compromise the strength of the security protocols that rely on them. Therefore, it
is also essential to report the robustness of the entropy source at various operating
conditions. An analysis with the combination of the criteria mentioned above can
signify the economy of the TRNG for system-level integrations. The throughput
in several implementations is enhanced by operating devices in parallel [9], which
could significantly impact the area and energy budget. Hence, TRNG is charac-
terized by metrics such as throughput per area, energy efficiency over throughput

as we report in the following.

Analog
Conditioning
components [optional]
Q"“- ........
4 ‘A o
0101001010101
random bit stream

[unbiased]

FIGURE 8.7: Entropy source model to design TRNG.|§|

8.4.3 RRAM TRNG implementations

The cycle-to-cycle variations in the switching of RRAM devices and the noise in the

read current are the two catetories of entropy source that were commonly explored
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for the generation of random numbers, as shown in Fig.8.8. Wei et al [9]. demon-
strated a TRNG based on TaOx RRAM in 1T1R configuration utilising 1/f noise.
The current fluctuation in 1/f noise and the corresponding power spectral densities
for different resistance states were studied. The difference in noise current at the
LRS was used to generate the random number as it had wider current difference
distribution than HRS. Thus, the random bitstream is generated by comparing the
digitized adjacent current values, as shown in Fig.8.9a). The demonstrated TRNG
can successfully pass the NIST SP800-22 randomness tests for a temperature range
from -40°C to 125°C.

| Entropy sources |
Noise in the read Cycle to cycle
current [151] variations in the
switching
Set and reset Required number Switching
speed [152:47] of pulses [153] current [154]

FIGURE 8.8: Harvested entropy sources in RRAM for random number genera-
tion.
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FIGURE 8.9: a) Random bitstream generation by comparing adjacent noise cur-
rent values at LRS. Reproduced with permission.[9] b) Standalone volatile RRAM
TRNG based on switching delay time.

The SET and RESET speed variation caused due to the fluctuation in trapping and
de-trapping of oxygen vacancies was explored to generate the random bitstream.
Yang et al. [207] exploited the cycle to cycle variation in reset speed of AlOx/WOx
bilayer stack RRAM and demonstrated the TRNG with the throughput of 8 Mb/s.
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The reset speed variation is calculated by clock cycles with the 20-bit counter, and
its value after the reset endpoint is captured and truncated to output the random
bit stream. A standalone TRNG based on Ag: SiO2 diffusive memristor utilising
the stochasticity in the switching delay time was also reported 144[47]. One of
the claimed merits of this structure is the self-reset process due to the device’s
volatile nature, which could reduce energy consumption. The circuit complexity
of this TRNG is comparatively low, and it relies mainly on the comparator, logic
AND gate and counter other than the memristor itself, as shown in Fig.8.9 b).
The series resistor voltage increases after the stochastic delay time on the applied
voltage pulse to the memristor, which affects the comparator’s output pulse width.
This variation in pulse width is utilised to generate the random bit by logic AND
operation with the high-frequency clock signal that flips the counter’s binary state
at the rising edge.

Lin et al.[10] presented the HfOx based TRNG by exploiting the cycle to cycle
variation in the number of pulses required of the SET and RESET process. The
random bit is generated based on the parity of the number of pulses needed for
one SET and RESET switching cycle. The one bit counter captures the parity of
the pulse number, and the D flip flop generates the random number at the end
of the cycle by sampling the final state of the counter, as shown in Fig.8.10. The
TRNG passed all the 15 NIST tests with the throughput per cell of 1 Mb/s and
claimed better endurance. Recently, the TRNG design utilizing the entire HfOx
RRAM memory array to generate the random bit stream was also demonstrated
[208]. Here, all the RRAM cells were reset to HRS by individually addressing
each cell and then the entire array is activated with the limited input current.
Because of this limitation in the input current and the intrinsic device variations,
analogue resistance states were randomly distributed across the whole array. The
distribution is finally digitized by comparing it with the selected threshold value.
The XOR gate based post-processing is also implemented to improve the entropy,
and this TRNG passed 12 out of 15 NIST tests.

Table 8.1 presents a comparison among the state-of-the-art RRAM based TRNGs.
Most of the work done on RRAM TRNG is based on standalone and 1T1R inte-
gration. The fluctuations in noise current, variations in speed, pulse number, and
delay time of switching and analogue resistance variations by limited input cur-

rent were experimentally demonstrated as an entropy source to generate random
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Ficure 8.10: RRAM TRNG exploiting cycle to cycle pulse number

variations.[10]

bits. Few TRNGs were also able to generate high entropy random bitstream with-
out conditioning circuits. The bit rate of RRAM TRNGs can be further viewed

in terms of the harvested entropy source, as shown in Fig.8.11, and it is already

comparable to other matured technologies.

TABLE 8.1: Comparison of Demonstrated RRAM TRNGs

Year 2016 (9] 2017 [207] | 2017 [109] | 2019 [10] 2020 [208]
Technology 40 180 - - 130
[nm]
Entropy 1/f” noise | C2C reset | RRAM C2C pulse | RRAM
source speed vari- | switching number switching
ation delay time | variation current
RRAM inte- | 1T1R 1T1R Standalone | 1T1R 1T1IR
gration (volatile
device)
Switching TaO,, AlO, /WO, | Ag: SiOy HfO,, HfO,,
material bilayer
stack
Bit rate 32 Mb/s 8 Mb/s 6 kb/s 1.1 Mb/s| -
(per cell)

Energy Effi- | 0.04 nJ/bit | - - 3.51 pJ/bit | 138 pJ/bit
ciency
NIST tests All All All All 12
Test  condi- | -40 to 125 | - 25 to 85 -40 to 125 | -
tions [°C]
Post process | - No No No Yes (XOR

operation)
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FIGURE 8.11: Demonstrated TRNG bit rate based on harvested entropy source.
8.4.4 Comparison with other technologies

There are multiple practically demonstrated TRNG architectures based on conven-
tional as well as various emerging technologies. The TRNG based on jitter as an
entropy source is widely explored because of its feasibility to integrate into digital
circuits [11, 209-211|. The basic architecture of such TRNG consists of low and
high-frequency oscillators, which can be MOS compatible ring oscillators discussed
later in section 4.4 and a flip-flop for sampling, as shown in Fig.8.12a)[11]. The
high-frequency oscillator signal is sampled with the low frequency jittered oscillator
to generate the random bitstream. There are different schemes proposed for jitter
amplification and post-processing to remove bias and produce the truly random
bitstream, and they all require custom design circuits [11, 209, 211, 212]. However,
it is still challenging to pass all the NIST randomness tests [211, 213]. Another
commonly explored TRNG utilising jitter is based on the beat frequency detec-
tion (BFD) mechanism. Here, two identical ring oscillators are connected to the
D flip-flop. However, due to the influence of manufacturing variations, one oscilla-
tor oscillates slightly faster than the other. Hence, after certain intervals capturing
events occur that results in the change in the logic state of the flip-flop. The associ-
ated random jitter affects the interval every time, making it an entropy source that
can be utilised for random bit generation by integrating a counter to the flip flop.
The major challenges with this method are selecting the ring oscillators themselves,
and the requirement of post-processing as the generated bitstream is not truly ran-

dom. Several calibration methods based on mathematical modelling and design

Please note that the references in the figure should be identified from the published paper[32]
rather than using the numbering from the bibliography in this thesis.
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improvements were also explored to overcome these issues recently. [214-216] The
TRNG based on metastability of cross-coupled inverters or latches were also ex-
plored to generate the random bit stream [217|, as shown in Fig.8.12b). However,
the major limitation of this method is the device mismatches caused by the fabrica-
tion variations resulting in biased output. Hence, calibration and post-processing
techniques such as XOR operation, von Neumann corrector are needed to reduce
the bias [12, 218, 219]|. Other than these discussed implementations, few discrete
and analog-time chaos based TRNGs were also explored [220-222|. The primary
concern with multiple application scenarios with security as a requirement is tight
constraints on the area and energy budget, such as edge computing platforms, IoT
platforms and mobile handheld devices. Such devices are battery-driven, and the
deployed environment is also highly volatile. These necessitate the TRNG to be
equipped with a robust entropy source while offering high throughput and energy
efficiency in the smallest form factor. Notable advantages of RRAM in this con-
text are low power consumption and simultaneous usage as a storage application
in contrast to the CMOS-based implementations. These advantages facilitate the
TRNG design with RRAM to be tailored to meet the system constraints.|[223|

Among the emerging NVM technologies, STT and SOT-MRAM and FeFET were
also investigated for implementing TRNG. In STT-MRAM, entropy associated
with switching probability and switching time were exploited for random number
generation [224, 225|. A complex circuit to precisely control the current pulse’s
amplitude and duration is required in the former while the latter is affected by
the temperature variations. The stochasticity in the switching of SOT - MRAM
is also currently being explored for TRNG [226-228|, and similar to STT-MRAM,
the robustness of such devices is still a downside. By applying a voltage pulse
for which the probability of switching is 50%, the TRNG was demonstrated with
FeFET [229]. However, ferroelectric switching is again influenced by temperature,
which affects stability. RRAM based TRNG is more robust than these technologies
with the required high entropy, making it suitable for practical implementations.
Furthermore, the RRAM TRNG demonstrations show comparable improvement in
energy efficiency recently, as seen in Fig.8.13. More investigations are still needed
in designing the energy-efficient RRAM random bit generator that can potentially

be integrated into low power [oT systems.
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FIGURE 8.12: TRNG based on a) Jitter as the entropy source. Reproduced with
permission.[11] b) Metastability of cross-coupled inverters. [12]

8.4.5 Future outlook

The availability of a robust high entropy source is the primary requirement for con-
structing TRNG. It is not adequately available with conventional MOS technolo-
gies where the bitstream generated is biased and require postprocessing. However,
these technologies still offer decent throughput, and hence, it is used for seed gen-
eration currently. The emerging NVM technologies such as RRAM inherently have
high entropy source, and it is comparatively robust and scalable for high-density
integrations. The RRAM TRNGs can pass the NIST tests even without any post-
processing schemes. Nevertheless, throughput is still the hurdle when it comes to
practical applications. As discussed in the earlier sections, the TRNGs are resource
hungry as the entropy is harvested each time with the subsequent process for ran-
dom bit generation. If the TRNGs can overcome these issues, they can potentially
be an alternative for CSPRNGs, provided they are secured from attacks. One of
the future direction of RRAM TRNG is towards designing high throughput archi-
tectures. RRAM integration architectures such as 0T1R, 1'TnR, 1D1R and entropy
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source associated with it, including sneak path current, still need to be experimen-
tally investigated for random number generation. There is also a growing interest
in emerging monolithic 3D integration of RRAM array, which could be explored
to generate high throughput and energy-efficient random bitstream. Health tests
such as startup, continuous and on-demand tests are needed to be integrated into

the RRAM TRNG to monitor its operation, and it is currently unexplored.

8.5 Physical Unclonable Function

Physical Unclonable Function (PUF) is gaining significant attention for hardware
security applications in recent years. The concept of PUF was proposed as a
Physical Random Function to authenticate Integrated Circuits (ICs) [230]. The
basic idea is that a device-specific unique key can be derived each time rather than
storing a set of keys in the non-volatile memory. This method is more secure in
preventing the adversary from accessing the keys and also lightens the expense

of creating a safe storage space [231|. The working principle of PUF is that to

Please note that the references in the figure should be identified from the published paper[32]
rather than using the numbering from the bibliography in this thesis.
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compute the output response, which is the key, for the applied input challenge,
and it is referred to as the challenge-response pairs (CRPs), as shown in Fig.8.14.
It is often explained with the black-box model where the challenge vector from
the input space is mapped to the response vector in the output space, and the
mapping function here is completely unknown, one-way and unique to the device.
The function is associated with the device’s intrinsic properties, and the fabrication
variation can also induce such behaviour. For example, in RRAM devices, as
mentioned before, the stochastic nature of the conductive filament, which is also
influenced by fabrication variations, can result in different switching resistance
value to each device for the same programming pulse. These device variations can

be utilised in generating the key.

|
Challenge — PUF —— Response

Extraction circuit
‘ ‘ CRP space
Challenge | Response
Unique source of Reliable & unique 100010101 ( 110101
entropy random bitstring 110101101 101100

011010010 100100
010001000 010100

Similar desi p, sinitae . - Unclonable response
gn manufacturing > 6 SSaFRIGh
process
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i i ;@

Harvest performance
variation between the
manufactured devices

L7

F1GURE 8.14: Working principle—the PUF computes the response for the given
input challenge. The response is unique to the device, similar to the fingerprint
associated with the variation in the device’s performance characteristics.

The application of PUF is based on the available number of CRPs. We can classify
the PUF into two types based on the CRP size - weak and strong. The number of

CRPs supported by weak PUF is minimal, or one can loosely say that it is linearly
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dependent on the number of components subjected to the intrinsic variation. On
the other hand, strong PUF has a larger CRP space, which is ideally exponential to
the size of challenge bits [232, 233]. Hence, weak PUF must be secured, and access
restricted, which is not the case with strong PUF. In most circumstances, weak
PUFs are used as a substitute for storing the keys in NVM to restrict extraction,
and the derived key can be used for device identifications and some cryptographic
applications. Strong PUF is more versatile due to the larger CRP space and can
be used for secure authentication. The CRP is computed each time with a new

challenge in strong PUF, and generally, it is not reused.

8.5.1 PUF in cryptographic applications

PUF is explored for various security applications, of which, we discuss some of
the common implementations of strong and weak PUF. One of the applications of
strong PUF is authentication. The basic scheme is as follows. The verifier collects
the considerable or whole CRP space of the PUF and stores it in the secured
database with the entity’s identity. This is referred to as the enrolment phase.
During authentication, the entity sends its identity to the verifier. If the identity
matches the one in the database, the verifier chooses a random challenge from the
previously computed CRP space and sends it to the entity. The entity computes
the response with the PUF and presents it to the verifier. If the response matches
the stored one, the authentication is successful, and the session is established. The
used challenge is then removed from the database to avoid reply attacks. The major
difficulties of this basic scheme are that the verifier needs a more extensive database
to store many CRPs and method for mutual authentication. These problems are
even pronounced in the IoT environment [234]. To overcome this issue, several
solutions are being explored [13, 235-237| currently, such as the one proposed
for TIoT systems shown in Fig.8.15 [13]. Instead of storing many CRPs, a single
response is computed before deployment here. During authentication, the server
uses this response to encrypt the message for verification and present it with a new
challenge to the deployed device. The device verifies the message using the response
computed from the PUF, computes the new response to the given challenge. This
generated response is then sent to the server as an encrypted message using the

previously known response. The server verifies and stores the new response for
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future authentication, and the session is established. This method reduces the

complexity of storing large CRPs and also facilitates mutual authentication.
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FIGURE 8.15: Authentication based on PUF for IoT system.|[13]

The weak PUF is also useful for practical implementations, especially in prevent-
ing counterfeiting, tampering, and ensuring device integrity [238-240]. Islam et
al. have proposed an IC traceability solution with PUF and blockchain technology
[239]. Recently privacy-preserving mutual authentication (PPMA) scheme shown
in Fig.8.16 is also gaining attention [14, 241, 242]. This implementation requires
both TRNG and PUF and hence, often explored as a unified design. Here, the
server generates a random string R1 through its TRNG and encrypts it with the
secret PUF secret ID and transmits it to the device. The IoT device decrypts the
message with its PUF and adds the entropy string R2 generated by its TRNG to
the string received. Then again, it encrypts similarly and sends the messages to
the server. The server decrypts and derives the original string from the encrypted
response. If the derived string matches with the original string R1, then the au-
thentication is successful. The advantage of this scheme is that a CRP can be used

multiple times.
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8.5.2 Performance benchmarking

The PUF is expected to meet specific requirements defined as uniformity, bit-
aliasing, uniqueness and reliability to be deployed for applications. These metrics

can be utilized to analyse the quality of the PUF statistically.

Uniformity: The PUF should generate an equal number of 0’s and 1’s in its

responses.
n

1
Uniformity = — > (R) x 100 (8.1)

i=1

Here, R; is the bit at the index “i” of the n-bit response. The expected value of
mean uniformity is 50% for truly random responses, and any value less and greater

than 50% shows that the generated responses are biased to 0 and 1, respectively.

Bit-aliasing: It denotes the inclination of different PUFs to produce a similar
response bit or, in other words, whether the particular response bit generated
by PUFs is stuck to either 0’ or '1’, making it more predictable for the applied
challenge and the expected value is 50%.

Bit — aliasing(i™bit) =

wh—‘

k
Z x 100 (8.2)

Here, R; is the ¢y, bit response of the PUF device "j" of "k" devices.

Uniqueness: The PUF should generate a highly independent response compared
to other PUFs for the same applied challenge. The ideal value of uniqueness is

50%.
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Uniqueness = x 100 (8.3)

Here, "k" is the total number of PUFs, "j" and "1" refer to two different PUFs with
responses R; and R; respectively, "n" is the response bit length and HD(.) is the
hamming distance which denotes the number of bit positions that differs between

two binary strings.

Reliability: It is one of the essential criteria of PUF for practical implementations.
It denotes the capability of PUF to reproduce the response at different trials for the
same applied challenge. Generally, the reliability is calculated at different operating

conditions and the ideal value is 100%.

HD(R,,RY)

100 8.4
- (54)

Reliability =1 — 12?:
p

Here, "p" refers to the number of trials or total number of collected response sam-
ples, R; is the reference response at ideal operating condition, R} is the response
at the trial "t", "n" is the response bit length and HD(.) is the hamming dis-
tance. The reliability of PUF is an essential metric in deciding the error correction
schemes. PUF’s reliability is affected by various factors such as environment, char-
acteristic of entropy source, variations in voltage and so on. It is a best practice to
analyse the Bit Error Rate, BER = 1 - reliability, at different operation conditions
to benchmark the performance of the PUF. The worst-case BER indicates the tol-
erance of PUF at extreme conditions. The simplest approach to decrease the BER
is to mask the unstable bits, often referred to as dark bits, at the expense of short-
ened response length [243, 244|. The majority voting technique can also be used
where the same challenge is applied to the PUF repeatedly, and the majority in the
response is finally selected [245|. Ganji et al. [246] has discussed computing the
minimum number of repetitions needed in majority voting to improve the PUF’s
reliability. Other than these approaches, helper data generation and error correc-
tion code (ECC) is widely implemented, and there are several studies available on
it [247, 248|. Biased PUF is also vulnerable to attacks [249]. Therefore, XOR oper-
ation [250], Von Neumann debiasing [251], and other related techniques [252, 253|
are available utilized to remove the bias in PUF response. The implementation

of any of these post-processing techniques increases the system overhead. Hence,
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PUF designers should need to target very low native and worst-case BER with
better uniformity to minimise the requirement of these techniques. Some designers
also report NIST test suite results on their PUF’s response bitstream as it covers

the necessary randomness behaviour.

8.5.3 RRAM PUF implementations

Among the emerging devices based PUF, RRAM based PUF has attained signif-
icant attention due to the lower BER and high-density integration. The RRAM
devices” HRS variations are generally used as the entropy source in 1T1R integra-
tion as they have a wider distribution range than LRS [254]. After the forming
process, a reset pulse is applied to all the devices in the array. It results in the
analogue distribution of resistance states due to the inherent device to device vari-
ation. The response bit is generated by comparing the RRAM cell read current
in two ways now, as shown in Fig.8.17. One way is to compare with the refer-
ence cell current or constant current source|[255|, and the other is to compare with
another RRAM cell read current. The latter is usually referred to as the differen-
tial mode[15|. The split resistance technique is also implemented to improve the
sensing window and overcome reliability degradation in both operations [254, 256].
Yang et al. also extended the RRAM TRNG based on the reset speed variations
discussed in section 3 for PUF implementation. The digitized response bitstream
is written back to two symmetrical cell arrays as inverted and non-inverted bits,
and the cell addresses are used as the challenge. The advantage of implementing
the symmetrical cell array structure here is to avoid side-channel attacks based on

power analysis. [257]

One of the primary concerns of the 0T1R structure for memory application is the
sneak path current. Though several solutions [258| have been proposed to supress
the influence of sneak path current, it is still useful for PUF implementation. The
challenge vector uniquely determines the rows and columns to be activated, and
inactivated lines are left floating as shown in Fig.8.18[16]. The resultant current
through the activated devices and the sneak path current determines the response
bit. The Al203/TiO2-x RRAM passive crossbar array PUF with native BER
of 0.7% was experimentally demonstrated [259]. The devices’ conductances were

tuned once for the PUF instance to improve the uniformity and noise margin.
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FIGURE 8.17: RRAM read cell current compared with (a) common reference cell
current (left) and (b) another selected RRAM cell (right). [15]

An XOR operation is adapted further in the design to minimise the bias in the
output vector. The passive crossbar PUF implementations were also explored with
unformed devices. The conductance of the unformed devices is much lower than
that of the formed ones. Hence, operating the devices in the unformed state reduces
power consumption and peripheral overhead. The downside of this approach is
the high native and worst-case BER as the signal is already in the noise range
[260]. Mahmoodi et al. implemented the key booking technique to overcome this
issue. The golden key at different temperatures is stored in the server during
the enrollment process and later used during the authentication [261]. All these
discussed PUF demonstrations could be classified as strong PUF as the number of
CRPs generated is exponentially in the challenge bits’ size. One of the key benefits
of this RRAM technology is the 3D stacking of the array. Nili et al. illustrated
the RRAM PUF with two-level monolithic 3D integrated 20 x10 effective crossbar
arrays. The structural improvement grants high integration density and enhances
throughput as multiple bits can be generated in parallel [262]. Yang et al. also
demonstrated a 3D vertical RRAM PUF with an 8 x32 crossbar array. The elevated
entropy in the vertical integration due to the IR drop and the sneak path current is
exploited to generate a highly random response bit that can subdue the modelling
attacks. They also proposed a scheme to detect the unstable bits and stabilise

them by reprogramming to improve the BER.[263]
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FIGURE 8.18: Passive crossbar RRAM PUF exploiting sneak path current to
generate response bit. Reproduced with permission.[16]

Recently, a variant of RRAM PUF with reconfigurability is proposed. The recon-
figurable mechanism completely overwrites the existing CRP space of the PUF.
Lin et al. demonstrated reconfigurable PUF with the lowest native BER of around
6 x 10-6 for a 128-bit response bit length [255]. The cycle-to-cycle variation in de-
vice resistance is exploited for reconfigurability. The CRP space is cleared first by
setting all the devices to LRS. Then by applying the RESET pulse, the device re-
sistances were again stochastically distributed over the entire array. The response
bit can now be generated by the resistance comparison scheme discussed before
[255, 264]. A reconfigurable design between storage and PUF functions was also
explored based on the variations of switching voltages across the RRAM devices
[265]. The intermediate switching voltage, where the probability of switching is
50%, is applied during SET operation. The standard addressing peripheral circuit
can then be used to read out the distributed binary resistance states. Zhao et al.
[266] also proposed a scheme that can achieve similar reconfigurable behaviour.
Instead of using the RRAM device characteristic as the entropy source, the ran-
dom bitstream generated by the RO TRNG is utilised in setting each RRAM cell
state to either HRS or LRS. Flexible electronics are finding several applications

these days, and one such flexible structure PUF design based on Halide perovskite
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memristor was demonstrated recently. [267] The strategy is similar to the discus-
sions before, where after forming/set process, the stochasticity in the resistance
distribution by the reset process is utilised for response generation due to its wider
probability distribution. A 32 x 32 dot-point devices are used for the illustration,
which is interpreted as the crossbar array logically. The demonstrated structure
can be configured as weak and strong PUF and further reconfigurable utilising the
cycle-to-cycle variations. A recurrent scheme, the response is XORed again with
the input challenge and iteratively applied to the same PUF as the intermediate
challenge generating the final response, is implemented to circumvent the modelling

attacks.
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Table 8.2 compares the state-of-the-art experimentally demonstrated RRAM PUF.
0T1R and 1T1R integrations were popularly investigated and demonstrated to have
larger CRP space classifying under strong PUF. In addition to the inherent device
to device variations and associated I-V non-linearities, sneak path current was also
utilized as an entropy source in passive crossbar structures. One of the notable
advantages of RRAM PUF over other PUFs is its record low native and worst-case
BER. This significantly lowers the requirement of post-processing which in turn
reduces the system overhead. The unformed RRAM devices with a 4F2 bit cell
area were also explored, and it is reported to have a better energy efficiency of 4
fJ /bit. However, its BER is comparatively higher than that of other structures.
The cycle-to-cycle variation in device resistance states and RO TRNGs’ random
binary stream-based switching mechanism are utilized to demonstrate the RRAM
PUF’s reconfigurability. The performance can also be interpreted in terms of the
type of integration, as shown in Fig.8.19. The 0T1R integrations offer better bit
cell area and energy efficiency, and on the other hand, 1T1R integrations generally
demonstrated to have low BER. It should be noted that PUF cell area equivalent
to 1 F2 has been demonstrated with 3D VRRAM integration.|[263]

v/ Comparatively better

& & & &
& & 3 $
> @ & &
¢ & & &
& S (2
L éb {} @ * Demonstrated technology node of 0T1R is higher
$O & than that of 1T1R integration
‘5 ** figure not to scale

FI1GURE 8.19: Comparison of RRAM PUF based on the integration.



Chapter 8. Literature Review 88

8.5.4 Comparison with other technologies

Most of the investigated standard MOS technology PUF architectures are based
on either propagation delay mechanism, such as ring oscillator (RO) and arbiter
PUF or intrinsic variations in the embedded memory device such as SRAM PUF.
The RO based PUFs are widely explored, especially with FPGA implementations
[17, 268, 269]. A basic RO consists of an odd number of chain of inverters, with
the output signal fed back to the input resulting in oscillation. The frequency
of oscillation changes slightly between different ROs influenced by the fabrication
variations, and this property can be exploited for constructing PUF. The simplest
method is to use the challenge bit to select the RO circuits, and the response bit
is generated based on the frequency comparison of the chosen circuits as shown in
Fig.8.20a). The CRP space of RO PUF is limited, and hence, it is classified under
weak PUF, and its performance is also susceptible to operating conditions [186].
There are different proposed RO PUF architectures and post-processing methods
to increase the CRP space, uniqueness, reliability and reconfigurability [270-274].
However, the working principle of RO limits the scaling, and its performance is
also susceptible to operating conditions.
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FIGURE 8.20: a) Ring oscillator PUF. Adapted with permission.[17] b)
Schematic of arbiter PUF. Reproduced with permission. [1§]

V.

Another common PUF based on the delay mechanism is the arbiter PUF. The
strategy of response bit generation in this implementation is based on the race
between the signals. One of the basic construction of arbiter PUF is that the input
pulse is applied to the common end of the first stage, and the challenge bits are
given to the select lines of the multiplexors that determine the path in which the
signal propagates, as shown in the Fig.8.20b). Ideally, both the signals should
reach the other end simultaneously as the layout is the same. However, due to

the fabrication variations and the associated changes in the gate delays, one signal
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reaches before the other. The arbiter at the end, usually the D flip-flop, generates
the response bit based on the signal reaches first [275]. The CRP space of the
arbiter PUF is larger, and therefore, it is classified under strong PUF. To overcome
the modelling attacks and to improve uniqueness, different approaches were also
explored such as response bits XORing|276|, challenge bit transformation|277| and
so on[278-281|. All these approaches impact the system overhead. It should also be
noted that here the n bit challenge is mapped to a single-bit response, and hence,
multiple such assemblies are needed to generate the multi-bit response penalising

the area.

The memory element based PUF is often preferred as it lessens the addition of
dedicated hardware. The Static Random Access Memory (SRAM) consists of cross-
coupled inverters, which holds the written logic as long as it is powered up. During
initial power-up, the SRAM cell has to be at the metastable state ideally. However,
due to the threshold voltage mismatch between the cross-coupled inverters induced
by the fabrication variations, the cell state moves to either logic 0 or 1, amplified
by the positive feedback loop, and it is utilised for key generation. In this case,
the response generated is limited to the available cells, and hence, it is placed
under weak PUF. Again, different schemes such as aging injection[282], eliminating
unstable bits with calibration|283] were proposed for reliability and uniformity
improvement and several others[284, 285] to resist modelling attacks. The variant
of the concept mentioned above is based on cross-coupled latches. This is utilised
for PUF implementation in FPGA, referred to as butterfly PUF, where the initial
SRAM memory cell is forced to the known state. The major challenges of all
the discussed above MOS architectures are the necessity of post-processing steps
due to the high BER, scalability, size of the CRP space and presenting resistance
to modelling attacks. The CRP space demonstrated with RRAM is comparable
to these matured CMOS technologies, as seen in Fig.8.21, and hence it can be

potentially more robust and can easily meet the resource constraints.

Among the emerging NVM technologies, STT and SOT-MRAM are also widely
being explored for PUF implementations, and both field-assisted and field-free
stochastic switching mechanisms were demonstrated for response bits generation|286—
289]. There are few proposals based on quantum-dot cellular automata (QCA),
and however, it still needs experimental investigations [290, 291]. The RRAM has

demonstrated higher reliability and lower BER for a wider operating range than
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F1GURE 8.21: Demonstrated CRP space of the PUF using different device tech-
nologies.

all these technologies, significantly reducing the necessity of the additional error
correction schemes, as mentioned before. The RRAM PUF architectures are also
demonstrated with larger CRP space classified under strong PUF. The larger re-
sistance distribution window makes RRAM technology more robust for practical
implementations, and the passive crossbar structure further comparatively offers

high-density integration.

8.5.5 Future outlook

The chip makers are looking for a robust method of secured key storage for hard-
ware obfuscation to prevent IC piracy and adversary from reverse-engineering the
chip design and expose them to vulnerability. The method of deriving keys each
time rather than storing them in NVM make PUF ideal for these applications.
Many low power embedded devices are deployed for various purposes in the IoT
environment, and they are handling critical data, including healthcare and finance.
It necessitates secure ways of authentication and data transfer with resilience to
attacks. Strong PUF with larger CRP space can be used as a security primi-
tive to construct the lightweight protocols that could run economically in these

resource-constrained devices while meeting the demanded requirements. RRAM

Please note that the references in the figure should be identified from the published paper[32]
rather than using the numbering from the bibliography in this thesis.
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PUF is demonstrated to have a larger CRP space in the smallest form factor
and inherently has unique characteristics for unclonable, which is the hurdle with
conventional MOS technologies as most of them are susceptible to modelling at-
tacks. Hence, RRAM PUF is expected to be integrated into most of the devices
for all these applications. The investigations till now are predominantly proof of
concept studies. More research focuses on how these devices can be integrated
into resource-constrained systems, and with security protocols are needed. Several
reported RRAM PUF circuits are capable of thwarting the passive side-channel
attacks based on power analysis. The information leakage in unformed RRAM
based PUF is notably minimal despite relatively high BER as the signals are com-
parable to the noise level. [260] The careful tailoring of unselected electrodes in the
passive crossbar array for the sneak path current can further improve the complex-
ity. [259, 261| The utilisation of two symmetrical array structures for generating
the PUF response by writing back the inverted response bit in one of the arrays
can complicate the power analysis, especially for active crossbar structures. [257]
However, investigations are needed on RRAM PUF designs to overcome the active
side-channel attacks where the adversary could strike to overwrite the resistance
states of the PUF device. The concept of reconfigurability is unique in these NVM
devices. The reconfigurability in RRAM PUF has been demonstrated in recent
years, and however, the new CRP space’s secure enrollment process still needs
to be thoroughly investigated. There are few studies in utilising the same array
of RRAM devices for both PUF and regular memory functions. Detailed stud-
ies, including security issues associated with switching between PUF and memory
function, possible robust entropy sources, readout schemes, and endurance, are still

needed for realising it.

8.6 Hash Function

Hash functions are another important cryptographic function commonly used in
message integrity check, digital signatures, error detection and so on, and today,
many security standards are based on it. We can define it as a one-way mathemati-
cal function that maps arbitrary-sized input data to a fixed-sized bitstring. Hence,
given the functions’ output, it must be computationally infeasible for the adver-

sary to find the original message, often referred to as preimage resistance. The
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strength of the hash function is further denoted based on its collision resistance.
It indicates that it should be infeasible to find a second available input that maps
the same output. Though, the output should remain the same for a particular in-
put maintaining determinism. One of the common approaches to designing a hash
function is from the random oracle model [292-294]. It is based on the theoreti-
cal belief that an oracle can provide a truly random output for every given input
with the above-discussed deterministic and collision resistance properties. The
traditional methodology adopted by most secure hash function algorithms (MD5,
SHA-1) builds on compression function based on Merkle-Damgard construction.
The input message of arbitrary size is divided into blocks of equal length, and
the compression function iteratively processes it. The padding scheme is usually
adapted to make the input message into multiples of fixed size. The compression
function takes two inputs at each iteration, one from the input message block and
the other is the output from the previous iteration, as shown in Fig.8.22. It is
also recommended to use the secret key as one of the inputs at the first iteration
[294, 295].
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FIGURE 8.22: Merkle-Damgard construction. Here F is the compression func-
tion.
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In the context of 10T, the lightweight hash functions are a promising solution for
device authentication and establishing integrity [296-298|. Other than security
strengths, system overhead and energy consumption are the common challenges in
integrating it in resource constrained systems. Hardware hash functions implemen-

tation could be one alternative meeting both security and resource requirements.
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Most of the works till now focus on building accelerators to improve the throughput
and energy efficiency of established hash function algorithms [299, 300]. Though
hash functions based on chaotic systems were explored [301-303], experimental and
theoretical background in realising the physical hash functions still need to be ap-
propriately investigated. Emerging NVM devices can be utilised for implementing
a hash function. Azriel et al. proposed a passive crossbar RRAM based embedded
key hash function exploiting sneak path current [304]. The proposed algorithm
updates the devices’ resistance states on top of their current state with the input
bit utilising sneak path current on each step iteratively. Hence, one of the input
bits is processed at each iteration. The hash value is retrieved at the end of all the
iterations by the differential read circuit. Strachan et al. also proposed the RRAM
based hash computation for network security applications [305]. The hash function
is stored as the conductance matrix in the memristors at the crossbar intersection.
The input string is mapped to the analog voltages, and it is applied to the rows
of the crossbars. The output hash value is determined by the dot product of the
applied input voltage to each row, and the conductance of the memristor devices
at the crossbar intersection sensed along the column. Though few RRAM based
hash functions were proposed, they still need to be experimentally validated. Some
of the requirements for realising such architectures are the robust entropy source,
the methodology to map the arbitrary sized input to the fixed-sized output, high
throughput, and other hash function properties, including preimage and collision

resistance and determinism.

8.7 Challenges for Security Applications

Security protocols rely on cryptographic primitives. Rapid proliferation of Internet-
of-Things (IoT) and various other low-resource edge computing platforms led to an
increasing demand of such primitives that can be fit under tight energy, area and
timing budgets. This is being explored, from the theoretical perspective, within
the sub-domain called lightweight cryptography [306]. However, the implemen-
tation of such lightweight cryptographic primitives in traditional and emerging
computing technologies is still in a nascent stage. Moreover, there is a growing
threat of physical cryptanalysis, which permits an adversary to infer the secret

key of an operation by observing the physical manifestations of the computation,
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e.g., power consumption, and electro-magnetic radiation. By introducing a new
platform, i.e., in-memory computing, for cryptographic operations, designer may
prepare with a fresh perspective striking the right balance between efficiency and
security. Recent studies reveal that non-CMOS devices are not immune to such
attacks either [307]. Considering these aspects, we suggest exploration of the fol-
lowing open research directions to fully unlock the potential of RRAM for security
applications. e Mathematical Analysis: Cryptographic primitives need to provide
provable robustness against a computationally well-equipped adversary. This re-
quires one to study the presented construction by applying known cryptanalysis
techniques, both by using extensive simulation as well as by constructing a math-
ematical model starting from the underlying device behavior [308]. e Implemen-
tation Study and Performance Benchmarking: The acceptability of RRAM based
security application largely hinges on its improved performance numbers. While
it is imperative that bulk encryption/decryption/hash functions stand to benefit
from the data locality provided by in-memory computing [309], it is still not stud-
ied across a large set of representative benchmarks. Early results are promising
[310]. e Side-Channel Attacks (Passive, Active): New techniques for side-channel
attacks are emerging on regular basis. This not only includes attacks based on
observation but, could be more invasive in nature, e.g., by implanting a Trojan
hardware circuit that leaks sensitive information. The resilience of RRAM-based
cryptographic primitives against such attacks can only be studied at implementa-
tion level. e Integrated Platform-level Security Analysis: Traditional system-level
security protocols are based on the model, where memory, and computing blocks
are clearly separated. Naturally, security analysis on the basis of such protocols
do not apply to the scenario where computing happens close to the storage blocks.
Consequently, a rigorous platform-level protocol design and analysis is required

when RRAM-based cryptographic primitives are utilized.

8.8 Summary

We have reviewed the detailed developments in RRAM security and also addressed
requirements in designing such security hardware. The larger resistance window,
high-density integration passive crossbar structures and the availability of a wide

range of functional materials for engineering are the primary advantages of this
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RRAM technology. The switching resistance variability, sneak path current and
random telegraph noise are some of the entropy sources that are particularly ben-
eficial for hardware security applications. The demonstrated RRAM TRNGs are
robust in maintaining the demanded entropy requirements over the wide range
of operating conditions and have better throughput and energy efficiency, making
them promising to be integrated into resource constrained IoT and edge computing
platforms. One of the significant challenges of any PUF implementations generally
is the native and worst-case BER as it necessitates the post-processing schemes.
The RRAM PUFs can generate highly reliable responses, with the lowest BER
even at extreme operating conditions than other technologies. Hence, they can be
potentially integrated into resource constraint environments and further strengthen
the system’s security from attacks. The hardware hash functions could be a better
replacement for the available complex software only protocols. The RRAM based
hash function is still in preliminary development and needs appropriate experi-
mental and theoretical investigations. We have also presented the future outlook
of these security solutions and discussed several aspects that still need to be ex-

plored for each application separately, potentially leading to novel developments in

the field.
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Design of Parity-Based Strong
Reconfigurable RRAM Physical

Unclonable Function

Synopsis

Physical Unclonable Functions (PUFs) have emerged as a highly promising se-
curity mechanism for authentication and secret key generation, specifically within
the Root of Trust context. The emerging non-volatile memory device technolo-
gies such as memristor are widely studied for constructing PUFs. Reconfiguration
stands as an indispensable functionality of PUFs. Once a PUF’s challenge and
response pairs have been exhausted or compromised, it is advisable to initiate re-
configuration. In the case of memristor PUFs, the resistance states of memristor
devices are currently rewritten for reconfiguration. Although the complete set of
challenge and response pairs of PUFs is generally collected and stored in a trusted
server prior to deployment, securely collecting and storing the new CRP space of
the memristor PUF during reconfiguration after deployment is proven to be a chal-
lenging task. Additionally, introducing on-chip test modules for quality checks is

often a costly affair. To address this challenge, we propose a memristor PUF that

Chapter 9 is partially published as Rajendran, G., Zahoor, F., Singh, S., Merchant, F., Rana,
V., Chattopadhyay, A. (2023, October). PR-PUF: A Reconfigurable Strong RRAM PUF. In
2023 IFIP/IEEE 31st International Conference on Very Large Scale Integration (VLSI-SoC) (pp.
1-6). IEEE.
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allows writing-free at least one-time reconfiguration where both the original and
reconfigured CRP space can be collected and stored securely in the trusted server
before deployment. We also propose a post-processing module that can be attached
to the proposed memristor PUF architecture to improve its characteristics. Our
memristor PUF has shown a near-ideal PUF characteristic with a uniformity of
51.1%, bit-aliasing of 48.9%/53.4%, and uniqueness of 50.2% after post-processing.
Furthermore, we have tested the robustness of our PUF against machine learning

attacks and have found it to be reasonably resilient.

9.1 Overview

Nearly all electronic devices nowadays require a root of trust (RoT) component.
This is necessitated because of the increased use of connected devices, and we
expect them to handle all sensitive data securely. All essential cryptographic keys
are generated and maintained inside the RoT and are likely to be tamper-resistant.
The security primitives such as Physical Unclonable Function (PUF) and True
Random Number Generator (TRNG) form the building blocks of RoT. A PUF
is a hardware that can generate a secret key, which we call a response based on
the applied input, referred to as a challenge. A single PUF can yield from one
to many challenge-response pairs (CRPs). There are many applications of PUF,
including authentication and secret key generation. The PUF utilizes inherent
variations in the electronic components to generate the responses. The PUF can
be broadly divided into weak and strong PUF based on the number of CRPs it
can generate|32]. Weak PUF has a smaller CRP space which is linearly related to
the number of noise-generating components. Strong PUF has a larger CRP space

exponentially proportional to the size of the challenge bit.

Initially, CMOS technologies are studied to construct PUFs. But most of the time,
it requires error correction codes to generate reliable and unique responses. Addi-
tionally, it is challenging to generate multi-bit responses with them [32]. Currently,
in-memory computing architectures based on emerging non-volatile memory tech-
nologies such as resistive random access memory (RRAM), spin-transfer torque
magnetic random-access memory (STT MRAM) are explored to achieve superior
computation performance with less resource budget. This emerging device tech-

nology can also be used to construct security primitives such as PUF. It has been
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FIGURE 9.1: RRAM PUF-based authentication of IoT device

found that they are able to offer high reliability and a huge CRP space compared
to CMOS PUFs, and can further generate multi-bit responses economically. We
specifically focus on RRAM or memristor in this study. However, our discussion

may be extended to other emerging device technologies.

The PUF is also expected to be reconfigurable to produce a different reliable re-
sponse for the same applied challenge [32]. The reconfigured CRP space of the PUF
is completely unique from its original CRP space. The reconfiguration is especially
useful when the CRP space of the PUF is compromised or when expanding the
CRP space after full utilization. Currently, the reconfiguration is achieved by trig-
gering a new write operation on the RRAM devices after deployment [311]. This
method has several drawbacks. First, it is costly to enroll the reconfigured CRP
space in a trusted server securely. The standard methodology for authentication
is to collect the entire CRP space of the PUF before deployment on the trusted
server and during runtime after deployment, compare the responses generated by
the PUF for the same applied challenge with that stored in the server as shown in
Fig.9.1. Now, after reconfiguring the deployed PUF, collecting and storing the new
CRP space on the trusted server is challenging. Second, on-chip testing is needed
to assess the quality of the responses generated after reconfiguration. To overcome
this issue, we propose an RRAM PUF construction that allows at least one-time
reconfiguration, where both the original and reconfigured spaces can be collected

into the trusted server before deployment.
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The construction of RRAM PUF involves creating the entropy source in the cross-
bar and harvesting the generated entropy with a dedicated scheme. There are
different procedures to generate the entropy in the RRAM crossbar, and it is fun-
damentally based on the Device to Device (D2D) variations[312, 313|. The first
method involves applying a voltage pulse for which the switching probability is
50% to change the state from high resistance state (HRS) to low resistance state
(LRS)[314]. A random bit map is created in the crossbar from this probability
switching using D2D variations. The second method directly utilises the distribu-
tion in the D2D HRS in the fabricated devices[312]. The final method involves
writing the RRAM crossbar with the random bit stream from the TRNGJ[315].
The RRAM PUF proposed in this work can be constructed from any of the dis-
cussed entropy sources. In this study, we utilize the D2D HRS variations as the

randomness source in the crossbar.

The main contributions of this work are:

e We propose an RRAM PUF construction that allows write-free one-time
reconfiguration where the reconfigured space can be collected before deploy-

ment.

e We propose a post-processing block that can be integrated into our RRAM
PUF to improve its characteristics and robustness to machine learning at-

tacks.

9.2 Construction of the proposed RRAM PUF

We have used the RRAM JART VCM model from [316] for our simulation study in
Cadence, and this model has been experimentally validated. The model has four
variable parameters, Nyiscmin, Ndise,mazs Foar a0d lyer, to set the D2D variations.
All these four parameters are sampled from the truncated Gaussian distribution
with the ranges shown in Table 9.1. We have constructed a 32x32 1T1R crossbar
using CMOS 180nm technology. We have utilized the variations in resistance values
of RRAM devices in the crossbar to create PUF. We selected high-resistance state
variations as they exhibited a wider distribution range compared to low-resistance

state variations. Fig.9.2(a) shows the voltage-current characteristics of RRAM
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TABLE 9.1: RRAM model parameters

Parameter ‘ Range
Ndisc,min[1023m_3] 4 / 8 / 16
Naisemaz[108m=3] | 18 /20 / 22

Tvar ] 40.5 / 45 / 49.5
lyar[nm] 0.36 / 0.4 / 0.44

x10*

Current(A)

@ (®)

FIGURE 9.2: (a) Voltage-current characteristics of RRAM with device-to-device
variations; (b) HRS distribution in the 32x32 RRAM crossbar utilised to con-
struct PUF

devices when the variations are set according to Table.9.1. In our simulation study,

the HRS variations are distributed across a 32x32 crossbar, as shown in Fig.9.2(b).

The basic schematic of our proposed RRAM PUF is detailed in Fig.9.3. The input
challenge bits are applied to select the rows in the crossbar. If the challenge bit is
0, that row is unselected; if it is 1, then it is selected. The total current I; through
the individual columns results from the matrix-vector multiplication property of
the RRAM crossbar, I; = Zf\;l ViG j, where 1 <7 < N and 1 < j < N represents
the row and column, respectively. The column selection is based on the parity of
the applied challenge. Hence, the parity of the challenge is first calculated, and
it is used to select the unique set of columns compared to generate the response.
For example, if parity bit (P) = 0, an odd set of columns is selected and compared
to create the response bit. On the other hand, if P = 1, an even set of columns
is selected and compared. There are two types of parity schemes possible - odd
and even. The even and odd parity schemes generate P = 1 when odd and even

numbers of 1s are in the challenge, respectively and generate P = 0 otherwise.

The size of the CRP space of our RRAM PUF is 2V, where N is the length of
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the challenge. Thus, our RRAM PUF can be classified as strong PUF since the
size of the CRP space is exponentially huge in the length of the challenge. The
proposed PUF maps the N-bit input challenge to the (N/4) bit output response.
For example, in this study, we utilise a 32x32 crossbar to construct PUF, which
takes 32-bit input challenges and produces 8-bit responses. The advantage of the
proposed PUF is a novel writing-free reconfiguration mechanism and the resistance

to machine learning attacks, which will be discussed later here.

9.3 Characteristics of the proposed RRAM PUF

The PUF is expected to meet specific statistical requirements, described as unifor-
mity, bit-aliasing and uniqueness [32]. All these statistical properties analyse the
response generated by the PUF to the applied input challenge. We used 50K CRPs
collected from 5 different RRAM PUF instances for this analysis.

9.3.1 Uniformity

The responses generated by a PUF should contain an equal number of 0’s and 1’s.

The ideal value of uniformity is 50%. For the proposed RRAM PUF, we analysed
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this property when operating under both odd and even parity-based schemes. As
shown in Fig.9.4, the average uniformity is 51.4% for both parity schemes.
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FI1GURE 9.4: Uniformity of the proposed RRAM PUF

9.3.2 Bit-aliasing

One of the notable merits of NVM PUFs is their capability to produce a multi-bit
response. Hence, bit-aliasing is one of the important properties that is studied.
It denotes that different PUFs for the same applied challenge are not inclined to
produce Os and 1s at a particular response bit location. The ideal value of bit-
aliasing is 50%. For the proposed RRAM PUF, we found that bit-aliasing ranges
from 33.6% to 63.3% for all 8 bit-positions when calculating for even and odd parity

schemes, as shown in Fig. 9.5.

9.3.3 Uniqueness

Each PUF should generate distinct responses, which is referred to as uniqueness.
The ideal uniqueness value is 50%. For our PUF, we computed an average unique-

ness of 50.4% when operating in both odd and even parity schemes.
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FIGURE 9.5: Bit-aliasing of the proposed RRAM PUF calculated for (a) odd
and (b) even parity schemes

9.3.4 Reconfiguration

The response generation of the proposed PUF is based on the parity of the applied
challenge. Hence, by changing the type of parity from odd to even or vice versa, the
entire CRP space of the PUF can be reconfigured, as detailed in Fig. 9.3. The par-
ity scheme also allows the service provider to collect and store both the original and
reconfigured space before deployment on the trusted server. The reconfiguration
quality of the proposed PUF based on the parity scheme is tested by calculating
the uniqueness. It is given in Fig. 9.6, and we calculated the average uniqueness to
be 50.5%. It shows that our PUF generates entirely different responses after recon-
figuration for the same applied challenges. As discussed in the previous sections,

the statistical quality of the generated responses is also unaffected by the type of
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FIGURE 9.6: Uniqueness of the proposed RRAM PUF after reconfiguring be-
tween even and odd parity schemes

parity. Hence, the proposed parity-based scheme is an effective solution. Notably,
reconfiguration can be achieved in our proposed PUF without altering the states
of RRAM devices through a new write operation, thereby providing a significant

advantage over previously demonstrated schemes.

9.4 Post-processing scheme

The quality of the proposed RRAM PUF can be further improved by integrating
a post-processing module. We developed a post-processing block derived from
the Blowfish cipher, as shown in Fig. 9.7. The raw response bit length of 8 is
downsized to 2 with the post-processing block. However, it improves non-linearity;,
uniformity distribution, and ensures one-wayness. The quality of the response after
post-processing is given in Table 9.2. It is evident that post-processing improves all
the characteristics overall, especially bit-aliasing. As observed before, the type of
parity does not impact the PUF characteristics. The post-processing block consists
of basic digital components, such as XOR gate, and 2-bit adders. These elements
contribute less than 1% to the total power consumed by the PUF module.
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TABLE 9.2: Characteristics of the proposed RRAM PUF after post-processing

Metrics \ Even parity \ Odd parity
Uniformity 51.2% 51.1%
Bit-aliasing Bit 1 -48.9% | Bit 1 - 48.9%
Bit 2 - 53.4% | Bit 2 - 53.3%
Uniqueness (within PUFs) | 50.2% 50.2%
Uniqueness (Reconfigured) 49.5%
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FIGURE 9.8: SAC of the proposed PUF operating in an even parity scheme

9.4.1 Strict-Avalanche criteria

A PUF is considered to have satisfied the Strict-Avalanche criteria (SAC) property
- if a single bit in the challenge is flipped, the output has a 50% probability of
changing. The objective of SAC is to confirm that every output bit is dependent
on all the input bits. We have analyzed the SAC property of the proposed PUF
after post-processing and found that it is nearly equal to the ideal 50% for both
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parity schemes. Fig. 9.8 and 9.9 show the SAC of even and odd parity schemes,

respectively, in response to a single bit flip in the challenge.

9.4.2 Machine learning attacks

We tested post-processed 2-bit responses of the proposed PUF with machine learn-
ing attacks as it is most likely used for practical implementations. The objective of
this analysis is to ascertain the requisite number of CRPs needed by a determined
attacker to effectively train a machine learning model. This model aims to predict
the response generated by the PUF based on a given challenge. All the analyses are
performed using Python packages, and the results are presented in Fig.9.10. The
maximum learning accuracy of 75% is reached with multi-Layer perceptron. For
the decision tree, k-nearest neighbors and random forest algorithm, we obtained
the maximum learning accuracy of 55%, 61% and 64%, respectively. These results
show that the proposed PUF and its novel response-deriving mechanism are robust

to machine learning attacks.

9.4.3 Comparison

We have conducted a thorough comparison of our proposed RRAM PUF with other
RRAM PUFs previously demonstrated, which has been presented in Table 9.3.
Our proposed RRAM PUF is a strong PUF with a total size of 22 CRPs, which
includes reconfiguration. Furthermore, our RRAM PUF exhibits standard PUF
characteristics, with a near-ideal value of 50%. Importantly, we can securely enroll

the reconfigured CRP space into the trusted server before deployment, unlike other
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FIGURE 9.10: Machine learning studies on proposed RRAM PUF

demonstrated RRAM PUFs. We have also subjected our RRAM PUF to machine

learning attacks, and it has proven to be reasonably robust.
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9.5 Summary

In this work, we proposed a strong RRAM PUF design that allows for one-time
writing-free reconfiguration. The selection of crossbar columns is dynamically de-
termined based on the calculated parity bit of the input challenge, leading to the
generation of response bits. Additionally, we proposed a post-processing block that
can be integrated with our PUF architecture. Our analysis demonstrated that the
proposed RRAM PUF meets the standard statistical requirements, including uni-
formity, bit-alising, and uniqueness. Furthermore, our findings indicated that the
proposed RRAM PUF is capable of generating highly unique responses following
reconfiguration. We also assessed the resilience of our RRAM PUF against ma-
chine learning attacks and further confirmed that it satisfies the Strict-Avalanche

Criteria with nearly ideal 50% performance.
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Harnessing Entropy: RRAM
Crossbar-based Unified PUF and
RNG

Synopsis

Physical Unclonable Functions (PUF) and Random Number Generators (RNG)
are two fundamental security components with applications in various tasks of a
security protocol, such as key establishment, identity management, and authenti-
cation. In recent times, various PUF and RNG constructions have been proposed
in the literature using RRAMs, demonstrating excellent properties, low energy con-
sumption, and resistance to modelling attacks. Underlying these constructions, the
source of entropy remains the same, and therefore, it is natural to design a unified
architecture using an RRAM crossbar to function as a PUF and RNG. This is
accomplished in the current paper. We propose a unified Parity-RRAM PUF (PR-
PUF) and RNG construction and validate it for well-known PUF characteristics
and RNG randomness properties with the NIST test suite SP 800-22. We present

detailed design analysis and simulation-based studies to substantiate our ideas.

Chapter 10 is published as Rajendran, G., Zahoor, F., Thakker, S. S.; Singh, S., Merchant,
F., Rana, V., Chattopadhyay, A. (2024, January). Harnessing Entropy: RRAM Crossbar-based
Unified PUF and RNG. In 2024 37th International Conference on VLSI Design and 2024 23rd
International Conference on Embedded Systems (VLSID) (pp. 560-564). IEEE.
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10.1 Overview

Root of Trust (RoT) is a necessity in the modern hardware environment. Cryp-
tographic operations, device authentication, and secure boot processes are typical
tasks performed by RoT, and they fundamentally require hardware security prim-
itives such as Random Number Generators (RNG) and Physical Unclonable Func-
tions (PUF) for their operations while ensuring integrity. Over the years, there have
been several research and commercial implementations of PUF and RNG [320]. The
concept of PUF is to derive the keys each time queried with a challenge instead of
storing them immutably in a Non-Volatile Memory (NVM). The input challenge
vector is mapped to the output response, and mapping is considered hidden in-
side the PUF and kept completely unknown, dictated by the entropy source of the
physical components [321]. Based on the available number of Challenge-Response
Pairs (CRPs), the PUF can be classified into Strong and Weak PUFs. Weak PUFs
have a smaller CRP space linearly related to the number of entropy components,
and are typically used for device-integrity and IC traceability solutions. Strong
PUFs have a huge CRP space exponentially in the size of the challenge bits and
entropy components, and hence, it can be used for secure authentication purposes.
The PUF is expected to meet specific statistical requirements, as presented later

in this paper.

RNGs are critical to producing a high-quality random bit stream in a security
module. The security of the crypto algorithms heavily relies on the RNG as the
initialization of security keys is from the RNG. Hence, it is always expected to meet
the specific statistical requirement of randomness, and the standard procedure is
to test the quality with the NIST test suite SP 800-22 [322]. Conventionally,
when physical entropy sources are utilized to generate the random-bit stream, it is
referred to as True RNG (TRNG), and when a proven mathematical framework is
used to generate the random-bit stream, it is referred to as Pseudo RNG (PRNG).
PRNGs are usually constructed from cipher blocks, and a TRNG is used to seed
and initiate the PRNG [323]. The RNG in this work utilizes a physical entropy
source for each cycle of 96-bit random number generation and also relies on a

post-processing AES block and, hence, is outside this classification.

Related Works and Contributions: Though initial research focuses on con-
structing PUF and RNG from CMOS technologies, the emerging NVM device
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FIGURE 10.1: (a) 1T1R crossbar performing matrix-vector multiplication, (b)
I-V characteristics of RRAM with D2D variations (¢) HRS distribution in the
32 x 32 crossbar

technologies deliver the required high entropy sources and offer robust construc-
tions against machine learning attacks that are difficult to achieve [321]. The Re-
sistive Random Access Memory (RRAM) is one of the most studied emerging NVM
device technologies. The basic operation of RRAM is based on a resistive switch-
ing mechanism - High Resistance State (HRS) to Low Resistance State (LRS) and
vice versa. The PUF construction, based on RRAM, is prominently constructed
from the variations in Device-to-Device (D2D) HRS / LRS [312, 313, 324, 325]
and threshold in switching voltages [314]|. Both weak and strong PUF can be con-
structed with RRAM. The basic construction methodology involves two steps - the
first is selecting the targeted entropy sources, such as D2D variations or switching
voltage, and generating it in the crossbar. The second is using the challenges to
dynamically select the RRAM cells and generate the response bit based on the
comparison results, which is the function of the entropy source. One of the essen-
tial features of the RRAM PUF is reconfiguration. When the CRP space is fully
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utilized or compromised by the adversary, the original PUF is rewritten to create a
new entropy referred to as reconfiguration, and the CRP space after reconfiguration

is entirely different from the original.

RNG constructions from RRAM are based on 1/f” noise of the read current [326]
and cycle-to-cycle variations in the switching [327, 328]. There are also few at-
tempts at constructing a unified structure, and most of the structures use the same
basic construction but rely on different entropy sources for PUF and RNG op-
erations [329]. Since PUF and RNG construction commonly rely on an entropy
source and digitization produces a random bit stream, a more compact design can
be constructed to harvest a single entropy source for both operations. In our pre-
vious study, we explored Parity-RRAM PUF (PR-PUF) [330] that offers to store
both original and reconfigured space on the server before deployment. PR-PUF
is a strong PUF with a huge CRP space, and we showed that it is robust against
machine learning attacks. In this study, we utilized the PR-PUF to construct RNG
to establish a unified construction. The major contributions of this work are as

follows:

e We propose a methodology to construct an RNG from the PR-PUF based on
a 1'T1R crossbar that harvests the same entropy source based on D2D HRS

variations for both operations.

e We discuss the characteristics of PR-PUF when constructed with HRS D2D
variations and analyze the quality of random bit-stream generated from RNG
with NIST SP 800-22 test suite.

The rest of the paper is organized as follows: Section II discusses the architecture of
the PR-PUF based on the 1T1R crossbar and the characteristics of the discussed
PR-PUEF. Section III details the RRAM RNG design extended from PUF with

NIST randomness test results, and Section IV concludes the paper.

10.2 Architecture of PR-PUF

In this study, we have utilized a 32 x 32 1T1R crossbar performing matrix-vector
multiplication to construct the PUF. The 1T1R cell consists of an NMOS transistor
from cadence GPDK180 and RRAM from the JART VCM variability model [316].
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The D2D variations of the RRAM are only considered, and other crossbar non-
idealities are ignored in the simulations. The model parameters for the RRAM
device variations such as Npinvar,Nmazvars Tvar a0d lyq, are sampled from the
truncated Gaussian distributions as recommended in [316]. We have already men-
tioned in a separate study that the discussed PR-PUF can be constructed from any
entropy scheme and is not attached to a specific type [330]. The entropy source
harvested and digitized in this study is the raw D2D HRS variations of the RRAM

cells in the crossbar shown in Fig. 10.1.

Our PUF design is based on the matrix-vector multiplication property of the cross-
bar. If the challenge bit is one, that row is selected; otherwise, it is unselected. The
response generation is based on comparing the total current I, generated along the
columns of the crossbar. Let G5, represent the conductance state of the 1T1R cell,
where 1 < j < N and 1 < k < N represents the row and column, respectively, and
V; be the applied read voltage across that cell, then I;, = VG, gives the current
through that cell. Due to the D2D variations, G differs for each cell, as seen as
HRS variations in Fig.10.1. The total current I, at each column for the applied
challenge Cgqe can be calculated as, I, = Ejvzl C;l; where C; represents the
challenge bit at position j. We only computed the I, through Cadence and used
it further as the algorithmic analysis similar to [330, 331 in Python and MATLAB.

The working of the PR-PUF is as follows: for the applied challenge, its parity is
first calculated and used to select the set of columns to be compared. For example,
the parity bits 1 and 0 can select the even and odd number of columns in the
crossbar, respectively. Then, response bits can be generated by comparing the
total current at the selected columns adjacently, as shown in Fig.10.2 (Example:
for Parity bit = 0, if I} <I3, Ry = 0; else Ry =1). The advantage of this scheme is
the reconfiguration. By changing the type of parity from even to odd or vice versa,
the set of the columns compared can be changed, thereby remapping the entire
CRP space. Hence, the original and reconfigured CRP space can be collected and

stored before deployment.

10.3 Study of PUF Characteristics:

Our previous study analyzed this PR-PUF with the entropy source from RNG.
In this study, we use D2D HRS variations of the RRAM cells in the crossbar to
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FIGURE 10.2: Schematic of PR-PUF based on 1T1R crossbar

create the PR-PUF. We tested the quality against the standard PUF characteristics
mentioned in [332] and reported it below. We generated 50K CRPs, and all the

characteristics were tested for 5 instances.

10.3.1 Uniformity

It signifies that PUF should generate an equal number of zeros and ones in its
responses. As seen in Fig.10.3, the PR-PUF can meet this requirement with an
average uniformity of 52.24% and 52.26% when analyzing with even and odd parity,
respectively. It should be noted that the odd and parity-based schemes have similar
uniform properties since, even after reconfiguration, the responses are generated

from the same PUF schematic utilizing the same entropy source.

10.3.2 Bit-aliasing

It is analyzed for the same applied challenge between different PUF instances,
whether they are inclined to produce ones and zeros at the specific response bit-

position. We analyzed the bit-aliasing for all the 8-bit positions of the responses
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for PR-PUF. We found that bit-aliasing is within the accepted range of 34.51%
to 64.17% for the even parity scheme, and a similar range is observed for the
odd-parity scheme as seen in Fig.10.4. The post-processing block proposed in our

previous study can further improve this characteristic [330].

10.3.3 Uniqueness

Each PUF instance should generate a distinct response for the same applied chal-
lenge. We calculated uniqueness for the PR-PUF and found that it meets this
requirement with an average uniqueness of 50.32% and 50.34% for odd and even
parity schemes, respectively. We have also checked the uniqueness after reconfig-
uration for individual PR-PUF instances and found that PR-PUF can generate
unique responses in this case with an average uniqueness of 50.46% as given in
Fig.10.5.

10.3.4 Reliability

PUF must produce the exact response when the same challenge is applied multiple
times. There are different techniques to improve the reliability [331, 333], and we
have also reported in our previous study that PR-PUF can be constructed with
high reliability from any entropy source written generated in the crossbar. Hence,
we report that this property can be satisfied for PR-PUF. It should also be noted
that this property does not contribute to the statistical distribution of CRP space

but rather the robustness of the PUF device itself in reproducing the responses.
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10.4 Proposed RRAM RNG design

An input challenge is required to generate the response in PUF, and the challenge
here controls the entropy. In PR-PUF, the challenge vector dictates which rows
of the RRAM crossbar are selected, and the randomness in the HRS variations
of the RRAM devices generates different total currents along the columns. When
digitized using a parity-based scheme, a unique response is generated for the applied
challenge. On the other hand, there is no user-given input challenge for the RNG,
and when it is just activated, the entropy is digitized and post-processed to generate
a high-quality random bit stream. The common element in both primitives is the
requirement of a randomness source. Hence, we propose using the same randomness

from the RRAM PUF to construct RNG.

10.4.1 Extension with RNG Construction

One of the recommended building blocks by NIST is using the AES as a condition-
ing component to generate a high-quality random bit stream [334]. We used AES
with the PR-PUF to operate as an RNG, and the proposed schematic is shown in
Fig.10.6. During the operation as RNG, the PR-PUF is connected directly to AES-
128. The response of the PR-PUF is fed as a message to the AES after padding it
to the required block size of 128 bits. The challenge for PR-PUF is now fed back
internally from the RNG output collected from AES. When the RNG is initialized
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for the first time, a challenge of OxXFFFFFFFF is used to derive the response. The
subsequent challenges are retrieved internally from the portion of RNG output, the
first 32 output bits of the AES, as detailed in Fig.10.6. These challenge bits are

hidden inside the device and not revealed to the user.

Algorithm 1. details the process of deriving the RNG bit streams from PR-PUF.
It should be noted that the proposed methodology is generic to work with any
PUF. The input to the AES is the key and message. The response is fed directly
as a message after padding. However, for the key, the challenge is XORed with the
response, and a counter output is padded to it. In this study, we have used the
8-bit counter that resets every time it reaches its maximum value. The counter
prevents the architecture from repeating the same output in cycles. The AES
padding mechanism utilized for the message is also used to pad the key to meet
the 128-bit block size. The AES output is divided into 32-bit and 96-bit blocks;
the former is used as a new challenge, and the latter is released as a random bit

stream. Thus, the proposed RNG can produce 96 random bits every cycle.

Algorithm 3 Random Number Generation

Output: Random bit stream Rryg

Initialisation : Cyyy., counter > Restore from last state
1: Rpyr = PUF(Cstate)
20 Rpupkey =| | > Expand Rpyr to size of Cyigre
1=1to %

Rpupkey = Rpurkey||Rpur
key = PAD(Cstate ® Rpur ey || counter, 128 — bit)
M = PAD(Rpyr, size = 128 — bit)
RAES - AES(M,key)
counter < 255
counter = counter + 1 counter =0 > Reset counter
8: Cstate = RAES[]- : 32]
9: Rrng = RAES[33 : 128]
10: return Rrng

|

10.4.2 Randomness Evaluation

We tested the generated bit-streams from the proposed RNG with the NIST SP
800-22 test suite. We generated 50M random bits, divided into 10 sequences, and
used them for the analysis with the test suite. We tested for all 5 constructed PUF

instances, and one of the analyses is shown in Table.10.1, and it is clear that the
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TABLE 10.1: NIST SP 800-22 test results

Tests \ P-Value \ Result
Frequency 0.122325 | Pass
Block Frequency 0.534146 | Pass
Cumulative Sums 0.991468 | Pass
Cumulative Sums 0.213309 | Pass
Runs 0.739918 | Pass
Longest Run 0.739918 | Pass
Rank 0.213309 | Pass
FFT 0.350485 | Pass
NonOverlapping Template 0.739918 | Pass
Overlapping Template 0.017912 | Pass
Universal 0.911413 | Pass
Approximate Entropy 0.350485 | Pass
Random Excursions 0.350485 | Pass
Random Excursions Variant | 0.534146 | Pass
Serial 0.534146 | Pass
Serial 0.911413 | Pass
Linear Complexity 0.534146 | Pass

RNG output is a high-quality random bit stream passing all NIST tests. Also,
one test result is given as a sample from all the passed Non-overlapping template,

Random Excursions, and Random Excursions Variant tests.

TABLE 10.2: Comparison with state-of-the-art RRAM PUF-RNG constructions

2016(326] 2019(328| 2019(314] 2020[335]] 2021[313] 2022[329] This
Work
RRAM Inte- 1T1R 1T1R 1T1R 1T1R 1T1R 1T1R 1T1R
gration
Entropy 1/f5 Cycle-to- RRAM | RRAM | D2D Varia- | D2D Varia- | D2D Varia-
Source noise cycle pulse | Switch- | switch- tions tions, Read | tions
number ing ing noise
voltage current

PUF ® % v % v v v
RNG v v  d v 3 v v
Unified ® % ® % v v
structure
NIST pass All All NA 12 NA All All

We explained constructing RNG from PUF using the 1T1R crossbar harvesting
the same HRS D2D randomness of the RRAM devices. The major advantage of
the proposed methodology is that we can now have a unified architecture that acts
like PUF and RNG, introducing compactness in design. During PUF operation,
the user input challenge is applied to the PUF and the derived response is shared
outside directly or after a post-processing block discussed in our previous work.

However, when operated as RNG, the challenges are derived internally, and only the
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random bit-stream Rpzyg is shared outside. It is noted that careful consideration
should be given to storing the Cye and counter, which is invoked and used in
subsequent RNG calls. Table.10.2 compares the state-of-the-art RRAM PUF and
RNG studies. The construction studied in this work utilizes a single entropy source,
unlike separate entropy sources for PUF and RNG in other works, and importantly,
passes all the NIST randomness tests. Furthermore, AES is included in commercial
crypto-coprocessors [336] because of its vast use cases. Hence, designing RNG with
AES is an effective solution as it is included irrespective of the RNG construction in
the cryptoprocessors. Therefore, the overhead cost of our proposed AES utilization

is negligible.

10.5 Summary

In this work, we presented a unified PR-PUF and RNG with 1T1R crossbar per-
forming matrix-vector multiplication. The HRS D2D variations of the RRAM
devices are the primary source of entropy utilized to generate the responses of the
PUF. The discussed PR-PUF is the strong PUF, and the main advantage of its
construction is its reconfigurability, which is achieved by changing the parity type
during response generation. We mainly proposed and analyzed an RNG from the
PR-PUF construction as a unified structure. The generated high-quality random
bit streams from the RNG passed all the NIST SP 800-22 tests. We invite re-
searchers to study the PR-PUF/RNG and identify opportunities to improve and

analyze new attacks that could be mounted with corresponding countermeasures.



Chapter 11

Securing Binarized Neural Networks
via PUF-based Key Management in

Memristive Crossbar Arrays

Synopsis

Binarized neural networks (BNNs) are a subset of deep neural networks proposed
to consume less computational resources with a smaller energy budget. Recent
studies showed that memristor-based in-memory computing architectures can be
constructed to accelerate BNNs, with better performance compared to traditional
CMOS technologies. The memristor non-volatility utilized for in-memory com-
puting poses a notable threat to theft attacks in the presence of adversaries with
physical access. This motivates us to introduce two novel protection methodolo-
gies to safeguard the model parameters of BNNs in the memristive crossbar. We
propose to take advantage of Physical Unclonable Functions (PUFs), which can
be implemented using memristor-based crossbars for protecting BNN. This feature
provides superior security compared to the traditional stored-key-based schemes.
We provide circuit-level hardware designs to implement our methodologies with
negligible additional overhead compared to an unprotected design and detailed

supporting analysis to validate our security claims.

Chapters 11 is published as published as Rajendran, G., Basak, D., Deb, S., Chattopad-
hyay, A. (2024, July). Securing Binarized Neural Networks via PUF-based Key Management in
Memristive Crossbar Arrays. IEEE Embedded Systems Letters (ESL).
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11.1 Overview

Deep neural networks (DNN) are used in many applications today and have tremen-
dous business value. The data used for training often concerns privacy, and training
a high-accuracy model requires considerable resources. Hence, the DNN model is
considered intellectual property and a valuable asset to protect from theft. The
deployment of the trained model to the dedicated inference hardware in the edge
can be handled well through the standard key exchange and encryption schemes.
Hence, man-in-the-middle attacks can be prevented. However, the vulnerability of
retrieving model parameters from the inference hardware still poses a considerable

threat.

Binarized neural networks (BNN) are an emerging class of neural networks in
which weights and activations are constrained to take values +1 and -1. BNN
is attractive for edge applications because its binary computation during inference
reduces computational complexities and saves energy. Implementing BNN with
emerging non-volatile memory (NVM) devices, especially resistive random access
memory (RRAM), is one of the primary research areas, and several methodolo-
gies and optimizations have been proposed to achieve better inference performance
[33, 34]. Accelerating DNN with RRAM-based in-memory computing is challeng-
ing because RRAM non-idealities hinder multi-bit computing. However, for BNN,
only two RRAM states are required and are more robust to variability. Imple-
menting BNN in RRAM crossbars has the advantage that a current comparator
can replace the resource-hungry analog-to-digital converter[33, 34]. Hence, the
BNN crossbar arrays also necessitate significantly fewer peripheral resources. Con-
sequently, RRAM-based BNN accelerators could be preferred over their multi-bit

DNN counterparts for edge implementations.

Other than for NN accelerators, emerging NVM devices are also studied for hard-
ware security primitives such as Physical Unclonable Function (PUF) and True
Random Number Generator (TRNG) [32]. A PUF works by producing a response
when a challenge is given to it. The response can be either used as a key or to de-
rive new key(s). A single PUF device can take many input challenges and produce
corresponding responses, making it flexible to tailor for applications after deploy-
ment. PUFs are more secure than stored keys that are prone to theft by probing.

Unlike the stored-key paradigm, PUFs can also be reconfigured after deployment.
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After reconfiguration, the PUF will produce a different response for the same ap-
plied challenge. Hence, if the keys are compromised, PUFs can still be used after

reconfiguration [32].

11.2 Related works

To avoid communication overhead, the BNN accelerators are often deployed in edge
devices, which makes those physically accessible to the attackers. There are few
previous works on securing multi-bit DNN in RRAM crossbars against theft attacks
but not on BNN. They essentially transform the weight matrix before mapping it
into the crossbar using a stored key. The first technique proposed is shuffling,
in which the weight matrix is shuffled along the rows, columns, or both and the
shuffled weights are mapped into the crossbar [337-339]. The shuffling details,
such as the actual position of the weights, are used as the key. This method has
several drawbacks: 1) it is not PUF-friendly because the weight matrix indices are
used as keys. Since the PUF output is a binary response, it cannot be directly
utilized as a key for this method. Also, the index-based key is very long, which
is unnecessary even if it gives factorial security strength in brute-force attacks. ii)
The peripheral overhead is very high, penalizing runtime, area and energy. The
second technique proposed with regular DNN is the weight matrix transformation
by 1’s complement [340] along the column. This scheme is attractive compared to
the shuffling technique due to its low resource overhead. However, this technique
is unexplored for BNNs and optimized architectures, such as integrating the batch
normalization (BN) layer with the matrix-vector multiplication (MVM) layer [34].
The BN-integrated architectures of BNNs differ significantly from standard DNN
architectures. Hence, schemes proposed for standard DNN cannot be directly ex-
tended for BNNs. The third technique proposed is to pad the actual weight matrix
with extra weights [339]. This technique has no quantifiable security benefits except
in hiding the network topology.

The main contributions of this work are as follows. First, we propose two novel
PUF-based weight transformation techniques for BNNs deployed in memristive
crossbars: inversion and swapping. The row inversion and swapping techniques are

discussed for the first time, even from the context of RRAM-based multi-bit DNN
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with stored keys. Second, we present hardware implementations of each method-
ology with detailed discussions on the inference performance. We also conducted

power analyses to estimate the additional overhead incurred.

11.3 Binarized Neural Network in RRAM cross-

bars

The trained binarized weights Wﬁk of the BNN are directly mapped to the RRAM
crossbar as resistance states of the memristors. The standard mapping uses two
RRAM cells to represent a single binary state arranged along the columns. The
binary weight value +1 is implemented by programming the top cell to LRS and
the bottom cell to HRS. For -1, it is implemented oppositely. It is equivalent to
specifying +1 as (1,0) and -1 as (0,1). The binary inputs also follow the same
convention for +1 and -1. The output of the MVM operation y; is given as input
to the activation unit, which is the sign function of the BNN. One of the principal
strategies for implementing BNN is to integrate the BN and the MVM layers in a
single crossbar and use the BN layer as a threshold Bj in calculating the neuron
output y? with a comparator [34]. It is achieved by rewriting the BN layer param-
eters through the sign function as given in equations 11.1 and 11.2. Here, k refers

to the column index, and £, o, €, 7, and p are the parameters of the BN layer.

2
_l’_
B, = —5—”76 + (11.1)

(11.2)

-1, if Y < By,
1, otherwise

The By can take decimal values. Hence, it cannot be mapped to the RRAM
crossbar directly. One of the notable properties of BNN is that if the weight matrix
is of even number size, then its corresponding MVM output y, will always be an
even number. Hence, utilizing this property, the By can be modified to 2(%1 and
mapped to the RRAM devices in the crossbar. There are two ways to implement
it. The first way is to have two separate columns for MVM and BN and compare
their output currents using the comparator to generate the output bit 2. We refer

to this architecture as a double-column BN in this paper. The second way is to
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integrate the BN and MVM in a single column and compare it to a reference value
-1. The By, is sign inverted before integrating into a single column. We refer to

this architecture as a single-column BN.

Attacker model: The attacker can access the edge hardware with an RRAM
crossbar, in which the trained model has been deployed for execution. The attacker
knows the topology of the deployed BNN. The attacker can read the conductance
states of RRAM devices using micro-probing, which has been identified as a vi-
able method [337-342]. The attacker can also employ other physical attacks, such
as elemental analysis using energy dispersive x-ray spectroscopy and imaging, as
described in earlier studies with experimental validation, to find the conductance
state of RRAM devices [342, 343]. However, the PUF and its response in the edge
device are always hidden and protected from the attacker at any point in time.
Hence, the attacker cannot access PUF and collect its responses making machine
learning attacks not applicable. Here, it should be noted that the responses are
never stored as memory states with PUF. The PUF always computes them during
runtime. Our goal is to prevent the attacker from correctly reading the BNN model

parameters from the RRAM crossbar.

11.4 Proposed security schemes

For the BNN inference, the trained weight-matrix VVka of each layer is directly
mapped to the RRAM crossbar. We propose transforming the I/V]bk into a new
matrix VVJ*/,ZZ3 with a PUF response and then storing it in the crossbar. Hence, when
Wi} is used for inference without the PUF response used for transformation, the
classification will be incorrect, and the model will be useless. We previously pro-
posed a reconfigurable Parity RRAM PUF with a 1T1R crossbar and a procedure
to extend it to a random number generator [344]. During the inference stage, the
keys generated by the PUF are loaded only once at runtime. They are then stored
in registers, such as D flip-flops, for use in subsequent inferences involving multiple
inputs. As a result, the power consumption will be reduced to D flip-flops. Our
analysis shows that the additional power overhead from using D flip-flops accounts
for less than 1% of the total power consumption. We used a similar PUF construc-
tion for analysis in this paper. We propose two methodologies with PUF to protect
the trained BNN parameters of each layer. We analyse our schemes using the BNN
architecture shown in Fig.11.1 and train it on the MNIST dataset. In this study,
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we used the RRAM model discussed in [316] for the simulations. We need to deter-
mine the level of difficulty an attacker would face when attempting to recover Vijk
from the W]*Z - after gathering W]*Z from the RRAM crossbar. We estimate this
security strength for our proposed methodologies in terms of the brute-force ap-
proach and the effectiveness of weight matrix transformation in inference accuracy

following similar state-of-the-art works [337-340].

Softmax

Input —— output

FC layer(512)
BN layer + sign
FC layer(512)
BN layer + sign
FC layer(512)
BN layer + sign
FC layer(10)

FIGURE 11.1: Architecture of Neural Network trained used for MNIST dataset

11.4.1 Transformation by Inversion

We propose two inversion strategies for Wﬁk - one is along the row j, which we
refer to as the row inversion, and the other is along the column k, which we refer
to as a column inversion. The length of the PUF response required for row and
column inversion equals the row size, [; and column size, [} of W]l.”k, respectively.
The security strength of the VVJ*Z against brute force attack depends on the length

of the response. For a response size of length [, it is 2.

11.4.1.1 Row inversion

- This transformation can be completed using equation (11.3), where R; and I/Vﬁl:lk
refer to the response bit value and weight matrix elements at row index j, re-
spectively. Only the transformed matrix WJ*Z is mapped to the crossbar. During
inference runtime, the same PUF response used for transformation is used to trans-
form input signals X]l-’ applied to the crossbar as given in equation (11.4). Both
double-column and single-column BN architectures are implemented with the same
transformation flow as detailed in Fig 11.2. The inversion logic required at the in-
put is the XOR gate that takes X jb and R; as inputs and outputs the transformed
input signal X7 b to the crossbar, as detailed in Fig.11.2.
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kb _W'b,u iijzl
Jbbe { I/Ifﬁjl:lkk otherwise (11:3)
X;b:{ —X iR =1 (11.4)
X? otherwise
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LR ™ e
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D> I»J I'J W - J__ g I'J JIIJ il H l_
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[ Weighted-sum layer | | | [ *
Threshold BN layer V W V V V \%/
(a) (b)
Inversion logic block Wo B We, B WL, BY W, B
2 1 1 -1 1 1 1] 1
X;® -1 1 1 1 e 1 1| - 1
R 4 [ 1| 1 | 1 1 1] 1 1
1 -1 -1 1 -1 -1 il 1
Original mapping Transformed mapping
(c) (d)

FIGURE 11.2: Layout of PUF-protected row inversion of (a) double-column and
(b) single-column BN architectures, (c) inversion logic to recover the inference
output and (d) illustration of transformation including BN layer

11.4.1.2 Column inversion

- The response bit value Rj, of PUF is directly coupled to the column k of the weight
matrix. In row-inversion, we transformed only the weight matrix W]bk However,
both Vijk and Bj are transformed in column inversion. For double-column BN
architectures, I/ij , and By are transformed using the mappings in equations (11.5)
and (11.6), respectively. Similarly, the mappings in equations (11.5) and (11.7)
transform Wﬁk and B, of single-column BN architectures, respectively. The com-

parator output y;? is checked for sign and inverted during inference runtime with
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the PUF response as given in equation (11.8) for both the architectures before
passing it to the next inference stage. The required inversion logic is the XOR
gate that takes the y;® and Ry as inputs and gives y? as output, as detailed in
Fig.11.3(c).

WL L T ] I |
B SRS Dl NN RL S
o i IR ki
g v i i Uy
w, —h 1+ | | w,— T+ |
[ SR [ AR
""" | Weighted-sum layer !

5 L1 |

PUF1 H Inversion logic block ‘ | PUF1 H Inversion logic block ‘

(a) (b)
mEH [ o |
I | | |
Inversion logic block WP, By WP, B, W*b, . B¥ W*b,,,  BY,
yi*e 1 1| a1 ] 1 1 1 1 1
ykb -1 1 1 1 - 1 1 1 1
-1 1 1 1 l -1 1 1
Ry
1 -1 -1 1 -1 -1 -1 1
Original mapping Transformed mapping
(c) (d)

FIGURE 11.3: Layout of PUF-protected column inversion of (a)double-column
and (b) single-column BN architectures, (c) inversion logic to recover the infer-
ence output and (d) illustration of transformation including BN layer

—W, if Ry, =1
= Lk 5 (11.5)
]’ wp ok otherwise
—Br+2 if R, =1
B = ps (11.6)
By, otherwise
By —2 if R, =1
Br={ * o (11.7)
By otherwise
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Yh = (11.8)

yrb otherwise

{ —yi? if Ry =1

Different PUF responses are used to transform each layer. Hence, recovering the
transferred layer without the actual response is tricky, improving security. We
used 10 different PUF responses for each layer to analyze the impact of weight
transformation and calculated the average inference accuracy. In consideration
of our simulation time constraints, we have empirically chosen the value of 10 to
ensure a realistic analysis by utilizing multiple secret keys rather than relying solely
on a single key. Tables 11.1 and 11.2 show the classification accuracy loss with
the MNIST data set when individual layers are transformed and not recovered
with PUF response during inference. We have also presented the response key
length required for each transformation case. The original accuracy of the model
without transformation is 96.74%. When all the layers are transformed using the
inversion scheme, the accuracy is reduced to 11.13% and 10.2% for row and column
inversion, respectively. The impact of the transformation of the individual layers
is also presented in Tables 11.1 and 11.2. We performed a power analysis for the
overhead incurred because of the XOR logic. We found that the percentage increase
in power is negligible and significantly less than 1%.

TABLE 11.1: Inference accuracy with row weight inversion transformation for
MNIST BNN

Transformed layers | PUF key | Inference accuracy

length without right PUF
key

None (without PUF | 0 96.74%

protection)

FC1 784 9.83%

FC 2 512 8.28%

FC 3 512 13.49%

FC 1,2,3 784 + 2 x 512 11.13%

11.4.2 Transformation by swapping

A trained BNN model is valid only when all the individual weight values are used for
inference in trained order. We propose transforming the weight matrix by locally

swapping the values along the rows or columns based on the PUF response. We
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TABLE 11.2: Inference accuracy with column weight inversion transformation
for MNIST BNN

Transformed layers | PUF key | Inference accuracy

length without right PUF
key

None (without PUF | 0 96.74%

protection)

FC +BN 1 512 10.71%

FC +BN 2 512 7.35%

FC +BN 3 512 13.8%

FC + BN 1,2,3 3 x 512 10.2%

discuss transforming with column swapping here; the same procedure applies to
row swapping. To accomplish swapping with BN-integrated architectures, we need
to swap the column values of the weight matrix together with the BN layer values
as given in equations (11.9) and (11.10). The new W7} and Bj, are mapped to the
crossbar. The layout of such implementation is given in Fig.11.4. Based on the
PUF response Ry, the output y;? is swapped during inference runtime. The required
swapping logic block is also given in Fig.11.4. Similar to the previous section, we
analysed the impact of swapping transformation on inference accuracy with PUF
responses. With this method, transformation on individual layers alone does not
significantly affect the overall classification accuracy. However, when all the layers
are transformed, the accuracy drops to 52.96%. The key point is that this accuracy
does not reflect the security strength, and the PUF response still determines the
security. The accuracy drops only show the performance without the key. Three
PUF keys of 256-bit length are required in this transformation, which is half the
column size of the weight matrix. Hence, the security against brute force attack
is 22° for the individual layer, with the total security being 23%2°¢. Similar to the
inversion scheme, we estimated power for the overhead incurred by the MUX. We

found that the percentage increase in power is insignificant and well below 1%.

B, — 1 then W]*Z = W]b,kﬂ and W;ZH - Wﬂbv’“ (11.9)
0, then VV]*Q = VV]bk and W;Z-H = ij,kﬂ
R, — en Ly k1 ANG D k (11.10)
0’ then Bf = Bk and B;-‘,—l = Bk+1
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FIGURE 11.4: Layout of PUF-protected swapping scheme with its logic block

TABLE 11.3: Inference accuracy with swapped columns

Transformed layers | PUF key | Inference accuracy

length without right PUF
key

None (without PUF | 0 96.74%

protection)

FC +BN 1 256 79.79%

FC +BN 2 256 88.4%

FC +BN 3 256 94.57%

FC + BN 1,2,3 3 x 256 52.96%

11.5 Summary

We presented two methods with their hardware design and analysis to protect BNN
in RRAM crossbars using PUF. The security strength of the stolen transformed
weight matrix W]*,l; against brute force attacks for both schemes is directly related
to the length of the response key. The response key length required in the swapping
scheme is half that required in the inversion scheme for the same weight matrix.
Hence, the inversion scheme is more secure in terms of key length. However, this
difference in key length in the two schemes may not be significant if we transform
the larger matrix. For example, the key length of (3 x 256) discussed in this paper
for column swapping can provide increased security against brute force attacks.

Hence, the swapping scheme is also robust. We conclude that the choice of the
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scheme is based on the required security strength and the availability of the PUF
response length. In situations where the secret key generated through PUF is not
of adequate length for transforming the weight matrix by the inversion scheme, the
designer may choose to use the swapping scheme. Furthermore, to achieve a better
trade-off between security strength, the inversion scheme may be preferred to trans-
form Vijk with a smaller dimension, and a swapping scheme may be preferred to
transform Wﬁk with a larger dimension. The proposed row inversion and swapping
techniques can also be extended to RRAM-based multi-bit DNN implementations,

which can be future work.



Chapter 12
Conclusion and Future works

The recent advancements in computing and communication technologies have led
to the emergence of the IoT paradigm, driving the development of energy-efficient,
high computational capacity devices integrated with intelligent algorithms. The
commercialization of these computational units requires substantial financial in-
vestments and collaboration among vendors to protect their assets from reverse
engineering. As a response to the diverse user base’s demand for robust security
measures, current research efforts are focused on the development of TEE and
HROT to safeguard critical data from various threats, including side and covert

channel attacks, fault attacks, hardware trojans, and unintentional design flaws.

Notably, NIST’s selection of CRYSTALS-Kyber as the exclusive candidate for KEM
in the PQC standardization process reflects its robust theoretical security assur-
ances and implementation performance. However, concerns about the susceptibility
of Kyber to physical attacks, such as SCA, have prompted the cryptographic com-

munity to scrutinize the implementation details and develop protection strategies.

Our research focused on investigating side-channel attacks on PQC in hardware,
introducing an new approach of parallel PC oracle attacks tailored for LWE-based
KEMs, specifically targeting the Kyber KEM. While our attacks are demonstrated
on the Kyber KEM, we believe that our methods can be adapted to work with
other LWE/LWR-based KEMs, such as Saber and FrodoKEM. This research aimed
to address potential security vulnerabilities arising from the use of commercial

hardware in the implementation of cryptographic schemes.

The current methods for authenticating devices and transferring data heavily rely

on software-based cryptographic schemes, but these measures require significant

134
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system resources, making them impractical for resource-constrained IoT devices.
Additionally, their dependence makes them vulnerable to persistent attackers with
substantial computational capabilities. Therefore, there is a growing need for de-
pendable hardware security solutions. The HROT plays a crucial role in generating
and maintaining critical cryptographic keys and is designed to resist tampering at-

tempts. Key components of the Root of Trust include hardware security primitives
such as PUF and TRNG.

We have thoroughly reviewed the recent progress in non-volatile memory (NVM)
device technologies, with a specific focus on RRAM. Our review aimed to explore
how advancements in RRAM technology can be used to create hardware security
primitives like PUF and RNG. The research on RRAM has actively looked into its
potential applications in storage, in-memory multivalued logic processing, neuro-
morphic computing, and security. The variability in RRAM array structures has
been identified as a significant challenge, and ongoing efforts are being made to ad-
dress stochastic effects. Interestingly, we can use these stochastic effects to design
hardware security primitives. We proposed new designs for PUF and RNG based
on memristive crossbars with a focus on improving performance and resolving crit-
ical issues in hardware security, including writing-free reconfiguration and unified

design.

DNNs are commonly used in modern applications, but due to the sensitive nature
of the training data and the substantial computational resources required for devel-
oping high-precision models, they are considered a form of proprietary intellectual
property that needs protection from unauthorized access. BNNs, where both the
weights and activations are restricted to values of 41 and -1, have garnered atten-
tion for edge computing applications due to their reduced computational complex-
ities and energy conservation during inference. Accelerating BNNs with emerging
NVM devices, particularly RRAM, is an active area of research aimed at enhancing
inference performance. Despite the challenge of non-ideal RRAM behavior hinder-
ing multi-bit computing, BNNs require only two RRAM states, making them more
resistant to variability. We have proposed the deployment of newly developed cryp-
tomodules to safeguard BNN model parameters when deployed in state-of-the-art

RRAM in-memory computing accelerators to mitigate potential security threats.

In summary, we addressed the evolving challenges in hardware security. The higher-
level overview of contributions can be categorized into three parts. Firstly, the

study introduced novel adaptations of side-channel-assisted binary PC oracle-based



attacks, significantly improving the efficiency of extracting information about the
secret key. The proposed attacks demonstrate superiority in terms of the required
number of queries to retrieve the secret key compared to existing methods, as
validated through experimental analysis. Secondly, the research explored the lat-
est advancements in device technologies, such as RRAM, for developing hardware
security primitives like PUF and RNG. The study introduced new constructions
for PUF and RNG based on memristive crossbars, addressing critical issues in
hardware security primitives. Lastly, we leveraged the newly developed crypto-
modules to protect BNN model parameters when deployed in advanced RRAM
in-memory computing accelerators. These contributions are significant steps to-
wards advancing the field of hardware security and have the potential to impact

future developments in secure hardware systems.

Consider the following open challenges presented for future research.

e The thesis primarily focused on the investigation of SCA on lattice-based
PQC KEMs. However, it’s important to note that other PQC KEMs, such
as Classic McEliece and HQC, are currently under consideration for stan-
dardization and require thorough investigation into their susceptibility to
SCA. Furthermore, the extent of SCA leakage is reliant on the specifics of
the hardware being used. Consequently, there is a crucial need for a tool
capable of evaluating the vulnerability of various types of hardware to SCA
in the context of PQC.

e In this study, we have introduced new PUF designs utilizing RRAM crossbars.
We have tackled key challenges such as enabling reconfiguration without the
need for writing, and creating a unified design with a RNG. Moving forward,
we suggest integrating this cryptographic module to develop a comprehensive

HROT and evaluating its performance across various applications.

e Our analysis centered on safeguarding the BNN model parameters within
RRAM crossbars using PUF. The techniques we introduced are adaptable
and can be utilized in other implementations, including STT/SOT-MRAM

crossbars or FPGAs, which may be potential areas for future exploration.
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