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Summary

Face recognition as a convenient approach for automatic identity verification has
become increasingly prevailing in recent years. The presentation attack (PA) is a se-
rious threat hindering the application of face recognition systems in security-critical
scenarios. Face presentation attack detection (PAD) is an essential anti-spoofing
measure to enhance the security of face recognition systems by discriminating pre-
sentation attacks from bona fide attempts. Existing methods have achieved good
performance in intra-domain testing, where the testing data is from the same dis-
tribution as training data. However, when testing the face PAD models in a new
target domain, the performance will degrade severely since the testing data could

be from unseen distributions which are different from the training data.

In this thesis, we explore the cross-domain problems in face PAD and introduce
several methods to apply to different application scenarios. In consideration of the
intrinsic difference between genuine face and attack samples, such as the feasibility
and the expense of data collection in practical scenarios, our methods are devised
with more attention to genuine face samples. Considering that the attackers may
launch presentation attacks with novel spoofing mediums, we study the unseen
attack problem in face PAD in the first work and propose method based on deep
metric learning. We learn a discriminative feature space with a hypersphere loss
which forces the genuine face samples to maintain intra-class compactness and en-
sure inter-class separation from the attack samples. Since the decision-making is
directly conducted on the learned feature space, there is no need for additional
classifiers to be trained. Beyond the threats of unseen attacks, the changes in il-
lumination conditions and camera sensors will also degrade the reliability of the

face PAD systems. In the second work, we tackle the generalization problems in
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face PAD and propose a bi-modality method that better generalizes to unseen at-
tack and illumination variations. We establish the connection between face images
of different modalities via asymmetric modality translation. The discrepancy of
modality translation between genuine faces and attack samples is used as a com-
pelling clue for discriminating various spoofing faces from genuine faces. Domain
adaptation is a typical approach to improving the cross-domain performance of face
PAD with the help of target domain data. However, it has always been a non-trivial
challenge to collect sufficient data samples in the target domain, especially for at-
tack samples. In the third work, we improve the cross-domain performance of the
face PAD by only using a few genuine face samples collected in the target domain.
We propose a method by introducing teacher-student learning to address the one-
class domain adaptation problem in face PAD. The similarity score between the
representations of the teacher and student networks is used to distinguish attacks

from genuine ones.

To verify the effectiveness of the proposed methods, we devise protocols and con-
duct extensive experiments on multiple datasets. The experimental results show

that our methods outperform prior methods.



Chapter 1

Introduction

1.1 Background of Face Presentation Attack De-

tection

Face recognition has become one of the most predominant approaches for automatic
identity verification due to its high accuracy and convenience [1]. The noncontact
and silent sensing process makes it suitable for diverse application scenarios, from
attendance registration and mobile device unlocks to security-critical ones such as

door access control, border control, and cashless payment.

With the wide application of face recognition techniques in various scenarios, the
security and trustworthy problems of face recognition systems have been widely
concerned in academia and industry. Despite the ease of use, face image has
higher disclosure risks compared to fingerprints and iris images, especially with
the widespread use of social media. The presentation attack, also known as the
spoofing attack, is a physical-layer attack that works on the sensing process of
face recognition systems, which aims to spoof the systems and be verified as the
attempts of genuine users. As the name implies, it is conducted by presenting
facial forgery (printed photos, images or videos on digital displays, high-fidelity
masks, expensive wax figures, etc.) of genuine users to the camera sensor of face
recognition systems at the sensing process. On account of the easy deployment,
presentation attack (PA) is a serious threat hindering the application of face recog-

nition systems. In addition to presentation attacks, face recognition systems are
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also under the threat of some cyber-layer attacks in forms of intercepting and re-
placing the captured face images, replacing the probe sample features, overriding
the signal processing, comparator or the decision module and etc [2]. Unlike pre-
sentation attacks targeted on the sensors, the cyber-layer attacks are related to the
integrity of the system and communication networks. In this thesis, we only focus

on presentation attacks.

Face presentation attack detection (PAD) is an essential anti-spoofing measure to
enhance the security and reliability of face recognition systems by discriminat-
ing presentation attacks from bona fide attempts [2]. The task of face PAD is
presented “face” perception and discrimination. In the past decade, various face
PAD methods have emerged in the literature, ranging from the early traditional
methods based on handcrafted features to recent deep learning methods with con-
volutional neural networks (CNN). Existing face PAD methods have achieved good
performance in intra-domain testing, where the testing data is from the same dis-
tribution as training data. However, when testing the face PAD models in a new
target domain, the performance will degrade severely since the testing data is from
unseen distributions which are different from the training data. This problem is
also known as the distribution shift or domain shift problem, which originates from
various factors such as the change of capturing devices, mediums of attacks, and

illumination (3, 4].

1.2 Major Contributions

Since the domain shift seriously affects the reliability of face PAD systems, do-
main generalization and adaptation problems have become hot spots of face PAD
research. In this thesis, we deal with the cross-domain problems in face PAD and
propose three methods. The three methods are proposed for different application
scenarios and tackle the face PAD problems with different techniques. The first and
third methods apply to single visible light modality scenario. Specifically, the first
method addresses the unseen attack problem based on deep metric learning and the
third method addresses the domain adaptation problem based on one-class knowl-
edge distillation. The second method tackles the generalization problem under a
bi-modality scenario with the asymmetric modality translation. In consideration

of the intrinsic difference between genuine face and attack samples, such as the
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feasibility and the expense of data collection in practical scenarios, our methods
are devised with more attention to genuine face samples. Our main contributions

are stated as follows:

e Unseen Face PAD with Hypersphere Loss:
The first work explores the unseen attack problem in face PAD. Unlike prior
works, we propose a face PAD method based on deep metric learning, which
detects attacks directly on the learned feature space without needing addi-
tional classifiers to be trained. The mapping from the image space to the
target feature space is implemented with a CNN-based feature extractor. To
force the genuine face samples to maintain intra-class compactness and en-
sure inter-class separation from the attack samples, we devise a hypersphere
loss function to direct the optimization of the feature extractor. To verify
the effectiveness of the proposed method, we did extensive experiments on
multiple prevailing datasets. The experimental results demonstrate that our

method effectively detects the unseen attack and outperforms prior methods.

e Asymmetric Modality Translation for Face PAD:
In the second work, we tackle the generalization problems in face PAD under
bi-modality scenarios and propose a method that generalizes better to unseen
attack and illumination variations. Different from prior methods, our method
explicitly establishes the connection between different modality images via
asymmetric modality translation. In this method, we devise an asymmetric
modality translator which successfully translates genuine face images from
the source modality to the target modality while fails for attacks. The dis-
crepancy of modality translation between genuine face and attack samples
is utilized as an effective clue for discriminating various spoofing faces from
genuine faces. To achieve the expected functionalities, we devise an asym-
metric modality translation loss to supervise the training of the translator at
both latent and pixel-level. Besides, we design an illumination normalization
module based on the pattern of local gravitational force (PLGF') descriptor to
reduce the effect of illumination variations on sensitive modalities. We con-
duct extensive experiments to verify the effectiveness of our proposed method.
The results show that our method applies to different modality settings and
achieves state-of-the-art performance with grand-test, cross-illumination, and

unseen-attack evaluation protocols.
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e One-Class Knowledge Distillation for Face PAD:
In the third work, we introduce a teacher-student framework to address the
one-class domain adaptation problem in face PAD. In this method, a teacher
network is trained with source domain samples to provide discriminative fea-
ture representations for face PAD. Student networks are trained to mimic
the teacher network and learn similar representations for genuine face sam-
ples of the target domain. In the test phase, the similarity score between
the representations of the teacher and student networks is used to distin-
guish attacks from genuine ones. To relieve the pressure about the expansion
of the model size, a sparse learning strategy is adopted during the training
of student networks. To evaluate the face PAD models under one-class do-
main adaptation settings, we devise two new protocols and conduct extensive
experiments. The experimental results show that our method outperforms
baseline methods with one-class domain adaptation and also unsupervised

domain adaptation.

1.3 Organization of the Thesis

Chapter 1 introduces the background and challenge of the face presentation attack
detection task, the major contribution of our work, and the organization of the

thesis.

Chapter 2 reviews the evolution of face presentation attack detection methods,
ranging from the conventional methods based on handcrafted features to recent

deep learning methods that are more relevant to our work.

Chapter 3 introduces the work that tackles the unseen attack problems in face

PAD with a method based on deep metric learning.

Chapter 4 introduces the work that tackles the generalization problems in face

PAD with a method based on asymmetric modality translation.

Chapter 5 introduces the work that tackles the one-class domain adaptation prob-

lem in face PAD with a method based on teacher-student learning.

Chapter 6 summarizes our works included in the thesis and discusses the directions

for future works.



Chapter 2

Literature Review

Face presentation attack detection (PAD) is a task of presented “face” percep-
tion and discrimination. A diversity of sensor devices are used for information
acquisition in the literature. In addition to the most commonly used visible light
(VIS) camera, near-infrared (NIR) [5-9], depth [6-9], thermal [8, 9], short-wave
infrared (SWIR) [9], ultraviolet (UV) [10], light-field [11, 12] and dual pixel [13]
cameras have also been used for face anti-spoofing. According to the sensor devices
used in the test phase, face PAD methods can be broadly categorized into single-
modality and multi-modality methods. Due to the wide application of VIS cameras
on multifarious daily-used electronic devices, single VIS-modality methods natu-
rally became the mainstream of face PAD research. Although single VIS-modality
methods have been extensively studied for many years, the cross-domain problem
of face PAD is still an open issue. Recently, multi-modality methods [6, 8, 9] have
achieved promising performance with the help of richer information gathered from
different modalities [5-9].

In the following content of this chapter, our review focuses on the methods based

on single VIS-modality and multi-modality, which are most relevant to our work.
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2.1 Single VIS-Modality Face PAD

In the past decade, various VIS-modality face PAD methods have emerged in the
literature, ranging from the conventional methods based on handcrafted features

to recent deep learning methods.

2.1.1 Conventional Methods

At the early stage, face PAD models are constructed with handcrafted features and

conventional classifiers like most other computer vision tasks.

2.1.1.1 Feature Representations

In the literature, a variety of handcrafted features have been devised to represent
the data samples in discriminative feature spaces that are easier for classifiers to
distinguish between genuine and spoof face images. The handcrafted features are
designed by experts with specific experience and domain knowledge. Motivated by
the observation that the genuine face images contain more high-frequency details
than recaptured images, some earlier works [14-16] extract handcrafted features by
analyzing the Fourier spectra. Since the spoofing face images usually have lower
image quality and contain more texture defects, there are some features devised on

the basis of image quality analysis [17-19] and micro-texture analysis [20-23].

Beyond the face PAD methods based on single frame images, there are some works
extracting feature representations from image sequences. Facial motions such as
eyeblink [24] and mouth movement [25] have been used as cues for differentiating
spoof artifacts from genuine faces. Earlier methods extract motion information
from the image sequences with the help of optical flow analysis [25-27]. There
are also some works that extract dynamic features [28-32] with spatial-temporal
descriptors extended from conventional descriptors in texture and spectral analysis.
Besides, heartbeat signals such as remote Photoplethysmography (rPPG) extracted
from face image sequences have been used to construct discriminative features for
face PAD in recent works [33-36].
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2.1.1.2 Classifiers

In addition to the feature representation, the classifier is also an essential compo-
nent of conventional face PAD methods. In the literature, the classifiers can be
broadly categorized as binary and one-class classifiers. Binary classifiers are con-
structed with features of both genuine face and attack samples. Support Vector
Machine (SVM) [37] is one of the most common classifiers in machine learning,
which is also widely used in face PAD [19-23, 26-28, 31-36]. Beyond SVM, some
classifiers based on Sparse Logistic Regression (SLR) [38], Linear Discriminant
Analysis (LDA) [39], and Quadratic Discriminant Analysis (QDA) [39], AdaBoost
[40] have also been used in conventional face PAD methods [15-18, 24, 25]. Un-
like binary classifiers, one-class classifiers are built with features of genuine face
samples only in scenarios where the attack samples are unreliable or even unavail-
able. In the literature, one-class classifiers such as one-class support vector machine
(OCSVM) [41] and Gaussian mixture model (GMM) [42] have been used to detect

presentation attacks under the unseen attack setting [43-45].

Although handcrafted features have strong interpretability, their representational
ability is limited. The designs of these features are usually based on prior knowl-
edge about specific types of attacks. Rare of them can take care of various types
of attacks, especially when the presupposed cue does not exist. Moreover, the dis-
crimination ability of conventional classifiers is limited compared to recent neural

network based discriminators.

2.1.2 Deep Learning Methods

With the great success of deep learning techniques in the field of representation
learning and various computer vision tasks, convolutional neural networks have
been used for face PAD and demonstrated significant advantages and great poten-
tial. At the earlier stage, CNNs designed for general computer vision tasks were
used as the feature extractor to replace the conventional handcrafted feature de-
scriptors. Yang et al.’s work [46] is the first attempt at introducing deep learning
techniques in face PAD task. Instead of using handcrafted features, they utilize

genuine face and attack images to learn feature representations with a feature ex-
tractor based on VGG-Net [47] and construct SVM based classifiers for face PAD.
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After which, an increasing number of deep learning based face PAD methods have
emerged along with the rapid development of deep learning techniques. The good
performance of deep learning based methods relies on the design of neural network
architectures and the optimization objectives, as well as the diversity of training

data and the quality of annotations.

2.1.2.1 Network Architectures

Yu et al. [48] propose a network architecture based on central difference convolu-
tion (CDC) layers for fine-grained feature learning. Network architecture search
(NAS) techniques have been used to automatically search the optimal parameters
of network architectures for higher accuracy [48, 49] and efficiency [50]. Despite
existing data-driven face PAD methods performing well on intra-domain testing
data, the excellent performance is limited by the diversity of the source domain
training data, and seldom of them can generalize well on the target domain due to
the domain shift problem [51] caused by complex factors. Beyond methods that
learn feature representations from a single image frame, there is also a branch of

face PAD methods devised with spatial-temporal feature learning [49, 52-58].

2.1.2.2 Auxiliary Tasks

Since CNN-based face PAD models naively optimized with binary classification loss
usually suffer from overfitting problems, auxiliary tasks have been used to assist the
training of face PAD models. Motivated by the evidence that genuine and spoofing
faces have different geometry shapes, depth regression [48, 59-63] is widely used
as an auxiliary task in recent deep learning based face PAD methods. Besides, the
reflection pattern [61, 62], texture map [64], binary mask [65], and rPPG signal [60]
regression have also been used to assist the training of face PAD models. To avoid
the inconvenience of fine-grained label generation, George et al. [66] propose to
train a CNN-based face PAD model using pixel maps with 0/1 value. Motivated by
the observation that spoofing face images contain intrinsic defects, some methods
construct face PAD models with the help of noise [67] and spoofing traces modeling
(68, 69]. Similar to conventional methods, there are also some deep learning based
face PAD designed from the perspective of intrinsic image decomposition [70, 71]

and reflection analysis [72]. Since the spoofing attacks are launched by presenting
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spoofing artifacts to the camera sensors, the captured face images usually contain
the contours of spoof mediums. Zhu et al. [73] formulate face PAD as a task to
detect spoofing medium contours directly. Cai et al. [74] formulate face PAD task

in a global-to-local manner with deep reinforcement learning.

2.1.2.3 Frequency Domain Analysis

Frequency domain analysis have been widely used in image forensics [75, 76]. Some
recent face PAD works [77-79] transform the face images from the spatial domain to
the frequency domain to extract features that are more effective to capture subtle
spoofing artifacts and robust to the capturing environment variations. Chen et al.
[77] propose a two-stream face PAD model which extracts high and low frequency
information from the face images and fuses the information using a cross-frequency
spatial attention (CFSA) module for better generalization performance. To allevi-
ate the performance loss of face PAD caused by the variance from camera sensors,
Chen et al. [78] propose a framework which learns camera-invariant features for
face PAD by performing feature decomposition and re-composition in the frequency
domain. Considering the filters used in prior frequency-based face PAD methods
are fixed-weighted and sub-optimal, Fang et al. [79] propose a face PAD framework
which introduces learnable filters to learn more robust features in the frequency

domain.

2.1.2.4 Domain Generalization Techniques

The performances of plain data-driven methods are limited by the diversity of
training data [3]. These methods can not generalize well under the domain shift
caused by the variations of illumination conditions and capture devices. Since the
domain shift problem severely interferes with the reliability of face PAD models,
domain generalization and adaptation techniques have been applied in the face

PAD task to improve the target domain performance in recent years.

Domain generalization based methods assume that the target domain data is un-
available for the model training and aim to develop a generalized model by utilizing
data samples from multiple source domains. Li et al. [53] design a generalization

loss that guides the neural network to learn generalized feature representation by
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manipulating the feature distribution distances of different data domains. Disen-
tangled representation learning techniques [80, 81] have been used to learn domain-
independent features for generalized face PAD models. Wang et al. [80] propose a
framework with a disentangled representation learning module and a multi-domain
learning module to force the feature representations of the face PAD model to more
subject-independent and domain-independent. Wang et al. [81] argue that using
simple global pooling makes the representations of face PAD models lose local fea-
ture discriminability. Therefore, they propose a framework based on a modified
vector of locally aggregated descriptors (VLAD) to learn better feature representa-
tions. Considering the biased distribution of different data domains, Liu et al. [82]
propose a framework that iteratively reweights the relative importance between
samples with two different reweighting modules. Besides, there are several meta-
learning frameworks [83-87] have been proposed to learn generalized face PAD
models with specific meta tasks under the simulated train and test scenarios with
domain shifts. To tackle the problem that face PAD models are easy to overfit
on seen attacks, Qin et al. [83] propose a meta-learning framework with a Fusion
Training (FT) and Adaptive Inner-Update (AIU) learning rate strategy. In [84],
Shao et al. propose a different meta-learning framework to address the domain
generalization problem. The framework simultaneously conducts meta-learning in
multiple scenarios with simulated domain shifts and incorporates a regularization
based on domain knowledge. Liu et al. [85] argue that the normalization of features
greatly impacts the generalization of the learned representation. To learn more gen-
eralizable representations for face PAD, they propose a meta-learning framework
with an adaptive feature normalization module for normalization method selec-
tion and dual calibration constraints to direct the model optimization. To explore
better supervision for face PAD, Qin et al. [86] propose a bi-level optimization
framework with a meta-teacher that supervises the detection network to learn rich
spoofing cues. Cai et al. [87] propose a face PAD method which iteratively update
the network for meta pattern extraction and discrimination. Most domain gen-
eralization based methods require using the domain labels during training, while
manually assigning training data with different domain labels is expensive, and the
partition is usually sub-optimal. To avoid this limitation, Chen et al. [88] propose
a method without using domain labels, which iteratively divides mixture domains

under a meta-learning framework.
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2.1.2.5 Domain Adaptation Techniques

As complementary to the domain generalization, domain adaptation techniques
have also been used for face PAD to further improve the target domain performance

with some target domain training data.

Most existing works formalize the face PAD problem under the unsupervised do-
main adaptation setting. They aim to improve the performance of face PAD models
with unlabelled target domain data. Li et al. [51] propose a framework to learn
a more generalized classifier for face PAD by minimizing the maximum mean dis-
crepancy (MMD) between the source and the target domain features. Wang et
al. [89] propose a face PAD approach that uses adversarial domain adaptation
techniques to improve the generalization performance. Li et al. [90] propose a
method by introducing knowledge distillation to address the domain adaptation
problem of face PAD with limited target domain training data. Jia et al. [91]
propose a method to mitigate the distribution discrepancy between different data
domains by performing marginal and conditional distribution alignment. Wang et
al. [92] propose an approach that uses disentangled representation to improve the

generalization performance of face PAD model.

Due to the difficulty and expense of data collection, collecting sufficient data sam-
ples in the target domain for the model training is unrealistic. Compared to attack
samples, genuine face samples are much easier and cheaper to collect. Recently,
some works aim to improve the performance of the face PAD model with only a few
genuine face images of the target domain. The first attempt to use genuine face
image samples to improve the target domain performance in face PAD dates back
to [93], where Yang et al. propose a method of virtual feature generation to address
the problem that generic face PAD classifier based on handcrafted features cannot
generalize well to all subjects. Recently, the concept of one-class domain adapta-
tion has been used to improve the performance of face PAD models under scenarios
with domain shifts between the source and the target domains. Mohammadi et al.
[94] propose a method that uses domain-guided pruning to adapt a pre-trained
PAD network to the target dataset. Qin et al. [95] propose a meta-learning frame-
work with a meta loss function search strategy to boost the performance of the

face PAD model under the one-class domain adaptation setting.
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2.2 Multi-Modality Face PAD

Compared to the single VIS-modality face PAD research, multi-modality face PAD
is still under-explored. This is mainly due to the cost of using additional sensor

devices.

Recently, the falling price of multi-modality sensors make them affordable to be
equipped on the latest mobile devices. Several large-scale datasets [6-9] containing
paired multi-modality data have been released in the past two years to support
the study and evaluation of multi-modality face PAD methods. Zhang et al. [6]
collect a large-scale dataset named CASTA-SURF containing data samples of VIS,
NIR, and depth modalities. At the same period, George et al. [8] introduce another
multi-modality dataset called WMCA for face PAD research. The dataset contains
VIS, NIR, thermal, and depth modality data. Compared to CASIA-SURF, the
WMCA dataset is more diverse in attack type, which contains seven types of
attacks ranging from 2D image and video attacks to 3D masks, fake heads, and
partial attacks. Recently, George et al. [96] extend the WMCA dataset with SWIR
modality data. To support the cross-ethnic face PAD research, Liu et al. [7] collect

a new dataset with subjects of different ethnics.

Zhang et al. [6] propose a method based on ResNetl8 [97] with squeeze-and-
excitation fusion (SEF) [98] to detect printed photo attacks in multi-modality sce-
narios. To further improve the performance, SEF has been applied at multiple fea-
ture levels of ResNet [97] to fuse both global and local features [99]. Besides, George
et al. [8] propose a face PAD method with multi-modal input data. The backbone
of the network is based on LightCNN [100] and the fusion of different modalities
is conducted at feature level. Before long, George et al. [96] propose another
multi-modality method named MC-DeepPixBiS. The network of MC-DeepPixBiS
is constructed with the convolutional blocks proposed in DenseNet [101]. Aligned
images of different modalities are concatenated along the channel axis, and the
concatenation results are fed as the input to the face PAD network. The network
training is supervised with both pixel-wise binary and binary labels by drawing
lessons from the advances in VIS-modality face PAD method [66]. Similarly, Yu
et al. [102] propose a method based on CDC [48] for face PAD in multi-modality
scenarios. In addition to fully multi-modality methods, some face PAD methods

use multi-modality data at the training phase only. The method proposed in [103]
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only uses VIS images for inference at the test phase, although NIR images are used

as auxiliary information to assist model training.

The majority of existing multi-modality face PAD methods are simple extensions
of VIS-based ones. The intrinsic characteristics of the face PAD task and the
relationships between different modalities are scarcely considered. The generaliza-
tion problems of multi-modality face PAD, such as the robustness against unseen

attacks and the variation of illumination conditions, are scarcely studied.

2.3 Datasets and Evaluation Metrics

In recent years, with the ceaseless emergence of new attacks and the progress of
sensor technology, a lot of datasets for face PAD research have been proposed.
The datasets are collected in different environments with different camera sensors
and vary in sample size and attack type. To verify and compare the effectiveness
of different face PAD methods, various evaluation metrics have been devised with
different considerations. This section systematically introduces the datasets and

evaluation metrics related to our work.

2.3.1 Single VIS-Modality Datasets

1) CASIA-FASD

The CASIA Face Anti-spoofing Database (CASIA-FASD) [104] contains 600 video
clips collected with 50 subjects. It includes 150 genuine face videos and 450 attack
videos. Each subject in the database has 12 corresponding video clips. The videos
are collected with 3 different camera sensors, and the attack samples are in printed

photos, paper masks, and digital screens.

2) IDIAP REPLAY-ATTACK

The IDIAP REPLAY-ATTACK Database [21] contains 1200 video clips of 50 sub-
jects, including 200 genuine face videos and 1000 attack videos. With each subject,
there are 24 videos collected under controlled and adverse illumination conditions.
The attack samples are printed photos, digital face images, and face videos dis-

played on digital screens.
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3) MSU-MFSD

The MSU Mobile Face Presentation Attack Database (MSU-MFSD) [19] contains
280 video clips of 35 subjects, including 70 genuine face videos and 210 attack
videos. There are 8 videos with each subject. The videos are collected with two
types of cameras sensors, and the attack samples are in the type of printed photos

and videos replayed on iPhone and iPad.

4) NTU ROSE-YOUTU

The NTU ROSE-YOUTU Face Liveness Detection Dataset [51] contains 3350 video
clips of 20 subjects, including 1000 genuine face videos and 2000 attack videos.
There are 150-200 video clips for each subject with an average duration of 10 sec-
onds. Five mobile phones with cameras of different specifications have been used
for video capture. The attack samples are printed photos, face videos on digital

screens, and partial paper masks.

5) OULU-NPU

OULU-NPU Database [3] contains 4950 video clips of 55 subjects, including 990
genuine face videos and 3960 attack videos. There are 90 video clips for each sub-
ject. The videos are collected by the camera sensors of 6 different types of mobile
phones under 3 illumination environments. The attack samples are in the type of

printed photos and face videos on digital screens.

6) SiW-M

Spoof in the Wild Database with Multiple Attack Types (SiW-M) [105] contains
660 genuine face videos and 968 attack videos in 13 attack types. In addition to
the conventional printed photo and replayed video attacks, the SiW dataset also
includes mask attacks, partial attacks, and makeup attacks for obfuscation and

impersonation purposes.
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2.3.2 Multi-Modality Datasets

1) WMCA

The WMCA dataset [8] covers genuine faces and 7 categories of attack samples.
Each original video is processed into 50 images by preprocessing procedures intro-
duced in [8]. In specific, there are 28540, 27550, 27850 samples in train, dev, test
subset respectively. Each data sample contains images of VIS (V for short), NIR
(I for short), thermal (T for short), and depth (D for short) modalities.

2) CASIA-SURF

The CASIA-SURF dataset [6, 99] contains genuine faces and 6 types of 2D attack
samples of VIS (V for short), NIR (I for short), and depth (D for short) modal-
ity. The dataset has different versions, and we use the same one as [99] in our
experiments for fair comparisons with previous work. For the data preprocessing
scheme, original video clips are processed into cropped images of the face region
by specific procedures as introduced in [6]. We use the processed data provided in
the dataset directly for experiments, and images of V modality are converted to
grayscale to keep consistent with WMCA and MSSPOOF. Eventually, there are
about 49K, 16K, 98K samples in train, dev, test set respectively.

3) MSSPOOF

The Multispectral-Spoof Database (MSSPOOF) [5] contains paired images of VIS
(V for short) and NIR (I for short) modalities, which are captured under various
environments. It covers genuine face images, printed VIS, and NIR images. Follow-
ing the data preprocessing procedures introduced in [8], we align images according
to the eye-center position by using landmark annotations provided in the dataset
and crop face regions. After data preprocessing, there are 946, 641, 639 pairs of

samples in train, dev, test.
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2.3.3 Evaluation Metrics

Before introducing the evaluation metrics, we firstly explain some basic concepts.
In face PAD, the genuine face and attack samples are defined as negative and
positive, respectively. Therefore, True Positive (TP) is defined as that the attack
sample is recognized as the attack; False Positive (FP) is defined as that the attack
sample is recognized as the genuine face; True Negative (TN) is defined as that
the genuine face sample is recognized as the genuine face; False Negative (FN) is
defined as that the genuine face sample is recognized as the attack.

1) AUC

The receiver operating characteristic (ROC) curve [106] illustrates the discrimi-
nation ability of a binary classification system by plotting the true positive rate
(TPR) against the false positive rate (FPR) at different thresholds. The Area un-
der curve (AUC) is commonly used as the metric to evaluate the comprehensive
discrimination ability of face PAD models.

TP
TPR= 75 FN @1)
FP
FPR= ——— 2.2
R FP+TN (2.2)

2) HTER

Half Total Error Rate (HTER) is the average of False Rejection Rate (FRR) and
False Acceptance Rate (FAR). FRR measures the ratio of incorrectly rejected gen-
uine face samples and FAR measures the ratio of incorrectly accepted attack sam-

ples [2].
HTER = %FAR (2.3)
FRR = T;:riNFN (2.4)
FAR = Flf—kipTN (2.5)

3) EER

Equal Error Rate (EER) is a point where the FRR is equal to FAR, which indi-
cates the comprehensive performance of binary classification systems considering
the trade-off between the FRR and FAR.
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4) ACER
Average Classification Error Rate (ACER) is the average of Bona-fide Presentation
Classification Error Rate (BPCER) and Attack Presentation Classification Error

Rate (APCER).

BPCER + APCE
Acer = BPC R‘g CER (2.6)

BPCER measures the error rate of classifying bona-fide presentations as attack
presentations. The computation of BPCER is defined as:
SN2 RES; FP

=FPR=— (2.7)

BPCER =
Np FP+TN

where Npg is the number of bona-fide samples. RES; is 1 when the ith sample is
classified as the attack, and 0 otherwise. For a specific presentation attack species,
the APCER measures the error rate of classifying attack presentations as bona-fide
presentations. In the literature, the computation of the overall APCER is defined
differently in the protocols of different datasets. The OULU-NPU dataset ! defines
the overall APCER as APCER p:

Npar
. 1—-RES;
APCER:APCERAPZmaXpA](Zizl ( R S)

) (2.8)

Npar

where Np,; is the number of attack samples in the same species. Some other
datasets ? (e.g. CASIA-SURF) define the overall APCER as equal to FNR:

FN
APCER=FNR = gp—p (2.9)

In our experiments, we strictly followed the protocols of each datasets.

5) TDRQFDR=1%

The True Detection Rate (TDR) and False Detection Rate (FDR) are computed
as TPR and FPR, respectively, if the attack sample is defined as positive. The
TDRQFDR=1% measures the sensitivity of face PAD models at the tolerance of
that the models incorrectly classify 1% genuine face samples as attacks.

TP

TDR = 755y (2.10
FP

FDR= ———— 2.11

R FP+TN ( )

Thttp://jultika.oulu.fi/files/nbnfi-fe2019091228006.pdf
2https://sites.google.com/qq.com/face-anti-spoofing /evaluation
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Chapter 3

Unseen Face PAD with
Hypersphere Loss

3.1 Introduction

Most previous works formulate face presentation attack detection (PAD) as a close-
set binary classification problem in the ideal laboratory scenario. They assume that
sufficient data samples are available for model training, and all types of attacks
encountered in the test phase are seen in the training phase. However, the practical
scenario of face PAD is more complex since the attackers may employ novel attacks
that are never seen by the face PAD model before. Hence, there is a necessity to

develop face PAD models that are effective against unseen types of attacks.

Face PAD problem has been formulated under the unseen attack setting in recent
work [43]. Arashloo et al. [43] construct a set of face PAD models by combining
different handcrafted features with conventional one-class or binary classifiers to
evaluate the effectiveness of the models against unseen types of attacks. Soon
afterward, Nikisins et al. [44] propose a face PAD method based on image quality
features [18, 19] and one-class classifiers. Similarly, color textures [3] have been
used as feature representation to construct face PAD models with different one-
class classifiers in [45]. Fatemifar et al. [107] propose to develop client-specific face
PAD models with pre-trained CNNs as the feature extractors. The research on the
face PAD problem under the unseen attack setting is still in the earlier stage. The

experiments of most prior works are conducted on conventional face PAD datasets

19
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with limited types of attack samples. To address the limitation of insufficient attack
diversity of existing datasets, Liu et al. [105] collect a dataset containing 13 types
of attacks to support the evaluation of face PAD methods under a more realistic
experimental setting. A deep tree learning based face PAD method [105] has been
proposed to hierarchically routes the image samples into different branches for final

classification.

In this work, we aim to address the unseen attack problem in face PAD. Our main

contributions in this work ! can be summarized as below:

e We propose a deep metric learning based method for face PAD under the
unseen attack scenario. Our method end-to-end trains a CNN-based model,
which transforms face images to feature presentations and detects attacks
directly on the learned feature space with no need for additional conventional

classifiers to be trained.

e We devise a hypersphere loss function to direct the optimization of the CNN-

based model.

e We conduct extensive experiments to evaluate the performance of our pro-
posed method. The results show that our method generally outperforms prior
methods.

3.2 Methodology

Before introducing the proposed method, this section firstly elaborates on the prob-
lem we are working on. We aim to address the unseen attack problem in face PAD
task. Specifically, the task is to develop a generalized face PAD model by utilizing
genuine face and available attack samples. Considering that the type of attacks
encountered in the testing phase may not be the same as the samples seen in
the model training phase, the face PAD model is expected to be generalized and

effective against unseen types of face presentation attacks.

Since the available information about genuine faces and attacks is not equivalent,
we believe it is not appropriate to treat the face PAD as a conventional binary clas-

sification problem. Firstly, compared with genuine face samples, attacks are more

!The work in this chapter has been published in [108]
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variable. The variation of genuine face samples is mainly caused by the changes
in illumination conditions and camera sensors. In addition to the aforementioned
factors, attack samples are diverse in spoof mediums. The difference results in
the situation that genuine face samples should naturally form a cluster keeping
intra-class compactness which is not applicable to attack samples. Secondly, the
task is under the unseen attack setting due to the uncontrollable characteristics of
attacks encountered in the testing phase. Attack samples for model training are
not as reliable as genuine face samples and could be used as the simulation of real

attacks only.

We believe that training the face PAD models with conventional binary classifica-
tion loss functions will result in the over-fitting problem on attack samples seen
at the training phase. Therefore, we propose a face PAD method based on deep
metric learning with a hypersphere loss function. Different from prior methods
based on one-class and binary classifiers, our method learns a CNN-based feature
extractor to embed the face images into a latent feature space and detects attacks

on the learned feature space directly.

3.2.1 Hypersphere Loss Function

With the aforementioned analysis, we start to introduce the hypersphere loss func-

tion by describing the target feature space.

As is shown in Figure 3.1 (A), genuine face samples should be distributed near
the origin and converge to a small hypersphere of radius r to maintain intra-class
compactness. On the contrary, attack samples are expected to be away from the
smaller hypersphere by a predefined margin m to ensure inter-class separation
between the genuine face and attack samples. In our design, the loss value for
genuine face and attack samples are computed in different ways. As shown in
Figure 3.1 (B), we represent loss by using the distance between the data sample
and its expected position. The square of Ly norm is used for distance calculation.
If there are N, genuine face samples and NV, attack samples, the loss of genuine
face samples £, and attack samples £, are represented as Eq.(3.1) and Eq.(3.2),

respectively.
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© origin of the feature space

/\ genuine face samples

B attack samples

(A) Target Feature Space

]
[
[
O
O origin of the feature space
/\ genuine face samples
L - B attack samples

(B) Distances in the Hypersphere Loss

FIGURE 3.1: The figure illustrates the target feature space and the proposed
hypersphere loss. As shown in figure (A), the genuine face samples are expected
to converge to a small hypersphere of radius r while the attack samples should be
separated from the smaller hypersphere by a margin m. The figure (B) illustrates
the distances in the proposed hypersphere loss.
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N.q

L, = Zmax(df —d®,0) (3.1)
=1
Na

Lo =) max(d - df,0) (3.2)
=1

where &f = || f7[13, df = [If?13, d* =r?, d' = (r +m)*.

Since L, and L, are positively relevant to the number of data samples, the learned
feature space will be biased if the amounts of the genuine face and attack samples
are not comparable. As represented in Eq.(3.3), we use ng and - to eliminate
the dependence on the amount of data samples. In addition, A, and Aq are hy-

perparameters to control the weights of loss contributed by samples of different

types.

Ay Aa
Lr= Lo+ Lo (3.3)

By substituting Eq. (3.1) and Eq. (3.2) into Eq. (3.3), we get the final hypersphere
loss function below.

Ny
Ly = F‘q Z x(IF7 113 2,0 Zmax = 1£13,0) (3-4)

Considering the inherent characteristics of the face PAD task, we calculate the
hypersphere loss based on the distance from the origin of the feature space rather
than the distance between paired data samples like typical triplet loss [109], which
avoids triplet generation and hard triplet mining. Moreover, since the class center
of genuine face samples is fixed at the origin, the optimization of the feature ex-
tractor is supervised by a constant learning objective. While ensuring the stable
convergence of the training process, the learned feature representation is calibrated
with the origin. In the testing phase, the norm of the latent feature at the learned
feature space is used as the score for decision without additional classifiers to be

trained.
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FIGURE 3.2: The figure illustrates the framework of the proposed method. The
feature extractor is implemented with ResNet18, which embeds the preprocessed
face image into a 128 dimensional feature space. The training of the feature
extractor is directed by minimizing the hypersphere loss. At the testing phase,
the squared Lo norm of the feature vector is used as the score compared with
the predetermined threshold for inference.

3.2.2 Framework of the Proposed Method

As shown in Figure 3.2, after data prepossessing such as face detection and crop-
ping, the face images are converted into RGB and HSV colorspace. Following
[105], we concatenate the images along the channel axis as the input to the feature
extractor. ResNet18 [97] is used as the feature extractor to transform the data

samples into a 128-dimensional feature space.

In the training phase, the optimization objective is to learn a feature extractor that
can transform the face images into the desired feature space for attack detection.
The training process is end-to-end supervised by minimizing the loss function rep-
resented in Eq.(3.4). During the testing phase, the preprocessed face images are
fed into the trained ResNet18 model for feature extraction. The squared Lo-norm
of the feature vector is compared with a predefined threshold for decision making.
Since the decision is determined on feature space directly, there is no need for

additional classifiers to be trained.
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3.3 Experimental Setup

3.3.1 Dataset Information

To verify the effectiveness of our proposed method, we did extensive experiments
on multiple datasets such as CASIA-FASD [104], IDIAP REPLAY-ATTACK |[21],
MSU-MFSD [19], and SiW-M [105].

3.3.2 Evaluation Protocols

Following [43, 105], the leave-one-out (LOO) protocol is adopted for unseen attack
evaluation. During the training phase, one type of attack sample is excluded as an
unseen attack, and all remaining types of attack samples and genuine face samples
are used for model training. The performance of the face PAD model against the

unseen attack samples is evaluated during the testing phase.

3.3.3 Evaluation Metrics

For a fair comparison with prior methods, we report the results using the same
metrics as previous work [43, 45, 105]. The area under the receiver operating
characteristic curve (AUC) is adopted as the metric for the experiments on CASIA-
FASD, IDIAP REPLAY-ATTACK, and MSU-MFSD datasets. Following [105], the
performance on the SiW-M dataset is evaluated by Equal Error Rate (EER) and
Average Classification Error Rate (ACER).

3.3.4 Baseline Methods

1) OCSVMpppr + IMQ:

One-Class Support Vector Machine (OCSVM) [41] is a classical model for one-class
classification problems. It is commonly used to construct classifiers with various
features. OCSVMpgpr + IMQ [43] is a face PAD method based on OCSVM with
radial basis function (RBF) kernel and image quality features [17].
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2) OCSVMgpr + BSIF:

Binarized Statistical Image Features (BSIF) [30, 110] is an image descriptor based
on independent component analysis. OCSVMggr + BSIF [43] is a method con-
structed with OCSVM and BSIF.

3) OCSVMgpr + LBP:

Local Binary Pattern (LBP) [111] is a texture descriptor widely used in com-
puter vision. The LBP features computed in the different image colorspaces have
also been used for face PAD [3]. Similar to other OCSVM based methods, the
OCSVMpgpr + LBP [45] is based on OCSVM and LBP [3].

4) NN + LBP:
NN + LBP [45] is a face PAD method based on a shallow neural network (NN)
consists of three fully connected layers. It takes extracted LBP features [3] as the

input for binary classification.

5) SVMggr + LBP:
SVMgpr + LBP [3] is a method based on conventional support vector machine
(SVM) and LBP. Different from OCSVMgpr + LBP [45], the SVM classifier is

trained with both genuine face and attack samples.

6) Auxiliary:
Auxiliary [60] is a deep learning based face PAD method. Different from the conven-
tional face PAD methods training neural network models with binary classification

loss. The Auxiliary model is trained with fine-grained auxiliary tasks.

7) DTN:

Deep Tree Network (DTN) [105] is a face PAD method based on deep tree learning.
The network is trained for face PAD with unsupervised tree learning and supervised
feature learning techniques. During the testing phase, the trained model hierarchi-

cally routes the image samples into different branches for final classification.

3.3.5 Implementation Details

For all experiments, we uniformly sample 30 image frames from each video clip,
and the face region is detected and cropped from the original image frames at the

input to the face PAD model. The face images are transformed into both RGB
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and HSV colorspaces. ResNet18 [97] is used as the feature extractor to embed the
face images into a 128-dimensional feature space, and the squared L2-norm of the
feature vector is used as the inference score. The proposed method is implemented
with PyTorch. The feature extractor is end-to-end trained with a fixed learning
rate of 107° and batch size of 30. We set A\, and A, in Eq. (3.4) as 1 and 1,
respectively. Parameters » and m which control compactness and separation are
set to 2 and 10, respectively. The computation of ACER is based on threshold.
In our experiments, we strictly follow the protocol of the SiW-M dataset [105].
The threshold for decision is set as 28, which is computed and fixed with the
training set. The same threshold is used for evaluation in all experiments. No data

augmentation technique is used to enlarge the training set in our experiments.

3.4 Results and Analysis

3.4.1 Unseen-Attack Experiments

1) Results on CASTA-FASD, IDIAP REPLAY-ATTACK, and MSU-MFSD:
Following the experimental setting proposed in [43], we first evaluate the effective-
ness of our Hypersphere method against the unseen printed photo, digital image,
and replay video attacks. The performance of our method is compared with sev-
eral recent face PAD methods: OCSVMpggp + IMQ [43], OCSVMpgpr + BSIF [43],
OCSVMpgpr + LBP [45], NN + LBP [45], SVMgpr + LBP [3], and DTN [105].

As shown in Table 3.1, our proposed method outperforms the conventional methods
with different handcrafted features by a distinct margin and achieves competitive
performance with the recent DTN method. Specifically, our method achieves the
best AUC performance on 6/9 sub-experiments. The overall performance in terms

of mean and standard deviation is also better than compared methods.

2) Results on SiW-M:

As stated in [105], the variety of attack types is limited in CASIA-FASD, IDIAP
REPLAY-ATTACK, and MSU-MFSD datasets, where only 2D attacks are in-
cluded. To verify the effectiveness of the proposed method under a more prac-

tical and challenging experimental setting, we also test our method on the recently
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TABLE 3.1: Unseen-Attack Experimental Results AUC(%) on CASTIA-FASD, IDIAP REPLAY-ATTACK, and MSU-MFSD Datasets

CASIA-FASD IDIAP REPLAY-ATTACK MSU-MFSD
Method Video | Cut Photo | Warped Photo | Video | Digital Photo | Printed Photo | Printed Photo | HR Video [ Mobile Video | Overall
OCSVMggr + IMQ [43] | 68.9 62.0 74.8 98.2 90.8 53.2 63.9 63.0 76.4 72.8+14.5
OCSVMgpr + BSIF [43] | 70.7 60.7 95.9 84.0 88.1 73.7 64.8 87.4 4.7 78.7+11.7
OCSVMpgpr + LBP [45] | 91.2 82.3 65.6 91.6 85.0 87.2 71.5 96.9 93.6 85.0+10.4
NN + LBP [45] 94.2 88.4 79.9 99.8 95.2 78.9 50.6 99.9 93.5 86.7+15.6
SVMgpr + LBP [3] 91.5 91.7 84.5 99.1 98.2 87.3 47.7 99.5 97.6 88.6+£16.3
DTN [105] 90.0 97.3 97.5 99.9 99.9 99.6 81.6 99.9 97.5 95.946.2
| Ours [108] [ 927 | 975 | 98.0 (999 999 | 98.7 7 80.2 [ 999 | 99.3  [96.246.1
TABLE 3.2: Unseen-Attack Experimental Results on SiW-M
Attack Type
Mask Attacks Makeup Attacks Partial Attacks
Metric (%) | Method Replay | Print | Half | Silicone | Trans. | Paper | Manne. | Obfusc. | Tmperson. | Cosmetic | Funny Eye | Paper Glasses | Partial Paper | 5 crall
1 2 3 4 5 6 7 8 9 10 11 12 13

SVMggr + LBP [3] 20.6 18.4 | 31.3 21.4 45.5 11.6 13.8 59.3 23.9 16.7 35.9 39.2 11.7 26.9+14.5
Auxiliary [60] 16.8 6.9 19.3 14.9 52.1 8.0 12.8 55.8 13.7 11.7 49.0 40.5 5.3 23.6+18.5
ACER Deep Tree Network [105] 9.8 6.0 | 15.0 18.7 36.0 4.5 7.7 48.1 114 14.2 19.3 19.8 8.5 16.8+11.1
Ours [108] 11.6 13.0 | 13.9 23.5 12.0 8.6 11.2 40.3 10.9 13.1 17.9 20.8 8.2 15.8+8.6
SVMpggpr + LBP [3] 20.8 18.6 | 36.3 21.4 37.2 7.5 14.1 51.2 19.8 16.1 34.4 33.0 7.9 24.5£12.9
Auxiliary [60] 14.0 4.3 |11.6 12.4 24.6 7.8 10.0 72.3 10.1 9.4 21.4 18.6 4.0 17.0£17.7
EER Deep Tree Network [105] | 10.0 2.1 14.4 18.6 26.5 5.7 9.6 50.2 10.1 13.2 19.8 20.5 8.8 16.14+12.2
Ours [108] 13.2 14.0 | 18.1 24.0 12.4 3.1 6.2 34.8 3.1 16.3 21.4 21.7 9.3 15.24+9.0
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released SIW-M dataset with 13 types of attack samples. Following [105], we re-
port the performance with ACER and EER as evaluation metrics and compare our
method with SVMgpr + LBP [3], Auxiliary [60], and DTN [105] methods. The

experimental results are shown in Table 3.2.

Our proposed method achieves the best overall performance in terms of both ACER
and EER. Compared with DTN, our method has around 1% performance improve-
ment in terms of the average ACER and EER. Moreover, the more minor standard
deviations show that our method is more generalized to different types of attacks.
As shown in Table 3.2, the superiority of our method is more evident in experiments

that prior methods cannot generalize well.

For better analysis, we also visualize the performance of our method over different
thresholds. Figure 3.3 plots the variation of the ACER, APCER, and BPCER
performance over different thresholds in a range of 0 to 200. With the increase of the
threshold, the APCER rises while the BPCER declines. The average APCER meets
the average BPCER where the threshold is around 65 and the optimal threshold
for average ACER is about 28. In addition to the overall performance, we also plot
the ACER at different thresholds for each sub-experiment as shown in Figure 3.4.
There are a total of 13 curves in different colors, and each curve corresponds to
one sub-experiment under the unseen attack setting. From the figure, the optimal
threshold for different unseen attack experiments varies a lot. For example, the
optimal threshold is around 150 for paper mask attack (attack 6), while 5 for
obfuscation makeup attack (attack 8). Considering the overall performance, we set

the threshold of our method at 28 for all sub-experiments.

3.4.2 Discussion

Although our method outperforms prior methods, there are some limitations.

First, the performance of our method under the unseen attack setting is not always
satisfactory, especially for the experiments with unseen silicone mask attacks, ob-
fuscation makeup attacks, and some partial attacks. It is because these types of
attack samples are more similar to the genuine face samples than the attack ones in
the training set. The unsatisfactory performance is in fact the result of insufficient

attack sample for model training. Given that recent generative models are able to
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F1GURE 3.3: The figure illustrates the overall performance of our method on
SiW-M dataset. The average ACER, average APCER, and average BPCER of
13 sub-experiments are plotted in blue, yellow, and green colors. The horizontal
and vertical axes represent the threshold and the value of evaluation metrics,
respectively.
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FIGURE 3.4: The figure illustrates the specific performance of our method on
SiW-M dataset. The ACER of the 13 sub-experiments are plotted in different
colors. The horizontal and vertical axes represent the threshold and the value of
ACER, respectively.
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generate realistic face images, using the data generated by these models as pseudo
attack samples for model training may alleviate the issue and can be considered in

future work.

Second, the optimal threshold for different unseen attack experiments varies a lot,
and it is difficult to set a unified threshold that is suitable for all types of attacks.
The unbounded value range of the squared L; norm also makes the threshold

determination more empirical.

3.5 Chapter Summary

Considering the characteristics of the practical application scenarios, in this chap-
ter, we formulate the face PAD problem under the unseen attack setting similar to
recent works [43, 45, 105]. Different from prior methods, our method is based on
deep metric learning. A CNN-based feature extractor is end-to-end trained with a
hypersphere loss function, and the decision-making is directly based on the learned
feature representations. To verify the effectiveness of our method, we did exten-
sive experiments on multiple datasets. The performance is evaluated with different
metrics and compared with several related face PAD methods. The experimental

results show the superiority of our method compared with conventional ones.

However, the practical application scenarios of face PAD are more complex and
challenging than the laboratory unseen attack setting. Beyond the threats of un-
seen attacks encountered during the testing phase, the changes in illumination
conditions and camera sensors will also degrade the accuracy and reliability of the
face PAD systems. How to further improve the generalization ability of face PAD

is still an open issue that is widely concerned by the research community.

In Chapter 4 and Chapter 5, we introduce two methods to improve the cross-domain

performance of face PAD from different perspectives.






Chapter 4

Asymmetric Modality Translation
for Face PAD

4.1 Introduction

In essence, face presentation attack detection (PAD) is a task of presented “face”
perception and discrimination. In the literature on face PAD research, a diversity
of sensor devices have been used for information acquisition. Due to the wide appli-
cation of visible light (VIS) cameras on multifarious daily-used electronic devices,
VIS-based methods naturally became the mainstream of face PAD research at the
early stage. Thanks to the development of sensor technology and the manufac-
turing process, the price of multi-modality sensors continue to drop, which makes

them affordable to be equipped on up-to-date mobile devices.

Recently, multi-modality-based face PAD methods have shown promising results
and become a research hot spot. Zhang et al. [6, 99] propose a multi-modality-
based method for face PAD, which is constructed with ResNet [97] as feature
extractor and squeeze-and-excitation fusion (SEF) for modality fusion [98]. At
the same period, George et al. [8] propose a multi-channel convolutional neural
network (MC-CNN) for face PAD with multi-modality sensors. In addition to
the methods based on feature-level fusion, George et al. [96] propose the MC-
DeepPixBiS method, which fuses aligned images of different modalities at the input
level. Drawing lessons from the advances in VIS-based face PAD method [66],

the network training is supervised with both pixel-wise binary and binary labels.

33
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FIGURE 4.1: The figure illustrates the concept of asymmetric modality transla-
tion. We expect the modality translator can successfully translate genuine face
images to the target modality while fails for attacks.

Similarly, Yu et al. [102] propose a face PAD method by extending CDCN [48] for

multi-modality setting.

The majority of existing multi-modality-based face PAD methods are simple ex-
tensions of VIS-based ones. The intrinsic characteristics of the face PAD task and
the relationships between different modalities are scarcely considered. Although
existing multi-modality-based face PAD methods improve the performance to some
extent, like single-modality ones, the generalization problems to unseen attacks and

the variation of environment illumination still remain to be solved.

In this work, we tackle the generalization problems in face PAD under bi-modality
scenarios and propose a method that better generalizes to unseen attack and il-
lumination variations. Unlike prior works, we explicitly establish the connection
between different modality images of genuine faces via asymmetric modality trans-
lation, as shown in Figure 4.1. We use it as the core to build a bi-modality face
PAD framework with higher accuracy and robustness to illumination variations and

unseen attacks. Our main contribution in this work ! can be summarized below:

e We propose a method for face presentation attack detection under bi-modality

scenarios with asymmetric modality translation.

o We devise an asymmetric modality translation loss to supervise the training of
the translator at both latent and pixel-level and an illumination normalization
module based on PLGF to reduce the effect of illumination variations on

sensitive modalities.

!The work in this chapter has been published in [112]
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e We conduct extensive experiments to verify the effectiveness of our proposed
method. The results show that our method applies to different modality
settings and achieves state-of-the-art performance with grand-test, cross-

illumination, and unseen-attack evaluation protocols.

4.2 Methodology

Before introducing the design details, we first present the motivation of our method.
For most prior multi-modality-based face PAD methods, images of different modal-
ities are processed individually in different branches [6, 8, 99] or naively stacked
together at the input level [96, 102]. The relationships between paired face images of
different modalities are scarcely considered. However, we believe the relationship
between different modalities could be established via cross-modality translation,
and the transform functions for genuine face and attacks are different. Different
from prior methods, our method aims to construct an asymmetric transform func-
tion Tg, which can successfully transform genuine face images from the source to
the target modality but fails for attack ones, as illustrated in Figure 4.1. We lever-
age such discrepancy as an effective clue for discriminating various spoofing faces

from genuine faces.

Due to the different sensing and imaging principles of different modalities, it is dif-
ficult to formulate the general transform function directly. Instead, we implement
the asymmetric transform function 7 by convolution neural networks (CNN) to

make it applicable to different modalities.

4.2.1 Framework of the Proposed Method

Based on the analysis above, we start to introduce the framework of our pro-
posed method. As shown in Figure 4.2, our proposed method consists of three
modules: Asymmetric Modality Translation (AMT) module, Illumination Normal-

ization (IN) module, and Discrimination (DC) module.

The proposed method works in bi-modality scenarios, where paired images are syn-
chronously captured using camera sensors of two different modalities. We set one

modality as the source and the other as the target. After a series of preprocessing
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FIGURE 4.2: The figure illustrates the framework of our proposed method, which
consists of three modules. The Illumination Normalization (IN) module selec-
tively reduces the impact of illumination variations on sensitive modalities. The
Asymmetric Modality Translation (AMT) module translates the source modal-
ity image to the target modality. The Discrimination (DC) module fuses the
translated image with the ground-truth target modality image as the input for
inference.

such as face detection-alignment-cropping-resizing, face images first pass through
the IN module for illumination normalization. The source modality image is fed
into the AMT module and translated into the target modality in an asymmetric
way. The DC module fuses the translated image from the source modality with
the ground-truth target modality image captured by the camera sensor in image
space and distinguishes attack samples from genuine ones based on the output
patch map. The working mechanisms and design details of each module will be

introduced in the following content of this chapter.

4.2.2 Asymmetric Modality Translation

The asymmetric transform function is the core of our method. We expect the func-
tion to successfully transform genuine face images from the source to the target
modality but fails for attack ones. With this objective, we seek ways to con-
struct the expected modality translator. Image-to-image (I12I) translation methods
[113-118] based on CNN have recently achieved promising results, which can au-

tomatically translate an image from the source space to the specific target space.
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Leveraging the advances in the 121 translation task, we implement the asymmetric

transform function with a CNN-based translator.

As illustrated in Figure 4.2, the main branch of the AMT module is a translator
of AutoEncoder architecture [119] commonly used in general 121 translation tasks.
The encoder network consists of 3 convolution layers with instance normalization
[120], and ReLU [121] as activation function, which maps input data from the
pixel space to a latent feature space. The translation block is used for modality
translation at the latent space, which is implemented by several residual blocks [97].
The architecture of the decoder is symmetric to the encoder, which transforms data
samples to the pixel space of the target modality. In addition to the main branch,
we use an additional projector to assist in the training of the translator, which
will be discarded at the inference phase. The projector consists of two convolution

layers for dimension reduction.

To make the translator meet our goals, we devise an asymmetric modality transla-
tion loss to supervise the training of the translator at both pixel and latent feature
spaces. In the pixel space, the outputs x’; T of the decoder are asymmetrically su-
pervised by the ground-truth target modality images 2 and class labels y;. As
is represented in Eq. (4.1), the loss term L;,¢ is controlled by a binary factor
corresponding to class labels y;, which enforces the training of the translator focus
on genuine face images only and thereby achieves the goal of asymmetric transla-
tion. IV, IV, and 7 denote the total number of samples, the number of genuine face
samples, and the sample index. For simplification, Eq. (4.1) can be rewritten into
Eq. (4.2), where G is the set of indexes of genuine face samples.
N

(1—

D

=1

pzxel yl ” LU - 'rzT H’

QZIH

(4.1)

0, genuine,
Yi =
1

attack.

—

Placel Z || (42)

9 ieq

In the latent space, the discrepancy between genuine face and attack samples is
explicitly enlarged with a loss term adapted from the supervised contrastive loss

[116]. We use G and A to denote the sets of indexes of genuine and attack samples.
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The sizes of the two sets can be represented by |G| and |A|. Each genuine face
sample can be paired with other genuine ones to generate |G| — 1 positive pairs
and with attacks to generate |A| negative pairs. In our expected latent space, we
wish the similarity of positive pairs is greater than negative pairs to ensure the
consistency of genuine samples and the discrepancy between genuine and attack
samples. The disparity with expectation can be measured by an asymmetric su-
pervised contrastive loss. For each genuine face sample z;, the loss value Ljgient.i 18
defined as

1 exp(z; - 24/T)
'Clatent,i = AT 1 § - 1Og 9 . (43)
G =1 9EG,g#i a%;q exp(2i - 2a/T)

Zi, zg are Lo-normalized latent features of genuine face samples with index 7 and g.
Zq 18 Lo-normalized latent feature of attack samples with index a. The temperature
T is a constant hyperparameter. The inner product of feature vectors in latent space
is used to measure the similarity between two data samples. The relativeness is
formulated by contrasting each positive pair with the sum of all negative pairs.
Since the range of logarithmic term is (—oo, 00), we truncate it at a fixed value ¢
to make it stable and compatible with L,;;¢. The loss of overall genuine samples
is represented as

1 exp(z; - 24/T)
Ligtent = 74— Z Z max(— log ! ,¢). (4.4)
G122 POCTERNE

By combining the loss term in both pixel and latent space, we get the complete
loss function for asymmetric modality translation as in Eq. (4.4). Supervised by

which the CNN-based translator is trained to meet our expected functionalities.

EAMT - >\1 : Epixel + >\2 : Elatent' (45)

4.2.3 Modality Fusion and Discrimination

As shown in Figure 4.2, the translated image z;” is fused with the ground-truth
T

target modality image x; captured by camera sensor. We have implemented two
alternative operations (concatenation and subtraction) for the fusion layer. The

subtraction operation aggregates information by directly computing the absolute
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FIGURE 4.3: The figure shows the illustration of two fusion operations. Fioncat
and Fiupiract denote the concatenation and subtraction operation respectively.
W and H denote the width and height of the image.

value of the pixel-level difference. The operation result is a straightforward mea-
surement of the similarity between two images. We believe it is effective information
for the discriminator to distinguish spoofing face images from genuine ones. The
concatenation operation aggregates two images along the channel axis, which is
commonly used in the general 121 task [119]. The information of two images is
aggregated according to the spatial position and fully kept in the operation result,
which provides the discriminator detail information to learn high-level discrepan-

cies between genuine and spoofing face images.

The mathematical representations are shown as Eq. (4.6) and Eq. (4.7). [-; ]
denotes the concatenation of two images along the channel axis. ||-|| and — are
pixel-wise operations that denote the calculation of absolute value and subtraction,
respectively. For subtraction one, we replicate the fusion result along the channel
axis to make the shape the same as the concatenation one.

fi = Fconcat(x/T xT) = [x/T' xT] (46)

IR ARt

fi - Fsubtract(x,T xT> - ||x,zT - xlTH (47)

AR
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The details about the two fusion operations are shown in Figure 4.3. Based on the
experimental results in Chapter 4.4.5, we finally select the concatenation one as
the fusion layer. The fusion result f; is fed as the input to a discriminator, which
outputs a patch map d; that can be interpreted as the patch-wise discrepancy. The
output d; of the discriminator is supervised with binary cross-entropy (BCE) loss

in a pixel-wise manner similar to [66]. The discrimination loss is shown as

Lais = %Z —(yilog(d;) + (1 — y;)log(1 — d;)),
= (4.8)

0, genuine,

1

Yi =
, attack.

Following [66], the network architecture of the discriminator is implemented with
the block of DenseNet [101]. Since the DC module is jointly trained with the AMT

module in an end-to-end way, the total loss function is represented as

Liotar = Lanr + A3 - Lais
= A - Lpizer + A2+ Liatent + A3 Lais.

(4.9)

4.2.4 PLGF-based Illumination Normalization

As is known, VIS-based face PAD methods are sensitive to the variation of illumi-
nation conditions [3]. This problem also exists in bi-modality scenarios, where some
modalities like VIS or NIR are employed. The illumination variation is even tougher
trouble for the training of our asymmetric modality translator. For example, un-
der different illuminations, the same image of depth modality may correspond to

different VIS images of considerable intensity variation.

To reduce the impact of illumination variation, we devise an IN module based on
PLGF descriptor [122], which is initially proposed for illumination-invariant face
recognition. As shown in Figure 4.2, images of different modalities are selectively
processed by predefined convolution masks to filter the illumination components.
Only images of illumination-sensitive modalities such as VIS and NIR are processed

in our design, while images of other modalities skip this normalization. The PLGF
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(B) Printed Face Images

FIGURE 4.4: The figure shows the visualization results of illumination normal-
ization. The first row of (A) shows the raw VIS images of genuine faces in
MSSPOOF dataset that captured under different illumination conditions. The
second row of (A) shows corresponding VIS images processed by IN module (IN-
VIS). Sub-figure (B) shows VIS and IN-VIS images of attack samples.

descriptor is represented as

T; = arctan(\/(ri i M%)2 + (Mﬁ) (4.10)

T T

rn, and x,, are the raw and processed images respectively, M, and M, are two filter
masks, * is convolution operation and all the other mathematical operations in Eq.

(4.10) are pixel-wise. The representations of two filter masks are shown as

( cos(arctan 2(q, p))

. (P +4%) >0,
M,(p.q) = p*+ ¢ (4.11)
\O, otherwise,
( sin(arctan 2
( o 2(‘1/1)))’ <p2 +q2) >0,
Mypg)={  P*ta (4.12)
0, otherwise.

\
p and q are indexes denoting the relative position to the center. In our IN module,
the size of masks are set to 5, therefore the range of p, ¢ is —2 < p,q < 2. The

visualization results are shown in Figure 4.4.
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TABLE 4.1: List of Dataset Information

‘ Dataset ‘ Modality Settings ‘ Types of Attacks ‘
VIS(V)-NIR(I) Glasses, Fake Head, Print,
WMCA [g8] Thermal(T)-VIS(V) Replay, Rigid Mask,
Thermal(T)-NIR(I) Flexible Mask, Paper Mask
Print(bent, eyes cropped)
VIS(V)-NIR(I) Print(bent, eyes-nose cropped)
Depth(D)-VIS(V) | Print(bent, eyes-nose-mouth cropped)

CASTA-SURF 6, 99] Depth(D)-NIR(I) Print(still, eyes cropped)

Print(still, eyes-nose cropped)
Print(still, eyes-nose-mouth cropped)
MSSPOOF [5] VIS(V)-NIR(I) Print

4.3 Experimental Setup

4.3.1 Dataset Information

To verify the effectiveness of our proposed method, we conducted extensive exper-
iments on 3 publicly available datasets: Wide-Multi Channel Presentation Attack
(WMCA) [8], CASIA-SURF [6, 99], and Multispectral-Spoof Database (MSSPOOF)
[5], which are commonly used for multi-modality face anti-spoofing research. The
cause of choosing these datasets is that they vary in multiple aspects, such as
the number of samples, data modality, attack type, specification of the sensor de-
vice, and even preprocessing schemes. We believe this will provide a more general

evaluation.

WMCA dataset contains images of VIS (V for short), NIR (I for short), thermal (T
for short), and depth (D for short) modalities. Grouping each two of them, there
are 6 combinations. In this work, we evaluated our method mainly under WMCA
(V-I), WMCA (T-V), and WMCA (T-I) settings. Each data sample in CAISA-
SURF dataset has 3 images of V, I, and D modality. We pair each two of them
and establish 3 bi-modality settings referred to as CASIA-SURF (V-I), CASIA-
SURF (D-V), and CASIA-SURF (D-I). On MSSPOOF dataset, we established the
modality setting denoted as MSSPOOF (V-I). The modality and type of attack

information of the three datasets are listed in Table 4.1.
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4.3.2 Evaluation Protocols

1) Grand-Test Protocol:

Grand-test is a basic protocol to verify the effectiveness of face PAD methods. It
simulates an ideal situation to evaluate the overall performance. For this protocol,
all the train, dev and test sets contain genuine samples and all types of attack

samples.

2) Unseen-Attack Protocol:

Unseen-attack evaluation is more realistic in practical scenarios. Unlike grand-test
protocol, specific attack types evaluated at the test stage are not available at the
train and development stage. Leave-one-out (LOO) protocol is commonly used for
unseen-attack evaluation. For each sub-protocol, one specific type of attack is left
out from the train and dev set, while the test set only remains genuine samples and
the left type of attack ones. For the CASIA-SURF dataset, in addition to the LOO
protocol, we also evaluated our methods under the protocol used in [6, 99], which
we noted Leave-three-out (LTO). We have not conducted unseen-attack evaluations
on the MSSPOOF dataset due to the small population of data samples and limited
attack types.

3) Cross-Illumination Protocol:

Cross-illumination evaluation is a necessary step to test the robustness of face PAD
systems under varying illumination conditions. Similar to unseen-attack evalua-
tion, we also adopt the LOO protocol for cross-illumination evaluation. Specifically,
for each sub-protocol, we leave samples under one illumination out from the train
and dev subsets, while in the test set, only the samples under the left illumination
condition are evaluated. We conducted cross-illumination evaluations on WMCA
dataset because it covers samples under various illumination conditions and pro-

vides illumination labels.

4) Cross-Dataset Protocol:

Cross-dataset evaluation is the most challenging scenario, which is used to evaluate
the robustness of the trained model under domain shift caused by multiple factors.
V-I modality settings of the three datasets are used for cross-dataset experiments.
For each dataset, we train a model on its own train set and evaluate the the
same model on the test sets of other two datasets, in addition to its own test set.

Therefore, there are 6 sub-protocols which are referred to as M — W, W — M,
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C W, W -0, C - M,and M - C. W, M, and C' denote WMCA,
MSSPOOF, and CASIA-SURF, respectively.

4.3.3 Evaluation Metrics

Various metrics have been proposed for performance evaluation in face PAD re-
search, and different metrics are usually used in different works for performance
reports. For comprehensive comparisons, we used Attack Presentation Classi-
fication Error Rate (APCER), Bonafide Presentation Classification Error Rate
(BPCER), Average Classification Error Rate (ACER), Equal Error Rate (EER),
TDRQ@QFDR=1%, and Area Under Curve (AUC) in our experiments. Larger values
are better for AUC and TDRQFDR=1%, while smaller values are better for others.

Face PAD is a typical binary classification task, for which the threshold is usually
used for decision making. AUC measures the overall performance over different
thresholds. APCER, BPCER, ACER, EER, and TDRQFDR=1% are metrics to
evaluate performance at a fixed threshold. APCER measures the error rate that
the system classifies attack samples as genuine ones. In complementary, BPCER
measures the error rate that the system classifies genuine samples as attack ones.
ACER is the average of APCER and BPCER and is used to evaluate the over-
all performance. Following [8], we report APCER, BPCER, and ACER at the
threshold where BPCER=1% on dev set. While AUC and TDRQFDR=1% are

calculated directly on test set as in [6, 99].

4.3.4 Baseline Methods

To verify the effectiveness of our proposed method and compare it with SOTA
methods under fair experimental settings, we have also re-implemented 2 multi-
modality-based face PAD methods [9, 102] as our baselines. We also compared with

other multi-modality-based methods [6, 8, 99] when under comparable settings.

1) MC-PixBiS:
MC-PixBiS[9] is a multi-modality face PAD method extended from DeepPixBiS
[66], which achieves good performance under different multi-modality face PAD

benchmarks. This method concatenates images of different modalities as the input
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to a discriminator based on DenseNet [101]. The training process is end-to-end
and supervised by pixel-wise binary and binary labels. In our experiments, we set

the parameters of this method as the same to [9] and denote it as MC-PixBiS.

2) MM-CDCN:

MM-CDCN [102] is based on CDC proposed in [48], which is originally designed
to address VIS-based face PAD problem. Compared to conventional convolution,
CDC learns more detailed features, which is suitable for the face PAD task. In

our experiment, we adopt the input-level fusion like MC-PixBiS and denote it as
MM-CDCN.

3) Other Methods:

Besides aforementioned methods implemented by us, we also compared perfor-
mance with other methods such as RDWT+Haralick [23], IQM [18, 19]+LBP[22],
MC-CNN [8], Single-Scale SEF [6] and Multi-Scale SEF[99] when evaluated under

comparable experimental settings.

4.3.5 Implementation Details

Since the quantity of attack samples is much larger than genuine ones in all three
datasets, we balanced the train set by uniformly upsampling the genuine ones with
factors 5, 4, and 3 on CASIA-SURF, WMCA, and MSSPOOF to make the amounts
of genuine and attack samples in train set comparable. Cropped face images were
resized to 128 x 128 before being fed into the proposed bi-modality framework.
The A\, Ay and A3 in Eq.(4.9) are set as 5 x 1071, 1 x 1073 and 1, respectively. The
training process is optimized by Adam optimizer with the mini-batch size of 32, and
the learning rate, which is initially set as 10~%, then decreases by half for every 10
epochs. According to the number of data samples in the training set, the model is
trained for up to 20, 30, and 120 epochs on CASIA-SURF, WMCA, and MSSPOOF
datasets. The proposed framework and benchmark methods are implemented based

on PyTorch version 1.7.0, and all our experiments are conducted on GPUs with
CUDA version 10.1.
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FIGURE 4.5: The figure shows the visualization of images under WMCA (T-I)
setting. Columns (A)-(C) are images of genuine face samples, and columns (D)-
(H) are images of attack samples. From top to bottom row are images of ground-
truth IN-NIR, IN-NIR that translated from thermal images and corresponding
patch maps. The patch maps are colorized as heat maps, where the red region
indicates anomaly.

4.4 Results and Analysis

4.4.1 Grand-Test Experiments

In order to verify the effectiveness of our proposed method, we conducted extensive
experiments with 7 modality settings from 3 datasets and compared the perfor-
mance with SOTA methods in terms of AUC, TDRQFDR=1% APCER, BPCER,
and ACER.

1) Results on WMCA:

We firstly compared our method with two baseline methods under the same modal-
ity settings. As shown in Table 4.2, MC-PixBiS has comparable performance to
MM-CDCN under the T-I setting and better performance under both V-I and
T-V settings. Our method clearly outperforms two baseline methods under all
settings. In specific, our method reduces the ACER by 3.69%, 1.04%, and 2.05%
under V-I, T-V, and T-I settings severally, compared to MC-PixBiS. By compar-
ing performance over different modality settings, we find that all three methods
achieve their best performance under T-I settings, which indicates the importance
of modality selection. Besides, we also compared other methods which use addi-
tional modalities. From Table 4.3, we can see that our method significantly out-
performs RDWT+Haralick and IQM+LBP methods under different bi-modality
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TABLE 4.2: Grand-Test Experimental Results on WMCA (Same Modality)

Metrics(%)
Modality Setting | Method AUC | TDR@QFDR=1% | APCER | BPCER | ACER
T T 4 4 4

MM-CDCN [102] | 97.41 81.70 17.38 1.15 9.26

V-1 MC-PixBiS [9] 99.92 97.64 9.76 0.00 4.88
Ours [112] 99.94 98.64 1.41 0.97 1.19

MM-CDCN [102] | 98.83 92.34 7.14 127 | 4.20

T-V MC-PixBiS [9] 98.64 96.38 4.10 0.89 2.50
Ours [112] 99.92 98.99 0.86 2.05 1.46

MM-CDCN [102] | 99.20 96.05 3.04 108 | 251

T-1 MC-PixBiS [9] 99.12 96.34 3.84 0.71 2.28
Ours [112] 99.99 99.71 0.45 0.02 0.23

TABLE 4.3: Grand-Test Experimental Results on WMCA (Different Modality)

Metrics(%)
Method AUC | TDR@QFDR=1% | APCER | BPCER | ACER
T T { { |
RDWT - Haralick (V-LT-D) [§] |/ / 639 | 049 | 3.44
IQM+LBP (V-I'T-D) [§] ] ] 1392 | 117 | 754
MC-CNN (V-I'T-D) [§] 7 / 0.60 | 0.00 | 0.30
Ours (VD) [112] 990.94 98.64 141 007 | L1O
Ours (T-V) [112] 99.92 93.99 086 | 2.05 | 1.46
Owrs (1-0) [112] 99.99 99.71 045 | 002 | 0.23

settings. Moreover, under the T-I setting, our method performs competitively to
MC-CNN while using fewer modalities. Some visualizations of our method are

shown in Figure 4.5.

2) Results on CASTA-SURF:

From experiments on CASIA-SURF, we can see that our method consistently per-
forms better than baseline methods under all three settings, as in Table 4.4. Espe-
cially for the V-I setting, where both baseline methods perform poorly, our method
outperforms them by distinct margins in terms of TDRQFDR=1%, ACER, and
APCER. Performance on CASTA-SURF shows the effectiveness of our method un-
der challenging settings.
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TABLE 4.4: Grand-Test Experimental Results on CASIA-SURF

Metrics(%)
Modality Setting | Method AUC | TDRQFDR=1% | APCER | BPCER | ACER
T T 1 { 1

MM-CDCN [102] | 99.24 89.45 11.83 0.80 6.32

V-1 MC-PixBiS [9] 93.52 73.06 26.23 0.98 13.60
Ours [112] 99.79 96.04 3.94 0.78 2.36

MM-CDCN [102] | 99.88 98.28 1.22 1.48 1.35

D-V MC-PixBiS [9] 99.36 94.58 3.43 1.84 2.63
Ours [112] 99.97 99.45 045 | 1.02 | 0.74

MM-CDCN [102] | 99.73 95.74 2.38 1.78 2.08

D-1 MC-PixBiS [9] 99.30 87.84 7.63 1.61 4.62
Ours [112] 99.97 99.66 0.20 1.73 0.96

TABLE 4.5: Grand-Test Experimental Results on MSSPOOF

Metrics(%)
Modality Setting | Method AUC | TDR@QFDR=1% | APCER | BPCER | ACER
T T \ I I
MM-CDCN [102] | 99.81 97.22 1.86 1.92 1.89
V-1 MC-PixBiS [9] 99.97 98.61 0.00 2.40 1.20
Ours [112] 100.00 100.00 0.00 0.96 0.48

3) Results on MSSPOOF:

To verify the effectiveness of our method on small datasets, we conducted experi-
ments on MSSPOOF as well. According to the results in Table 4.5, we see that our
method still outperforms baseline methods. Moreover, it achieves perfect perfor-
mance in terms of AUC, TDRQFDR=1%, and APCER, demonstrating that our

method is valid even with limited training data.

4.4.2 Cross-Illumination Experiments

In order to evaluate the robustness of our method under varied illumination con-
ditions, we conducted cross-illumination experiments on the WMCA dataset V-I
modality setting, where both modalities are sensitive to illumination variations.
Data samples in the WMCA [8] were captured under 7 different illumination con-
ditions, while there are no genuine face samples under illumination 4. Therefore,
there are only 6 sub-protocols with the LOO. From Table 4.6, we can see that our
method stably performs better than two baseline methods by more than 7% in
terms of ACER. Although MC-PixBiS achieves comparable performance in terms
of AUC, the ACER is severely degraded. It is because the threshold of ACER is
determined by dev set and different illumination conditions of dev and test cause
the shift of the decision threshold.
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TABLE 4.6: Cross-Illumination (LOO) Experimental Results on WMCA

Modality Setting Metrics(%) Method 1 3 Typegof Illum;)natlon G = Overall

MM-CDCN [102] | 8.46 | 17.35 | 13.71 9.79 9.53 5.43 10.71£4.20

ACER (1) MC-PixBiS [9] 2.88 | 18.27 | 14.78 5.36 2.71 447 8.08+6.71

Ours [112] 0.74 | 1.75 0.14 0.47 1.54 0.08 0.7940.71

MM-CDCN [102] | 98.36 | 90.66 | 96.50 | 97.71 | 96.20 | 99.29 | 96.45+3.06

V-1 AUC (1) MC-PixBiS [9] 99.96 | 99.38 | 98.60 | 100.00 | 99.40 | 99.51 | 99.48+0.51

Ours [112] 99.98 | 99.85 | 100.00 | 100.00 | 99.91 | 100.00 | 99.96+0.06

MM-CDCN [102] | 80.59 | 69.97 | 79.80 | 87.45 | 81.52 | 90.85 | 81.70+7.20

TDR@FDR=1% (1) | MC-PixBiS [9] 98.59 | 93.04 | 92.38 | 100.00 | 97.21 | 92.68 | 95.65+3.36

Ours [112] 99.79 | 97.22 | 100.00 | 100.00 | 98.10 | 100.00 | 99.19+1.22

TABLE 4.7: Unseen-Attack (LOO) Experimental Results on WMCA (Same
Modality)

Type of Attack
Modality Setting Metrics(%) Method Glasses | Fake Head | Print | Replay | Rigid Mask | Flexible Mask | Paper Mask Overall
1 2 3 4 5 6 7

MM-CDCN [102] | 41.55 44.77 0.98 0.92 19.34 19.23 26.77 21.94+17.44

ACER () MC-PixBiS [9] 45.45 48.14 0.02 0.00 0.87 19.16 4.44 16.87+21.52

Ours [112] 35.66 0.83 0.03 0.07 0.20 7.13 0.44 6.34+13.18

MM-CDCN [102] [ 85.24 97.01 99.99 | 99.93 96.13 93.98 91.56 94.83+5.20

V-1 AUC (1) MC-PixBiS [9] 73.90 91.34 100.00 | 100.00 99.99 96.03 99.85 94.44+9.63
Ours [112] 81.68 99.94 100.00 | 100.00 100.00 98.52 99.96 97.161+6.85

MM-CDCN [102] [ 10.27 37.65 100.00 | 99.00 44.16 36.35 28.03 50.78+34.95

TDR@FDR=1% (1) | MC-PixBiS [9] 28.36 10.82 100.00 | 100.00 99.51 49.26 97.38 69.33+38.91
Ours [112] 16.45 98.71 100.00 | 100.00 100.00 80.91 100.00 85.151+31.10

MM-CDCN [102] | 44.73 0.67 0.37 0.30 6.20 2.65 11.59 9.50£16.07

ACER (1) MC-PixBiS [9] 45.50 0.18 0.00 0.43 2.85 0.46 6.79 8.03+£16.70

Ours [112] 36.84 0.51 0.43 0.22 1.33 0.36 1.57 5.89+13.66

MM-CDCN [102] [ 68.42 99.91 100.00 | 100.00 98.82 99.63 95.61 94.63+11.66

T-V AUC (1) MC-PixBiS [9] 49.25 100.00 100.00 | 99.99 99.58 99.93 98.23 92.43+19.05
Ours [112] 64.89 99.88 100.00 | 100.00 99.96 100.00 99.83 94.941+13.25

MM-CDCN [102] 9.55 99.76 100.00 | 100.00 88.73 95.58 74.00 81.09+32.91

TDR@FDR=1% (1) | MC-PixBiS [9] 2.73 99.88 100.00 | 100.00 94.04 99.97 86.62 83.32+35.89
Ours [112] 10.82 100.00 100.00 | 100.00 98.78 99.82 97.46 86.701+33.47

MM-CDCN [102] | 38.89 1.14 0.47 0.44 5.45 1.77 5.28 7.63+13.95

ACER (1) MC-PixBis 9] 39.14 0.62 026 | 053 122 110 312 66121438

Ours [112] 37.74 0.43 0.07 0.02 0.66 0.31 0.00 5.60+£14.17

MM-CDCN [102] [ 74.29 99.96 100.00 | 100.00 98.92 99.88 98.51 95.94+9.56

T-1 AUC (1) MC-PixBiS [9] 49.39 99.97 100.00 | 100.00 99.81 99.97 99.50 92.66+19.08
Ours [112] 78.30 99.97 100.00 | 100.00 100.00 100.00 100.00 96.9018.20

MM-CDCN [102] [ 17.45 99.29 100.00 | 100.00 90.82 97.84 89.89 85.04+30.11

TDR@FDR=1% (1) | MC-PixBiS [9] 18.36 99.88 100.00 | 100.00 90.86 98.74 89.58 85.35429.88
Ours [112] 15.73 100.00 100.00 | 100.00 100.00 99.91 100.00 87.95+31.85

4.4.3 Unseen-Attack Experiments

In practical scenarios, the deployed face PAD system may always encounter novel
attacks unseen by the system designers during the model training phase. Therefore,
we did experiments under unseen-attack protocols to validate the robustness of our

method to zero-shot attacks.

1) Results on WMCA:

For a fair comparison, we firstly compared our method with re-implemented base-
lines under three modality settings of the WMCA dataset with the LOO protocol.
As is shown in Table 4.7, our method has achieved better results under all eval-
uation settings. Specifically, our method outperforms baseline methods by more
than 10.53%, 2.12%, and 1.01% for mean ACER; by 2.33%, 0.31%, and 0.96%
for mean AUC; by 15.82%, 3.38%, and 2.91% for mean TDRQFDR=1%, under
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TABLE 4.8: Unseen-Attack (LOO) Experimental Results on WMCA (Different
Modality)

Type of Attack
Metrics | Method Glasses | Fake Head | Print | Replay | Rigid Mask | Flexible Mask | Paper Mask Overall
1 2 3 4 5 6 7
RDWT+Haralick (V-I-T-D) [8] | 48.85 3.16 0.00 5.77 7.65 14.05 2.25 11.68+17.01
IQM+LBP (V-I-T-D) [g] 50.86 2.38 2.30 0.84 14.27 28.58 16.34 16.51+£18.16
ACER () MC-CNN (V-I-T-D) [§] 42.14 0.00 0.00 0.12 0.75 2.52 0.35 6.55+15.72
‘ Ours (V-D) [112] 35.60 033 0.03 | 0.07 0.20 713 0.44 6.31£13.18
Ours (T-V) [112] 36.84 0.51 0.43 0.22 1.33 0.36 1.57 5.89+13.66
Ours (T-1) [112] 37.74 0.43 0.07 | 0.02 0.66 0.31 0.00 5.60+14.17

TABLE 4.9: Unseen-Attack (LOO) Experimental Results On CASIA-SURF

Type of Attack
Modality Setting Metrics(%) Method Eyes-Still | Eyes-Bent | Eyes-Nose-Still | Eyes-Nose-Bent | Eyes-Nose-Mouth-Still | Eyes-Nose-Mouth-Bent Overall
1 2 3 4 5 6

MM-CDCN [102] 2.02 2.53 1.71 2.18 1.56 6.41 2.74+1.83

ACER () MC-PixBiS [9] 4.43 6.67 3.23 4.51 3.14 7.13 4.85+1.69

Ours [112] 1.34 1.26 0.59 0.86 0.67 1.17 0.98+0.32

MM-CDCN [102] 99.78 99.67 99.81 99.70 99.81 98.90 99.61+0.35

D-1 AUC (1) MC-PixBiS [9] 99.15 97.89 99.22 98.90 99.61 96.94 98.62+1.01
Ours [112] 99.92 99.88 99.97 99.95 99.97 99.90 99.93+0.04

MM-CDCN [102] 95.83 94.74 96.99 95.28 97.32 78.05 93.04£7.41

TDRGFDR=1% (1) [ MC-PixBiS[9] 79.87 79.27 90.87 83.83 91.20 72.18 82.87£7.36
Ours [112] 97.86 98.19 99.75 99.35 99.52 98.83 98.92+0.76

V-1, T-V, and T-I respectively. Besides, we see that our method performs stably
over different modality settings. In contrast, the performances of baseline meth-
ods degrade severely under the V-I setting, where both modalities (VIS and NIR
image) are sensitive to the environment illumination. Benefiting from IN module,
our method is significantly more effective to fake head, flexible mask, and paper
mask attack at unseen attack scenario, compared with baselines. To further verify
the superiority of our method, in Table 4.8, we also compared with SOTA meth-
ods under different modality settings, even though they used additional modality
information. United with different modalities, our method performs better than
RDWT+Haralick, IQM+LBP, and MC-CNN. Especially, our method under the
T-I setting outperforms SOTA on glasses attacks and has achieved nearly perfect

performance on other attacks in terms of ACER.

2) Results on CASIA-SURF:

On the CASIA-SURF dataset, we evaluated our method under both the LOO and
LTO protocols. For the LOO protocol, as shown in Table 4.9, our method out-
performs two baseline methods under all sub-protocols, especially for bent photo
attacks with eye-nose-mouth cropping. The mean ACER, mean AUC, and mean
TDRQFDR=1% of our method are 0.98%, 99.93%, and 98.92%, which are quite
close to the performance under the grand-test setting. For LTO protocol, in addi-
tion to our implemented baseline methods, we also compared the proposed method
with two benchmark methods on CASIA-SURF, referred to as Single-Scale SEF
[6] and Multi-Scale SEF [99], under best performing modality D-I. As shown in
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TABLE 4.10: Unseen-Attack (LTO) Experimental Results on CASIA-SURF

Metrics(%)
Modality Setting | Method AUC | TDRQFDR=1% | APCER | BPCER | ACER
T T \ \ \
Single-Scale SEF [6] / / 1.5 8.4 4.9
Multi-Scale SEF [99] / / 2.0 0.3 1.1
D-I MM-CDCN [102] 99.74 95.46 2.31 2.15 2.23
MC-PixBiS [9] 98.95 80.56 6.34 2.79 4.56
Ours [112] 99.95 99.46 0.54 0.99 0.77

TABLE 4.11: Cross-Dataset Experimental Results

M—=W W — M

Method Intra-Performance | Inter-Performance | Intra-Performance | Inter-Performance
EER || AUCT |EER|| AUC?T |EER || AUC?T |EER || AUC?
MM-CDCN [102] | 1.89 99.81 58.41 39.34 7.51 97.41 48.05 54.75

MC-PixBiS [9] 1.42 99.97 44.46 55.20 1.54 99.92 47.22 58.43

Ours [112] 0.47 100.00 35.88 69.77 1.15 99.94 24.08 86.76
cC—->Ww W —=C

Method Intra-Performance | Inter-Performance | Intra-Performance | Inter-Performance

EERJ| AUCT |EERJ]]| AUCT |EER|| AUCT |EER[| AUCT
MM-CDCN [102] | 4.01 99.24 | 54.06 | 44.83 7.51 9741 | 38.54 | 65.40

MC-PixBiS [9] 11.63 93.52 49.88 52.51 15.4 99.92 46.30 52.14

Ours [112] 2.00 99.79 52.59 48.41 1.15 99.94 53.77 52.84
C—M M—=C

Method Intra-Performance | Inter-Performance | Intra-Performance | Inter-Performance

EER || AUCT |EER|| AUC?T |EER|| AUCYT |EER || AUCT
MM-CDCN [102] | 4.01 99.24 36.01 72.64 1.89 99.81 49.40 51.81
MC-PixBiS [9] 11.63 93.52 69.19 32.05 1.42 99.97 41.60 61.91
Ours [112] 2.00 99.79 42.27 59.49 0.47 100.00 | 44.30 57.44

Table 4.10, our method excels Single-Scale SEF and MC-PixBiS by a clear mar-
gin of about 4% in ACER. Compared with Multi-Scale SEF, our method achieves

comparable results.

4.4.4 Cross-Dataset Experiments

We also conducted experiments under cross-dataset protocols to test the feasibil-
ity of transferring the trained model to a novel domain without fine-tuning it with
newly available data. For all methods, we employed the best-performing model un-
der grand-test experiments. We chose EER and AUC as metrics for performance
evaluation, and both intra-dataset and inter-dataset performance were reported
based on the same model. As shown in Table 4.11, all three evaluated meth-
ods degrade severely, and no method outstands for all sub-protocols. We observe
our method consistently performs better on cross-evaluation between WMCA and

MSSPOOF compared with baseline methods. However, it does not perform well
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for C — W and C' — M. We believe it is because the data preprocessing con-
ducted on CASIA-SURF is quite different from WMCA and MSSPOOF. For the
M — W setting, although we applied the same preprocessing procedures, the per-
formance is still far from expected. The cause is that data samples in two datasets
are captured with camera sensors of different specifications and under different
environments. From our experiments, we find that the cross-dataset generaliza-
tion problem on multi-modality face PAD research may not be easier than single
VIS-modality ones. The specifications of sensors and data preprocessing schemes
should be unified to protect the performance from being severely degraded when

multi-modality-based face PAD systems land for practical application.

4.4.5 Ablation Study

To better analyze our proposed method, we did a series of ablation experiments to
study the contribution of different components and their scalability. All the exper-
iments are conducted under the CASIA-SURF (D-I) and WMCA (T-I) settings,

where our methods show superiority.

1) Contribution of Different Components:

We firstly conducted module ablation tests to study the necessity of different
components. As shown in Table 4.12, both the IN module and AMT loss con-
tribute to improving the performance under both evaluation settings. Without
the IN module, the performance of our method degrades 1.54%, 1.12% in terms of
TDRQFDR=1%, ACER under the WMCA (T-I) setting. While under the CASIA-
SURF (D-I) setting, the degradation is about 1.62% and 0.45%. Without the AMT
loss, there is a degradation of 3.65%, 2.17% and 6.75%, 2.54% under the WMCA
(T-I) and CASIA-SURF (D-I), respectively. Figure 4.6 shows the visualization of
ground-truth and translated images under WMCA (T-I) settings. Comparing the
third and fifth row with the second and fourth row, we can see that the genuine
face images are better translated from thermal modality to NIR modality, while
attack samples fail. It shows the trained asymmetric modality translator meets
our expectations. Compared to translated raw NIR images, translated NIR im-
ages which are processed by IN module (IN-NIR) between different attacks are of

smaller difference.
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TABLE 4.12: Experimental Results with Different Components

Metrics(%)
Modality Setting | Variants AUC | TDR@FDR=1% | APCER | BPCER | ACER
T T 1 2\ 1

w/o IN [112] 99.91 98.17 1.57 1.13 1.35

WMCA(T-I) [ w/o Lanr [112] | 99.61 96.06 3.02 177 | 240
full [112] 99.99 99.71 0.45 0.02 0.23

w/o IN [112] 99.84 98.04 1.60 1.21 1.41

CASIA-SURF(D-I) | w/o Lanr [112] | 99.56 92.91 5.58 1.41 3.50
full [112] 99.97 99.66 0.20 1.73 0.96

TABLE 4.13: Experimental Results with Different Fusion Operations

Metrics(%)

Modality Setting | Variants AUC | TDR@FDR=1% | APCER | BPCER | ACER
i T 1 1 \
N ] subtraction [112] 99.46 97.07 2.85 1.25 2.05
WMCA(T-T) concatenation [112] | 99.99 99.71 0.45 0.02 0.23
subtraction [112] 99.92 98.56 1.11 1.24 1.18
CASIA-SURF(D-I) concatenation [112] | 99.97 99.66 0.20 1.73 0.96

2) Comparison Between Different Fusion Operations:

We compared two operations for fusion, computing the difference of translated
images with the ground truth and concatenating them. As shown in Table 4.13,
under CASIA-SURF (D-I), both fusion operations perform well, and there is no
obvious difference, while under the WMCA (T-I) setting, the concatenation one
stands out. Therefore, we experimentally chose the concatenation one for our

framework.

3) Sensitivity to the Absence of the Translation Block:

Following the architecture used in general 121 translation tasks, we use a translation
block in our translator architecture. Therefore, we also conducted experiments
to study the sensitivity of our method to the absence of the translation block.
From the visualization results in Figure 4.7, we find that there is a noticeable
quality degradation in visuals without the block. Both genuine face and attack
images become blurred. However, as in Table 4.14, there is no severe decline in the
numerical performance. Since the translation is only an auxiliary task to improve
the final attack detection accuracy, our experimental results indicate the potential

for architecture pruning to enhance efficiency further if necessary.

4) Compatibility of Illumination Normalization Module with Existing Methods:

Since the proposed IN module works as a preprocessing procedure and can be easily
added to other multi-modality face PAD methods, we finally test the compatibility
of IN module with two baseline methods. From Table 4.15, we find that the PLGF-

based illumination normalization also improves the performance of the MC-PixBiS



54 4.4. Results and Analysis

FIGURE 4.6: The figure shows the visualization of images under WMCA (T-I)
setting. Column (A) are images of a same genuine face sample, and columns
(B)-(F) are images of different types of attacks. From top to bottom row are
images of ground-truth thermal, ground-truth NIR, NIR that translated from
thermal, ground-truth IN-NIR and IN-NIR that translated from thermal images.
Noted that samples of glasses attack and fake head attack are not visualized here
because no samples are in authorized list due to the privacy issue.

method, especially under CASIA-SURF (D-I) evaluation setting. While there is
no obvious improvement for MM-CDCN, we believe it is because the CDC used in

MM-CDCN itself possesses kernel-wised normalization functionality.

4.4.6 Discussions

1) Cross-Domain Evaluation Performance:
According to the experimental results, our method achieves good performance in
grand-test and cross-illumination evaluation. However, the performance of cross-

dataset evaluation is not satisfactory. It is because different camera sensors and
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FIGURE 4.7: The figure shows the visualization of images under WMCA (T-I)
setting. Column (A) are images of a same genuine face sample from WMCA,
and columns (B)-(F) are images of different attacks. From top to bottom row
are images of ground-truth IN-NIR, translated IN-NIR without and with the
translation block.

TABLE 4.14: Experimental Results with/without Translation Blocks

Metrics(%)
Modality Setting | Variants AUC | TDRGFDR=1% | APCER | BPCER | ACER
T T i ! 1
w/o TB [112] | 99.94 99.52 0.55 0.68 0.61
WMCA(T-I)  [w/TB [112] | 99.99 99.71 0.45 0.02 | 0.23
w/o TB [112] | 99.90 98.25 1.75 0.76 1.25
CASIA-SURF(D-I) | w/ TB [112] | 99.97 99.66 0.20 1.73 0.96

TABLE 4.15: Experimental Results with Illumination Normalization Module

Metrics(%)
Modality Setting | Variants AUC | TDR@FDR=1% | APCER | BPCER | ACER
T T ! \ !

MC-PixBiS [9 99.12 96.34 3.84 0.71 2.28

WMCA(T-I) MC-PixBiS [9] + IN 99.22 97.69 2.33 0.94 1.63
MC-PixBiS [9 99.30 87.84 7.63 1.61 4.62

CASIA-SURF(D-I) | MC-PixBiS [9] + IN 99.78 97.31 2.02 1.60 1.81
MM-CDCN [102 99.20 96.05 3.94 1.08 2.51

WMCA(T-I) MM-CDCN [102] + IN | 99.16 96.80 2.58 1.55 2.06
MM-CDCN [102 99.73 95.74 2.38 1.78 2.08

CASIA-SURF(D-I) | MM-CDCN [102] + IN | 99.80 96.63 2.38 1.71 2.04

data preprocessing schemes cause large domain shift between the samples of differ-
ent datasets, which severely degrades the accuracy of face PAD models. In pratical
applications, the specifications of sensors and data preprocessing schemes should be
unified to avoid the performance loss. Besides, the performance for the detection

of unseen attacks such as disguising glasses attacks could be further improved.
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TABLE 4.16: Grand-Test Experimental Results on WMCA (Score Fusion)

Metrics(%)
Method AUC | TDRQFDR=1% | APCER | BPCER | ACER
T T | | l
T-V [112] 99.919 98.99 0.86 2.05 1.46
TI[112] 99.989 99.71 045 | 0.02 | 0.23
Score Fusion [112] | 99.995 99.84 0.30 0.17 0.23

2) Extension to K-Modality Settings:

Although our method is proposed to address the face PAD problem under bi-
modality scenarios, we attempted to extend it to K(K>2) modality scenarios by
performing score fusion with different bi-modality models. We did some exper-
iments on WMCA and CASIA-SURF datasets in 3 modality scenarios, and the
results are shown in Table 4.16 and Table 4.17, respectively. The score fusion is
realized by performing weighted sum with the scores of two bi-modality models, the
weights for the more and less accurate models are set as 0.8 and 0.2, respectively.
According to our experimental results, the AUC, TDRQFDR=1%, and APCER
can be further improved with the score fusion of different bi-modality models. How-
ever, naively extending the proposed method with multiple model score fusion will

multiply the model size and the computational cost.

3) Data Augmentations:

The good performance of deep learning-based face PAD methods relies on sufficient
and diverse training data. However, it is usually hard to collect enough training
data to cover the test domain in practical applications. Data augmentation tech-
niques such as brightness, contrast, saturation, and hue adjustment have been used
for the single VIS-modality face PAD method to improve the accuracy and general-
ization performance. But most of the data augmentation techniques for face PAD
methods are specifically designed for VIS images. They can not be directly applied
to other modalities like depth maps and thermal images. The exploration of data
augmentation techniques for multi-modality data is a promising direction to fur-

ther improve the generalization performance of multi-modality face PAD methods.

4) Different Evaluation Metrics:

In our experiments, we evaluated the performance with different metrics such as
AUC, TDRQFDR=1%, APCER, BPCER, and ACER. By visualizing the ROC
curves as in Figure 4.8, we found that both baseline methods and our method
achieve close to perfect TDRs at the thresholds of higher FDRs, but our method
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TABLE 4.17: Grand-Test Experimental Results on CASIA-SURF (Score Fusion)

Metrics(%)
Method AUC | TDRQFDR=1% | APCER | BPCER | ACER
T T | | |
D-V [112] 99.965 99.45 045 | 1.02 | 0.74
D-T [112] 99.968 99.66 0.20 1.73 0.96
Score Fusion [112] | 99.988 99.91 0.05 1.79 0.92
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FIGURE 4.8: Visualization of Receiver Operating Characteristic (ROC) curves
for WMCA(T-I) grand-test evaluation. The horizontal axis represents the False
Detection Rate (FDR) and the vertical axis represents the True Detection Rate
(TDR).

shows significant superiority with lower FDRs. AUC measures the overall per-
formance at the thresholds of different FDRs. While metrics TDRQFDR=1%,
APCER, BPCER, and ACER measure the performance at fixed thresholds of lower
FDR only. Therefore, the performance improvement of our method in terms of

AUC is not as large as other metrics.

5) Comparison Between Different Modalities:

To verify the effectiveness of our proposed method, we did experiments under dif-
ferent bi-modality settings of WMCA and CASIA-SURF datasets. On the WMCA
dataset, our method with T-I modality outperforms V-1 and T-V modality. On
the CASTIA-SURF dataset, our method with D-V and D-I modality performs bet-
ter than the V-I modality, and the difference between the D-V modality and D-I

modality is not significant.
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4.5 Chapter Summary

In this chapter, we tackle the generalization problems in face PAD under the bi-
modality scenarios and propose a method that better generalizes to unseen attack
and illumination variations. Different from existing methods, we explicitly estab-
lish the connection between face images of different modalities via asymmetric
modality translation, which can successfully transform genuine face images from
the source to the target modality but fails for attack ones. The discrepancy of
modality translation between genuine faces and attack samples is used as a com-
pelling clue for discriminating various spoofing faces from genuine faces. Besides,
an illumination normalization (IN) module based on PLGF descriptor is used to

alleviate the interference of the illumination variations on sensitive modalities.

To verify the effectiveness of our proposed method, we did extensive experiments
on several public datasets. The experimental results show that our method applies
to different modality settings and can effectively detect various seen and unseen
attacks under varying illumination conditions. However, the performance of the
method in cross-dataset evaluation is not satisfactory. We find that the cross-
dataset generalization problem on multi-modality face PAD research may not be

easier than single VIS-modality ones.



Chapter 5

One-Class Knowledge Distillation
for Face PAD

5.1 Introduction

Existing face PAD methods have achieved good performance in intra-domain test-
ing, where the testing data is from the same distribution as training data. However,
when testing the face PAD models in a new target domain, the performance will
degrade severely since the testing data is from unseen distributions which are dif-
ferent from the training data. This problem is also known as the distribution shift
or domain shift problem, which originates from various factors such as the change

of capturing devices, mediums of attacks, and illumination [3, 4].

Since the domain shift seriously affects the reliability of face PAD models, do-
main adaptation techniques have recently been used to address the cross-domain
problems in face PAD. Domain adaptation techniques improve the cross-domain
performance by utilizing the target domain data. However, it is difficult and ex-
pensive to collect and annotate sufficient data samples in the target domain for
the adaptation. Moreover, collecting attack samples requires facial forgeries. The
production of facial forgeries is complicated, and there is no guarantee that the
collected attack samples are the same as those launched by attackers. Compared
to attack samples, genuine face samples are much easier and cheaper to collect.
Therefore, we expect to improve the cross-domain performance of the face PAD

model by only using a few genuine face samples collected in the target domain,

29
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which is named one-class domain adaptation (OCDA) [95]. The straightforward
approach for OCDA is to train a face PAD model with the source domain data
and fine-tune the pre-trained model with the target domain data. However, such a
naive fine-tuning approach cannot provide good performance due to the one-class
characteristic of the target domain data. Recently, Qin et al. [95] propose a meta-
learning method, which incorporates a meta loss function search (MLS) strategy
to search for better loss functions and help the meta-learner deal with the OCDA
tasks. Mohammadi et al. [94] propose a method to tackle the OCDA tasks with
domain guided pruning. In this method, the generalization ability of different fil-
ters in the pre-trained face PAD model is estimated with the feature divergence
between genuine face samples from the source and the target domain. The filters
with poor generalization ability are pruned. Besides, Fatemifar et al. [123] pro-
pose to develop client-specific face PAD models with some genuine face samples
collected in the target client domain. Pre-trained deep neural networks are used
as feature extractors to build face PAD models with conventional one-class classi-
fiers. Recent works show that it is promising to facilitate the training of face PAD
models with some genuine face samples collected in the target domain. However,
the performance of existing methods needs to be further improved, especially in
scenarios where mixture factors cause a large distribution shift between the source
and the target data domain. How to leverage the genuine face samples to improve
the target domain performance of face PAD effectively is still a crucial problem to

be studied.

In this chapter, we tackle the OCDA problem in face PAD with teacher-student
learning. Different from previous knowledge distillation based face PAD methods
[86, 90], our method tackles the OCDA problem of face PAD with a teacher-
student network by drawing lessons from the anomaly detection task [124]. In our
framework, a teacher network is trained with the source domain data to provide
discriminative feature representations for face PAD. Inspired by anomaly detection
[124], the student network is trained with only genuine face samples of the target
domain to generate similar representations to the teacher’s outputs. As such,
the student network is “stubborn” and only learns similar representations for the
genuine face images. Therefore, the genuine face representations of the teacher
and student networks are more similar than the spoof ones. Finally, we use the
similarity score to discriminate attacks from the genuine ones, as illustrated in

Figure 5.1. Moreover, recent literature [93, 123] points out that different target



Chapter 5. One-Class Knowledge Distillation for Face PAD

61

’_————————————————————————————————————~\

N

S
4

= |
— B — (similarity 1 Je—[]
B ]

B [ ] Stubborn
Teacher — =—’ Similarity 2 J«—| | +— Student

Source Domain i Target Domain

Discriminative

[] |
—>E—><—=<—

b B
Genuine <—[ Similarity Score ]—> Spoof /

~ s’

N

- ——————————
-

-
~

’

FicUre 5.1: The figure illustrates the framework under the general setting.
It contains a teacher network trained with the source domain data to provide
discriminative features, and a student network trained with the target domain
genuine face data to generate similar features to the teacher’s descriptions. In
the test phase, the face images will be fed into both the DT and SS netorks for
feature extraction and the similarity between features of the two networks will
be used as the inference score.
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F1GURE 5.2: The figure illustrates the framework under the client-specific set-
ting. After the client-specific one-class domain adaptation, the framework con-
tains a teacher network and a set of NV student networks. Each student network
serves for one specific target client. In the test phase, the face images will be
fed into the DT network and the corresponding SS network for client-specific
inference.
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clients could be reckoned as different client-specific domains. Therefore, we also
consider the OCDA problem under a client-specific setting. Client-specific one-
class domain adaptation (CS-OCDA) aims to develop a specific model for each
target client with a few of its own genuine face samples. The proposed method is
flexible to be extended for the CS-OCDA by training a “stubborn” student model
for each client. Although the use of the student networks multiplies the number of
parameters as the number of clients increases, we apply a sparse learning strategy
[125] during the optimization to shrink the size of student networks and alleviate
the storage problem. Our main contributions in this work ! are summarized as

below:

e We introduce a one-class knowledge distillation framework to address the
cross-domain problem in face PAD, which improves the target domain per-

formance by utilizing only a few genuine face samples in the target domain.

e We devise two new protocols on public benchmark datasets for the perfor-
mance evaluation of face PAD methods under the general and client-specific

one-class domain adaptation.

e We conduct extensive experiments to verify the effectiveness of our proposed
method. The experimental results show that our method outperforms base-
line methods under one-class domain adaptation settings and even state-of-

the-art methods with unsupervised domain adaptation.

5.2 Methodology

5.2.1 Problem Formulation

Existing face PAD models trained with the source domain data can not generalize
well to the target domain data. Although domain adaptation techniques could im-
prove the cross-domain performance of face PAD with the help of the data collected
in the target domain, the data collection is expensive and complicated, especially
for attack ones. Therefore, we expect to address the cross-domain problem in face

PAD with one-class domain adaptation (OCDA). In addition to source domain

!The work in this chapter has been published in [126].
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training data, we aim to improve the cross-domain performance of face PAD by
only using a few genuine face samples collected in the target domain. We formu-
late the OCDA problem of face PAD under both the general and client-specific
settings. For general one-class domain adaptation, different target clients are reck-
oned as one general domain, and the objective is to develop a general model for all
clients. For client-specific one-class domain adaptation, different target clients are
reckoned as different client-specific domains. The objective is to develop a set of

client-specific models. Each model serves one specific target client.

5.2.2 Framework of the Proposed Method

Inspired by the advances in anomaly detection [124], we introduce a teacher-student
framework named one-class knowledge distillation framework to address the one-
class domain adaption problem of face PAD. The method applies to both the gen-
eral and client-specific OCDA settings. A teacher network 6pr is trained with the
genuine and attack samples from the source domain Dy, to provide discriminative
feature representations for face PAD. For the general one-class domain adaptation
setting, a student network fgg is trained with only genuine data from the general
target domain D,y to generate similar representations to the teacher’s outputs.
As such, the genuine face representations of the teacher and student networks are
more similar than the spoof ones. In the testing phase, we use the similarity score
to detect attacks, as illustrated in Figure 5.1. For client-specific one-class domain
adaptation setting, a set of stubborn student networks 0% are trained with genuine
data from multiple client-specific target domains Df,;, each student network serves
for a specific target client, as illustrated in Figure 5.2. Although the use of the
student networks multiplies the number of parameters, a sparse learning strategy
[125] is adopted during the training of the student networks to alleviate the expan-
sion of the model size. In the following contents of this chapter, we’ll introduce the

design details and training strategies of the teacher and student networks.

5.2.3 Discriminative Teacher Stream

The function of the Discriminative Teacher (DT) is to provide discriminative fea-

ture representations for the face PAD task. Benefit by the strong representational
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Algorithm 1: Training of the Discriminative Teacher Stream

Input: Source domain training data Dy, learning rate o1, maximum training
iteration K, and batch size NV;.
Output: DT parameters 6pr.
1: Initialize the DT parameters as fpr and the FCB parameters as Opcp.
2: for k=1 to K; do
3:  Sample N; samples x; with the labels y; from D,..
Extract multi-level features f!, f2, and f? by encoding x; with 6pr.
Predict the pixel map d; by processing f!, f2, and f? with Opcp.
Compute Lpr with d; and y; as in Eq. (1).
Update 9DT and HFCB with 'CDT; aq.
8: end for
9: return fpr

e g

ability of deep learning, convolutional neural networks are widely used as the fea-
ture extractors for face PAD. We use the feature extractor of the depth regression
network proposed in [60] as the backbone of our DT. A series of convolutional
blocks are used to encode image z; into 3 level feature representations f!, f?, and
f2. In addition, a final convolutional block takes the multi-level features to es-
timate the pixel map d;. To avoid the inconvenience of the pseudo depth map
generation, we use binary maps y; with a 0/1 value as the target of the pixel map,
similar to [66]. Binary cross-entropy is used for loss calculation with d; and the
target y; at the pixel-level, which is represented as

1 X

Lpr = Fl _<yi 1Og(dz) + (1 - yl) log(l - dz)>’
i=1

0, genuine,

Yi =
1,  attack.

We use Opr and Opcp to denote the parameters of the feature extractor and the
final convolutional block. The DT is trained with genuine and attack samples from

Dy,.. The optimization problem is represented as,

argmin  E, ,p.,. . Lor(z,y|0pr,0rcs). (5.2)
Opr.0rcB

Figure 5.3 illustrates the framework of the DT stream. The Algorithm 1 describes
the details about the training of the DT. Since the expected function of the teacher
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F1GURE 5.3: The figure illustrates the network training of the Discriminative
Teacher network with the source domain data. The face image x; will be fed into
several convolutional blocks to extract features fil, ff and fi?’. The multi-level
features are fed into the final convolutional block for pixel map d; estimation.
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FIGURE 5.4: The figure illustrates the training of the Stubborn Student network.
The target domain genuine face images z; will be fed into both the teacher and
student networks for feature extraction. The multi-level similarities between the
DT and SS networks are computed to guide the optimization of the SS network.
During the training, a sparse training strategy is used to reduce the parameter
density of the SS network.

stream is to provide discriminative features for face PAD only, the final convolu-

tional block is abandoned after the DT network training.

5.2.4 Stubborn Student Stream

The learning objective of the Stubborn Student (SS) is to generate similar genuine
face representations to the teacher’s descriptions. We expect the student network

is inflexible so that the representations of the student network are similar to the
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teacher’s representations only for the genuine face images. During the training,
genuine face images z; from the target domain D,y are fed into both the DT and
SS for feature extraction. f! f2,

fiY, fi2 and f;® denote the representations of SS. The similarity between the DT

and f? denote the representations of DT, while

and the SS representations is measured by the cosine distance similar to [90, 112],

S(ff)=1- (5.3)

where f, f" denote feature vectors, and (-) denotes the inner product. Similarities
are computed at 3 feature levels, and the weighted sum of them constitutes the

Lgs to direct the training of the SS network. The representation of Lgg is,

N2
]_ / ! i
Los = 3 S NSULLD + MSUL LD +ASUL L5, (54)
=1

We denote the parameters of DT and SS as 0p and s5. The optimization problem

for SS is represented as,

argmin . p,,Lss(z|0pr,Oss). (5.5)

Oss

The use of the SS networks multiplies the number of parameters in the face PAD
model. The problem is more critical under the client-specific one-class domain
adaptation setting since a set of SS networks needs to be stored together with the
DT network. To relieve the pressure about the expansion of the model size, sparse
SS networks are trained in our method. The architecture of the SS network is
similar to the DT network, and the only difference is that the convolution kernels
of the SS network are sparse. For each convolution layer, only s% number of

parameters are non-zero.

A sparse training strategy [125] is adopted during the optimization of the SS net-
works. We denote s% as the desired density of the SS network, and (1—s%) number
of parameters are set as zero and inactive for the update. We use v,,, to denote
the initial indicator of the n-th parameter in the m-th convolution layer and 7, to

denote the threshold. The inactive parameters are determined by the magnitude
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Algorithm 2: Training of the Stubborn Student Stream
Input: Target domain training data Dy,, DT parameters 0pr, SS density s%,
learning rate sy, maximum training iterations K5, batch size N, regrowth
period T, and initial regrowth rate r%.
Output: SS parameters fgg
1: Initialize the SS parameters as fgg.
2: Calculate the number of parameters in each convolutional layer. [,,, denotes
the number for the m-th layer.
3: Determine the indices A,, for the [,, - s% active parameters as in Eq. (6) and
B,, for the l,,, - (1 — s%) inactive parameters as in Eq. (7).
Deactivate the parameters w,, , for n € B, by setting them 0.
for k=1 to K5 do
Sample Ny samples z; from D,g.
Extract features f!, f2, f? by encoding z; with 6pr, and fll L f?, ff)’ by
encoding z; with fgg.
8 Compute Lgg with f}, f2, 2, i1, £i2, f;> as Eq. (4).
9:  Update the active parameters of fgg with Lgg, ag, A,,.
10:  Adjust the regrowth rate r% with cosine decay.
11:  if kmodT = 0 then

12: Calculate the number of the active parameters |A,,|.

13: Determine the indices P, for |A,,| - r% parameters to be pruned
according to Eq. (8).

14: Update the indices of the active and inactive parameters by
A, <« A, — P, and B, + B,,UP,,.

15: Determine the indices G, for |A,,|- r% parameters to be grown
according to Eq. (9) - Eq. (12).

16: Update the indices of the active and inactive parameters by
A, +— A, UG, and B, + B,, — G,,.

17:  end if

18: end for

19: return fgg

of the indicators. The sets of the active and inactive parameter indexes for the

m-~th convolution layer are presented in Eq. (5.6) and Eq. (5.7), respectively.

Am - {nva,n’ > Tm}a (56)

By = {nltmal < ). (5.7)

During the training, the sets of the active and inactive parameters are periodically

adjusted with a regrowth mechanism [125] to optimize the SS network training. The



68 5.2. Methodology

parameter regrowth mechanism consists of the pruning and growing operations.
The pruning refers to that the active parameter is set inactive, and the growing
refers to the inactive parameter is set active. The operations are applied to the
convolution layer of the SS network with a period T'. After T iterations, the r%
active parameters of each convolution layer will be pruned. The pruning scheme is
based on the relative importance of the parameter in the layer, and the importance
is measured by the magnitude of the parameter value |wy, ,|. The parameter will be
pruned if its magnitude is smaller than the pruning threshold 72, and the indexes

set of parameters to be pruned represented as

P, ={nln € A, |wmn| <1} (5.8)

After the pruning, the same number of the inactive parameters will be grown
according to their ability to reduce the loss Lgg. Following [125], the estimation of
the ability g, is based on the momentum values p,, ,, and g, , as represented in
Eq.(5.9) and Eq.(5.10).

— Bip. 1—
P = B1Ppp + (1= B1) D, (5.9)
/ oL
— 1 — S5 \2

The py,, and g, are the first and the second order momentum of the current
iteration. pf, , and g, , are the first and the second order momentum of the last
iteration. [ and [, are smoothing factors. The value of the momentum p,,,,
and ¢, , can be easily computed with the optimizer class implemented in PyTorch

[127]. The computation of the fi,, , is represented as

Pmn

VGmn + €

Hmpn = (5.11)

¢ is a small constant 10~® to avoid the denominator being equal to 0. By comparing
the |tm.n| with the threshold 77, the indexes set of parameters to be grown is

represented as,
G = {nln € By, |ttmnl > 75} (5.12)
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Figure 5.4 illustrates the framework of the SS stream. The Algorithm 2 describes
the details about the training of the SS network.

5.2.5 Inference at the Test Phase

After the student network training, both the teacher network DT and student
networks SS are used to compose the inference model. The illustrations for general
and client-specific tasks are shown in Figure 5.1 and Figure 5.2, respectively. The
image sample [; is fed into both the DT and SS networks to generate feature
representations fl, f2, f2, and f;1, f;2, f;, respectively. The inference score &, is
computed with the three similarities between features of the two networks, which

is represented as,

&= MS(FL ) + NSUE L2 + XS 1P). (5.13)

As shown in Eq. (5.14), if the score & is smaller than the threshold ¢, the image
I; is determined as a genuine face. Otherwise, the image I; is determined as an

attack.

enuine, < 0,
;=17 5 (5.14)
attack, & > 0.

5.3 Experimental Setup

5.3.1 Dataset Information

To verify the effectiveness of our proposed method, we devise two protocols for the
performance evaluation of face PAD models under the general and client-specific
one-class domain adaptation settings. We conduct experiments on 5 datasets com-
monly used for cross-domain face PAD evaluation, including CASIA-FASD [104],
MSU-MFSD [19], IDIAP REPLAY-ATTACK [21], NTU ROSE-YOUTU [51], and
OULU-NPU [3] datasets.



70 5.3. Experimental Setup

5.3.2 Evaluation Protocols

1) General One-Class Domain Adaptation:

To evaluate the performance of face PAD under the general one-class domain adap-
tation setting, we devise a protocol named CIMN One-Class Domain Adaptation
(CIMN-OCDA) with CASIA-FASD (C), IDIAP REPLAY-ATTACK (I), MSU-
MFSD (M), and NTU ROSE-YOUTU (N) datasets, which are commonly used
for the evaluation of face PAD methods under the unsupervised domain adapta-
tion settings [51, 89, 92]. For the CIMN-OCDA protocol, each dataset is considered
as a data domain. To simulate the cross-domain scenarios, each domain could be
set as the source domain and paired with the others as the target domains to form
3 one-class domain adaptation tasks. We denote the tasks by the abbreviations
of the datasets. For example, C-I denotes the task with the CASIA-FASD as the
source domain and the IDIAP REPLAY-ATTACK as the target domain. For each
task, all data of the source domain train set and the genuine face data of the target
domain train set are used for model training, while all the data of the target do-
main test set are used for performance evaluation. In addition to the cross-dataset
experiments on the CIMN-OCDA protocol, we also conduct experiments on the
OULU One-Class Adaptation Structure A (OULU-OCA-SA) protocol proposed in
[95] for the comparison with similar methods. To verify the effectiveness under
the cross-illumination settings, we devise a protocol with WMCA dataset named
WMCA Cross-Illumiantion One-Class Domain Adaptation (WMCA-CI-OCDA).
For each sub-protocol of WMCA-CI-OCDA, we leave image samples under one

illumination as the target domain and others as the source domain.

2) Client-Specific One-Class Domain Adaptation:

For the client-specific one-class domain adaptation task, the target domain is client-
specific, and the objective is to develop a specific model with better performance
for each target client with a few genuine face images. To evaluate the performance
under the client-specific one-class domain adaptation setting, we devise a protocol
named CIM-N Client-Specific One-Class Domain Adaptation (CIM-N-CS-OCDA).
Since the performance evaluation requires a large amount of data for each tar-
get client, we employ the NTU ROSE-YOUTU dataset and sample 10 clients to
simulate the client-specific target domains. Each target client domain contains 50
genuine face videos and 110 attack videos. We uniformly divide 25 genuine face

videos together with all 110 attack videos as testing data. Then we sample 1 frame



Chapter 5. One-Class Knowledge Distillation for Face PAD 71

from each of the remaining 25 genuine face videos as the target domain training
data. We set the CASIA-FASD (C), IDIAP-REPLAY ATTACK (I), and MSU-
MFESD (M) datasets as the source domains to form 3 sub-protocols. For short, we
denote the sub-protocols as C-N-CS, I-N-CS, and M-N-CS in the following content.
Each sub-protocol contains 10 client-specific one-class domain adaptation tasks for

performance evaluation.

5.3.3 Evaluation Metrics

The Half Total Error Rate (HTER) and the Area Under Receiver Operating Char-
acteristic Curves (AUC) are the most commonly used metrics for evaluating face
PAD methods under cross-domain settings. The HTER is the average of the False
Accept Rate (FAR) and the False Reject Rate (FRR), measuring the error rate
of the face PAD model at a fixed threshold. As a complement, the AUC is a
comprehensive metric that measures the overall performance over different thresh-
olds. Besides, the Average Classification Error Rate (ACER) is the average of the
Attack Presentation Classification Error Rate (APCER) and the Bonafide Presen-
tation Classification Error Rate (BPCER). For experiments on the OULU-OCA-SA
protocol, we use the ACER and AUC as metrics for a fair comparison with existing
methods.

5.3.4 Baseline Methods

To verify the effectiveness of our proposed method, we implement 4 face PAD
methods as the baselines under the one-class domain adaptation settings. Besides,
we evaluate our method on the OULU-OCA-SA protocol and compare the perfor-
mance with existing methods addressing face PAD under similar scenarios. Even
though our method does not use any target domain attack samples for model train-
ing, we compare our method with unsupervised domain adaptation methods, which

use unlabelled genuine face and attack samples for model training.

1) DT:
As introduced in Chapter 5.2.3, the depth regression network [60] is employed as
the backbone of DT and trained with the source domain data. Following [60], we

compute the average value of the pixel map d; as the inference score and set the
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result as the baseline performance of face PAD without using target domain data

for adaptation.

2) DT + Fine-Tune:
This method is a naive extension to the DT. The only difference is that we use the
genuine face samples of the target domain train set to fine-tune the model after

pre-training the DT with the source domain data.

3) DT + OCSVM:

Recently, deep neural networks pre-trained on the image classification datasets
have been used as feature extractors to develop face PAD models with only some
genuine face samples collected in the target domain. Following [123], we implement
a baseline based on one-class support vector machine (OCSVM) [41]. We use the
pretrained DT with the source domain data as the feature extractor and train an

OCSVM classifier for face PAD with the target domain genuine face samples.

4) DT + GMM:

Gaussian mixture model (GMM) [42] is a parametric probability density function,
which is commonly used for one-class classification problems. Following [123], we
also implement a method that trains a GMM-based face PAD model with the DT

features as our baseline.

5) OCA-FAS:
OCA-FAS [95] is a recent method for face PAD under the one-class domain adap-
tation setting. Since it is the most relevant work to ours in the literature, we also

conduct experiments on the OULU-OCA-SA protocol to compare with it.

6) Others:
In addition to face PAD methods with one-class domain adaptation, we also com-

pare our method with face PAD methods using unsupervised domain adaptation
such as KSA [51], ADA [89], UDA [92], USDAN-Un [91], etc.

5.3.5 Implementation Details

We apply the same scheme for data pre-processing on all 5 datasets as follows. We

uniformly sample 50 image frames from each video clip. The dlib library ? is used

Zhttps://github.com/davisking/dlib
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for face detection and alignment. After that, the cropped face regions are further
resized to 128 x 128. After the data pre-processing, we get 30K, 58.4K, 13.7K,
161.95K, and 246.75K images for CASIA-FASD, IDIAP REPLAY-ATTACK, MSU-
MFSD, NTU ROSE-YOUTU, and OULU-NPU datasets. The training of the DT
and the SS networks are both optimized with the Adam optimizer [128]. For the
training of the DT network, the mini-batch size and learning rate are set as 30 and
107, respectively. We train the DT network for 8400 iterations. For the training
of the SS network, the mini-batch size and learning rate are set as 25 and 1074,
respectively. The weights A1, A2, A3 in Eq. (5.4) and Eq. (5.13) are all set as 0.33.
The regrowth period T is set as 60. The initial regrowth rate r% is set as 50%
and 20% for the experiments of 10% and 1% SS density and adjusted with cosine
decay. We train the SS network for 1500 iterations. The proposed and baseline
methods are implemented based on PyTorch [127] version 1.7.0.

5.4 Results and Analysis

5.4.1 General One-Class Domain Adaptation Experiments

1) Results on the CIMN-OCDA Protocol:

To verify the effectiveness of our proposed method under the general one-class
domain adaptation setting, we firstly conduct experiments on the CIMN-OCDA
protocol. For fair comparisons, all the baseline methods and our method share
the same DT model as the feature extractor. The SS model density is set as
10%. We evaluate the cross-dataset performance of face PAD methods under two
different experimental settings, which are referred to as the ideal and challenging
experimental settings, respectively. For the ideal experimental setting, the HTER
performance is directly computed on the test set of the target dataset at the optimal
threshold. The experimental results of the ideal setting are shown in Table 5.1.
For the challenging experimental setting, the HTER performance is computed at
the threshold that is pre-determined on a validation set where the FRR=10%.
For experiments that use dataset I as the target dataset, we use the genuine face
samples of the development set as the validation set. Since there is no development
set or validation set in datasets C, M, and N, for experiments that use C, M, or N

as the target dataset, we divide 20% genuine face samples from the train set of the
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TABLE 5.1: Performance Comparison with the One-Class Domain Adaptation
Methods on the CIMN-OCDA Protocol (ideal experimental setting)

HTER (%) |

Method CI[CM]CN ] IC [ IM | EN [ M-C [ M-I [ M-N [ N-C | NI | N-M [ Average
DT [60] 36.3 [ 14.1 | 284 [ 45.1 | 35.0 | 43.2 | 35.0 | 23.4| 382 | 289 [ 20.0 | 21.7 | 316
DT + Fine-tune 411 232 | 35.7 | 49.4 | 18.6 | 35.7 | 20.5 | 36.0 | 36.2 | 19.7 [ 27.7 | 19.4 | 31.0

DT + OCSVM [123] | 16.2 | 25.9 | 31.4 | 34.8 | 19.0 | 37.8 | 39.7 | 84 | 30.4 | 26.2 | 181 | 25.4 26.1
DT + GMM [123] 8.6 | 282 | 348 |23.8| 19.2 [30.8| 276 | 6.3 | 27.8 | 22.6 | 11.4 | 21.0 21.8

Ours [126] [35[150[26.9]31.9[208[31.1]26.7]29[27.2]21.7[3.0]106] 18.4 |

TABLE 5.2: Performance Comparison with the One-Class Domain Adaptation
Methods on the CIMN-OCDA Protocol (challenging experimental setting)

Method HTER (%) |

CI|CM|CN| I-C | M | kN [ M-C | M-I | M-N | N-C | N-I | N-M | Average
DT [60] 54.8 | 20.6 | 28.8 | 58.2 | 40.0 | 49.0 | 42.0 | 46.3 | 41.1 | 39.3 | 55.2 | 25.3 41.7
DT + Fine-tune 44.0 | 22.1 | 35.2 | 41.6 | 23.7 | 39.3 | 29.7 | 36.3 | 33.0 | 31.0 | 29.5 | 35.2 33.4
DT + OCSVM [123] [ 23.0 | 26.0 | 33.3 | 33.4 | 27.9 | 40.8 | 41.8 | 9.2 | 30.6 | 25.7 | 23.2 | 28.8 28.6
DT + GMM [123] 11.7 | 33.6 | 34.7 | 34.7 | 20.3 | 32.1 | 32.7 | 6.9 | 27.5 | 22.2 | 13.5 | 23.8 24.5

Ours [126] [3.8[17.6][28.5]33.7[281[31.0]29.0] 4.3 [27.0[21.4] 3.0 [20.4] 20.7 |

TABLE 5.3: Performance Comparison with the Unsupervised Domain Adapta-
tion Methods

HTER (%) |

Method CI[CM]CN] IC [ IM [ IN [M-C [ M-I [ M-N [ N-C [ N-I [ N-M [ Average
ADDA [129] 418136.6 [ 314 [ 49.8 [ 35.1 [ 50.0 [ 39.0 [35.2 [ 38.7 | 28.7 [ 34.6 [ 334 | 37.9
DRCN [130] 4441276 [ 325 | 489 | 42.0 | 50.0 | 289 |36.8 | 394 | 323 | 374|372 | 381
DupGAN [131] |42.4 | 334 | 30.8 | 46.5 | 36.2 | 47.0 | 27.1 | 354 | 34.5 | 24.6 [ 359 | 334 | 356
USDAN-Un [91] | 16.0 | 92 | / [302]258 | / |133[34 | / /171 /
KSA [51] 393|151 [ 31.6 [12.3 [ 34.9 [ 40.1 | 9.1 [33.3] 304 | 30.1 [38.8 [ 26.1 | 284
ADA [89] 175[ 9.3 294 [ 415 [ 305 | 41.7 [ 17.7 | 5.1 [ 32.7 [ 341 [303 [ 31.5 [ 268
ML-Net [92] 433 14.0 | 324 [ 454 [ 353 [ 42.8 | 37.8 [11.5[ 34.6 | 25.7 [ 30.7 | 32.6 | 322
UDA [92] 15.6 | 9.0 [ 28.0 | 34.2 | 29.0 | 39.8 | 16.8 | 3.0 | 29.7 | 17.9[23.7[ 244 | 226
[ Ours [126] |35 [150[26.9[31.9[20.8]31.1[267[29[27.2[21.7][3.0[10.6] 18.4 |

target dataset as the validation set. The experimental results of the challenging
setting are shown in Table 5.2. Compared to the DT method, our proposed method
generally reduces the HTER on different tasks by a clear margin. The reduction
of average HTER is more than 10%, which validates that our method effectively
improves the performance of the face PAD model by using only some genuine face
samples in the target domain. Moreover, our method outperforms baseline methods
with one-class domain adaptation and achieves the best overall performance under

both the ideal and challenging experimental settings ®.

In addition, we also compare our method with state-of-the-art face PAD methods
with unsupervised domain adaptation. We find that our proposed method achieves

better performance with less target domain data for model training, as shown in

3Note that the results of ideal experimental settings are not the upper bound of the challenging
experimental setting results. It is because the training data of the SS network in ideal and
challenging experimental settings are different.



Chapter 5. One-Class Knowledge Distillation for Face PAD 75

TABLE 5.4: Performance Comparison with Baseline Methods on the OULU-
OCA-SA Protocol

[ Method [ ACER (%) L [ AUC (%) 1 |
DTN [105] 15.6141.69 /
OCA-FAS [95] | 2.26+0.39 /

DT [60] 3.95+0.30 | 98.17+0.17
Ours [126] 0.46+0.12 | 99.6310.12

TABLE 5.5: Performance (HTER) Comparison with the One-class Domain
Adaptation Methods on the WMCA-CI-OCDA Protocol

HTER (%) |
Methods Ilum. 1 ‘ Illum. 2 ‘ Illum. 3 ‘ [um. 5(‘ I)llum. 6 ‘ Mum. 7 ‘ Overall
DT [60] 14.17 17.55 42.56 13.24 52.56 15.63 25.95 + 17.10
DT + Fine-tune 38.95 41.13 46.54 5.97 18.86 21.87 28.89 + 15.73
DT + OCSVM [92] 12.03 17.09 18.34 3.22 38.90 24.36 18.99 + 12.05
DT + GMM [92] 16.42 12.31 12.31 14.41 30.41 23.12 18.16 + 7.21
Ours [126] 13.20 13.55 23.09 0.78 12.22 7.76 11.77 £+ 7.35

TABLE 5.6: Performance (AUC) Comparison with the One-class Domain Adap-
tation Methods on the WMCA-CI-OCDA Protocol

AUC (%
Methods Mum. 1 [ Oum. 2 [ Hum. 3 | Dlum. 5(\ 1)111111. 6 [Mum. 7]  Overall
DT [60] 9242 | 92.66 | 87.99 | 9242 | 76.98 | 95.10 | 89.60 £ 6.59
DT + Fine-tune 90.33 | 8440 | 8024 | 9580 | 94.28 | 85.96 | 88.50 £ 6.03
DT + OCSVM [92] | 9282 | 92.16 | 95.13 | 100.00 | 83.09 | 97.80 | 9350 £ 5.90
DT + GMM [92] | 89.74 | 9394 | 90452 | 99.23 | SL8S | 9849 | 92.97 £ 6.43
Ours [126] 9510 | 93.15 | 90.33 | 10000 | 9521 | 97.33 | 95.19 + 3.33

Table 5.3. Our proposed method achieves the best performance on 8 out of 12
experiments and outperforms the state-of-the-art methods by 4.2% in terms of
average HTER. The advantage of our proposed method is especially significant in
C-I, I-M, I-N, N-I, and N-M experiments, where our method reduces the HTER by
more than 12.1%, 5.0%, 8.7%, 20.7%, and 13.8% compared to the state-of-the-art.

2) Results on the OULU-OCA-SA Protocol:

To compare with OCA-FAS [95], which is a recent method for the face PAD with
one-class domain adaptation, we evaluate our proposed method on the OULU-
OCA-SA protocol. We conduct experiments on Protocol 3, the most challeng-
ing task on OULU-OCA-SA, and the SS model density of our method is set as
10%. From the experimental results shown in Table 5.4, we find that our proposed
method outperforms the DTN and OCA-FAS by a clear margin. The ACER and
the AUC of our proposed method are 0.46% and 99.63%, respectively. Compared
to our baseline method, using the target domain genuine face images for domain
adaptation helps to reduce the ACER by 3.49% and improve the AUC by 1.46%.
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TABLE 5.7: Performance (HTER) Comparison with the One-class Domain
Adaptation Methods on the CIM-N-CS-OCDA Protocol

Protocol | Methods HTER (%) |
Client 1 | Client 2 | Client 3 | Client 4 | Client 5 | Client 6 | Client 7 | Client 8 | Client 9 | Client 10 Overall
DT [60] 36.16 47.42 30.72 32.71 25.49 47.00 47.95 43.18 41.60 46.51 39.87+8.07
DT + Fine-tune 22.99 22.52 22.57 16.97 23.35 13.15 35.25 22.42 32.42 24.50 23.61+6.43
LN-CS DT + OCSVM [92] 26.55 21.83 15.53 9.19 16.20 20.07 24.41 13.80 16.11 29.49 19.32+6.29
DT + GMM [92] 24.13 20.38 18.72 10.96 17.56 15.87 26.45 20.71 16.12 25.37 19.63+4.81
Ours [126] 18.97 18.20 13.05 7.89 16.21 11.53 20.13 14.13 10.22 16.24 14.66+4.00
DT [60] 43.13 38.57 38.49 42.14 37.05 39.49 29.79 30.93 40.25 32.93 37.28+4.60
DT + Fine-tune 22.32 19.09 14.54 11.04 25.42 25.55 14.49 12.55 12.97 19.64 17.764+5+39
M-N-CS DT + OCSVM [123] | 21.61 18.47 11.68 13.79 13.38 24.56 17.17 13.66 11.41 19.81 16.55+4.48
B DT + GMM [123] 21.50 17.63 11.74 11.64 15.57 19.61 21.36 14.99 11.53 19.92 16.55+4.02
Ours [126] 12.34 18.06 7.92 8.13 13.41 14.23 13.84 11.01 10.98 16.54 12.65+3.29
DT [60] 31.39 28.11 21.68 32.88 27.54 26.48 29.60 30.35 26.14 28.53 28.27+3.14
DT + Fine-tune 23.83 23.48 16.19 11.27 24.59 18.73 10.86 15.37 19.39 17.50 18.124+4.90
C-N-CS DT + OCSVM [123] | 23.17 23.03 11.39 7.40 17.67 21.87 13.25 17.80 12.48 25.19 17.33+£5.99
DT + GMM [123] 21.04 20.12 7.16 6.51 20.24 16.20 22.74 19.00 13.82 21.71 16.85+5.90
Ours [126] 6.22 9.89 3.75 6.07 8.05 10.19 14.94 6.43 10.96 9.14 8.56+3.18

TABLE 5.8: Performance (AUC) Comparison with the One-class Domain Adap-
tation Methods on the CIM-N-CS-OCDA Protocol

Protocol | Methods AUC (%) 1
Client 1 | Client 2 | Client 3 | Client 4 | Client 5 | Client 6 | Client 7 | Client 8 | Client 9 | Client 10 Overall

DT [60] 64.56 44.10 70.95 72.66 79.55 43.58 47.95 57.65 58.00 53.14 59.21+12.48
DT + Fine-tune 79.98 81.02 82.25 90.19 79.43 93.66 66.37 82.05 69.36 81.16 80.55+8.15
LN-CS DT + OCSVM [123] | 82.05 85.51 93.19 95.56 90.15 85.59 79.18 91.26 89.59 77.24 86.93+6.07
"7 | DT + GMM [123] 81.30 85.98 89.72 94.29 87.81 88.30 79.97 86.70 88.22 81.94 86.42+4.34
Ours [126] 89.54 88.92 92.61 96.92 89.05 92.62 86.53 93.29 95.61 92.16 | 91.731+3.22
DT [60] 58.01 63.94 62.60 60.13 62.98 60.40 77.97 73.60 63.29 68.07 65.10+6.32
DT + Fine-tune 81.99 34.08 90.84 93.37 79.01 74.73 89.66 93.83 92.48 84.16 86.42+6.60
MAN-CS DT + OCSVM [123] | 85.80 88.63 94.51 93.09 93.93 82.72 90.67 91.02 94.66 85.18 90.02+4.27
: " | DT + GMM [123] 85.90 89.66 94.91 95.42 90.71 88.22 83.70 92.56 93.29 88.65 90.30+3.83
Ours [126] 93.83 90.64 97.33 97.70 89.98 93.29 90.32 95.62 95.79 91.74 | 93.621+2.90
DT [60] 74.22 77.39 86.52 73.49 77.40 78.65 80.52 76.77 78.66 80.63 78.43+3.68
DT + Fine-tune 82.08 85.69 88.93 91.22 84.28 85.56 89.87 90.25 82.76 88.50 86.91+3.26
C-N-CS DT + OCSVM [123] | 82.89 83.81 95.73 96.16 90.13 86.38 91.41 87.03 91.53 80.66 88.57+5.30
7 DT + GMM [123] 85.65 84.87 96.57 96.84 88.41 91.97 80.72 86.35 91.22 86.37 88.90+5.20
Ours [126] 97.52 95.31 99.18 98.44 96.20 96.12 91.66 98.42 96.72 96.70 | 96.631+2.13

3) Results on the WMCA-CI-OCDA Protocol:

From the experimental results shown in Table 5.5 and Table 5.6, we find that
our proposed method also outperforms baseline methods. The advantages of our
proposed method are more than 6.3% and 2.6% in terms of the overall HTER and
AUC metrics.

5.4.2 Client-Specific One-Class Domain Adaptation Exper-

iments

In addition to the experiments under the general one-class domain adaptation
setting, we also conduct experiments under the client-specific domain adaptation
setting to verify that our proposed method can improve the performance of face
PAD for the specific target client by only using a few genuine face images for

one-class domain adaptation.
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The experiments are conducted on the CIM-N-CS-OCDA protocol. The SS model
density is set as 10%, and we evaluate the performance with both HTER and AUC.
From the experimental results shown in Table 5.7 and Table 5.8, our method signif-
icantly improves the face PAD performance and consistently outperforms baseline
methods on all the three sub-protocols. Compared to the DT baseline without us-
ing any target domain data for adaptation, our method reduces the average HTER
by 25.21%, 24.63%, 19.71% and improves the average AUC by 32.52%, 28.52%,
18.20% on the I-N-CS, M-N-CS, C-N-CS sub-protocols, respectively. Compared
to baseline methods that use target domain genuine face samples for model train-
ing, our method also shows distinct advantages. On the I-N-CS sub-protocol, our
method outperforms baseline methods by more than 4.66% and 4.80% in HTER
and AUC. On the M-N-CS and C-N-CS sub-protocols, the improvement are more
than 3.90%, 8.29% in terms of HTER, and 3.32%, 7.73% in terms of AUC. Com-
paring the performance of our proposed method on different sub-protocols, we find
that even though we use the same target domain data to train the SS networks,
there are distinct performance differences between models with different DT net-
works. The results indicate that the discrimination ability of the DT’s feature

representations will influence the final performance of the proposed method.

To intuitively demonstrate the effectiveness of our method, we visualize the score
distributions on the C-N-CS sub-protocol. Figure 5.5 (A) shows the score distri-
butions of the DT baseline. The blue and yellow boxes represent the genuine and
attack samples, respectively. The distributions of both classes are wide-spreading,
and there are obvious overlaps between the genuine face and attack distributions.
Figure 5.5 (B) shows the score distributions of our method. With the help of the
genuine face samples in the target domain, the score distributions become more
compact and separable between genuine and attack samples. As shown in Fig-
ure 5.6, we compare our method with other baseline methods using target domain
genuine samples for model training. Although the score distributions of the DT
+ GMM and DT + OCSVM are as compact as ours, our method has the largest
separation gap between the distributions of the genuine face and attack samples.
Besides, we also visualize the Receiver Operating Characteristic Curves of pro-
posed and baseline methods on the C-N-CS task 1 as in Figure 5.7. As shown
in the figure, the True Detection Rate (TDR) of our method is higher than the
TDRs of baseline methods at different False Detection Rate (FDR) conditions.
The advantage of our method is greater at the thresholds where the FDR is small.
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FIGURE 5.5: The figure shows the score distributions of the DT on 10 tasks of
C-N-CS protocol. A pair of blue and yellow boxes are used to illustrate the score
distribution for each task. The blue and yellow boxes illustrate the distributions
of the testing genuine face and attack samples, respectively.

Score Distributions of the Proposed Method and Baseline Methods
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FIGURE 5.6: The figure shows the score distributions of different methods on
C-N-CS task 1. From the left to the right are score distributions of the DT,
DT+finetune, DT4+GMM, DT+OCSVM and our proposed method. The blue
and yellow boxes illustrate the distributions of the genuine face and attack sam-
ples, respectively. The figure shows that our method has larger separation gap
compared to baseline methods.
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Receiver Operating Characteristic (ROC) Curves
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FIGURE 5.7: The figure shows the Receiver Operating Characteristic (ROC)
Curves of different methods on C-N-CS task 1. The horizontal axis is the False
Detection Rate (FDR) and the vertical axis is the True Detection Rate (TDR).

5.4.3 Ablation Study

Besides, we also conduct experiments to analyze the impacts of the density of SS

network, the parameter regrowth mechanism, and different level features.

1) Impact of the Stubborn Student Density:

To study the impact of the SS Density, we conduct experiments on the CIM-N-
CS-OCDA protocols. The HTER and AUC at the SS density level 100%, 10%,
and 1% are evaluated, and the results are shown in Table 5.9. On the I-N-CS and
C-N-CS sub-protocols, the models with the 10% SS density achieve comparable
performance to the models with the 100% SS density and perform better than the
models with the 1% SS density. On the M-N-CS sub-protocol, the models with
10% and 1% SS density slightly outperform the models with 100% SS density. The
results indicate that the SS of 100% density is over-parametric to learn genuine
face representations of the DT network. The moderate sparsity of the SS network
helps to reduce the model size without severely losing accuracy. To verify the
feasibility of model compression, we measure the model size of the SS at different
density levels. As shown in Table 5.10, the number of non-zero parameters at
100%, 10%, and 1% density are 1.73 M, 0.18 M, and 0.02 M. We save the sparse
models in Coordinate (COO) data format and the size of the SS model with 100%,
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TABLE 5.9: Performance of the Proposed Method with Different Stubborn Stu-
dent Density on the CIM-N-CS-OCDA Protocol

| Protocol | SS Density (%) | HTER (%) | | AUC (%) 1 |

100 15.19 91.26
I-N-CS | 10 14.66 91.73
1 16.94 89.26
100 14.62 92.60
M-N-CS | 10 12.65 93.62
1 13.16 92.85
100 8.65 96.50
C-N-CS | 10 8.56 96.63
1 10.71 95.03

TABLE 5.10: Model Size of the Stubborn Student at Different Density

| SS Density (%) | No. Non-zero Params (M) | Memory (MB) |

100 1.73 6.62
10 0.18 2.02
1 0.02 0.25

TABLE 5.11: Performance of the Proposed Method with Single-Level and Multi-
Level Distillation on the CIM-N-CS-OCDA Protocol

| Protocol | Distillation Level | HTER (%) | [ AUC (%) 1 |

Single-Level 14.15 92.37
-N-CS Multi-Level 14.66 91.73
Single-Level 14.68 92.66
M-N-CS Multi-Level 12.65 93.62
Single-Level 10.34 95.41
CN-CS Multi-Level 8.56 96.63

10%, and 1% density are 6.62 MB, 2.02 MB, and 0.25 MB, respectively. Note that
the compression rate of the model size in terms of memory is not the same as the
number of non-zero parameters. It is because that we need to store the coordinates

for the non-zero parameters of the sparse model.

2) Impact of the Parameter Regrowth Mechanism:

To analyze the impact of the parameter regrowth mechanism, we conduct ablation
experiments on the C-N-CS sub-protocol and plot the changing of the average
HTER with the number of training iterations in Figure 5.8. We can see that
the parameter regrowth mechanism helps optimize the training process, especially

when the SS network is at a lower density.
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Average HTER over Different Training Iterations
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FI1GURE 5.8: This figure shows the average HTER of our proposed method over
the number of training iterations on C-N-CS tasks. The four curves illustrate
the impact of the regrowth mechanism on the proposed method at two SS model
density conditions.

3) Impact of the Feature Level:

To analyze the impact of different level features, we conduct comparison experi-
ments on the CIM-N-CS-OCDA protocols, and the results are shown in Table 5.11.
On the I-N-CS sub-protocol, our method with single-level and multi-level distilla-
tion achieve comparable results in the HTER, but the single-level distillation one
has better AUC performance. On the M-N-CS and C-N-CS sub-protocols, our
method with multi-level distillation outperforms the single-level one by 2.03%,
1.78% in HTER and 0.96%, 1.22% in AUC. The experimental results show that
using the aggregation of three level features may not outperform the single-level
features. We visualize the average HTER performance with different level features
as shown in Figure 5.9. Level 1 feature performs the worst on all protocols. Level
3 feature performs the best on I-N-CS protocol while Level 2 feature performs
the best on M-N-CS and C-N-CS protocols. The visualization results show that
different level features have different discrimination abilities and some of them out-
perform the others. Therefore, it is promising to explore the feature selection in

future work to further improve the performance.
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FIGURE 5.9: The figure (a), (b), (c¢) show the average HTER with different
level features pretrained on I, M, C dataset, respectively. The average HTER
performance with Level 1, Level 2, and Level 3 features are plotted in blue,
green, and yellow, respectively.
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(A) correctly classified genuine samples (C) correctly classified attack samples

(B) misclassified genuine samples (D) misclassified attack samples

FIGURE 5.10: The figures show examples of the image samples correctly clas-
sified and misclassified by our model on C-N-CS task 1. Figure (A) shows the
correctly classified genuine face samples; figure (B) shows the misclassified gen-
uine face samples; figure (C) shows the correctly classified attack samples; figure
(D) shows the misclassified attack samples.

5.4.4 Discussion

Although our proposed method generally outperforms prior methods, there is still
room for performance improvement under the general and client-specific one-class
domain adaptation setting. The HTER performance is not satisfactory in some ex-
perimental settings, especially where a simple dataset is used as the source domain
and a more complex dataset as the target domain, such as I-C, I-N, and M-N in
Table 5.1.

Besides, the classification accuracy of our model for some difficult samples needs
to be further improved. As shown in Figure 5.10, some genuine face samples with
unusual facial expressions or backgrounds are misclassified as attacks; some attack
samples with natural skin color and higher definition are misclassified as genuine

face images.

From the experimental results in Table 5.7, Table 5.8, and Table 5.11, even using
the same target domain data to train the student network SS, the performance of
the proposed method varies with the feature quality of the teacher network DT.
Therefore, a promising direction for future work is to further improve the feature

learning and feature selection of the teacher network.



84 5.5. Chapter Summary

5.5 Chapter Summary

In this paper, we introduce a framework to address the cross-domain problem
in face PAD with one-class domain adaptation, which improves the cross-domain
performance of the face PAD model by utilizing only a few genuine face samples
collected in the target domain. Under the framework, a teacher network is trained
with genuine face and attack samples of the source domain to provide multi-level
discriminative feature representations for face PAD. Student networks are trained
with only genuine face samples of the target domain to generate similar represen-
tations to the teacher’s outputs. To verify the effectiveness of our method under
one-class domain adaptation settings, we devised two new protocols on public face
PAD datasets and did extensive experiments. The experimental results show that
our method outperforms baseline methods under one-class domain adaptation set-
tings and even performs better than state-of-the-art methods with unsupervised
domain adaptation. However, there is still room for performance improvement in
some experimental settings. In future work, we will explore methods to further

improve the feature learning and feature selection of the teacher network.
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Conclusion and Future Work

6.1 Conclusion

In this thesis, we study the cross-domain problems in face PAD and propose several
methods which apply to different application scenarios. In consideration of the
difference between genuine face and attack samples, such as the feasibility and
the expense of data collection in practical scenarios, our methods are devised with

more attention to genuine face samples.

Considering that the attackers may launch novel presentation attacks which are
unseen to the face PAD model at the training phase, in our first work presented in
Chapter 3, we explore the unseen attack problem in face PAD. Different from prior
works, we propose a face PAD method based on deep metric learning, which detects
attacks directly on the learned feature space with no need for additional classifiers
to be trained. The mapping from the image space to the target feature space is
implemented with a CNN-based feature extractor. To force the genuine face sam-
ples to maintain intra-class compactness and ensure inter-class separation from the
attack samples, we devise a hypersphere loss function to direct the optimization of
the feature extractor. To verify the effectiveness of the proposed method, we did
extensive experiments on multiple prevailing datasets. The experimental results
demonstrate that our method is effective in detecting unseen attacks and outper-
forms prior methods. However, the practical application scenarios of face PAD are
more complex and challenging than the laboratory unseen attack setting. Beyond

the threats of unseen attacks encountered during the testing phase, the changes

85
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in illumination conditions and camera sensors will also degrade the accuracy and

reliability of the face PAD systems.

Recently, multi-modality face PAD methods have shown promising results with ad-
ditional sensors for information acquisition, while their generalization problems are
not well explored. In our second work presented in Chapter 4, we study the gener-
alization problems of face PAD in bi-modality scenarios and propose a method that
generalizes better to unseen attack and illumination variations. Different from prior
works, our method explicitly connects face images of different modalities via asym-
metric modality translation. In this method, we devise an asymmetric modality
translator which successfully translates genuine face images from the source modal-
ity to the target modality while failing for attacks. The discrepancy of modality
translation between genuine faces and attack samples is utilized as an effective clue
for discriminating various spoofing faces from genuine faces. Besides, an illumina-
tion normalization (IN) module based on PLGF descriptor is used to alleviate the
interference of the illumination variations on sensitive modalities. Extensive ex-
perimental results show that our method applies to different modality settings and
can effectively detect various seen and unseen attacks under varying illumination
conditions. However, the performance of our method in cross-dataset evaluation is

not satisfactory.

Domain adaptation is a typical approach to improving the cross-domain perfor-
mance of face PAD with the help of target domain data. However, it has always
been a non-trivial challenge to collect sufficient data samples in the target domain,
especially for attack samples. Compared to attack samples, genuine face samples
are much easier and cheaper to collect. Therefore, in the third work presented in
Chapter 5, we study the one-class domain adaptation problem in face PAD which
aims to improve the cross-domain performance of the face PAD with the help of a
few genuine face samples collected in the target domain. We propose a method by
introducing teacher-student learning to address the one-class domain adaptation
problem in face PAD. A teacher network is trained with source domain samples
to provide discriminative feature representations for face PAD. Student networks
are trained to mimic the teacher network and learn similar representations for gen-
uine face samples of the target domain. In the test phase, the similarity score
between the representations of the teacher and student networks is used to dis-

tinguish attacks from genuine ones. To verify the effectiveness of the proposed
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method, we devise two new protocols for the evaluation of the face PAD model un-
der the one-class domain adaptation scenarios and conduct extensive experiments
on multiple datasets. The experimental results show that our method outperforms
baseline methods with one-class domain adaptation and also unsupervised domain

adaptation techniques.

6.2 Future Work

Based on the experimental results in Chapter 3, the performance of our method un-
der the unseen attack setting is not always satisfactory, especially at the scenarios
where high-fidelity mask, makeup, and some partial attacks are treated as unseen
attacks for evaluation. The poor performance is caused by insufficient attack sam-
ples for model training. Therefore, one of the possible direction for future work is
to address the insufficiency of training data with the help of advanced generative

models.

From the experimental results in Chapter 4, although multi-modality face PAD
methods show advantages in improving the generalization performance against un-
seen attacks and illumination variation, the cross-dataset generalization problem
on multi-modality face PAD may not be easier than single VIS-modality ones. It
is because the specifications of multi-modality sensors and the data preprocessing
schemes are different in different datasets. In practical application, the data pre-
processing scheme could be easily unified to protect the performance of face PAD
from being severely degraded. However, the cross-sensor generalization problem is
crucial and worthy of attention since more sensor devices are used in multi-modality
face PAD than single-modality ones. Besides, the generalization performance of
VIS-modality face PAD has been improved with the help of data augmentation
techniques, while the data augmentation techniques for multi-modality face PAD

have been scarcely studied.

Domain generalization and adaptation problems have been extensively studied in
recent VIS-modality face PAD research. Although our proposed method in Chap-
ter 5 generally outperforms prior methods, there is still room for performance
improvement when the target domain is more complex than the source domain.

Moreover, even using the same target domain data to train the student network,
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the performance of the proposed method varies with the feature quality of the
teacher network. Therefore, there is a need to improve the feature learning and
feature selection of the teacher network. Besides, most recent face PAD models
are jointly trained with data samples from multiple data domains to improve the
generalization ability. However, the data samples from different data sources are
diverse in quantity and quality. The domain imbalance problem and the robustness
of jointly training to noisy or even poison data are also worthy of exploration in

future work.
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