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Abstract

Information is being shared at an unprecedented rate today and has become the most
valuable resource for any organization to help them make better profits. But the lack
of a pricing structure or framework affects the users because they don’t realize the
true value of their information and thus lose out on the monetizing potential of their

data.

The research problem before us is, if information is to be treated as a tradeable
commodity in the market, how can one put a price tag or value to it? One of the
easiest way to communicate value is to put it in terms of price. There is need for
models to make users aware of the revenue-generation capacity of their information.
But these models also need to be fair and transparent so that the buyers would also

be willing to participate in the information market.

In this thesis, we have proposed techniques that borrow from different disciplines to
develop pricing models aimed at pricing user information. The idea behind calculating
the value of the actual information is based on Shannon’s information theory that is
utilized to calculate the value of the information attribute. This has been adapted into
models from a privacy conscious user’s scenario where we supplement it by testing
the utility of the user’s information using statistical comparison techniques as well
as using techniques from finance. For the scenario of a buyer we have complemented
this with the Markov process and on the investment optimization approach. We then
tested these approaches on datasets and simulation techniques and surveys which
have culminated in realizing the value of a user’s information. This shows us the
potential for revenue generation for a user and also demonstrates reduced prices from
the buyer’s point of view. Our exploratory models exhibit the capacity to monetize

on an internet user’s digital footprint.

Big data is already a major source of income for organizations. It is high time
that it becomes a source of income for the users who ultimately are the generators of

this big data.
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Introduction

With increasing avenues for sharing information available today, massive amount of
data is being generated and shared by internet users. In addition to this, is the colossal
information generated by users through their interaction with various web services
(like Amazon, Spotify etc). And all of this information is constantly being collected
and collated every minute today by most organizations, which has led to the belief
that big data has now become the oil which keeps the wheels of most organizations
running. This big data is generally collected by ‘data brokers’ who then sell this
data to whomsoever is willing to pay the right price. Due to the lack of any specific
mechanism to ascertain the value of this information, the contributors and owners of
this big data, i.e. the internet users from whom this information is collected from,

do not realize the potential of their information and how valuable it is and hence



go largely uncompensated. In this thesis, we explain the background and problems
associated with putting a price to data or information and then we put forth our idea
of monetizing information by treating it like a tradeable commodity or asset to create
different information pricing models for different scenarios that offer a fair bargain to

both the consumers and buyers of information.

1.1 Background and Motivations

Users today are getting increasingly open about sharing information in the cyber space.
This has been bolstered by the increasing number of avenues for them to do the same.
This information can range from personal information, insights, and other types of
information like number of queries posted in different websites and blogs etc. Thanks
to the proliferation of social media and networking sites today, a massive amount of
data is being generated by the second. This information is collated, collected and
trawled from various sources to construct a ‘user profile’ of sorts and used to type
cast and categorize people. This is done on a regular basis by data brokers; entities
whose sole purpose is to collect user information and sell them to interested parties.
Organizations have woken up to the fact that information and not just information
products or goods can now be traded in the market place as a commodity. Gartner
predicted that 30 percent of businesses will be monetizing their information assets
directly by 2016'. Economic and pricing models in existence currently look at the
consumption of these goods and services by consumers (either individual users, groups
of user or organizations) and accordingly formulate price plans to incorporate them.
Most organizations seem concerned with product and service development catering to
the data that is collected and aggregated by them from a variety of sources. That
is how they are monetizing on their information assets. While that is commendable,
in our opinion, there doesn’t seem to a practical model that would value actual user
data in a way to benefit both the sellers (the users providing the data) and the buyers

(the consumers who would want to purchase this data for their own use).

Thttp://www.gartner.com/newsroom/id/2299315



1.2 Research Objectives

Big Data is now favored in its usage thanks to the fact that having this kind of
information about anyone is almost akin to knowing and predicting a person‘s actions,
thoughts and behavior. Though this is an alarming thought, it is common knowledge
among data brokers who trade this type of big data and the insights from this big
data.

The amount of information generated today is tremendous. According to this
article, as of 2012, around 2.5 quintillion of data was created everyday [1]. Appropri-
ate and moderated access and usage of this user data can help organizations
be of better service to the users by catering to the individual needs of the users. The
users (i.e., the generators of information) can benefit not only from the enhanced
service but also from the adequate compensation that they would receive from
the organizations interested in their information. Unfortunately, it has been observed
that most of this user generated information (which is often of a personal and private
nature) is being blatantly used without the knowledge of the users and even if the
users do sign some sort of “terms and conditions” contract, they do not realize how
exactly their own information is being used by organizations for their own benefit
and profit often at the cost of the users. One of the major advantages faced is price
discrimination. Price discrimination occurs when a user’s information is surreptitiously
used to price goods and services higher or lower. This creates an asymmetry of profit
and benefit between the generators and consumers of information which in our opinion,
is highly unfair. In our opinion, with the increasing proliferation of the Internet and
social media sites, the issue of pricing information requires a special focus in order to

stem the resulting abuse of this information.

Our research objective is to design and propose mechanisms using which, we can
create models for users(sellers) for different scenarios and allow them to sell their
information to prospective buyers. At the same time, we also need to balance the
interests of both the parties and facilitate the proper functioning of an information

market.Using these models, users should be able to appropriately value their data or



information At the same time, buyers should be able to purchase this information at a
reasonable price from the sellers and also be aware of the quality of the information that
they would be purchasing. The intention is thus to be able to monetize information
from the user’s point of view and at the same time retaining the relevancy and

applicability of the information from the buyer’s point of view.

1.3 Research Issues

Today, big data is integral to every business and organization, so much so that data
brokers have made a business of trading this big data like any other commodity. In
turn, the buyers of this big data make massive profits. The only one who loses out on
both, the profits and his privacy is the internet user - the generator and owner of this

big data.

Our task is to design balanced pricing mechanisms that incorporate the concerns
of the stakeholders in the information market where the user can trade his or her
information for a certain price. But information is an ‘infinite supply’ good since
generation of information requires practically no effort, multiple copies of data can be
made easily and there is a constant supply of ever growing information. Hence the
generation of revenue and the achievement of an equilibrium market price by sale of

an infinite supply good is different from that of other finite supply goods.

The building of the pricing models presents before us certain research issues. Of

these we have identified and isolated the following:

e Incentivization issues - We need to frame the pricing models to not only alleviate
the concerns of the stakeholders in the scenario but also incentivize them to

participate in the idea of sharing and selling information.

e Valuation - The idea behind a pricing model is to be able to appropriately
valuate the information that can satisfy any apprehensions the parties may have.
Valuation of information is a difficult task (as elaborated in the later chapters).
The seller and the buyer may have different ideas about the price and value of

the information. The issue then is to find an method that would appeal to the

4



private sensibilities of the stakeholders involved in the transaction.

e Information types - The type of information about and contributed by the
users (i.e. the sellers) also plays an important role in the pricing model. The
different information types could be divided into: textual, media or numeric.
Another way to divide the information types could be: general data (age, sex,
education), location (GPS co-ordinates), financial (card or cash transactions,
type of purchases). The approach on how this information is clubbed together

and presented could also play a major role in the pricing model.

e Empirical /Experimental analysis - Lastly, the reliability and the acceptance of
the pricing models must be tested among the actual users to see if they are
amenable to the idea of selling their information. This testing will also help us

understand any gaps or inconsistencies that may be there in the model.

1.4 Research approach and Methodology

With the multitude of channels available today, information is available and flowing
more freely than ever before. Combine this with the advancement in algorithms and
programs for complex data analysis, today not just raw data, but information obtained
from analyzing this raw data can offer major insights into the life of a normal internet
user. The problem that this creates is not just related to the invasion of privacy
but there is also the issue that users never benefit monetarily similar to the profit
organizations gain from applying this information. A monetary benefit is different

from a social benefit which a user experiences while using a service or product.

Most of existing systems highlight the need for privacy. What they fail to address
is the question of monetary compensation for users. Data brokers collect user data
without the knowledge and often without the consent of the users and sell this data
to interested buyers. The buyers benefit from having access to all this information
which can help them make better decisions about their business models and earn
better and increased profits. Often here it is not about the services but rather about

classifying the users into “categories” or “bins” (eg: soccer moms, elderly etc) which

5



would benefit the organizations.

Since the gathering and selling of information has now evolved into a business, we
believe that we should treat user information as a commodity or an asset which can

be traded in the internet market by the users themselves.

The idea is to involve users and incentivize them to share their information by
rewarding them with monetary compensation when they share their information (Eg:
bank balance, habits, criminal history, sexual activity etc). This measure can be
successful only if we know the value of the information. At the same time, it is also
needed to be fair to the buyers of this information by assigning fair prices to this
information. This mechanism of assigning prices should be transparent to give the
buyers more confidence about the prices and should also be able to convey the idea of

information quality.

We have utilized ideas and concepts from information theory, stochastic modeling
techniques and also from the field of data privacy to build our pricing models in an

effort to allow users to valuate their information.

In this thesis, we shall first be analyzing the existing concepts and mechanisms
in different disciplines that make use of the concept of value and pricing. We shall
also be evaluating the issues faced with private data in general. In keeping with the
digital age, there do exist pricing schemes for information goods (including softwares)
but most of the times these cannot be applied directly to raw data or private data

due to issues which we shall explain in Chapter 2.

A mechanism for pricing must satisfy both the buyers and the sellers involved
in the transaction. Since most of the data that the buyers are interested in is of a
private or personal nature, this brings into picture another aspect to be looked into in
the scenario of the information market which is, the privacy budget of the seller which
details the amount of distortion a buy is willing to tolerate in user information to
protect the privacy. This budget must be balanced with the ultimate utility (quality)
of data. We can arrive at a satisfactory conclusion only after a thorough analysis of

the existing pricing strategies and mechanisms in use today.



With the vast amount of data being shared and updated (similar to [52]) we
propose a mechanism that can design a suitable scenario satisfying both the buyers

and sellers of data.

1.5 Thesis Organization

The further chapters of the thesis are organized as follows:

e Chapter 2 presents a detailed look at the existing literature and research on
the concept of information pricing. We explore the need for information pricing
in-depth and also look at the pricing models available for the traditional goods
and also for computing resources. We also accommodate the research done of

privacy and user behavior and attitude towards privacy.

e Chapter 3 provides an overview and the rationale for the work done in this
thesis and for the path taken to tackle the research goals supplemented with a
user case study about their attitude towards information as a sale-able good

and also explain the various scenarios for our pricing models.

e Chapter 4 considers the scenario of a privacy insensitive user and compensates
him with a pricing model that looks towards the valuation of information for

the same.

e Chapter 5 gives the scenario for pricing information with a privacy conscious
user using the idea of noise obfuscation and for the compensation from the buyer

to be proportionate to the quality of the obfuscated information.

e Chapter 6 also deals with a privacy conscious user but in this chapter we compare
the information distortion as a risk adjusted measure to determine the price for

the buyer.

e Chapter 7 also describes the scenario of a privacy insensitive user but in this
case we have treated the user as an agent in the information market which has
a specific demand for the information attribute that the user possesses modeled

as a Markov process.

e Chapter 8 describes the information pricing model from the point of view of

7



the buyer by allowing to help him choose the information to invest in and how

much to invest in.

e Finally in Chapter 9, we provide the conclusions of our thesis and the reasoning

and the motivation of our research topic of information pricing.
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Related Work

The idea of pricing information is still in its nascent stages. In this chapter we have
tried to incorporate the existing and relevant work that have a direct or indirect
bearing on our research topic of information pricing. We have covered areas that
speak of information as a good, the existing pricing models for the smart grid, cloud

services, traditional goods and have also looked at the problem of privacy.

2.1 Introduction

The issue of pricing or valuing information is a complicated one because information
or data does not have definite predetermined parameters or values on which one can
assess it. It does not have any tangible physical properties and its value or importance

differs based on different perspectives [112].
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To be able to understand this issue thoroughly, one has to look at different
interdisciplinary subjects which can help one delve deeper and be able to analyze and
consider the different parameters involved, especially when the nature of information

to be priced is of a private and personal nature.

The most neglected and overlooked aspect of information value is the amount of
utility that is acquired with just access to the said information. George Stigler, the
famous economist, makes a strong point about the importance of information [127].
Though he doesn’t value information directly, he associates its importance with
empowering buyers to identify sellers and ascertain market prices in order to eliminate
uncertainty which in the author’s opinion is what drives the market prices.

Based on the vast amount of available literature, we have attempted to group
5

them into different subsections that are based on how the concept of “information’

and “pricing” have been handled.

Attaching a price to any good or service is related to the compensation for the use
of that particular good or service. [91] states that the price of a good or commodity
can be defined as the value of what is the good in question and based on the concept
of supply and demand for that commodity. All this can be ascertained because the
goods in question all have discernible properties and factors like cost of production,
amount of supply and demand, other external costs, etc. This makes it easy to arrive

at a particular price.

As [112] rightly points out, unlike other goods and commodities, information does
not have any tangible properties making it difficult to put a price or to calculate the
price or value for information. Though of course, the value of information could be

connected to how it helps in the process of decision making [91].

A data broker in today’s day and age is a company that is a silent spectator to
all your online transactions and often offline transactions also and tries its level best
to gather all sorts of information about you [120] (see Figure 2.1). Organizations have
supplemented to their existing knowledge-base with increasingly personal and private

information of users, sometimes with and often without the permission or knowledge

10
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Figure 2.1: Example of the type of information collected by organizations about users

of the users, for the purpose of invasive targeting. This includes information from
online surveys, social networks, shopping sites and now a days even the browsing
behavior [34,133]. The organizations then make use of this information to develop

“personalized” services for the user who could be charged for them.

Recently, there has been an emergence of a number of tech startups that provide
an avenue for users to make their personal data work for them through a number of
different applications. Meeco [8] claims to provide a platform using which users can
apparently make their information as their currency. Meeco markets itself as a service
that can be used by users to manage and organize their information. Users can control
access to their information, encrypt it and sync it across all the user devices. But in
all this, they make no reference to how this information value translates into price. As
of now, they have an iOS app available and for others there is a web version. Another
tech startup called ‘Datacoup’ devised a scheme to pay users for access to their
personal data via the user's social media accounts (like Facebook & Twitter) and their

credit or debit card feeds [7]. Once they have this information, they strip them off any

Thttp://www.technologyreview.com /news/524621 /sell-your-personal-data-for-8-a-month/
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personally identifiable information (PII) and sell this information to organizations
requiring this information to track trends or to profit from this information. They
claim that users can encash their earnings once it reaches $5. Datacoup says that
they are lining up purchasers for the user data but currently only Datacoup is the
sole buyer. This seems to imply that once Datacoup purchases user data, they can
then choose to sell it to whoever and for any price possible. According to the website,
their pricing model is based on the individual data attributes shared by each user
when the user creates an account with Datacoup. [62] suggests making the internet
service providers (ISP), who have the ability to collect user information, give the users
the option of either allowing or not allowing their information to be collected. The
incentive for the users to allow their information to be collected could be in the form

of some free service. But this is not allowing users to monetize on their information.

But the problem with them is that most of them offer services for free [43]. Now
this model could hardly be sustainable in the long run and it is believed that ultimately,
they may then decide to use their biggest asset, which is a user’s personal data, to

generate revenue.

In an empirical study conducted by [23], it was found that participants choose to
opt for lower price despite having to divulge more personal information. Also, keeping
all things equal (price, product, service etc), more privacy friendly measures did not
find more favor amongst the participants. It is this dichotomy in user’s behavior that
has baffled privacy experts for ages and has been a major hurdle in the development
of some model to put a price to privacy. This unwillingness to pay for privacy, has

made the economics of privacy even more complicated.

2.2 What is Price and What i1s Value

One way to summarize and define price is to assign it as the value on what is exchanged.
Economic value can be related to the amount of benefit that a consumer can obtain
from using a particular product or service. [91] says that the price of a commodity

depends on the supply of and the demand for that commodity in the market. It
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implies that more in demand a commodity, more is the price for that commodity.

One way to describe the concept of pricing is to relate it to the transmission of value
that occurs in the exchange of goods that generates economic activity. In [140], the
author describes the origins of notion of pricing, explains the labor theory of value and
details the different aspects of pricing and what factors affect pricing. The fundamental
concepts of a pricing model in regular markets are rational preference(meaning that
given a choice, a rational person would go for the option that gives him maximum
value) and wutility function (which defines the utility derived from a particular good
which in turn determines its value). Other factors affecting pricing are said to be,
asymmetric information (where one party has more information than the other one;
generally in the pricing scenario it means that one party knows something about the
product or good in question that the other party does not), behavioral anomalies (a
part of behavioral finance that looks into phenomenon that cannot be explained by
conventional economic principles like rational choice etc), dynamic pricing (where
the price of a product or good is changed depending on the profile of the customer
purchasing the item), and externalities (the idea that one agent’s reaction could affect

the benefit or reward for another agent).

The above works well for regular markets where goods, commodities and services
have fixed factors and principles while being traded and there is some precedent that
drives the setting of prices. But for information, this falls short because of the inability
to pinpoint a set of features that could drive the pricing of information. The take away
then is that, for today’s data driven society, economic models and theories need to be
modified in order to be able to connect them more candidly to data itself because
the existing models and theories cannot be applicable when the good in question is

information.

2.3 Information - as an economic good

Information has always been recognized as being valuable. It is hard to ignore the

immense importance of having access to user information. But it is while putting a
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value to information that things get problematic. Information is a peculiar resource
with peculiar characteristics. And hence it is unfair to treat information as a tradi-
tional good [21]. Information has certain intangible properties that make valuing it
complicated. But one area where information can behave like other goods is in the
concept of adhering to the principles of supply and demand as is seen today by the
varying prices charged by data brokers for different information categories. The value

of information has primarily been tied to its effect in decision making [91].

Value of Information (VOI) analysis has been undertaken with the primary goal of
calculating the benefit of collecting (additional) information so that decision makers can
make an informed decision [146]. VOI illustrates the difference between the‘expected’
utility of an action with and without the benefit of additional information. It can be
said to be the “opportunity loss of taking action under uncertainty”. But availing
perfect information is a rare possibility and hence VOI considers the expected utility
gained under‘imperfect information’ i.e., action taken in light of the availability of
some sample information. But VOI models can get pretty complicated and even for
a simple VOI analysis one needs to model the various available actions, previous
knowledge about uncertain inputs and the resultant consequences of the actions when
decisions are made with these uncertain inputs. A study [59] focused on the impact of
decisions on the value of information that considered how the elimination or reduction
of uncertainty can improve the probability of outcomes. [66] surveys recently published
articles and papers that utilize the concepts of VOI and character izes these articles
to understand the existing uses, needs and look at future directions. The authors
state that VOI has the ability to manage risk by allowing the decision makes to focus
resources on monitoring parameters whose values would cause the most affect the

actual results of alternative strategies to secure the system.

For an organization, information has immense importance. And it is upto the CEOs
and CFOs to recognize the importance and to take due action to value information.
The author [58] states that identification, valuation and ongoing maintainence of the
information should be an ongoing process. To identify information value, one can

asses the value of an asset to the organization as the difference between the value of
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the organisation with the asset, and without.

Information valuation is an intrinsic part of Information Lifecycle Management
(ILM) [64]. ILM aims to understand the value of information at different stages in order
to enhance the utilization of system resources. Various models have been developed
based on different parameters to enforce maximum utilization of the resources at
hand. For example, one model is based on the concepts of commodity value and
exchange value in economics. This model concerns itself with three aspects - the
actual information, information demand (the number of accesses) and the information
supply (the competence of the system in providing the required information). Another
approach seen is the “usage over time” approach for information valuation in its
lifecycle management. In [35], the author incorporates the concept of the ever
changing nature of information with time in his model that can help to compare two

or more files.

According to T.Nagle in [103] relying solely on economic theory and economic
models for pricing decisions is an immature way to look at the pricing problem.
Economic theory and the models described are not practical or realistic enough for
pricing decisions especially where economics of information is concerned. Though of
course in this case the author is referring to the economic value of information with

regards an organization’s pricing and business decisions.

But apparently, not any kind of information is valuable. For information to have
certain value and to be of use, it is essential that it be in the correct format and
be corroborated(check for the quality of data) for its genuineness. One study [29]
highlighted the problems associated with maintaining data quality and the need for
proper valuation of data. They call on the need for‘Web observatories’ - conglomerate
of governmental, research and corporate organizations, to provide some sort of indices
in order to evaluate the data quality and provide some sort of a universal compliance
methodology. In our opinion, their method of valuing pure ‘data - data’ exchanges
depends entirely on the owners of the data and does not really display the concept of

fairness.
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Today with the alarming number of security breaches, it is of great importance to
look at the economic aspects of information security [17]. When a security breach
occurs, the economic losses suffered are far reaching. As explained in [2], it is not
just data loss that happens when a data breach occurs in an organization. The far
reaching effects of a data breach can last for a long time causing loss of reputation
which in turn can cause a loss in the business. Despite increased security measures, it

is getting harder to control and prevent data breaches.

A common method to avail information goods and services to all, is to host them
on online servers and data bases and associate suitable pricing for these information
goods and services [61]. Generally, either a search based or a subscription fee based
strategy is used. According to the authors, the strategy must vary keeping in mind
the type of users, their information needs, the improvement in technology and so on.
But despite this varying of strategy, the revenue in this case is earned only by the
one’s hosting this information and not the actual owners and contributors of this

information.

Network externalities have a considerable effect on the pricing of goods [123].
Network externality in the economic sense, is the change in the benefit that an
economic agent would obtain from a good if the number of other participating agents
using or consuming that particular kind of good would change. For tangible goods, it
is quite simplistic to anticipate the externality involved but with information goods,
it becomes quite complicated to calculate the effects of the same on the pricing. It
is because of this network externality that firms initially have an introductory or a
promotional pricing of the information goods initially in a bid to attract a large user
base. Now at times this initial price could be lower than the marginal cost to the
firm. But this strategy is not permanent and changes depending on the firm and the
information good or product being sold. Often when upgrades are involved, the firms
would be profitable if they charge a higher price initially and a lower price for the
upgrades.

[138] speaks about pricing in the face of the problems of piracy and the presence
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of heterogeneous customers. According to the authors, the rising marginal propensity
of consumption of information goods leads to the rise of piracy of these information
goods. The marginal propensity to consume is the cumulative proportional rise that
occurs in the amount that a consumer would spend on the goods and services instead
of saving. They have found that piracy quickens sales times and raises the welfare
associated in fixed capacity markets but behaves in a diametrically opposite fashion in
growing markets. This paper tries to present a model in which the marginal propensity
to pirate can rise in sync with the number of existing current users of a particular
information good keeping the heterogeneity of consumers persistent over a time period.
The problem is formalized as a profit maximization problem for the legitimate seller
who is the one who controls the market sales by controlling the price of the information

goods.

[131] acknowledges that the true value of customer information for an organization
is related to the ability of these organizations to identify individual customers and
then leverage this knowledge to personalize prices to these customers. This paper
studies two types of hypothetical settings; one where the sale of customer information
is forbidden called as the confidential regime and the other setting where one firm or
organization can compile and the sell customer information for the express purpose
of implementing price discrimination called as the disclosure regime. The driving
force behind this information collation is that a customer’s decision to purchase or
not to purchase an item (called as a customer’s purchasing decision) at one firm is
valuable for another firm because each customer has private heterogeneous demands
for goods and each customer’s valuation for two types of goods end up being positively

correlated.

2.4 Existing schemes of pricing computing

resources

An optimal pricing policy that balances different factors is often complex and finding

that is not the easiest task.

17



With the coming of the digital age, there has been a growth in the literature that
looks at pricing of digital products and Software-as-a-service (SaaS). And traditional
pricing concepts cannot be applied directly to software products and services as
mentioned in [76]. Similarly, the concepts and parameters mentioned by the author for
digital goods like price discrimination (where depending on customer information the
items are priced differently), price bundling (certain types of items are sold together
or some items are sold together with a discount), cost based pricing (where a certain
sum is added to the cost price of the item) and dynamic pricing strategies cannot

directly be applied to information or data as a product or good.

A study by [119] critiques the pricing architecture across computer networks which
utilizes the idea of utilizing marginal congestion costs for a usage based pricing method
to aid in congestion related issues. The authors in this study here mention that these
marginal cost based designing techniques (marginal cost is the change that arises in
the total cost of an item when the quantity of items produced increases by one unit)
may not generate satisfactory revenue and may not aid in eliminating the congestion
costs that arise in a computer network. Their proposed model of edge based pricing,
though applicable for a “network - based” scenario, does not find application for

information as a product to be priced.

The Stackelberg game [137], which forms a part of game theory, is a game in
which the leader moves first followed by the other players in the field. Based on this,
there is a paper [96] that discusses strategies for information services in the internet
of things. In their model, they have three participants, namely the consumer (about
whom information is collected using various sensors), the information providers (who
provide the consumers with different information services) and the intermediary (who
is there to connect the consumers and information providers). Depending on the value
of the sensors and the value of the information collected, the information providers
use either a bundling strategy or a component strategy. The authors however, fail to
provide a clear definition about the consumers and what type of information services
they seek and how are the consumers compensated for their information. Also they

have not provided any scope for discussion about the privacy of the information being
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shared. This is a good example of how user information is leveraged to determine

prices for information services or used to run the information services.

A recent attempt (in 2013) has been to study the link between the amount
of information collected by advertisers and how effective and profitable it is for
them [51]. The authors here have attempted to characterize the revenue generated
through advertising as a function of the information collected from the users that is
invariably used for online advertising. Their model has three parameters - the users,
the publishers and the aggregators. According to their analysis, they conclude that
there is a certain bias for some aggregators to collect a certain type of information
from certain types of users. Also the information from the users is collected by the
aggregators without any concern for the privacy of the information collected. This is

why depending on a third party or “middle-man” is a highly risky scenario.

Of late, the market for cloud storage has been increasing rapidly ever since its
inception [3] [4]. Most of the firms offering cloud storage offer some amount of free
space (around 5 - 10 GB) and after that adopt a competitive pricing scheme [5] [109].
Most of these firms offer something called as a bundling scheme where purchasing two
or more items purchased together is cheaper than if they were bought separately. With
cloud storage, though privacy and unauthorized access and usage of user information
is forbidden, there is always a possibility that some type of user data analysis could be
performed by the organizations on all this stored information, though this possibility
is never explicitly mentioned [104]. Along the same lines, we have another study [101]
that makes a comparative study of the pricing schemes of the various Information-
as-a-Service (IaaS) providers. They reported different models and schemes used by
different providers. Some of the models mentioned are, the linear model (where the
price increases as the amount of the resource (computing resources like CPU, RAM
and hard disk space) being utilized increases), the variation of the linear model (where
the price is reduced if the user opts for a long term plan of the resource) and finally
the step model (where the price reduces as more of the resource is consumed). All
of these models have fixed features like CPU usage, hard disk space etc to base the

pricing model on.
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The pricing scheme of cloud resources has attracted various researchers to study
the different schemes and devise an optimized scheme for users and cloud providers.
One such work, [87] studies the pricing scheme of Amazon and uses a game theory
approach in order to analyze the different approaches used by users to submit their
jobs on the cloud. This study focusses on the concept of interruptible services or “spot
instances” which are charged based on usage. So this work focuses on the dilemma
of how the user should submit the jobs to the cloud resource to gain the maximum

benefits from the same at a desirable price.

A common and candid approach by internet based companies offering information
as a service and looking to promote their latest good or service, is to offer it free of
cost to attract a large user base. The authors of [84] opine that, content providers
should strike to achieve a balance between their regular patrons and non - regular
patrons by potentially offering the regular ones with a more comprehensive ‘free and
fee” package and their not so regular users with a simplistic free package of information
services. This type of scheme does not consider the value that a user brings in with

his information and thus does not look towards compensating the user for the same.

Social networks have a wealth of data available constantly. A study, [32] looks at
the pricing of this data from a monopolist’s point of view. According to this study,
one way to price could be a variation of price discrimination where they can provide a
discount depending on how much a user is able to influence other users to purchase
a product. Another method could be to offer a single price to everyone. Now this
price must be low and optimal enough to attract enough users to enable the firm to
make some profit. What has been felt for a long time but has been gaining voice only
recently, calls for the development of some sort of a business model to appropriately

price high quality information and data [126].

Pricing of resources on the cloud has started attracting attention of various
researchers. One study, [145], makes an attempt at understanding the impact of the
existing practices on the economical aspect of cloud pricing. Apart from developing a

model that looks at the existing resource requirements of different applications, the
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researchers also look at potential new research ideas and techniques to improve the
revenue of the cloud service providers using methods like throttling and providing
performance guarantees. Rather than adopting a similar pricing for everyone as is the
usual method, pricing based on resource throttling provides a higher revenues for the

cloud provider.

[33] describes a pricing service for grid computing environment by expressing the
pricing scheme as an XML document that can be linked to service level arguments.
Their pricing scheme dependent on four parameters - quantity, time, quality and user

looks towards basing the pricing on the features of grid computing.

The time dependent pricing scheme expressed in [57] tries to address the problem
of an ISP’s (Internet Service Provider) capacity when usage-based pricing causes the
ISPs to swamp the capacity for the peak demand. The author does this by considering
when and how much a user consumes data. The paper proposes to create a price
based feedback control loop mechanism between an ISP and it’s users. For the ISP, it
computes the TDP (Time Dependent Pricing) prices to balance the cost of congestion
that occurs during the peak periods while offering lesser prices during less congested
periods. While this may solve the problem of congestion, it doesn’t further the cause

of pricing or valuation of user information.

With the rising amount of data analytics being performed on data on such a
regular basis, [135] puts forth an idea to perform affordable analysis on expensive data.
According to the paper, some analyses can be informed on inexpensive versions of low
quality information because a small margin of error can be tolerated when large scale
analysis is performed on such low quality information. According to this paper, this
type of information can be purchased in versions which can be inexpensive for various
data analysis purpose. Though it doesn’t specifically use the term “data brokers”, the
entities from whom such type of information can be purchased can be assumed to any
sort of a third party and not the user. Thus this justifies and reasons the analyzing of

low quality information from the buyer’s perspective and not the user’s perspective.
To tackle the issue of picking the right candidates in a crowdsourced environment
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and paying them, [82] develop incentive mechanisms for selecting the individuals to
build a team and determine each individual’s payoff for working in the team. They
define a vector that specifies the skill level of the participating individual for every
task. Their incentive mechanisms are - optimal mechanism (that chooses the cheapest
team), greedy mechanism (that chooses the minimum cost per skill for a team but
pays the asking amount for the individuals in the team), VCG-based mechanism
(based on the Vickrey-Clarke-Groves method) and TruTeam mechanism (that picks
individuals for a team based on greedy mechanism but pays the individuals the highest

cost mentioned in the team).

[150] looks at measures to allow crowdsourcing of tasks in a truthful manner
without sacrificing any utility. The current models for crowdsourcing work on the
offline model where participating users report tasks that they can complete and
submit their bids in advance and the crowdsourcer selects those users with low bids
after collecting information from all the crowdsourcers in order to maximize utility.
In this paper, the proposed mechanism allocates the tasks only to the user of the
marginal density is not less than a specific threshold computed using the previous

user’s information and the budget for the current stage has not been exhausted.

[148] targets the smartphone user market with the aim of utilizing information
from user’s smartphones by designing incentives to attract users to participate in
a crowdsourced endeavor. They provide three models - Threshold based auctions
(that aims to maximize the utility of the model by using the first set of users as a
threshold and do the actual selection from the next set of users), Truthful online
incentive mechanism (that aims at truthfulness and builds on the threshold auction)
and Truthful online incentive for arrival departure mechanism (that assumes that the

users have specific arrival and departure times and must report the same truthfully).

[80] proposes a usage based dynamic pricing mechanism for the smart grid in a
community environment that enables the prices to correspond exactly to the electricity
usage in real time. [114] designs incentive mechanism for the users in a smart grid in

order to get them to share their information. They utilize the Vickrey-Clarke-Groves

22



(VCG) mechanism to maximize the utility functions of a set of users. The users’ reward
for participation is a possible discount on the electricity payments. The emergence
of the smart grid has led to research about how to utilize the information from the
users to design efficient scheduling and pricing methods. [113] looks into the concept
of pricing for the smart grid by enabling interactions between the smart meters at the
user’s side and the energy providers. The proposed algorithm based on the concept of
utility maximization, attempts to find the best energy consumption levels for each

user (also known as subscriber) to maximize the aggregate utility of each subscriber.

[49] provides a mechanism design approach to the issue of revenue management
by elaborating on the existing models and explaining the possible extensions for
revenue management for different scenarios. To address the issue of online pricing
where we have users (called as agents) arriving over a period of time and the model is
not appraised on their arrival before hand. [46] provide modified mechanism design
approaches by elaborating over the issue of pricing wifi at starbucks. They use the
existing mechanism design schemes like the VCG mechanism to address the problem
and then discuss how the payments can be arrived at. Price discovery is how buyers
and sellers come together and reach a suitable price for goods in the market. [60]
analyzes the significance of price discovery and the effect of market competition in
the process of price discovery. The presence of competition in the market enables the
discovery of optimal prices. Mechanism design differentiates between various market

mechanisms in order to arrive at the optimum mechanism for market economies.

[151] expounds on the conundrum of pricing a stock of perishable good by
considering the dynamic pricing model based on the Markovian decision process for
revenue maximization as a possible approach. Based on their analysis, they observe

that at any given time, the optimal price keeps decreasing as the inventory decreases.

[68] develops pricing models and schemes for the Internet of Things that can be
directly applicable, comprehensive and executable for the scenario of the Internet of
things. The authors build and establish an ontological model using a combination

of the W3C Web Ontology Language (OWL) and the Semantic Web Rule Language
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(SWRL). The development of a similar type of model for pricing information is needed
that can be utilized by the user himself rather than depending on a third party to do
this for him.

For the traditional market with tangible goods and for regular markets dealing with
regular goods, [142] mentions about the concept of Full Information Product Pricing
(FIPP) networks which is basically complementing the price of the product being sold
along with information about how the product was produced and distributed. This
information is relayed across using trusted and certified parties. The authors feel that
promoting such a framework will facilitate a better relationship between producers
and consumers. We feel that this can and should be extended when dealing with
information as an economic good to enable and foster the presence and growth of the

information market among the producers and consumers of information.

This section describes the various techniques researched to look at pricing comput-
ing related services and products which look to increase an organization’s revenue by
reducing congestion in a grid, employing price discrimination, pricing cloud resources
etc. While they may revolve around the concept of information gathering and analysis,
they do not tackle the complicated task of monetarily compensating the information

producers, i.e. the users.

2.5 Privacy concerns and pricing

Today with the increasing number of attacks and realizations about the breach of
user’s online privacy and personal private data, maintaining control over one’s private
and personal data should be a top priority for all internet users. With increasing
usage of internet based computing and more recently cloud computing, we store all of
our data, private or otherwise, online. Add the strong presence of social networks,
we now have a person’s entire history on the internet, up and running 24/7. There
is a continuous ongoing tussle amongst different stakeholders interested in getting
hold of the vast amount of user data. This is because access to this information gives

amazing insight into a person’s psyche and can help predict that person’s behavior
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and sometimes even manipulate that behavior.

There are numerous concerns about data invasive applications. This concern has
led to the research community in developing different techniques to satisfy the different
stakeholders involved though none seem to have been commercialized as yet [43]. [90]
has targeted the invasion of mobile apps on teenager’s phones and the lives. The
privacy concern about this encroachment has found echoes amongst many [30]. This
has prompted discussion and research work to allay any concerns, users may have

about their private information [81].

Now, for a user in a social network, the privacy concerns for him or her with
regards to private data (either about the user or related to the user) can be, the lifetime
of the information (how long can someone access this information), the transitivity of
access (who all can access this information) and claims-based access (for what purpose

can a person access this information) [110].

With the increasing usage of the internet by most users for not just social but
also for commercial reasons, consumers are getting increasingly wary of the potential

misuse of their information and of losing vital control over their information [20].

Understanding user’s privacy and information sharing behaviour is complicated
and the economics of privacy even more so. Though users have stated numerous
concerns about the potential misuse and abuse of their private and personal data,
they still continue sharing the same on social networks and for other e-commerce
transactions. This is said to be the privacy paradox where despite being aware of
the implications of their actions, users do not choose to exercise privacy preserving
options for their information. The privacy settings on online social media can often
be difficult to navigate. Researchers have tried to analyze the privacy settings of
Facebook in an attempt to investigate how effective it is in protecting the privacy
of the users [83]. Their focus in this paper has been on highlighting the glaring
discrepancy between the expectations of the users and the actual technical reality of
the settings provided. Through the means of the survey, the authors conclude that

despite the privacy settings in place quite a lot of the content is shared anyway. There

25



is a large gap between what the users expect and what is delivered to them from the
point of view of privacy settings. Though this was conducted almost three years back
and a lot has changed, this just adds to the belief that social media sites do not do

much to protect the privacy of the users as per what the user thinks or believes.

In an empirical study conducted by [23], it was found that participants choose to
opt for lower price despite having to divulge more personal information. Also, keeping
all things equal (price, product, service etc), more privacy friendly measures did not
find more favor amongst the participants. It is this apparent apathy and unwillingness
to pay that has baffled privacy experts for ages. [10] looks into this difference in
the user attitudes by applying concepts from behavioral economics. They show that
expecting the individual user to behave like a rational user is highly unrealistic by
applying models of ‘self control bias” and ‘immediate gratification’. They conclude that
users cannot always be trusted to make the best privacy decisions about themselves.
They state that a combination of privacy technologies along with increasing awareness

among users could help in the privacy welfare of the users.

Another arena is the investigation and research of the obvious difference between
privacy attitudes of users and their actual behavior [15]. This difference being the
apparent willingness to give up on their privacy for adequate compensation and the
resistance to the usage of privacy protecting measures. The authors conducted a survey
and came to the conclusion that the privacy preserving model developed cannot be
based on strict rationality since users at times may not always take rational decisions

due to various factors.

We agree with the authors on this and feel that more flexibility must be given to
the users to decide for themselves how much privacy do they wish. But we strongly
feel that users must be given complete information about how their data is being used
so that this can enable the users to make a more rational decision about the release
and subsequent usage of their information by third parties. One of the possible ways
to build and improve consumer’s trust and alleviate their privacy concerns is to have

a privacy policy in place. Most online businesses have these policies on their website
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and are usually built around the United States Federal Trade Commissions five widely
accepted principles of fair information practices: notice, choice, access, security, and
enforcement. A study conducted [144], aimed to understand the relationship between
the privacy policies of businesses and its effect on consumer trust and privacy concerns
which reflect the consumer’s willingness to provide personal information. The results
reinforced the importance of having an intelligible and easily accessible privacy policy

for users to understand across borders.

There is always a conflict between the idea of personalization and the need for
collection of user information to cater to that personalization. This is elaborated
upon in [26]. Information about the users (or customers) allows the organizations
to target them with specific advertisements catered to their likes and dislikes. It
also allows them to target the users with tailored products with specific prices. The
implementation of privacy is seen as preventing the above and as such is seen as being
detrimental to the process of personalization. This paper shows that in the presence
of perfect competition in the market, this negative connotation is unfounded because
the organizations and vendors offering privacy enhancing technologies end up making
a higher revenue. They also state put forward the idea to have a more flexible idea of

privacy measure rather than just a binary measure.

Most of the data available over the internet today, is data collected about users
and their online behaviours. This data is more often than not by organizations to
provide‘personalized’ services or advertisements to users in order to better benefit
them. But though these personalized touches are sometimes useful, they also give
reason for privacy concerns. A recent study, [133] conducted on the above subject of
personalized services, broadly categorizes the concerns about them into three domains

- social networks, behavioral profiling and location based.

In the position paper by Gummadi et al [55], the authors expound in the problem
of privacy in online social media these days. With the amount and nature of the
information being shared through these websites and the number of people who can

gain access to this information, it is up to the user entirely to control and protect
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his or her privacy using the various controls provided on these websites. But as the
authors argue, these controls are in themselves so complicated and confusing that
users do not end up using any of it at all. There is no single simplistic solution to
protect your privacy. The important thing that the authors have failed to mention is

the protection of the private information from the websites themselves.

[93] mentions the importance of user information not just in the social media
but especially in the grid, which is soon to be common place. This paper describes
the use of additively homomorphic encryption in order to preserve the privacy of the
users in the grid. While protecting the privacy of the user, this work aims to provide
up-to-date, accurate and aggregated information about the electricity consumption of

the users in the grid to the electricity supplier for analysis.

Private information retrieval solutions allow the retrieval of addresses of informa-
tion only. But for users using the cloud computing environment, this is not available
without huge computation and communication costs. The method described in the
paper [147] achieves the trade off between cost of retrieval and the degree of privacy.
It allows the user to design the level of privacy that they are comfortable with and

with the user budget.

In [134], the amount of information gleaned from a statistic about a user is
quantified. The goal of this paper is to provide a method that can be automated to
determine the amount of information the flows through any program that performs
the task of computing statistics. This paper assumes that the adversary in this
situation would like access to the coveted distribution statistic that is derived from

some function over the input distribution.

[139] tries to detect the presence of economic motives behind the individual
concerns over privacy. It suggests that all type of information must be treated as
equal and that any type of control over information should be exercised on the usage

of the information.

There are different policies that could be set up as a guideline of sorts for private

data in social networks. One way to go about this is the joint enforcement of privacy
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policies for shared data on social networking sites [125].

Privacy is a complicated issue. Every user has a different take on the amount
of privacy acceptable to him or her. Privacy economics attempts to use various
methods like market mechanisms (from economics), technology (computer science)
and policy (law) to come up with a satisfactory balance amongst stakeholders (mainly
individual users and organizations). It tries to quantify the perceived benefits when
user’s private data is shared and when it isn’t. The latest in this fledging field of
research is something called ‘Soft paternalism’ [11]. The idea here is to create and
construct systems that gives users the option of making informed choices about their

private data; an attempt at giving user’s more control over their data.

The idea of using differential privacy to enable buyers to buy and have access to
information [50] puts the buyers at a backfoot since he or she will have to shell out
a lot of money for any usable information. Differential privacy [42] helps to define
a meaningful way to bound how much a person or individual could potentially be
harmed because of the loss of his or her privacy. Thus, the output of the query is a
randomized answer such that even with some small change in the data base does not
change the distribution of the output significantly. The catalyst behind the origin of
differential privacy was the need to be able to estimate and calculate and subsequently
release some information of a sensitive or private nature from the available database.
One way of defining privacy is by stating that after obtaining the answer to some
private query about some individual, we do not gain any extra knowledge about that
particular individual. The challenge is then, to retain some utility over the result, it is
inevitable that we must allow for some information to leak out. What we can control,

if the amount of leakage that occurs i.e., we can set a bound over the leakage.

Game theory [71] has also been proposed to allow users to avail of a pay off. But
they only mention certain specific scenarios and only if the users are the ‘winners’ in
that game. In their study they make use of the concepts of differential privacy and
mechanism design to develop auctions for keeping in mind the privacy constraints and

compensating users for their privacy loss. In this the users participating in the auction
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state a privacy budget or a constraint that depends on their utility. Depending on

this, the auction mechanism chooses the ideal user and compensates them accordingly.

The problem with users mentioning their privacy budget out in public is that,
it leaks out the important detail of how valuable or private a particular piece of
information is to the user. Hence a recent work, [105], focuses on remedying this by
allowing users (or agents) to specify an upper bound based again on how it would affect
their utility rather than a privacy parameter. To encounter high privacy valuation
upper bounds, the authors have established a threshold, letting those with lesser

valuations benefit and still maintain the privacy of all participants.

In today’s age of the pervasiveness of many devices in user’s lives, privacy and
private data management is a major concern. The fact is that as more and more
data is shared online by users despite knowing the risks, there is the real possibility
that these users may not be appeased by the presence of privacy control measures
without understanding the cost of what is at stake here - their information, which
has immense value as a commodity in the internet information market. It is here
that understanding the valuation of their information will help users to realize the
potential and the importance of their information. This could enable users to exercise

better control over their digital footprint and leverage it for monetary benefits.

2.6 How valuable is user information

Advertisers monetize on user data on social networking sites, based not only on their
profiles but also on the user posts. The main issue with this is to identify ‘monetizable’
posts [102]. For this, patterns are identified based on word choices used in the posts
and used to display specific targeted personalized ads for the users. The main point
here is that the algorithm is based primarily on user posts related to queries about a
product or a service. The data used in the algorithm were not private and nor were

the intents of the users to keep it private.

A study carried out by Aricent and Frog Design [18], (see Figure 2.2) revealed

the worth of a user’s information in the information market.
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Your social security number / government ID

Credit card information

$150.0

USS$/year, median value, n=180

Digital communication history (chat logs, text messages, emails)
Web search history $57.0

Physical location history (your phone or car GPS records)

Web browsing history

Health history (medical records, diet, health routines)

Online advertising click history

Online purchasing history

Social Profile (hobbies, interests, religious and political views)

Contact Information (phone number, email or mailing address)

Demographic Information

Figure 2.2: How much is the user’s information worth?
(Source: Aricent/Frog Design, primary research 2011)

Another avenue for advertisers and organizations to profit from user information,

is to enforce something called as °

‘price discrimination”. By this, depending on user
valuations gained from user information and user data collected (with or without their
knowledge), items are priced differently or at times items matching a user’s profile
and price valuations are displayed to the user. The evidence of price discrimination is
present all around us as shown by Mikians, Gyarmati et al [98] [99]. Based on their

findings, they have proposed the creation of a system that allows users to realize when

such price discriminations occur.

Auctions are also a way to allow users to sell information. [111] uses the exponential
mechanism to auction off user information. The users decide what personal information
about themselves they would like to sell in the market. But in an auction, the price
depends on the number of interested parties and how much they are willing to pay,
which puts the users at a disadvantage. But we feel that though the exponential
mechanism is used, there is no way we can ensure that the data values are not being

manipulated by the information aggregators (like data brokers) for their own benefits.
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Increasingly we hear of the issue of organizations and firms capable of tracking and
storing consumer information selling it like a commodity in the so called information
market to third parties. One way of looking at this is that depending on the total
profit obtained from a particular good or service, a firm can decide whether to collect
or not collect information about the consumer [62]. The information collector in
their scenario is an internet service provider (ISP) which has the ability to keep a
log of consumer’s information along with the websites he or she has visited making a
complete profile of the consumer and perhaps sell this information to third parties who
would then use this information to provided targeted advertising and personalized
services tailored depending on the type of consumer. But this comes at a loss of
privacy to the consumer and with no additional benefits except being bombarded
by more targeted advertisements. Based on this concern, the authors suggest that
firms collecting information provide consumers with the option of either letting their
information be collected, in which case they will be suitable compensated in the form
of some incentives or not collect the information at all in which case they cannot

benefit off any incentive.

It is not always easy to provide users with the level of privacy and anonymity
they seek [12] . The authors analyze the cost associated with providing anonymity
by the creation of nodes which forward the messages passed on to them as it is i.e.,
without breaking the anonymity. The costs associated are the costs associated with
any computer network (maintenance costs, computing costs etc). Each agent in this
system has a certain reason for wanting to remain anonymous and has a certain value
attached to it. The problem here is that anonymity depends a lot on the honesty of

the node, the amount of traffic generated and the associated costs.

Coalition games (part of game theory) can be used to come up with a method to
compensate users for the loss of their privacy [71]. The paper discusses and elaborates
on two scenarios, one involving a market survey and another involving something
akin to a recommendation system. In the market survey, individual users state their
preferences with the product or service having the majority being available. Here

the combinations supporting the majority increase the pay off of the vendor and
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subsequently individuals also profit if they are in the majority. The authors use the
concept of the core and the Shapely value to prove the same. On the other hand,
in the other scenario, based on the Shapely value, the more novel and unique the
contributions, they end up receiving a better pay off. But this study targets specific
scenarios and only benefits the users if their answers in the scenarios adhere to a

certain criteria.

As far as pricing data goes, though the norm seems to be to buy from a set
of predetermined database with no flexibility with regards what the buyer actually
needs, researchers [72] have devised a new scheme to price data in their setting in
a relational database. According to their scheme, called as “query based pricing” ,
based on the fundamental economic pricing concepts of arbitrage freeness (where
there is no taking advantage of varying prices of different but possibly related items
or in this case queries) and discount freeness and the price fixed for a certain dataset,
the price of the query for the dataset the buyer specifies, can be derived easily. This
work is however, bereft of any mention of the handling of the privacy of the person
to whom the data belongs. And as mentioned by the authors, this work seems to
fundamentally be linked with the data being a part of a traditional relational database
with a predetermined price fixed for each query. No mention is made of how this price
is arrived at. And most importantly, this does not benefit the users whose information

is actually being stored in those databases.

Another technique to sell private data is by linking the price of the data with the
amount of noise added to the data [79]. To achieve this, there are three components
in the pricing model - the users (who have the data), the buyers (who are interested in
the user’s data) and the market maker (a third party who is a link between the users
and the buyers). The model is simplistic enough - the market maker collects the user
data and depending on the amount paid by the different buyers, adds the appropriate
amount of noise and sells them the data. The market maker is also responsible to
make sure that each user is compensated accordingly. The problem we visualize here
is with the valuation of data. The authors do not really have a set mechanism design

in place to appropriately value the data. Also the market maker, can be prone to
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act maliciously especially since he or she has the unperturbed data with him or her.
This similar technique has been mentioned by [52] where a third party (or a middle
man) as a facilitator is mentioned to decide pricing. We feel this is risky because
this facilitator is entrusted with the user information, who could use it in a malicious

manner.

An attempt [19] has also been made to quantify location information obtained
from mobile networks. This information is pretty valuable for organizations catering to
location based services. The authors have developed models that include parameters
like geographic location of the users, their requirements and their ratings of the services
used. Though not exact, these give an estimated revenue that can be generated using

this information for these services.

Apart from the vast amount of personal information available online, another
valuable piece of information for organizations is the browsing behaviour of the online
users. This is what is mentioned in [34] as they go on to explain the importance of
this browsing behaviour for big conglomerates like Google and Facebook that provide
tailored ads and services based on a user profile that is created using this type of
information. The authors have attempted to try and understand how users value
their own information using a survey based technique. Their results state that though
users do not like the monetization of their personal information, they do not mind
collection of their browsing behaviour. These users do not seem to mind giving up
their information for usage of services but dislike if their information is collected or

used for additional revenue generating schemes.

A study conducted by The Organisation for Economic Co-operation and Develop-
ment (OECD) [106] looks at the idea of measuring the monetary value of personal
data. According to the study, the way that this personal data is used in different
situations has a big role to play in determing its value and thus have presented a
comparitive analysis of the different methodologies that assigns monetary value to
personal data. One of their approaches looks to determine the monetary value by

delving in to the market capitalizations or revenues for every single record for those
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firms whose entire working and business revolves around personal data. The other
looks at examining the cost of a data breach. And another approach is to conduct

surveys to understand how much individuals value their personal data.

2.7 Summary

The concepts of price discrimination, price bundling, dynamic pricing are all aided
by the information gathered about the users. These practices are unfairly biased
against the users and leverages the user’s information against them. For example,
the information category of location might classify a user as “wealthy” if he or she
comes from a upscale neighborhood and thus price a product higher for him or her
or possibly combine it with another product. While the recognition of information
as an invaluable resource is seen all the time, especially with businesses going to
great lengths to acquire information about not just existing customers but also other
masses, steps taken to compensate the actual producers of this information, i.e. the
internet users have been relatively rare. As seen in this chapter, the idea of pricing
information is still nascent and we believe the pricing models proposed in this thesis

will be a foundation in this field.
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Overview

Big Data has become an ubiquitous term used today, across all organizations and
businesses. The typical characteristics of big data: volume, variety and velocity, render
it almost beyond the capabilities of a traditional database and have brought about a
revolution in the way data mining and data analytics have been performed [41]. But,
of all the importance attached to information, the assessment of its value has gone

largely unnoticed.

No information about a user is useless. Millions of little pieces of seemingly useless
and random pieces of user information are put together to build a ‘profile’ of sorts
about the user that shows his behavior, his thinking and can possibly predict his

future actions.

The figure 3.1 shows us how seemingly ordinary pieces of user information can
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Description Data Big data

Descriptive Age, gender, income, demographs Attitudes, psychographics

Social User-defined Influence peers

Location Addresses Real-time locations

Interaction Next-available agent Based on the personality of the customer

Relationship history Transactions, Employee interactions Operations usage, Data-driven
interactions

Next Action Resolve issue Among the 1,000 potential offers, make
this one

Figure 3.1: Insights from user information

reveal amazingly deep insights about a user and his behavior which can reveal the

thinking and predict the future actions of a user.

The value of user information for a decision making entity in a variable setting
can be said to be linked to the behavior and relationship with similar decision
making entities. In our case the decision making entities are the organizations and
conglomerates who leverage the user information and the corresponding insights for
better decisions that lead to better profits. The market for personal data is steadily
growing in recent years. This has led to increasing amounts of time and money spent
by conglomerates towards gathering maximum information about the users. This
leads us to believe that users today have the chance of making money from their

information that they generate and create everyday.

In this chapter we present a general overview of the work presented in this thesis.
We explain the catalyst for this research work by the form of a brief case study that

we conducted with the normal ordinary internet users.
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3.1 A case study about user outlook regarding

information

To better understand how ordinary everyday users think about their information and
to see if they would be amenable to the idea of monetizing on their digital footprint
by selling their information, we surveyed around 50 users from diverse backgrounds
and age groups and asked them various questions regarding what they think about

the value of their information.

Figures 3.2, 3.3 and 3.4 show us the concern that users have regarding the
sensitivity of sharing various types of information. We asked the users to rate their
concern from a scale of [1-5] with 1 being the least concern and 5 being the maximum

concerin.

From the figures we can see that the most concern is for information categories
like sexual orientation, medical history, credit and debit card feeds, salary, location
and contact list. These are categories that are considered as private and personal. The
concern for the categories of social media feeds and medical history is more spread

out with some being more concerned than most.

Apart from the concern for various information categories, we also asked the users
to select the organizations to whom they were most comfortable with sharing their
information. Figure 3.5 shows us that most users are comfortable with sharing their
information with educational institutions. The reason for this could be that educational
institutions are not seen as having any sort of malicious intent. This is followed by
governmental organizations and media organizations (like Facebook or Google). The
reason behind this willingness could be that governmental organizations are seen as
authority figures whose need for user information is indirectly or directly tied to the
user’s benefit (like security or providing better services) and media organizations
like Facebook or Google provide those services that the user has become completely
dependent on and familiar with and hence may feel beholden to share their information

with them. On the lower end of the spectrum are banking organizations and advertising
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Figure 3.2: User’s concern about sharing their information (a)
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Figure 3.3: User’s concern about sharing their information (b)
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How much users think they should be paid

(0-20%)
26.50% 2.40%
(More than 100S$)

0% go0% (21°08)
)

Figure 3.6: User’s opinion about how much they should be paid

(75-1009%)

companies with whom users are more reluctant to share their information. This is
probably because these types of organizations are seen as pure profit making entities

who exploit any available snippet of user information for their own benefit.

We also inquired among the users how much did they think they should be paid
for their information. From the figure 3.6 we can see that maximum users tend to
think of payment in terms of extreme numbers i.e. they either choose the minimum
or maximum. This is because users tend to undervalue or overvalue their information
because they lack a firm basis of prior pricing precedent to guide them. The question
then is to get them to accept and visualize a middle ground which is reasonable and

fair to the potential buyers of this information.

But as figure 3.7 shows, most users are acceptable to the idea of compensation in
the form of other formats like discount vouchers, store credit etc. This shows us that
the idea of monetary compensation need not be tied to actual money but could be

incorporated by the potential buyer into some part of the potential buyer’s business.
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Acceptance of compensation in other formats

No (32.7%) Yes (67.3%)

Figure 3.7: User’s willingness to accept compensation in other format like discounts, store
credit etc.

The analysis of the above results showed us that:

e Users are able to objectively consider their information as an asset or good to

be sold in the scenario of an internet information market

e Instead of direct cash for their information, users are willing to accept the

compensation for their information in other formats like discounts

e Users have some hesitancy or concern regarding sharing some information

categories or types, mostly of a personal and private nature

e Despite the above concern, with the right incentives in the form of monetary
compensation, the users could be convinced to sell their information. These
right incentives could be a guarantee of privacy, an assurance of monetary

compensation etc

The above case study helped us understand that users would like more control over
how they can share their information and with whom. This leads us to believe that

they would prefer dealing directly with the potential buyers rather than any middle
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party or conduit when it comes to leveraging their information as an asset in the

internet information market.

3.2 Research description

Based on the analysis of the above case study, we have proposed different scenarios that
depict the pricing models for user information corresponding to varying circumstances.
Since the users have some hesitancy over sharing or selling certain types of information,

we have taken the following method of research for our pricing models:

e With obfuscation to assuage user’s of the privacy of their information for those
categories of information which they may have some skepticism over sharing. The
obfuscation models allow for masking of user data without too much distortion
of the actual information and the compensation is adjusted according to the
obfuscation levels. This is presented in Chapters 5 and 6 with different measure

for estimating the quality of information.

e Without obfuscation for those information categories that the user has no
hesitancy over sharing. These are presented using different theories and different

valuation concepts in Chapters 4, 7 and 8.

The rest of this section is devoted to explaining the stakeholders in our models and

the research assumptions that are the building blocks of the model.

3.2.1 Stakeholders

The stakeholders in our scenario are chiefly the buyers and sellers who are involved in

the transaction of the sale of information.

The buyers are the organizations and businesses interested in information either
for direct purposes (like to target new customers or market research companies) or
indirect purposes (like retail companies to track sales). They need this information to
analyze and understand to get into the minds of the people in order to pump up their
own profits and sales. These buyers are interested in all sorts of information about
the users that can help them detect patterns in user behaviour that they can leverage

for their benefit. Currently, these buyers pay money to data brokers to purchase this
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information about the users for which ofter they have to end up paying a lot of money.

The sellers in this transaction are the ordinary internet users who generate
information about themselves and their behavioral patterns while they use the internet
and their smart phones in their daily lives. They can be said to be “potential sellers”
since these people do not know the potential and value of this information that
they are generating. And since they do not realize the value and importance of this
information, they do not particularly care who has access to this information and for
what purpose. The one thing to jolt this apathy is to inform these users about the
monetary loss they suffer when this information is taken without their knowledge.

The objective of these users should be to be able to obtain monetary compensation in

exchange for access to their information.

3.2.2 Research Assumptions

In the preceding chapters, the pricing models discussed have handled different data

types - both numeric and non-numeric.

For the purposes of this research, we have taken into consideration un-encrypted
type of values. The reason the user information needs to be unencrypted is because
encryption introduces changes to the information values and thus reduces their utility
in terms of usage for business and analysis purposes. Our research is looking into the
idea of information pricing only and as such we have not incorporated the idea of

encrypted information values for the purposes of our research.

The type of information which we have discussed belongs to the user. This could
be the information about them (like salary, home co-ordinates, age) and information
that is generated by the user (like credit card expenses, monthly savings, GPS co-
ordinates, number of hours spent online etc). For the purposes of this research we
have assumed the integrity of the information is satisfied, i.e. the information that is

shared by the user is about the user and is the actual information that he is sharing.
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3.3 Summary

In this chapter, we presented our case study and the result analysis from that case
study to gauge the user’s idea about selling information like a commodity in the
internet information market. From these results, we were able to understand the
user’s concerns and have worked on our pricing models accordingly. This chapter
also describes the research models which are explained further in the forthcoming
chapters and our motivations driving the different scenarios for which these models
were developed. The scenario for pricing information is quite realistic and with
increasing awareness will be the necessity of the future. Having appropriate pricing

mechanisms for the same is the way ahead.
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Pricing based on Information Loss Measure

In this chapter, we present the pricing models that correspond to the scenario for
users to estimate the value of the information that the users will choose to share
with the prospective buyers. This information value is then used as the basis for the

calculation of the price for the information of the users.

When the information about a user is known, it can be considered as a loss for
the user and a subsequent gain for whoever has possession of this information. This
is because the information reveals aspects of the user that the user may not want
to make public. This information would also convey a lot about the user to the
other parties. The pricing model presented in this chapter looks at compensating
the user for this loss by first calculating the information value using the idea from
Shannon’s theory and then keeping in mind the idea of a fair information market, this

information value is combined with the demand in the market and thus the price for
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the information of a user is arrived at.

In this chapter, we have presented two pricing models - with regular demand
gauging and with exponential demand gauging. For the purposes of the pricing models,

we have not implemented privacy preserving measures for the user information.

4.1 Introduction

The concept of Shannon entropy [117] has been used widely in communication system
studies to understand the privacy and anonymity problems that arise. It is used mainly
to calculate the amount of uncertainty for an outside bystander when it comes to
figuring out role assignment (sender or receiver) in communication systems. Shannon
entropy is used to assess the extent to which an outside bystander or observer would
need additional information to classify the roles assigned in a communication system.
In [24], the authors use Shannon information theory along with Option pricing theory
to value privacy. But they look at it from the point of view of option pricing and use

it to determine the amount of privacy lost for a user.

We believe that like any other good in the market; in the information market
also every information type or category, has different demands in the information
market. Eg: The information category of ‘salary’ could be more highly in demand
than ‘educational qualifications’. To understand this demand, we would require input
from the interested buyers to signal the most sought after information category in the
information market. So following the simple economic concept, a more in demand
item, in our case information category, would be priced higher than the one in lower

demand.

But just the demand is insufficient to determine the price. When a user reveals
his or her information (or sells his or her information), the user needs to understand
the value of the information that has been lost. We aim to calculate this value using

Shannon’s information theory.
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4.2 Pricing model with regular demand gauging

In our models, we utilize the concept from Shannon’s idea of amount of information
by understanding it as the amount of insight gained when an attribute-value from an
information category is revealed. As explained in [86], Shannon’s idea is to understand

the number of questions that needed to be asked to correctly guess the attribute-value.

The main idea driving this is the concept of entropy, which is the amount of
unpredictability associated with a random variable or a process. So, according to the
theory, the Shannon entropy H, which is the uncertainty associated with predicting
the value of the message in a communication medium is equal to H = —>_ p;loga(p;)
where p; is the probability associated with an instance if the i-th possible value of the

source of the communication medium.

While we have Shannon‘s information theory to guide us to understand the amount
of information that has been divulged, we need to find a way to understand the demand
in the information market from the buyers interested in buying the information from

the users.

To understand the demand from the buyers, we ask the buyers to state the amount
they would be willing to pay for a particular information category. Then taking an
average of this ‘willingness to pay’, we determine the demand in the information
market for a particular type of information. This is the regular conventional approach
with the assumption that the buyers are honest and non-colluding who state their

demand truthfully.

In this process, every information category will have its own demand price or base
price. This is the guiding price determined by the information market. It informs us
what the buyers are looking for, what type of information categories are currently
in demand and convey to the seller a sense of price discovery. The higher this base
price, it means the demand for that information type of category is high, and this
means that, that information category or type should nett a higher price. This is the
guiding price determined by the information market. It informs us what the buyers

are looking for, what type of information categories are currently in demand and
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convey to the seller a sense of price discovery.

Since the user now knows the nature of the information market and what type of
information is sought, each user is free to choose which information category attribute-
value they wish to divulge. They have more control over their information and the
access to their information. Based on the discussion above and applying it for our
information scenario, each user can get an idea about the amount of information
divulged by each information attribute-value they share using Shannon’s information
theory as H = —p;logs(p;). But without knowing the information values from other
users, it is not possible to calculate the answer to p;, which is the probability of a
particular attribute-value occurring in a population of participating users sharing

their information.

For a continuous random variable (say X) with density f(z), the continuous

entropy is defined as,

h(X) = [4 f(z)log ﬁdm
for example, if we have a continuous range say [a, b], then we can simplify it to say

the amount of information gained is proportional to loga(b — a). Thus the user can

easily calculate his information value for every information type.

For this purpose, we ask users to state the range in which their information fits
in most closely. From this range obtained from a set of users, we determine the

probability distribution for every range for every information type [94].

Coupling the idea of base price (which determines demand in the market) and
information value, we can arrive at:
information price = base price * information value.
We calculate this for every user for each information category that the user is willing

to share.

In this manner, each user can calculate the price for each of his information
attribute-value and obtain a revenue equal to the sum of the price for each information
attribute-value. Hence, Revene, R, can be obtained by > price;yaiue where tvalue

is each wvalue of each information type that is shared. Figure 4.1 shows an overview of
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the process.

Calculate Calculate Calculate
Demand . : . X
Analysis information information Revenue for
value price the user
Age
Shannon’s information Combine Sum of price for
theory to calculate information value each information
value of information and the demand category
Expendlture (for each information type: age, (for each information type:
salary, expenditure, savings) age, salary, expenditure, l
savings)

InfoPrice =
Demand *
InfoValue

InfoValue =
- p(v;)log,p(v;)

S(InfoPrice)

infoType

Figure 4.1: Overview of the pricing model

Pricing model with traditional demand

for each user do
for each information category k£ do
Calculate the information value for range [a, b]
valuer, = —loga(b — a)
Obtain demand from buyers demand
Calculate pricer, = demandy * valuey,

Calculate revenue for each user revenue = ) pricey,

4.2.1 Experiments

To obtain a better understanding about our model we solicited the help of 4 participants
who took on the role of buyers and explained the underlying scenario and motivation
for the pricing model and we asked them to state the amount they would pay per user
for different information categories, as buyers who could make use of these information
category attribute-values. Since with our model, currently we can work with numeric
attribute-values only, we had to be specific about the types of information categories

to be solicited.The information categories that they were asked were as follows:
e Age (scores or marks)

e Monthly Salary
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e Monthly expenditure
e Monthly savings

We then get the demand in the information market for the various information

categories. We took an average of the demand for each information type.

This was then presented to another set of participants, who took on the role of
our users. We then asked these 20 participants, to state which information categories
they would be willing to participate in, i.e. divulge their individual information
attribute-values. Then we presented them with a range for each of them and asked
them to enter the range that they felt their information attribute-value reflected best
in. Using this, we calculated the information value, as described in the previous

section, for each user for each information attribute-value.

From this, we calculate the probability of the user’s value in the participating
population of users. We then combine the demand and the information value to

calculate the price for the user’s information.

Armed with these, we were able to calculate the price for each attribute-value and

the cumulative revenue each user stood to gain.

This demand was then shown to the 20 users who were asked to choose which
information category they would like to sell or reveal their information attribute-value
for. According to their wishes and comfort level, the users chose the information

categories to reveal their information.

Our method of obtaining user data to test the efficacy of our model while rudi-
mentary, gives us an effective baseline and delve further into the ideas surrounding
information pricing. Our model can be scaled up to incorporate the “real world” data,
that can be possibly obtained at real time from multiple sources, to enable pricing of

information.

With the results from our model, we can acquire better means of obtaining data

from a more ‘real world’ point of view.
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Figure 4.2: Average demand for various information categories
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Figure 4.3: Probability distributions of age

4.2.2 Results & Discussion

Figure 4.2 shows us the buyer’s responses for each information type. Generally for
regular goods the demand can be charted based on the prices. But with a non -
regular good like information with no precedence for the pricing, we have analyzed
the demand by asking the prospective buyers to state their willingness to pay for the

information category of their choice. After we obtain the values from the buyers ,
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Figure 4.4: Probability distributions of expenditure
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Figure 4.5: Probability distributions of salary

we average it for each of the information categories to obtain the demand for each
information category. From the figure we can see that the demand for the information
categories of salary, expenditure and savings are quite high.Savings especially seems
to be in exceptional demand. This demand graph gives us a clear picture regarding
which types of information categories are popular among the buyers in the information

market. This gives us a solid economic foundation to base our prices on.
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Probability distribution for monthly savings
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Figure 4.6: Probability distributions of savings

To establish trust in the model, the user has to only reveal his information to
the buyer after the transaction has been confirmed. Instead of asking the users to
reveal the exact information attribute-value, we asked them to choose the data range
that best reflects their information values that they would like to sell. Using these
values we calculate the distribution as seen in Figures 4.3, 4.4, 4.5 and 4.6. These
figures show us the probability distributions of the user data for different information
types (i.e. information categories). The distributions though not revealing the exact
information does give a clear picture about the nature of the information that the
buyer could avail of in the information market. From this range value provided, we

calculate the amount information value for every information type.

From the probability distributions, we calculate the information value for the
information shared by each user using using Shannon’s information formula.This is
shown in Figure 4.7. This value depends on the type of information a user shares
and the amount of obfuscation present in that information. Solely looking at the
information values, we can see that the value of user 8 in Figure 4.7 is quite less. It
can be deduced from this that the information of this user is not in the ‘in demand’

category type required by the buyers in the information market.

Finally, combining the demand score and the amount of information value for
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Figure 4.7: Value of information shared by users

each information category for each user, we calculated the price each user can get for
the information a user chooses to share (shown in Figure 4.8). From the figure we
can see that the price offered to user 8 is lesser as compared to the others. This can
be attributed to the similar lesser information value of user 8’s information as seen
in the Figure 4.7. The information value tells us the amount of information that is
revealed by the disclosure of the user’s information. Thus more the information value,

means more amount of information about a user is conveyed to the prospective buyer.

Using our model’s preliminary results, we can thus see that the user’s information
price is adequately proportional to the corresponding demand in the information

market for an information type and the information value for a user.

4.3 Pricing mechanism with exponential demand

gauging
While we have Shannon’s information theory to guide us to understand the amount

of information that has been divulged, to maintain a fair balance in the information

market, we need to incorporate the buyer’s demand in the market also to decide on
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the price. In this section we have considered the scenario where the buyers could be
dishonest and could collude with others and possibly state their willingness to pay

untruthfully.

To gauge the demand from the buyers, we ask the buyers to state their willingness
to pay, also called as demand. To be assured of the fairness of the prices the buyers state
and to make sure that they are being truthful, we use the exponential mechanism [95]
to keep the buyer’s answers as close to their true valuations as possible. Thus buyers
‘score’ the information categories or types giving an idea about the demand in the

internet information market for the different information types.

Thus, every information category will have its own ‘score’. The higher the score,
it means the demand for that information type of category is high, and this means
that, that information category or type should nett a higher price. Thus we can say

that, price «x score.

Now each user is free to choose which information category attribute-value they
wish to divulge. As mentioned in the discussion above, each user can get an idea
about the amount of information divulged by each information attribute-value using

Shannon’s information theory. To understand the value of his information, instead of
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asking the user to reveal the actual information, we ask the user to mention the range
in which his information falls into. This information value that we have calculated
states the amount of information that is conceded when the user reveals or shares his
information. From the point of the user, this amount is the risk for the user in the
information market when he or she will choose to sell his information since this also
represents a loss of his privacy. For a continuous interval, as explained in the previous
section, the probability distribution can be the range in which the values fall under.
This applies to our scenario of asking users to enter the range of their information
values. Thus, since the range is the interval for every information type or category,

(b — @) > 1 which means that the risk won’t get negative. This is the user’s ‘risk’.

Now, greater the value of risk, greater should be the compensation, i.e. the price,

be given to the user. Thus we can say that price x risk.

Combining the idea of score and risk, we can arrive at the fact that price =

risk x score.

In this manner, each user can calculate the price for each of his information
attribute-value and obtain a revenue equal to the sum of the price for each information
attribute-value. Hence, Revene, R, can be obtained by > price;yqiue where tvalue

is each information attribute-value that is shared.

Pricing model with exponential demand

for each user do
for each information category k£ do
Calculate the information value valuer = —prlogs(px)
Obtain demand from buyers using exponential mechanism expoDemand
Calculate price, = expoDemandk * valuey

Calculate revenue for each user revenue = ) pricey,

4.3.1 Results & Discussion

We utilized the “Online Retail” dataset from the UC Irvine Machine Learning Repos-
itory (http://archive.ics.uci.edu/ml/) to test our model on the data. The dataset
had 541910 entries which we analyzed and eliminated entries which had discrepancies

in their values or had absent values. From the remaining entries, we isolated the
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following information categories:

¢ Amount a customer purchases in one invoice - This gives the information
of the amount that each customer spends in an invoice. This shows recurring
customers and one time customers. This type of information can give useful
insights about the spending power of customers and can help organizations to
understand how to convert one time customers into recurring customers and

also how to price items the attractive range that makes maximum profit.

e Total number of items of each stock a customer purchases - This gives
the information about the quantity of a particular item (indicated by the stock
code) that each customer purchases. Customers could either purchase the same
item multiple times or multiple customers could be purchasing the same item.
This type of information gives organizations an understanding of the type of
items that are popular and in-demand by customers. Knowing this, they can
then produce similar items or sell similar items to attract more customers thus

increasing their sales.

We categorized the data from the information categories into range bins in order
to calculate the information value that is lost when the data is sold or shared with
the prospective buyers; refer Fig 4.9 and Fig 4.10. From the figures we can see that
the information value is higher for some range than the others (range 201-400 in
Fig 4.9 and range 1001-2000 in Fig 4.10). This is because these ranges contain the
most information from the maximum users and thus any information shared from this
range has a higher information loss. Possessing information from this range can reveal
the most about the users since the bulk of the users fall into this range. We can call

these categories as the “high-risk” categories.

We solicited the help of 5 participants who took on the role of buyers and we
asked them to rate their willingness to pay or the amount that they would pay for the
above information categories. Out of this we then applied the exponential mechanism
to determine the best price that would maximize a user’s revenue; refer Fig 4.11 and

Fig 4.12. The winning price, which was selected on the basis of the exponential mech-

28



9010AUT TP®d Ul Juads Junouwe I0j ISWO0ISND I0J UOTYRULIOJUT JO oN[eA (0T F oINSI

3210AU| Yoe3 UO Spuads 1aWOISNI Yoea Jey) asuel Junowy
0009T-T00ST 000ST-TOOYT 000¥T-TOOET 000ET-TOOZT 000ZTI-TOOTT 000TTI-TOOOT 0000T-T006 0006-T008 0008-TOOL 000L-TO09  0009-T00S  000S-TOOF  000Y-TOOE  000E-TOOZ  000Z-TOOT 0001-0

3210AUI YoBd Ul SpUadS J3W0ISNI JUNOWE 10} AN|EA UOIIELULIOU|

poseypand ¥009s yors Jo Ayjuenb 10 IOWOISND I0J UOIJRULIOIUL JO ON[RA 6 9IN3L]

Amuenb jo aSuey
000€-108C 0082-109C 009Z-10¥C 00¥C-T0CC 00¢C-T00C 000Z-TO8T 008T-TO9T 009T-TOYT O00YI-TOZT 00ZI-TOOT 000T-108 008-109 009-T01 00v-10C 00Z-T

paseyaund 3201s yoea jo Ayuenb 10j J9WOISNI YIED 10§ DN|EA UOIIRWIONU|

0

so'0

S00°0

100

ST0°0

S¢0°0

€00

an|eA uonew.oju|

an|eA uonew.opu|

29



Buyer's willingness to pay for customer information for quantity of stock purchased by each
customer
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Figure 4.11: Buyer demand for customer information about quantity of stock purchased

Buyer's willingness to pay for customer information for amount spent in each invoice
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Figure 4.12: Buyer demand for customer information about amount spent on each invoice

anism, was then chosen to calculate information price for the customer’s information
for the different types of information; refer Fig 4.13 and Fig 4.14. We chose to ask
them to rate their willingness to pay for the two information categories separately
instead of choosing the same price for both was because different buyers are looking
for different types of information for their benefits. Generalizing their willingness to

pay across different categories would be unfair to the buyer.
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We then consolidated buyer’s price with the information value (which represents
the risk for the user when he shares his information) to generate the information prices
for the two information categories for each customer which can be seen in Fig 4.13
and Fig 4.14. As can be deduced from the graphs, certain users get superior prices for
their information as compared to the other users. This is because these users have
information in the “high-risk” categores and thus their monetary compensation for
this information is higher as compared to the others. But on the whole each user
stands to make some amount of money (greater than the current status quo where

they make no money) from selling their information.

Combining the prices for both the information categories for each user we arrive
at the total reveue for a customer which is seen in Fig 4.15. This is the total revenue
of each customer from the sale of both his information categories to the buyer. The
higher revenues seen in the graph correspond to the users who have information in

the “high-risk” categories.

Though the type of information shown in the results are related to retail businesses,
our model could be applied for any type of businesses or scenarios with an online
presence (for instance for house agents to understand customers looking at houses).
The types of information that can be valued can also be varied - from browser
information, to the number of hours a day the user spends online to the educational
and location information. Each of this information can be captured and sold to the

prospective buyers to generate revenue for the user.

[111] also uses the exponential mechanism in the form of auctions to sell user
information. Relying solely on auctions puts the control over prices entirely in the
hands of the buyers without considering the value of the information that is lost. The
information value represents the user’s cost in the transaction that should be rightfully
compensated. Our above method includes the valuation of the information that is

shared with the users.
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Potential Revenue for the Customer
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Figure 4.15: Potential revenue for a customer



4.4 Summary

For organizations, all the information about and generated by the users and the
associated insights from this information, which make up it’s big data, are it’s biggest
asset. Any and all information about the user is the meal ticket for the data brokers
and organizations to earn a huge amount of money. And users just seem apathetic to

this obvious infringement of their information and their privacy.

The value of an object is more easily understood to a layman when it is put in
terms of a monetary value. In this chapter we have presented our pricing model that
allows a user to realize the value of his information and the potential revenue he can

make off of it.

In the scenario described above, we presented the information using the concept
of Shannon’s information theory to understand the value of information that is lost
when it is revealed. We also presented the demand analysis using two methods -
the regular method and the exponential mechanism method. In the regular method,
there is a possibility of untruthfulness and collusion that may cause the pricing of
information to not be calculated in the optimal way. To counter this, we have tested
the the demand by applying the exponential mechanism which ensures that the buyers
are truthful and honest in stating their demand. The exponential demand method
provides the buyers with the least incentive to lie about their true valuations and
thus enables a more accurate pricing for the information in question. The reflection
of adopting the exponential mechanism on the user revenue is minuscule and gives

the user more trust to participate in our pricing model.
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Pricing with privacy - the utility

comparison method

Looking at the enormous amounts of information being collected and collated today,
big data has now become a pervasive term used in almost all organizations. With such
importance being attributed to big data, it is no surprise that a lot of research has
dealt mainly with harnessing the power of this big data to help organizations improve
themselves. Amidst all this what has gone largely unnoticed is, exploring the ‘value’
of this big data, especially from the point of view of an internet user, from whom all
this information is collected. Without this, these users have no idea about the value

of their information and hence are not compensated economically for the same.
In this chapter, we have presented our pricing models keeping in mind the privacy
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conscious user who would like to make money by selling his information, but also

would like to maintain a semblance of privacy over his personal information.

5.1 Introduction

A revenue maximizing risk-neutral person who would like to sell information, can mask
his information and sell it to a potential buyer if the seller is completely controlling the
information [140]. [100] discusses the statistical overview about the concept of noise
addition for the problem of balancing the utility of information while maintaining

privacy by introducing noise to the data.

Figure 5.1: Scenario I - where a single user adds noise

In our scenario we have the user who wishes to profit from the sale of his information
and we have the buyer who wishes to avail himself of this information for a price. But
the user is worried about his privacy. To incorporate this concern, the buyer is willing

to accept certain noise (or distortion) to the information but at a price.

We propose that the price the buyer is willing to pay is inversely proportional
to the amount of noise in the information he is willing to tolerate. In other words

price x 1/noise The following is an overview of our idea:

e The user states the type of information he or she is willing to sell restricting
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Figure 5.2: Scenario II - where users can form groups and collectively add noise

himself to information of numerical type for the purpose of our model (eg: salary,

health data etc)

e The buyer chooses from this and states his willingness to pay or willingness to
buy (allowing for the introduction of noise)
e Once this is known, the user can choose either of the following:
— Scenario I: Choose the amount of noise to be added (from a randomly

chosen distribution) with more noise for less price and vice versa as shown

in Figure 5.1

— Scenario II: Group with other users and decide on the maximum amount

of noise to be introduced as shown in Figure 5.2

e Once this distortion is done, the user can give his or her information to the

buyer assured of the privacy of their information.
The user(s) can then repeat this process with other buyers as desired.

In the following sections, we have expounded more about our Scenario I where
the user adds obfuscation to his information. The buyer states his interest or demand
for this information with the obfuscation and the pricing for this information is judged

accordingly.
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5.2 Pricing model

We believe that, data owners should have more control over their information especially
with regards making their information private. And this protection of confidentiality
often comes at a price of the information that one is trying to protect. This protection
means that the data would need to either be perturbed or altered in some ways.
There are many such statistical disclosure limitation strategies that through the use
of various methods (like adding noise to numerical values, swapping data values etc)
attempt to obfuscate information in order to protect the privacy of the user. But the
implementation of these methods makes the data less useful for analysis purposes, i.e.

the utility of the data decreases with an increase in the obfuscation intensity.

Why is data utility important? When a buyer buys a good, he needs to know
the quality of the good. With goods having tangible properties, it tends to be easy.
But with goods having intangible properties like information, it gets much harder.
Especially if you also want to address the issue of user privacy. But if the utility of
the information is known or rather if it is known by how much has the utility of the
information been reduced or lost due to the introduction of obfuscation, then this
information could be used for large scale data analysis without worrying too much

about the reflection of this obfuscation on the results.

But the question that arises is how can a buyer judge the quality of the obfuscated
information? If there is obfuscation, why would a buyer purchase this information
especially without knowing how good this information is. To address this problem, of
judging the quality of the information, there have been works that discuss evaluating
the utility of the obfuscated information. This method of adding controlled noise to
protect the privacy of the information and yet make it available for analysis is known

as “Statistical Disclosure Control” [65] [70].

In this chapter we have incorporated the approach of comparing the Cumulative
Distribution Functions (CDFs) to decide on the data utility as in [65] which mentions

the Kolmorgorov statistics.
D(S1, 82) = supicj<nim|Si(25) — S2(z;)|
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where, S1, Ss are the CDF's of the original and obfuscated data respectively. n, m
are the number of entries of the original and obfuscated data. z; is the 7* entry of

the pooled data.

The Cumulative Distributive Function gives as an output, the probability that a
random variable would have a value that is either less than or equal to the argument
of the CDF. In our approach we have leveraged the usage of the CDFs because it helps
to entirely describe the probability function. In many methods, the using the CDF as
a basis to measure the degree of differences in the distributions obtained from masked
and original data have shown much success. The Kolmogorov statistic is used as a
check to see how different two sets of comparable data are. It analyzes the relative

distribution of the datasets and thus can be used as the basis of robust analysis.

Now if the utility of the data, i.e. D(S7,S2) is high, that means that the
difference between the original values and the obfuscated values is large, which means
that they may not be much useful. So, a smaller value of utility is what is valuable

and should be priced more, i.e. price o 1/utility.

The utility of the information cannot be the only factor that decides the price,
the demand in the information market also decides the price. In this chapter, we
have combined the utility of a information category along with the demand in the
information market for that information category. The demand in the market shows
us the interest among the buyers for a information category. To gauge the demand
from the buyers, we ask the buyers to state their preference by rating the different
types of information categories. Thus buyers ‘score’ the information categories or
types giving an idea about the demand in the internet information market for the

different information types.

Thus, every information category will have its own ‘score’. The higher the score,
it means the demand for that information type of category is high, and this means
that, that information category or type should nett a higher price. Thus we can say

that, price «x score.

Combining the idea of score and utility, we can arrive at the fact that price =
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score/utility.

In this manner, each user can calculate the price for each of his information category
and obtain a revenue equal to the sum of the price for each information category.
Hence, Revene, R, can be obtained by ) price;, focategory Where infoCategory

is each information category that is shared.

In our research which focuses on pricing information, we believe that the con-
cerned stakeholders (the buyers and sellers) must all have their needs balanced and
incorporated. This is the reason we have incorporated the idea of privacy and data
utility and the information demand in the information market to generate our model

for information pricing.

Pricing model with obfuscated user data

for each user do
for each information category k£ do

Obtain CDFs of original and obfuscated user data
S1 < CDF of original data
S5 <+ CDF of obfuscated data
Calculate D(S1,S2) = supi<j<nt+m|S1(z;) — S2(2;)|
Obtain buyer’s demand: score
Calculate price = score/utility

Calculate revenue for each user revenue = ) pricey,

5.3 Experiments

We utilized the “Online Retail” dataset from the UC Irvine Machine Learning Reposi-
tory (http://archive.ics.uci.edu/ml/) to test our model on the data. In the real world,
we would be incorporating data from the users and then collating it to deliver to the
buyers.

The dataset had 541910 entries which we analyzed and eliminated entries which
had discrepancies in their values or had absent values. From the remaining entries,

we organized them into the following information categories:
e Amount a customer purchases in one invoice

e Total number items of each stock a customer purchases
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e Total amount a customer spends

We then plotted the CDF of these information categories. To this data, we then
introduced random noise with the distribution similar to the existing information

categories and then plotted the CDFs of these values. (See fig 5.3,5.4,5.5)

In the next step, we calculated the difference between the CDF's (i.e. the difference
between the CDFs of the data with and without the noise), which gave us the utility
of the data values. We then selected the maximum of these utility values for each of

the three information categories.

To gauge the demand in the market for the information, we solicited the help of
10 participants to take on the roles of buyers and explained to them our model and
told the participants to state their interest in a particular information category (as

mentioned above) that they were most interested in.

After meticulously charting out the demand, we combined the demand and the

utility to determine the price for that information category.

5.4 Results & Discussion

The results of the utility comparison and demand analysis gave us the results as seen
in Fig 5.6. From the figure, we can see that the demands for the three information
categories are in the similar range. But the utility of the information category “Total
amount a customer spends” is significantly higher than the utilities of the other two
information categories. This is why the price for this category is lower than the other

two despite the high demand.

The price of the information category “Amount a customer purchases in one
invoice” is higher than the other two information categories. This is because the
utility is lower for this information category and the demand for this information

category is higher in the information market.

This shows us that there are two factors - wtility of the information category
and demand for that information category that decide the price of the information.

Both these factors work in unison to balance the pricing needs of the sellers of the
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Figure 5.3: Amount a customer purchases in one invoice
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Cumulative Distribution Function

(b) with noise
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Figure 5.4: Total amount a customer spends
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Cumulative Distribution Function
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Figure 5.5: Total number items of each stock a customer purchases
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Utility, Demand & Pricing
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Figure 5.6: Graph showing utility, demand and pricing of the three information categories

information and the buyers of the information.

The buyers can look at the utility score and judge the quality of the informa-
tion themselves and at the same time the users are assured of the privacy of their

information.

5.5 Summary

In this chapter, we have provided for the user‘s concerns about privacy and at the
same time provided for a means for the user to sell this information. This method
provides a fair and balanced mechanism to tackle the question of information pricing

in a simplistic and practical manner.

The scenario in this chapter targets numerical information. The problem of
protecting privacy while sharing other types of information categories is a possible
avenue for further research. Our method allows users to judge for themselves the
demand for different types of information and decide for themselves which information
they want to reveal. Our pricing model allows for user privacy by obfuscating the
user information and adjusts the pricing accordingly. Our model does not in any way
depend on the number of the users or buyers and thus can be scaled as desired. Using
our model eliminates the need to use any third party and connects the buyers and the

users (the sellers of information) directly to each other.
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Pricing with privacy - the risk comparison

method

In the previous chapter, we introduced obfuscation in the user information and
calculated the utility of the information using the distribution functions. In this
chapter, we again introduce obfuscation to the user information. But we judge the
quality of the information for the buyer after obfuscation by using the Sharpe measure

and determine the price accordingly.

6.1 Introduction

The introduction of the noise in the information assuages the user that despite the
sharing of his information, his privacy is still retained. For the buyer on the other

hand, the obfuscated information is a risk that he is taking for the information that
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he wants. The buyer would only be willing to pay for the information according to a
risk adjusted measure. The pricing model discussed in the further sections describes

the amalgamation of these two concepts.

6.2 Pricing Model

Each user possess information belonging to a certain category or type, eg. salary, age,
location etc. And each type of information type or category has a particular demand
in the information market. This demand shows us the relative importance of each

information type for the buyers in the information market.

Now, the user is allowed to introduce noise in each of his information type. This
distortion in the information then is the risk that the buyer must endure in order
to obtain that particular information type. To enable the buyer to make a decision
of his choosing, we must provide the buyer with a means to compare the available
information types of the participating users along with the risk so that the user can
purchase, i.e. invest in a particular information type of a user or group of users. To

calculate this, we borrow from the financial world the concept of ‘Sharpe ratio’.
The parameters to calculate the Sharpe ratio are:
e Average return from an investment ‘A’ (with risk): R4
e The risk free return from an investment: Ry
e Standard deviation of the investment: SD 4

Thus the Sharpe ratio can be calculated as:
(Ra— Rys)/SDy
Sharpe ratio can be either positive or negative. A negative value of the Sharpe ratio

indicates that the risk free asset outperforms the risk adjusted asset in consideration.

In our model, we have a set of users who each have information from different
information categories. The users would like to sell this information in the information
market for a fair price. In order to ensure privacy, we allow users to introduce
obfuscation in the form of noise that they add to their information from a normal

distribution with varying variances for the different information categories.
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We also have a set of buyers who would like to purchase this information. These
buyers are willing to accept the distorted information but would like to understand
the risk that they are undertaking by purchasing this noisy information from the

users.

To calculate the ‘value’ of information, we utilize Shannon’s information theory.
The concept of Shannon entropy [117] has been used widely in communication system
studies to understand the privacy and anonymity problems that arise. It is used
mainly to calculate the amount of uncertainty for an outside bystander when it
comes to figuring out role assignment (sender or receiver) in communication systems.
Shannon entropy is used to assess the extent to which an outside bystander or observer
would need additional information to classify the roles assigned in a communication
system. In [24], the authors use Shannon information theory along with Option pricing
theory to value privacy. They use it to calculate the value of an attribute of a user’s
information in their model. But they look at it from the point of view of option

pricing and use it to determine the amount of privacy lost for a user.

In our model, we utilize the concept from Shannon’s idea of amount of information
gained by understanding it as the amount of information gained when an attribute-
value from an information category is revealed. As explained in [86], Shannon’s
idea is to understand the number of questions that needed to be asked to correctly
guess the attribute-value. When we have a case with discrete probability, H, which
is the term used by Shannon to indicate the amount of information, is equal to

H = — > p;log>(p;) where p; is the probability of a particular attribute-value.

For the information market, the information value for the user’s information
without the noise is the ‘risk free return’ and the information of the user’s information
with the noise is the ‘average return’. The variance of the normal distribution from
which noise is added can be used to calculate the standard deviation (The square root

of variance is the standard deviation).

For the purposes of our model, a risk free asset is information without obfuscation

while risk adjusted asset means that the information has obfuscation. So a negative
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value of the Sharpe ratio implies that the risk taken on by the buyer is more because
the noise overpowers the original information, while a positive Sharpe ratio means

that the risk free asset performs worse than the risk adjusted asset.

Pricing model by measuring risk

for each user do
for each information category k£ do

Obtain the risk free return Ry and Standard Deviation SD 4
Ry = — ) pilogz(p:)
SD 4 < variance of the distribution of obfuscation measure
Sharpe Ratio: SR = (Ra — Ry)/SD4
Obtain demand from buyers demand
Calculate price = demand/SR

Calculate revenue for each user revenue = > pricey

6.3 Experiments

To test our model, we conducted an experiment where we solicited the services of 20
participants who took on the role of the sellers i.e. the internet users who would like
to sell their information. We asked each of them to enter the value for the following
information types:

e Age (scores or marks)

e Monthly Salary

e Monthly expenditure

e Monthly savings

We then calculated the probability of the values of each information type,

DiType (value) using which we calculated the information value for each user us-

ing the formula Hjy, forype = Pirype (Value)logz(pirype(value))

We then asked the users to insert random noise from a normal distribution with a

given variance and then calculated the information value from the noisy samples.

Now armed with the information value of the actual values (risk free) and the
noisy values (average return), we calculated the Sharpe ratio for each user for each

information type.
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Figure 6.1: Probability distribution before and after introducing noise in age data

6.4 Results & Discussion

The Figures 6.1, 6.2, 6.3 and 6.4 show the probability distribution of the users based on
their actual data and the probability distribution of the users based on their distorted
data. As can be seen from the figures, due to the introduction of the noise, the actual
values change causing a significant change in the distribution in the population. The
buyer though isn’t aware of the amount of actual distortion and can only judge the

same based on the Sharpe ratio calculated.

Figure 6.5 further shows the information value calculated of the actual values
and Figure 6.6 shows the information value of the distorted values. Judging from the
figures, the distinctive changes in the information value are indicative of the change
caused by the noise in the data. Solely looking at the information values, we can see
that the value of user 10 in Figure 6.6 is quite less. It can be deduced from this that
probably the information of this user is not found commonly in the population. Now
it is upto the buyer if he wishes to invest in this information type of this particular

user.

Figure 6.7 shows the Sharpe Ratio according to the various information types.

The Sharpe ratio values of the information types salary and expenditure are in the

80



Probability distribution of expenses
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Figure 6.2: Probability distribution before and after introducing noise in expenses data
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Figure 6.3: Probability distribution before and after introducing noise in salary data
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Probability distribution of savings
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Figure 6.4: Probability distribution before and after introducing noise in savings data
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Information values of distorted data
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Figure 6.6: Information value of the distorted data
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Sharpe Ratio for each user
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Figure 6.8: Sharpe ratio calculation for each user

negative range. This shows that the perceived risk(i.e. noise or distortion to the data)
in these types is high as compared to the other two types. For certain calculations, the

buyer is willing to digest this high risk and can choose to purchase these information

types.

Figure 6.8 displays the Sharpe ratio for each user’s information type. From the
figure, it can be seen that certain users have negative values for their Sharpe ratio,
especially user 10. In such cases, the buyer realizes that the perceived risk (or rather
noise or distortion to the data) for the users with negative Sharpe ratios is on the

higher end. Thus the buyer may not choose to purchase data from such users.

The users also, when made aware of their negative values of Sharpe ratio can

choose to change the amount of distortion they introduce, thus making their Sharpe

ratio more attractive.
Our preliminary results have helped us achieve the following:

e Given us a practical technique to make users aware of the value of their infor-

mation in a population of their peers

e Allow the buyers to decide for themselves, based on the Sharpe ratio calculations,

what information type he would like to purchase

84



The presence of this type of transparent mechanism in the information market is
incentive enough to make both the buyers and sellers participate in the information

pricing process together.

6.5 Summary

Our method is directly related to the information each user wants to sell in the online
information market place. In this chapter, we have treated user information and the

big data generated from it as an asset in the Internet information market.

To assuage the user of the privacy of his information, we have incorporated the
obfuscation of the user information by the introduction of noise taken from a normal
distribution. Now for the buyer, this obfuscated information is a risk for the buyer
because the buyer is getting obfuscated information. This risk calculation is done
by applying the concept of the Sharpe ratio. The Sharpe ratio is used to give a risk
adjusted measure that can help the buyer calculate the return that they would get
when they purchase this obfuscated information.The Sharpe ratio thus provides a fair
measure for the buyer to assess the quality of information and decide on the prices for

the obfuscated information categories.

The above described method caters to the concerns of the stakeholders involved in
a fair and balanced fashion. The usage of the Sharpe ratio as a risk adjusted measure
allows the buyer to know the average return he can expect from the information he
wishes to purchase while at the same time the user being assured of a certain amount
of privacy can sell his information to the prospective buyers without any hesitancy or

misgivings.
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Pricing mechanism modeled on Markov

process

In this chapter, we present a model that prices information more from a buyer’s point
of view for a privacy insensitive user. This is for those situations when the prospective
buyers of information would like to avail themselves of the actual information without

it being obscured by any kind of obfuscation or noise.

Big data is the insight that is gleaned about a user from not just information
about a user but also from information generated by a user’s actions. All this insight
is extremely valuable for organizations to turn non customers into potential customers
or one time customers into returning customers. This also helps them to retain their

customer base by catering to their personal tastes. Currently, users are not aware
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that their information is being surreptiously monitored or analyzed for this purpose.
So the users only avail the social benefit of having a personalized service but cannot

avail of the monetary benefits enjoyed by the organizations.

To address this issue, we have proposed a model where the users can sell their
information in the form of information bundles (explained in detail further in the
chapter) to prospective buyers, thus availing themselves of monetary benefits off their

information. We have chosen to model this as a Markov decision process.

7.1 Introduction

The markov decision process is a discrete time stochastic modeling process that is
used for decision making situations [22]. Tt consists of a set of states, a set of possible
actions that can be taken, a reward that is linked to the action and state and a set
of probabilities that specify the probability of transition from one state to another
based on an action. The markov model has been used for a variety of scenarios like
for the “bidding decision making problem” [124] for the electric supply market, for
the electricity demand response in the electicity market [129] and for the acoustic
problem for dialogue systems [78]. The markov model is opined to be a scalable and

surable model.

The current state in a Markov process characterizes the process under scrutiny.
The state is responsible for acquiring the needed information from the previous
states. Using the information from the previous states, the next action state can
be determined. The effect that a particular action may have on the current state is
reflected on only in that state. The idea behind this formulation is to come up with
an approach to be taken when in a particular state that would promt the next action

to be taken.
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7.2 Revenue Generation for the user in the

Internet information market

The scenario under consideration for this chapter is where the buyers would like to
purchase user information directly from the user. This is to avoid the presence of any
kind of “middle man” or “third party” in the transaction who could inflate the price
that the buyer would have to pay. The buyer would also gain unfettered access to
user information without having any kind of obfuscations or masking made to the
actual user information. The buyer also has the freedom of choosing the number of
users he would like to purchase this information from instead of the current scenario

which has buyers purchasing information in predefined number of users.

In our scenario we have a set of users who would sell their information or sell
access to their information given the right price and at the other end we have a
set of buyers who are interested in purchasing this information. The users possess

information in the form of ‘information bundles’

Information bundles are sets of information (personal and/or private information of
the user and could be supplemented with insights based on that personal information)
which are clubbed together under some common category or type - Eg: ‘Influence
circle’ which could contain a person’s contact list, most active contacts etc. Another
category could be ‘Places’ which could contain a list of the places a user has been
to, the list of people who on the user’s contact list who frequent similar places etc.
Along with the information bundles, each user would have has his or her own private
valuation of his information bundles which he or she may not like to share in the

public arena of the information market.

We can model this as a Markov decision process because just like in the process,
we are faced with a continuous arrival of the users and buyers into our model. We have
not set any start and end points for the model, meaning that buyers and sellers are
free to jump in as they please to engage in a monetary transaction. There is a certain

amount of uncertainty involved with the participation of the users and the buyers in
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the model. If the users are not happy with the price (their private valuations exceed
what they are being offered) or are not interested in selling their information, they
may not participate in the model. The buyers could also choose to not participate in
the model because they may get a better offer for user information from other sources.
Thus, the decision by the users and the buyers to participate in this process cannot be
predetermined and can often be thought of as random. The conditional probability of
generating the revenue depends on the decision of the user and the buyer to willingly
engage in the current scenario. The action of the user to choose to sell his information
results in him getting rewarded in the form of the revenue amount that the buyer
would be paying the user for his information. Also, the decision of the stakeholders to
participate or not participate does not have any bearing in the participation of the
other stakeholders. This is why the technique of choosing the Markovian approach

would help us determine the best possible revenue generation model for our scenario.

For traditional goods the demand can be calculated by analyzing previous prices,
the different quantities of the good that were sold or the prices of the traditional
goods can be experimented with to estimate the corresponding changes in the market.
But for a non - traditional good like information, the demand analysis cannot be
performed using the above methods because there is no precedence for pricing user

information in a fair and transparent fashion.

The objective of the users is to maximize their revenue which is generated by
the sale of (or providing access to) their information to the interested buyers. The
objective of the buyers, apart from purchasing this information or purchasing the
access to this information, is to be able to obtain the “in demand” information bundles

from the maximum users in the most profitable transaction.

We acknowledge that not all users may possess the same information bundle and

also that not all buyers want the same types of information bundle.

The first step then, is to understand the demand for and the value of this
information bundle currently in the information market. One of the most suitable

techniques to gauge or estimate the demand is to allow users to quote their (maximum)
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price for a particular information bundle. This process would give us a conservative

estimate of the demand in the information market for a particular information bundle.

The factors that would determine the demand for the information bundle in the

information market are:
e amount that each interested buyer quotes for an information bundle
e the number of interested buyers for an information bundle
e depending on the scenario, how fast does this demand change, i.e. time

In a markov decision process, when a state change occurs, it rewards the ‘decision

maker’ with a certain reward for choosing that state change.

In our scenario, the policy to be chosen by the user (to sell his information or
not) would be determined by the reward for the user which in this case is the revenue
generated by the potential sale of this information. This reward in turn is determined
by the price being paid by the potential buyer (that signifies a buyer‘s individual
interest), the amount of information a buyer is looking for and the total number of
buyers quoting their prices for a particular information bundle (that signifies the

demand in the market). (Refer Table 7.1 for the parameter list).

Let the number of users in the market be 3. Let us also assume that the
‘information bundles’ in possession by the users are n. Now the demand for each
information bundle is \,, which is calculated based on the buyer’s initial quote b,
and the number of buyers who are interested in that information bundle. Each of
these buyers would need a certain ‘amount’ of information @x;,, either one day or one
month (for the sake of convenience, we state this number of days). Let each user’s

private valuation of his information bundles be p,,.
Our goal then is to maximize each user ‘j's’ revenue which is ‘R’.
R; = 3c;d;
where, ¢; = XpenbinTinAn
Now if each user j is satisfied with the revenue R; for his information bundles,

then there is a higher likelihood that he will sell or give access to his information,

2J'n,Eij Z Rj
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i.e. if the revenue generated is more than the expected private valuation then the user
would choose to sell his information.

Yinenp; < R;

And if the revenue does not satisfy the private valuation of the user, then he may

choose to not sell or share his information in the information market.

Table 7.1: Parameter list

Parameter ‘ Stands for

c; ‘ cost to every buyer i

d; ‘ 1 (if buyer i is purchasing that information)
0 (otherwise)

n | The information bundle of a user

bin ‘ initial price from buyer i

Tin, Amount of information (eg: one days worth of information)
the buyer is interested in

An ‘ Demand for information bundle per unit time

Pn ‘ Private valuation of the user for each information bundle

7.3 Results & Discussion

We ran simulations with 5 Buyers and 50 users and 5 information bundles (A,B,C,D,E),
with each user having different information bundles and each buyer bidding for different
bundles. The prices for each information bundle varied according to the demand
for that information bundle. And accordingly, the revenue for each user with that

information bundle varied.

The individual prices quoted by the buyers along with the amount of the bids
from each of the buyers indicates their willingness to pay, i.e. their desire to purchase
a particular information bundle. This is indicative of the demand for the information
bundle. Figure 7.1 shows us the demand for each information bundle in our simulation.
We have 5 information bundles and based on the number and amount of the bids for
each of the information bundles, we can see that the demand for information bundle

B is the least and that for information bundle E is the maximum.

Not all the buyers request for the same information bundle. Figure 7.2 displays
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Figure 7.1: Demand for the information bundle

the information bundles that different buyers would need and also the corresponding
cost to each of the buyers for their requested bundle (per user). From the bar graphs
we see that though the demand for information bundle ‘A’ and ‘E’ is made by all 5
buyers, the willingness to pay for the respective bundles by each of them varies. This

in turn drives the high demand for information bundle ‘E’ (seen in Figure 7.1).

The line graph in the Figure 2 shows the cost to the buyers based on the demand

for the information bundles and the individual prices quoted by the buyers.

Figure 7.3 shows us the revenue that is generated for each user who possesses a
different suite of information bundles. Each user has then the potential to generate a
certain revenue by the sharing or the sale of his or her information. The differing levels
of revenue generated correspond to the real world scenario where different buyers
have different prices for goods depending on their willingness to buy that good. Here,
depending on the buyer’s willingness to buy an information bundle, the price paid also
similarly differs. But it follows the demand trend in the market (shown in Figure 7.1).
As seen in Figure 7.3, the users with no information bundles (NULL) do not have any

revenue.

The revenue generated, based on the proposed model, is generated by the demand

for an information bundle. Though this is an often used economic concept, it’s
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Figure 7.2: Cost to the buyer per user for the requested information bundle

Revenue generated for each user
o

B
D
E
E
C
E
E

w oo w oo

@ a
< < o <

E
D
D

<

B,D

w W
o s o

A
AB
DE

AB,C,
AD,E

=
=3
<

AD
AB,D
B,CD
BC,

ABC

ACD
ABE
AC,
BC,
AB
NULL
NULL
NULL
B,CE

cD
ABE
NULL

B,CDE
CDE
NULL

DE
ACD
DE
BE
ACD

Users with different information bundles

Figure 7.3: Revenue generated for the users

implementation in the information market presents a transparent method for buyers
to purchase information from users directly without the involvement of any third
parties, as is happening currently in the form of data brokers. Thus, the proposed

model provides the foundation with a simplistic solution to the problem of pricing
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information which can then be expanded further. These results demonstrate that the
implementation of an application in the form of a mobile app or a browser plug-in is
a realistic and a practical solution to the question of generating revenue for the user

information.

7.4 Summary

With the increased proliferation of social media and the ever rising number of internet
users who are constantly sharing information, (about themselves or otherwise) through
the platform of social media, organizations have realized that the way to generate
more profit is to capitalize on this resource. This has lead to alarming problems of
privacy infringement and surreptitious trading of information without the internet

user’s knowledge. This has given rise to problems of price discrimination and profiling.

One of the most realistic and practical ways to make users aware of the privacy
infringement by data brokers is to inform them of the value of their information. For
this, having appropriate pricing mechanisms for the same is the way ahead. These
pricing mechanisms must work to empower the internet users by giving them more
control about the information they can sell and share and information they want to
keep private. For this reason there is a need for platforms as described in this paper
which will then go on to eliminate the need for data brokers who sneak around and

collect user information.

In this chapter, we presented a pricing model by applying the Markov process as
a means to arriving at the pricing problem. Using the Markov process as a base, we
were able to create our revenue generation model for the user using which the user
can avail himself of the monetary benefits that come with selling his information to
prospective buyers. We have attempted to provide a balanced model by incorporating
the buyer’s point of view, specifically the price has been adjusted keeping the current
demand in the market for an information bundle. The combination of the markov
process along with the economic concept of demand has resulted in the creation of a
fair and simplistic pricing model.

This pricing model was implemented and tested for its viability through the means
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of computer simulations. It was seen that the model provides a realistic pricing scheme
for the scenario of selling information in the information market by a user. It connects
the seller, which in this case is our internet user, and the buyer directly and eliminates

the need for any kind of “middle man” type of entity who may be manipulated.
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Pricing based on Portfolio Optimization

Today, with the combined power of the cloud, big data has come to include data from
all sources, right from social networks to a person’s shopping history. For organizations,
this is a wealth of information that can be analyzed and exploited for their own benefit
and this is generally carried out without a thought about the privacy violations or
compensating the users. In this chapter, we have attempted to look at this concept of
an “information market” and have ventured to ascertain the value of the big data by
involving users and incentivize them to share their information by rewarding them
with monetary compensation for their information. We have attempted to perform
this task by treating user information as a commodity or an asset which can be traded
in the information market utilizing the concept of portfolio optimization which can
help buyers decide on the types of information they want to “invest” in, which would

then be dispersed to the users.
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In our model, the information price reflects the demand in the market for a
particular type of information. This in turn allows the suppliers of information (the
ordinary internet users) to realize the value of their information and grants them
control over the type of information they would like to share and monetize. Our
problem then, is to find the optimal portfolio based on various factors like the demand
for the information, the user’s sensitivity with parting with that information and so

on.

8.1 Information pricing model

Information shares the classic characteristics of a typical asset. It has the ability
to achieve a positive economic flow, the access to information can be controlled by
the owner of the information and the ownership of information is an event that has
already occurred. Thus, information being similar in characteristic and importance
like an asset, we have borrowed from the idea of portfolio optimization, specifically
the Markowitz mean - variance model to devise a suitable portfolio for the buyer to
invest. Markowitz formulated the fundamental theorem of a mean variance portfolio
framework [38], which explains the trade-off between the expected returns(mean)
and risk of a portfolio(variance). The Markowitz model is not just restricted to the
financial markets and has been applied in diverse scenarios ranging from electricity

market [53] to increasing forest resource [85].

We have adapted the mean - variance model to cater to the information market to
develop the information pricing model. The primary goal of the information pricing
model is to provide a platform for the buyers to choose the information they would
want to purchase. Through the medium of this platform, the buyer then proceeds
to ‘invest’ in a particular set of assets, i.e. the information type of his choosing
referred to as ‘information bundle’ (sets of personal and/or private information of the
user and could be supplemented with insights based on that personal information).
This would form the portfolio for each buyer. After the choosing of the optimum
portfolio, the buyer can then determine the number of users from whom he wants to

purchase this information from. In our model we have a set of users who wish to sell

97



their information and at the other end we have a set of buyers who are interested in
purchasing this information. The objective of the users is to maximize their revenue

which is generated by the sale of this information to the interested buyers.

8.1.1 Proportion of Investment

The first step is to get the proportion invested in an asset by the buyer. The buyer
specifies the proportion of investment (in weighted percentage) that he would like to
invest in each information bundle. Let m;; represent the input of each user ‘j” for
the information bundle ‘i’. This step demonstrates the demand in the market for the
information bundle. Analyzing this demand allows us to understand the correlation
between the demand and the corresponding supply in the market for the information

bundle (by the users) in the market.

8.1.2 Incorporating the risk

The covariance allows us to quantify the risk. This risk is two fold - it represents the
hesitancy the user feels while parting with his more sensitive and private information
and it also represents the buyer’s risk and uncertainty of whether he will be able
to purchase and make use of the information. The more sensitive and private and
possibly invasive the information bundle in question, the more is the risk. We assign
this risk in the range [-1,4+1] with -1 being the most risk involved and 1 being the
least risk. If the information is of a personal and sensitive type, then the risk involved
in the potential sale of this information is high. If the information is generic and
demographic the risk is definitely lower. Hence we have r; o< (information sensitivity)

where 7; is the risk with ‘i’ representing the information bundle.

8.1.3 Rate of return - for the buyer

Generally, the rate of return of an asset is calculated by determining the change in
the value invested. But for information, the rate of return of information cannot be
determined in such a straight forward manner. To determine the rate of return of
information from the point of view of the buyer, the buyer needs to look into it from the

point of view of ‘value of information’. The optimal method to determine the rate of
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return of information would be the one that would give the highest ‘Expected Monetary
Value’. This would mean that the buyer would need to choose the information bundle
that would allow him to make the most profit using the information bundle. Let this

be v;; for every buyer ‘j’.

8.1.4 The Information Pricing model

In this case each buyer ‘j’ can use the following method based on the mean variance

model to ‘invest’ in the assets of their choice to build up a profitable portfolio:
n n
min Z Z mi;Mp;Tik
i=1 k=1

such that:

n

*
E mijvij =R
=1

Here R* is the expected level of returns each buyer ‘j’ hopes to achieve with his

investment.

n
E mij =1
i=1

The above constraint is to make sure that all the investments are utilized. Our model
can help the buyer ascertain his most profitable portfolio on information bundles to
invest in. Once the buyer can ascertain his most profitable portfolio, he can specify
the number of information bundles he requires, i.e. the number of users from whom
this information is required from. The total amount invested by each buyer would

then be appropriately distributed amongst the users, i.e. the sellers of the information.
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8.2 Results & Discussion

We solicited the help of 25 participants to take on the role of buyers of information.
We explained our scenario to them and showed them the various information bundles
available. Now each of these buyers would be expecting different rates of return from
their investment. These buyers look at the risk associated with each information
category and decide their investment amounts for the information categories. The
only stipulation is that the investments should be add up to 1 (keeping in mind the
working of the model). Of the assets presented to the buyers, information asset 2 can
be considered as a high risk asset because of its sensitive nature (eg: Income, Health
information etc). Figure 8.1 shows us the expected rates of return that the buyers
would expect from their investments. In the graph we can see that buyer 2 expects a
high return from asset 3 and a relatively low return on asset 2. From the Figure 8.2,
which is the results available after running the inputs from the buyers, we see that
buyer 2 to obtain his expected return on asset 2, would need to invest a higher amount
as opposed to what he would need to invest for asset 3. This shows us that the asset
2 is a far in demand and as compared to assets 1 and 3 and because it is a “high risk”
asset, it requires a relatively higher initial investment. The Information Pricing model
described in this paper is driven by the economic principal of demand in the market -
the more the demand, the better the price. There are no hidden costs or any other
extraneous costs added for the buyer. This also gives the sellers of information (the
internet users)more control over what personal and private information they would
like to sell. This is unlike what is currently followed by data brokers who have their

own techniques for pricing along with extra costs.

8.3 Summary

In this chapter, we have treated user information as an asset in the Internet information
market and have thus developed the ‘Information pricing model’ inspired by the
technique of portfolio optimization. Using this model, the buyer can objectively assess

which information type the buyer would want to “invest” in. This gives the buyer
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incentive to participate in the process as the model gives the buyer better management
over which information that he wants to purchase. This is not available to the buyer
in the current scenario with the presence of data brokers. Based on our preliminary
results we believe that this provides a fair and balanced mechanism to tackle the

question of information pricing in a simplistic and practical manner.
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Conclusions & Future Work

Most organizations today have realized the potential of the revenue generating capacity
of user information. Though users do sign away any rights to their information when
they check the “terms and conditions” box, because of the lengthy legalese in which
this is framed, the users do not fully grasp the importance of what they are giving
away.

With the increased proliferation of social media and the ever rising number of
internet users who are constantly sharing information, (about themselves or otherwise)
through the platform of social media, organizations have realized that the way to
generate more profit is to capitalize on this resource. This has lead to alarming
problems of privacy infringement and surreptitious trading of information without
the internet user’s knowledge. This has given rise to problems of price discrimination

and profiling.
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With the rising market in the wearable devices, companies like Google also have
started investing in technology that utilizes user information for the purposes of ad
and product placement (Pay-Per-Gaze patent). We also have instances of companies
using the data from their employees fitness devices. Apps like “Tinder” are also
performing analysis on available user data surreptiously '. There is a huge market
that exploits user information on social media for the pure purpose of inundating the
users with ads tailored to their liking based on the user information on the social
media which is surreptiously used by data companies. According to a Federal Trade
Commission (FTC) report [37], data brokers, generate around 200 billion dollars in
revenue annually. This business of making money off of user information should be a

source of concern for the users.

Information is being shared at an unprecedented rate today. And for the organi-
zations, all this information and the insights from this information, which make up
it’s big data, are the biggest asset. Any and all information about you is the meal
ticket for these data brokers to earn a huge amount of money. And the users just

seem apathetic to this obvious infringement of their information and their privacy.

The value of an object is more easily understood to a layman when it is put in
terms of a monetary value. One of the most realistic and practical ways to make
users aware of the privacy infringement by data brokers is to inform them of the value
of their information. For this, having appropriate pricing mechanisms for the same
is the way ahead. These pricing mechanisms must work to empower the internet
users by giving them more control about the information they can sell and share and
information they want to keep private. For this reason there is a need for platforms as
described in this paper which will then go on to eliminate the need for data brokers

who sneak around and collect user information.

9.1 Conclusions

In this thesis, we presented pricing models to tackle the question of how to price user

information. The discussed pricing models were developed keeping in mind various

Thttp://www.theverge.com/2016/1/14/10773026 /stolen-twitter-game-pulled-from-app-store
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scenarios and concepts with the common thread of balancing privacy of the user along
with the fair valuation of the information and the estimation of the pricing of the

information for the buyer.

We started this thesis with our preliminary findings about the concept of infor-
mation pricing. We added to these findings with any relevant research in the related
fields of privacy and the existence of the current pricing models. This provided us

with a robust basis for our research thesis.

In Chapter 3, we presented a brief overview of our work accompanied by a short
case study that explored the need for the presence of pricing models. This case study
helped us isolate our research goals and helped us focus on the various scenarios for

our pricing models.

We then proceeded to deal with the privacy incorporated pricing where we balance
a user’s privacy in the pricing model. This scenario was dealt with in different

techniques in Chapters 4 and 5.

In chapter 4, we have provided for the user‘s concerns about privacy and at the
same time provided for a means for the user to sell this information. This method
provides a fair and balanced mechanism to tackle the question of information pricing

in a simplistic and practical manner.

The scenario in this chapter targets numerical information. The problem of
protecting privacy while sharing other types of information categories is a possible
avenue for further research. Our method allows users to judge for themselves the
demand for different types of information and decide for themselves which information
they want to reveal. Our pricing model allows for user privacy by obfuscating the
user information and adjusts the pricing accordingly. Our model does not in any way
depend on the number of the users or buyers and thus can be scaled as desired. Using
our model eliminates the need to use any third party and connects the buyers and the

users (the sellers of information) directly to each other.

In chapter 5, our method is directly related to the information each user wants

to sell in the online information market place. In this chapter, we have treated user
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information and the big data generated from it as an asset in the Internet information
market. To assuage the user of the privacy of his information, we have incorporated
the obfuscation of the user information by the introduction of noise taken from a
normal distribution. Now for the buyer, this obfuscated information is a risk for the
buyer because the buyer is getting obfuscated information. This risk calculation is
done by applying the concept of the Sharpe ratio. The Sharpe ratio is used to give a
risk adjusted measure that can help the buyer calculate the return that they would
get when they purchase this obfuscated information.The Sharpe ratio thus provides
a fair measure for the buyer to assess the quality of information and decide on the

prices for the obfuscated information categories.

The above described method caters to the concerns of the stakeholders involved in
a fair and balanced fashion. The usage of the Sharpe ratio as a risk adjusted measure
allows the buyer to know the average return he can expect from the information he
wishes to purchase while at the same time the user being assured of a certain amount
of privacy can sell his information to the prospective buyers without any hesitancy or
misgivings.

We then provided a scenario for a less privacy conscious individual user and for
those buyers who would not want to purchase obfuscated information. We dealt with
this scenario by developing pricing models by using diverse concepts. In chapter 6
we have presented our pricing model that allows a user to realize the value of his
information and the potential revenue he can make off of it. In the scenario described
above, we presented the information using the concept of Shannon’s information
theory to understand the value of information that is lost when it is revealed. We
also presented the demand analysis using two methods - the traditional method and
the exponential mechanism method. In the traditional method, there is a possibility
of untruthfulness and collusion that may cause the pricing of information to not
be calculated in the optimal way. To counter this, we have tested the the demand
by applying the exponential mechanism which ensures that the buyers are truthful
and honest in stating their demand. The exponential demand method provides the

buyers with the least incentive to lie about their true valuations and thus enables a
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more accurate pricing for the information in question. The reflection of adopting the
exponential mechanism on the user revenue is minuscule and gives the user more trust

to participate in our pricing model.

And in chapter 7, we presented a pricing model by applying the Markov process
as a means to arriving at the pricing problem. Using the Markov process as a base,
we were able to create our revenue generation model for the user using which the user
can avail himself of the monetary benefits that come with selling his information to
prospective buyers. We have attempted to provide a balanced model by incorporating
the buyer’s point of view, specifically the price has been adjusted keeping the current
demand in the market for an information bundle. The combination of the markov
process along with the economic concept of demand has resulted in the creation of a

fair and simplistic pricing model.

In chapter 8 describes the information pricing model from the point of view of
the buyer by allowing to help him choose the information to invest in and how much

to invest in

This pricing model was implemented and tested for its viability through the means
of computer simulations. It was seen that the model provides a realistic pricing scheme
for the scenario of selling information in the information market by a user. It connects
the seller, which in this case is our internet user, and the buyer directly and eliminates

the need for any kind of third party conduit who stands the risk of being manipulated.

When we started out with our research, we had certain research goals in mind as
described in Chapter 1. By the end of this thesis, we can say that we have achieved

the same as elaborated below:
1. We have developed pricing mechanisms for the scenarios of:

e Privacy aware user and tolerant buyer - The user is an individual who
values his privacy but would still like to sell his information and the buyer
is tolerant enough to accept the user information with certain obfuscations.
The idea being that the buyer would compensate the user based on the

quality of the obfuscated information.
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e Privacy insensitive user and an intolerant buyer - The user is not a very
privacy conscious individual and the buyer is willing to accept only unadul-

terated and unobfuscated information.

2. Our pricing mechanisms achieve the fair balance between the needs of all
the stakeholders by considering their requirements and adjusting the pricing

accordingly.

3. Our models have the advantage of not only being practical but also easily
integrate-able with any business that has an online presence. A model that fits
into an existing platform and does not affect the functioning of the platform is

more readily adopted than a stand alone model.

9.2 Comparison with existing work

Currently, the pricing models that exist for the data market can be divided based
on the type and ownership of the data. One can be referred to as “data markets”
and other as “personal data markets”. Data markets are marketplaces where the
ownership of the data is with the entities actually collecting the data, for eg,: the
data that a company collects as part of its registration process. Though this data
is about the users, it isn’t owned by the users and thus never see the profits from
its subsequent monetization. Examples of these types of commercial data markets
are plenty, one of them being Qlik [9] and the soon to be retired Windows Azure
Marketplace 2. So in this scenario, the entire data of a whole set of users is located
in one place (so to speak) as a database and can be repeatedly queried. The person
querying (referred to as the buyer) has to pay either a fixed amount for a year (a
flat fee) or pays along for each query. There are solutions that address the pricing in

these situations by suggesting different pricing models that can be cost effective for

the buyer.

This is different from our problem because we do not collect user information and
store it in a centralized database. In the above case, the users to whom this data

belongs to and is about do not get an opportunity to monetize on their information.

Zhttps://repmag.com/articles /2016 /11/28 /microsoft-shutters-azure-datamarket.aspx
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Also, many times the buyers hesitate with their queries since the queries could reveal

information that the buyer would rather keep private.

Personal data markets on the other hand, though still in their nascent stage,
are slowly coming up as a means for users to monetize on their information. The
most relevant examples are websites like Meeco [8] which require users to sign in and
give access to their information and in return they act as vaults and every time an
application requires access to a users information, the user gets paid. Or the example
of ‘Datacoup’ [7] with their scheme of paying users for access to their personal data
using social media and their credit or debit card feeds. Though they strive to make
this information devoid of any personally identifiable information, the control of this
information and any subsequent profits from this information is wrested away from
the users. The issue with such a solution is that the users have to still allow such
applications access to their information. This at a later stage could be misused and

the users wouldn’t have much idea about this.

The other existing technique is the application of differential privacy [50]. But
this in turn puts the buyers at a backfoot since they will end up having to pay more
money for any usable information. Yet another comparison could be made with the
idea of applying game theory to allow users to obtain a certain pay off based on their
decision [71].But this means that the users only gain if their decision matches the
“winning” decision. And in all other cases, they stand to lose. Another point is that
this theory to the best of our knowledge has been applied to only specific scenarios.
Another technique to price use information is auctions. As explored by [111] the
auctions are based on the exponential mechanism. But this puts the onus of setting
the price solely on the buyers which could tend to put the users at a loss. And finally
the “middle man” approach [52] where in a third party is present between the user
(seller) and buyer who collects the information from the users and then decides the

price. Again in this case the control is wrested away from the user.

In our scenario we would like the users to retain control over the type of information

they would like to share and be able to monetize on this information without having
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to lose control over this information. This is the reason we have also discussed a
privacy protecting model where the user need not share his actual raw data but just
a statistic. While we realize that all the models do not apply to all scenarios of
interested buyers, we feel that some models could work for certain situations and some

for other situations.

Our goal in developing these models has been to be able to create not just
awareness of the monetization of information but also to make the user realize that he
can have control and privacy over his information while still being able to capitalize
on it without having to depend on a third party to intervene and set prices and gain

access to their information.

In our work, we have presented another perspective of looking at the problem
of information pricing and have tried to balance the needs of all the stakeholders

involved. In comparison with the others,
e There is no involvement of any “middle man” who would collect user information
e The pricing is not skewed towards one side, rather it is fair and balanced

e Users retain control over their information while also being aware of the value

of their information

As elaborated in our future work, we hope to take this momentum forward and
look about the actual implementation of these models for different scenarios so that

users can avail of the opportunity of monetization over their information.

9.3 Future Work

This thesis covers the issue of information pricing and presents pricing models that
provide for a balanced information pricing suiting to the needs of all the stakeholders
in the transaction. We feel that there are certain aspects that can be further researched

and integrated into the above presented pricing models.

e Integrity - For the purpose of this thesis, we have worked under the research
assumption that the integrity of the information is true. This means that we

have assumed that the user sharing the information is actually the owner and
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the information is about the user. But there are instances like ‘Stolen’, an
app that allowed anyone to sell anyone’s twitter information and feed (due to
increased complaints, this app was pulled from the app store %) and websites
like ‘Slur’ 4 that encourages the selling of information not necessarily belonging
to the person selling the information. In light of these, we feel that there should
be some measure to integrate the idea of integrity into the pricing model itself.
The research on integrity looks at ideas like watermarking or work it into the

XML data. This could be one of the ideas to expand our pricing models.

e Historical /time sensitive pricing - For traditional goods, the passage of time has
a significant effect on the prices. When information is looked as a good, time
could have an effect on the value and pricing. Certain types of information could
be more valuable over time (like a person’s credit history) but certain types of
information may depreciate in its value over time (like a person’s educational

institutions).

e Integration with other real world applications & services - In the real world,
information of various types would be encountered - images, video, string,
character etc. For the purpose of this thesis, we have handled only information
of the numeric nature. The application of the techniques discussed in this thesis
may not be suitable for the estimation of the value of information belonging to
the various other datatypes. Handling multiple types of data encountered in the
real world would allow for the incorporation of pricing models within real world
applications. The presence of such models that assure the user of monetary
compensation could be of immense value to all types of businesses having an
online presence. As shown in our case study in Chapter 3, users are also willing
to accept this monetary compensation in terms of store credit and discount
vouchers. This has tremendous implications for businesses and organizations
who are looking to not just retain their existing customers but also are looking

to attract new customers. If assured of monetary compensation, the customers

3http://www.theverge.com/2016,/1/14/10773026 /stolen-twitter-game-pulled-from-app-store
4http://slur.io/
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would in turn keep returning to the businesses for their service.
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