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A First Study of Compressive Sensing for
Side-Channel Leakage Sampling

Changhai Ou, Chengju

Abstract—An important prerequisite for Side-Channel Attacks
(SCA) is leakage sampling where the side-channel measurents
(i.e. power traces) of the cryptographic device are colleed
for further analysis. However, as the operating frequency ©
cryptographic devices continues to increase due to advamgy
technology, leakage sampling will impose higher requiremas
on the sampling rate and storage capacity of the sampling
equipment. This paper undertakes the first study to show that
effective leakage sampling can be achieved without relyingn
sophisticated equipments through Compressive Sensing (ESAs
long as the information is leaked in the low frequency compoent,
CS can obtain low-dimensional samples by simply projecting
the high-dimensional signals onto the observation matrix.The
power traces can then be reconstructed in a workstation for
further analysis and storage. With this approach, the samphg
rate to obtain power traces is no longer limited by the operaing
frequency of the cryptographic device and Nyquist sampling
theorem. Instead it depends on the sparsity of the leakage
signal. As such, CS can employ a much lower sampling rate
and yet obtain equivalent leakage sampling performance, whh
significantly lowers the requirement of sampling equipmens. The
feasibility of our approach is verified theoretically and through
experiments.

Index Terms—compressive sensing, matching pursuit, leakage
reconstruction, power trace, side-channel attack

I. INTRODUCTION

Zhou, and Siew-Kei Lam

imposes higher requirements on the sampling rate and gtorag
capacity of the sampling equipment. While this may seem
as an advantage from the security standpoint, it also poses
difficulty for SCA evaluations.

Several works in SCA such as Points-Of-Interest (POIs)
selection [12] and time samples integration [20], havengite
ed to eliminate the information redundancy on power traces.
Contrary to our approach, these works employ post-proegssi
on the sampled traces to reduce the efforts of side-channel
analysis instead of reducing the sampling rate. To overcome
the storage limitations of sampling equipments, theseiagis
works simply intercept and merge time samples of power
traces, which will result in high information loss. In thiager,
we undertake a first study on compressive sensing for side-
channel leakage sampling and leakage reconstruction ébefor
describing the main contributions of our works.

A. Related Works

POI selection [12] and dimensionality reductions [3] are t-
wo classic pre-processing techniques in SCA. The formesfind
the locations of POIs by using side-channel distinguishech
as Differential Power Analysis (DPA) [17] and Correlation
Power Analysis (CPA) [2], or leakage detection tools such as
Welch's t-test [10], p-test [12] andy2-test [21]. Extracting

IDE-Channel Attack (SCA) exploits information leak-PO!S mz_ikes power traces easy fo store, but it will lose most
Sage (e.g. power consumption [17], electromagnetic radif the time samples, making it d_|ff|(_:ult to reconstruc_t the
ation [14], [18] and acoustic [15]) from cryptographic chip power traces. Thellatter su.ch {as.PrmmpaI Component Aisalys
and embedded systems to infer the secret key. Traditiomed si(PCA) [31] and Linear Discriminant Analysis (LDA) [32],
channel leakage sampling conforms to the Nyquist theorefPnSiders the global features of high-dimensional povemes.
i.e. the sampling rate of the equipment must be more thBeth techniques need to consider mqlﬂple power trac_es Si-
(or at least) twice the highest operating frequency of tfgultaneously, hence they are only suitable to be _applled on
cryptographic device in order for the original leakage t§0mpPressed storage of power traces rather than directty use
be reconstructed completely from the samples. In order $§ Sampling equipments like oscilloscopes. Discrete Védvel
obtain more leakage details for SCAs, the sampling rate §§ansform (DWT), Discrete Cosine Transform (DCT) and Fast
usually several times higher than the operating frequericy fgPurier Transform (FFT) [13], transform power traces from
the leaky device. With advancing technology, the operatifj"® domain to sparse domain one at a time, but all the

frequency of cryptographic devices is increasing rapidllyis COmputations are carried out on the sampling equipments,
which increases its workload and reduces the sampling rate.

To the best of our knowledge, Maximum Extraction and
Integration in [20] are two existing compressive sampling
techniques that are used to eliminate information redundan
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significantly lower the complexity of side-channel anadyand be applied in side-channel leakage sampling and re-sagiplin
reduce the storage requirement. However, it is difficultdfoth

techniques to reconstruct the power traces since they tase t

much information during compressive sampling. MoreoveB. Our Contributions

the sampling rate of the sampling devices like oscillosdspe
usually much higher than the bandwidth of the leaky devic
Re-sampling is then performed on the collected power trac

This is the first work that aims to lower the requirements
&n both the sampling rate and power trace storage of sam-

) ) . ?J ng equipment through a novel use of Compressive Sens-
As such, these technigues incur resource wastage since

hiah i t id b ith leak _~ing” (CS), which is a highly-efficient compressive sampling
'gh sampiing rate provides observers with leaxage Can@'ntechnology, for side-channel leakage sampling. CS pedorm

a large amount of redundancy, which is discarded duri : . : .
. : . . mpression and sampling simultaneously by projecting the
compression. This led to the problem stated in [1%t go high-dimensional leakages onto a low-dimensional space to

to o etmu'CIT (;ffotrr: to acquire ag th,(ta dat&.‘ vs\t/hgn mtc|>st of what obtain the discrete leakage samples. This enables the high-
we get will be thrown away? Can't we just directly measure dimensional power traces to be reconstructed without disto

the part that won't end up being thrown away?”. The rest of tion and significantly saves storage space for power traces.

this paper will address this problem for SCA. . he .
) . : Many current sampling tasks in side-channel analysis are
Based on the theory of functional analysis and approxima- . . .
. . accomplished by expensive oscilloscopes. However, the sto
tion [16], Romberg, Tao and Donoho established the theor . . .
age speed and capacity of oscilloscopes such a3eittionix

of Compressive Sensing (CS) [5], [6], [11]. Combined WiﬂI]_)PO 7254 and PicoScope -3000 cannot accommodate all the

information theory, CS makes it possible to sample power . o .

; . power traces when the sampling rate is high, leading to loss

traces at a rate far below the Nyquist sampling theore . . .

X . . ; of power trace before the next one arrives. This problem is

while enabling equivalent sampling performance. CS haa bege_ . .

widelv studied and apolied to manv fields such as ima eart|cularly serious when the sampled power traces are very
y P y ong (e.g. the acquisition of complete AES-128 encryption)

voice and signals in general. The sampling rate of CS n ina CS. the sampling eduioment can acauire DOWer traces
longer depends on the highest frequency of the signals, but 9 ' piing equip d P

. I . ) . quickly at a low sampling rate, thus avoiding the loss of powe
instead it is governed by their sparsity and Restricted ktom . . 2
Property (ngp) [6]. As I)c/)ng as g povx)//er trace is compressibﬁreace' The feasibility of our approach is verified by theang a

or sparse in a certain transform domain such as FFT, DWT a%>goer|ments In this paper. . : : :
Our approach can be integrated into sampling plug-ins

DCT, it can be projected from high-dimensional space into . .
broJ g P oé} many of these oscilloscopes. Oscilloscopes such as our

low-dimensional space and retain the important infornmatio . : . .

This is different from directly transforming the power tesc Tektronix DPO 7254 with a Wlndows ! operatlpn system

into frequency domain, since the observer only needs HOW for the development of independent sgmplmg software

compute the inner product of the signal and the observati searchers have also developed the sampling software-on va
ous platforms. For example, Inspector developed by Réscur

matrix, which requires very low computation. In this casé, .
by solving an optimization problem, this power trace caﬂnd MathMagic [33], enables the leakage to be collected and

be reconstructed from a small number of projections with gred onllaptt;)p Cf‘;mp“:frs_ anld oth(:,-r dadvart}::ed prlo%?ssors.
high probability. In the context of SCA, sparsity provides _ctan at_so €e I(I:Ilen Y |mptemer|1 € thon' ese p: otrmfs
more intuitive and efficient representation of information y Integrating a small program to solve the inner product o

the power traces. They can be used for efficiently compressﬁpservat'on matrix (see Section IlI-C) and power tracess th

storage of existing power traces. Moreover, they can also jgproving sampling performance.
integrated into sampling equipments as advanced compeessi

sampling techniques to increase their sampling bandwidith
reduce their sampling burdens.

Matching pursuit algorithms are typical examples of greedy The rest of this paper is organized as follows. The leakage
algorithms used for signal reconstruction in CS, which aiharacteristics, CPA and the principles of CS are introduce
to select one or more dimensions with the highest correlia- Section Il. The first two main parts of CS, leakage sparse
tion with the current residual vector in each iteration, angpresentation (including the sparse domains) and oltsanya
approximate the original leakage signal and the new itematiare described in Section Ill. Section IV uses classic greedy
error based on the current selected dimensions. Classialgjorithms such as OMP, CoSaMP, SP and GOMP as examples
greedy algorithms include Matching Pursuits (MP) [19], Orto introduce the principle of power trace reconstructiohe T
thogonal Matching Pursuit (OMP) [29], Compressive Santorresponding reconstruction performance evaluatioteréai
pling Matched Pursuit (CoSaMP) [22] and Generalized OM&e also provided in this section. Observers can find good
(GOMP) [34], etc. Convex relaxation algorithms convert theparse domain and observation matrix through experiments,
non-convex optimization problerfy-norm such as the pre-optimize the sparse coefficients and compression ratio, and
mentioned greedy algorithms to the convex optimizatipn implement CS with a much lower sampling rate than those re-
norm. It is worth mentioning that even though there amuired by existing sampling equipments or sampling soféwar
many existing reconstruction algorithms, there are stélngn on computers. Experiments are performed on AQi89S52
problems in their convergence and robustness. Neverthelenicro-controller to demonstrate the efficiency of the ajppto
the existing theories and prior work are sufficient for CS tim Section V. Finally, Section VI concludes this paper.

%. Organization
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Il. PRELIMINARIES

A. Leakage Characteristics x MMM
Each time sample of a power trace can be modeled as the p é . M.W@W *
sum of static power consumption componeft exploitable : \
ower consumption component and noise component,,: v
P P P P N >, p( Hw(I"), X)
T =T+ Te+ Ty 1) pess K
according to [20]. The exploitable componemt can be 3
further refined into two parts: operation-dependent corepbn P, —Model leakage— H”’(IT"")

x, and data-dependent componaft

Te =T, + Xq. (2)
. . L. . . Fig. 1. The principle of CPA.
Side-channel analysis can be divided into Simple Power

Analysis (SPA) and Differential Power Analysis (DPA). The
most widely used distinguisher in side-channel commurty t _ ) )
exploitz, is SPA. It is often used to attack public-key system&: and returns the candidate corresponding to the maximum
such as RSA, which operates differently according to bits @rrelation coefficient:
and 1 of the key [24], [30]. Another technique is to use side- . — srgmax {p (Hw (1%),X) |k = 0,1,...,255}.  (4)
channel leakage to perform reverse engineering and recover K
the instructions executed by the chips [1], [26]. It is mor&he basic CPA is performed on each time sample of pow-
convenient to collect the leakage of instruction operatign er traces. We can also perform CPA on the selected POls
it occurs in the lower frequency component compared to th@ improve its performance. We choose the former for the
data operationz; andx, can construct the basic outline of theperformance evaluation of leakage reconstruction.
power trace. DPA and its extensions like CPA, which exploits
data-dependent componety, are the focus of this paper.

C. Compressive Sensing

The principle of CS maintains that as long as the power trace
is sparse or sparse in a transform domain, and its projection
Side-channel leakage puts high requirements on its rece@ctors can be obtained from observation matrix, then itan

struction, since different intermediate values do not eaugeconstructed nondestructively by optimization methdtse
drastic power changes in many chips, and there are maflssical compressive sampling techniques like dimemsiign
indicators to evaluate its performance. Besides thosengiv@duction methods such as PCA [31], LDA [32], Kernel
in Section IV-C, we also consider the well-known modelpiscriminant Analysis (KDA)[4] and manifold learning [25]
dependent distinguisher Correlation Power Analysis (OQBR) obtain the low-dimensional samples by extracting the festu
(CPA), of which the principle is shown in Fig. 1. The powefrom high-dimensional leakages. They consider the stractu
consumption of intermediate values satisfy: of all power traces, and the sampling and compression are
_ * performed separately. CS compresses a power trace while
@ = f(Sbox (p & r7)) + 9 3 sampling it and aims to use the least coefficients to rep-
when encrypting AES-128. Hefsbox and f denote the S-box resent it. Compared with traditional compressive sampling
operation and the leakage functiom,c Fos and x* € Fos  the sampling rate in CS theory no longer depends on the
denote the encrypted plaintext byte and its correspondaéyg Krequency of chip, but on the sparsity of power traces. CS
byte, andv denotes the corresponding noise. The attackeses nonlinear programming methods to recover power traces
encryptSn/ plaintextsP = p, , and collectsn’ power and the corresponding complexity is high. Fortunately, tmos
tracesX =z, . Although he does not know the specifiof the computation is eventually transferred from the samgpl
key, he can attack 16 sub-keys in the first round of AES-12Rvices to computers, which notably reduces the workload of
in a divide-and-conquer manner, which only requires a smafle sampling devices.
amount of computation. The complete CS flow is shown in Fig. 2. Firstly, thes-
We usually do not profile an accurate enough leakage mogelrse coefficients of the-dimensional original leakage signals
like template attack [7], [27] in CPA. Hypothesis models;tisu are obtained by sparse transformation € n in Fig. 2(b)).m
as Hamming-weight model and Hamming-distance modédrgest coefficients are saved and other m coefficients are
are not only simple but also lends themselves well toward#scarded. The saved coefficients are sufficient to recoctstr
CPA. For Hamming-weight model given in Fig. 1, CPAthe original leakage signal without distortion. Secondhg
only needs to compute the hypothesis power consumptibigh-dimensional original leakage signal is projectedooat
Hw (Sbox (P & «)) of the intermediate valuels’ = I, € sparse domain to achieve low-dimensional observation sam-
Fos according to different guessese Fys, calculates the cor- ples. The sampling device outputs these samples as sampling
relation coefficient between it and the real power consumnptiresults. Finally, the original signal is reconstructed biving

B. Correlation Power Analysis
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(a) original signal (b) sparse representation (c) observation (d) signal reconstruction

Fig. 2. General procedure of CS.

an optimization algorithm (see Fig. 2(d)). These operatiofrequencies of power traces as critical information. DWTH ca

will be discussed in detail in Sections H 1V. better analyze the time-domain characteristics of poveses
and more sparsely represent the information of them. If a
I1l. SPARSEREPRESENTATION OFPOWER TRACES suitable base is selected, the coefficients are easier to dea
A. Sparse Decomposition with than the original leakage signal.

The purpose of sparse decomposition in SCA is to use ]%SWe only consider DCT in this paper. There are 8 transform

: L fms for one-dimensional DCT, of which the second one
few sparse vectors as possible to represent the origineddea is the most commonly used. Let denote the number of

i _ n X1
signal. If a power tracer = [vg,21,...,2n-1] € R samples on original leakage signal, then ih¢h coefficient
includingn time samples can be represented by linear combj: L
: after transformation is:
nations of normal orthogonal bas@s= [y, 1, ...,¥n_1] € )
nxn then the power tr n be represen : — 2+ 1
R™*™, then the power trace can be represented as F(u):c(u)Zm(i)cos{u(l+ )}. )
n—1 o 2n
T =00 => v, (5)

x (i) is the i-th time sample of original leakage signal and

- : . c(u) is a coefficient satisfying:
If the number of non-zero coefficients in © is much

smaller thann, then x is sparse or compressible on the lL u=0
. . n’
orthogonal basis¥. In other words,©® is sparse.© = c(u) = 8)
[0o, 61, ... ,9,,L_1]T € R™*! is the sparse coefficients, and also 5
the sparse representationafon ¥. ¥ here is the sparse base nou=12--,n-1
or sparse domain. It can be regarded as a compensation coefficient, which makes

The purpose of the observation matrices such as Gauss §idpcT transformation matrix an orthogonal matrix. Foesid
Bernoulli, is to find a projection matrix that is not relatediie  .,5nnel leakageg (0) of F(0) is the DC (Direct-Current)
sparse matrix, and they reflect the observation rules fopov.omnonent and other coefficients are AC (Alternating Cujren

traces. Most of the current observation matrices are ra”d%]nponents. The complexity of DCT (nz) The Inverse
Gaussian matrices, wherein each element satisfies the horﬁ\@crete Cosine Transform (IDCT):

distribution with mearD and variance};: o
NS f i+ D)w
b0, ) NN(O,%) . (©) z (i) = \/;u;C(U)F(U)COb {U72n } (9)

Since random matrices are not related to any matrix, they dgrPerformed to recover the original leakage signal
satisfy RIP conditions required by CS with high probability
if m>c-k-log, (%) (see [11]). Here: is a small constant. C. Power Trace Observation

Another obse_rvation mgtrix i.e. Bernoulli matrix, has aﬂmen The sampling process of CS is very simple, and most of the
proven to satisfy Restricted Isometry Property (RIP) cbadi - oo mpytations lie mainly in the reconstruction of power érac
with high probability in [28]. . This reduces the workload of sampling devices or tools, and
facilitates the fast sampling of CS. If the leakage signat
B. Sparse Domains R"*1 is sparse, the sampling equipments can simply project it
The application of frequency domain analysis is very con®nto the observation matrik = [¢o, ¢1,. .., pm—1] € R™*™:
mon in the side-channel community. Power traces are not _

o . y = dx, (20)
sparse in time domain, but they are sparse when converted to
frequency domain, wavelet domain etc. Classical transfprnand obtains the low-dimensional observation vecior(as
such as FFT, DWT and DCT, were first applied to CS. FFShown in Fig.3), thus completing the sampling process. Oth-
and DCT belong to global transformation and no longerwise, the observer must project it onto orthogonal bases t
preserve features of time domain. DCT focuses on the lawake it sparse. The observation matsiixis independent of
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the sparse basi¥. Herey = [yo0,v1,...,ym—1] € R™*1 Fig. 4(b)). They are hyper-prism and hyper-sphere in high-
is the observation vector (i.e. sampling results of sangplimimensional spac&”™. Only if the optimal solution ofy = dx

equipment).y = A© (A = ®¥ = [yy,71,...,7—1]) IS falls onto the coordinate axis can the sparsity be guardntee
defined as the sensing matrix. The principleyo= ®a and In other words, the two-dimensional trace can be scattesed a
y = A© is similar, since we can make: one dimension. In fact, if;-norm andly-norm fall onto the
coordinate axis, their solutions are equivalent to the asfes
O=0'z A1) norm. |

and get® = ®UT. The observationy = & z. Matrices
¥ and ® can be employed universally in a cryptographic
implementation, and hence we only need to set them once.

Y (] T

(a) (b)
m x 1 mxXn

sparsity k
Fig. 4. The geometric meaning of the optimal solutiondehorm (a) and
l3-norm (b) in two-dimensional space.

nxl Since © is sparse, the number of unknown variables in

Fig. 3. Low-dimensional observation from high-dimensiopawer tracex Y= {\@ IS greatly reduced, \.NhICh .makes .Slgnal reconstruction
in time domain. possible. The sparse coefficiet is obtained and a power

trace x is recovered by Eq. 5. The greedy algorithms aim

Since the sizen of y is much smaller than the size © solve thelp-norm. Sincem < n, y = A© has multiple

of z, y — A© is an under-determined system of equatiOI§o|utions, this is NP-hard. If a reconstruction e @ allowed,

This is equivalent tox being compressed, and the numbe[thIS model becomes

of samples compressed is much smaller than the original argmin ||O]], ,s.t. |y — AO| < e (13)
0

leakage obtained by Nyquist sampling theoremwilfand n ) o
are very large, the dimensions of matricesand & will be However, the new model is unstable and difficult to solve

very high, which need to be optimized. It is worth mentioningirectly. This can be solved by the suboptimal solutiorigef
that matrix optimization has also been widely studied in c80rm:argmin [|O]], , s.t. |y — AO|| < € if § satisfies certain
which can solve the above problem very well. For examplgonditions [8]. The typical solutions dfi-norm are convex
the long power traces can be divided into several segmerBlimization algorithms.

and a random matrix is established for each of them to sample

leakage signals. The desired power traces can be obtained by )

recombining these segments. Moreover, the random matri€sGreedy Algorithms

can remain unchanged during the sampling. Signal reconstruction algorithms play a very important
role in accurately reconstructing the high-dimensionajioal
IV. POWER TRACE RECONSTRUCTION leakage sighat from the low-dimensional observation vector

y in CS. Greedy algorithms are the earliest and the most
widely used signal reconstruction algorithms in CS. Thermai
Different norms have different meanings. Thenorm of a idea of these algorithms is to select one or more atoms

A. Optimization

power tracese = [z (0),x(1),...,z(n — 1)] is defined as  (i.e. columns) having the greatest correlation with theremuir
- 1 residual vectorr in each iteration, and obtain the current
=], = (Z B (mp) . (12) optlma! solution to approximate and the new iteration error
b — according to the currently selected atoms. These selected

atoms have the greatest impact on reconstruction perfarenan
Thely-norm denotes the number of non-zero values on powWgs ;. 4t present. Matching Pursuits (MP) [19] and Orthogonal
trace x, [1-norm denotes the sum of their absolute Va'“eﬁ’/latching Pursuit (OMP) (improved from MP) [29] are two
and l;-norm denotes the square root of the sum of theffijely used greedy algorithms in CS. MP selects the atom
squares. Taking a two-dimensional trace as an example, ~+1 with highest matching degree between matfixand
norm [lz|[, = [z (1)] + |z (2)| represents the closed areqrent signal residual; ;:
surrounded by four lines shown in Fig. 4(a), ahdnorm

||, = y/|z1]* + |22|* represents a circle (as shown in V-1 :argﬁ?aXKTt*l"yﬂ'”'

(14)
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Heret —1 is the current number of repetitions (i.e. the current As we mentioned earlier, almost all of matching pursuit
number of observations). The residual is then decomposedasgorithms are improved from OMP. They are based on dif-
ferent mathematical principles and provide strict mathttcah
proofs. However, their algorithms are very similar and only
after each iteration. Aimost all of the matching pursuitcalg several steps need to be replaced from OMP. Therefore, we
rithms such as CoSaMP [22] and GOMP [34], are improvddst illustrate the difference between them and OMP, withou
from OMP. These algorithms preserve the atom selecti@fborating on them. An obvious disadvantage of OMP algo-
strategy of MP. rithm is that only one atom is selected in each iteration. iWhe
OMP [29] is the most commonly used algorithm in C$he number of observations increase, the runtime increases
(see Algorithm 1). The atom in the sensing mathixhaving rapidly. This can be solved by selecting multiple atoms from
greatest correlation with the current residual; is selected the observation matri® or sensing matrix\ each time.
as a new candidate atom (Step 3). It is added to the atorAnother disadvantage of OMP algorithm is that once an
matrix A, and its corresponding indeX, is added to the atom is in the candidate set, it will never be deleted. To
support setA (Step 4). For ak-sparse power trace in improve this shortcoming, two algorithms CoSaMP (Compres-
frequency domain, only: non-zero coefficients are involvedsive Sampling Matching Pursuit) [22], [23] and SP (Subspace
in the operation when the sensing matrixis used. These Pursuit) [9], which rely on backtracking are employed. S$pec
atoms are stored in matrik according to the observation rulegcally, as the algorithm iterates ( see St@ps 8 in Algorithm
used during the iteration. OMP is then updated by subtrgctid), the atoms in\ are recalculated and the non-optimal atoms
its projection on the orthogonal space of the selected at@te deleted. Specifically, CoSaMP [22], [23] selebts atoms
matrix from the observation vectay until the iterationt < & most relevant to the residual in Steps 3 and 4 of Algorithm
is satisfied (Steps 5 and 6). Since the residuisl orthogonal 1, and thek atoms with the largest absolute valuesdnare
to the selected atoms, an atomArwill not be selected twice, selected for the next iteration in Step 5. It guarantees that
thus guaranteeing the convergence of the algorithm. Mareovthere will be no more thar3 - k atoms inA, 2 - k atoms
orthogonalization guarantees the local optimal solutivedch in A and at mostc atoms are removed in each repetition.
iteration, but does not guarantee that the sum of the loda@mpared with CoSaMP, SP [9] only seleétsatoms most

r—1 =max |(ri_1,7v;)| + ¢ (15)

optimal solutions is the global optimal solution. relevant to the residual in Steps 3 and 4, it guarantees that
there should be no more thank atoms inA and2 - k atoms
Algorithm 1: Orthogonal Matching Pursuit (OMP). in support vectord, and at mosk atoms are removed in each
Input: sensing matrix\ — ®¥, sparse bas&, support repetition. The complexity of_ CoSaMP and SP@s(m - n)
matrix A, observatiory and sparsityk. and O (log (k) - m - n) respectively.

Output: estimated parametef3 and residuat-.
1 Initialization: rqg = y, Ag = 0, Ag = 0 and the number of C. Performance Criteria

lterafion = 1; There are many criteria to evaluate the performance of leaky

2 while ¢ < f do _ signal reconstruction algorithms, such as reconstrudtioe,
3 | A =argmax; |(re—1, 75| 3 _ reconstruction residual, = ||z — Z|, (also called absolute
Ifmd indexA; = A¢—1 U {)‘t}’At =AUt error), relative error and signal-to-noise ratio (SNR).e¥h
5 | O;=argming, Hy — Oy \ ; reflect the reconstruction performance of the algorithnmfro
6 | Update residuat; =y — AO; ; different aspects. _
7| t=t+1: Relative Error: Referring to the absolute error between
s end the original leakage signal and reconstructed power trage
o The reconstructed power trage— WO the relative error is defined as: )
= M (18)
OMP uses least square method to solve the minin@ym 2],
(see Step 5 in Algorithm 1). Sincg = A©, solving f () =  Signal-to-Noise Ratio SNR for the j* time sample
|y — A:O¢||, is equivalent to solving: X7 is defined as the ratio of exploitable power consumption
component to noise component:
F(©)=(y— A0 (y — AO,). (16) “OMP P |
i © _ ¢ i var (Xz)
The functionf (©) has an extreme value &) = 0, i.e. SNR= T (19)
OOl — —2AT (y — A©y). We getA]y = ATA©,, Step 5 ar(Xs,)
can be simplified by solving in side-channel attacks [20]. Hede = z, - denotes the
-1 collectedn’ power traces we introduced in Section II-B. It is
0= (ATA)) Ay (17) " defined as:
Here A} is the transformation matrix of;. Matching pursuit SNR= 20 x Ig {ﬂ} (20)
algorithm is a process of continuously selecting the atdrat t l — |l

are most conducive to reducing the reconstruction erroe Thn CS, of which the molecule represents the variance of the
complexity of OMP isO (k- m - n). original leakage signalk. The denominator represents its
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absolute error and the reconstructed power trace.
Matching Degree The matching degree of the original
signal and the recovered signal is defined as

Nl — llzl) . .
2], + ]| Iy /| ,
It is a positive number with a value between 0 and 1. Tt Zow||[| (/][I []" "1 AR e
smaller the reconstruction errep = |z — &|,, the greater & o: /|l |R || | \ |V \ 1
the matching degree, the closer to 1 thes, and the better oosk| I\ [ ! v “ ‘ 1

the reconstruction performance. 06| ,

h . . . . .
1800 1900 2000 2100 2200 2300 2400 2500
Time samples

V. EXPERIMENT RESULTS

A. Experimental Setups Fig. 6. Different operations lead to different leakage abteristics, and data-
We implement the AES-128 algorithm using assembly laféPendent leakage happens on peaks.
guage on amiT89S52 micro-controller specially designed for
side-channel attacks, with a clock operating frequency2of
MHz (see Fig. 5). The shortest instructions tak2 clock
cycles to execute. We useTektronix DPO 7254 oscilloscope
to capture leakage of the look-up table instructiadiCVvVC
A,@A+DPTR’ of AES-128, which takes 24 clock cycles. The
oscilloscope has a sampling rate of up to 40 GHz, but
does not have the function to automatically collect andesto
waveform. We obtain the waveform acquisition plug-in fron
the Tektronix company, but the storage speed is very slow. W
cannot even store the power traces promptly under 500 Ml o R TP T S e
sampling rate. So, we add about 0.5 second of empty-lo Time samples
instructions before look-up table operation. Finally, vegaire

20000 power traces, each of them includes 5000 samples. Fig. 7. The mean power consumptions of the 9 Hamming weighg-lox
outputs within a clock cycle.

Power consumption (V)

different clock cycles. The 9 mean power consumption traces
of Hamming weights from O to 8 show that data-dependent
information is leaked at high frequencies, which we callkzea
They leak the information of operands&fOV C instructions.
The time samples from 2153 to 2174 of a clock cycle in Fig. 7
clearly show the data dependent characteristics of differe
Hamming weights. Both classic DPA and its extensions (e.g.
CPA) make use of,.

B. Parameter Choice

In order to observe and compare the performance of
the algorithms OMP, CoSaMP, BP and GOMP, we use the
1801*" ~ 2600 samples to perform our CS using MATLAB
R2016b. The time samples in this segment contain obvious
leakage of intermediate values of the look-up table (as show

The rest of our experiments are performed dARadesktop in Fig. 9(a)). Moreover, side-channel sampling is usually
computer with 6 Inter(R) Xeon(R) E5-1650 v2 CPUs, 1@argeted, such as on the first round of AES algorithm. The
GB RAM and a Windows 10 operating system. It's clocloCT coefficients of a power trace transformed from time
frequency is 3.5 GHz. Since the power traces are affected éigmain to DCT domain are shown in Fig. 8. We can draw
noise, they fluctuate significantly. We use a moving averageconclusion that the leakage AT89S52 micro-controller is
filter with a 5-sample span to remove the noise. A randosparse in DCT domain, as most DCT coefficients are close
gaussian observation matrix for four algorithms is gemsetatto 0. We can also use CPA to filter out the frequencies
for each repetition. that contribute more (as CPA is performed on 1400 traces

Fig. 6 shows the power trace of a look-up table instructioon frequency domain shown in Fig. 9(b)). It can also be
(time samples from 1800 to 2500). The figure shows thabserved that the leaked information is mainly concendrate
different operations lead to different leakage charasties in the low frequency part after DCT transformation. Moreover,

Fig. 5. Our AT89S52 micro-controller.
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the number of observations we selected should be more thhanches the highest @& < 80. SP and GOMP fluctuate
200, which will also be verified in the subsequent sidesignificantly atk > 100. GOMP is the highest wheh < 75,
channel parameter choice and evaluations. FFT and DWT aahich indicates that its power trace reconstruction rezpiihe

also be used as sparse domains, although the correspondmgllest number of observations. SNR and matching degree of
experimental results are not given. CoSaMP decrease rapidly whén> 125, the relative error of

it is also much larger than other algorithmsnifis set to 320,

the SNR of 4 algorithms reaches the higheskat 45, and

SP fluctuates significantly &t > 60. This also indicates that
we may get very different results under different obseoredi

w
T

N
T

)

=
>

(]
3
g
(]
3 35 OMP
3 1M S | CoSaMP
£ 30 e sP
< . ,,/ - 54 - GOMP
! # 5]
O,Ibr M_Jrlr %20 i~ g3
[ AN 3
oMP x 2
I I I I I I I L L e CoSaMP
-1 SP 1
0 100 200 300 400 500 600 700 800 5 e COMP 5,
" . > - S
easurements 00 25 50 75 100 125 150 175 200 00 25 50 75 100 125 150 175 200
Sparsity (k) Sparsity (k)
Fig. 8. DCT coefficients of a power trace leaks froAT89S52 micro- © o)
1 - mITT——T, 12
controller.
0.9
8 5
gos s
> 8
= - = OMP ~
GOT[ o CosaMP 2
CPA performed on time domain g s "
05 @CPAP ; ; | | R —
s | ﬂ | o e
<04 | 0 25 5 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200
_5 r‘ ‘ Sparsity (k) Sparsity (k)
So3p
5
éovzf “M f ] “Hw‘ ( 1 Fig. 10. SNR (a), relative error (b), matching degree (c)t#ne consumption
g | Al H I, \‘H‘ (d) of OMP, CoSaMP, SP and GOMP under different sparsity.
got T%A} " " v) a “ '“ ,M o
oL ! M AT T (TR
0 w00 200 o mo om0 wo CoSaMP is the most time-consuming algorithm followed

Time samples

by SP (see Fig. 10(d)). It decreases rapidly to about 0 when
k > 135, the observer should guarantee that there should be
3-k atoms inA, which indicates that very largewill affect its
performance. The time consumption of OMP and GOMP only
change a little under different sparsity. Through compnshe
1 analysis, reasonableshould be between 50 and 125, which is
W M further set to 50 in the next experimentsi(if= 320, k is then
'% (F it itisitt kool set to from 45 to 60). The experimental results:ofrom 100
S el to 800 are shown in Fig. 11. The SNR of the four algorithms
continues to improve before the number of measurements
Fig. 9. CPA performed on time domain (a) and frequency doraéigr DCT reaches 320 (i.en > k-log, (%) is satisfied). OMP, CoSaMP
(). and SP achieve optimal performance whern> 300 (SNR is
about 25). This indicates thatlimits the further improvement
The original leakage signat can be projected onto theof their performance. However, the performance of GOMP is
observation matrix® if it satisfies RIP, and reconstructed bystill improving and becomes the best when> 300. The final
using at leastn > k - log, (%) observations. The minimum SNR of GOMP is about 48. This is also reflected in Fig. 11(b)
number of observations: can be quickly obtained if the where the relative errors of OMP, CoSaMP and SP decrease
sparsityk is known. Otherwise, we need to test it. In ordeto the lowest (about 0.055) when > 300, while the relative
to optimize the reconstruction performance, it is necgssarror of GOMP continues to decline and finally reaches about
to adjustm appropriately. We use OMP, CoSaMP, SP an@d.004. This also fully illustrates the superiority of GOMP.
GOMP to perform our experiments and setto 400 to test  The matching degrees of OMP, CoSaMP, SP and GOMP
the sparsity, which ranges from 5 to 200, with step widthre greater than 0.75 in all measurements (see Fig. 11).
5. SNR, relative error, matching degreeand their runtime They increase rapidly whem: < 200 and then become
under different sparsity are shown in Fig. 10. We test ttetable and are larger than 0.9950. The runtime of GOMP
reconstruction performance under different power traaad, increases rapidly, while other three algorithms changés li
the results of most of them are similar. Therefore, we onlynder different numbers of observations. Compared with the
report the reconstruction performance under a power traexperimental results under different sparsity, the pentorce
The SNR of OMP, CoSaMP and SP increases rapidly andder different numbers of measurements is more stable and

(b) CPA performed after DCT
T T T

Amplitude
o o o o o
h o > o B

o
o

1
) L‘ Ay 1

0
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s La5— Q D. Sde-Channel Evaluation
w il From the experiments in Section V-B, we arrived at the
% ' conclusion thatc = 50, m = 320 are reasonable. Here we

0.75

SNR
N
o
Relative error

compare the performance of leakage reconstruction hear

sl L 50, m = 320 under CPA. Each attack is repeated 100 times,
S L R N R B and the success rate under different numbers of obsersation
O ber ot messemens (- bt ot e Oy are shown in Fig. 13. In order to compare the performance of
© @ the CS algorithms OMP, CoSaMP, SP and GOMP, the success
ast - ow rates of CPA performed on the original leakage signals are
also given in Table II. Increasing the number of observation
will mitigate the loss of information and significantly imgpre
the reconstruction performance. The leakage reconsbructi
- performance of OMP, CoSaMP and SP is similar, and much
T e e e e e e m T lower than the success rate of CPA performed on the original

Number of measurements (m) Number of measurements (m) leakage signals. However, when the number of observatfons i

Fig. 11. SNR (a), relative error (b), matching degree (c)timeé consumption about 400, GOMP achieves almost the same success rate as
(d) of OMP, CoSaMP, SP and GOMP under different numbers ofsmrea the one performed on the original leakage signals, whioh als
LLLES shows that its reconstruction performance is much better th
the other three schemes.

o
©
&
o
&
@
S
=
3

N

o
@
&

Time (second)

Matching degree
-
k,ON O W

o

®
»
3

===+ GOMP 05

o
3
o

o

does not fluctuate dramatically. This is even more obvious f (@ OMP \ (&) CoSaMP
GOMP, which consumes more time than other 3 algorithn | [z
whenm > 350. Choosing a reasonable number of observi § | |- e
tions can reduce the time consumption, here werséb 320.

o
o

m=360|
m=400|

Success Rate
Success Rate

o
=

0.2 /
. s AT St
C. Performance Comparison =g ogs -¢ ~

10 40 80 120 160 200 240 280 10 40 80 120 160 200 240 280
Number of traces Number of traces

We randomly select a power trace. In fact, the reconstracti @sp ‘ @ Gomp
performance of power traces is almost the same under -
same observation matrix. The algorithms OMP, CoSaMP, E
and GOMP can reconstruct power traces well whes 50
andm = 320 (as shown in Table | and Fig. 12). The blue line
and red line represent the original and the reconstructegpo
traces. They overlap in most regions when the matching @eg o o i 00 20 20 "o v o t20 w0 300 a0 280
is greater thai®.9950. This shows that only 320 samples nee.. Number of races Number ofraces
o be collected to reconstruct the leakage of 80_0 Samplesrunglg. 13. Success rate of CPA under different numbers of ebtensm.
CS. If we collect longer traces, the compression perforreanc
is even better. GOMP performs best, since the relative error
e, i1s smallest, of which the corresponding SNR is also the

Success Rate
Success Rate

largeSt' ThlS alSO Veriﬁes the COﬂClUSiOﬂ that SNR Of C;()l\/”:-)rHE SUCCESS RATE OK:PAWI—TI’EANBI/;TETIAICKING THE ORIGINAL LEAKAGE
is the highest wherk = 50 in Fig. 10. Althoughe,. of OMP SIGNALS IN TIME DOMAIN.
is larger than that of GOMP, the matching degree of it is
better. This indicates that partial overlap has an importan Number of traces| 10 | 40 | 80 | 120
impact on the overall performance evaluation. Therefore, w Success rate | 0.02 | 0.37 | 0.81 | 0.95
need to integrate a number of criteria when comparing the Number of traces| 160 | 200 | 240 | 280
performance of power trace reconstruction algorithms. Success rate | 0.99 | 1.00 | 1.00 | 1.00
TABLE | . . .
LEAKAGE RECONSTRUCTION PERFORMANCE ODMP, COSAMP, SPAND The success rate under different sparsity lekelhenm is
GOMPON AT89S52 MICRO-CONTROLLER set to 320 are shown in Fig. 14. Sparsity has a great impact on
the performance of OMP, CoSaMP and SP, and the increase
algorithms | er SNR a | time (second) of sparsity will significantly improve their performanceow-
OMP 0.0647 | 23.7766 | 0.9993 | 0.017782 ever, GOMP does not change much even when the sparsity
CoSaMP | 0.0573 | 24.8361| 0.9971| 0.092189 k varies from 25 to 100, and its performance is still good at
sp 0.0607 | 24.3335| 0.9958 | 0.044551 very low sparsity (the performance wheéns 50 can be found
GOMP | 0.0538 | 25.3873| 0.9992 | 0.055530 from Fig. 13).

As can be seen from Figs. 13 and 14, with the increase of
sparsity and number of observations, the change of reaomstr
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Fig. 12. Leakage reconstruction using OMP, CoSaMP, SP anM@S@he original leakage signal (blue) and reconstructedepdrace (red)).
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Fig. 15. CPA on the estimate® under OMP, CoSaMP, SP and GOMP.
Fig. 14. Success rate of CPA under different sparsity lekels

domain, but we do not always require time domain infor-
tion performance gradually decreases, which also shows theation. After all, the purpose of side-channel attacks is to
the information leakage of our AT89S52 embedded systemcover the key as efficiently as possible. Moreover, due to
mainly occurs in the low frequency part. Compressive s@nsithe characteristic of DCT and other algorithms, the high
can be used in image, voice and so on. Their requiremédrgquency part of the information may be lost. Since thelcloc
of signal reconstruction can be appropriately lowered¢esinfrequency of our AT89S52 micro-controller is 12 MHz, and
minor changes will not significantly affect the results oéach instruction contains at least 12 clock cycles, thealgak
reconstruction. However, the leaked information is reéldct can still be sampled by using DCT based CS. Otherwise, we
in the subtle changes in power consumption, which imposave to adjust the sparse domain and compressive sampling
higher requirements for reconstruction. A good algorithralgorithm accordingly.
should be of low complexity, enables the side-channel kétac Each sparse basis selected has the greatest impact on resid-
to be performed on the original leakage signals, and tQ@l error in matching pursuit based power trace reconstmict
reconstructed power traces should have similar performanc~a|gorithm5, The impact of sparse coefficients graduallykeaa

Operations such as power trace reconstruction can be peith iterations. Therefore, we can reduce noise, improtaeht

formed on the desktop computer. Power trace reconstructiguccess rate and save a lot of leakage reconstruction time
makes it easy for us to observe information leaked in tiniewe select the former part of sparse coefficients to launch
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Fig. 16. Success rate of CPA under different observatianperformed on
sparsity coefficients.
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Fig. 17. Success rate of CPA under different sparsity lekgterformed on
sparsity coefficients.

Our experiments performed on an AT89S52 micro-controller
clearly demonstrate that CS can use a sampling rate much
lower than the original one to obtain similar or even equiv-
alent sampling performance. It projects the original |gpka
signals onto the observation space, and obtains the oliegrva
samples far below the original dimension. For sampling, CS
transfers a large amount of computation from sampling dsvic

to advanced processors, so that the compute-intensiverpowe
trace reconstruction can be carried out fast without distor

For storage, CS can compress the power traces at a higher
compression ratio than classical compression, thus making
storage space more efficient. Experiments fully illustriue
advantages and practicability of compression sampling and
storage of power traces.

In this paper, we only introduce the basic techniques of
CS for leakage sampling and verify its effectiveness by ex-
periments. There are many studies on sparse representétion
signals, observation matrix design and signal reconstnuct
which could be applied to the leakage sampling problem.
Moreover, this paper only considers the compressed samplin
of chips whose leakage can be well concentrated in the low-
frequency part of the signal. Nowadays, many complex chips
and devices induce leakages in the high-frequency part of
signals. The application of CS on these devices is also an
interesting research direction. As such, we believe thevor
this paper provides a new research direction in SCA which has
many avenues for investigations and opportunities fogrt
improvements.
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