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Through digital transformation, lots of personal data are captured, but individuals often do not have own- 
ership or control over them. This results in the emerging Web 3.0, where people demand data sovereignty. 
There are actually two conceptually related terms, data sovereignty and digital sovereignty. This paper first 
explains these two concepts in terms of their points of focus, guiding principles, laws and regulations require- 
ments, and then analyses the requirements and technical challenges of their implementation. To understand 
the emerging trend shift in digital sovereignty towards individuals taking control of security and privacy pre- 
serving over their own digital assets, this paper conducts a systematic review and analysis on Self-Sovereign 

Identity (SSI), which is a user-centric decentralized model and autonomy for an individual to self-determine 
the access and use of one’s identity and credentials. The review covers existing SSI solutions and points out 
that an efficient key management system, the scalability and interoperability of the solution, and a well- 
established standard are some of the challenges for SSI deployment. Finally, the paper concludes with open 

issues about digital identity, including dynamic attributes, persona, and attribute ownership, that challenge 
the current reference architecture of SSI as well as its implementation. 
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 INTRODUCTION 

or decades, cyberspace has already become the operational environment for technology innova-
ions such as smart cities, industry 4.0, and FinTech. Advances in emerging technologies, including
G telecommunication, Internet of Things (IoT) , data analytics, and artificial intelligence (AI) ,
ave resulted in the acceleration of digital transformation with the pervasive adoption of digital-

zation in the economy and society. Digitization refers to the process of encoding analog data into
achine-readable digital formats for storage, transmission, and information processing. With the
ovement toward big data, the amount of data generated and collected in the digitization pro-

ess has increased exponentially. Very often, these data are people’s personal data that are closely
elated to their online activities and behaviors; they are identifiable via people’s online identity.
his leads to digitalization , which is an eventual technological trend that leverages technologies

o transform the digitized data into some quantifiable knowledge that can be used for decision
aking. 
With cyberspace being interwoven into the fabric of people’s daily lives, a lot of personal data

re being captured inside. These data often cover individual personal information in the form of
ersonally identifiable information (PII) , online profiles, activities, and behaviors. In other
ords, it is an individual’s digital shadow or identity relating to her/his life in cyberspace. Cur-

ently, these data are often in the hand of big third-party technology companies such as Google
nd Amazon, who use their online social and e-commerce platforms to collect these user data
or big data analytics and Artificial Intelligence (AI) related activities such as business decision
aking and personalized recommendations. From the data owners’ perspective, consumers do
ot have much “content right” (or sovereignty over content), which is defined as the capabil-

ty of a data owner to decide the destiny of his/her data. They might not be able to define how
heir data privacy should be preserved, nor to decide how their data should be used, shared, and
nterpreted. 

Even worse, the problem of data sovereignty or consumer content rights is much more com-
licated than it appears. With advances in IoT, data analytics, and AI, people’s awareness and
emand for privacy preserving and sovereignty on their own data increase. At the same time,
eople’s mindset on data protection is also shifting, from securing data to preserving privacy of
ata [ 1 ] and finally sovereignty [ 2 ] over data. This evolution of user requirements is rooted from
he people’s willingness to open up and share their data actively, as is shown in social network
or end-users and data sharing network from the government (e.g., data.gov.xx, where xx is the
bbreviation of a country such as ca, sg, and au), and the need of collaboration among different
ata owners for intelligence and value co-creation. This kind of mindset shifting is also reflected
n the evolution of the web, from Web 1.0, Web 2.0, to Web 3.0. 

Web 3.0 (Web3) [ 147 ] is defined as the third generation of the evolution of web technologies; it is
he foundational layer for how the internet is used, providing website and application services. Web
.0 is still evolving and being defined, and as such, there is not a canonical, universally accepted
efinition. What is clear, though, is that Web 3.0 will have a strong emphasis on decentralized
pplications and make extensive use of blockchain-based technologies. As a matter of fact, the
hree fundamental characters of Web 3.0 that people agree on are decentralization, blockchain,
nd token economics. One unique characteristic of Web 3.0 over the previous generations is that
hile Web 1.0 focuses on “read” only, Web 2.0, on “read/write”, and Web 3.0 on “read/write/own”.

n other words, data and digital sovereignty is a distinct feature for Web 3.0. 
With the omnipresent digital literacy in smart nations, digital sovereignty is getting increasing

ttention and demand from the perspective of people’s ownership, custody, and control over their
wn digital assets to the inalienable user data rights of exercising self-determination on their data
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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estiny. It is observed that such a shift of empowering an individual to have complete control over
heir digital data, including her/his discretion on what to share and with whom, called the digital
overeignty, is often built on top of the concept of digital identity [ 3 ]. A digital identity of a person is
 set of validated digital attributes and credentials of the person in the digital world, like a person’s
dentity in the real world [ 4 –7 ]. It gives a comprehensive description of a person, covering both
is/her basic properties such as gender, age, identity card number, phone number, . . . , and so on,
nd the dynamic behavior of the person (e.g., online and browsing patterns on the web). At this
oment, one important use of digital identity is to get a subset of the attributes as identifier for

uthentication and authority of the person in cybersecurity [ 8 –13 ]. Note that however, the impact
f digital identity has already gone beyond cybersecurity to explainable AI. 
The increasing demand of sovereignty on digital identity results in the research on “Self-

overeign Identity” (SSI) . SSI is a new decentralized identity model that has the potential to
olve the problems of digital identification and authentication, and to give individuals full control
f their digital identity. Research efforts of SSI in recent years result in the development of stan-
ards, protocols, reference architecture, and technologies that accelerate and facilitate the wide-
pread adoption and deployment of digital identity. 

This paper focuses on the sovereignty aspects of the extended concept of digital identity, per-
orms a comprehensive survey on data and digital sovereignty, and conducts a systematic literature
eview on SSI to understand the current state of the art of this paradigm. The main contributions
f this paper can be summarized as follows: 

(a) This paper defines the concept behind digital sovereignty and provides an in-depth un-
derstanding about the nature of digital sovereignty and its importance to support digital
transformation in the society/economy. It points out the ongoing emphasis and existing
research of this topic, which covers from policymaking, regulations, and law enforcement
to technical challenges of implementing digital sovereignty system platform. 

(b) It introduces the data sovereignty concept which is often related to indigenous data gov-
ernance on the right of indigenous peoples. This provides a more complete and holistic
view of data sovereignty from the early days of the wishes and desires of the indigenous
people to the challenges for the execution of the sovereignty rights. 

(c) It conducts a systematic review on data and digital sovereignty as well as the implemen-
tation model of SSI based on a set of research questions as the review framework. This
set of research questions is not restricted to the architecture implementation of tradi-
tional identity concept but also investigates the sovereignty requirements and guidelines
of defining digital identity. Both the fundamental research questions and open challenges
will be discussed. 

The rest of the paper is organised as follows: Section 2 and 3 present a comprehensive systematic
eview of data sovereignty and digital sovereignty, respectively. Section 4 presents a detailed sys-
ematic review of SSI covering the research methodology adopted, the research questions (RQs)
nd their corresponding results. Section 5 gives a summary of the related work. Finally, Section 6
oncludes the paper. 

 DATA SOVEREIGNTY 

he notion of data sovereignty is actually not new. It often focuses on the struggle of indigenous
eoples to reclaim sovereignty over their land, culture and heritage. Data sovereignty, according
o Wikipedia [ 17 ], “is the idea that data are subject to the laws and governance structures within
he nation it is collected”. Earlier research on this topic was mobilized by indigenous scholars who
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Fig. 1. Word cloud of “data sovereignty” papers. 
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oice the rights of indigenous peoples concerning the collection, ownership and application of data
bout their people, lifeways and territories [ 18 ]. Thereafter, a survey by Couture and Toupin [ 19 ]
hows the trend of growing interests on the research topic “data sovereignty” since 2015 to 2018. In
his period, the academic and non-academic literature contributions are 89 and 2,459, respectively.

e also did a search in Proquest central on the keyword “data sovereignty” from 2018 till 2021
nd after filtering out the non-relevant papers, we narrowed down to a collection of 263 academic
eer-reviewed, full-text papers. A sample word cloud generated from these 263 papers is shown

n Figure 1 . Prominent words observed from the word cloud are ‘indigenous’, ‘control’, ‘access’,
policy’, ‘personal’ and ‘protection’. This aligns with the long-term research that situates on the
arger struggle and wishes of indigenous peoples, especially in the Anglo settler–colonial CANZUS
ountries (Canada, Australia, New Zealand and the United States) [ 20 ], to reclaim sovereignty
ver their land, body, and culture. The movement toward open data and open science does not
ully engage well with the indigenous people’s rights and interests. Their voices and rights are
issing with respect to the concern of the “collection, ownership and application of data about

heir people, lifeways and territories” [ 21 ]. There needs to establish indigenous frameworks and
xecutable principles on the collection and/or creation of indigenous data, to assert greater control
ver the application and the use of indigenous data and knowledge for collective benefit, and to
acilitate increased data sharing among entities. This provides the initial humanity and sociological
cience research perspectives on data sovereignty. 

With advances in technologies and access to the internet, coupled with the digital transforma-
ion for our society and economy, the discussion on data sovereignty has been expanding to cover
 wider scope. According to the World Bank [ 22 ], by 2022, global internet traffic is expected to
each 150,000 GB of traffic per second, a 1,000-fold increase compared with the 156 GB in 2002. As
rganizations become increasingly global and interconnected, issues related to data security and
rivacy have become more complex. Questions like where the data actually resides, who owns it,
nd what regulations should it be subject to, . . . , and so on, all become critical considerations for
rganizations in compliance with the regulations of the country in which business is conducted.
owever, data should also be governed by regulations specific to the region from which the data
riginates. Failing to meet the compliance can result in hefty fines or criminal offenses. This was
vident in the word cloud from words like ‘governance’, ‘privacy’, ‘regulation’, ‘security’, ‘plat-
orms’, ‘infrastructure’ and ‘cybersecurity’. 

Usually, data sovereignty can be understood from two aspects. The first aspect is on the work-
ng principles. Data sovereignty will inevitably be related to the discussion on indigenous people’s
ights and wishes to have control over the access of their data. Two basic principles are proposed:
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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he CARE and FAIR principles. The CARE principles for Indigenous Data Governance are created
o advance the legal principles underlying collective and individual data rights in the context of the
nited Nations Declaration on the Rights of Indigenous Peoples (UNDRIP) [ 23 ]. CARE is

n acronym that stands for Collective Benefit, Authority to Control, Responsibility, Ethics
 24 ]. It is the first attempt to outline collective rights as part of the movement to open up data. It
rovides external data stakeholders with guidance and advice on governance practices and stew-
rdship responsibilities for indigenous data. While CARE can be considered as part of the open
ata movement, the principles are still at the conceptual level. There needs to develop criteria
nd tools to implement the principles, in particular those related to data sharing standards such
s FAIR (findable, accessible, interoperable, reusable) [ 25 ] by considering power differentials
nd historical contexts. Developed in the Netherlands in 2015, the FAIR principles have since been
aken up as a way of sharing data that will maximize the use and re-use of data. The rationale
ehind FAIR is to support data and knowledge integration and to promote sharing and re-use of
ata. Compared to CARE, the FAIR principles are more aligned to technical principles from an
mplementation viewpoint. They are related to how data can be searched, retrieved, shared, trans-
erred, and reused across different IT systems, platforms, and environments. Technology will be a
ritical mean to operationalize these principles and to facilitate the execution of indigenous peo-
le’s sovereignty and self-determination. In essence, the principles for indigenous data governance
equire enacting FAIR, but with CARE. 

The second aspect is related to the regulatory requirements. Data sovereignty is closely linked
o the laws and regulations of the countries where the data resides. It refers to the concept that
he data an organization collects, stores, and processes are subject to the nation’s laws and general
est practices on where it is physically located. Another closely related term is data residency.
ata residency is what a business or government specifies the geographical location where its
ata should be stored. Thus, at its core, data sovereignty is about protecting sensitive and private
ata, ensuring it remains under the control of its owner in the specified country. In simple terms,
his means that a business has to store the personal information of its customers in a way that
omplies with all the data privacy regulations, best practices, and guidelines of the host country.

ith regulations like the European Union’s General Data Protection Regulation (GDPR) [ 26 ]
etting the bar for data privacy protection, it will be more important than ever for organizations to
roactively safeguard their sensitive customer and employee data – where and how data is stored
nd shared. In the U.S., the California Consumer Privacy Act (CCPA) [ 27 ] has similar objective
o give California residents greater control over how their data is used and stored. 

The principle of the laws on data sovereignty is that data belongs to the jurisdiction of the
ation-state where it is originally held in binary form. Earlier research efforts on data sovereignty
ainly focused on the humanity and sociological aspects conducted by researchers who work
ith the data (or asset) owners. However, data sovereignty principles such as CARE and FAIR lack

mplementation and technical details to execute them. The same argument goes to the defined
r legislated laws revolving around data sovereignty and intended protection, which also require
echnology support to enforce them and to execute the regulations and policies automatically. In
ummary, due to the lack of operational details, implementation mechanisms and enacting systems
o execute and realize the data sovereignty principles and laws, it is a big challenge to govern the
tewardship and application of data to fully assert sovereignty on the locally hosted data that the
aws are designed to protect. With digital transformation that enables data to transcend geopolitics
nd economics, nation-states will need to reassert their authority to protect their citizens and
usinesses. They need to look at data sovereignty over a wider digitalized spectrum, that is, digital
overeignty. Thus, an understanding of what digital sovereignty is and its existing research is
ecessary. 
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Fig. 2. Word cloud for “digital sovereignty” papers. 
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 DIGITAL SOVEREIGNTY 

igital sovereignty is a key issue of concern and challenge in digital economy and society. Digital-
zation has already become a major driver that transcends geopolitics and economics with waves
f technological innovations, especially in AI. This acceleration in digitalization or digital trans-
ormation is aligned with the realization of the power of data in which a complex ecosystem of
ntities collects, analyzes, and trades the value that may be extracted from the collected data. In
his transformation, despite the fact that lots of personal data are captured, individuals usually
ave no ownership or control over them, thus resulting in the privacy and sovereignty issue. It is
herefore necessary to have control over the ownership, custody, and utilization of these data, and
o protect one’s digital assets and identity through proper data governance, cybersecurity control
nd privacy protection. 

According to the definition document drafted by the EU Federal Chancellery [ 22 ]: “Digital
overeignty describes the ability to shape the digital transformation in a self-determined manner
ith regard to hardware, software, services, and skills. Being digitally sovereign does not mean

esorting to protectionist measures or doing everything yourself. Being digitally sovereign means,
ithin the framework of applicable law, making sovereign decisions about the areas in which

ndependence is desired or necessary.”
A survey by Couture and Toupin [ 19 ] shows the research focuses on the topic of “digital

overeignty” and the trend in the interests under this topic. In the period of 2015 to 2018, the
cademic and non-academic literature contributions are 22 and 239, respectively. We did a similar
earch in Proquest central using the keyword “digital sovereignty” from 2018 till 2021 and nar-
owed down to a collection of 39 relevant academic peer-reviewed, full-text papers. Compared
o data sovereignty, digital sovereignty is still a relatively new topic area. A sample word cloud
n these 39 papers is shown in Figure 2 . A glance at the word cloud can reveal keywords such as
overnments, national, states related words like ‘commission’, ‘Europe’ (‘European’), ‘political’ and
regulation’ which align with a nation’s desires to have sovereignty over the control and autonomy
f the data. The focuses are reflected in prominent words like ‘technology’, ‘security’, ‘internet’,
infrastructure’, ‘services’, ‘cloud’, ‘platforms’, ‘privacy’ and ‘cybersecurity’. It is observed that re-
ent papers have shifted their discussions and focuses to the execution of digital sovereignty and
heir corresponding implementation technologies, infrastructures, and cloud platforms. This is in
ync with the time (April 2016) when Christopher Allen discussed in his blog on digital identity
ssues, internet identity and his vision which he called “Self-Sovereign Identity” [ 140 ]. 
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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There are also security and cybersecurity concerns relating to privacy and data integrity as a
esult of the AI movement [ 28 ]. In our study, we observe that EU is commonly cited and linked
o their efforts of asserting digital sovereignty with implementations of regulations. A commonly
ited regulation in supporting digital sovereignty requirement is the European General Data Pro-
ection Regulation (GDPR) which grants and protects privacy rights to individuals located in the
U when their personal data is processed by non-EU companies that offer goods or services to
hem or monitor their behaviors. 

Most of the papers surveyed view digital sovereignty from the government and regulatory per-
pectives - the government as the central authority to protect its citizen’s privacy and data rights.
n closer examination of the word cloud, words like ‘individual’ are also observed. This suggests

hat the research focuses on individuals’ human rights to have personal control on the owner-
hip and ethical use of their data. Compared to the word cloud generated for data sovereignty in
igure 1 , the words ‘personal’, ‘control’ and ‘ownership’ are also visible, suggesting the need of
ndividuals to have sovereignty over their data, whether in analogue or digitalized form. Thus, the
oncepts of digital sovereignty are not limited to the control of the state over the use and design
f critical digital systems and the data generated and stored therein, but also for its people, on the
ndividual level [ 19 ], to regain custody and control over the security and privacy of their own data.

From the computer science research point of view, digital sovereignty requirements need to be
ligned with data security and privacy issues [ 29 –31 ] and require the adaptation of the informa-
ion security triad principles: confidentiality, integrity, and availability. Digital sovereignty on an
ndividual basis cannot be ignored. Therefore, in the next two sub-sections, digital sovereignty
s going to be viewed from two perspective levels: the national level and the individual level
 27 , 32 –34 ]. 

.1 National Level 

n the national or state level, the term digital sovereignty has been used by the governments to
onvey the idea that states should reassert their authority over the internet and protect their cit-
zens and businesses by putting up regulatory requirements on the digital infrastructure within
heir territories and the data of their people inside these infrastructures. However, with the domi-
ant position of big tech companies such as the ‘GAFAM’ (Google, Apple, Facebook, Amazon,
icrosoft) in the provisioning of cloud computing and social media, data of citizens and compa-

ies are now stored in the cloud of these big tech companies. Thus, nation-states of non-big tech
ompanies would like to reassert their authority [ 35 ] and control over the data and its usage. In
he case of EU, in recognizing the importance of retaining this sovereignty and to constrain the
platform power’, the EU has channeled its efforts into tighter and more comprehensive regula-
ions over the tech sector. To some extent, this can be viewed as a full-blown defense of Europe’s
igital sovereignty, making Europe to become the world’s leading “regulatory superpower” [ 33 ].
n addition, governments in the European Council, more specifically Germany, announced their
ntention “to establish digital sovereignty as a leitmotiv of European digital policy” [ 32 ]. 

This movement attempts to reassert the government’s authority over cyberspace [ 25 ] and to
rotect their citizens and businesses from the challenges of not having control over their data.
wo notable EU project initiatives are the GAIA-X cloud initiative by Germany with the support
rom France, and the European Cloud Federation initiative. The GAIA-X cloud initiative, launched
n 2019 [ 36 ] by the German Federal Government, aims to create its own European offering of
loud infrastructure, services, with data being explicitly guided by the principles of sovereignty-
y-design. Under this design, the customer has full control over the storage and processing of
he data and access thereto. The infrastructure aims to meet the highest standards in terms of
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 



61:8 K. L. Tan et al. 

d  

e  

E  

p  

d
 

t  

W  

a  

s  

s  

o  

i  

t  

a  

p
 

l  

p  

r  

s  

fi  

s  

s  

t  

n  

[

3

D  

v  

f  

o  

i  

t  

u  

b  

a  

s
 

c  

i  

s  

t  

t  

s
 

a  

A

igital sovereignty and foster innovation. GAIA-X is in line with the existing EU’s GDPR that
stablishes key privacy requirements of handling data for European individuals or businesses. The
uropean Cloud Federation initiative sets the standards for interoperability between providers and
ortability of data, where cloud providers will be expected to offer a choice as to where (personal)
ata are stored and processed, without otherwise requiring storage in Europe. 
From the digital sovereignty perspective, the GAIA-X project is a more viable and promising ini-

iative, but it requires a high degree of commitment and coordination from the EU member states.
ith the lack of binding European cloud policies, the cloud choices available to EU member states

re through outsourcing, resulting in the requirements only subject to the country where the cloud
ervices are provided. Outsourcing also brings the risk of vendor lock-in and this threatens digital
overeignty [ 37 ]. Usually, major market players only offer limited interoperability and portability
f data and applications. They can use their own standards and build their own private internet
nfrastructure, making any interconnection with other parties difficult, both in terms of infrastruc-
ure and data exchange. In addition, dependence on foreign providers might result in the control
nd requirements from other countries, which might have different rules concerning espionage,
rivacy, and government access to data. 
From the cybersecurity perspective, undermining digital sovereignty results in risks such as the

ack of control over the platforms and environment where the data reside and the level of data
rotection inside. Even though extra requirements can be put in the service level agreement as
emedy, the nation-states will inevitably face a spectrum of threats to their data, ranging from
ystematic theft of intellectual property, digital extortion, targeted misinformation, systematic in-
ltration of social media [ 34 ], to the influence on elections and democratic processes. For digital
overeignty at the national level, to ensure the controls of the digital assets that the nation-states
eek to protect, there is a need for them to re-evaluate their data infrastructure and digital policy
hat contribute to the development and execution of digital governance. At the same time, they also
eed to cope with its geo-economic and geopolitical implications to foster multilateral cooperation
 35 ] at the international level. 

.2 Individual 

igital sovereignty is not only the wishes of nations but is also the wishes of their citizens as indi-
iduals. Emphasizing the importance of individual self-determination, digital sovereignty should
ocus on the autonomy of citizens, in their roles as employees, consumers, and individual users
f digital technologies and services, to determine who gets access and uses their data [ 32 ]. An
nteresting aspect of this is the departure from a state-centered understanding of sovereignty to
he individual perspective. Instead of viewing sovereignty as the prerequisite to exercise authority
nder the government regulation and policies in a specific territory, digital sovereignty should
e viewed as the ability of an individual to take actions and decisions in a conscious, deliberate
nd independent manner over the access and handling of her/his data [ 31 , 32 ], that is, the self-
overeignty over one’s data [ 27 ]. 

Digital transformation has brought data to the core of innovation that requires sharing, ex-
hange, and learning of the data that transcends through geopolitics and economics, for example,
n AI [ 28 ] or IoT [ 38 ]. The data being shared or utilized by these innovative services are often per-
onal and sensitive in nature. And individuals should have sovereignty to control and authorize
he usage and access of their data, and the details of the disclosure [ 33 ]. In other words, digi-
al transformation and utilization of these personal and sensitive data challenge the privacy and
overeignty of an individual. 

Currently, big tech companies (e.g., GAFAM) are in a unique position to collect, harvest, and
nalyze data generated through the online activity of an individual user on their platforms [ 34 ].
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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here are significant concerns about the handling of these sensitive and personally identifiable
ata [ 27 ] because these data can provide crucial insights about individuals’ behavior and online
ontent consumption. There are also concerns that GAFAM’s harvesting of data can open the door
o manipulation of online public discourse. To make the situation worse, individuals’ personal data
nd information are often captured and harvested by these corporations without the knowledge
nd approval from the data owners. All these explain why digital sovereignty is important to an
ndividual. As a data owner, it is important for him/her to exercise her/his rights and control the
sage and sharing of his/her data [ 32 ]. 
Another fundamental consideration of regaining control of an individual’s data is related to

he identity management for individuals [ 27 ]. Identity is the key to put access control policies in
lace, identify where data assets are stored, what can be accessed, and for establishing trust be-
ween parties. To an individual, the security and privacy protection of his/her online identity is
f particular concern, and this has direct connection to the execution of one’s data sovereignty
ight. To address the increasing need for online identification, there has been a proposal to cre-
te an eID (electronic identity or digital identity) of each citizen by the government. This is
ighly relevant in EU, where citizens are expected to have higher privacy preservation as users of
nline platforms. However, the solution being offered currently is mostly for access only to digital
overnment services [ 37 ], while the authentication in the private domain is still left to the major
oreign platforms, such as Facebook, Apple, Amazon, Google, Alibaba, or Tencent. Furthermore, in
 centralized identity management system, individuals need to rely on a central authority to keep
afe of their personal information that is used to verify their online identities. Cases of identity
heft are prevalent in the past few years when identity data stored in central authority platforms
re stolen and used for malicious purposes. On top of this, the central authority can also monitor
he online transactions of an individual based on the identity verification requests that it receives
or that individual. With these data likely to be kept by the platforms, this explains why individual
rivacy and digital sovereignty are becoming issues of concern. 
In the context of sharing personal and sensitive data for use by AI and machine learning ap-

lications [ 28 ], privacy and data security, and the ability for individuals to control the level of
ccess and disclosure of details are a deterrence to individual’s decision to share. To ease the con-
erns, there are privacy-preserving data mining (PPDM) methodologies [ 14 ] to protect and
reserve the privacy of data owners. The PPDM methods are designed to guarantee a certain

evel of privacy, while maximizing data utilization so that data mining can be performed on the
ransformed data efficiently and yet the privacy of the data owner is still preserved. The privacy-
reserving methods work by withholding sensitive information about the data owner, and thereby
ontrolling the selective use of information. Other than privacy preservation methods, there are
lso privacy-enhancing techniques that ensure the privacy of personal and sensitive data while
upporting useful utilization of these data for machine learning and computation. Some of these
rivacy-enhancing techniques include secure multi-party computation [ 39 ], differential privacy
 15 ], fully homomorphic encryption [ 16 ], and zero-knowledge proof (ZKP) [ 40 ]. 

Though these privacy-preserving and enhancing methods and techniques are available to pro-
ect data owners’ privacy, the level of privacy is usually not decided by them but by the data
ustodians without seeking any consent from the data owners [ 41 ]. Most of the time, this does
ot align well with the privacy level that an individual, as a data owner, desires or is comfortable
ith. The data being shared by individuals can contain identifiable personal data that can relate

nd link to their personal lives and thus traceable to their online activities. Data owners should
ave the rights and authority to control the level and details of their own identifiable personal
ata to be shared. In addition, data owners should have the autonomy to decide whether they are
illing to participate in the sharing, the destination of their data and how they should be used
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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r handled. The intention of sovereignty is not just to have individual’s data records locked away
n fragmented organizational silos and not easily accessible and resulting in reduced access and
tility, but to leave it to individual, as the rightful owner of the data, to have the sovereignty to
ontrol and decide. 

In addressing the governance of one’s digitalized data, a new category of digital sovereignty
laim has emerged in recent years. Emphasizing on the desire and the need of individuals to take
ontrol and claim back over the management of their digital identity (including personally identifi-
ble information (PII) as well as traits and behavioral data that can identify the individual’s online
igital self), a category on self-sovereign identity (SSI) was proposed [ 27 ]. SSI is a paradigm to
ecentralize the storage and management of an individual’s identity and credentials, and to allow
im/her to maintain control over his/her identity across different services. With SSI, autonomy

n managing services related to identity and credentials can be achieved. To have a deeper un-
erstanding of SSI, a systematic literature review is conducted to compile an in-depth study and
nalysis of the SSI paradigm. 

 SELF-SOVEREIGN IDENTITY (SSI) 

SI is a decentralized approach that empowers individuals to have complete control and ownership
f their data and be able to decide what data to share and with whom. It enables an individual to
ave autonomy and control over their identity and personal data with self-determination on the

evel of data to be shared, used, and handled. SSI research has gained much research focus and
nterest in recent years. Hence, a detailed and comprehensive systematic literature review on SSI
s conducted to provide a good understanding of this topic, covering both the current research
ocus and its trend. 

.1 Research Methodology 

o conduct the systematic literature review of SSI, this paper uses the Kitchenham’s guidelines
 42 ] and follows the software development lifecycle (SDLC) methodology. The Kitchenham’s
uidelines cover three phases of a systematic literature review: planning the review, conducting
he review and reporting the review. Software development lifecycle (SDLC) methodology refers to
he continuous process which starts with the launch of a project and ends when the full exploita-
ion is removed [ 146 ]. Usually, it covers five stages, namely, planning and requirements analysis,
esigning project architecture, development, testing, and deployment. With respect to this paper,
he background information about SSI is first given before the SDLC phases are taken up. Then the
tages that are adopted to the SDLC protocol are shown in Figure 3 , with their research questions
ligned to these three phases: requirements analysis, architectural design, and implementation. 

.2 Research Questions 

n view of the various information, entities, stakeholders and technologies in SSI research and
evelopment, some background information of SSI is first provided before proceeding to provide
 systematic literature review from a software engineering perspective. The study of SSI can be
ivided into three main SDLC phases, namely, requirement analysis, architectural design, and im-
lementation. Furthermore, as is shown in Figure 3 , this paper adopts the SDLC phases and groups
he research questions according to the phase they belong to. The requirement analysis phase anal-
ses the issues and problems that the SSI design needs to satisfy. The architectural design phase
eeks to understand the design of the architectural structures and components for the SSI solu-
ion as well as the supporting standards and processes, Finally, the implementation phase gathers
he development works and the challenges faced. Explanations on how the research questions are
erived will be elaborated next. 
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Fig. 3. Research questions mapping to software development lifecycle practice. 
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4.2.1 Background Information. To understand SSI, it is important to have a good understanding
bout the background of SSI and the problems it is addressing. Thus, there are three main questions
isted below. Note that we use RQ to stand for “research question”. 

• RQ 1.1: What is self-sovereign identity (SSI)? 
◦ To understand the definitions of SSI provided by researchers. 

• RQ 1.2: What problems is SSI addressing? 
◦ To know the benefits and objectives of SSI solution. 

After learning the background and objectives of SSI and with an overview of the problems it is
ddressing, 

• RQ 1.3: What are the properties and principles of SSI? 
◦ To list and explain the various principles and properties used in this field of SSI, as

elaborated by the literatures surveyed in this paper. 

4.2.2 Requirement Analysis. Knowing the problems that SSI wants to address, 

• RQ 2.1: Which areas/domains and fields do researchers focus on? 
◦ To find out the areas and domains as well as the involved issues researchers are focusing

and working on. 

4.2.3 Architectural Design. With an overview on how SSI works in the requirements analysis,
he next focus will be on the architectural design of the SSI building blocks and components and
o understand what researchers focus on in their design. 

• RQ 3.1: What are the building blocks and components of SSI that researchers are focusing
on? 
◦ Architectural design may need to conform to industry standards and align with defined

regulations and policies, and 

◦ Established frameworks may exist for adoption. 
• RQ 3.2: What are the current standards, frameworks, regulations and policies for SSI? 

These RQs aim to identify the possible approaches that address the requirements during devel-
pment, and to extract the software components for the architecture design to fulfill them. 
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Fig. 4. Paper search and selection process map. 
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4.2.4 Implementation. In the implementation phase, 

• RQ 4.1: What are the current implementations and proof of concepts of SSI available? 
◦ To know the existing implementations of SSI as well as their implementation challenges.

• RQ 4.2: What are the implementation and deployment challenges being faced? 
◦ To identify possible challenges that future implementation and deployment of SSI needs

to address. 

.3 Sources, Selection, and Strategy 

his paper searched through the following search engines and databases: (1) ACM Digital Library,
2) IEEE Xplorer, (3) ScienceDirect, (4) Springer Link, and (5) ArXiv. Figure 4 shows the adopted
aper search and selection process. 

4.3.1 Search String Definition. The following search terms were used to select the initial studies:
(“self-sovereign identity” OR “self sovereign identity” OR “digital identity”) 
These three terms are used because the search wants to focus on the work related to the design,

mplementation, and operation/execution aspects of digital identity, and not on the conceptual
nderstanding on the sovereignty need of digital identity by its owner. Hence, the single term
sovereign" and the abbreviation ‘SSI’ were omitted as they can be related to other fields, for ex-
mple sovereign funds in the financial field and surgical-site infections (SSI) in the medical field.
o increase the number of selected studies, the term “digital identity” which is closely related to
he concepts of SSI is also included. Note that some of the digital identity papers might be filtered
ut later due to their relevance to the topic of interest. In addition, research showed that April 2016
as the time SSI was initially conceptualized when Christopher Allen discussed in his blog digital

dentity issues, internet identity and his vision which he called “Self-Sovereign Identity” [ 140 ].
hus, we decided to base our studies on publications between 2016 and 2022. As a nascent topic,

hree publications mentioning SSI were found in that year. These papers attempted to provide pre-
iminary formulation [ 155 , 156 ] and critique [ 157 ] of SSI. However, since their fundamental science
nd system implementation perspectives were very weak, they are not included in the analysis in
ection 4.4 . Note that this argument is supported by other survey papers on SSI, e.g., [ 143 , 145 ,
50 ], in which only SSI papers from 2017 onwards are included in their study. Table 1 summarizes
he captured studies in the searches conducted in May 2022, starting from 2017. 

4.3.2 Inclusion and Exclusion Criteria. The inclusion and exclusion criteria are formulated to
ffectively select relevant papers. The inclusion criteria restrict the scope of the selected studies to
lign with systematic review questions in this paper while the exclusion criteria remove unwanted
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Table 1. Number of Selected Publications per Source on Self-Sovereign Identity 

Sources ACM IEEE Springer ScienceDirect ArXiv Total 

Paper count 
(initial) 

26 (28) 94(100) 74 37 (43) 32 (43) 263 (288) 

Paper count 
(filtered) 

11 (13) 36 (40) 31 6(8) 13 (22) 97 (114) 
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tudies in terms of irrelevant types, language, and related subjects. The final inclusion criteria are
s follows: 

• Long and short papers that elaborate on SSI and the related systems, with re-
search works that give comprehensive explanations on the system components and
functionalities. 

• Survey and review papers that identify the open problems and future research trends. 

The final exclusion criteria are as follows: 

• Non-primary, short (less than five pages) and non-English studies. 
• PhD dissertations, tutorials, editorials, and magazines. 

4.3.3 Quality Assessment. A quality assessment scheme is developed to evaluate the quality of
he papers. There are four quality criteria used to rate the papers: 

• Citation rate. This is measured by checking the number of citations received by each paper
according to Google scholar. The threshold rate for a paper to be included in the survey is
five. 

• Methodology contribution. The methodology contribution of the paper is measured by
asking 2 questions: (1) Is this paper highly relevant to the research? (2) Is there a clear
methodology that addresses its main research questions and goals? 

• The sufficient presentation of the findings. Each paper is evaluated based on the availability
of results and the quality of findings. The question being asked is: Are there any solid
findings/results and clear-cut outcomes? 

4.3.4 Data Extraction and Synthesis. All the selected papers are downloaded, and the essential
nformation related to the papers are recorded in a data extraction sheet, including the title, source,
ear, paper type, venue, authors, affiliation, the number of citations of the paper, the answers for
ach RQ, and the research classification. 

.4 Results 

ased on the sources and the selection strategy, a total of 97 papers are identified [ 43 –139 ] for our
tudy. Table 1 shows the sources of the paper; and Figure 5 shows the paper count by year and the
aper type. From the figure about the paper count by year, the growing interest in SSI research
an be observed. Furthermore, most of the papers focus either on the proof of concept or on the
rototype implementation of the proposed SSI solutions. In the next sub-sections, the findings and
he gathered statistics for the RQs are first presented before we consolidate them and provide the
nal analysis and discussions. 

4.4.1 RQ 1.1: What is self-sovereign identity (SSI)?. Self-sovereign identity (SSI) is a term that
efers to the ability of an individual to own, control, manage, and share their personal information
or credentials that make up the identity) in a secure and decentralized manner, without the need
or a centralized authority or intermediary. With SSI, individuals can store their credentials in
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Fig. 5. Paper count by year and paper type. 

Fig. 6. Word cloud for SSI papers. 
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 digital wallet that they control and manage. This digital wallet is secured using cryptography,
nd the individual can choose what information they want to share with others, and they can
hoose to revoke access to it at any time. The goal of SSI is to create a more secure and privacy-
reserving system for managing personal data. By giving individuals control over their data, SSI
an help to prevent data breaches and identity theft. SSI also has potential applications in areas such
s healthcare, finance, and government services, where the ability to securely manage personal
nformation is critical. 

The first research question (RQ 1.1) is “What is self-sovereign identity?” To answer this ques-
ion, the features and the breakdown of the words in self-sovereign identity reported by each
tudy are recorded. This question helps the audience to understand: (1) what the definition of SSI
s, and (2) the focuses of researchers on SSI. To get a visual understanding of these two aspects, a
ord cloud shown in Figure 6 is generated. It shows the frequency of the words that appear in the

tudied papers [ 51 , 60 , 84 , 92 , 97 , 108 –111 , 113 , 114 , 120 , 138 ] which provide an elaborative defi-
ition of “self-sovereign identity”. The most frequently appeared and relatable words, other than
he self-sovereign identity words, include: individual, control, data, user, consent, credential, dis-
losure, authority, autonomy, security, ownership, portability, transparency, minimal, correlation,
nd ecosystem. 

With reference to the properties of SSI that are described above, which include decentraliza-
ion, security, privacy, user control, interoperability, trust, and portability, the association of the
requently occurred words with these properties are given in Table 2 . 
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Table 2. Association of SSI Properties with Frequently Occurred Words 
in SSI Papers 

Property of SSI Frequently Occurred Words in SSI Papers 
Decentralization consent, autonomy, correlation, minimal, consent 
Security data, security 

Privacy data, minimal, disclosure 
User Control individual, control, user, authority, ownership 

Interoperability data, transparency, ecosystem 

Trust data, credential 
Portability portability 
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4.4.2 RQ 1.2: What Problems is SSI Addressing?. SSI is seen as a solution to move away from a
entralized model to a user-centric decentralized model. With the shift, it attempts to address the
ollowing problems: 

(a) Identity theft and fraudulent transaction whereby a central data source captures the per-
sonal identifiable information of individual’s citizenry, biometric data, and private data.
Major research focuses include: 
• Distributed ledger architecture and identity management 
• Distributed ledger architecture for identity management [ 48 , 96 , 138 ] 
• Requirements, models, and techniques for identity management in distributed ledger

architecture [ 113 , 123 , 137 ] 
• Passport-level legally valid identity 

• Approaches to define valid identity, including decentralized biometric [ 111 ], per-
sonal traces on smartphones [ 118 ], and proof of personhood [ 89 ] 

• Design of passport-level legally valid identity [ 53 ] 
• Case study of scam bank service calls and the proposed architecture solution [ 81 ] 

• Trust environment for secure identification 

• Secure identification models, including structural and hierarchical model of iden-
tification that supports global interoperability and identification while preserving
country sovereignty [ 57 ], Self-Sovereign Identity Based Access Control (SSI-
BAC) access control model for cross-organization identity management [ 85 ], en-
riched digital identity model with multi-purpose and multi-origin attributes [ 101 ],
and human-centric paradigm [ 131 ] 

• Case studies of blockchain-based self-sovereign identity system for open banking
[ 87 ], for IoT devices [ 90 ], for refugee’s handling from humanitarian perspective 

• Verification and revocation of identity credentials 
• Management of dynamic identity credentials and their verification / revocation [ 62 ]
• Revocation and offline verification [ 80 ] 

• Securing data, its backup and recovery 

• Self-sovereign backup-and-restore protocol with audited by commits on a publicly
accessible distributed ledger [ 64 ] 

• Decentralized key recovery digital wallet solution using Shamir’s secret sharing
scheme and Hyperledger Indy distributed ledger [ 75 ] 

• Decentralization of the authentication and authorization processes to overcome the
single point of failure problems through the integration of a public permissioned SSI
framework with a permissioned consortium BC based architecture [ 117 ] 
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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• Decentralized accountability for trusted information sharing 

• Privacy for trusted SSI information sharing [ 115 ] 
• Study on decentralized control and accountability of identity related private data

[ 97 ] 
• Case studies on blockchain-based solution for personal health data (including elec-

tronic health records) sharing [ 72 , 134 , 136 ], comparison of different SSI solutions
[ 77 , 98 ], and risk delegation and private key recovery of the mobile application [ 112 ]

(b) Alignment to local regulation and policy on managing data privacy. Major research fo-
cuses include: 
• Conformance of architecture and platform design 

• Analysis of blockchain-based privacy preserving architecture with respect to regu-
lations and policies [ 77 ] 

• Blockchain architecture of smart identity wallet for Identity Internet of Things
(IDoT) [ 70 ], sovereign identity architecture [ 108 ], decentralized biometric-based
authentication protocol for identity ecosystems [ 111 ], and user-controlled resilient
identity management systems that can be used in a public transportation sector that
spans different operators in multiple countries [ 137 ] 

• Privacy preservation and mandate representation 

• Representation system that supports sovereignty and access right delegation [ 71 ] 
• Representation of SSI Based Access Control, and access control model for cross-

organization identity management [ 85 ] 
• Case study on the enhancement of third-party trust delegated by banks [ 81 ] 
• Requirements of SSI with respect to privacy preservation [ 113 ] 

• Personal data protection compliance 
• Data protection compliance in digital wallet and decentralized key recovery solution

[ 74 ] 
• Data protection for SSI based human contact tracing [ 82 ] 
• Evaluation of current self-sovereign identity paradigm solutions against General

Data Protection Regulation (EU) 2016/679 (GDPR) [ 91 ], SSI solutions with focus
on identity proofing and authentication solutions [ 92 ], and dependency of SSI with
blockchain [ 132 ] 

• Social communication control and exchange of information and data, including per-
sonal and sensitive [ 78 , 105 ] 
• Decentralized service architecture for social communication [ 78 ] 
• Discussion on federated identities and exchange of information in SSI [ 105 ] 

• Proliferation of passwords stored in multiple systems and the risks involved. Note that
this is a move towards password-less authentication. Major research focuses include: 
• Shared private data and protocol that prevent information leakage in cross-

organization environment 
• Needs and requirements for shared private data protocol and system [ 68 ] 
• Design of shared private data protocol and system [ 43 , 69 , 72 ], decentralized ser-

vice architecture for social communication [ 78 ], and decentralized biometric-based
authentication protocol for identity ecosystems [ 111 ] 

• Passport-level identity within the context of mutual distrust with attestations of truth
from third parties [ 53 , 57 , 70 , 75 , 81 , 96 , 109 , 116 ] 
• Blockchain-based digital identity solution in the context of mutual distrust [ 53 , 57 ,

75 , 96 ] 
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• Assessment of blockchain-based digital identity solution in mutual distrust environ-
ment such as IoT [ 70 ], bank services [ 81 ] 

• Evaluation of SSI as emerging identity management solution [ 109 ] 
• Proposal of using SSI for decentralized identity management [ 116 ] 

• IoT devices to fully own and manage their digital identities 
• Review on the challenges [ 55 ] and how [ 88 ] to use SSI for Industrial Internet of

Things and IoT applications 
• Solutions of using SSI and distributed ledger technology for IoT device identity man-

agement [ 90 , 106 ] 
• Attribute-based identity as a means to authenticate an individual 
• Formal models and properties of attributes to be used in SSI [ 60 ] 
• Possible attributes inside an identity that can be used for authentication, including

biometrics [ 56 , 77 ] and human behavior signature [ 133 ] 
• Case studies for attribute-based authentication system for SSI, covering document

management [ 58 ], backup and restore [ 64 ], mobile phone applications [ 71 ], digital
wallet [ 74 ], multi-party ecosystems [ 101 , 104 ], decentralized applications [ 108 ] 

• Comparison [ 98 ] and assessment [ 113 ] of existing blockchain-based SSI 
(c) Providing digital identity as a form of verifiable document, for example as a national iden-

tity, for employment verification and even for refugees in crisis-prone countries [ 73 , 89 ,
97 , 131 ]. 
• Ethical issues involved using SSI for digital identity [ 97 , 131 ] 
• Case studies, including refugees’ experience [ 73 ] and proof of personhood [ 89 ] 

4.4.3 RQ 1.3: What are the Properties and Principles of SSI?. The paper that C. Allen outlined
n 2016 [ 140 ] is often considered as the first draft of the properties and principles of SSI. It is
ighly cited by SSI community and publications, including most of the papers surveyed here. The
0 principles are existence, control, access, transparency, persistence, portability, interoperability,
onsent, minimalization and protection. Other principles such as provable are also proposed by
 53 , 69 , 77 , 84 , 99 ]. The objectives of each of the 10 principles are outlined below: 

• Existence: Users must have an independent existence. 
• Control: Users must control their identities. 
• Access: Users must have access to their own data. 
• Transparency: Systems and algorithms must be transparent. 
• Persistence: Identities must be long-lived. 
• Portability: Information and services about identity must be transportable. 
• Interoperability: Identities should be as widely usable as possible. 
• Consent: Users must agree to the use of their identity. 
• Minimalization: Disclosure of claims must be minimized. 
• Protection: The rights of users must be protected. 
• Provable: Claims must be shown to hold true. 

From the SSI solution perspective, Naik and Jenkins [ 110 ] propose an extended set of 20 prin-
iples to cater to the evolving SSI requirements and standards used for the assessment of SSI so-
utions. These 20 principles are related to those provided by C. Allen [ 140 ] but with the addition
f the following principles that relate to the SSI infrastructure and services, other than security,
rivacy, decentralized, availability and scalability: 

• Recovery: Mechanisms must be in place to recover and re-assert identity due to complete
loss of credential. 
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• Cost Free: Owning an identity should be free of cost or with negligible cost. 
• Sustainable: An identity infrastructure and services should be environmentally, economi-

cally, technically and socially sustainable for the long term. 

ith respect to the categorization of the principles, Sovereign Foundation categorized Allen’s
rinciples into three groups: security, controllability, and portability [ 50 ]. Lastly, Ferdous et al.
 60 ] analyzed the existing definitions, extracted properties and classified them into five categories,
oundational, security, controllability, flexibility, and sustainability. 

4.4.4 RQ 2.1: Which Areas/Domains and Fields do Researchers Focus on?. The research focus of
he papers under our study is further broken down in terms of areas/domains so as to provide
 better understanding of the current SSI research. The results on the areas/domains and their
ssociated papers are listed as follows: 

• Financial Banking, with focus on: 
◦ Electronic and cardless payment technologies [ 62 , 81 ] 
◦ Digital asset and attribute authentication e.g., Know-Your-Customer (KYC) [ 63 , 100 ,

101 ] 
◦ Open banking service and platform [ 87 , 124 ] 

• Education and certification [ 84 , 85 , 107 ] 
• Healthcare, with focus on: 
◦ Decentralized accountability and solution [ 46 , 127 , 139 ] 
◦ Immunity and contact tracing platform [ 82 , 135 ] 
◦ Patient identity and data security [ 95 , 130 , 134 , 136 ] 

• National, e-Gov, with focus on: 
◦ Framework and platform [ 57 , 65 ] 
◦ Decentralized accountability [ 69 , 72 , 138 ] 
◦ eID derivation and compliance [ 79 , 91 , 96 , 132 ] 

• Transportation [ 137 ] 
• IoT, with focus in the area of: 
◦ Home and Industrial [ 55 , 66 , 106 ] 
◦ Environmental [ 88 , 117 ] 
◦ Smart identity and trust [ 70 , 103 , 105 , 126 , 128 ] 

• SSI framework and components design, with specific focus on: 
◦ Private data storage and security [ 43 , 47 , 75 , 109 , 122 ] 
◦ Key management [ 49 , 76 ] 
◦ Authentication and authorization [ 54 , 58 , 80 ] 
◦ Decentralized platform and framework [ 59 , 77 , 83 , 86 , 97 , 98 , 102 , 112 , 114 ] 
◦ Verifiable credential and decentralized identifier [ 67 , 104 ] 
◦ Trust model and governance [ 93 , 110 ] 

• Identity management (IdM), specifically: 
◦ Open challenges and evaluation [ 48 , 50 , 60 , 61 , 68 , 74 , 89 , 92 , 99 , 113 , 115 , 131 ] 
◦ Using biometric and attribute-based solution [ 44 , 45 , 51 , 56 , 71 , 94 , 111 ] 
◦ Deployment platforms and authentication [ 52 , 53 , 73 , 108 , 116 , 118 , 119 , 133 ] 
◦ Registration and revocation of the identity credentials [ 52 , 129 ] 

• Content management [ 100 , 112 , 120 , 121 , 125 ] 

In terms of the application domains, SSI solutions mainly focus on financial banking, education
nd certification, healthcare, transport, national (e-government) and IoT. For financial banking,
t is to improve loan application process and verify asset ownership. It provides a new digital
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Fig. 7. Area of focus of the papers being surveyed. 
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pproach to the KYC process and the prevention of identity scams, and the use of SSI solution in
he rural areas for banking transactions. For education and certification, it is to certify the quality,
uthenticity of published datasets and sharing the academic credentials. In healthcare, SSI solu-
ion is to address healthcare data issues for data owners to control and delegate access of personal
HR (electronic health record) to relevant stakeholders, e.g., a medical practitioner. In trans-
ort, SSI approach to travel credentials for taking transportation and eventual improvement to the
ravel process is proposed. In national and e-Government, a verifiable national identity to sup-
ort identification and authentication with cross-country interoperability is being researched. In
oT, a decentralized, transparent digital identity for remote devices for purposes of authentication,
erification, and authorization is being investigated. 

From the viewpoint of the SSI framework and the design of its components, the emphasis is on
he performance improvement, extension, analysis, and evaluation of new SSI solutions over the
xisting ones for functions related to user model and authentication, verifiable credential, cryp-
ographic schemes, key management, and digital wallet. For content management, it is to resolve
ssues related to digital rights management, data sharing, exchange and trading. For identity man-
gement, the focus is on resolving issues of digital identity management, authentication, access
ontrol and biometrics. Figure 7 shows the paper focus by percentage. 

4.4.5 RQ 3.1: What are the Building Blocks and Components which Researchers Focus on?. There
re several main building blocks and components in the SSI solution architecture. They are: Ver-
fiable Credential/Claim (VC), Decentralized Identifier (DID), Decentralized Verifiable Data Reg-
stries (DVDR), Privacy-Promoting Credential and Claim Checks (PP), Personal Data Stores (PDS),
ID Communication (DIDComm), Governance Frameworks (GF), and decentralized Distributed
edger Technologies (DLT) or Blockchain. Blockchain is often the underlying platform used by
ost of the proposed solutions in the papers being surveyed here. Other papers focus on the eval-

ation of various blockchain platforms or DLT. There are also proposed solutions to improve the
SI building blocks and components. Figure 8 shows the coverage of the papers. 

For verifiable credential and claim (VC), research looks into the backup and restore/recovery
f user’s verifiable credential, identity data and cryptographic keys, and supports flexible proof
echanisms to ensure that the credentials are cryptographically reliable as established by the

ssuer [ 64 , 75 , 79 , 119 , 112 , 125 , 132 ]. For decentralized identifier (DID), attribute certificate, cryp-
ographic key creation and management, and DID search are the main focuses to provide means
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Fig. 8. Building blocks and components researchers focus on. 
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or both issuer and verifier to establish the identity of the holder without reliance on a centralized
arty [ 49 , 51 , 58 , 67 , 76 , 88 , 105 , 116 ]. For governance framework (GF), research efforts are on new
ays to improve GF and its protocols [ 44 , 45 , 54 , 56 , 62 , 69 , 81 , 84 , 90 , 93 , 101 , 104 , 106 , 107 , 111 ,

17 ]. Authentication, authorization protocol, identity/credential proofing and verification mecha-
ism with creation of structures, roles, and policies are some of the main investigation focuses for
SI approaches to be adaptable in different domains. For DVDR, attribute access control and the
uspension or revocation of verifiable credentials are being studied [ 46 , 71 , 72 , 80 , 85 , 122 , 129 ]. For
DS, the main focus is on the VC and DID store in the digital wallet and passports to support indi-
idual control over sharing and access to these data [ 52 , 94 , 118 , 121 , 124 , 137 ]. DIDComm study is
n the communication channel to facilitate DID sharing and verification regarding the acquisition,
rocessing, and distribution of personal information [ 78 , 126 , 128 , 131 ]. Finally, PP investigates pri-
acy preservation techniques, specifically zero-knowledge proof schemes, and inspects the status
f a credential without revealing any additional co-relatable data about an individual [ 63 , 79 , 82 ,
9 , 122 , 123 ]. 

4.4.6 RQ 3.2: What are the Current Standards, Frameworks, Regulations and Policies?. There are
arious standards, frameworks, regulations, and policies that support SSI architecture and solu-
ions as well as conformance to the government legal framework. A consolidation of the SSI-related
tandards, frameworks, regulations and policies, as were mentioned and discussed in the surveyed
apers here, are tabulated in Tables 3 , 4 , and 5 , respectively. 

4.4.7 RQ 4.1: What are the Current Implementations or Proof of Concepts?. In the categorization
f the papers in RQ 3.1, some papers provided either their implementations or proof-of-concepts.
ccording to their focuses on the different SSI building blocks and components, a tabulation of

hese papers with their corresponding focus on the SSI building blocks and components is de-
cribed in Figure 9 , and a summary of their objectives are given below. 

In the management of DID and user attributes, Soltani et al. [ 52 ] implemented a decentral-
zed service for SSI management. It defines user-managed attributes using a decentralized query
rotocol without a centralized party, and with privacy-preserving features such as ABE-based ac-
ess control on sensitive attribute data. By allowing patients to have control over their personal
ealth data, it also addresses the issues of data ownership and isolation, lack of accountability,
nd high privacy risks existing in current electronic health record (EHR) systems. Brunner et al.
 58 ] implemented a decentralized platform that supports the issuing, management, and verifica-
ion of digital documents using the Ethereum blockchain. It supports attribute-based authentica-
ion and facilitates the verification of the origin and integrity of paper documents as well as the
ecovery of lost documents. To address the need for trusted third party KGC (Key Generator
enter) to generate and manage the keys for the user, Tu et al. [ 76 ] proposed a decentralized

dentity authentication and key management scheme using blockchain technology. To perform
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Table 3. Standards Referenced by Surveyed Papers 

Standards Description Origin 

Biometrics Open Protocol 
Standard (BOPS) 

A standard for a software-based system on identity assertion. IEEE 

Fast Identity Online 
(FIDO) 

An open authentication standard that enables a service 
provider to leverage existing. technologies for passwordless 
authentication. 

Alliance 

Federated Identity 
Management (FIdM) 

A federated SSO to establish a trusted relationship between 

separate organizations and third parties to share identities 
and authenticate users across domains. 

Identity-Mixer A cryptographic protocol suite for privacy-preserving 
authentication and transfer of certified attributes. 

IBM 

Open Authentication 

(OAuth) 
An open standard for access delegation used by Internet users 
to grant websites or applications access to their information 

on other websites without giving them the passwords. 

IETF 

OpenID Connect (OIDC) An open authentication protocol that profiles and extends 
OAuth 2.0 to add an identity layer. 

Foundation 

Security Assertion 

Markup Language 
(SAML) 

An open standard that allows identity providers (IdP) to pass 
authorization credentials to service providers (SP). 

OASIS 

U-Prove A SDK for user-centric identity management which enables 
application developers to reconcile security and 
privacy objectives (including anonymity ), and allows for 
digital identity claims to be efficiently tied to the use of 
tamper-resistant devices. 

Microsoft 

W3C Verifiable 
Credentials 

Specifications for an open standard for digital credentials to 
support expressing and exchanging credentials that have been 

verified by a third party easier and more secure on the Web. 

W3C 
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assword-less authentication, Szalachowski [ 116 ] implemented and evaluated a password-
uthenticated decentralized identity (PDID) framework with global and human-meaningful
ames. It uses the OPAQUE protocol, which is a secure asymmetric password authenticated key
xchange, and provides the performance metric of PDID operations. 

For verifiable credential and claim, Abraham et al. [ 79 ] implemented a decentralized eID deriva-
ion system that enables users to selectively disclose only relevant parts of the imported identity
ssertion according to the services’ requirements. This addresses the lack of qualified identity data
hat satisfies the services’ requirements; it also protects users’ privacy during the derivation of eID
ata. Jakubeit et al. [ 64 ] combined SSI sustaining aspects and extended them to create a backup-
nd-restore protocol with authenticated backup and auditing by remote entities. 

In the area of decentralized verifiable data registries, Liang et al. [ 46 ] implemented a decentral-
zed blockchain that made use of the trusted execution platform enabled by Intel SGX. It addresses
he major privacy concern over health data collected from wearable devices, which can reflect pa-
ients’ health conditions and habits, and the increased data disclosure risks among the healthcare
roviders and application vendors. It also provided accountability for data access. Shetty et al. [ 72 ]
mplemented a mobile healthcare system for personal health data collection and for data sharing
nd collaboration among individuals, healthcare providers, and insurance companies. Its imple-
entation adopted blockchain and Intel SGX technology. Belchior et al. [ 85 ] developed an SSI

ased access control model for cross-organization identity management. They showed how SSI
an fit within the context of established enterprise identity and access management technologies
o alleviate data breach and user privacy problems. 
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Table 4. SSI Related Frameworks 

Frameworks (SSI) Description Origin 

European Self 
Sovereign identity 
framework (ESSIF) 

Part of the European blockchain service infrastructure 
(EBSI) to provide an interoperable and decentralized 
framework for people to control their own identities 
across EU member states, without having to rely on 

individual government. 

EU 

Blockcert An open standard for creating, issuing, viewing, and 
verifying blockchain-based digital records registered on 

the blockchain. 

Civic A blockchain-based identity management solution that 
gives individuals and businesses the tools they need to 
control and protect personal identity information. 

Commercial 

Hyperledger Indy, 
Aries, Ursa 

Hyperledger sovereign identity blockchain solutions. 
Indy is a distributed ledger, purposely built for 
decentralized identity. Aries provides an infrastructure 
for peer- to- peer network and blockchain-rooted 
interactions within platforms to offer key management 
and secret management systems. Ursa provides 
cryptographic support. 

Open source 

Jolocom Open-source protocol for decentralized digital identity 
and access right management. 

Open source 

Shocard (PingID) Store one’s identity onto bitcoin’s blockchain so that one 
can prove her/his identity whenever needed. 

Commercial 

Sovrin An identity metasystem for SSI with a public service 
utility enabling SSI on the internet. 

Non-profit 
organization 

uPort An SSI and user-centric data platform on Ethereum. Donated to the 
Decentralized Identity 
Foundation 

Veres One A blockchain for acquiring and managing decentralized 
identifiers. 

Global network for 
identity 

 

[  

c  

p  

a
 

l  

s  

m  

c  

T  

o  

t  

i  

i  

A  

s  

A

For secure decentralized identifier communications and exchange of attributes, Fedrecheski et al.
 126 ] presented a solution for self-sovereign identification and communication of IoT agents under
onstrained networks using the SWARM framework. It implemented an optimization layer for the
rotection of messages exchanged between self-sovereign agents; it also used binary encoding to
chieve size reduction for signed and encrypted messages. 

In the area of personal data store, the challenges are to address the closed, proprietary data si-
os of existing web-based social communication platforms which not only lock in users into their
ervice platforms, but also control and exchange their personal and sensitive data such as photos,
essages, or contact information, Westerkamp et al. [ 78 ] implemented a decentralized service ar-

hitecture, using Ethereum blockchain, for users to take full control of their own personal data.
o address the backup and restore issue of user’s identity data. Grabatin and Hommel [ 128 ] devel-
ped a hardware solution based on ESP32 using SX1276/SX1278 LoRa chips, with adaptation made
o the lmic- and MbedTLS-based software stack. This is to address the challenge of verifying the
dentity of nodes within a wireless ad-hoc mesh network and the authenticity of their messages
n sufficiently secure, yet power-efficient ways. Another set of challenges is related to the limited
TM facilities in rural areas, the high initial cost of ATM deployment, the potential security is-
ues in ATM systems, and high inter-bank transaction fees. Bandara et al. [ 124 ] implemented a
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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Table 5. Regulations and Policies 

Regulation and policy Description Origin 

California Consumer Privacy 
Act (CCPA) 

To protect the data privacy rights of citizens living in 

California. 
US 

Convention on the Rights of 
the Child 41(CRC, non-US) 

The most universally accepted human rights instrument, 
ratified by almost every country in the world (except two). 

UN 

electronic identification and 
trust services (eIDAS, EU) 

An EU regulation on electronic identification and trust services 
for electronic transactions in the European Single Market . 

EU 

European Convention on 

Human Rights (ECHR), 
Article 8 

To protect the human right of people in countries that belong 
to the Council of Europe. 

EU 

General Data Protection 

Regulation (GDPR, EU) 
A regulation in the EU law on data protection and privacy in 

the European Union (EU) and the 
European Economic Area (EEA). 

EU 

Health Insurance Portability 
and Accountability Act of 
1996 (HIPAA) 

A federal law that requires the creation of national standards 
to protect sensitive patient health information from being 
disclosed without the patient’s consent or knowledge. 

US 

International Covenant on 

Civil and Political Rights 
(ICCPR, US) 

Commit its parties to respect the civil and political rights of 
individuals, including the right to life , freedom of religion , 
freedom of speech , freedom of assembly , electoral rights, and 
rights to due process and a fair trial. 

UN 

Payment Services Directive 
Two (PSD2) 

To make online payment safer for customers, improve 
protection of consumer information, address payment fraud, 
and provide a common platform for competitors. 

EU 
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lockchain-based, low cost, peer-to-peer money transfer system as an alternative for traditional
TM system and debit/credit card system. It also provided an SSI empowered mobile wallet for

ts end users. Wu et al. [ 121 ] implemented a self-sovereign blockchain-based privacy-preserving
atchmaking platform that enables its users to treat their personal data as a digital asset and to

rade it according to the matching score with other users. 
In governance frameworks, Hammudoglu et al. [ 45 ] explored the capability of current smart-

hones to acquire, process, and match fingerprints using only its built-in hardware. They devised
 mobile biometric-based authentication system that only relies on local processing without re-
uiring any cloud ser vice, ser ver, or permissioned access to fingerprint reader hardware. In addi-
ion, they proposed this as a key building block for an SSI solution that integrates permissionless
lockchain for identity and key attestation. To address the privacy concerns of sharing digital cre-
entials for secure verification of participants’ identities and credentials to increase trust, and to
llow data minimization mechanism to reduce the risk of oversharing the credential data, Mukta
t al. [ 107 ] implemented a blockchain-based SSI platform architecture that allows secure creation,
haring and verification of credentials. 

With respect to the privacy and security requirements for users’ digital identity information
ithout a centralized party managing the identity exchange transactions, Gunasinghe et al. [ 63 ]
resented a decentralized protocol for privacy-preserving exchange of users’ identity information
nd digital assets using a permissioned blockchain network. In the light of the COVID-19 pandemic
nd the need for automated and efficient human contact tracing that needs to be non-intrusive and
ffective as well as with privacy-preserving, Bandara et al. [ 82 ] developed “Connect”, a Blockchain
nd SSI based digital contact tracing platform. Xiao et al. [ 122 ] implemented a blockchain based SSI
anagement solution which used threshold CP-ABE to achieve access control. To resolve issues

f user attribute revocation existing in multi- attribute authority (AA) and threshold multi-AA
chemes, the solution is deployed in large-scale cloud or cross-cloud access. Yang and Li [ 123 ]
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Fig. 9. The SSI building blocks and components papers with implementation or proof of concept. 
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everaged the smart contracts and ZKP algorithms and implemented a system prototype named
ZDIMS that includes a challenge-response protocol and allows users to selectively disclose the
wnership of their attributes to service providers, thus protecting users’ behavior privacy. 

4.4.8 RQ 4.2: What are the Implementation and Deployment Challenges Faced?. There are open
uestions and challenges identified for the implementation and deployment of SSI models and
olutions. They can be grouped into the following areas: 

(a) Key management. Challenges in decentralized Identifiers (DIDs) are often related to
the distribution of public keys, keeping track of the changes made to the keys, storage
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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capacity and scalability [ 105 ]. DIDs and the accompanying DID Documents (DDoc) en-
able individuals to share abstract identifiers (DIDs) with an associated key pair and a reso-
lution end point. Depending on the individual’s need to have DID to verify one’s identity
credential or claim, each individual can have multiple DIDs with corresponding DDocs
and associated key pairs. The identity could use one key pair for authentication, another
one for encrypted messages, and yet another one for its verifiable credentials (VC). The
keys can also be defined to permit which keys are allowed to authenticate changes to the
DID Document itself. VC issuers and holders may also revoke the VCs if they are no longer
valid, and this will involve the revocation of the associated keys. Thus, maintaining and
managing multiple key pairs in SSI is a challenge with regards to the distribution, update,
storage, recovery and revocation of the keys that are tied closely to the DID, DDoc and
VC [ 122 ]. From the IoT deployment perspective, the availability of efficient and less re-
source intensive open software libraries to facilitate the key management and operation
that manipulates DIDs and VCs on the IoT devices [ 76 , 88 ] is also a challenge. 

(b) Security of personal datastore/wallet. DIDs, DDoc and VCs are stored in the individual’s
personal data store or wallet. Thus, the implementation needs to ensure the security of the
personal data store and the ability for users to securely manage their own identities. The
solution will also require efficient and secure backup, restore and recovery of the user’s
identity data and cryptographic public keys [ 49 , 64 , 75 ] as well. 

(c) Scalability and reliability of solutions. DLT is used as an immutable, transparent, and
shared storage whereby transaction records and data are accessible by parties within the
ecosystem. Scalability and reliability are intrinsic challenges of DLTs themselves [ 48 ].
Blockchain is the most common DLT for the implementation and deployment of SSI so-
lutions. Note that other than cryptocurrencies, blockchain as DLT is still attractive as a
disruptive technology for real-world applications. 

(d) Trust and assurance. For wide deployment of SSI solutions for identity management with
eID, the building-up of a chain-of-trust connecting various eID systems via the SSI ecosys-
tem with different stakeholders [ 79 ] is necessary. This requires buy-in and adoption from
stakeholders to participate and build up the trust to evolve the ecosystem [ 93 ]. From the
users’ perspective, data link to their identity, PII may be stored on DLT, and private in-
formation may be shared. Thus, in order for users to participate in the SSI ecosystem,
there must be means for users as individuals to verify that the privacy of their identities
is protected in terms of ensuring confidentiality, anonymity, and unlinkability [ 63 ]. 

(e) Standardization. The fragmented nature of the SSI market, the immaturity and incompat-
ibility of standards, the legal and regulatory uncertainty, . . . , and so on, all have impacts to
the SSI ecosystems and their possible adoption [ 131 ]. In terms of IdM, its design needs to
be based on open standards and established protocols to ensure maximum transparency
and adoption [ 92 ]. The assurance of interoperability of the solution in real world applica-
tions and backward compatibility are also much needed [ 113 ] to ensure the sustainability
of the solution. 

.5 Discussions 

he phase SSI, contains three words, “self”, “sovereign”, and “identity”, each of which carries cer-
ain special meaning: 

• Self: an individual, own, personal, user centric. 
• Sovereign: independent, self-governing, control, authority, autonomy, empowerment,

without asking for permission. 
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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• Identity: a distinguishing character, personality, attributes and behaviors by which a person
or thing is recognized. 

Using these three words as the guidelines for the understanding, SSI can be viewed from both
echnical SSI and conceptual digital identity perspectives. 

(a) From the Technical SSI Perspective 

From a technical point of view, an SSI solution is to build a decentralized user-centric ecosys-
em that grants an individual user or entity with the rights to control, authorize and consent on
he disclosure and usage of its own digital identity or credentials in order to fulfill a transaction.
he digital identity which is a user’s personally identifiable information can be in the static data

orm like credential (example, user identity, password and social security number) and personal
ttributes (trait like height, weight, hair color, biometric characteristic) or dynamic data like indi-
idual behavior (in the form of gait like walking posture, strength of keystrokes, speaking tones).

To an individual, data security and privacy are of utmost importance. Most of the papers that we
urveyed focus on addressing problems related to the protection of an individual identity against
heft and exploitation. The other shared problem of interest is the proliferation of one’s password
gainst multiple online platforms that are a common target for malicious entities. The SSI concept
f decentralizing the storage for these credentials in the form of verifiable credentials, issued by
uthorized and trust issuers, and stored within one’s digital wallet enables the individual entities
o control the usage of their own data in a decentralized manner. There are varying properties and
rinciples defined for SSI that attempt to serve as a bounding guide for the proposed SSI solutions.
ontrollability and security, as well as sustainability, are prominent as the principles proposed by

esearchers. In terms of wide adoption, portability and interoperability are also desired properties
hich are also current challenges faced in order to have a wider deployment. 
World Wide Web Consortium (W3C) [ 141 ] and Decentralized Identity Foundation (DIF)

 142 ] have been striving to establish standardization for new decentralized identity ecosystems.
owever, SSI is still in its infancy stage. Current proposed standards are with ambiguity, mis-
nderstanding, and disagreement on key concepts and definitions with respect to the proposed
orkable and adaptable frameworks. The standards are created to establish interoperability and
ortability of the identity and credentials and to facilitate the exchange and management of iden-
ities and credentials. The deployment of SSI solutions and architectures requires the use of DLT
s an essential building block, and blockchain is the most preferred DLT platform for the devel-
pment and deployment of SSI solutions. To facilitate the creation of SSI ecosystems, frameworks
re built to support the development of SSI solutions. Among the currently available frameworks,
he most commonly used one is HyperLedger Indy (with the close support of its two sibling frame-
orks, Aries and Ursa) from the Blockchain Foundation established by the Linux Foundation and

ts members as well as the HyperLedger Fabric community. Sovrin and Uport are the other two SSI
lockchain platforms commonly used for the deployment of decentralized identities and verifiable
redentials. 

SSI is still an emerging trend. Attention of researchers toward proposed SSI solutions also fo-
uses on the design of governance framework to establish a secure, reliable protocol and mecha-
ism. This is done through creating structures, roles, and policies for organizations or governments
o facilitate the adoption and adaptation of SSI approaches in different domains. DID is also a focus
s it is associated to document that holds critical contents to establish the authenticity and verifi-
bility of claims and identity, while at the same time protecting the privacy of the holder through
elective disclosure on a need-to-know basis. This is of utmost concern to an individual in protect-
ng her/his identifiable information but at the same time able to provide the needed authentication
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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nd verification. The suspension, revocation and recovery of VC and DID, both in individual’s per-
onal storage and in issuer’s data registries are also of major focuses for researchers. 

There are proposals and solutions to resolve the various challenges and gaps in the current SSI
evelopments and deployments. However, as was discussed in the elaboration of RQ 4.2 above,
here are still open problems. From the computer science perspective, open problems related to
he portability and interoperability of the solutions, minimalization, protection and provability of
erifiable claims, and better distributed key management system still remain to be solved. And
rom a social and national perspective, legal supports (including regulation and policy) as well as
nstitutional, organizational and user adoptions are key challenges to the SSI deployment. 

(b) From the Conceptual Digital Identity Perspective 

There are substantial research and engineering efforts on the advancement of SSI, in terms of
oth the architectural design and the functionalities of the components. While they are important
n the realization of SSI on system platforms, there is one fundamental question that often seems to
e overlooked. It is the question of “what is identity”, which in turn dictates (or at least influences)
he design of SSI. In the current SSI implementation, the attributes to be managed are often the
tatic identity properties of a person such as citizen identity card number. However, attributes in a
igital identity, in theory, can be anything, from static attributes to dynamic attributes (e.g., behav-
or tracing). Even more complicated, the data owner and the data holder of the attributes might
ot be different persons. This will definitely complicate the architecture design of SSI. Another

mportant consideration is the requirements that are spelled out by the FAIR and CARE principles.
t will be interesting to see how the current SSI architecture design can be extended to support
equirements from the FAIR and CARE guidelines and principles. 

 RELATED WORK 

ith respect to the related work, there are at least three perspectives. They are data sovereignty,
igital sovereignty, and self-sovereign identity. While data sovereignty and digital sovereignty
efine the requirements for digital identity and the attributes that should be included inside, self-
overeign identity focuses more on the standards, requirements (from the viewpoint such as com-
unication and interoperability), architecture and its implementation. In terms of systematic re-

iews on these three perspectives, many more papers are found for self-sovereign identity and
ery few for data and digital sovereignty. 

For data sovereignty, two papers (from computer science related sources) are found. The first
ne is by Asswad and Gómez [ 153 ]. The paper gives an overview of the different aspects of data
wnership, ranging from the personal ethical dimension to organizational and beyond organi-
ational contexts. It describes new challenges of data ownership from IoT, where the amount of
ata is huge, and the number of stakeholders interested is tremendous. Furthermore, laws and
egulations related to data ownership are also discussed. Finally, it covers the state of the art on
he conceptualization and the implementation of data ownership concepts in five major domains:
ealth, transportation, industry, energy, and smart cities. The second paper is by Hummei et al.
 154 ]. This paper tries to sort out the difference among data sovereignty, digital sovereignty, and
yber sovereignty. It reports that there is a considerable degree of divergence and an occasional
ack of clarity about intended meanings of data sovereignty and digital sovereignty. Then it pro-
oses a conceptual grid to systematize different dimensions and connotations of data sovereignty
ith respect to meaningful control, ownership, and other claims to data articulated by a variety
f agents ranging from individuals to countries. Both papers give a more in-depth understanding
f what digital identity should contain, and this should be translated to the requirements for the
mplementation of self-sovereign identity to support. 
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For digital sovereignty survey, apparently, no literature is found. Rather, literatures related to
elf-sovereign identity often come up. Perhaps this is due to the fact that from the computer science
erspective, the emphasis is much more on the architecture and system implementation rather
han diving into the fundamental question of what is “identity”. 

For self-sovereign identity, there are quite a number of systematic reviews or surveys found.
iqueira et al. [ 136 ] provided a systematic literature review focusing on healthcare to investigate
tate-of-the-art measures based on SSI and blockchain technologies for dealing with electronic
ealth records (EHRs), identifying gaps, and determining the key questions for future research. It

ooked at questions in the area of the access control mechanisms for EHR access and sharing, the
rivacy and security risks regarding unauthorized medical information disclosure and its storage.
t concluded that it is still a novel subject that medical institutions have been exploring for some
ime, but still face the challenge of breaking the silos of health information and privacy concerns.
lockchain technologies have provided a viable means of addressing the fundamental challenges of
HR solutions such as access control, data integrity, interoperability, and auditing. The principles
f SSI could be adopted to provide patient-centric healthcare solutions to ensure that patients, as
he data owner, have complete control over their data. Houtan et al. also gave similar blockchain-
ased self-sovereign patient identity in healthcare [ 152 ]. However, the paper’s coverage is mainly
n healthcare and SSI adoption in this domain and does not cover other domains like this paper. 
Schardong and Custódio et al. [ 143 ] presented a systematic mapping and systematic literature

eview covering theoretical and practical advances in SSI. As part of their research questions on SSI,
t identified the authors of the papers, the co-references and co-authorship in this SSI ecosystem,
he conceptual ideas introduced and refuted, a formal definition of SSI and the practical problems
hat have been introduced and solved. It also attempted to introduce mathematical formulations
o precisely define one or more SSI-related problems and presented a solution to the pragmatical
roblem related to the SSI ecosystem. Mühle et al. [ 150 ] surveyed on the essential components
f a self-sovereign identity. They focused on four basic components of SSI, namely identification,
uthentication, verifiable claims and storage. They also discussed two major operation approaches
or SSI: the identifier registry model and its extension the claim registry model. Soltani et al. [ 148 ]
ave related survey of self-sovereign identity ecosystem. On top of the technical implementation
nd regulations issues, they also listed down eight challenges of SSI, namely, standards for data
anagement and wallets, key management, consent, access, accountability and governance, trust

n data, new technology adoption, and investment and commercialization. 
Čučko and Turkanović [ 144 ] presented a systematic mapping methodology to provide a coarse-

rained overview of decentralized and SSI and structure the research area by identifying, ana-
yzing, and classifying the research papers according to their contribution, application domain,
T field, research type, research method, and place of publication. In contrast to these two re-
iew papers, this paper provides a wider study to include data and digital sovereignty to lay a
ackground for SSI and also to establish an overview understanding of sovereignty as a whole on
igitalized data. Zaeem et al. [ 149 ] compiled a comprehensive list of functional and non-functional
equirements of SSI and compare an extensive number of existing SSI/blockchain-based identity
anagement solutions with respect to these requirements. Kaneriya and Patel [ 151 ] presented an

xhaustive study on different blockchain based self-sovereign identity implementations (such as
ovrin, Uport, EverID, LifeID, Sora, SelfKey) along with its architectural components and discussed
bout use case of self-sovereign identity in details. 

All these survey works about self-sovereign identity are good. However, they are often limited
o the architecture and implementation aspects, without linking back to the fundamental question
f the intrinsic properties and requirements of digital identity as well as their implications to SSI
mplementation. 
CM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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 CONCLUSION 

his paper conducted a systematic study of data and digital sovereignty as well as SSI and pre-
ented the findings, observations with analysis and discussions. 

Data sovereignty is not a new research topic as research had been performed by humanity and
ociological researchers to look into the concerns and wishes of the indigenous peoples to protect
heir land, cultural heritage and assets. The CARE and FAIR principles are defined to advance the
egal principles underlying the collective and individual data rights in the context of the UNDRIP
 23 ] as well as to support data and knowledge integration and promote sharing and re-use of
ata. With the movement of digitization to turn analogue data to digital, nation-states start to be
ware of the need to have sovereignty over their citizens’ data and to protect their well-being and
rivacy. Regulations, like the European Union’s GDPR, policies and laws are created to protect
he data, specifically how data are used, where they are stored and their physical location. At its
ore, data sovereignty is about protecting sensitive, private data and ensuring it remains under
he control of its owner within the specified country. However, with the lack of operational details
n implementation mechanisms and enacting systems to execute and realize the data sovereignty
rinciples and law, it is a challenge to govern the stewardship and application of data to fully assert
he sovereignty of the locally hosted data of the people they are designed to protect. In our study,
e found that while these FAIR and CARE principles are quite mature in terms of the requirements

pecification, they are seldom connected to the architecture design and implementation work of
elf-sovereign identity. We argue that the gap between FAIR/CARE and SSI should be bridged so
hat the original goals of data sovereignty can be achieved. 

Digital sovereignty is a more recent topic emerging from the acceleration of digital transfor-
ation. With the dominant position of big tech companies in the field of cloud computing and

ocial media, data of citizens and companies are virtually stored and utilised in the cloud of these
ig tech companies. To wrestle back the control and reassert their authority, nations like the EU
nitiated the GAIA-X cloud project and the European Cloud Federation initiative to create its own
uropean offering of cloud infrastructure where the customer has full control over the storage,
ccess, and processing of the data. However, the project requires a high degree of commitment
nd coordination from the EU member states which can be a challenge. In addition, with the lack
f binding European cloud policies, currently the cloud choices made by the EU member states are
hrough outsourcing. This brings out the risk of vendor lock-in that threatens digital sovereignty.
n a personal basis, digital sovereignty is also the wish of an individual, as individual users of
igital technologies and services, to have the autonomy to determine who gets to access and use
he data about them as individuals. To an individual, the protection of their online identity is of
articular concern and an individual’s wish to be able to exercise sovereignty over one’s identity.
ases of identity theft and the ability of central authority platforms to monitor the individual’s
nline transactions have a direct impact on an individual’s privacy and digital sovereignty. The
volution of the web, from Web 1.0 (read only), Web 2.0 (read/write) to Web 3.0 (read/write/own)
learly shows the trend and movement of digital sovereignty. 

With respect to the implementation of digital sovereignty, the research topic on SSI has gained
opularity and interest among computer science academia. The concept of SSI is to empower an

ndividual to take ownership and control of her/his own personal and distinguishable data and
e able to independently authorize the disclosure of her/his personal data. From the technical
iewpoint, an SSI solution is a user-centric, decentralized ecosystem that empowers an individual
ser with the ability to control its own digital identity to authorize and consent on its disclosure
nd usage to fulfill a transaction. Data security and privacy are of utmost importance and focus.
here are varying properties and principles defined for SSI; they serve as a bounding guide for
roposed SSI solutions. For wide adoption, World Wide Web Consortium (W3C) [ 141 ] and
ACM Computing Surveys, Vol. 56, No. 3, Article 61. Publication date: October 2023. 
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ecentralized Identity Foundation (DIF) [ 142 ] have defined standards for a new decentralized
dentity ecosystem. SSI is still in its infancy of establishing standards and frameworks. While
ubstantial research efforts focus on improving the SSI frameworks and components design
nd the SSI core – identity management and governance, there are open problems in regard to
he portability and interoperability of the solutions, minimalization, protection and provability
f verifiable claims and a better distributed key management system. From the social and
ational perspectives, legal supports (including regulation and policy) as well as institutional,
rganizational and user adoptions are key challenges to SSI deployment. 
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