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Abstract

Data center storage systems of the future in Petabyte and Exabyte scale require very high
performance (sub millisecond latencies) and large capacities (100s of Petabytes). The evo-
lution both in scale (or capacity) and performance (throughput and I/O Per Second) is driven
by the ever increasing I/O demands from the current and Internet scale applications. These
large scale storage systems are basically distributed systems having two primary compo-
nents or clusters. The first component is the storage server cluster which handles the pri-
mary I/O or data I/O for the applications. The second component is the meta-data server
(MDS) cluster which manages a single global namespace and serves the meta-data I/0. In
this thesis, we look in to the problem of performance deficiencies and scalability of these
two components in a multi tenanted mixed I/O (sequential and random I/O) workload envi-
ronment. To overcome the limitations of the conventional storage system architecture, the
thesis proposes a 3-tier hybrid architecture utilizing next generation Non-volatile memory
(NVM) like Phase change memory (PCM), Hybrid drives and conventional drives. NVM
is used to absorb the writes to the NAND Flash based SSD. This improves both the per-
formance and lifetime of the SSD. Hybrid drives are used as a low cost alternative to high
speed Serial attached SCSI (Small computer system interface) or SAS drives for higher per-
formance. This is achieved through a light-weight caching algorithm on the Flash inside
the drive. On the storage server, we consider the problem of cache partitioning of next
generation NVM, data migration optimization with placement across tiers of storage, data

placement optimization of Hybrid drive’s internal cache and workload interference among



vi

multiple applications. On the Meta-data server, we consider the problem of load balanc-
ing and distribution of file system meta-data across meta-data server cluster that preserves
namespace locality.

The following are the major contributions of this thesis to address the primary I/O and
meta-data I/O performance scalability in large scale storage systems. A heuristic caching
mechanism that adapts to I/O workload was developed for a hybrid device consisting of
next generation NVM (like Phase change memory) and SSD. This method called HCache
can achieve up to 46% improvement in I/O latencies compared to popular control theory
based algorithms available in the literature. A distributed caching mechanism called Virt-
Cache was developed that can reduce I/O interference among workloads sharing the storage
system. VirtCache can reduce the 90th percentile latency variation of the application by
50% to 83% under a virtualized shared storage environment compared to state-of-art. An
Optimized migration and placement of data objects across multiple storage tiers was devel-
oped that can achieve up to 17% improvement in performance compared to conventional
data migration techniques. We propose new data placement and eviction algorithms on the
Hybrid drive internal cache based on the I/O workload characteristics. It reduces the I/O
monitoring meta-data overhead by up to 64% compared to state-of-art methods. The algo-
rithm can also classify hot/cold data 48% times faster compared to existing methods. While
these solutions address the performance scalability on the storage server, for the meta-data
server scalability we developed the DROP meta-data distribution. The DROP mechanism
based on consistent hashing preserves locality and near uniform distribution for load bal-
ancing. The hashing and distribution mechanism can achieve up to 40% improvement in

namespace locality compared to traditional methods.
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Chapter 1

Introduction

1.1 Background

Storage systems are one of the major components of any data center and have evolved from
very simple storage arrays to complex large scale distributed/clustered systems over the past
few decades. The evolution both in scale (or capacity) and performance (throughput and
IOPS) is driven by the ever increasing I/O demands from the current and Internet scale ap-
plications. The demand for storage capacity is largely attributed to the exploding growth of
both human generated and machine generated data. Human generated data comes from ap-
plications like e-mail, data bases, e-commerce, social networks and various micro blogging
applications. Machine generated data comes from various sensors (e.g. weather, seismic
data) and health care applications (like CT scans and X-rays etc). As the capacity scales
to peta bytes and more, it becomes challenging to keep up with the expected performance
from these applications in terms of I/O per second and throughput (Megabytes per second).
Moreover, in a mixed environment like in a data center, the storage system is shared among
multiple applications. This results in managements issues like storage capacity and QoS
(Quality of service) provisioning for the different applications. To summarize, the main

characteristics of future generation large scale storage systems are the following:
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1. Scales in capacity to Peta bytes and Exabyte of storage. The capacity scaling has to be
achieved with reasonable costs. Hard disk drives (HDD) satisfy the capacity require-
ment for the best Cost/GB. But they suffer from poor performance due to their me-
chanical nature. Though it is possible to employ solid state technologies like NAND
flash based SSD (Solid state drives), the cost rapidly grows for larger capacities. Also
as will be explained in detail later, NAND flash based system suffer from endurance

problems.

2. Meet the various application performance demands in terms of IOPS (I/O per sec-
ond) and throughput (MB/s). This involves both data and meta-data I/O performance.
Meta-data here refers to the storage meta-data required to locate the original data (like
inodes in file systems). For example as the system grows to Petabytes capacity the
meta-data alone grows to several Terabytes. For good response times we need fast

and efficient methods to store and look-up meta-data.

3. Provides a shared storage environment that meets the capacity and performance de-
mands for the various applications using the system. The performance characteris-
tics of the storage devices in the system depend largely on the I/O characteristics of
the workloads [71]. Therefore, it becomes challenging to satisfy the performance de-
mands of the various applications in such a mixed workload environment. The storage
system also had to handle the I/O interference among the applications which impact

their performance.

1.2 Problem Statement

Data center storage systems of the future in Petabyte and Exabyte scale require very high
performance (sub millisecond latencies) and large capacities (100s of petabytes) [12] [89].

These large scale storage systems are basically distributed systems having two primary com-
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ponents or clusters. The first component is the storage server cluster which serves the pri-
mary I/O or data for the applications. The second component is the meta-data server cluster
which manages a single global namespace and serves the meta-data traffic. In this thesis,
we look in to the problem of performance deficiencies of these two components in a multi

tenanted mixed I/O (sequential and random 1/0O) workload environment.

1.2.1 Performance Deficiencies In Storage Server

Large storage capacities can be achieved only through disk drives since they provide high
capacities (in Terabytes) at low cost. Utilizing HDD alone leads to heavy disk seeks when
there are concurrent accesses from 1000s of clients with mixed workloads. This could
dramatically reduce the throughput of the system. As an alternative SSDs are used along
with HDD as the tier 1 storage or as a cache or both in some of the distributed architectures.
This can improve the performance of the system significantly. But this solution has the

following problems:

1. Asymmetric I/O performance of NAND flash leads to inconsistent performance for
mixed workloads having both reads and writes. (Typical latencies for read are 200
microseconds and write requires a few milliseconds when the flash blocks needs to be

erased.)

2. SSD have poor write performance due to the erase before write operation. The erase

cycle involves several hundred millisecond latencies.

3. SSD also require complicated wear leveling algorithms to extend their life cycles due

to the poor endurance life cycles of the NAND Flash cells.

4. Tiered storage with combination of SSD and HDD require complex data migration
and caching techniques. This involves fine grain I/O monitoring, placement and evic-

tion algorithms that adds large overhead to the storage system.
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To overcome these problems the thesis proposes a 3-tier hybrid architecture utilizing
next generation NVM, Hybrid drives and conventional drives. NVM is used to absorb the
writes to the NAND Flash based SSD. This improves both the performance and lifetime of
the SSD. The Hybrid drives are used as a low cost alternative to high speed SAS drives for

higher performance through a light weight caching algorithm on the Flash inside the drive.

1.2.2 Performance Deficiencies In Meta-data Server

Large meta-data growth in the order of 100s of Terabytes leads to inefficient meta-data man-
agement when using conventional approaches. The large number of concurrent client access
will be a major bottleneck resulting in poor scalability and performance at the MDS. It has
been found [89] that meta-data performance like directory lookups and file creation times
does not scale linearly in petabyte scale file systems. This requires uniform distribution of
meta-data in a cluster and new techniques to achieve faster meta-data look up times. The
thesis proposes methods of distributing meta-data uniformly without loss of locality of the

namespace.

1.3 Thesis Statement

The main statement of the thesis is that by utilizing a hybrid storage device architecture and
algorithms for managing the storage resources with efficient placement of data/meta-data,
we can enhance the performance of the storage system significantly compared to traditional
systems. Traditional storage systems are those which utilizes a 3-tier architecture with SSD,
High speed drives (SAS) and SATA drives. While some of the problems described in section
1.2.1 has been addressed by other research work for traditional 3-tier storage systems, the

thesis differs in the following areas:

1. The performance scaling techniques would need to be re-looked when new/emerging
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technologies like next generation NVM (STT-MRAM, PCRAM) and Hybrid devices
(Flash with STT-MRAM, Flash with HDD) are introduced in these architectures. The
thesis proposes new storage allocation strategies when these hybrid and next gener-
ation devices are employed. It also proposes methods for reducing I/O interference
among workloads in a multi-tenanted Datacenter environment which affects the per-

formance of the applications.

2. The thesis proposes a 3-tier hybrid architecture for the storage server which includes
combination of next generation NVM, SSD, Hybrid drives and conventional drives.
This differs from the traditional 3-tier architecture and therefore requires new methods

for storage resource allocation and data migration to improve performance.

3. The thesis proposes a method of meta-data distribution that preserves locality of stor-
age namespace while providing near uniform distribution to improve meta-data I/0O
capacity load balancing. Other state of art methods trade-off locality for uniform

distribution or vice versa and therefore suboptimal in meta-data load balancing.

1.4 Contributions

We analyze the problems mentioned in section 1.2.1 and propose methods for improving
the performance of storage and meta-data nodes in a distributed storage system under a
mixed workload multi tenanted environment. A hybrid device architecture is proposed
where storage elements incorporate next generation NVRAM (Non-volatile memory like
STT-MRAM, PCRAM etc.) and hybrid drives in addition to traditional SSD and HDD.
NVRAM is used for handling deficiencies in solid state devices like NAND Flash based
SSD used in conventional systems. NVRAM is used as both a persistent cache and as a
storage tier.

The contributions from this thesis are the following:
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1. A heuristic caching mechanism that adapts to I/O workload was developed for a hy-
brid device consisting of NVRAM and SSD. This method called HCache [104] adapts
the NVM cache size to the dynamically changing workload characteristics in a multi
tenanted storage system. We show that this method can achieve up to 46% improve-
ment in I/O latencies compared to popular control theory based algorithms available

in the literature. Chapter 3 describes this work in detail.

2. A distributed caching mechanism called VirtCache [90] was developed. VirtCache
handles I/O latency variation under consolidated Virtual machine workloads as in a
Datacenter cloud environment. VirtCache can pro-actively detect storage device con-
tention at the storage server and temporarily redirect the peaking virtual disk workload
to a dynamically instantiated distributed read-write cache. We show through experi-
ments on our prototype 50% to 83% reduction in the 90th percentile latency deviation
from average compared to previous work as we move from low load conditions to
peak non uniform consolidated Virtual machine (VM) workloads. This complements
the HCache work under a muti-tenanted distributed storage system. Chapter 3 de-

scribes this work in detail.

3. Migration mechanisms between the different tiers had to be changed to consider the
device characteristics of NVM, SSD and hybrid drives. An Optimized migration [96]
of data objects across different tiers was developed. This addresses the problem
of maximizing the performance (IOPS/throughput) by distributing hot data objects
among the different tiers. With this data migration mechanism we can achieve up to
17% improvement in performance compared to state-of-art data migration technique.

This work is explained in detail in chapter 4.

4. Hybrid drives have a small capacity NVM (Flash) inside them to be utilized as a

cache. In Chapter 5 we propose new caching method that performs data placement
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and eviction on this internal drive cache based on the I/O workload characteristics.
It uses minimum meta-data for tracking I/O and classifies hot/cold data faster than
state-of-art methods. The I/O monitoring meta-data overhead can be reduced up to
64% compared to state-of-art methods. The algorithm can also classify hot/cold data

48% faster compared to conventional methods.

5. A meta-data distribution mechanism called DROP ([130],[131]) based on consistent
hashing that preserves locality and near uniform distribution for load balancing was
developed. The hashing and distribution mechanism can achieve up to 40% improve-
ment in namespace locality compared to traditional methods. We extend this work
to optimize meta-data placement in a distributed cache and have developed a method

called Cloud Cache (C?) [132].

The above developed components were integrated in a distributed storage architecture
to handle the performance deficiencies on both the Primary data path and the Meta-data
path. These optimization components work together to improve the overall performance
of the entire distributed storage system. The performance deficiencies in the Primary data
path is handled by the Storage server which includes the cache optimization components
HCache, VirtCache, Hybrid drive caching and Optimized Data migration. The Meta-data
path is handled by the Meta-data server or MDS which consists of DROP and C>. Figure
1.11 in section 1.8 shows the overview of the various optimization components across the

storage system to enhance data and meta-data performance.

1.5 Organization Of The Thesis

The following sections 1.6 and 1.7 describes the background on large scale storage archi-
tectures and the current problems respectively. This is followed by the description of the

proposed architectural changes and problems to be solved with hybrid storage devices and
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next generation NVM (section 1.8). Chapter 2 provides the literature survey on methods of
performance enhancements in storage systems. Chapter 3 describes next generation NVM
based caching to improve the performance of the storage nodes in the cluster. It also de-
scribes a distributed caching mechanism to reduce I/O workload interference in a shared
Virtual machine environment. Chapter 4 describes the work done on data migration and
optimization in multi-tiered storage server. Chapter 5 describes a new method of caching
utilizing the Flash inside a Hybrid drive. Chapter 6 describes the meta-data distribution
mechanism in a meta-data server cluster to improve performance. Finally in Chapter 7 we

conclude with summary of the results and potential future directions of research.

1.6 Overview Of Large Scale Storage Architectures

1.6.1 SAN/NAS Scalability

Traditional shared storage systems like NAS (network attached storage) and SAN (Storage
attached network) provide a fair amount of capacity scaling and performance. These sys-
tems have scalability and management issues when the capacity exceeds 100s of terabytes.

Figure 1.1 shows the typical components of a NAS using NFS. Normally NAS runs on
top of the IP network. The NFS system consists of the NFS server and client. The server
is attached with storage (typically a HDD RAID array) and provides the file service to the
clients. The main problem with this architecture is that as the number of clients accessing
the storage system grows, the server becomes a bottleneck. Moreover the server has to
handle both the meta-data and data requests concurrently.

Figure 1.2 shows the architecture of the typical SAN. Here, the storage exists in a ded-
icated network and provides a block interface to the application servers. The application
servers will run their own file system to access the storage. The same problems as in NAS

exist for SAN also as the capacity runs into several hundreds of terabytes. Even though
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SAN provides a higher performance (through dedicated fiber optic networks), the system
becomes complex to manage in terms of block space partitioning and meta-data manage-
ment among the clients.

It has also been found [59] that 50% of storage traffic is meta-data I/O which interferes
significantly with the data traffic from the clients in both the NAS and SAN systems. This
impacts the performance of the system as the servers spend most of the time looking up

meta-data instead of serving data to the various clients.

1.6.2 Clustered And Distributed File Systems Scalability

The very high performance requirement of High performance computing (HPC) has moti-

vated the design and development of large scale clustered storage systems like Lustre [1],
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Ceph [122], and Panasas [124]. These systems can provide a better degree of scalability in
terms of 10s to 100s of Petabytes and aggregate throughputs in the range of 100s of GB/s.
For these type of large scale systems, hard disks (HDD) have played a major role in satis-
fying the large capacities for the best cost/GB. The performance is achieved by employing
multiple spindles of the HDD in parallel in a RAID (Redundant array of inexpensive disks)
like fashion. These systems also handle scalability by separating the meta-data path and
data path.

Lustre: Lustre is a high performance clustered storage system mainly used for HPC
applications. Deployments in the range of 10s of petabytes are being employed for some of
the HPC applications. The main components (Figure 1.3) of Lustre are the object storage
servers (OSS), meta-data server (MDS) and the clients where the application runs. Large
scale installations [30] have 100s of OSS, 1000-10,000s of clients and one meta-data server.
Lustre is an object based storage system and therefore stores data as objects in the storage

servers. File level striping (like in RAID) is the major mechanism used to achieve the high
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performance of the system. A file is striped as objects across multiple OSS. Even though the
server stores data as objects, the applications residing on the client sees a POSIX (Portable
operating system interface) interface. As in other clustered storage systems, Lustre archi-
tecture has a separate data and meta-data path. All meta-data and namespace management

is handled by a dedicated meta-data server.
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Fig. 1.3 Lustre Architecture [1]

In order to perform I/O on a file, the client issues a request to the MDS first. The MDS
returns the location of the file data by providing the list of OSS and the object identifiers
stored in the OSS. The client later uses this information to directly perform read/write on the
objects located on the OSS. With such a mechanism, the object server (OSS) is freed from
handling any meta-data I/O. The clients can therefore utilize the full network bandwidth to
perform I/O directly on the OSS.

The main issue in Lustre is the MDS which is both a bottleneck as well as a single
point of failure. If the MDS fails then the client cannot locate file data and system becomes
unusable. Lustre mitigates this by providing both active-active and active-passive fail-over
configurations [1] of the MDS. But performance is still a problem with the single MDS

serving the entire cluster.
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Ceph: Similar to Lustre, [122] uses a distributed architecture with separate meta-data
and data path. As figure 1.4 shows, clients perform file I/O directly with the Object storage
server cluster. The file system namespace and meta-data management is handled by the
meta-data server (MDS) cluster. The major difference is that Ceph uses a cluster of MDS
instead of a single MDS for serving meta-data to the clients. Ceph is a pure object based

system and therefore provides an object interface to the applications residing on the clients.
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Fig. 1.4 Ceph Distributed File System Architecture [122]

HDFS: The Hadoop [113] distributed file system (HDFS) was developed for specific
applications that require large volumes of data to be processed in parallel. As seen in Figure
1.5, HDFS also uses multiple storage nodes or data nodes for storing file data. The data
nodes are called chunk servers since file data are stored as large blobs of data typically
of size 64MB. A dedicated node called the name node is used for storing meta-data and
file system namespace. Due to the specific nature of the applications running on it, (like
analytics) HDFS does not support overwriting of files. It also has the problem of single
point of failure at the Name node.

GlusterFS: GlusterFS [111] like Hadoop is used mainly in a cloud environment. The
main difference between the other architectures is that it does not use any dedicated meta-
data server (as in Lustre, HDFS) or meta-data server cluster (as in Ceph). The meta-data is
stored along with file data among the different data nodes. GlusterFS makes use of striping

(through RAID) at the data nodes. It uses a hash based lookup to resolve file/directory
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names to data locations on the data nodes.

1.7 Problems With Current Storage System Architecture

The general architecture common to all the distributed and clustered storage systems ex-

plained in the previous sections (Lustre,Ceph, HDFS,GlusterFS) is shown in Figure 1.7.

This architecture decouples the data path from the meta-data path of the storage system
to achieve scalability. The meta-data is handled separately by a meta-data server compo-
nent and the data is served by a Storage server component. This eliminates most of the
NAS/SAN server bottlenecks in a NAS filer or a SAN server in the conventional system.
It also allows the application to have direct access to the storage devices. Applications can
now make parallel requests to these devices by striping files thereby improving the overall
aggregate I/0 throughput of the system. Such a system can scale horizontally both in capac-
ity and performance by adding more storage server and meta-data server components. The
architectures described before uses HDD extensively for providing the high capacity scal-

ing. Though hard disks provide the capacity scaling with the best cost per gigabyte, they
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suffer from the mechanical characteristics of the rotating media and the read/write head.
This results in latencies in terms of several milliseconds (8-10ms typically). Particularly
the performance becomes worse for non-sequential I/O which involves physical movement
of the read/write heads. Recently, some of these architectures use SSD along with HDD
to achieve the higher IOPS for non-sequential workloads. This is the idea behind multi-
tiered storage management solutions which has been around for some time in the enterprise
storage domain.

As shown in the Figure 1.8 above, in multi-tiered storage, we have different tiers or
layers of storage with first tier normally being high performance expensive storage like
SSD, tier 2 moderate cost/performance storage and tier 3 with cheap low performance high
capacity devices like SATA or tape archives. The main principle behind this architecture
is to strike a balance between cost and performance of the entire storage system based on
the I/O demands. Frequently accessed data is moved or migrated to the higher tiers and
less accessed data is moved down to lower tiers. This ensures that the high performance

higher tiers are utilized effectively for very hot data and at the same time less accessed data
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is moved to the low performance cheaper device.

Even such an approach runs in to problems when the system scales to large capacities
with multiple application access. NAND Flash based SSDs though offering superior per-
formance compared to Hard drives, still have problems like poor write performance and
endurance since the flash cells wear out [74] [72]. The poor write performance of NAND
flash being attributed to the erase before write requirement of the memory cells [60]. Though
several performance improvement techniques have been proposed ([15],[22],[43],[58]) for
handling this erase-before-write problem, these are limited by the inherent characteristics
of the Flash device. To overcome these limitations of SSD and to improve the I/O perfor-
mance, new storage technologies like STT-MRAM [19] and PCRAM [57] are emerging.
These devices have very high throughputs and nanosecond latencies. They approach the
performance of system memory and are expected to close the long standing gap between
storage and computation. Table 1.1 shows the comparison of various storage technologies
including enterprise HDD, Hybrid drives based on performance and cost. We also utilize
hybrid drives due to their superior performance compared to HDD and comparable perfor-
mance of SSDs (for non-sequential 1/0).

We can see from the table that next generation NVM technologies like STT-MRAM and
ReRAM can offer performance close to that of DRAM. By utilizing these next generation

storage devices, we can achieve tremendous improvement in performance through efficient
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caching or tiering or both. NVM can also solve the poor write performance of SSD. Even
though these next generation NVM technologies offer superior performance, they are un-
likely to replace flash entirely due to current limitations in process technologies, fabrication
costs and densities [101]. Figure 1.9 shows the time line of the evolution of solid state

technologies from the past 3 decades.

The adoption of stolid state storage has been progressing rapidly with the decreasing
cost of NAND flash based SSD and their high performance compared to HDD. We can see
from the table that next generation NVM technologies like STT-MRAM and ReRAM can
offer performance close to that of DRAM. By utilizing these next generation storage de-
vices, we can achieve tremendous improvement in performance through efficient caching or
tiering or both. NVM can also solve the poor write (table 1.1) performance of SSD. Even

though these next generation NVM technologies offer superior performance, they are un-
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Table 1.1 Comparison of Storage technologies (See [107], [19],[57],[68],[109]). For Hybrid
drives the latencies shown are average values for I/O exhibiting hits to the internal NVM
cache

Technology | Read Write Endurance | Density Cost($/GB)
Cycle (area in F?)

DRAM <10ns <10ns 106 6-10 11-14

SLC Flash | 25us 200us/1.5ms| 10° 4-8 0.8-1 (SSD
(Pro- with SLC)
gram/Erase)

HDD (15K | 6000us 6000us NA NA 0.05

RPM)

Hybrid 100us- 100us- NA NA 0.07-0.1

HDD (5.4K | 200us 200us

RPM) (average) (average)

ReRAM 10-50ns 10-50ns 103 4-8 High

PCRAM 60ns 60ns/120ns | 108 8 Low
(Write/Erase)

STT- 2-20ns 2-20ns 1013 10-30 Highest

MRAM

likely to replace flash entirely due to current limitations in process technologies, fabrication
costs and densities [101]. The below figure shows the time line of the evolution of solid
state technologies from the past 3 decades. The adoption of stolid state storage has been
progressing rapidly with the decreasing cost of NAND flash based SSD and their high per-
formance compared to HDD. Even though the new technologies like PCM and STT-MRAM
have improved performance by several orders compared to SSD, they are still expensive and
are similar to the state of the earlier SSD technologies. Some of these next generation NVM
technologies (STT-MRAM, PCRAM) also suffer from lower densities (bits/area) compared

to SSD thereby increasing their cost/bit as seen from the Table 1.1.

1.8 Proposed Storage Architecture

Pertaining to the problems stated in the previous section (1.7), we need a hybrid architecture

that makes use of both SSD and next generation NVM to provide performance in sub mil-
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lisecond latencies with reasonable cost. This work therefore proposes the following hybrid

architecture:

1. NVRAM as a high performance cache and tier: Combination of SSD and next gener-

ation NVM as the tier 1. This will handle very small I/O and provide sub millisecond

latencies.

2. Hybrid drives as tier 2: It has been found that hybrid drives can be used to improve

the write latency by up to 70% [16]. This is a significant improvement in performance

compared to traditional HDD. This is due to the small NAND flash capacity embedded

in the drive. This small capacity Flash is used as a caching device for small I/O to the

drive and therefore avoids the latency sensitive seeks.

3. Conventional Hard disk drives (HDD) at tier 3: To meet the large scale capacity scal-

ing we still need to employ the conventional drive to store nearline or cold data.

Figure 1.10 shows the tiered architecture of the storage server with hybrid devices. Next

generation NVM (like STT-MRAM) along with NAND Flash based SSD is utilized as the
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first tier, Hybrid drives replaces the high speed SAS drives in the conventional architecture.
As in the other clustered and distributed architectures described before, clients access the
storage servers directly for performing file or object I/O. The MDS handles the meta-data
I/0 like namespace traversals and lookups. The following are the problems addressed with

this architecture:

1. NVM can act as a persistent cache to the SSD, thereby providing high performance for
small write intensive I/O. But this requires careful allocation of the expensive cache

space to different applications using the storage system.

2. While the NVM/SSD hybrid device can improve the small write I/O performance for
individual applications, in a large scale shared storage system I/O workload interfer-

ence still exists. We propose a dynamic distributed cache instantiation and I/O redi-
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rection mechanism to reduce the interference in both HDD and SSD thereby reducing

the application perceived 1/O latencies.

3. Data migration is a general problem in any tiered storage system. Here we explore
different state-of-art methods in I/O monitoring and migration in the literature. We
have arrived at a dynamic programming algorithm that maximizes the utilization of

the tiers based on the popularity of the data.

4. The placement and eviction of data on the Hybrid drive’s internal cache requires fast
identification of hot data regions on the magnetic platter. The identification should be
both fast and accurate with minimal I/O tracking meta-data. An algorithm utilizing
Red-Black trees was developed for this purpose and we show its benefits compared to

state-of-art methods used for general caching.

The major issues to address on the meta-data server cluster are the following:

1. Load balancing on the meta-data server requires uniform placement of meta-data
across the MDS cluster. But this destroys locality of the namespace that is required for
certain file system operations. An algorithm utilizing locality preserving consistent-

hashing was developed for this purpose.

2. In addition, we also need to look into the problem of optimizing cache space for a

distributed meta-data cache to improve overall meta-data cluster performance.

We look in to the details of the solution to these problems in subsequent chapters. Sev-
eral performance optimization components were developed as shown in the figure 1.11 for
both the storage server or data nodes and meta-data server. The respective chapters shown

in the figure covers the corresponding work in detail.
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Chapter 2

Literature Review

2.1 Introduction

In this chapter we briefly take a look in the State-of-art techniques in improving perfor-
mance of Storage systems in general. We only look at the major work in this area at a high
level and cover the specific work related to the thesis in the respective chapters. Research
works to improve storage system performance can be categorized broadly into techniques
for improving performance on the data path (or primary data I/O) and meta-data path (or
meta-data [/O). Subsequent sections will describe in detail on some of the major research in

these areas.

2.2 Performance handling techniques in the Data path

In this part we look in to some of the work in improving the performance on the Data path.

The data I/O performance improvements can be classified as follows:

1. Techniques and algorithms for HDD based systems

2. Storage tiering and data migration techniques



24 Literature Review

3. Performance enhancement through Caching

4. Workload prediction and prefetching techniques and mechanisms

2.2.1 Techniques and algorithms for HDD based systems

While the commodity hard disks provide adequate storage volume at low prices, the disk
access latency of using hard disk remains a major problem. This leads to the gap between the
high speed CPU computation and low response time of storage system. The fact of the delay,
compared with the CPU computation time, is several orders of magnitude slower [106].
The worst case results when the disk access contains a large percentage of random accesses
leading to the disk heads busy moving from one track to another to seek data [64]. In
order to improve the system performance and overcome the disk access latency with random
accesses, several previous state-of-art work proposed different methods. Bhadkamkar et.al
used block level disk reorganization by using a dedicated partition on the disk drive, with the
goal of servicing a majority of the I/O requests from within this partition, thus significantly
reducing seek and rotational delays [14]. In FS2 [45], multiple replicas of data based on
disk access patterns in file system was used to reduce latency. Most previous work on
solving storage performance problems on disks were focused on throttling and manipulating
I/O streams by prefetching or scheduling but do not consider migrations of data between
different storage devices. In [37] the past file access patterns were used to predict the future
file system requests, so that the data can be prefetched in advance before the request. In
DiskSeen [31], disk prefetching policy at the level of disk layout was adopted to improve
the sequential access of disk and overall prefetching performance.

Hybrid disks [17] utilizes a caching architecture by using non-volatile memory to cache
read and write requests to HDD, and where the total capacity is equal to the capacity of the
magnetic media. Combo drive [84] is a storage media device that combines flash memory

as well as magnetic memory in a single storage device. By using the hybrid disks or combo
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drives, the overall storage cost is kept low while the overall performance of the hard drive

is improved compared to hard disk.

Even though these techniques based on HDD provide some improvements in perfor-
mance, they are still limited by the inherent physical characteristics of the device. The
rotational and seek latency impacts the overall performance of the drive. Hybrid drives are
a promising alternative to the conventional HDD since they improve the performance sig-
nificantly. Though SSD can substitute the conventional drives, they cannot entirely replace
them due to the high cost. The advantage of Hybrid drives relative to SSD is evident from
the table 1.1 from Chapter 1 (Lower cost and comparable performance). In this thesis, we
introduce Hybrid drives as one of the storage tiers. While the Hybrid drive has been intro-
duced for Desktop and Laptop environments to improve performance and save energy, little
or no work has considered practical application in main stream Enterprise or large scale
storage. The closest that we can come across is the work done by Timothy Bisson et al.
in [16]. In this paper they utilize the hybrid disk’s non volatile cache to improve the write
performance or latency. Even though they can improve the latency by around 70%, the
evaluation was done for Desktop workloads and they do not consider improving read IOPS
through caching. In chapter 5, we focus on caching algorithms for optimal utilization of the
Non-volatile cache inside the Hybrid drive. Although there are several caching algorithms
in practice like LRU, LFU, ARC [69] and LIRS [47], these are mainly used for main mem-
ory (DRAM) caching. These methods cannot be used for caching inside the Hybrid drive
since they increase the cache writes to the Flash in addition to the normal or foreground I/O
as we have shown in our results. This severely effects the endurance of the NAND Flash as
it has limited endurance. There are several works that try to improve the endurance of SSD
through techniques like using disk based write caches [97], using buffering techniques with
next generation NVM [101], and improving caching/tiering algorithms [134]. These tech-

niques are applicable to hybrid storage with separate SSD and HDD devices. The Hystor
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system [23], FlashCache [112] and FlashTier [94] makes use of SSD as a cache for HDD.
But they suffer from huge overhead to maintain mapping tables external to the drive. Even
if we ignore this overhead as this is handled by the Hybrid drive itself, the overhead in the
block level cache mappings is still higher. The work in [78] tries to reduce the hot data
monitoring and identification overhead by using random sampling of the I/O. But this is

applicable only to hybrid storage systems with separate SSD and HDD.

2.2.2 Storage Tiering and Data migration techniques

As previously explained tiered storage and data migration techniques have existed for a long
time both in research and in many of the commercial products from popular storage vendors.
This is to mitigate the performance issues of HDD. The basic idea is to keep highly accessed
or hot data in high performance devices like SSDs and infrequently accessed or cold data in
low performance inexpensive devices like HDD.

The following are the main areas that are addressed in any data migration system [64]

[78] [136] [39]:

1. Differentiating between Hot and Cold data to be moved between the tiers. This also
involves differentiating between sequential and non-sequential I/O. Data with non-

sequential I/O pattern is migrated to SSD for maximum performance.

2. Minimize the impact of the migration on application workload. This is the overhead
involved in the migration itself. The algorithm or scheme should have minimum

impact on the foreground I/O to the storage system.

3. Minimize the overhead on monitoring meta-data (frequency counts) and computation
overheads. This can reduce the amount of system memory needed to keep this history

data.
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4. Resolve contention for higher tiers (like the NVM/SSD space) when hot data exceeds
the capacity of the higher tiers. This requires optimization to place the data objects in

such a way that the tiers are efficiently utilized.

Hot random offloading [64] is one of the recent works in this area that migrates files
between SSD and HDD. It consists of three components: the data collector, randomness
calculator and a migrator. The data collector performs the I/O monitoring and collects the
usage/access statistics of files. This is input to the randomness calculator which determines
whether the file is being accessed sequentially or non-sequentially. This addresses the first
problem of identification of hot and cold data as well as the differentiation between sequen-
tial and random access. It uses a benefit value for the migration based on the randomness
and frequency of the access to the files. Randomness is measured by counting the number
of contiguous data segments accessed within a given file over a given interval. For example,
if this count is one, then the file access pattern is completely sequential. The benefit value
is calculated based on the following simple equation:

vi= fi/si X R;

where v; is the benefit value, f; is the access frequency, s; is the size of the file and
R; is the file random access count calculated based on the method explained before. This
value therefore favors frequently accessed small files with high degree of random access.
Though this method seems to be efficient, it can only be applied at the file system level. This
method cannot be used for the block level migration since we do not have a notion of a file.
Moreover, this work formulates the Data allocation problem (DAP) as a knapsack problem.
Since in our architecture, we need to handle multiple tiers, the same method cannot be
utilized. The HRO method also leads to polynomial-time approximation greedy algorithm
which is not able to find global solutions while we use dynamic programming to find global
optimal solutions for the DAP. Dynamic programming is a pseudo polynomial algorithm. In

our work described in chapter 4, we propose a multiple-stage dynamic programming (MDP)
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to solve the Multiple Choice Knapsack Problem (MCKP) in multiple stages.

Hot data trap [78] though is a caching mechanism can as well be used for data migration.
It addresses the problem of identification of hot and cold data with the help of bloom filters
and sampling. It also reduces the computational overhead and memory space (problem 3)
through its sampling based mechanism to determine whether data needs to be cached in
SSD or not. This method works at the block interface level and therefore transparent to any

specific file system.

An adaptive data migration approach in [136] pro-actively migrates data extents based
on heat values. It migrates hot data extents in advance through estimation of an optimum
look ahead window or time that maximizes the benefit for the future workload. This is
based on computation of utility value of the migration for the future workload. Based on
this utility value, the algorithm arrives at the optimal value of the look ahead time to initiate

the migration for the future workload with minimal impact on the current workload.

Extent based dynamic tiering [39] is another recent work on dynamic tiering and data
migration in a tiered storage system consisting of SSDs with SAS/FC and/or SATA drives.
It uses an extent based monitoring and migration mechanism called EDT (Extent based
dynamic tiering). The work describes two components of the system. EDT-CA (EDT con-
figuration advisor) helps in arriving at a tiered storage configuration (capacity for each tier)
to satisfy a given expected workload. EDT-DTM (dynamic tier manager) responds to the
changing workload and dynamically migrates data between tiers accordingly. The primary
goals of EDT-CA and EDT-DTM are to provide better performance at reduced cost com-
pared to a SAS only storage system. The system also determines non-sequential data as
those 1/0 having LBA (Logical block address) distances larger than 512KB from previous

accCess.

In [105], a reinforcement learning algorithm is used to tune migration policies that move

hot and cold data between tiers. The objective is to improve the average response time of
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the system with the optimal migration policies tuned based on the recent access patterns.
Our work has some similarities to previous work described in Extent based tiering [39],
Adaptive data migration [136] and Reinforcement learning based policies [105]. While
these focus on data migration between only HDD and SSD, the approach in this thesis
differs from these work by providing a general optimization solution for placement of data
across multiple storage tiers (with more than 2 tiers) that maximizes their utilization based

on the I/0 workload.

2.2.3 Performance enhancement through Caching

Several caching algorithms have been proposed for storage, CPU memory and web servers
in the past like the LRU, LFU, LIRS [47], CLOCK and ARC [69]. Each of these algo-
rithms has their own benefits and behaves differently for each type of workload. The main
component of any caching algorithm is the replacement policy employed when a cache is
full. The most popular of them LRU, uses a simple policy of replacing the least recently
used data in the cache. Generally, the common method of evaluating the efficiency of these
caching algorithms is the hit rate. This determines how much of the I/O goes to the cache
compared to the total I/O for a given interval of time. It is well known that the hit ratio for a
given algorithm depends on work load characteristics and the cache size. For example while
LRU is a simple algorithm, its efficiency drops due to cache pollution caused by a workload
which performs a sequential scan. ARC [69]] is an adaptive algorithm which reacts to the
varying workload based on not only the recency (like LRU) but also to the frequency of the
access. BPLRU [50] explores buffer management algorithms which adapt modified versions
of LRU and CLOCK algorithms respectively for SSDs. In spite of the efforts to improve the
replacement policy, we find that all these algorithms do not provide any increase in perfor-
mance after a particular cache size is reached for a given workload. Certain workloads does

not react much to any further increase in cache sizes since most of the hits lands on the top
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of the LRU queue. Other types of workloads can benefit in the increase in cache sizes that
will result in increase in the hit ratio. This behavior is exhibited even within workloads as
a function of time. We exploit this behavior to develop new cache control mechanisms that

will be explained in chapter 3 of this thesis.

2.2.4 Workload prediction and prefetching

While performance gains can be achieved through data migration and caching, another com-
mon method is prefetching. Prefetching can improve performance by making the data avail-
able in high speed storage devices before it is accessed. This requires some form of predict-

ing the access in advance. The following are the different categories of prefetching:

1. Heuristics based prefetching

2. Application aided prefetching

The prefetching algorithms and mechanisms also either fall under Block based or file
based categories

Heuristics based prefetching: This is the simplest prefetching mechanism where the
system predicts future accesses based on stable access patterns. One example of a simple
access pattern is sequential access that is exploited by modern operating systems and/or
file systems. Linux read-ahead [34] uses file offsets and request sizes to detect sequential
accesses. It performs a read ahead of blocks from the disk before the application issues
the actual request. When the actual request arrives the blocks will already be in memory
and therefore the application sees a faster response time. Block Correlation mining [62]
is a block based approach where the system detects correlation between disk blocks in the
I/O stream. It also determines the sequence of blocks accessed. The assumption is that if
a block is accessed all the related or correlated blocks will also be accessed. Therefore, it

pre-fetches those correlated blocks before it is accessed. Through this method it achieves
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7-25% reduction in I/O response times compared to other prefetching schemes. Collective
prefetching [24] is similar to Block correlation mining [62] but is used in a HPC environ-
ment and the prefetching is done collectively across a storage cluster. The reason for using
a collective approach is that individual storage nodes might not know the collective 1/0
pattern of the parallel application running on the multiple computation nodes. Parallel 1/0
prefetching [20] uses past pattern signatures (instead of traces) stored in a data base to detect
application access patterns. The detected pattern is then used in predicting future accesses
for prefetching to memory. This system assumes the access patterns are stable as expected

in a HPC application.

Application aided prefetching mechanisms: In application aided pre-fetching, the ap-
plication itself provides hints to the storage system to help in prefetching. Another method
is an intrusive method that modifies the application (in the source code) itself by inserting
probes that hint application accesses. In informed prefetching [82], the application provides
future resource demands (like cache and pre-fetch buffer) and access patterns for the sys-
tem to control the amount of prefetching. The algorithm uses a cost-benefit mechanism to
allocate the amount of prefetching buffers for different applications based on the provided
hints. Through this method, the paper claims to achieve around 20-83% reduction in exe-
cution times of applications like data base queries, scientific visualization etc. Sprint [91]
uses an execution engine that runs in parallel with the application to access data in advance
before the application issues the request. This is done by probing the source code of the ap-
plication. New source code is created that issues just the I/O with all the processing stripped
from the application. This code is run in parallel with the application through the execution
engine. This method can achieve 2 to 15 times speedup compared to the normal execution
of the application. In application directed prefetching [103],the algorithms made effective
use of system primary memory by aggressively fetching as much data as fits in available

memory.
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Prefetching mechanisms are optimal only if there are stable access patterns or partially
sequential. They cannot be utilized in large scale or enterprise workloads that have highly

random access behavior and non-sequential characteristics.

2.3 Performance handling in Metadata path

So far we have seen techniques on improving the performance on the data path. The other
part of the storage system is the Meta-data and Namespace management in distributed or
clustered file systems. Compared to the performance improvement techniques for data, the
techniques in this area are relatively few. The following are some of the techniques in this

area.:

1. Metadata partitioning and distribution

2. Metadata pre-fetching and caching

2.3.1 Metadata partitioning and distribution

We explored several large scale storage systems in section 1.6. In many of these storage
systems the file data is stored in separate nodes from the meta-data. The meta-data in turn
is stored on a single node as in Lustre [1] or distributed across a cluster of nodes as in
Ceph [122]. These Metadata storage nodes have to handle operations that involves map-
ping from file names to corresponding data block or chunks in the data nodes, lookup of
file attributes (like owner, creation/modification times) and checking of access permissions.
When there are several clients accessing the system, these operations will overwhelm the
meta-data nodes if the meta-data items are not properly distributed. Systems like Lustre
have a single meta-data storage node to handle all the meta-data operations. This leads to a

serious bottleneck and results in a single point of failure. But this is the most simple design.
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It avoids many of the problems like maintaining consistent meta-data updates and concur-
rency issues. The distributed approaches like that in Ceph are more resilient to failures and
provides better scalability. But this design leads to more complexity in terms of maintaining
consistency, handling concurrent updates and also requires mechanisms of distribution of
the meta-data across the cluster. Though the design is more complex, the distributed ap-
proach is more favored due to better scalability particularly when the system has to handle
petabytes of data storage. Many of the early systems such as NFS [83], AFS [75] and Coda
[93] utilize a static partitioning of the meta-data namespace in to specific servers. Though
simple in design, this technique suffers from skewed meta-data load distributions. The other
common method of placement and lookup of meta-data in a cluster of servers is Hashing.
Recent systems like Ceph perform hashing at the directory levels and distributes the meta-
data items accordingly based on the hash values. The HBA system [139] tries to reduce the
complexity of meta-data lookup using Bloom filters to map filenames to their corresponding
meta-data location in a meta-data server cluster. HBA also avoids the problems of directory
hashing based schemes as in Ceph. In the hash based schemes, the system had to rehash and
redistribute directories to different nodes when there is a failure of a particular node. The
hash based distribution in these work can maintain optimal distribution across the meta-data
cluster. But they also lead to lose of locality of the meta-data items. The meta-data locality
is required for certain file system operations like entire directory lookup. Therefore, we
need a meta-data distribution mechanism that can provide uniform distribution while trying
to maintain the locality. We propose such a locality preserving meta-data distribution in

chapter 6.

2.3.2 Metadata pre-fetching and caching

Some of the techniques for pre-fetching primary data also applies to meta-data. Since

the size of the meta-data items are small, the techniques for meta-data perform aggressive
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prefetching. The Nexus system [38] utilizes a relationship directed graph to pre-fetch meta-
data items before it is requested. The relationship graph is obtained dynamically through
access patterns in the application workloads. The meta-data items are pre-fetched based on
predecessor-successor relationships in the graph. Since the penalty for a mis prediction is far
lesser for meta-data than data, the algorithm performs aggressive prefetching. The reason
being the size of the meta-data is in the order of few kilobytes (typically 4KB). The AMP
system [63] utilizes the affinity between file accesses to perform Metadata prefetching. The
affinity between files is obtained by mining history data from past access patterns. Using
these methods, the system pre-fetches and caches these items on the client side thereby
significantly improving performance of future meta-data requests. These prefetching meth-
ods can improve the meta-data performance for stable access patterns like that exhibited in
Desktop workloads or small scale applications. The same techniques may not be applicable
for large scale storage systems shared across multiple applications. Therefore, in this thesis
we propose a solution that distributes meta-data across a server cluster that can handle the

mixed meta-data workload characteristics of a large scale shared storage system.

2.4 Next Generation NVM Technologies

As NVM technologies are emerging, it has been a hot topic in systems architecture research
to utilize them at different levels of computer memory/storage architecture. They are used as
cache, as a replacement for the main memory and in storage system architecture in several
research works. The work in [32],[100],[128],[137] explore the advantages in terms of
performance and energy consumption in using PCM and MRAM technologies in the CPU
caches (L1/L2 and main memory). In [57],[88],[138], NVM as an alternative to DRAM
has been explored in terms of advantages in reduced energy consumption, higher density
and improved performance. In this thesis we consider NVM on the storage stack or storage

system architecture as in [52],[79]. These work mainly focus on the future of replacement
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of the current Flash technologies with NVM. In this thesis we provide a hybrid solution
where a combination of NVM with Flash can significantly improve performance while being

practical in terms of cost.






Chapter 3

Storage System Performance

Enhancement With Cache Optimizations

3.1 Introduction

In this chapter we look into methods of optimizing cache allocation to multiple applications
sharing the storage system. In particular, we address the problem of dynamic partitioning of
high performance next generation NVM device used as a cache for the conventional SSD.
We show through simulation experiments that such a hybrid combination of next generation
NVM and SSD can improve performance of applications significantly. Complimenting this
work in section 3.6, we consider the problem of workload interference among different
applications sharing a distributed storage system. Specifically we consider this problem in
the context of a virtualized environment running multiple applications sharing a distributed
storage system with Virtual Disks (VM disks). Through our proposed distributed caching
and I/O redirection approach we show how the interference among competing VM disk

workloads can be reduced. This is described in detail in section 3.7
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3.2 Next Generation NVM As Cache For SSD

Emerging storage media such as STT-MRAM and PCRAM are likely to soon replace current
NAND Flash technologies due to their very high throughput and low latencies. NAND Flash
based SSDs though offering superior performance compared to hard drives, still have prob-
lems like poor write performance and endurance. This poor write performance of NAND
Flash is due to the longer erase time required before writing to the memory cells. The
next generation NVM like STT-MRAM or PCRAM have very low latencies close to that
of DRAM. Unlike Flash, these devices support in place writes/updates and endure longer
because of their higher write cycles. But these new storage media are unlikely to replace
Flash entirely in the near future due to limitations in current process technologies, fabri-
cation costs and densities [101]. Therefore, recently some of the research work [101] are
exploring a hybrid combination of SSD and NVRAM as an alternative solution which could

significantly improve the performance of the storage system.

In [101], PCRAM was used as a log buffer to the data on NAND Flash. Small updates
to the data on Flash are absorbed by the log buffer and are done in place in the PCRAM
buffer. In this work, we focus on a hybrid caching strategy for multiple applications with a
small NVM (PCRAM or STT-MRAM) backed by large Flash capacity. Since the capacity
of the current PCRAM or STT-MRAM technology is very limited, our main idea here is
the method that adapts a minimum size of the NVM cache for each application in a shared
environment. This size is adjusted dynamically based on the changing workload pattern
and application’s desired latency configured as a QoS (Quality of service) parameter. The
latency in turn translates to a target cache hit rate achieved through a efficient cache size
control scheme. The motivation behind our design is that through preliminary workload
analysis, we have found that each workload has specific cache hit characteristics or his-
togram. The cache hit rate histogram [67] is the frequency of the hits to blocks at a given

depth in the LRU queue. This varies both within and across different application workloads.
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The control scheme works based on determining the hit rate histogram to a virtual shadow
cache and dynamically adjust the physical NVM size based on the target or goal hit rate.
The goal hit rate being determined by the latency requirement of the application workload.
While the techniques presented here is applicable for a DRAM cache, the other main advan-
tage is that writes/updates in the cache can be persisted for longer periods. This improves
the reliability of the NVM and Flash Hybrid storage. It should also be noted that the control
scheme and mechanism described in this work are independent of the type of NVM tech-
nology (either STT-MRAM or PCRAM) used. We assume a certain device performance
characteristics for our simulation ([107], [19],[57]). Based on this, we perform simulation
study of our control schemes and analyze our results. Through our HCache control scheme
we can handle application workloads at 30% — 50% reduced cache sizes compared to static
log partitioning schemes with LRU. HCache achieves this by adapting the cache or log size
through careful monitoring of the application working set with the help of a virtual shadow
cache. HCache uses NVM as a read/write log for the Flash pages. Throughout this chapter
we use the terminology read/write log and cache interchangeably.

As shown in Fig. 3.1, by caching Flash pages in NVM we can drastically improve the
read/write performance of the Flash based SSD. The hybrid device can also provide better
reliability since small writes to the Flash pages can be retained in the NVM for a longer

period of time compared to a DRAM cache.

Read/Write
Latency 35-70ns Mo

//// 1 * R/W Latencies of N\VM

Read Latency: 15us
Write Latency: 200us

Fig. 3.1 Hybrid device with SSD and non-volatile memory like STT-MRAM/PCRAM

The advantages of such a hybrid caching scheme becomes significant in random small



40 Storage System Performance Enhancement With Cache Optimizations

write intensive workloads like that exhibited by OLTP (Online transaction processing). Our
simulation results based on the OLTP traces [121] shows that we could achieve almost the
same hit rates as that of standard caching algorithms at 30 — 50% reduced cache sizes.
The main contribution from this work is the HCache control algorithm. The algorithm
uses a feedback mechanism through a virtual shadow cache to adjust the size of the NVM

dynamically based on the changing working set of the application.

3.3 Background On Cache Allocation And Replacement

Algorithms

Several caching algorithms have been proposed for storage, CPU memory and web servers
in the past like the LRU, LFU, LIRS [47], CLOCK and ARC. Each of these algorithms has
their own benefits and behaves differently for each type of workload. The main component
of any caching algorithm is the replacement policy employed when a cache is full. The
most popular of them LRU, uses a simple policy of replacing the least recently used data
in the cache. Generally, the common method of evaluating the efficiency of these caching
algorithms is the hit rate. This determines how much of the I/O goes to the cache compared
to the total I/O in a given interval of time. It is well known that the hit ratio for a given
algorithm depends on work load characteristics and the cache size. For example while LRU
is a simple algorithm, its efficiency drops due to cache pollution caused by a workload which
performs a sequential scan. ARC [69] is an adaptive algorithm which reacts to the varying
workload based on not only the recency (like LRU) but also to the frequency of the access.
Debnath et al. [28] and Kim et al. [50] explore buffer management algorithms which adapt
modified versions of LRU and CLOCK algorithms respectively for SSDs. In spite of the
efforts to improve the replacement policy, we find that all these algorithms do not provide

any increase in performance after a particular cache size is reached for a given workload.
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Certain workloads does not react much to any further increase in cache sizes since most of
the hits lands on the top of the LRU queue. Other types of workloads can benefit in the
increase in cache sizes that will result in increase in the hit ratio. This behavior is exhibited
even within a single workload as a function of time. The main idea behind this work is
to adapt the NVM cache log size to this varying work load behavior. This is done using
a efficient control mechanism that works on the basis of how well an application reacts to
changes in the cache size. For example, the control algorithm does not allocate more cache
space to those types of workloads which do not react well to the increase in the size. This

control is done both within and across applications sharing the hybrid device.

Our work is related mainly on some of the research work on write buffer management
in SSD. The works by Debnath et al. and Kim et al. [28, 50] explore the write buffer
management in DRAM inside SSD. They are basically modified versions of the general
LRU and CLOCK algorithms adapted for SSD devices. [50] explores the idea of using the
internal RAM in SSD for improving the random write performance of Flash. [28] follows
a similar approach but adapts a different caching scheme which considers the recency and

block level space utilization of the Flash device.

Our work utilizes a non-volatile memory technology as a read/write buffer instead of
DRAM. This facilitates longer storage of the NAND Flash pages in the non-volatile mem-
ory when the pages are hot. Multiple writes to the hot pages are absorbed in the NVM space
for a longer period of time without sacrificing on the reliability. [101] follows the same
approach and use the NVM space as a log buffer for writes to the Flash pages. Even though
these work have analyzed different techniques of write log buffering for NAND Flash none
of these has addressed the problem of cache sizing for different types of workload. Our
work primarily differs from these on how we manage the limited NVM space shared across
multiple application workloads. We achieve this through a control mechanism which uti-

lizes a hard reference (the shadow cache) as a control component. The write log buffer for
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each application workload is chosen based on the application specification which indicates
how much the hit rate to the cache can differ from the virtual shadow cache. The work
presented by Sehgal et al. [95] addresses the QoS problem through SLA specification based
on latencies for each workload. Based on this the size of the cache is adjusted through a
control loop. But we show in the next section that the hit rate to the cache itself depends
on the nature of the workload and latency cannot be used as an absolute parameter in the
control loop. In our case we use the hit rate with respect to a virtual reference as the control
component. Our algorithm adapts to the changing workload within and across applications
thereby efficiently distributing the limited non-volatile cache space considering the hit rate

deviation from the reference cache.

3.3.1 Application Working Set

To understand the working set data variation for each type of workload we took snapshots
of a simple LRU queue with published and generated traces. The size of the LRU queue
was set to 10MB. Figures 3.2 shows the heat map of blocks for an LRU queue with the SPC
OLTP trace [121]. In the heat map, dark regions denote very high hits to that region of the
cache where left of the figure represents top of the LRU queue. Accompanying graph 3.3
shows the data points for cache depth at which 90% of the total hits is achieved. Similarly
figures [3.4,3.5] and [3.6,3.7] show corresponding heat maps/histograms for the Microsoft
exchange and Web search trace respectively. From the heat map and the hit rate histogram
for the financial and the exchange trace we can see that most of the time 90% of the hits are
registered within the top 50% of the LRU queue. For the financial trace we find that most
of the hits are registered within 30% depth of the cache. In the web trace case the hits are
more spread out throughout the cache space. From this observation arrive at the result that
the financial and exchange workload does not react much to increase in cache size whereas

the web trace will definitely benefit from increasing cache sizes. Furthermore this behavior
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varies as a function of time.
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Fig. 3.2 Heat map of LRU cache with Financiall trace

The following are the main observations from this:

1. At any point of time, most of the working set of the application resides in the top of
the LRU queue. The working set includes both the new data (new writes) and old data
(reads and updates). For example for the financial trace, roughly 90% of the working

set gets a hit in the top 30% of the LRU queue.

2. This working set changes as the application progresses. When the cache is full, part
of the working set in the current time period which is not in the cache will evict part of
the working set in the previous time period. This in turn depends on the I/O pattern of
the workload. For example when there is a repeated access pattern to the same blocks

the working set remains almost the same for the current and previous time epochs.

3. Access patterns which exhibit smaller inter access time between accesses to the same

block leads to most of the hits at the top of the LRU queue.
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Fig. 3.3 Hit rate Histogram for Financiall trace

4. Within a workload as the working set changes the cache size can be increased if the
application benefits from the increase during that period of time. If it does not benefit

as a consequence of a constant working set we can reduce the size of the cache.

We show that by closely tracking the hit behavior on a LRU queue for each application
we can adapt an optimum cache size to the work load variation. This optimum cache size
varies both across applications and within application as a function of time. By utilizing
such optimization mechanism we benefit both in application performance improvement and
efficient usage of the scarce NVM. In addition, the algorithm only allocates what is required
by the application based on the current hit rate histogram and the goal hit rate. From our
evaluation in Section 3.5 we have found that for certain workloads the cache can be operated
at a lower size compared to static partitioning. We therefore partition the very limited size
of the NVM cache among different applications based on the desired QoS and track the
current workload pattern. The main challenge here is the dynamic tracking of the changing

working set of the application. This is where we use the HCache feedback control scheme
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Fig. 3.4 Heat map of LRU cache with Exchange trace

to dynamically adapt the NVM cache size that works best for the current working set of
the application. Since the virtual cache hit rate histogram reflects the access pattern of the

application, HCache can achieve this dynamic adaptation.

3.4 Dynamic Cache Allocation Through HCache

Fig. 3.8 shows the overview of the HCache architecture. Since NVM like PCRAM and
STT-MRAM is not readily available in the market, we simulate with DRAM since its per-
formance is close to that of these types of memory. The NVM buffer acts as both a read and
write log for small writes to the Flash region. The combined NVM-Flash hybrid device can
act as a storage tier to a back-end array of hard disks. This work deals only with control-
ling the size of the NVM buffer and therefore we adapt the techniques used by Guangyu et
al.[101] for the log management. Unlike [101], where the focus was on improving the life-
time and energy consumption of the Flash region, we use the log for improving read/write

performance or latency based on careful NVM allocation. The NVM buffer is shared across
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Fig. 3.5 Hit rate Histogram for Exchange trace

the application workloads Wy, W,, W3. The buffer stores data from Flash in terms of pages
in LRU order. The size of these logs is adjusted dynamically by HCache control algorithm.
Any update to the Flash page sector is updated in the NVM and kept in a log structured
format. A table in the NVM keeps track of the mapping between the pages in the LRU log
and the Flash pages. The Flash page size of 4KB is assumed. We maintain a LRU queue of
linked list of pointers to the pages. A hit to a page moves the corresponding pointer to the
head of the list. We also maintain a bit vector of size 16 for each page to mark a sector within
a page as clean or dirty. This is later used by the eviction mechanism to decide whether a
page can be evicted to memory. A page with all the 16 bits set to zero is simply invalidated
without any update to the Flash. In addition to the primary LRU queue the main component
in our scheme is the shadow log [69] which stores just the addresses of the pages and the
hits. The size of this shadow LRU queue is set to the physical size of the NVM available in

the system. For our experiments we assume a physical size of the NVM of 256MB.

At a high level the control algorithm works as follows:
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1. The shadow cache acts as a virtual cache operating at the full available capacity in the
system. Hit data from this cache serve as a reference to tune the maximum size of the

actual LRU log.

2. The shadow log is partitioned into a number of LRU queues each with 10% of the
physical size of the NVM in the system (around 25MB in our case). Each partition
only holds the page id, sector bitmap and does not store the pages. Each partition also

independently registers hits to that part of the log.

3. For each time epoch a simple counter is used to measure the hits to each of the shadow
cache and real cache. For some of the workloads (as in the financial trace) most of the
time the hits go to the top of the LRU log and therefore the top queues register more
hits. In other types of workload the hits can go to the tail end of the log in which case

the bottom LRU queues in the chain registers more hits.

4. The cache size either ramps up or down at the tail end of the LRU log by a fixed

amount proportional to the hits registered in the chain of queues. For example if the
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Fig. 3.8 HCache: The high level overview of the HCache cache control system

desired hit rate is achieved within 20% of the shadow queue depth (or the first two
LRU queue in the chain), then the physical log size is ramped down to that size. On
the other hand, if the desired hit rate can be achieved only at 60% of the queue depth
than the physical log size is increased to that value. The desired hit rate is computed
based on the latency value from 3.1 for a specified target application latency (/; in the

equation). During a reduction in cache size only those pages that have been modified
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Fig. 3.9 Figure showing the LRU log in Non-volatile memory. A page size of 4KB and
sector size of 512 bytes is assumed. The log contains pointers to the pages in NVM. A
mapping table in the same non-volatile memory resolves logical address to physical location
in the NVM

are written back to the Flash. This is identified based on the bitmap maintained in the
physical LRU queue. Those pages which are cached for read are simply invalidated.
The Freed log space is added to a free list pool for re-allocation and re distribution to

other workloads.

The cache size for a given goal latency/target hit rate for each application is obtained

based on the following:

1. For each workload since the latency of a given workload is directly related to the hit

rate to the NVM log, we determine the target hit as follows:

ht = (lssd - lt)/(lssd - lnv) (31)

where [,z and [,,, are the latencies of SSD and NVM respectively, and /; is the applica-
tion target latency. In a given time interval, the control algorithm adjusts the physical

cache size based on the depth of the virtual shadow queue at which the desired num-
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ber of hits A, is achieved. The hit rate values are the maximum that can be achieved
for that respective workload. The desired hit rate cannot be greater than the achiev-
able hit rate for that specific workload characteristics. If the desired hit rate cannot be
achieved HCache tries to maintain the maximum of the desired and the achievable hit

rate.

. The hits registered in the shadow LRU queues are added from the top to bottom for

each LRU queue in the chain.
H =) H, (3.2)

where H; is the total hit from the top to the nth queue in the LRU chain.

. Now this value of the H; should satisfy the following:

H; > hy X 104141 (3.3)

Where 10,4 is the total number of IO in the previous time period.

. The final physical size of the LRU queue is obtained based on where in the chain the

above criterion is satisfied. If at the Nth queue we obtain the desired number of hits
than the queue size will be

Sp=Y_[St x W] (3.4)

where S, is the physical LRU queue size and §; is the size of each LRU queue in the
shadow log. The total size of the chain of LRU queues is the same as the total available
NVM size. W, is the weight of the nth queue in the chain. We chose a linear decrease
in the weight from the top to bottom of the queue. The need for a linear decrease in
the weight is that we assume that a hit to the top end of the LRU queue is likely to
get another hit compared to the lower end of the queue. This is based on the expected

behavior of workloads in a LRU queue. Instead of directly using the calculated cache
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size in the current period, we use a moving average of the past values, so that we avoid
large fluctuations that might happen for certain workload [95].

Example Calculation: If we assume that the total 1O in the current evaluation period
is 1000 and assuming a desired hit rate of 80%, if the first two queues register a total
of 800 hits, then the desired queue size at that instant will be the total of the size of
the first two queues in the shadow log chain. This will be roughly around 50MB in
our case as the size of each queue in the shadow log is approximately 25MB (10% of

the size of the NVM size of 256 MB).

Based on our initial analysis of workloads in section 3.3, we found that the depth at
which we can obtain the desired hit rate varies both within and across workloads. We make
use of this chain of virtual shadow queues to obtain the histogram of the hits to the LRU
queues. This provides a reference for the algorithm to adjust and adapt the real queue ac-
cordingly to the changing workload pattern. In common cases the hit-ratio is a monotone
function of the cache size according to the inclusion property of LRU [67]. The LRU queues
utilized should capture many workload pattern which is mostly monotonic in the hit rate be-
havior. Non-monotonous workload characteristic should not be common at least for storage.
Such characteristics may exist for non-storage workloads like that in a CPU cache.

Algorithm 1 shows the basic control mechanism for the cache size for each workload.

1 foreach ith workload do
2 Obtain 4, from equation 3.1;
3 foreach queue g; do
4 while H; < h; X 10,14 do
5 | H,=H;+H,
6 end
7 end
8 Sy =Y [S xW,];
9 Obtain running average of S, for last n samples ;
10 Ci=358,
1 end

Algorithm 1: Control algorithm to adjust cache size of various workloads.
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Where H; is the hit rate at the ith queue, S, is the physical cache size, §; is the size of
the LRU queue in the shadow log (as in equation 3.4), S, is the running average of S,, C;
is the final cache size for the ith workload and the other parameters are from equations 3.2,
3.3,3.4. The algorithm therefore tries to maintain the hit rate 4, for the desired latency. The
I/0 is serviced from the NVM at this hit rate #,. The following describes the scenarios in

which I/0O is served by the backing Flash storage:

1. Any 512 byte block read from the file system tries to fetch a page from the NVM.
If there is no mapping page found, the entire page in which the block is present is
fetched from Flash to the NVM and cached in the LRU log. We assume that spatial
locality in the data is maintained by the backing Flash storage and adjacent sectors of
the same page are always likely to be accessed together. All further writes to the same
sector and its neighboring sectors in the same page will now be directed to the NVM

LRU log.

2. The pages containing the updates/writes to sectors in the tail of the LRU queue are
flushed to the Flash storage when the workloads cache partition is full or the maximum
log size is adjusted. It has to be noted that the rate at which the dirty data is written
back to the Flash will be almost the same as the miss rate of the workload which is
close to that of the shadow log cache. Therefore introducing HCache control does not

increase the write back rate to the backing Flash.

3.5 Performance Evaluation Of HCache

Evaluation of the system was performed with a simulation of the LRU log with the HCache
control algorithm. We used combinations of workloads to analyze the effectiveness of the
algorithm in tracking the workload pattern and the corresponding cache optimizations. Here

we chose these 3 workloads in parallel to show how the control algorithm tracks the cache
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Fig. 3.10 Financial (OLTP) trace showing Hit rates and cache size variation over time for
HCache and PID control.
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Fig. 3.11 Microsoft exchange trace collected using Loadgen showing hit rates and cache
size variation over time for HCache and PID control.

demand of each application. The number of parallel workloads can be extended for the gen-
eral case. We selected the Financial (OLTP) traces from UMass repository [121], MSR trace

[119] from Microsoft and Microsoft exchange traces collected from the Loadgen software
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Fig. 3.12 MSR trace showing hit rates and cache size variation over time for HCache and
PID control.

on Windows. The hit rate targets for each workload are set to 90%, 50% and 80% respec-
tively for each of these 3 workloads (in that order). We compare our control algorithm to
the PID (Proportional, Integral and Differential) control generally used in many other works
[36, 54] as a mechanism to control the size of a storage cache to enforce a given QoS. The
control mechanism described in [95] uses error in the desired latency as a feedback param-
eter to the proportional controller. In [36, 54] the error in hit rate is used as the control

parameter to adjust the cache size.

The first set of graphs (depicted in Fig. 3.10) ) shows the results from running the Fi-
nancial or OLTP trace from the UMass repository. The first plot shows the hit rate variation
as a function of time. It can be seen that most of the time HCache (dashed line) can meet
the desired hit rate (the horizontal dashed line). Even though there are oscillations in both
cases, HCache can re-adjust and stay close to the goal hit rate. The PID control can also
meet the target hit rate, but in many cases the hit rate dips to more than 10% below of the

desired value. At one point it even dips to nearly half or 40% of the desired rate. The second
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Table 3.1 Average latency and latency violations for different workloads

Workload | Latency (microseconds) | Latency reduction | Latency violations
in HCache(%) (% of time)
PID [36, 54,95] | HCache PID HCache

Financial write: 45 Write: 24 46% 63% 23%
Read: 3.3 Read: 1.8

Exchange write: 98 Write: 85 14% 60% 1%
Read: 7 Read: 6

MSR write: 49 Write: 27 45% 82% 33%
Read: 3.6 Read: 1.9

plot in the graph shows the variation in the size of the cache over time. We can see that both
algorithms try to adjust the cache size based on the workload demands. The PID control
can operate at a lower log size but this is due to the specific control parameters chosen. This
leads to early evictions of the pages that are needed in the future. HCache can adapt the
cache size to the workload variation because of the knowledge of the hit rate histogram in

the virtual or shadow cache.

The second set of graphs (given in Fig. 3.11) shows the results of running the exchange
workload. Here for the chosen control parameters, the PID control does not have many
oscillations in the hit rate. But most of the time, the hit rate is slightly below the desired
value. The PID control can therefore operate at a lower average value of the NVM cache
size. The third set of graphs is for the MSR workload. PID control for the chosen control
parameters performs worst for this workload. There are large oscillations in the hit rate
due to the PID control mechanism settling in on a very low size of the cache. Even though
cannot be seen in the graph, there are large oscillations around this small value of the cache.
HCache can adapt to the variation in the workload pattern better and tries to remain close to
the target rate. But even for HCache at one point the hit rate drops to 10% below the desired
level (the period between 150 to 200 minutes) but the algorithm responds by increasing the

cache size to allow for more hits.
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Table 3.2 Percentage reduction in Log size for the different workloads

Workload PID [36, 54, 95] | HCache
Financial 57% 28%
Exchange 73% 51%
MSR 92% 20%

Table 3.1 compares the performance of the PID and HCache control mechanism. The
first column shows the average read and write latency measured for the three traces. We can
see that HCache can achieve around 14% to 46% reduction in average latencies over the PID
control. The third column in the table shows the percentage of time that there is a latency
violation over the entire period of the run (around 5 hours). HCache has the least number
of violations since it can adapt the cache size more efficiently through a real reference
(through the shadow cache). The table 3.2 shows the cache size reduction compared to
static partitioning. In all cases, HCache operates at a higher average cache size compared
to the PID control. However the PID control mechanism settles on the wrong values for the
size of the cache and this leads to a large number of violations. Even if we modify the PID
control parameters, it cannot be set to the same value for all workloads. This is evident in
the worst performance for the MSR trace where it artificially settles to a very low value for

the size of the log.

Although the PID control technique is effective in tracking the changes in the application
behavior, it requires careful tuning of the control parameters (K, K;, K;).). Moreover these
parameters are sensitive to workload characteristics and therefore require adjustment for
each workload type. This will complicate the design and implementation of the system.
Goyal et al. [36] have shown the case of large oscillations in the cache size if the parameters
are not tuned properly for both the proportional and PID controller. HCache completely
avoids this problem and works on a simple algorithm that computes the cache size with

respect to a virtual shadow cache.

Table 3.3 shows the comparison of our method HCache with some of the feedback con-
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Table 3.3 Control mechanism comparison with respect to HCache

Control algorithm Time complexity | Meets goal? | Accuracy
PID [54, 95] o) No Yes
Retrospective Queue [36] O(N) Yes Yes
HCache O(1) Yes Yes

trol techniques [36, 95] for the desired characteristics. [36] tracks the evicted pages in a
LRU and the access frequencies of past accessed blocks. It uses this past access history
to increase or decrease the size of the physical cache to meet the specified QoS. But this
method needs to scan the entire blocks in the Retrospective or history queue to identify
blocks that are frequently accessed. It also provides decay on the counters to track the aging
of the evicted blocks. Even though it is not mentioned in the paper, this might take O(N) or
at least O(logN) time based on the size of the history. [95] uses a proportional controller to
enforce the desired hit rate to the cache. It continuously adapts the size of the cache based
on the error between the observed hit rate and the desired hit rate. It has been shown in
[36] that the stability of a PID control for cache sizing is poor and can lead to large oscil-
lations. This requires careful tuning of the PID control parameters or PID constants. These
constants might also need to be tuned for each type of workload. HCache uses a realistic
reference through a shadow/virtual cache and uses the hit rate to this cache to control the
physical size of the log. This completely avoids the problem of tuning constants like those
needed for a PID control. HCache dynamically adapts to the changing workload through the
virtual reference LRU queue. The meta-data overhead (roughly around 1MB for a 256MB
NVM cache) required for maintaining the queue is insignificant since we only keep track of
the sector or block numbers. Compared to the retrospective control mechanism described
in [36], HCache can run in O(1) or constant time since we do not scan the entire shadow
cache to determine the size of the physical log. A simple computation on the hit densities to

each LRU log in the chain of virtual cache is performed to arrive at the physical cache size.
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3.6 1/0 Workload Interference In Shared Storage Server

While the NVM/SSD hybrid device can improve the application performance in a shared
environment, we still need to address I/O interference among these competing workloads
at the storage server. Several techniques for managing performance in shared storage and
virtualized environments have been studied and explored before. These techniques include
performance isolation [108], proportional sharing of storage resources [40], caching [36],
proportional allocation of SSD resources [95], VM migration [41] and dynamic instantiation
of host side virtual cache appliances (VCA) [10]. Even though SSDs are being extensively
used as a cache in some of these work for their high random I/O performance, they too have
high variability in performance especially for writes. Many of these papers deal with meet-
ing SLO (Service level objectives) goals like IOPS (I/0 per second) and average 1/O laten-
cies under VM consolidation. But little work has been done to address the problem of high
variance in I/O latencies (like the 90th percentile latency variation from average) as applica-
tions are moved from non-consolidated environments to virtualized environments especially
during periods of peak loads. The major cause of I/O latency variance in multi-tenanted en-
vironments is due to the I/O interference among the workloads sharing the storage system.
This interference effect has been shown to exist both for HDD as well as SSDs [61]. For
non-sequential workloads in HDDs, the latency contribution comes from both the seeks and
during heavy loads due to I/O request queuing at the device [42]. For SSD, the variance in
the latency mainly occurs when writes interferes with reads. Under write intensive periods
of an I/O workload, this variance in latency is dominated by the program-erase cycles and
garbage collection (GC) activity. For example when a program/erase cycle is running in the

SSD, subsequent read I/Os had to wait till it completes [127].

To address the problem of large I/O latency variation, we propose a dynamic I/O redi-
rection and caching mechanism called VirtCache. VirtCache can pro-actively detect storage

device contention at the storage server and temporarily redirect the peaking virtual disk
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workload to a dynamically instantiated distributed read-write cache. We have implemented
this system on top of the GlusterFS file system [111] which is widely used as a backing
store in OpenStack [117]. We show that by dynamically redirecting workloads from con-
tended storage devices to server caches across the cluster we could reduce the variance in
90th percentile latency under peak workloads. While the caches are always there to be uti-
lized across the server cluster, the peaking I/0 load is not uniformly distributed. We address
this by redirecting the concentrated load from virtual disk files on specific storage servers to

other server’s less utilized caches. The following are the main contributions from this work:

1. A distributed storage side caching mechanism called VirtCache to minimize I/O la-

tency variation during peak VM workloads

2. Mechanism to Pro-actively detect storage device contention, I/O tracking and redirec-

tion to the distributed cache

3. Implementation of VirtCache in a popular distributed file system (GlusterFS) and de-

tailed evaluation showing the benefits.

3.7 VirtCache Architecture

The VirtCache architecture was designed around the existing GlusterFS storage stack. The
modified GlusterFS stack with VirtCache is shown in the Fig. 3.13. We modified the 10-
threads translator in GlusterFS to incorporate our caching mechanisms. The VirtCache sys-
tem consists of the VirtCache I/O handler, Workload interference detector and data logger.
We also modified the Qemu-Gluster block driver to incorporate the I/0 redirection and dy-
namic allocation of memory space in the cluster. The following sections describe in detail

each of the various components in VirtCache.
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3.7.1 Workload Interference detection

The interference across VM workload can be considered as contention for the device I/O
queues. The papers on storage performance models in [55] and [42] use queuing theory
based models to predict latency and throughput based on the outstanding I/O at the device.
The work done in [55] analyses contention of competing VM workloads on the same stor-
age device. It models the VM consolidated performance as a function of arrival rates and
response times when the workloads were run in isolation. The paper on storage perfor-
mance management in [42] uses Little’s law to model the storage latency as a function of
outstanding I/O at the storage device. But these models require that characteristics of the
device and workload to be profiled before the models can be used to predict performance
like latencies and throughput. In our case we need a model that can be used at run time
to pro-actively detect interference and contention among VM workloads. We borrow the
product form queuing model studied in [13]. We use this to predict the latency expected

from the device by simulating arrivals of I/O requests from the VM based on the observed
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arrival rate on the storage server. The arrival rate to compute the latency from the model is
set at around 10% higher than the observed to detect the contention earlier. We observed
that there might be slight peaks in observed arrival rates in the workload. The 10% value
was empirically chosen using workload profiling so that the system does not trigger a false
cache activation. The response time or latency R; for the ith VM at the storage device is

given by:

Ri=d;/(1 =Y [Ai/n] x dy) (3.5)

where d; is the device response time for the ith VM, A; is the arrival rate for the ith
VM. n is the number of parallel I/O that can be issued to the storage device. For both the
RAIDS array and SSD we set this to be 16. We observed that for the SSD we used the
latency increased after we reach a queue depth of around 16. This is because even though
the number of outstanding I/O can be increased beyond this value (to get higher throughput
or IOPS) the latency for individual I/O still increases. Therefore we keep this value at 16.
The device latency d is the average latency without any queuing or outstanding I/O at the
device. The values d; and d; can be measured during non-peak workloads. The 10% higher
arrival rate provides enough headroom for the I/0 redirection to be initiated before the actual
performance deviation occurs. In the beginning, VirtCache obtains the average latency and
90th percentile latency for each VM from the current observed value during low 1/0O loads.
Low I/0 loads are identified as the period when the average 1/O queue depth is below a

configured threshold (we chose 4).

VirtCache constantly monitors the observed and predicted values of response times for
every time window for each VM over small time intervals. From these measurements it
obtains the average latency and the 90th percentile latency from both the observed and the
values obtained through the model. When there is a deviation in the difference between the

average latency and the 90th percentile latency from the low load case, it triggers the 1/0
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redirection. Since the control simulation is done at a higher arrival rate than the observed
rate, the performance variation is detected in advance to provide a small headroom. Once
VirtCache detects the performance variation from low load case, it selects a VM for I/O
offloading based on two parameters. The first parameter is the maximum latency deviation
from the low load case. The second parameter is the cacheability requirement. VirtCache
chooses the VM which has the maximum latency deviation and the maximum cache hit for
a given cache size. For VMs with same cache hits the VM with higher latency deviation
is chosen. For this, a hit rate curve is maintained by the VirtCache I/O handler. We do
not explore on how to obtain the hit rate curve here as this is beyond the scope of this
paper. Once the load in the system goes back to normal, the I/O is redirected back from the
cache to the primary VM disks. For this we monitor the I/O rate at the block driver on the
host machine. The pseudo code of the I/O detection of performance variation is shown in

algorithm 2

1 foreach ith VM do

2 foreach timePeriod do

3 get A7;

4 AP =A7+0.1 x A7

5 Ri:dl’/Z[)uis/l’l] x dp;

6 end

7 Get R}" from all R; collected in timePeriod ;
s | if (R"—R) > threshold;

9 Trigger VM selection and I/O redirection;
10 end

Algorithm 2: Algorithm to detect 90th percentile latency violation.

Here A7 and A’ are the observed and simulated values of the I/O arrival rates for the
ith VM workload. The values R} and Rf represent the 90th percentile latencies during
the current observation period and the low load period respectively. The value threshold
is set at 5% of Rf. Lines 2 to 7 obtains the 90th percentile latency R}" for each ith VM
workload through the simulation for each timePeriod. Line 8 checks if this exceeds the value

threshold. If the threshold exceeds then the VM selection and 10 redirection is triggered in
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line 9. The next section explains how VirtCache tracks block regions on the VM disk files

for caching.

3.7.2 VirtCache I/0 Handler

The VirtCache I/0O handler module is a modified version of the IO-threads translator in
GlusterFS. Gluster uses the name "translator" since in addition to normal file I/O it also
implements other operations on files (like stat, getattr etc). The VirtCache I/O handler
intercepts all read/write I/O to the back end storage device. It can identify the different VM
disk files based on the global file id. The VirtCache I/O handler also tracks and provides
block level I/O statistics for the VM disk files to the Gluster client. Note that since all
translators in Gluster work at the file level, the VirtCache I/O handler provides a translation
of file offsets to block identifiers in the logical VM disk file. The Gluster client uses the
block level statistics collected by the VirtCache I/O handler to log frequently accessed data.
This is done as follows. For every configured time window (typically 10 minutes), the
handler records the blocks that were accessed from the client in a LFU (Least frequently
used) cache. The handler only stores the block identifiers and not the actual data. At the
end of each configured time interval, the handler constructs a Bloom filter [18] of the top
N frequently accessed items in the LFU (Least frequently used) cache that can fit inside the
given cache size (16GB). The Bloom filter provides a compact and efficient mechanism for
recording the I/0 block access. Instead of passing the entire LFU cache meta-data, the 1/0
handler passes the Bloom filter to the Gluster client (host machine) over another extended
attribute set on the VM disk file. This extended attribute is periodically read by the client.
This period is same as used by the server to refresh the Bloom filter. Equipped with the last
N block access record at the storage server the client performs the data logging on the log
volume. This is done by the data logger on the client whose function is explained in the next

section.
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3.7.3 Data Logger

We modified the Qemu-KVM block driver to implement the data logging. The data logger
uses the Bloom filter provided by the VirtCache I/O handler through a extended attribute
on the VM disk file. Whenever the block driver sees a block id in the response from the
server matching a id in the Bloom filter, it writes this block on the log volume available
in the cluster. Since this set represents the frequently used blocks, it is likely that this
will be accessed when the I/0 to the primary volume where the VM disk file resides is
offloaded to the other servers containing the dynamic cache. When the I/O to the VM disk is
offloaded, this set of blocks can be read back from the log volume to warm up the distributed
caches quickly. Since this set is refreshed periodically by the VirtCache I/O handler, it also

represents the recently used frequently accessed blocks.

-, «@ Filtered 1/0
[ Gluster;izi::u block ]:> Bloom Filter :>[ VirtCache Data logger ]

@ Read/Write

@ Redirect 1/O

-
Gluster Server Gluster Server 1 Gluster Server 2 Gluster Server 3
hosting the (————n _———— f————
VM disk files | cache cache | | cache
‘/CFD Cache War
up
HDD Log volume

Fig. 3.14 High level control flow between components in VirtCache. The bloom filter is used
to filter I/O that needs caching. Control flow numbered 1 to 3 represent activity before the
I/O redirection. Control flow numbered from 4 to 6 represent activity during I/O redirection
to the distributed cache

We assume that the size of the file system cache inside the VM itself is not sufficient to
hold this entire set of blocks. Our assumption is valid since this is the reason there was an
I/0O to the server in the first place. By only logging the most recently and frequently used

data set we can reduce the space required on the log volume to store this data and as well
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as reduce the 1/0O to the caching servers. During the 1/O redirection period, this logged data
is read from the servers if there is a cache hit to the Bloom filter. For false positives (which
are rare)the I/0O is retried on the primary server having the VM disk image. The schematic
in Fig. 3.14 shows the overall control flow between the different components on the client
and server side during normal I/O and I/O redirection. Note that the I/O offloading is for
both read and write. The offloaded writes are persisted on the distributed log volume and

later moved to the primary VM disk file when the normal load returns in the system.

3.8 VirtCache Prototype Evaluation

The Evaluation Gluster storage servers used was a Xeon Server with 4GB RAM configured
with RAIDS with 4 SATA drives (500GB capacity) for HDD storage. We used two real
workload traces. The first one was a Microsoft exchange trace collected in our Data cen-
ter with Loadgen software. We emulated an environment with 1000 user mail boxes with
100MB each with an average of around 500 emails sent/received per day from each user.
The other workload was the TPCC trace downloaded from SNIA trace repository [119]. The
TPCC trace were publicly available trace captured at Microsoft Research on their enterprise
servers. The Exchange workload was around 30% read and 70% write, whereas the TPCC
workload was around 66% read and 33% write. Both have a cache hit rate of 60% and 33%
respectively for a 8GB cache. The VM2 workload was used to simulate a low load and high
load scenario. At low load the VM2 fio workload was kept at 200 IOPS and for high load
was kept at 400 IOPS (close to maximum IOPS for 4 drives). Similarly for SSD, we used
1000 IOPS and 2000 IOPS as low load and high load cases respectively. The distributed
cache size in all our experiments were fixed at 16GB. The size of the log volume was also
set to this value for each VM.

The Legend in all the graphs indicates scenarios with and without VirtCache (low load

and high load). As shown in the Legend, VirtCache Read caching refers to caching and I/0
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Fig. 3.15 VirtCache caching for Exchange workload on HDD (Latency and Queue depth at
the Storage server). VMI runs replayed trace of an Exchange workload. VM2 runs FIO
with IOPS varied from 200 (low load) to 400 (peak load).

redirection only for reads, VirtCache write caching refers to I/O redirection only for writes
similar to the Everest system [77], VirtCache read/write caching refers to I/O redirection and
caching for both reads and writes. The vertical axis refers to the VM1(VM?2) latency/queue

depth against the different scenarios indicated in the Legend.

3.8.1 Exchange Workload on HDD

The set of Fig. 3.15 show the 90th percentile, 95th percentile and Average latencies for
the cases of VM2 low load, VM2 high load and VM1 with Exchange workload without
VirtCache, consolidation of VM1 and VM2 high load with read only caching, write caching
and read/write caching. We also include the 95th percentile latency in the results. Since in
some of the cases VirtCache can also reduce the variation in the 95th percentile from the
average. From the graph we can see a huge variation in the 90th percentile latency as we
move from the low load scenario to high load one. The performance variation is around 80%
in the high load case (VM1 and VM2) compared to that under low load. With read caching
alone VirtCache can reduce this variation to below the low load case (2ms compared to 3ms).

But the average latency reduction is still small compared to the case without VirtCache. This
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Fig. 3.16 VirtCache caching for TPCC workload on HDD (Latency and Queue depth at the
Storage Server). VMI runs replayed trace of TPCC workload. VM2 runs FIO with IOPS
varied from 200 (low load) to 400 (peak load).

is because this particular workload is more write intensive and could not provide significant
improvement with a read cache alone. The write only case can absorb most of the writes in
the distributed cache and therefore provides a significant reduction in average latency. But
the 90th and 95th percentile latencies are still large compared to the average. The read/write
cache can almost bring the average latency to the low load case. It can also bring the 90th
percentile latency within 7% of the low load case. This is because most of the reads and
writes are offloaded from the VM disk file to the distributed cache servers. A fraction of the
load with cache misses still has to be served from the VM disk file. Since VM2 generates
a significant rate of I/O, the average latency of VM1 is slightly higher than that of the
low load case. VirtCache can also bring the 95th percentile latency to levels same as the
low load scenario. We can also see that the read/write caching can achieve around 50%
reduction in variation of the 90th percentile latency from average compared to the write
offloading/caching alone. Compared to the case without VirtCache during peak workload

the latency variation is reduced to around 56%.
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Fig. 3.17 VirtCache caching for Exchange workload on SSD (Latency and Queue depth at
the Storage Server). VM1 runs replayed trace of an Exchange workload. VM2 runs FIO
with IOPS varied from 1000 (low load) to 2000 (peak load).

3.8.2 TPCC workload on HDD

For the TPCC workload, the performance variation for the peak conditions without Virt-
Cache increases by twice the amount in the low load case. We can also see from Fig. 3.16,
that the maximum I/O queue size increased to around 15 that is twice to that during low
loads. Since this workload has more reads than writes we get a significant improvement
in both the average latency and the 90th percentile latency variation. The 90th percentile
latency variation from average in the high load scenario is in fact lesser than the low load
case. With just the VirtCache write caching both the average latency and the 90th per-
centile latency variation from the average is higher than the low load case. With VirtCache
read/write caching, we can bring down the average latency levels close to the low load case.
The variation in the 90th percentile latency is the same as the low load case with VirtCache.
The variation in this case is around 50% smaller compared to that without VirtCache during
peak loads. The 95th percentile latency of this workload is higher than for that of Exchange
workload. This is due to the lower cache hit rate of this workload compared to the Exchange

workload.
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3.8.3 Exchange workload on SSD

We also tested with Exchange workload on VM disk files on the SSD and the results are
shown in Fig. 3.17. We could not test for the TPCC case since the block access pattern for
this workload spans more than 400GB which could not be tested on a single SSD drive. For
the exchange workload, even for SSD we can still see significant improvement in both the
average latency and the 90th percentile latency variation compared to the average. Under
VirtCache read/write caching both the 90th and 95th percentile latency were close to the
low load case since we can get a very high hit rate for this workload. The variation of
the 90th percentile latency was also close to that of the low load case. The VirtCache
read/write caching for even SSD volumes can do better by around 65% compared to the

write offloading alone.

Bl VM2 FIO low load W VirtCache write caching
EZA@ VM1 Exchange load without VirtCache IR VirtCache read/write caching
B VirtCache read caching

VM2 (Webserver) Latency (ms)

h Percentile 95th Percentile

Fig. 3.18 VM2 (Webserver) disk latency in consolidation with Exchange (VM1) with VM2
chosen for caching

3.8.4 Consolidation of Exchange workload with Webserver workload

on HDD

We also experimented with consolidation of the Exchange workload (VM 1) with a FIO web-

server workload (VM?2) with different IOPS rate.The low load case was simulated with 200
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Fig. 3.19 VM1 (Exchange) disk latency in consolidation with Webserver (VM2) with VM2
chosen for caching
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Fig. 3.20 Queue depth for VM1 (Exchange) and VM2 (Webserver) consolidation

IOPS as before and the high load was replayed with 400 IOPS. VirtCache chooses the Web-
server workload to be offloaded since it has a higher cacheability with only 4GB required
for the cache to get around 60% hit rate. As can be seen from the graph in Fig. 3.19 for
Exchange workload the 90th percentile latency variation from average is around 3.5 times
at high load compared to the low load case. This variation is reduced to less than the low
load case with VirtCache read/write caching. We can also see that the VirtCache read/write
caching can reduce the 90th percentile variation by around 1/6th (from 6ms to 1ms) com-
pared to write offloading alone (around 83% reduction). We also compare the effect of the

caching for the Webserver workload. For this we compare the latencies from our previous
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experiment with a Webserver VM consolidated with an FIO lower load. In the Fig. 3.18
this is shown as "VM2 FIO low load". The "VM1 Exchange load without VirtCache" shows
the latency values for the Webserver workload in consolidation with Exchange (VM1). The
90th and 95th percentile latency values are as high as that of Webserver since the queue
depths are common for both workloads at the device (see Fig. 3.20). Due to the redirection
of the I/0O to the cache we can see a large reduction in the average latency under VirtCache
read/write caching. The 90th percentile latency variation (from average) is also reduced to

below that of the low load case.
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Fig. 3.21 Latency deviation from non-consolidated case as the number of VM instances are
increased. The number of Gluster storage node is fixed at 4. Each VM workload exhibits
a cache hit rate of 30 to 60 percentage from a synthetic workload replayed with FIO with
IOPS of 300

3.8.5 Effect of number of VMs

As another experimental scenario to test the scalability of VirtCache, we varied the number
of VM instances from two servers (hosts) and measured the latency variation as the IOPS is
increased from each VM. We replayed a synthetic workload from these VMs and measured

the deviation of the 90th percentile latency of the workloads from the non-consolidated
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case. Figure 3.21 shows the deviation in percentage from the non-consolidated case as the
number of VMs are increased. As a reasonable value for caching, we generated around 30
- 60 percentage hit rate in the synthetic traces. The virtual disk files for the workloads were
created on a single Gluster server with SSD. The number of Gluster servers were fixed at
four each with 4GB RAM (same configuration as used in the previous experiments). As
shown in the figure as the number of VMs are increased from 2 to 8 the deviation increases
from 5 to 20 percent from the low load case. Some of the workloads I/0O were moved to
the less utilized server’s caches. This reduced the contention on the virtual disk file hosting

server, thereby reducing the I/O queuing at the storage device.

3.9 Summary

This work explored the potential of utilizing a small Non-volatile memory device (like STT-
MRAM/PCRAM) as a persistent read/write log to a Flash backed SSD. We have developed
an algorithm that adapts the log size of the NVM to the workload characteristics of the
application dynamically. Simulation experiments have shown that our algorithm can dis-
tribute NVM allocations based on the application that gets the maximum benefit. This is
done by closely tracking the working set of the application through a novel control loop
using a shadow log as a reference. Hit rate deviations with respect to the shadow cache
and the desired latency are used to tune the real log size of the application. Through such a
control algorithm, HCache can meet the configured latencies of the application with up to
50% reduced log sizes compared to static allocations and improve the SSD performance up
to 90% in some of the workloads. We have also shown that our method can achieve up to
46% reduction in latencies compared to the popular PID control mechanisms used in other
works. Our method also satisfies the latency requirement of the applications most of the
time in the simulation run.

We also consider the problem of workload interference among different applications
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sharing a distributed storage system specifically in the context of a virtual disk VM work-
loads. This problem not only exists for HDDs but also present in SSD as well. We have
shown through GlusterFS prototype evaluation that by temporarily redirecting 1/O to a dis-
tributed cache during peak loads we can reduce the variation in performance of VM work-
loads to those during normal loads. In some of the cases we could achieve average and 90th
percentile latencies very close to that of the off-peak periods. Compared to write offload-
ing alone we can achieve around 50% to 80% improvement in reducing the performance

variation.






Chapter 4

Improving Storage System Performance

With Optimized Storage Tiering

4.1 Introduction

In this chapter we look in to the data migration problem when the storage system consists
of several tiers of storage as described in Chapter 1 in section 1.8. The storage server
consists of NVM-SSD hybrid, Hybrid drives and high density SATA drives at the different
tiers. We address the problem of placement of data across these tiers of storage based on
the relative benefit value to improve storage server performance. While the hard disk drives
provide adequate storage volume at low cost, the access latency remains a major problem. In
particular, the disk access latency is significant when I/O workload exhibits random access.
This results in heavy seeks or disk head movement accounting for the higher access latency
[64]. In order to improve the system performance and overcome the disk access latency with
random accesses, many previous state-of-art work proposed different methods. Bhadkamkar
et. al [14] used block level disk reorganization by using a dedicated partition on the disk
drive, with the goal of servicing a majority of the I/O requests from within this partition,

thus significantly reduced seek and rotational delays [14]. In FS2 [45], multiple replica of
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data based on disk access patterns in file system was used to reduce latency. In [37] the
past file access patterns were used to predict the future requests, so that the data can be
served in advance of the request for the data. In DiskSeen [31], disk prefetching policy
at the level of disk layout was adopted to improve the sequentiality of disk accesses and
overall prefetching performance. In application directed prefetching [103], the algorithms
made effective use of system primary memory by aggressively fetching as much data as fits

in available memory.

Most previous work on solving storage performance problems were focused on throt-
tling and manipulating I/O streams by prefetching or scheduling but do not consider migra-
tions of data among storage devices. Recently, Lin et al. [64] proposed a data migration
algorithm, called Hot Random Off-loading (HRO) to move the random accessed files to
SSD so as to reduce the latency by using the SSD as the by-passable cache to the hard
disk. A well known advantage of SSD unlike hard disks lie in the fact that they utilize
non-volatile solid state memory chips which contain no physical or mechanical movement.
Thus the read/write response times will be almost constant with the random read and write
performance one to two orders of magnitude lower than hard disks. By using SSD as one
of the tiers for storage of random accessed and hot data (hot stands for frequently accessed

data), the overall storage system performance can be improved.

As the ratio of cost versus performance of SSD is low compared with hard disks, SSD
alone as primary storage is still not the current viable solution. Hybrid storage methods
which take advantages of both SSD for performance and hard disk for capacity are proposed
as a alternative. We would see in the Chapter 5 new kinds of device which incorporate a
small Non-volatile cache (NAND Flash) in addition magnetic platters found in conventional
Hard drives. These Hybrid disks [17] utilizes the non-volatile memory to cache popular read
and write requests to HDD. The storage capacity being equal to the capacity of the magnetic

media. Combo drive [84] is a storage media device that combines flash memory as well as
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magnetic memory in a single storage device. By using the hybrid disks or combo drives,
the overall storage cost is kept low while the overall performance of the storage system is
improved compared to hard disk. We adopt the idea of hybrid storage by proposing a multi-
tiered hybrid storage (MTHS) system. The MTHS includes both SSD and hybrid disks
as high performance storage tier and commodity hard disks as a low performance tier. By
combining SSD and hybrid disks forming a multi-tier storage system, the overall system I/O
performance can be improved for fast random access while minimizing the cost. In order
to achieve higher overall performance, it is necessary to keep the most frequently accessed
data (hot data) on the high performance storage tier, while storing the least accessed data at
lower tiers [105]. The MTHS storage system consists of two components, one is the monitor
module which collects the I/O access pattern and distinguishes the random accesses from
sequential ones. The other component is the data migration module which schedules the

migration work and moves the random hot data between lower storage tiers and higher tiers.

The difference between our MTHS and HRO [64] are as follows. First, HRO uses a
single tier of SSDs in their hybrid storage system while we use multiple tiers, i.e., SSD,
hybrid drive, and hard disks. We also use various tiers (up to 10 tiers) in our simulations to
show the performance of our proposed algorithm. This is necessary since we have a multi-
ple tiers of storage with NVM/SSD hybrid, Hybrid drives and SATA drives. Secondly, HRO
formulate the Data allocation problem (DAP) as a knapsack problem while we formulate
the problem of data allocation for multiple tiers as the multiple choice knapsack problem
(MCKP). Lastly, HRO used a polynomial-time approximation greedy algorithm which is
not able to find global solutions while we use dynamic programming to find global optimal
solutions for the DAP. Dynamic programming is a pseudo polynomial algorithm. We pro-
pose a multiple-stage dynamic programming (MDP) to solve the MCKP in multiple stages.
We compare our work with the greedy algorithm in HRO and show the benefit obtained

using dynamic programming than the greedy algorithm even with smaller test cases.
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Fig. 4.1 The overall MTHS system framework

4.2 Multi-tier Hybrid Storage System

The multi-tier hybrid system as in Fig. 4.1 consists of the client, meta-data server (MDS),
storage devices and data modules for data migration. In this chapter we focus only on the
Storage server component which manages the data allocation on the storage devices. The
client accesses file data based on the meta-data from the MDS. The client’s file or meta-data
operations can be monitored through the MDS. The data monitoring module can get these
client access patterns and provides this information for data allocation algorithm. The DAP
is then solved by algorithm run within the data monitoring module and generates the optimal
data lists for migrating to different storage tiers. The storage system consist of multiple tier

of storage devices including NVM/SSD, hybrid drive, and SATA drives.

Fig. 4.2 shows the data flow processing in the system. The dashed rectangle indicates
the monitor module. It contains two sub-modules, the data collector, which collect the
I/O traffic from the clients. The other component is the data allocation sub-module which
process the output from the collector and generate the allocations of the files. From Fig. 4.2,
we can see that the I/0 information from the clients will be used to determine or distinguish
between sequential and random accesses in the storage system. The set of random and
hot data objects are identified and output to data allocation sub-module. The technique to

identify sequential and random I/O is not the focus of this work. We utilize techniques like
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Fig. 4.2 The data processing flow for the DAP.

that in Hot Data Trap [78] to differentiate between hot and cold data as well as sequential and
non-sequential I/O. The data allocation sub-module will then allocate the hot random data
objects to multiple tiers so as to improve the system performance. The migration module

will perform the data migration process when the client side I/O activities are low.

4.2.1 Data Collection

Data collection is a sub-module of monitor module in the MTHS system. In order to distin-
guish the random I/O from the sequential one, we use the following definitions:

Definition: Random I/O: random I/O is the type of read and write access to data objects
in the storage server.

Definition: Sequential I/O: sequential I/O is the type of read and write access to data
objects in a predetermined, ordered sequence in the storage server. The ordering is based on
the object offset or the block addresses.

The method to differentiate the two types of 1/O access can be similar to the one de-
scribed in [64]. For the current I/O request, the sequentiality of the I/O is decided by com-
paring with the previous I/O. If the access type and the start address of the new I/O is the end
address of the previous I/O, then the current I/O is a sequential. Otherwise, it is considered

as random.
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4.2.2 Data Monitoring Module

The data allocation problem is to allocate a selected set of random accessed data in lowest
tier, i.e., SATA, and to other two tiers so that the total benefit value is maximized without
violating the capacity constraint of disks. The DAP can be formulated as follows:

Definition: DAP: Given a set of n data objects D = {d;,i = 1,2,...n}, each object in the
set has a size S = {s;,i = 1,2,...,n}, benefit value V = {v;,i = 1,2,...,n}, and m tiers T =
{tj,j = 1,2,...,m}, each tier with a tier size §' = {s’j,j = 1,2,...m}, allocate the set of
objects in D to m disk tiers, so that the total sum benefit value for the m tiers are maximized

while not violating the constraint of limitation of each tier size.

The DAP problem can be formulated as a multiple choice knapsack problem as follows

[8, 85]:

n m

Maximize: 7z = Z VijXij (4.1)
i=1j=1
n m
subject to: Z{ leijxij < stj,i =1,2,...n 4.2)
i=1j=
m
Y xij<1L,j=12,..m (4.3)
j=1
X €401 i=1,2, . nj=12..m (4.4)
vij= v, 1 < j<k<m 4.5)
si=1/BxSK, 1< j<k<m (4.6)

1, if data object i is assigned to knapsack j;

x,-j =
0, otherwise.

where n is the number of data objects selected for data allocation, m is the number of

choices, i.e., the number of tiers available for allocation for each data object. Constraint
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4.2 ensures that total size of of data objects assigned to each tier is not larger than the max-
imal available size of each tier. Constraint 4.3 specifies the limitation that each data object
can only allocated once to all the available tiers. Constraint 4.4 states that it is a 0/1 knapsack

problem.

4.2.3 Data Migration Module

In our MTHS system, the data migration operations are performed when foreground I/O
activities are low so that the impact on the client application is minimized. This type of
migration is considered as "off-line" type migration since the migration process is sched-
uled as one-time activity and does not consider the current application performance. As
frequently moving the hot random files to different tiers may cause the system to be un-
stable, the off-line migration is relatively simple and effective while the on-line migration
definitely has a higher overall performance if it does not affect the user accesses. In this
work, our optimal data allocation will generate a one-time scheduled migration job, which
can be called as "static" migration. We do consider on-line dynamic migration by constantly
performing data migration based on the client I/O. As we will consider the feedback affects
on the user’s performance during migration, the data migration module should be extended
or enhanced by using simple feedback control as in [65], which can be easily incorporated

into our system.

4.3 Multiple-stage Dynamic Programming For The DAP

As data allocation of hot random data objects to one tier can be considered as a standard 0/1
knapsack problem, dynamic programming can be used as a effective method to find optimal
solutions. However, for multiple tiers, the problem is then formulated as a multiple choice

knapsack problem as mentioned in section 4.2.2. To solve the MCKP, we use a simple
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heuristic, i.e., we treat the multiple-tier DAP as multiple single-tier DAP by solving the

highest tier first then the rest tiers according to its priorities (here priority is defined as its

storage performance in terms of IOPS).

4.3.1 Greedy Algorithm

o 0 NN A T R W N

10
11
12
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14
15
16
17
18
19
20
21
22
23
24

Input: Number of data objects n, vector of benefit values v, vector of size w,
constraints of maximal size W.
Output: List of selected data objects x, total benefit value V;
foreach i in v do
/[Sort vector v in decreasing order
sorted_index = sorted(v, key=v.get, reverse=True);

end
//nitializing
totalW = 0;
totalV =0;
marked = [];
foreachi, 0 <i<ndo

‘ marked.append(0)
end
foreach i, 0 <i<ndo
if totalW + w[sorted_index[i]] > W then

‘ continue;
end
totalW += w[sorted_index][i]];
totalV += v[sorted_index|[i]];
marked[sorted_index[i]] =1 ;
end
foreach i, 0 <i<ndo

| x[i] = marked]i] ;
end
V; =totalV ;
Return V;, x ;

Algorithm 3: The greedy algorithm (greedy_kp) for the DAP.

We implement the same greedy method as in HRO [64] shown in Algorithm 3. The idea

of this fast polynomial-time approximation algorithm is to sort the set of data objects based

on the rank or value, which can be the benefit value or similar value to rank the objects.
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Then the maximum object with size smaller than the available size in the tier is put in the
tier, then the next object with maximal value is checked until the tier is full. In lines 1 to
4, the data objects are sorted in decreasing order of size. The next loop checks all the data
objects whether it can be added to the tier based on the limit of available size of the tier in
decreasing order. The results should contain the list of objects selected and the total benefit
values for the selected objects. Besides the sorting, the greedy algorithm has a complexity
of O(N), where N is the total number of data objects. Though very fast as it is, the greedy
algorithm is obviously not optimal.

To use the greedy algorithm HRO on the multiple-tier DAP, the multi-stage HRO is used
as shown in Algorithm 4. In the multiple-stage version of algorithms (Algorithm 4 and 6),

the key requirements are:
* Solve the multiple tier data allocation problem as multiple single tier problem.

* For each single tier data allocation problem, normal greedy algorithm or dynamic

programming algorithm is used.

* Solve the single tier using the normal algorithm sequentially with the order of highest

tier first.

Before we introduce the multiple stage version algorithms, we shall state the simulation
setup first so that the algorithms can be explained clearly. We generate the simulation test
cases using the methods as in [85]. We can generate 4 types of testing cases, i.e., uncor-
related, weak correlated, strong correlated, and subset sum. The output will include the
number of data items, the weight and value of each item, and the maximal weight. Pro-
vided with the test cases generated using the methods in [85], we will have a benefit value
and size of the low tier, e.g., SSD. To simulate the multiple tier problem, we assume that
the top tier(s) with higher performance, e.g., SSDs in 2-tier problem, has a double benefit

value and a size of 1.5 smaller compared with the lower tier next to it. The assumption used
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Input: Number of data objects n, number of tiers m, vector of benefit values v, vector
of size w, constraints of maximal size W.
Output: List of selected data objects x, total benefit value V;

1 foreach i, 0 <i<mdo

2 t=m-1-1;

3 foreachj, 0 < j <t do

4 foreach k£, 0 <k <ndo
5 Wik] = W;[k]/1.5;

6 vilk] = 2 % v[k];

7 end

8 end

9 [total Value, marked] = greedy_kp(n,v,w,W); foreach k, 0 < k < len(w) do
10 if marked[k|! = 1 then
1 | wik] = wilk];

12 end

13 end

14 foreach k, 0 < k < len(v) do
15 if marked[k]! = 1 then
16 | VK] = vilk];

17 end

18 end

19 end

20 foreachi, 0 <i<ndo
2 | x[i] = marked(i] ;
22 end
23 V; =totalValue ;
24 Return V; x ;
Algorithm 4: The multi-stage greedy algorithm for the DAP.

=

here is only for simulation purpose. For real application, the parameters and values may be

different, but it does not affect the correctness of the algorithms.

Multiple Stage Greedy Algorithm: The multiple stage version of this algorithm ba-
sically utilizes the greedy algorithm for the single tier and applies it to the N tiers. In
Algorithm 4, lines 1 to 8 are used to initialize the simulation input. Then it calls Algorithm
3 (greedy_kp) to solve the single-tier DAP in line 9. The used data objects are marked and
the rest are used as input for next round as shown in line 10 to 18. The final results are

accumulated in line 20 to 23.
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Input: Number of data objects n, vector of benefit values v, vector of size w,
constraints of maximal size W.
Output: List of selected data objects x, total benefit value V;

1 foreach i, 0 <i<ndo

2 foreachj, 0 < j<W+1do
3 if W[i] > j then

4 | clili] = cli=1][j] s
5 else

6 | cli][j] = max(eli = 1][j], v[i] + e[i = 1][j — w[i]]);
7 end

8 end

9 end

10 currentW = len(c[0]) — 1 ;
ui=len(c)—1;

while i < 0 and currentW <0 do

if (i == 0 and cli][currentW] > 0) or (c[i][currentW]! = c[i — 1]|[currentW|]) then
marked[i] = 1;
currentW = curremtW —wli] ;

end

i=i—1;

e
N QA T A W

end
foreach i, 0 <i<ndo
| x[i] = marked[i] ;

D = e
S e

21 end
2 Vi=cn—1|[W];
23 Return V;,x ;

Algorithm 5: The dynamic programming algorithm (mckp_dp) for the DAP.

4.3.2 Multiple-Stage Dynamic Programming Algorithm

Dynamic programming (DP) algorithm has been proven to be effective to solve knapsack
problems in various application domains. In [133], authors used the dynamic programming
to solve the reliability and redundancy allocation in system design. They showed that the
sub-problems are equivalent to one-dimensional knapsack problems which can be solved in
pseudo-polynomial time with a dynamic programming approach. In [87], authors modeled
the scheduling of scientific grid workflows as an extension of the multiple-choice knapsack
problem and proposed a general bi-criteria scheduling heuristic called dynamic constraint

algorithm (DCA) based on dynamic programming. They showed the performance over
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Input: Number of data objects n, number of tiers m, vector of benefit values v, vector
of size w, constraints of maximal size W.
Output: List of selected data objects x, total benefit value V;
1 foreach i, 0 <i<mdo

2 t=m-1-1;

3 foreachj, 0 < j <t do

4 foreach k, 0 < k <ndo
5 Wik] = W;i[k]/1.5;
6 vilk] =2 v[k] ;

7 end

8 end

9 [total Value, marked] = mckp_dp(n,v,w,W); foreach k, 0 < k < len(w) do
10 if marked[k]!=1 then
1 | wik] = wilk];

12 end

13 end

14 foreach k, 0 < k < len(v) do
15 if marked[k]!=1 then
16 | VK] = vilk];

17 end

18 end

19 end

20 foreachi, 0 <i<ndo

2 | x[i] = marked(i] ;

22 end

23 V; =totalValue ;
24 Return V;,x ;
Algorithm 6: The multi-stage dynamic programming (MDP) algorithm for the DAP.

existing algorithms through practical applications. In this work, we proposed the multiple-

stage dynamic programming and use it to solve the DAP.

Dynamic Programming for DAP: At a high level the dynamic programming algorithm
for data allocation works based on computing a cost matrix based on the benefit value of
each object and their size. The cost matrix takes into consideration the constraints or storage
capacity of each tiers to place the objects. At the same time it tries to achieve the maximum
benefit value. The dynamic programming algorithm is shown in Algorithm 5. The most

important part of the DP is to construct the N by W cost matrix C where N is the size
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number of items and W is the maximum size the knapsack can hold. As we can see from
Algorithm 5, it computes the cost matrix from lines 1 to 9 and obtain the resulting total
benefit values at the C[N][W]. However, cost matrix does not keep record of which subset of
data objects gives the optimal solution. We used lines 10 to 18 to backtrack the cost matrix
and get the selected data objects list. The computational complexity of the DP is O(NW)
and it needs O(NW) space. DP is a pseudo-polynomial algorithm because the runtime is
bound not only on the size of the input N, but also on the magnitude of the inputs of the

problem W.

Proof: In algorithm 5, c[i][j] by definition represents the optimal solution (total benefit
value) for i objects with total weight j (< W). Here j represents the storage size of the ith
object. To compute c|i][j] we have only two choices (line 6 in the Algorithm 5) for the ith

object:

Leave Object i from being placed in tier: The best we can do with objects {1,2,3...i-1}
and storage capacity j is c[i — 1][J].

Place object i in tier (Only if wli| is less than W): In this case we gain a benefit value
of v[i|, but the object storage size wli] is utilized. The best we can do with the remaining
storage objects {1,2,3...i-1} and storage capacity (j —wl[i]) is ¢[i — 1][j — w]i]]. So that we
get v[i] +c[i — 1][j — w[i]].

Note that the above applies for all values of j (inner loop in the algorithm) till the total
storage capacity W of the tier (see lines 2 to 7 in Algorithm 5). Therefore we obtain the

optimal solution or benefit value c[n][W] as the output of the algorithm.

Multiple stage Dynamic Programming for DAP: Similar to the multiple stage of the
Greedy algorithm (Algorithm 4), Algorithm 6 calls Algorithm 5 (mckp_dp) to compute the
knapsack value and lists of select data objects for each tier. It marks the already utilized
objects in each stage and applies the single stage Dynamic Programming algorithm to the

subsequent tiers. Finally it consolidates the outputs of each tier after all the object lists for
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all the tiers have been computed.

4.4 Results

4.4.1 Simulation Instances

We use the algorithm (kpGen) provided in [86] to generate the simulation instances. The
software can generate different types of random cases by choosing different input parame-

ters. The types of simulation cases can be one of the four types as below.

e Uncorrelated

* Weakly correlated

* Strongly correlated

e Subset sum

The above different simulation instances are representative of the Object characteristics
of storage systems. Uncorrelated type represents random choice of object size and their
value. It refers to no correlation between the size of the object and their benefit value.
Weakly correlated type refers to some of the object’s size having correlation with the bene-
fit value. For example, large objects might have smaller benefit value compared to smaller
objects. This could represent meta-data accesses which are smaller and accessed frequently
or it could represent small random I/O. The Strongly correlated type has many of the objects
having proportional benefit value to their size. The subset sum refers to all objects having a
direct relationship between their size and benefit value. The generated simulation instance
will be saved in text files. However, This type of simulation instance suits normal knap-

sack problem with only one knapsack. In order to simulate the multiple-tier data allocation
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problem (i.e., the multiple choice knapsack problem), we make the assumption that the out-
put generated using the algorithm (kpGen) in [86] is for the lowest tier (7) in the MTHS

system. The values for the rest of the tiers are assumed as following.

* For tier i (denoted as T;), where i is the number of tiers above the Ty, i = 0,1,...,N,
the benefit values of data objects of this tier is set as the double the value of the next
adjacent lower tier, i.e, V; = Vj * 2!, where Vp is the benefit value for Ty which is
generated using kpGen. This is to emulate the higher benefit value for objects that
can be placed on higher tiers. Instead of having a linearly increasing benefit value, we

use an exponential increase.

* For tier i (denoted as 7;), where i is the number of tiers above the Ty, i =0, 1,...,N,
the maximum size of this tier is assumed to be 1.5 smaller than the next adjacent
lower tier, i.e., mW; = mW,/(1.5'), where mWj, is the maximum size for T which is
generated using kpGen. The 1.5 times smaller value is to simulate real world case

where smaller objects with higher benefit value (heat value) are stored in higher tiers.

» The size of the data objects generated using kpGen is kept the same for every tier.

We first generate the simulation instances with 2 tiers using range of coefficient as 50,
and number of tests in the series as 1000. The generated simulation instances using kpGen
are shown in Table 4.1. There are total 20 test cases with 4 groups. Each group is of the
same type and has different number of input data objects ranging from 100 to 10000. The
maximal sizes of Ty are also listed.

We compare the results based on the total benefit values for MTHS system. We use the

term improvements (P) as the performance metric which is defined as:

P= (dep - Vpre)/vpre 4.7)
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Table 4.1 Simulation instances for 2-tiered storage system with different types.

No. Data | No. | Max Size | Data | Type
Instance | Objects | Tiers | (Tier 0) | Range
1 100 2 51 50 1
2 500 2 51 50 1
3 1000 2 76 50 1
4 5000 2 384 50 1
5 10000 2 764 50 1
6 100 2 51 50 2
7 500 2 51 50 2
8 1000 2 76 50 2
9 5000 2 384 50 2
10 10000 2 764 50 2
11 100 2 51 50 3
12 500 2 51 50 3
13 1000 2 77 50 3
14 5000 2 382 50 3
15 10000 2 764 50 3
16 100 2 51 50 4
17 500 2 51 50 4
18 1000 2 77 50 4
19 5000 2 382 50 4
20 10000 2 764 50 4

where V,,,4,, is the total benefit value obtained using our proposed MDP and V). is the value

from previous methods.

The results of comparison between greedy algorithm HRO and the proposed algorithm
MDP are shown in Table 4.2. From this table, we can see that the biggest improvements can
be obtained for the type 1 datasets, while both methods can find the optimal for the type 4
datasets. This is because datasets in type 4 is of special type which have the same value for

benefit value and size for each data object. From this table we can see the following.
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Table 4.2 Comparisons of total benefit values between GA, HRO and MDP.

GA | HRO | MDP | P (vs GA)

1 | 584 | 718 735 0.26
2 | 647 | 1726 | 1753 1.71
31979 | 2913 | 2952 2.02
4 | 2150 | 14518 | 14555 5.77
5 | 3850 | 29151 | 29209 6.59
6 | 134 141 165 0.23
7 | 143 211 242 0.69
8 | 196 344 391 0.99
9 | 994 | 1762 | 1988 1

10 | 1965 | 3610 | 4052 1.06
11 | 148 326 359 1.43
12 ] 159 | 590 629 2.96
13 | 239 | 1019 | 1059 343
14 | 1090 | 5553 | 5590 4.13
15 | 2162 | 11208 | 11222 4.19
16 | 118 115 119 0.01
17 | 119 116 119 0

18 | 179 176 179 0

19 | 890 887 890 0

20 | 1782 | 1779 | 1782 0
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Fig. 4.3 Comparisons of benefit values between GA, HRO and MDP from table 4.2. The
benefit value is the total heat value of all the objects in the different Tiers.The vertical axis
is in logarithmic scale. Horizontal axis is the simulation instance types from table 4.1 for
Uncorrelated, Weakly correlated, Strongly Correlated and Subset sum instances (5 in each

type).
1. The improvement of the total benefit value is increasing with the number of input data

objects (expect for the special case in simulation instance type 4).

2. The correlation between the two inputs, i.e, benefit value and size of each data object
has impact on the performance. The uncorrelated type has the best performance than

the rest.

Figure 4.3 shows the comparisons of benefit values between GA and MDP for various
instances in Table 4.1. We can see that the MDP can outperform GA in all simulation
instances except the instance in subset sum type, as in this type the benefit value and size are
equal. This type of instance makes the HRO difficult to choose optimal solutions because
HRO sorts the objects based on the weighted value (V;;/W;;). We can see that for type 4
instances (instance 16 to 20) HRO is the worst among all the methods.

In order to show the performance compared with HRO, we generate weakly correlated
instances with big data range (0 — 500). The results are shown in Fig. 4.4. From this figure,

we can see that MDP can achieve up to 17% performance compared with HRO.
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Fig. 4.4 Comparison of results between HRO and MDP using using large data range. The
benefit value is the total heat value of all the objects in the different Tiers. Horizontal axis

is the instance type for weakly correlated instances.

Table 4.3 Comparisons of total benefit values between HRO and MDP with variable number
of tiers. Instances are generated using type 1 and with data range of 100 (each with 1000

data objects).

No. GA HRO MDP P P

Tiers [1] [2] (vs. [1D | (vs. [2])
1 1 887 1506 1741 96.28% | 15.60%
2 2 2132 3362 3869 81.47% | 15.42%
3 3 3719 6207 6827 83.57% | 9.99%
4 4 5919 | 10463 11094 | 87.43% | 6.03%
5 6 13667 | 25247 | 26171 | 91.49% | 3.66%
6 8 36867 | 56215 | 58041 | 57.43% | 3.20%
71 10 |90134 | 125375 | 129137 | 43.27% | 3.00%

To show the scalability of the MDP, we generate test cases with various tiers to show the
impact of number of tiers on the performance besides the test cases with 2-tiers as in Table
4.1. Table 4.3 shows the results for tiers ranging from 2 to 10 with 1000 data objects.

From Table 4.3, we can see that MDP can achieve much better solution than GA and
HRO. However, the P is slowing down with the increasing of the tiers. With 10 tiers, the

performance gain is down from 15.6% to 3% for comparison with HRO. The performance

drop can be explained as follows.

1. The drawback of the greedy algorithm by taking the data objects with maximal benefit

value can be leveraged through multiple stages.
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2. The multiple-stage scheme in MDP which tackles the knapsack problem in each stage
is a approximation algorithm which is not global optimal solution as it solves each

knapsack problem separately.

The major part of this work is on the algorithm to optimally assign the set of data objects
to multiple tiers in hybrid storage system. The output of the list of data objects can be
used by the data migration process to move data among the different storage tiers. We
had provided the simulation results using the simulated datasets generated using KpGen
software. Since it is hard to get real workloads with large datasets (Objects) we utilized
simulation to validate our algorithm. The future work will be focused on using real workload
and link the data allocation and data migration together to show the performance of the

whole system.

4.5 Summary

The storage performance is improved by optimal allocation of data objects across the stor-
age tiers. We consider this as a data allocation or distribution problem (DAP) among the
different tiers based on the hotness of the data and the performance characteristics of the
different tiers of storage. We proposed a multiple stage dynamic programming to solve the
DAP problem on the storage server. The problem is critical for optimal data migration and
overall system performance when the I/O workload contains random accesses. By migrating
the hot and random accessed data from low tier to high tiers constantly, the overall latency
can be greatly reduced. Due to the size and cost limitation of the available high performance
tiers, the number of data objects to be allocated should be optimally chosen so that the total
benefit value is maximized. The problem of the DAP can be reduced to the multiple choice
knapsack problem and we used a pseudo polynomial algorithm, i.e., multiple-stage dynamic

programming (MDP) to solve the problem. The simulation results with various input data
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objects and various number of tiers show that the proposed MDP can achieve improvements

up to 6-fold compared with the existing greedy algorithm.






Chapter 5

Storage System Performance

Enhancements Utilizing Hybrid Drives

5.1 Introduction

Hybrid drives are introduced as one of the Tiers of storage in our proposed Hybrid storage
server architecture described in the Introduction section 1.8. In this chapter we consider
the problem of optimal utilization of the internal non-volatile cache inside the Hybrid drive
to improve system performance. Storage servers used in large scale or enterprise storage
systems utilize high RPM (Revolutions per minute) drives to provide higher performance
or IOPS. Typically these are SAS (Serial Attached SCSI) drives with 10K and 15K RPM
rotational speeds. They have average read/write latencies of around 2ms and seek times of
around 3ms to Sms with IOPS in the range of 175 to 210 [29]. There are two major problems

associated with these high performance or Enterprise drives. They are:

1. Higher Performance or IOPS require higher RPM drives. Enterprise Hard drive man-
ufacturers have hit physical limitations in increasing the RPM of disk spindles beyond

15K RPM [126].
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2. High RPM drives consume more power to drive the spindles to these high speeds.
Research work like that by Gurumurthi et al. [44] have shown that the power con-

sumption of drives increases as a function of RPM.

In this chapter, we address the above problems by introducing a new kind of storage
device called a Hybrid drive that combines existing rotational magnetic media with a small
amount of Non-volatile memory (NVM) cache consisting of NAND Flash chips. Originally
introduced for consumer devices like Laptops and Desktops, Hybrid drives were employed
to speed up Operating System (OS) boot times and application performance. For example,
the Windows OS used a new feature called ReadyDrive [110] to leverage the Flash inside
the Hybrid drive to reduce boot time. While the rotational speeds of the Hybrid drive are rel-
atively low (7.2K or less), by utilizing the embedded NVM cache the performance or IOPS
achievable can be close to or greater than high speed Enterprise drives. This eliminates the
need for increasing the RPM of the drive, thereby avoiding the first problem (1) of hitting
the 15K RPM limit without sacrificing performance. The later problem (2) is also addressed
as a additional benefit since low rotational speeds reduces the power consumption. Even if
the lower speed and the presence of NVM cache are characteristics of the device, solving
the first problem without compromising on performance requires cache management al-
gorithms catered to the need of utilizing the internal NVM cache efficiently. To this end
we have developed cache management algorithms to control the placement/eviction of data
to/from the internal NVM cache. Through experiments with large scale storage workloads,
we show that our algorithms can improve the average IOPS by around 2 to 6 times compared
to a baseline SATA drive. For certain workloads it can outperform the IOPS of Enterprise
SAS drive. The potential for replacement of SAS drives with Hybrid drives is evident from
this result. Our algorithms also have the advantages of minimizing memory and processing
overheads of cache management by up to 64% and 48% respectively compared to conven-

tional methods. In order to improve the endurance of the NAND Flash NVM, our placement
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algorithm also reduces the write I/O to the cache by up to 150%. To summarize, our main

contributions in this work are:

1. Design of Cache monitoring meta-data structures to track hot data on the Hybrid drive.
2. Design of Hybrid drive cache manager with placement and eviction algorithm

3. Development of the Hybrid storage system to demonstrate the advantages of the cache

manager

The following section discusses the background and motivation behind our work. Then
the design and implementation of the hybrid drive cache manager along with the place-
ment(eviction) algorithm are presented. The detailed experimental results with a functional

prototype is explained in the subsequent sections.

5.2 Background and Motivation

In this section we first present a short background on Hybrid drives and then describe how
our architecture with Hybrid drives differs from existing conventional SSD/HDD hybrid
storage system. Later we explain why current caching solutions are not suitable for Hybrid
drives.

Hybrid Drive Components: The schematic of the components inside a typical Hybrid
drive is shown in Figure 5.1. The main components are the rotating magnetic media which
serves as the primary storage medium as in any other Hard drive and NVM with NAND
Flash which acts as a persistent cache. The DRAM component acts as a small temporary
read cache typically with capacities of a few Megabytes. The size of the NAND Flash ranges
from 16GB to 32GB. The ATA-8 specification [120] provides commands for controlling
data placement/eviction to/from this internal Flash. The data can be served from either the

NVM during a cache hit or from the magnetic media during a cache miss. While not shown
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in the figure, the Hybrid drive also maintains a mapping table to map block regions on the
magnetic media to the corresponding location or block address on the Flash for all those
cached data. The drive utilizes this during every 1/O to locate data either on the Flash or

magnetic media.

Magnetic Media

Data To

Host Can be
Served
From NVM

Cache

Hard Disk
Controller

Spindle and R/W
Electronics

S i Cache

\\,
v

The Spindle and R/W electronics can be further
turned off for additional power savings

Fig. 5.1 Schematic of a Hybrid Drive

Cache Management in HDD/SSD system vs Hybrid drive system: In Hybrid storage
system with separate solid-state cache, or NAND flash SSD [53][39][23][94][112][64], the
cache management system must maintain block address mapping between flash and disk.
The address mapping is basically a table that contains the translation of Logical block ad-
dress (LBA) of the block on the HDD to the corresponding cached location on the Flash.
With the use of Hybrid disk, the need for such a mapping table is eliminated, as this is
pushed into Hybrid drive. However, conventional cache management methods used in sys-
tem level caching still retain the complexity, particularly the per-block based address map-
ping, which is a huge overhead in terms of cache lookup performance and efficiency as the
number of drives in a RAID [81] configuration increases. For example, for each drive in
the RAID configuration, the storage controller has to maintain the mapping between LBA
address and the cached block in Flash. Figure 5.2 shows comparison of the conventional
storage system consisting of separate SSD and HDD with a Hybrid drive system. In conven-

tional system the storage controller has to maintain the cache mapping table at the individ-
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ual block level, whereas I/0O from application can be of any size crossing block boundaries.
Since the controller had to keep track of all dirty data in the cache that needs to be flushed
to the HDD during eviction, it has to manage cache mapping table at the block granularity
level. In addition to this, the controller also has to manage data migration between SSD
and HDD during cache placement or eviction. In the Hybrid approach (on the right side of
the Figure 5.2), the controller complexity is much reduced as both the cache mapping table
and the data migration is handled within the drive. The controller does not need to manage
cache mapping tables and cache migration (placement/eviction). Moreover when a large
array of drives are handled as in a RAID configuration, the overhead of the mapping tables
and data migration in conventional approach is increased. Whereas in Hybrid drive cache
management, the processing overheads are distributed across the drives. The controller pro-
cessing is therefore reduced to handle only the primary I/O and the cache control. Another
major advantage is that while in the conventional system the placement(eviction) to(from)
the cache leads to data movement through the controller, the Hybrid approach eliminates
this unnecessary flow. This reduces the interference of the primary or foreground I/0 with
the cache data migration.

Problems in utilizing existing caching solutions for Hybrid drives: Though there are
many caching algorithms that have been previously developed (e.g. like LRU, ARC[69], 2Q
[48]), these are mainly applicable only for the first level caching inside an Operating system
buffer cache or in an application. Any given caching solution requires continuous monitor-
ing of the I/O workload, maintenance of monitoring meta-data or 1/O statistics (like hard
disk block cache hits, hit frequency). The following are the problems that were identified

related to these requirements:

1. There are no known methods for determining monitoring granularity (or I/O size on
disk) of the workload. Conventional system fixes monitoring sizes: E.g. 4KB, 64MB,

IMB (used in research work like [39]). Cold data regions might be cached along with
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Fig. 5.2 Comparison of conventional SSD caching (left figure) with Hybrid drive caching
(right figure).

hot data in the NV cache

2. Hybrid drive NVM cache is limited and should be used only for non-sequential or
random I/O. Since hard disk drives provide the best performance for sequential I/O,
we do not need to cache data that would be accessed sequentially. For random 1/0
requests, conventional methods does not consider seek times to make decisions on

NV caching.

3. When granularity of the data is small (e.g. 4KB blocks) the amount of monitoring
meta-data is large. More time is spent in updating I/O statistics for each block (due to

larger search space).

4. Increased write to the NV cache since caching incurs additional I/O [134] due to

placement or migration of data from the magnetic media to the Flash based NVM.
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Since the capacity of the NAND Flash inside the drive is limited, we need a placement
algorithm that selects only hot data and minimizes the writes to cache. The NAND
Flash inside the drive might become unusable if the number of cache writes (due to

placement) is not controlled.

To address the above problems, a method for hot data region dynamic estimation and
selection was developed. This can reduce the amount of monitoring meta-data by 64%
compared to a simple set associative hash table based mapping used in caching solution
utilized in FlashCache [112]. It can also reduce the cache processing time by up to 48%
and improve the IOPS by around 2 to 6 times per drive compared to baseline SATA drive
and in some workloads can outperform high RPM SAS drives. The placement algorithm
also reduces the number of writes to the internal cache by up to 150% compared to LRU
based algorithms. In next section we explain the details of the cache manager design, I/O

monitoring data structure and algorithms for cache placement/eviction.

5.3 Hybrid Cache Manager

The Cache manager controls the placement and eviction of drive’s hot data on the internal
NAND Flash of the Hybrid drive. For this it needs to maintain history of the I/O access
to the individual blocks on the drive. The history data relates to the recency and frequency
of access to the individual blocks on disk. We call this cache monitoring meta-data. Con-
ventional methods fix the monitoring size or granularity of the data on disk. This can vary
from a single block of 4KB blocks (fine granularity) to a large number of blocks in range
of Megabytes (course granularity). The granularity determines the accuracy of the classi-
fication between hot and cold data. The accuracy in turn determines the effectiveness of
utilization of the cache space. Fine granularity tracking leads to accurate classification and

thereby leads to optimal cache space utilization. But this increases the monitoring overhead
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or meta-data size. Course granularity leads to placement of hot data along with cold data in

the cache and thereby leads to poor utilization of the available cache space.
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media

Fig. 5.3 Hybrid Cache Manager Components

We approach this monitoring granularity problem by dynamically determining the size
based on the I/O workload. To this end, we utilize an Interval Tree data structure that keeps
track of the monitoring meta-data. We keep track of hot data on the cache through LBA
ranges or intervals. Instead of fixing the granularity of the monitoring regions, the cache
management algorithm adapts the data monitoring size to the I/O workload. The Figure 5.3
shows the components of the Cache Manager. The Cache placement algorithm determines

LBA regions that needs to be cached based on hot zones or block ranges on disk. The
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Eviction module uses Interval tree and hotness value estimation to select LBA regions to be

evicted from the cache. The following sections describe these components in detail.

5.3.1 1I/O Monitoring Data: Interval Trees

The Interval Tree is basically a Red-Black tree [11] indexed with LBA ranges. Each node in
the tree keeps track of a single hot data region on the disk with the corresponding LBA start
and end address. It also stores the hotness value which is used to determine whether the
LBA region corresponding to that node has to be evicted when there is contention for cache
space. Hot data are tracked in terms of intervals since the cache control commands work in
terms of LBA regions. In order to move data from the magnetic media to the NV cache, we
need to ’pin’ the LBA region or interval to the cache. Likewise we send a “unpin’ command
to remove or evict a LBA interval from the cache. The interval tree therefore tracks all those
regions or LBA intervals that are pinned to the cache. The figure 5.5 shows the structure
of the LBA address range record containing the LBA range entry (LRE) or regions that
contains the LBA start address and the range length in terms of disk sectors. This is followed
by the time stamp at which this entry was inserted in the tree. The data hotness value or dhv
which is the next field in the structure is defined using Equation 5.1a. This is the heat value
of the block regions on the disk. Frequently and randomly accessed block regions have
large dhv values. The figure 5.4 shows the structure of the Interval Tree with the Red-Black
nodes containing the caching information like the minimum hotness value (mhv). The mhv
of a particular node holds the minimum dhv of all the subtree nodes below that level in the
tree. This value is the main factor behind the very fast identification of cold data in the
entire cache. Later in the evaluation section 5.4 we will see that by tracking data on disk in
terms of intervals we can reduce significant amount of the monitoring meta-data overhead
compared to Hash based mappings used in traditional SSD based caching solutions. By

incorporating mhv value in each nodes of the tree we can speed up the searching of the cold
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data by up to 6 times. At the same time, the O(logN) search time of the Interval tree (same
as a Red black tree [11]) helps in fast updates or book keeping of the I/O statistics counters

of each LBA region in the cache based on the incoming workload.
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Fig. 5.4 Interval Tree nodes with hot LBA region tracking information
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Fig. 5.5 LBA address range record (LRR) structure
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Minimum Hotness Value Node Color |—> MHV | Color
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Fig. 5.6 Interval tree node meta data structure

Hot data Estimation: The hotness value of a specific region is estimated based on
the Randomness of the I/O to the block, frequency and recency of the access. This value
is maintained in each node of the Interval tree representing the LBA region on disk. In

addition, it also incorporates the randomness of the I/O based on the LBA access pattern to
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the same region. Equation 5.1a is used to estimate the data hotness value (dhv):

dhv=nxr+afv (5.1a)
afv =afv+ 1(when a old node is evicted) (5.1b)
r:davg/Slba (5.10)

In Equation 5.1a, n is the frequency of access to the LBA region and afv is the aging
factor value incremented when old nodes are evicted. The afv value is the running counter
for each eviction of a block region from the interval tree. Therefore it captures the recency
of the access to the blocks. Any new node when added in the tree gets a afv value that is
larger than any nodes which already exist. This favors LBA regions that are recently added
in the cache to be placed in higher levels of the tree. The value r (5.1c) is the randomness
in the request to this LBA, obtained based on a exponential moving average (dgyg) of the
last LBA distance from the current accessed LBA interval. It is also inversely proportional
to the size (S;p,) of the block region (similar to [64]). These two values together add to the

hotness value of a given region on disk.

5.3.2 Eviction Algorithm

Equipped with Interval tree, the eviction mechanism shown in Algorithm 7 is a simple tree
search to find the cache node with the smallest mhv value. Since each node stores the mhv
value which is the minimum of the dhv under the subtree, the algorithm traverses the tree by
looking in the left and right nodes containing the mhv equal to the current nodes value. Then
it branches to the node containing the same mhv and recursively repeats the search until it
finds the node containing the same value of mhv. This node is then selected for eviction

from the drives cache. Whenever the hotness value of a node is updated due to a cache
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hit, the minimum hotness value (mhv) is propagated from that node all the way to the root
node. This preserves the correctness of the mhv value at each nodes which aids the eviction

mechanism.

Data: Interval Tree with LBA range address nodes
Result: Cache Node with minimum Hotness Value

1 currentNode = rootNode ;

2 while currentNode mhv value not equal to dhv do

3 if mhv of left child equal to mhv of currentNode then
4 ‘ Assign currentNode left child to currentNode;

5 end

6 else

7 ‘ Assign currentNode right child to currentNode;
8 end

9 end

10 return currentNode
Algorithm 7: Interval Tree Search for minimum hotness value.

5.3.3 Cache Placement Algorithm

Existing caching algorithms like LRU,LFU,ARC [69] focus on identifying data for replace-
ment, but they fail to consider initial placement of selection of hot I/O to be moved in to
the cache. This becomes critical considering the limited endurance of the NV cache inside
the drive. For example, LRU uses a cache-all mechanism in which every miss leads to the
data being moved in to the cache. Other algorithms follow a similar mechanism. This leads
to heavy writes to the cache which reduces the life time of the internal NAND Flash. The
algorithm proposed here tries to minimize the cache writes based on a hot data selection
method. The following is the general principle behind the hot data selection algorithm. The
whole disk region is split in to fixed regions (typically 1GB) and based on the I/O the re-
gion hotness value is estimated. The per region hotness value is used to decide whether a
chunk or region of data need to be moved in to the internal NV cache. The following section

explains this method in detail.
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Hot zones estimation: We utilize two methods of I/O hot data LBA range selection for
moving (or pinning) data in to the internal cache. One is to identify zones that have high I/O
access or frequency. New cache nodes within these regions are chosen based on whether
the zone level hotness value is greater than a specific threshold. These are called hot zones
and any I/O that falls in to these regions are selected for caching. The other method is to
identify a specific area within a cold zone that has a higher frequency of access within that
zone. The former method performs placement of hot data a little less aggressively as it does
not consider small hot regions within the cold zones. The later method is more aggressive
in the selection but still tries to select only I/O that fall under specific hot regions within
the cold zones. The algorithm utilizes two counters for tracking and estimating the hotness
of the regions. I/O cumulative counter zCIOy, tracks the frequency of access within the kth
zone. The gCIO0,,, tracks the average access frequency of the entire disk. Each of these
counters are updated based on a active window period to track temporal intensity of the 1/O.
To determine the hot disk regions within a zone the equation 5.2 is utilized. The Zonegi,, in
the equation is the size of the disk zone (fixed as 1GB) and AIOgq, is the size of the active
or hot region within the zone. The exponent of 2 is to make the calculation of the value
simple by using bit shifts. The hot region within a cold zone is determined by roughly how
many I/O falls in a narrow region determined by the exponential factor. If more I/O falls
in a specific region its zCIOy value will be higher and the hot region will be less narrow.
Intuitively we can see that when zCI10y, is almost equal to the gCIO the hot region is almost
half that of the size of the zone (500M B for a 1GB zone size). For higher zCI0;, value, the
region increases to the whole zone size and therefore the placement is done based on the

entire hot zone calculation as in the first method.

gCIOavgJ

AlOgpan = Zoneize X 2{ «CIo; (5.2)

The algorithm 8 gives the outline of the cache placement decision. It utilizes the two
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Data: LBA of the current I/O access

Result: Hot data region Cache Node inserted in the Interval Tree
1 Obtain z; zone corresponding to input /ba in the I/O ;

2 if zCIOy greater than gCIO; then

3 Prepare Interval tree node with LBA address range record ;
4 Update dhv value of the Record ;

5 Insert in to the Interval Tree;

6 end

7 else

8 Obtain AlOyp,, from equation 5.2 ;

9

Obtain Average LBA zLBA; within the z;;

/ AIOS an
10 hotRegionStart = zZLBA; — —5";

1 hotRegionEnd = zLBA; + % :

12 if [ba greater than hotRegionStart or lesser than hotRegionEnd then

13 Prepare Interval tree node with LBA address range record ;
14 Update dhv value of the Record ;

15 Insert in to the Interval Tree ;

16 end

17 end

18 return

Algorithm 8: Placement algorithm of LBA intervals based on hot zones and regions.

methods explained based on whether the access to the disk is inside a hot zone or the cold
zone. The value zLBAj tracks the average LBA region within the kth hot or cold zone for
the current active time window. This is used along with the value AIOjq, to determine the
LBA range within a cold zone that is active or hot. Figure 5.7 shows an example of how the
hot data regions are estimated based on the equation 5.2. The narrow triangles within the
region represent the hot data regions that are estimated based on the exponential component
of the equation. As the I/O to a specific region varies based on the workload pattern the hot
regions within the zone or the shape of the triangles also changes. Any I/O access falling
within this hot region is selected for placement in the cache and a new tree node is inserted

in to the Interval tree to track I/O to this region.
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Fig. 5.7 Disk hot regions or zone estimation

5.4 Performance Evaluation

5.4.1 Evaluation Setup

The hybrid cache manager was implemented on Linux as a block device mapper kernel
module. The Prototype Hybrid drive used had up to 32GB of internal NV cache space. We
control the utilized size of this cache in our experiments. This prototype drive supports the
NV cache command set of the ATA-8 specification [120]. The command set describes the
SATA feature set to ’pin’ and "unpin’ disk sectors to/from the Hybrid drive’s internal NVM
cache. The hardware used was an Intel Xeon system with 4GB RAM. The testing was done
for a single disk configuration. For the workload, published traces were used from the SNIA
block traces repository at [119] and the UMass repository at [121]. The table 5.1 shows a
short description of the different traces used in the experiments. The block traces were

replayed through a user space program.
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Table 5.1 Traces Used In The Evaluation Of Hybrid Drive Cache Manager

Trace I/O requests in | Trace Type
trace

Web Proxy [119] 168,638,964 Webserver Proxy

Project Server [119] | 23,639,742 Software  develop-
ment/build machine

Exchange Trace | 7,450,837 Email server trace

[119]

TPCC [119] 2,458,938 TPC-C Database
transactions

Financiall [121] 4,899,020 OLTP

Financial2 [121] 3,698,864 OLTP

5.4.2 Performance Metrics

Systems like FlashCache, FlashTier [94], HyStor [23] and MixedStore [53] all use hash
based mappings to map HDD blocks to corresponding Flash blocks. Therefore we evaluate
our Interval-tree based cache meta-data management against a generic hash based man-
agement. For the performance or IOPS improvement we compare against both a baseline
drive without the NVM cache and with a enterprise or high RPM drive. In line with the
hybrid drive caching design goals, the evaluation metrics considered are caching meta-data

overhead savings (memory and update times), cache write reduction and IOPS.

5.4.3 Reduction In Caching Meta-data Overhead

Graph 5.8 shows the percentage reduction in the number of caching meta-data nodes in
the hybrid caching scheme. This is compared against a hash table based method used in
FlashCache. The reduction is largely due to the monitoring granularity determined by the
I/O sizes in the workload. While the methods in FlashCache and other caching system need
to map each block (typically the File system block of 4KB) to the corresponding blocks in
the cache, the Interval-tree approach stores a large LBA range. This leads to less number of

tracking meta-data as an entire range of blocks (several Kilobytes) is monitored. The range
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maintained in each of the tree nodes is also adjusted based on the access pattern. Therefore
we get reduced meta-data utilization without losing the accuracy of classifying hot and cold

data. The reduction in meta-data can be up to 65% as shown in the graph.
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Fig. 5.8 Caching meta-data savings for different traces compared to hash based mapping
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Fig. 5.9 Cache meta-data update savings for different traces compared to hash based
mapping

We can also see that the overhead or processing time for cache meta-data updates (like
frequency and hotness value) is also reduced by up to 48% as shown in Figure 5.9. The
trace for Project server trace gave more than 100% savings in update times and therefore
not shown in the graph. Even though a hash table lookup is faster than a Interval-tree,
as the number of cache meta-data nodes are large the hash table leads to collisions. In a
chained hashing implementation these collisions ends up with a linear search of the meta-
data nodes. In contrast, the Interval-tree approach always gives a O(logN) search time to

update the nodes since the tree is always balanced.
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5.4.4 Cache Write Reduction

The second criteria we evaluate is the reduction in cache writes. This is critical since the
endurance of the NAND Flash inside the drive is limited. The hot I/O dynamic selection
algorithm explained in section 5.3.3 prevents frequent movement of data into the cache
thereby reducing the writes. Figure 5.10 shows the reduction in writes to the Hybrid drive’s
internal cache as the size of the cache is increased from 2GB to 16GB for the Exchange
trace. The corresponding drop in hit rate is shown in Figure 5.11. Both of these plots are

compared with respect to a LRU like algorithm as used in FlashCache.

150
124

120 - 00
100 94

60

40

17 22 19 19
20
0 1
2 4 8 16

Cache Size (GB)

Write Savings in percentage
0
o

M Selective Placement M Selective Pl luding Cold Regi

Fig. 5.10 Cache write reduction compared to LRU and similar algorithms
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Fig. 5.11 Cache Hit rate drop compared to LRU and similar algorithms

The hit rate for the Exchange trace varies from 27% to 57% as the cache size is varied
from 2GB to 16GB. Figure 5.11 shows a slight drop in the cache hit rate as the algorithm

selectively places data in the cache unlike LRU. This results in some hot data not being
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placed into the cache earlier as would have been for LRU. The decision to move into the
cache is done later after these data become relatively hot. The hit rate is close to the LRU
case when the cache size is around 16GB. At this cache size, the selective placement can
reduce 94% writes to the cache with almost the same cache hit rate as LRU. We also evaluate
the more aggressive placement which selects even I/O that falls within small hot regions in
the cold zones. The hit rate drop is around 5% in this case compared to LRU. With this
slight drop in the cache hit rate we can still get around 20% savings in the cache writes.
Whereas the first approach trades-off the cache hit rate for nearly 94% cache write savings,

the second approach trades-off write savings for cache hit rates close to that of LRU.

5.4.5 Performance Improvements

Finally we compare the performance of the Hybrid caching solution against the raw disk
performance. Specifically the I/O per second (or IOPS) is measured for the TPCC and Mi-
crosoft exchange server under a single disk Hybrid drive configuration. These are represen-
tative traces of large scale server storage workloads collected. The experiments were done
for 8GB and 16GB cache sizes. From Figure 5.12 we can see that the Hybrid caching can
achieve more than twice the performance of the raw disk for the TPCC workload. For the
Exchange workload the IOPS can reach up to 5 times the baseline performance as seen from
Figure 5.13. There are certain regions in the trace where there is poor cache hit and therefore
the performance drops to near the baseline. This is due to the nature of this particular trace
having poor temporal locality in the access pattern in that region. Since this is an intrinsic
characteristics of the workload any other algorithm cannot achieve better performance than
this. Though the performance drops in a specific region, on the average we can get an IOPS
close to around 2 times higher than the baseline for the Exchange trace. It should be noted
that these increase in IOPS can be achieved with a lower rpm drive (5.4K rpm) and a small

NAND Flash cache. The major advantage of our approach is that this increase in perfor-
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mance can be achieved with reduced caching I/O to the internal Flash thereby improving
its life time. While LRU and similar algorithms can achieve close to this performance, they
incur huge overheads in meta-data updates, caching I/O and maintenance of mapping tables

as we have seen from the evaluation results in the previous sections (5.4.3), (5.4.4).
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Fig. 5.12 Hybrid drive IOPS improvement per drive for TPCC workload compared to
baseline HDD. X-axis Scale: 1 unit = 100,000 I/O operations
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5.5 Performance Evaluation On Enterprise Storage Sys-

tem

In addition to the Linux prototype, we also implemented our dynamic cache management in-
side the storage controller on the Fujitsu Eternus Enterprise storage system [3]. The system
runs an embedded OS with minimal memory (DRAM) and CPU resources. Our efficient
Interval-tree based cache meta-data management and update mechanism proved to be well
adapted for such an environment. Our evaluation setup was a Fujitsu Enternus storage array
populated with Hybrid drives with our dynamic cache management module running in the
storage controller. A RAIDS5 volume was created on the Eternus system connected to the
host computer over Fiber Channel interface. The traces were replayed on the host using a
user-space program. The traces used were the same as that used for the Linux prototype
evaluation. We also benchmarked the system using HammerDB [114] benchmarking tool
run on the host computer. Finally, we also measured the energy savings of Hybrid drive stor-
age system compared to that of a system with SAS drives. The following sections describe

our experimental results in detail.

5.5.1 TPCC and Exchange Traces Performance

Since the user-space program used on the host for replaying the traces was able to issue only
synchronous I/O to the drives, this was equivalent to measuring IOPS on a per drive basis. In
other words, the figures [5.14, 5.15] show graphs of IOPS per drive that are similar across all
the five Hybrid drives used in the RAIDS configuration. Measurements were made for both
4GB and 8GB internal NV cache size configurations for all the 5 Hybrid drives. We find
results similar to that of the Linux prototype as evident from the shape of the curves. But
for the TPCC workload we find a huge improvement in the IOPS of over 3 times compared

to the baseline HDD. Since the TPCC trace did not have more than 2.4 million I/O, we
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could not see the IOPS improvement beyond this point. The exchange trace shows similar
pattern as before with a drop in IOPS in the center of the plot. But the peak IOPS can reach
more than 6 times the baseline values. The results also show that for the Exchange trace
the IOPS can exceed that of a high speed SAS drive with IOPS of around 175 to 210. It
also exceeds the IOPS of an Enterprise drive from Seagate [4] that we evaluated having
average of 200 IOPS for the Exchange and TPCC workload. We can achieve this with a
relatively low speed 5.4K rpm drive with a modest cache size of 8GB. With such a drive we
can drastically reduce the power consumption without much loss in performance. Later in
section 5.5.4, we show through experiments the power consumption reduction compared to

high speed SAS drives.

Enterprise Storage System Performance With TPCC Trace
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Fig. 5.14 Hybrid drive IOPS improvement per drive for TPCC workload on Storage
System prototype (RAIDS configuration)

5.5.2 Performance Improvements compared to commercial Hybrid drives

As another experiment, we compared the performance of the prototype drive with our
caching algorithm with some of the commercial Hybrid drives. We chose two of the popular
models from Seagate and Toshiba which had an internal Flash cache of size 8GB. Our pro-

totype drive was also configured to use 8GB of cache. The caching algorithm used inside
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Enterprise Storage System Performance With Exchange Trace
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Fig. 5.15 Hybrid drive IOPS improvement per drive for Microsoft Exchange workload on
Storage System prototype (RAIDS configuration)

these drives are hidden and proprietary. Therefore we treated it as a black box and com-
pared it against our caching method. As a representative enterprise workload, the TPCC
[119] trace was replayed on these drives and the IOPS was measured. It should be noted
that even though a single drive was used, the same IOPS per drive can be achieved with a
RAID-5 configuration with multiple drives (for example with 10 drives). We can see from
these tests that our Prototype drive with the new caching scheme can achieve more than
twice the read IOPS of the Seagate/Toshiba drives. Similar improvement of twice the IOPS
in performance can be seen for the write I/O. The main reason for the increased perfor-
mance is that our algorithm has prior knowledge (based on statistics) of hot regions on disk

and uses this to make decisions on selective placement/eviction of blocks to/from the cache.

5.5.3 Database Performance Improvement

We used the HammerDB [114] benchmarking tool to evaluate the performance of our cache
management implementation in the Fujitsu storage system. We used warehouse database
benchmarking with the standard TPCC profile. The profile used 45% new orders, 43%

payment transactions, 4% order delivery, 4% order status queries and 4% stock level sta-
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= Toshiba MQO2ABD100H ™ Seagate STI000LMO014 = Prototype Hybrid Drive with our Algorithm
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Fig. 5.16 Prototype Hybrid Drive IOPS comparison with popular commercial drives. The
IOPS was measured using replay of TPCC trace

Test TPM NOPM
Without Cache Man- | 15,308 234
agement

With Hybrid Drive | 37,618 575
Cache Management

Table 5.2 HammerDB Benchmark Tests On The RAIDS (5 drives) Storage System Proto-
type. TPM represents transactions per minute and NOPM represents new orders per minute

tus queries. The size of the database used was 88GB with 1000 warehouses. The number
of concurrent users was set at 100. The measurement metrics used was the Transactions
per minute (TPM) and new orders per minute (NOPM). The table shows the comparison
between the Hybrid Drive storage system with and without our cache management imple-
mentation. In both cases RAIDS configuration was used with 5 drives. We can see that our
cache management can improve the TPM and NOPM by 2.4 times compared to the baseline

without caching.

5.5.4 Energy Savings

To show the energy savings in using Hybrid drives over Enterprise (high RPM) drives, we
did power consumption measurements when running the TPCC workload. The Enterprise
drive used was a Seagate SAS drive [4]. The prototype Hybrid drive we used was similar
in characteristics to a Toshiba 5.4K RPM SATA drive [2]. Both these drives were setup in a

RAIDS configuration and the TPCC trace was used for benchmarking the power consump-
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tion. First, we measured the power consumption of the RAIDS configuration with the SAS
drives. The same experiment was repeated for the Hybrid drive RAIDS array. Both Figure
5.17 and Figure 5.18 shows the power consumption over a period of 20 to 30 seconds. We
observed the same stable power consumption pattern throughout the trace run. Even though
the graphs show the power consumption for a single drive in the RAIDS configuration, it is
the same or similar for other four drives. For the Hybrid drive case, the power measurement
was made after the cache warm up time of around 2 hours. It should be noted that the total
period of the original trace was around 7 hours. The warm up time was required for the
cache management algorithms to populate the Hybrid drive’s internal NVM cache. From
figure 5.17, we can see that the average power for the SAS drive was around 5.33 Watts
with a standard deviation of 0.2 watts. Compared to this, the Hybrid drive consumes only
2.22 Watts average power. The Hybrid drive power consumption is reduced by more than
half that of the SAS drive. Based on this, we can conclude that the overall RAIDS5 Hybrid

drive array should consume half the power of the SAS disk array.

Power Measurement For Enterprise SAS Drive (TPCC Workload)
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Fig. 5.17 SAS drive (7.2K) Power Consumption per drive for TPCC workload (RAIDS5
configuration). Average: 5.33 Watts, Standard Deviation: 0.2 Watts

Power Measurement For Hybrid Drive With Cache Management (TPCC Workload)
225 [

L RN

3
215
2

0 5000 10000 15000 20000

Fig. 5.18 Hybrid drive (5.4K) Power Consumption per drive for TPCC workload (RAIDS
configuration). Average: 2.22 Watts, Standard Deviation: 0.09 Watts
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5.6 Related Work

To our knowledge, the work described here is the first to utilize Hybrid drives in Enterprise
or large scale storage systems with the internal NVM cache controlled by the storage sys-
tem controller or host. Enterprise storage systems handle workloads that are I/O intensive
and are server workloads with large number of concurrent clients or users (like database
transactions, web servers). This is in contrast to Desktop workloads which are usually sin-
gle user and less I/O intensive. While the Hybrid drive has been introduced for Desktop
and Laptop environments to improve performance and save energy, little or no work has
considered practical application in main stream Enterprise or server storage. The closest
we came across is the work done by Timothy Bisson et al. in [16]. In this paper they uti-
lize the hybrid disk’s non volatile cache to improve the write performance or latency. Even
though they can improve the latency by around 70%, the evaluation was done for Desktop
workloads and they do not consider improving read IOPS through caching. The other ap-
proach for hybrid storage utilized in practice and research is the combination of HDD and
SSD in large scale storage systems. Such hybrid storage systems employ techniques like
automatic tiering and caching between the HDD and SSD to improve performance of fre-
quently accessed data. In both storage tiering and caching, frequently accessed data with
non-sequential access pattern is moved from HDD to faster storage like SSD to increase
the IOPS or latency. This is because SSD offer lower latencies (in terms of tens of mi-
croseconds) compared to HDD (in terms of few milliseconds) for non-sequential or random
access. The difference between tiering and caching is mainly in terms of the time it takes for
the system to respond to changes in I/O behavior and take action like moving the data from
HDD to SSD. For tiering typically the system responds in few minutes to hours whereas for

caching it is done in terms of seconds or even milliseconds [10].

In our work, we focus on caching algorithms. Although there are several caching al-

gorithms in practice like LRU, LFU, ARC [69] and LIRS [47], these are mainly used for
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main memory (DRAM) caching. These methods cannot be used for caching inside the Hy-
brid drive since they increase the cache writes to the Flash in addition to the normal or
foreground I/0 as we have shown in our results. This severely effect the endurance of the
NAND Flash as it has limited endurance. There are several works that try to improve the
endurance of SSD through techniques like using disk based write caches [97], using buffer-
ing techniques with next generation NVM [101], and improving caching/tiering algorithms
[134]. These techniques are applicable to hybrid storage with separate SSD and HDD de-
vices. The Hystor system [23], FlashCache [112] and FlashTier [94] makes use of SSD as
a cache for HDD. But they suffer from huge overhead to maintain mapping tables external
to the drive. Even if we ignore this overhead as this is handled by the Hybrid drive itself,
the overhead in the block level cache mappings is still higher compared to our Interval-tree
approach as our results in section 5.4.3 show. The work in [78] tries to reduce the hot data
monitoring and identification overhead by using random sampling of the I/O. But this is

applicable only to hybrid storage systems with separate SSD and HDD.

5.7 Summary

We have developed dynamic cache management algorithms to control the placement and
eviction of hot random access data on the non volatile cache inside a Hybrid drive. A
prototype system on Linux was developed with our cache management and evaluated with
prototype Hybrid drives supporting the ATA Non volatile NV cache command set [120].
We have shown that our method can achieve around 64% reduction in caching meta-data
compared to state-of-art systems. Our algorithm can also achieve more than 48% reduction
in caching meta-data updates compared to other methods that used hash map like structures.
By introducing these algorithms in the Hybrid drive storage system we can achieve 2 to 6
times improvement in performance (IOPS) compared to a baseline SATA drive. For certain

work loads it can outperform the IOPS of high speed drives. We have also developed a
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prototype Enterprise RAIDS Storage system with Hybrid drives and have shown similar
improvements in IOPS compared to an array of SAS drives. We have also shown more
than 2 times improvement in performance of Hybrid drive array when running Database
benchmarks with HammerDB. The other major advantage obtained from the experiments is
the savings in power while using Hybrid drives. There was more than 2 times reduction in
power consumption when Hybrid drives are used compared to the Enterprise SAS drives.
This further strengthens our claims in this work on the advantages of integration of Hybrid
drives in the large scale storage system architecture. Due to their low RPM and higher
performance we envision a future of Hybrid drives replacing the conventional high speed
drives in the Enterprise or large scale storage system space enabling Datacentres with large

storage capacities, higher performance and lower energy consumption.



Chapter 6

Metadata Placement And Load

Balancing

6.1 Introduction

In the previous chapters [3-5] we have seen various algorithms and techniques for improving
performance on the primary data path or in the storage servers attached with multiple tiers
of storage devices. We have seen how hybrid devices like the Next generation NVM/SSD
combination and Hybrid drives can improve the performance of the storage system signif-
icantly. In this chapter, the main focus is on improving the performance on the Meta-data
I/O path. Meta-data is the file system information required for locating files and the as-
sociated namespace is the directory hierarchy maintained by any typical File System. The
location information are stored in data structures called inodes and the directories contain
list of inodes mapping to user files. We assume file system data structures like in ext4 [66],
zFS [92] and other Unix file systems. We call this collectively as Metadata and File sys-
tem namespace. In this chapter we look in to the problem of distributing Metadata and file
system namespace across a cluster of Metadata servers (MDS) to improve load balancing

and performance. To this end, we have developed a locality preserving consistent hash-
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ing scheme called DROP (Dynamic Ring Online Partitioning), that can partition meta-data
uniformly across the cluster while preserving namespace locality at the sub directory level.
While the partitioning serves the capacity load balancing we also need to handle request
load balancing. Request load balancing ensures that meta-data operations are uniformly
distributed across the cluster and no single server is heavily loaded. We have developed a
cache distribution mechanism to achieve the request load balancing.

Compared to the overall data, the size of meta-data is relatively small, and it is typically
0.1% to 1% of data [73], but it is still large in Exabyte scale file systems, e.g., 1PB to 10PB
for 1EB file systems. Besides, 50% of all file system accesses are meta-data I/O [59]. In or-
der to achieve high performance and scalability, a careful meta-data distribution mechanism
must be designed and implemented to avoid potential bottlenecks caused by meta-data I/O.
To efficiently handle the workload generated by a large number of clients, meta-data should
be properly partitioned so as to uniformly distribute meta-data traffic by leveraging the MDS
cluster. At the same time, to deal with the changing workload, a scalable meta-data manage-
ment mechanism is necessary to provide good meta-data performance for mixed workloads
generated by tens of thousands of concurrent clients [124]. A well-designed MDS cluster
should be able to achieve satisfactory storage load balancing. In addition, we have to effi-
ciently organize and maintain very large directories [80], each of which may contain billions
of files.

The following are the main contributions from this work:

1. A key-value based meta-data distribution system with locality preserving Hashing
that maintains the namespace locality across the MDS cluster thereby improving the

performance of certain file system operations (like listing directories)

2. Capacity load balancing mechanism using a solution to the 0-1 Knapsack problem to

distribute meta-data for uniform utilization of storage capacity across the MDS cluster

3. Request load balancing mechanism using a distributed meta-data cache. We solve
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a similar 0-1 Knapsack problem to achieve popularity based meta-data distribution

across this distributed cache.

4. Meta-data performance evaluation on published File system traces to show the effec-
tiveness of the above approaches compared to directory and file name based hashing
(DirHash and FileHash). DirHash and FileHash are popular methods used in research

work and open source/commercial clustered large scale file system.

6.2 MDS Cluster

The MDS cluster distribution is shown in Figure 6.1, where a typical standard hash table
evenly partitions the space of possible hash values of file system meta-data. The file system
meta-data is stored as a key-value pair, with the keys mapping path names of files/directories
to the corresponding file or directory inodes/meta-data. Current hash-based mapping does
not evenly partition the address space into which keys get mapped, causing some meta-
data servers getting a larger portion of the keys. To address this, virtual nodes are used
as a means of improving load balancing ([99], [56]), each participating independently in
the DROP overlay network, thus each server’s load is determined by summing over several
virtual nodes. Virtual nodes not only make re-distribution become easier, but also scaling
out as data grows. When scaling out, more physical MDS may be added and virtual nodes
can be moved onto them seamlessly.

DROP achieves namespace locality and load balancing by allocating more virtual nodes
for each physical meta-data server since meta-data IDs are not uniformly distributed. Since
meta-data structures are small, they are typically not so expensive from the perspective of
storage space, thus it is not a serious problem. The major problem which we may need to
consider with the architecture in Figure 6.1 is the network bandwidth. In general, to main-

tain connectivity of the overlay network, every node frequently sends heart beat messages
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Fig. 6.1 MDS cluster showing the DROP distributed Meta-data management. The overlay
network is similar to chord [99] with distributed hashing like in Cassandra [56]

to its neighbors to make sure they are still alive. The nodes are replaced with new neighbors
if they are not alive any more. To maintain the DROP network, therefore involves commu-
nication overhead across the network. In our case this, since the MDS cluster resides within
a data center, there will be enough bandwidth to support this communication unlike Chord
[99]. Therefore we borrow the Chord like design but utilize our own meta-data distribution

mechanism to namespace preserve locality as required by some of the workloads.

Figure 6.2 shows the components of the Meta-data server consisting of DROP and C?.
The DROP component handles the locality preserving hashing and dynamic capacity load
balancing. C? component handles the adaptive request load balancing using a distributed
lookup cache. The SSD/NVM key value store is utilized for storing the meta-data items.

Subsequent sections explain the function of these components in detail.
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Fig. 6.2 Meta-data server components with DROP and C? for capacity load balancing and
request load balancing respectively

6.3 Locality Preserving Hashing

Namespace locality is achieved by placing meta-data of files belonging to the same parent
directories on a single MDS server in the cluster. For sub directories in the file system
namespace that contains files as well as another level of directory, the entire sub directory
could reside in the same MDS. This reduces the communication to a single MDS for oper-
ations like listing entire sub directories (e.g a stat on entire subdirectory contents). Instead
of fetching the file system meta-data or inodes from multiple MDS server, a single MDS
returns the result with additional performance boost due to a single large sequential read
on the disk storing the meta-data. For e.g. the contents of /usr/ could reside on one MDS
server and /usr/bin on another. In our approach, we use a fixed size key that encodes the
entire path name. Figure 6.3 shows the encoding of the file system path components in the
keys. The file path is encoded with the first 40 bytes, and each directory is encoded with 2
bytes. For longer paths, the next 4 bytes are reserved for the rest of path since 40 bytes are
only sufficient for 20 path levels. The traces utilized in our experiments [76], [33] (see table
6.2 ) contain 0.001%, 0.018% and 0.0% of files with long nested paths.

The cumulative distribution function (CDF) of path lengths in the three traces are shown

in figure 6.4. We can see that the proportion of the longer paths is smaller as the level of
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the directory nesting increases. For example, as shown in table 6.2, as the Harvard trace
does not contain many deep paths (maximum path length 18) it’s CDF peeks well below
path length of around 5. The last 4 bytes of the key is allocated for the file name thereby
accommodating 23 files per directory. The key encoding described here provides a good
trade-off between key size and file count, and it enables naming of new files and directories.
In addition, a file may be moved to a different directory, and its key can be quickly changed
to reflect the new path using the encoding mechanism. Furthermore, related meta-data items
are organized into a group using it to preserve in-order traversal of file system, e.g., files in

the same directory are related.

2 2 |reserved | Fileld
\ s Jk J
NG NV g
20 path levels, 40 bytes 4 bytes 4 bytes

Fig. 6.3 Encoding of file system paths
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Fig. 6.4 CDF of file paths for file system traces
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6.4 Capacity Load Balancing With DROP

We propose a simple load balancing algorithm that achieves meta-data placement with min-
imum loss of locality in the namespace. The algorithm is fully distributed and similar to
other dynamic load balancing schemes [123]. The main mechanism behind the meta-data
load balancing is the maintenance of key range density histogram across the MDS cluster.
The range density of the keys is the number of keys maintained by a specific virtual meta-
data node starting with a minimum value of the key and ending with the maximum value.
This range density of the keys are exchanged between the servers to determine whether a
specific MDS is overloaded (in capacity). This exchange of the histograms allows each
MDS server to obtain the average load L of the system. With the average load L and the
histograms from other MDS, each server can also determine the lightly loaded regions in
the cluster. From this information any heavily loaded MDS can send requests to the lightly
loaded MDS to take on some of the load (or keys) from its allocated key space. Thus the

cluster gets dynamically balanced based on the current state of the distribution of the keys.

6.4.1 Histogram based Load Balancing

For a given set of m meta-data servers S = {s;,i = 1,2,...m} and a set of n virtual nodes
V ={v},j=1,2,...n}, each virtual node v; has a weight w; that represents the number of
files in a range that are maintained by v;. Each meta-data server s; has a remaining capacity
(weight) W; that represents the difference between the average storage load (or capacity) W
and the existing weight of the meta-data server s;. We approach the load balancing problem

as a 0-1 knapsack problem. The solution is to determine the reassignment of n virtual nodes
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to m meta-data servers so that it minimizes the underutilized space on the MDS:

1
Maximize: z = (6.1a)
Zi-"zlsz'
m
subject to: Y x;;=1,j € N={1,2,...,n} (6.1b)
i=1
n
Y wixij+si=Wyiie M={1,2,...m} (6.1¢)
j=1
x,'jG{O,l},yiE{O,l},iEM,jEN (6.1d)

Where

1 if Virtual node j is assigned to MDS i
Xij = (6.2)
0 Otherwise

1 if MDS iisused
yi= (6.3)
0 Otherwise

s; = Space left in MDS i (6.4)

The constraint 6.1b restricts each virtual node to be assigned to only one physical server.
The number of files assigned to each meta-data server should be less than or equal to its ca-
pacity. This is maintained by the constraint 6.1c. Constraint 6.1d shows it is a 0-1 Knapsack
problem.For example, if there is a meta-data server A, which has three neighbors B, C and
D. They include virtual nodes as shown in Table 6.1, where the number represents the load
of a virtual node. There are a set of virtual nodes V = {3,2,7,6,2} that will be reassigned
to light MDS S = {C, D}, which have the remaining capacities 11 and 12 respectively. After

solving the 0-1 MKP, we can see that there is a rough load balancing from Table 6.1.
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Table 6.1 Example meta-data load balancing in DROP

MDS Metadata Items | Removed Meta- | Result
data Items

A {3,2,7,12} {3,2,7} {12}

B {15,6,2} {6,2} {15}

C {1} {} {1,2,7,2}

D {} {} {3,6}

6.5 Request Load Balancing With Distributed Meta-data

Cache

DROP meta-data distribution takes care of the capacity load balancing during additions
and removal of new servers or during non-uniform placement due to locality preserving
hashing. While this addresses the problem of capacity load balancing, we still need to
handle the meta-data operations or request load balancing across the MDS servers. To deal
with potentially unpredictable shifts in the request workload, e.g., flash crowds [125], we
introduce an adaptive request load balancing approach called C2. C? periodically calculates
new assignment of meta-data items to the distributed MDS cache based on dynamic meta-
data workload changes. The load balancing is done based on the popularity of the meta-data
items. After the new assignment, the workload gets uniformly distributed across the MDS
cluster resulting in reduced latencies for the meta-data operation thereby improving the
application performance. The periodic re-assignment is required to deal with shifting meta-
data workload patterns across the cluster. By monitoring a running workload of requests
to meta-data items, C? calculates a new load-balancing plan and then migrates them when
their request rates are more than the request capacity of the MDS node that maintains them.

C? utilizes a meta-data lookup cache where the key is the path name of a file and value is its
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inode data.

6.5.1 Meta-data Cache System Model

A physical meta-data server might have a set of N virtual nodes N = {n;,j = 1,2,...d}
with a set of loads L = {l;,j = 1,2,...d}. Load is applied to meta-data servers via their
virtual nodes, i.e., meta-data server S might have load Lg = ):? /;. A MDS is said to be load-
balanced when it satisfy Definition 1, i.e., the largest load is less than 7> times the smallest
load in the DROP system. Here the factor ¢ could be less than or equal to 2 following
Definition 1. When the value of ¢ is equal to 1 and the inequality (in Definition 1) is satisfied
the system will be in perfect load balancing as each MDS will be receiving just the average
load of the entire system. According to Definition 1, a MDS has an upper target L, (L, =
t x L) and a lower target L; (L; = 1/t x L). If a MDS finds itself receiving more load than
L,, it considers itself overloaded.Otherwise, it considers itself underloaded if it finds itself
receiving less load than L; . MDSs may want to operate below their capacities to prevent

variations in workload from temporary overload.
Definition 1: MDS; is load balancing if its load satisfies 1/t < L;/L <t(t <2)

File popularity follow Zipf request distributions [33]. It states that a small number of
objects are greatly popular, but there is a long tail of unpopular requests. A Zipf workload
means that destinations are ranked by popularity. The Zipf law states that the popularity of
the ith-most popular object is proportional to i~ %, in which « is the Zipf coefficient. Usually,
Zipf distributions look linear when plotted on a log-log scale. Figures [6.5,6.6] shows the
popularity distribution of file/directory meta-data items in the Microsoft and Harvard traces.
Like the Internet, the meta-data request distribution as observed in both traces also follows

Zipf distributions.
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Fig. 6.5 Zipf like distribution for the Windows trace. X-axis showing file count and Y-axis
shows the number of times files are seen in the trace
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Fig. 6.6 Zipf like distribution for the Harvard trace. X-axis showing file count and Y-axis
shows the number of times files are seen in the trace

6.5.2 Load Shedding and Stealing

We use two methods to balance the request load across the MDS cluster. The first method,
Load shedding attempts to offload requests to one or more underloaded MDS when a node
is overloaded. The other method, Load stealing seeks out to take load from one or more
overloaded nodes when a MDS is underloaded.

Load Shedding: There are m meta-data items in a node, with a tuple of loads (I1, /5, .., )
and a tuple of probabilities (p1, p2, p3,..., pm). When this node has a cache of size ¢ > 0,
the ¢ most frequently requested items will all hit the cache of this node, with two tuples of

positive numbers (I1,b,13,...,1.) and {p1, p2, p3, ..., pc) respectively. Let L be ¢ x L, and this
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node is overloaded if } 7 [; > L. Therefore, it can be formulated as a 0-1 Knapsack Problem
that is NP-hard, i.e., it is to determine how to reassign some items to other nodes in a way

that minimizes meta-data migration from this node as follows:

)
Maximize: z = Z DiXi (6.53)
i=1
subject to: ) lix; <L (6.5b)
i=1
xi€{0,1},ie{l,2,...c} (6.5¢)

Where x; is the ith item from the m meta-data items in a particular node or meta-data

SE€rver.

Load Stealing: There are a number of meta-data items from previous nodes with tuples
of positive numbers <l/1,l/27 lé...,lé) and (p/17 plz, p;..., pi) respectively. If }'¥ /; < L, this node
is in load balancing, and it can take some items with its cache space of L — L,. Here L, is
defined by equation 6.6d. Therefore, this can also be formulated as a 0-1 Knapsack Problem,
1.e., it is to determine how to take some items from other overloaded nodes in a way that

maximizes the cache utilization of this node as follows:

/!

C
Maximize: z = Z DiXi (6.6a)
i=1
C, ,
subject to: Y Lx; <L—L, (6.6b)
i=1
xe{0,1},ie{1,2,...c} (6.6¢)

Mr\

L=Y (6.6d)

1

~.
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6.6 Evaluation

The prototype system was built on top of the FAWN [7] key value store on Linux. We first
evaluate DROP comparing its meta-data distribution efficiency with DirHash and FileHash.
There are three traces we analyze as shown in Table 6.2. Microsoft traces represent the Mi-
crosoft Windows build server production traces [76] from BuildServer0O0 to BuildServer07
within 24 hours, and its data size is 223.7GB (including access pattern information). Har-
vard is a research and email NFS trace used by a large Harvard research group [33], and its
data size is 158.6GB (including access pattern information). We implemented a meta-data
crawler that performs a recursive walk of the file system using stat() to extract file/directory
meta-data. By using the meta-data crawler, the Linux trace is fetched from 22 Linux servers
in our data center. The file system meta-data size is 4.53GB, and data size is 3.05TB in this

trace. Based on the Linux trace, we perform two estimations:

1. Storing 1 trillion files, the meta-data size is 4417 B and the data size is 290PB by

computation

2. Storing 1EB data, the meta-data size is 1.56PB and the number of files is 3.53 trillion

files by computation

Table 6.2 Traces used in the evaluation of DROP

Trace Number of files | Metadata size Maximum path length
Microsoft [76] 7,725,928 416M 34
Harvard [33] 7,936,109 176M 18
Linux 10,271,066 786M 21

6.6.1 Namespace Locality And Capacity Load Balancing

File system namespace locality improves the performance of common file system operations

like listing directories or doing regular expression search on entire subdirectory. Locality is
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measured as follows: locality = Z;-”:l pij» where p;; (0 or 1) represents if a subtree path p;
(€ P) is located in MDS j. The metric represents the number of meta-data servers to which
the items under a path PP is split across. Figures 6.7, 6.8, 6.9 represents namespace locality
comparisons of three level paths on the three traces using FileHash, DirHash and DROP.
The figures show that DROP has better namespace locality than DirHash and FileHash for
the three traces. The percentage above a box is calculated as follows: ]%g x 100, where S is
the number of MDS using Subtree (S=1), N is the number of MDS using one of other three
approaches. DROP performs close to that of static subtree partitioning except the first level
paths in both the Linux trace and the Microsoft Windows trace. For first level paths DROP
can only achieve suboptimal namespace locality using locality-preserving hashing, i.e., as-
signing keys that are consistent with the order of pathnames. For DirHash and FileHash,
the order of pathnames is not considered so that namespace locality is lost. Note that we do
not plot the results of static subtree partitioning since each path is maintained by only one

metadata server according to its definition, but its load imbalance is severe.
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Fig. 6.7 DROP namespace locality for Linux trace.

We then show scalable load distribution with different sizes of MDS cluster. We utilize

three metrics: median load, maximum load and minimum load. Note that we use median
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Fig. 6.8 DROP namespace locality for Microsoft trace.

load instead of average load, and we do not show the results of static subtree partitioning
because its scalability is sub-optimal in load distribution. In Figures 6.10, 6.11 and 6.12, the
vertical bars indicate the spread of the number of meta-data items across the different meta-
data servers. Larger size of the vertical bar indicates non-uniform distribution of meta-data
in the cluster. We can see that DROP’s load distribution is suboptimal (large vertical bar)
than DirHash and FileHash when the MDS cluster size is small. But it can achieve similar
load distribution with the best namespace locality as DirHash and FileHash when the MDS
cluster size is greater than around 20 servers. Therefore, DROP can preserve locality close

to that of DirHash and FileHash while at the same time has uniform distribution.

6.6.2 Request Load Balancing in C?

In this section we evaluate the request load distribution that can be obtained with our C?
mechanism. This was done through simulation experiments with an event-driven simula-
tor. We define Load Factor as follows LoadFactor = %;‘i—%. Each MDS has five virtual

nodes, and Linux trace follows the Zipf distribution with o = 1.2. All the simulation exper-

iments are conducted on a Linux server with four Dual-Core AMD Opteron(TM) 2.6GHz
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Fig. 6.9 DROP namespace locality for Harvard trace.

processors and 8GB of RAM, running 64-bit Linux.

We first measure request workload distribution using the three methods (DirHash, File-
Hash, DROP) for the three traces. Figures shows the experimental results with and without
C2 in request workload distribution. Figure present the load for all the metadata servers,
while the internal figures present the load for the first 50 most loaded virtual nodes in the
system. The left side of the figures shows that the most loaded MDSs are the ones with
the highest number of received requests. The figures confirm that most of the MDSs have
roughly similar load, thus achieving good load balancing after running C2. Figure 6.16
and 6.18 illustrate that all the approaches have similar trend in both the Linux and Harvard
traces because the two traces are based on the same path naming scheme. In Figure 6.17,
we can see that DROP, DirHash and FileHash without C2 have big differences in request
workload distribution. This is because there are only three first-level directories in the Mi-
crosoft trace, and related storage locations are frequently accessed. In the Microsoft trace,
the top 10 metadata items in access frequency are from “Disk3:”. Due to the property of
locality-preserving hashing, they are maintained by the same node or a few of the nodes,

causing a high load on the server. Figures [6.13,6.14,6.15] show the load factor as a function
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Fig. 6.10 DROP meta-data load distribution for Linux trace. The vertical bars indicate the
spread of the number of meta-data items (minimum and maximum) across the different
servers. A smaller spread indicates uniform distribution across the entire cluster. DROP can
reach uniform distribution as the number of servers reach 25

of increasing the meta-data servers in the cluster with C? for the three traces.

6.7 Related Work

Single Metadata Server Architectures: While some of the clustered and distributed file
systems [[1], [113]] utilize a singled MDS architecture that simplifies placement, it becomes
a bottleneck and a single point of failure. Distributed file systems, e.g., Coda [93], partition
their namespace statically among multiple storage servers, so most of the meta-data oper-
ations are centralized. Other distributed file systems, like GFS [35], have a single MDS,
with a fail-over MDS that becomes operational if the primary server becomes unavailable.
In GFS, File system meta-data is stored on a dedicated server called master, while appli-
cation data is stored on data servers called chunk servers. At any time only one MDS is
operational, which is a source of a potential bottleneck as the number of clients and/or files
increases.

Clustered and Distributed Metadata Server Architectures: In Clustered and Dis-
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Fig. 6.11 DROP meta-data load distribution for Microsoft trace. The vertical bars indicate
the spread of the number of meta-data items (minimum and maximum) across the different
servers. A smaller spread indicates uniform distribution across the entire cluster. DROP can
reach uniform distribution as the number of servers reach 25

tributed Metadata server architectures, meta-data and namespace are distributed uniformly
across the servers. Each MDS can re-distribute the meta-data items across the cluster dy-
namically based on the current workload. This ensures high performance and prevents hot
spots on specific MDS within the cluster. Ceph [122] has a cluster of meta-data servers
using a partitioning algorithm that can dynamically adapt to changes in the Metadata access
patterns. It maps Namespace subtrees to individual MDS. When a specific subtree is hot or
accessed frequently it redistributes the items under the subtrees to less loaded MDS in the
cluster [123]. Lustre [1] has an implementation of clustered namespace that stripes the di-
rectory contents over multiple meta-data servers. This leads to distribution of the meta-data
items under a single directory in the namespace to multiple MDS, thereby improving the
scalability of the system.

Hash-based Metadata Distribution: One of the common Metadata distribution mech-
anism is hashing of pathnames and file names for placement. The computed hash is used
to both store and locate the meta-data item on a specific MDS. Vesta [27] and zFS [92]

leverage pathname hashing to locate meta-data. While hashing provides a uniform distri-
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Fig. 6.12 DROP meta-data load distribution for Harvard trace. The vertical bars indicate
the spread of the number of meta-data items (minimum and maximum) across the different
servers. A smaller spread indicates uniform distribution across the entire cluster. DROP can
reach uniform distribution as the number of servers reach 25

bution of the meta-data across a given number of servers, it destroys the inherent locality
of the file system namespace. This incurs additional cost for certain file system operations.
For example to verify user access permissions on a particular file, the system has to contact
many servers for traversal of the parent directories contained in the full path. This leads to

communication overheads for such simple operations.

Subtree Partitioning: Static subtree partitioning [124] tries to avoid the locality prob-
lem of Hash based distribution by assigning entire Subtrees in the directory hierarchy to
different meta-data servers. The main disadvantage in this approach is that it scales poorly
when there are hot spots on specific subtrees. This leads to a few meta-data servers to be
heavily loaded impacting system performance. Dynamic subtree partitioning [122] over-

comes this problem by redistributing the hot spots to lightly loaded servers.
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Fig. 6.13 Load factor as a function of increasing servers in C?> with Linux Trace
6.8 Summary

We have developed the DROP meta-data distribution system prototype. Our prototype can
preserve meta-data locality using locality preserving hashing. It can also dynamically dis-
tribute the meta-data among the servers in the cluster based on the dynamic load on the
system. When storage load changes, it utilizes the HDLB strategy to quickly redistribute
the meta-data. Even after the re-distribution, DROP tries to preserve the namespace locality.
In addition to preserving locality, DROP can balance the meta-data storage load as optimal
as a hash-based mapping. Compared to other distributed meta-data management techniques,
DROP brings multiple advantages, such as balancing meta-data storage load efficiently, high
scalability and no bottlenecks with negligible additional overhead. We also have shown that
the distributed metadata caching method C? can achieve good request load balancing along

with the capacity load balancing of DROP.
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Fig. 6.16 Meta-data request load balancing in C? with Linux Trace for a cluster of 50 servers.
Inset shows the load distribution for the top 50 VMs (running on the physical meta-data
Servers).
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Fig. 6.17 Meta-data request load balancing in C?> with Microsoft Trace for a cluster of 50
servers. Inset shows the load distribution for the top 50 VMs (running on the physical meta-
data servers).
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Chapter 7

Conclusion And Future Work

7.1 Conclusion

The thesis has explored and proposed various techniques and algorithms to improve the
performance of large scale storage systems. Specifically we focused on improving the per-
formance of storage elements or components in a distributed storage system like Ceph,
Luster, GlusterFS. The major storage elements or components being the Storage server for
primary data and the Meta-data server for serving meta-data requests (like file creations and
directory operations). On the Storage server side we have seen the architectural changes
and new algorithms for managing caching and tiering when new devices like next genera-
tion NVM and Hybrid drives are introduced. For improving meta-data performance we have
introduced algorithms for meta-data placement, distribution and load balancing in a cluster
of servers.

These work has culminated in the development of a large scale test bed that was de-
ployed in one of the Data centers in A*STAR Data storage Institute (Singapore) who have
been providing the funding and support for major parts of the work in this thesis. The test
bed deployed integrates all these components to serve as a storage platform for I/O de-

manding applications (Database, Web servers, Email etc). While the algorithms and storage
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components described in the thesis are developed independently, the final goal was the inte-
gration of these components on the Ceph file system. We utilize Ceph as the base platform
and have replaced some of the storage components/algorithms with those described in this
thesis. The hybrid drive, data migration and caching components were integrated with the
Ceph object store and the DROP algorithm from Chapter 6 replaces the Dynamic subtree

partitioning.

Contributions

0 NVM/SSD Caching (Chapter 3): Up to 90%
improvement in SSD caching

O Dynamic Distributed Caching (Chapter 3): 50%
to 80% reduction in 90t percentile latency

Contributions
DROP Meta-data Management
(Chapter 6)

0 30%-40% improvement in
Namespace Locality compared
to conventional methods

O Fast Load Balancing with 20%
to 40% compared to state-of-
art

[ Applications/Client

\w

Meta-data

Data I/O

deviation compared to previous work

0 Data Migration Optimization (Chapter 4): Six
fold improvement compared to Greedy
Algorithms

a Hyhrld drive Cachmg (Chapter 5):2 times

d to state-

perf P
of-art hybrid drlve algorithms

O Prototype Developedin Ceph 1/0
Meta-data cluster
_\’— VirtCache: Dynamic Distributed Caching
A (Chapter 3)
(" Meta-data server ) ( Data Node/Server )
Meta-data Distribution and NVM/SSD Caching: Data Migration Hybrid Drive
Management (Chapter 6) HCache Optimization Caching
\\ (Chapter 3) (Chapter 4) (Chapter 5) )
N\ NVM/SSD SATA Drives \__NVM/SSD Hybrid Drives SATA Drives
Backend Storage Backend Storage Tiers
I Higher Tier LowerTier>

Fig. 7.1 Summary of thesis contributions and respective performance improvement compo-
nents developed on the storage server or data node cluster and the meta-data server cluster.
While figure 1.11 from Chapter 1 shows the high level components, here the respective
contributions from the thesis is shown

As part of the future work we intend to deploy applications that exploits the high perfor-
mance characteristics of the test bed. As a first step we have deployed Genome Sequencing
workflows on the test bed as a real-world use case. Currently we are evaluating the perfor-
mance of the integrated system to find further potential bottlenecks. Such insights would
help in tuning the storage components and algorithms to practical I/O workloads thereby
enhancing the performance of the whole system.

The work presented in Chapter 5 has culminated in the development of a prototype

Hybrid drive storage system on one of the Enterprise storage products of a well known
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storage systems manufacturer. As described in Chapter 5, the prototype with Hybrid drives
showed significant improvement in performance at reduced power consumption compared
to employing high speed SAS drives.

Figure 7.1 shows the contributions from this thesis work with the storage system com-
ponents developed for performance optimization in the Meta-data and data paths. Though
Ceph [122] and GlusterFS [111] were primarily used as the base platform to experiment
on the developed ideas from the thesis, any other distributed storage system can be utilized

(e.g. Lustre).

7.2 Future Work

While the ideas in the thesis are being explored/developed there were several developments
in the areas of next generation NVM, SSD interfaces, and Hybrid drives. We will look into
each of these developments, how these impacts the work presented in the thesis and the

possible future work.

7.2.1 Developments in Next Generation NVM

We have shown in Chapter 3 that next generation NVM used as a cache can improve the
performance and endurance of current NAND Flash. The work in [51] has explored use
of Phase Change Memory (PCM) as storage tier as well as for storage caching. Systems
like Mnemosyne [107] and NV-Heaps [25] have considered moving NVM like STT-MRAM
closer to the CPU on the memory bus so that some of the storage interface speed bottlenecks
are eliminated.

The work [9] explores the different system architectures when next generation NVRAM
is introduced. It discusses the need for replacing or modifying entire Operating System

components like Paging, File systems and incorporating new data reliability mechanisms.
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The Moneta system [21] explored the need for replacing the entire storage stack (software)
in Operating system kernels to remove the large software overheads involved in handling
I/O from the applications. Applications can directly access the persistent storage system
(NVM) without the intervention of the Operating system thereby exploiting the advantages
of the very low latencies of these devices. While many of these works are ambitious in
the goals, we may not see these developments of replacing mainstream DRAM memory
entirely with next generation NVM in the near future. This is mainly because the cost of
these devices are still very high for large volumes.

The work presented in this thesis is one of the few first steps towards a complete archi-
tectural change to incorporate next generation NVM in a storage system. We propose this
as a first step towards the goal of completely replacing the current solid state technology
(SSD) with next generation NVM. It is a challenging to reduce the performance to cost ratio
(I0PS/dollar) through hybrid combinations of next generation NVM and Flash. Though this
has been addressed on the storage side in this thesis, future work should consider combina-
tion of resource allocation both on the host or client side and storage. Recent attempts have
been made to lower cost of PCM ([46],[135],[98]) with multiple level cells (MLC) for stor-
ing more than one bit per cell. In [46] the authors propose new writing schemes to improve
the cell write performance. It becomes even more challenging when different technologies
like PCM and ReRAM are considered in a hybrid setting. Hybrid combinations of these
technologies (e.g. like in [101]) with Flash can result in reduction in cost but may require
challenging placement and caching schemes to address both performance and endurance of

these devices.

7.2.2 Developments in Non volatile memory (NVM) interfaces

There have been developments in improving the interface speeds of system bus connecting

SSD to rest of the server or computing system. The conventional storage system intercon-
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nects like SATA and SAS are too slow for the very low latencies and throughputs that can
be obtained from NAND flash based SSD. This gave rise to the NVM express or NVMe
[115] standard which can provide higher throughputs and very low latencies expected from

current SSD and next generation NVM.

7.2.3 Developments in Hybrid Drives

Some of the major Hard disk manufacturers have recently introduced the Hybrid drive tech-
nology as an alternative to high speed enterprise drives [6]. They come up with larger NV
cache (up to 32GB) and also separate persistent write caches to improve the endurance of the
bigger NAND flash cache. But these devices come with closed interfaces and do not provide
the access to control the internal cache of the drive. They have their own cache placement
and eviction algorithms applicable in general to different types of Enterprise workloads. In
Chapter 5 we utilize the ATA-8 standard to control the cache inside the drive. This gives
more flexibility and control to the higher layers to implement different caching algorithms
based on the workloads. The block mapping tables are still maintained by the underlying
drives. But the caching meta-data is now managed by the cache manager running on the
storage system or server which has more computational resource. This offloads the com-
pute intensive cache decision making part from the drive to the storage server. Though the
implementation of our work was based on the ATA-8 standard for controlling the cache, it
can in general be used to other emerging hybrid mechanisms like in the SATA 3.2 specifica-
tion [5]. The reason being that the placement and eviction algorithm is independent of the
cache control mechanism being used.

While performance improvement with novel caching techniques for Hybrid drives was
the focus of Chapter 5, another important future direction could be intelligent or smart
drives. Though intelligent drives have been proposed before [70], it has gained significance

recently. The Kinetic drive [118] can be connected directly to a Ethernet switch with appli-
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cations directly accessing the storage. The applications can access data stored on the drive
through standard interfaces like the Swift object API [116] over TCP/IP. This eliminates
several layers of overhead like the OS file system, block layer/device drivers as present in
the conventional storage systems. Instead of drives acting as dumb devices storing blocks
of data, they have full fledged storage management (placement, allocation and management
of data blocks). A hybrid device with a small capacity non-volatile storage (NAND Flash)
would further improve performance and extend functionality for these types of drives. The
performance improvement can be achieved by placing meta-data or small I/O on internal
solid state storage while placing large sequentially accessed data on the magnetic media. In
addition to this, the application can specify QoS hints for the different data objects stored
on the drive. Based on this QoS hint, the drive can make decisions on whether to place
the application data on the solid state storage or the magnetic media. Past work have also
been done in the area of code execution or processing on the drive itself [129],[49]. Such
code execution within the drive itself becomes more efficient on a hybrid device since the
latencies to access data on the internal solid state storage is much lower than the magnetic
media. Complex storage management processing like De-duplication, Compression, Parity
computation can now be pushed in to the drive itself instead of managed by a central con-
troller thereby improving the scalability for large number of drives. Future work can address

issues in optimizing such processing across a cluster of such intelligent drives.

7.2.4 Meta-data Management

In Chapter 6 we looked in to scalability of file system meta-data storage through DROP
load balancing and distribution techniques. Though our approach has shown significant
improvements in meta-data distribution and performance compared to state-of-art meta-data
partitioning, these were optimized for deployments within a Datacenter. We did not consider

cross data center distribution or a WAN level distribution and replication. CalvinFS [102]
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is a recent work in this direction where meta-data distribution and replication is managed
across multiple data centers. The authors show fault tolerance for even complete Datacenter
outages and significant improvement in performance.

All the research work in this thesis was focused on performance improvements and scal-
ability of storage systems within a Datacenter. Replication, meta-data distribution, manag-
ing request latencies and replica consistency across data centers are more challenging [26]

areas that can be considered for Future work.

7.3 Publication Contributions By Thesis Author

The following are the publication contributions by the thesis author.

7.3.1 Journal Publications

1. Shi, H., Arumugam, R., Foh, C., and Khaing, K. (2013). Optimal disk storage alloca-
tion for multitier storage system. Magnetics, IEEE Transactions on, 49(6):2603-2609.

(Thesis Author Contribution: MDP algorithm idea and development)

2. Xu, Q., Arumugam, R., Yong, K., and Mahadevan, S. (2014). Efficient and scal-
able metadata management in eb-scale file systems. Parallel and Distributed Systems,
IEEE Transactions on, PP(99):1-1. (Thesis Author Contribution: DROP Meta-data
distribution core idea using Distributed hash tables with locality, implementation ap-

proach in Linux and Development)

7.3.2 Conference Publications

1. Rajesh, V., Xu, Q., Shi, H., Cai, Q., and Wen, Y. (2014). Virtcache: Managing vir-
tual disk performance variation in distributed file systems for the cloud. In Cloud

Computing Technology And Science, 2014 IEEE 6th International Conference on.
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2. Vellore Arumugam, R., Foh, C. H., Shi, H., and Khaing, K. K. (2012). Hcache: A
hybrid cache management scheme with flash and next generation nvram. In APMRC,

2012 Digest, pages 1-4.

3. Haixiang Shi; Arumugam, R.V.; Chuan Heng Foh; Kyawt Kyawt Khaing, "Optimal
disk storage allocation for multi-tier storage system," APMRC, 2012 Digest , vol.,
no., pp.1,7, Oct. 31 2012-Nov. 2 2012 (Thesis Author Contribution: MDP algorithm

idea and development)

4. Xu, Q., Arumugam, R., Yong, K., and Mahadevan, S. (2013). Drop: Facilitating dis-
tributed metadata management in eb-scale storage systems. In Mass Storage Systems
and Technologies (MSST), 2013 IEEE 29th Symposium on, pages 1-10. (Thesis
Author Contribution: DROP Meta-data distribution core idea using Distributed hash

tables with locality,implementation approach in Linux and Development)

5. Xu, Q., Rajesh, V.A.,Yong, K., Wen, Y., and Ong, Y. (2014). C2: Adaptive load bal-
ancing for metadata server cluster in cloud-scale file systems. In The 18th Asia Pacific
Symposium on Intelligent and Evolutionary Systems. (Thesis Author Contribution:

Meta-data Request Load balancing algorithm development)

7.3.3 Patent Publications

1. Yong Hong WANG, ARUMUGAM Rajesh VELLORE, Kyawt Kyawt KHAING (2014).

Method and apparatus for hot data region optimized dynamic management,

WO02014209234A1

2. Yong Hong WANG, ARUMUGAM Rajesh VELLORE, Chun Teck Lim, Kyawt Kyawt
KHAING, Qingsong WEI, Cheng Chen, Jun Yang (2015). Method for hot i/o selec-
tive placement and metadata replacement for non-volatile memory cache on hybrid

drive or system, WO2015072925A1
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