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Abstract

As Reinforcement Learning (RL) systems have been widely adopted in real-world
applications, the security of these systems has become increasingly significant.
Thus, it is essential to protect RL systems against a variety of adversarial at-
tacks. Of these attacks, a training-time attack is considered to be particularly
insidious as it poisons an RL policy itself. Training-time attacks attempt to force
an RL agent to learn an attacker-desired policy by manipulating the agent’s inter-
action information, such as reward signals and environmental responses. However,
to achieve success with training-time attacks, it is generally considered that signif-
icant access to the RL system is necessary, such as the ability to distort the RL
agent’s reward values or experience memory. Also, it is assumed that the attacker
possesses a comprehensive knowledge of the RL agent’s learning algorithms, policy
models, and/or its environment models. The assumption of such an omnipotent
attacker makes a training-time attack unrealistic, and thus poses limited threat
to an RL system in the real world. In contrast, this thesis studies training-time
attacks with limited prior knowledge of RL systems, assuming only the ability to
alter the training environment hyper-parameters (i.e., causal factors in physical

systems) which are most likely to be accessed by third parties.

In this thesis, we investigate the security threats posed by training environment
hyper-parameters and present a solution to address their adverse impact on RL
policies. This thesis consists of three parts, including environment poisoning at-
tacks (EPA) with full or limited prior knowledge, as well as a policy-resilience

mechanism against the proposed attacks.

White-Box Environment Poisoning Attack: We propose a transferable en-
vironment poisoning attack (TEPA) against RL at training time, assuming that
the attacker has full knowledge of an RL agent’s learning mechanism (i.e., policy
training algorithm and policy model structure/parameters) and its environment
model (i.e., dynamics functions). We formulate the attack framework as a bi-level

Markov Decision Process, seeking adaptive and minimal environment changes that

xi
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will prompt the momentary policy of the RL agent to change in an attacker-desired
manner. Additionally, we demonstrate the transferability of our attack strategy.
Specifically, an attack strategy, which is learned on a proxy agent, can be trans-
ferred to poison other victim agents’ policies in the same tasks even if these victims
adopt different learning algorithms and policy models. When compared to the ex-
isting reward-poisoning attacks, experimental results show that TEPA succeeds in
efficiently forcing an RL victim to learn an attacker-desired policy via minimized
changes to the training environment. Additionally, TEPA is empirically effective
in poisoning a black-box RL agent as well as a population of RL agents due to its

transferability property.

Double-Black-Box Environment Poisoning Attack: We propose a Double-
Black-Box Environment Poisoning Attack (DBB-EPA) which requires minimal
prior knowledge of the RL system. DBB-EPA assumes only the capability to
alter the environment hyper-parameters and seeks to achieve policy compulsion
on a black-box RL agent in a black-box training environment. To this end, we
first investigate how to infer the internal information of an RL system and then
learn an adaptive attack strategy based on the approximation of our attack objec-
tive. Empirical studies have demonstrated that DBB-EPA is effective against both
tabular-RL and deep-RL agents in discrete as well as continuous state domains. We
conclude that DBB-EPA poses threats more realistically to complex RL systems

than TEPA which is restricted to white-box discrete environments.

Policy Resilience to Environment Poisoning Attack: To address the ad-
verse effects of environment-poisoning attacks (i.e., TEPA and DBB-EPA) on an
RL agent’s policy learning, we propose a policy-resilience mechanism that attempts
to recover poisoned policies in order to achieve optimal deployment performances.
The policy-resilience mechanism is designed as a federated architecture in con-
junction with a meta-learning manner, allowing efficient extraction and sharing
of critical environment-structure knowledge. By leveraging the shared environ-
ment knowledge, agents can quickly grasp the dynamic features of deployment
environments and accordingly generate imagined trajectories for recovering their
poisoned policies. Such a policy-resilience procedure is summarized as three stages,
namely, preparation, diagnosis and recovery. Empirical results show that the
policy-resilience mechanism against TEPA and DBB-EPA is effective and efficient

at recovering poisoned policies based on shared knowledge of the environment.
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In summary, this thesis studies training environment poisoning attacks against
RL in white-box and black-box settings, respectively. Such adversarial attacks
reveal the vulnerability of RL to maliciously manipulated training environments.
To protect the performance of RL policies, this thesis further develops a policy-
resilience mechanism against the proposed attacks. Hopefully, this thesis serves as a
starting point for investigating the security threats posed by training environments
to RL policies, which could pave the way for the development of secure RL-based

applications.

Keywords: Reinforcement Learning, Environment Poisoning, Policy Resilience
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Chapter 1

Introduction

1.1 Background and Motivations

The security of Reinforcement Learning (RL) has become increasingly significant
due to the widespread deployment of RL systems in safety-critical applications,
such as autonomous cars[1-3], smart energy systems[4—6] and healthcare systems|7,
8]. To protect RL applications from security threats, it is necessary to identify and
analyse vulnerabilities of RL algorithms. Therefore, the study of RL’s susceptibility

to adversarial attacks has become a prominent research area of its own.

Existing adversarial attacks against RL can be classified into two categories: test-
time attacks and training-time attacks. Specifically, the majority of existing works
[9-13] focus on test-time attacks, challenging an already learned and fixed RL pol-
icy. These works successfully attack and degrade the performance of a deployed,
RL-generated policy, though the policy itself is not subject to any manipulation.
More recently, training-time attacks [14—18] have shown intensifying concern about
security threats to the learning of RL policies. For example, there exists the pos-
sibility that the chatbot can be mistaught by a small group of Twitter users to
make misogynistic and racist comments [19]; it is possible for autonomous cars to
misread traffic signs if the signs are contaminated by adversarial stickers [20]; it
has been observed that recommendation systems can be tricked by fake clicks and
comments in order to rank products higher than they ought to be. In these exam-

ples, the policies of the RL agents have been poisoned, which is a serious security



2 1.1. Background and Motivations

issue in RL-based applications. Therefore, the purpose of this thesis is to examine

the security threats associated with the learning of RL policies.

?
— a <«——  Observation Poisoning

Agent

Reward Poisoning

@ , ® reward state e.g. blur observation

e.g., change reward signal action Environment Poisoning
\ :
Environment e.g. manipulate friction on the road
< Potential vulnerabilities when training RL policy >

FIGURE 1.1: Potential vulnerabilities during the training of RL policies, such as
reward signals, perceived states (i.e., observations) and environment dynamics.

As shown in Figure 1.1, existing training-time attacks perturb the feedback (i.e.,
environmental responses) that an agent perceives from its environment during the
training time. These attacks succeed in poisoning the agent’s policy, assuming a
significant access to the agent’s perception, e.g., perceived rewards and perceived
states. Such an assumption is difficult to be satisfied, which limits the threats
of these attack approaches. In contrast, this thesis studies the security threats
caused by enwvironment hyper-parameters, aiming to poison RL policies without
access to the agent’s perceptions or memories. Here, it is important to distinguish
the environment hyper-parameters with the RL-algorithm hyper-parameters (e.g.,
exploration rate or learning rate). As shown in Figure 1.2, environment hyper-
parameters are also termed causal factors in physical systems [21-23], such as the
friction of the surface, the resistance in the air and the slope of the mountain. These
hyper-parameters can not be observed directly, but their effect can be ‘felt” by the
RL agent when interacting with the environment. This means that environment
hyper-parameters affect how the environment responds to the RL agent’s actions.
Namely, they can be used to parameterize the environment dynamics 21, 22, 24]
so that altering hyper-parameters leads to changes of the environment dynamics.

As a result, the manipulated training environment could poison the learning of RL
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agent’s policy, resulting in attacker-desired or non-optimal behaviours during the
agent’s deployment. Therefore, it is imperative to investigate the threats posed by
environment hyper-parameters as well as to develop protection solutions for RL

policies.

FiGURE 1.2: Examples of environment hyper-parameters.

Furthermore, the success of existing training-time attacks [14-16] relies on com-
prehensive prior knowledge of the RL system, including RL agent’s learning mech-
anism (i.e., learning algorithm and policy model) and/or its environment model
(i.e., transition dynamics and reward functions). Unfortunately, assuming such an
omniscient attacker makes attack approaches somewhat unrealistic, which limits
threats to real-world RL-based applications. This thesis attempts to address such
a limitation by studying a novel training-time attack which requires minimal prior

knowledge of an RL system.

1.2 Major Contributions

This thesis investigates the security problem of RL policy learning from two per-
spectives: adversarial attacks and protection solutions. Specifically, we propose
training environment-poisoning attacks (EPA) against RL based on different as-
sumptions about the attacker’s prior knowledge and access ability, followed by a
study of policy-resilience mechanism. A summary of the major contributions is

presented as Figure 1.3.
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Environment Poisoning Attack (EPA) Policy Resilience
= Problem.1: RL policy poisoning = Problem.2: RL policy poisoning = Problem.3: Address adverse
without access to agent’s perception with minimal prior knowledge impacts of EPA on RL policy
= Contribution.1: = Contribution.2: = Contribution.3:
- TEPA, adaptive and minimal changes - DBB-EPA, only assuming the ability - Policy-resilience mechanism,
to environment hyper-parameters to alter environment hyper- recovers from policy poisoning
- Achieve policy poisoning on tabular- parameters to present an optimal
RL agents in discrete state domains - Achieve policy poisoning on deep- deployment performance.
- Transferability: effective on various RL agents in continuous state
RL regardless of learning algorithms domains

FIGURE 1.3: Summary of research problems and corresponding contributions.

White-Box Environment Poisoning Attack: We propose a transferable envi-
ronment poisoning attack (TEPA) against RL at training time, with an assumption
that the RL agent’s learning mechanism (i.e., policy training algorithm and pol-
icy model structure/parameters) and its environment-dynamics model are known
by the attacker. We design an attack framework as a bi-level Markov Decision
Process for learning an adaptive attack strategy which can force an RL agent to
learn an attacker-desired policy via minimized environment changes. Moreover,
the attack strategy is demonstrated to possess transferability property. Namely,
an attack strategy, which is learned based on one RL agent (i.e., proxy agent),
can be transferred to attack other RL agents which learn the same task but adopt
different algorithms or policy structures. Relying on this property, we propose that
TEPA is effective in poisoning various RL agents’ policies even if these agents are
black-box (i.e., unknown learning algorithms and policy model). Furthermore, a
variation of TEPA is developed for a population of independent and isolated RL
agents with the goal of manipulating behaviour across multiple agents via mini-
mized cumulative changes in their environments. Finally, we empirically evaluate
TEPA against a tabular RL agent in discrete state domains and show that it has
superior effectiveness and efficiency in comparison with classical reward poisoning

attacks.

Double-Black-Box Environment Poisoning Attack: We propose a Double-
Black-Box Environment Poisoning Attack (DBB-EPA) with minimal assumptions
on the attacker’s prior knowledge, namely both the RL agent and the training

environment are black-box to the attacker. Assuming only the ability to alter the
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environment hyper-parameters, DBB-EPA aims to achieve policy compulsion with
minimal and adaptive environment poisoning. To achieve this goal, we investigate
how to infer the internal information of an RL system, and then we design an ap-
proximation of our attack objective based on the inferred information. Specifically,
given observations of an RL agent’s trajectories during its learning process, we
jointly train: 1) an Encoder-Dual-Decoder network that learns a low-dimensional
latent representation of the RL system’s internal information; 2) an attack strat-
egy, conditioned on the latent representation and environment hyper-parameters,
that manipulates the RL agent’s policy using minimal environment changes. Ac-
cording to experimental results, DBB-EPA poisons the policies of both tabular-RL
and deep-RL agents in discrete as well as continuous state domains. As opposed
to TEPA which is limited to white-box environments, DBB-EPA provides a more
realistic way to pose threats to complex RL systems in which environment models

are unknown.

Policy Resilience to Environment Poisoning Attack: We propose a policy-
resilience mechanism against EPAs in order to recover an agent’s poisoned policy
for an optimal deployment performance. This policy-resilience procedure can be
described as a three-step process that includes preparation, diagnosis, and recov-
ery. Specifically, the knowledge of the environment structure is extracted at the
preparation stage and then shared with a poisoned agent. Depending on the shared
environment knowledge, the agent is able to quickly and accurately comprehend
the dynamics of deployment environments at the diagnosis stage. At the final
stage, the agent recovers its poisoned policy based on imagined trajectories de-
rived from the dynamics model of the deployment environment. As a key idea of
the policy-resilience mechanism, extracting and sharing environmental knowledge
is achieved by the design of a federated architecture coupled with a meta-learning
manner. Evaluation of the policy-resilience mechanism against TEPA and DBB-
EPA demonstrates its effectiveness and efficiency in restoring policy deployment
performance. With regard to the idea of sharing knowledge, this proposed policy-
resilience mechanism represents a resource-efficient and time-conserving method of

addressing harmful effects caused by environment-poisoning attacks.
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1.3 Thesis Outline

The rest of this thesis is organized as follows.

Chapter 2 provides preliminary knowledge about RL and reviews literature of ad-
versarial attacks and defense methods, followed by a discussion about our contri-
butions to the research community. Chapter 3 designs a transferable environment-
poisoning attack with full knowledge of the RL system, and presents the transfer-
ability of the attack strategy. Chapter 4 introduces a double-black-box environment-
poisoning attack with minimal assumptions on the attacker’s prior knowledge, pro-
viding a more realistic attack approach. Chapter 5 presents a policy-resilience
mechanism against the proposed environment-poisoning attacks. Chapter 6 sum-

marizes this thesis and describes future works.



Chapter 2

Preliminaries and Literature

Review

In this chapter, we first introduce RL backgrounds and then present existing works
about adversarial attacks on RL, followed by defense approaches against these

attacks. We further discuss our contributions with regards to existing literature.

2.1 Reinforcement Learning

In this section, we present an overview of reinforcement learning and briefly describe

tabular-RL methods and deep-RL algorithms which are involved in this thesis.

2.1.1 Overview

As shown in Figure 2.1, the foundation of Reinforcement Learning (RL) lies in
the idea of learning through interaction with the environment. At each time step
the agent (i.e., learner) interacts with the environment, the agent decides what
action to take based on its observation of a state. The environment responses to
the action and present a new state to the agent. Also, the agent receives a reward
signal from the environment, in the form of a number that indicates the quality
of the agent’s choice of actions. Accordingly, rewarding or punishing the agent for

their behaviour makes him or her more likely to repeat that behaviour or abandon

7
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state St
action Qg
-w
Agent Environment
t next state St+1 J
reward Tt

FiGure 2.1: Illustration of reinforcement learning.

it in the future. The agent is attempting to learn a behaviour that maximizes
cumulative rewards for achieving its tasks. Thus, such trial-and-error is one of the

most distinguishing features of RL.

Formulation. Specifically, the problem of reinforcement learning is formalized
as the optimal control of Markov Decision Process (MDP). An MDP is formulated
as the 6-tuple M = (S, A, T, R, dy, ), where

s € S is a representation of the environment state;
e a € A is one action of the agent’s action space;

e T:sxa— R isan environment dynamics function T'(s'|s,a) that tells the

transition probability from s to s’ given an action «;

e R:sxaxs — Risareward function R(r|s,a, s") that represents the reward

when the agent takes the action a to transit from the state s to the state s';
e do(s) is a distribution over the agent’s initial states;
e 7 is a discount factor.
A sequence of states and actions is termed as a trajectory 7 = (s, ag, $1, a1, -..) -

The MDP provides an abstract and flexible framework that can be applied to a

wide range of RL problems in various ways.
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Objectives. An RL agent’s goal is to learn a behaviour policy 7(als) that max-

imizes the cumulative rewards over a trajectory (i.e., Return G;), denoted as
[o¢]
max Z V' R;.
t

Value Functions. The policy learning is evaluated by value functions, including

the state-value function and the action-value function.

A state-value function refers to the expected return when beginning at state s and

following policy 7 thereafter, which is defined as follows

Vi(s) =E [G| Sy = s)] = Ex

kaRH’“H | Sp = S] Jfor all s € S.

k=0

An action-value function is defined as the expected return beginning at state s,

taking the action a, and thereafter following policy

Z’YthJrkH | St =54 =a

k=0

Qr(s,a) =E. [Gy| Sy = 5,4 =a)] =E,

Importantly, a fundamental property of value functions is the recursion relationship
between the immediate reward of a state and the discounted values of its successor
states. Thus, value functions can be expressed as Bellman Fxpectation Equations,

denoted as

Va(s) = Ex [Rep1 + 9 Va(si11) | 8¢ = 5]

=" n(als) (R(s, a)+7 > T(s]s, a)Vﬂ(S’)> 7

a€A s'es

Qr(s,a) = Ex [Rip1 +vQr (5141, A1) | 50 = 5, Ay = a
= R(s,a) +v ) _T(s'|s,a) Y w(d|s)Qux(s',d).

s'es a’'€eA

Accordingly, an optimal policy 7* can be obtained by searching for an optimal

state-value function V* or an optimal action-value function @*, which satisfy the
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Bellman optimality equations denoted as

V*(s) = max V,(s) for all s € S

Q*(s,a) = max @Q,(s,a) for all s € S and a € A.

Almost all RL algorithms involve the estimation of value functions.

2.1.2 Tabular-RL Algorithms

Classical RL algorithms are mainly classified as three categories: Dynamics Pro-
gramming (DP), Monte-Carlo (MC) Methods and Temporal-Difference (TD) Learn-
ing [25]. Here, DP is an algorithm capable of computing optimal policies based on
environment models, including dynamic functions and reward functions, which is
applicable to model-based RL problems. MC and TD are used for solving model-
free RL problems where the environment model is unknown. In this part, we focus

on the introduction of MC and TD as our thesis studies model-free RL problems.

Monte Carlo Methods. Monte Carlo (MC) methods solve an RL problem
based on actual or simulated experience samples, i.e., sequences of states, actions
and rewards from interactions with an environment. The value function of a given

policy 7 can be approximated by averaging sample returns, which is denoted as
VW(S) = ET,\JK[Gt | St = S].

Since MC uses empirical mean returns for estimating value functions, it is suitable

for solving model-free RL problems but only for episodic tasks.

Temporal-Difference Learning. Similar to MC methods, Temporal-Difference
(TD) methods can learn an optimal policy based on raw experience without a model
of the environment dynamics. However, TD methods estimate the value functions

without waiting for the final outcome, but instead, using other estimated value
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functions. Specifically, the simplest TD method T'D(0) estimates V(S;) immedi-

ately based on transition to Sy, and receiving R;., denoted as

V(ay) < V() + & [Rest + 3V (Serr) — V(s0)] -

Sarsa is an on-policy TD method, which estimates action-value function ) as

Q(s¢,ar) < Q(54,ar) + afrepr + YQ (8141, A1) — Q(s¢, ay)).

This update is done after every transition (S, as, 7411, St+1,ar+1) Where the next

action a1 is sampled from the policy derived from Q.

Q-learning is an off-policy TD method, which directly approximate the optimal

action-value function

Q(Staat) — Q(Staat) +a |1 + vmgx Q(St+17 Clt) - Q(%‘%)] )

which is independent of the policy being followed. Note that the difference between
Sarsa and @Q-learning is how to choose the action for the next state s’ during the

updates.

2.1.3 Deep-RL Algorithms

With the development of Deep-RL (DRL) algorithms, RL has successfully been
used to create breakthrough Als for sophisticated decision-making tasks, such as
strategy games Go and Dota [26], simulated or real-world robots [27] and au-
tonomous cars [2]. In this part, we will briefly introduce DRL algorithms which

are involved in this thesis.

Deep Q-Network (DQN). DQN [28] is a deep-learning-based Q-learning algo-
rithm, which approximates action-value function @) using a neural network (i.e.,
Qp network). Specifically, the Qg network takes a state-action pair as an input and

outputs the prediction of expected cumulative rewards. The )y network utilizes
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stochastic gradient descent to minimize the following loss

Here, B is a replay buffer that stores transition data sampled by history policies
and provides a batch of data to the Q network for iterative training. Also, Q(;f is
a target network which is cloned from the @y network and kept frozen for a fixed
number of episodes, providing the Q network with target value. Note that both
the replay buffer and the target network contribute to the stabilized learning of
an optimal policy. The details of DQN is described as pseudocode in Algorithm 1.
Finally, with the optimized Q network, the policy is denoted as

7(s) = argmax Q.(s,a)

Algorithm 1 Deep Q-network (DQN)

1: Initialize action-value function @)y and target network Qg—, where - = 6.
Initialize a replay buffer B.

2: for episode i= 1,2,... do

3 for time steps t=1,2,... do

4 Given a state s, choose a based on @)y (using e-greedy)

5: Take action a, receive next state s’ and reward r

6: Store transition (s, a,r,s") to replay buffer B

7

8

9

Sample a minibatch of transitions {(s, a,r,s'),},_, from B
Calculate y, = r, + maxy Qp(s,,a’)
Update weights 6 by minimizing (v, — Qa(sn, an))2

10: Update target network 6= = 0 every C steps
11: end for
12: end for

Vanilla Policy Gradient (VPG). Policy gradient algorithms [25] consider the
case of stochastic, parameterized policy my. The key idea behind policy gradients is
to increase the probability of actions that result in higher returns, and to decrease
the probability of actions that result in lower returns, until an optimal policy
that maximizes the expected return as J(mg) = E,[R(7)]. Here, the policy is
optimized using gradient ascent, which is denoted as €y,1 < 0, + aVyJ (7). Note
that VJ(mp) is termed as policy gradient, which is should be numerically expressed

for computation. Specifically, VPG is an on-policy algorithms, which expresses the
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policy gradient as

1NTn

VGJﬂg = N Z Z AT (8?7 CL?)V@ lOg W@(&?lS?).

n=1 t=1

where N is the number of trajectory 7 and A™ is the advantage estimate. A™ can

be estimated as using rewards-to-go R = Zf”:t fyt'—t

V,(s), denoted as A™(s,a) = R—V,(s). Note that the trajectory is obtained using

ry, and state-value function

Monte Carlo sampling, thus, the stochastic policy 7 is updated based on empirical
returns at the end of each episode. The details of VPG is described as pseudocode
in Algorithm 2.

Algorithm 2 Vanilla Policy Gradient (VPG)
1: Initialize policy parameters 6 and value function parameter ¢
2: for i=1,2,... do
3: Collect a set of trajectories D; = 7, by running policy 7, in the environment

4: Compute rewards to go R X

5: Compute advantage estimates A, based on the current value function V,

6: Estimate policy gradient as §; = ﬁ S S A (s, a0) Vg log T, (ays:)
¢ T7€D;

7 Compute policy update ;1 = 0; + « g;

N2
8: Fit value function ¢y, = argminm > ZtTﬁl (Vd,k(st) — Rt>
Q5 ¢ TED;

9: end for

Proximal Policy Optimization (PPO). PPO [29] is a variance of policy gra-
dient, which enables multiple epochs of minibatch updates while VPG performs
only one gradient update per data sample. As a result, the sample efficiency and
learning speed are improved. Specifically, when optimizing policy 7 using PPO,
an older policy 7y is used to interacts with environment for generating trajectory
samples. To offset the probability sampling from a different distributions 7y, the
idea of importance sampling is adopted, i.e., a sampling weight Wiel is required. In
addition, the deviation between 7y and my should be constrained to achieve accu-
rate importance sampling. Based on the constraints, there are two kinds of PPO
algorithms: PPO-Penalty and PPO-Clip.

First, PPO-Penalty penalizes the Kullback-Leibler divergence KL(#,60’) in the ob-

jective function, denoted as

JG’ (9) _ E 7T9(at|3t)

Penalty (st,at)~mgr | Tor (at | St)

A" (sy,a0)| — BKL(6,6),
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where [ is the penalty coefficient which can be automatically adjusts.

Second, PPO-Clip utilizes specialized clipping in the objective function to prevent
the new policy from diverging far from the old one. The objective function is

denoted as

ngip(e) = Z min (MAG/(&, a), clip (M,l —e 1+ e) A% (s, at))

(5v.a0) ng(at|st) 7'('9/((115‘813)

where € is a hyper-parameters which is generally set as 0.1 or 0.2.

The pseudocode of PPO is very similar to VPG (i.e., Algorithm 2), except the

definition of the objective function and the sampling method.

Deep Deterministic Policy Gradient (DDPG). DDPG [30] is an RL algo-
rithm used for environment with continuous action spaces. It concurrently learns a
Q function and a policy, which are represented by a Q network (i.e., critic network)

and a policy network (i.e., actor network), respectively.

Specifically, DDPG uses off-policy data and the Bellman equation to learn an
approximator to the Q-function Q*(s,a), and uses the Q-function to learn an ap-
proximator to the deterministic policy p*(s). It shares the same tricks of DQN that
adopts replay buffer and target network to stabilize the learning of Q network and
policy network. Thus, the Q network ()4 is optimized by minimizing the following
loss function as
2
L(¢,B) = (SWJE,)ND {(Qqs(s, a) — (7“ +ymax Qa(s a’))) } ,

where @z is the target Q network and B is the replay buffer. Note that a’ is
generated by the target policy network pg(s’).

The deterministic policy pg(s), which gives the action that maximizes Qy(s,a), is

optimized using gradient ascent (with respect to policy parameters only) to solve

max B [Qu(s. uo(s))].

Furthermore, to stabilize and improve the DDPG learning, a Twin Delayed DDPG
(TD3) [31] is proposed which involves three tricks: clipped double Q-learning,
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delayed policy updates and target policy smoothing. The details of DDPG is
described as pseudocode in Algorithm 3.

Algorithm 3 Deep Deterministic Policy Gradient (DDPG)

1: Initialize critic network @), and target critic network qu, where ¢~ = ¢.
Initialize actor network g and target actor network iy, where §~ = 6. Initialize
a replay buffer B.

2: for episode i= 1,2,... do

3 for time steps t=1,2,... do

4 Given a state s, choose a using py with noisy

5: Take action a, receive next state s’ and reward r

6: Store transition (s, a,r,s") to replay buffer B

7

8

9

Sample a minibatch of transitions {(s,a,r,s'),},_, from B
Calculate g, = 1y +1Qy- (5, fig- (51))
Update critic network by minimizing + SN (Y — Qo(5my an))

10: Update actor network via gradient % Ziv VaQg(5n, @) ampy(s) Voo (sn)
11: Update target networks ¢~ =76+ (1 — 7)o, 0~ =70+ (1 —7)0~
12: end for

13: end for

2.2 Adversarial Attacks against RL

We begin this section by providing an overview of adversarial attacks in machine
learning. Following that, we review existing works about attacks against reinforce-

ment learning, including test-time attacks and training-time attacks.

2.2.1 Overview of Adversarial Attacks

Machine Learning (ML) algorithms consist of supervised learning, unsupervised
learning and reinforcement learning. With the rapid development of ML tech-
niques, security problem has been introduced as a new challenging in designing
and developing robust intelligent systems. Existing works on adversarial attacks
of ML can be classified from perspectives, namely, attacker’s target, attacker’s

knowledge and attacker’s goal.

Attacks based on attack target There are mainly two categories of security

attacks in terms of the attack target:
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FI1GURE 2.2: Categories of adversarial attacks against machine learning.

e Evasion attacks provide malicious inputs to the trained model/policy and

aim to mislead the model/policy to provide faulty results/actions [32]. Here,

the crafted malicious input is termed as an adversarial example. The evasion

attacks is also termed as the inference-phase attacks or test-time attacks.

e Poisoning attacks poison training data by introducing imperceptible per-

turbations to the training dataset [33] to force the system to learn a defective

model /policy. Thus, the poisoning attack is also termed as training-time

attacks.

Attacks based on attacker’s knowledge:

In terms of the knowledge of the

attacker, there are three types of attacks: white-box attacks, grey-box attacks and

black-box attacks.

e White-box attacks assume the attacker has full knowledge of the targeted

ML algorithm. The attacker knows the training data, learning algorithm as

well as the parameters of the model.

e Grey-box attacks assume the attacker has limited access to the targeted

ML model, i.e., it knows either learning algorithm or model representations.
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e Black-Box attacks assume the attacker has no information about the tar-
geted ML model. It is only able to ask for labels or confidence from the

intelligent systems, to accordingly construct adversarial examples.

There is a key property, transferability, of adversarial examples [34], which enables
the development of gray-box and black-box attacks. The term transferability in-
dicates that adversarial examples, which can mislead one model, may also disturb
another one. It has been demonstrated effective for models whose architectures or
training sets are different, given that these models are trained for the same task.
Due to the transferability property, attackers can use proxy ML models to develop

attack strategies that can then be applied to ML targets.

Attacks based on attacker’s goal: From the perspective of the attacker’s ob-
jectives, there are mainly two categories of adversarial attacks, taking classification

tasks as an example:

e Non-targeted Attacks where the attacker aims to cause misclassification

via perturbing the classification boundary of any class;

e Targeted Attacks where the attacker aims at misleading the deployed clas-

sifier to a specific class.

In recent years, the security issue related to RL has become increasingly. The
following sections will present existing adversarial attacks against RL from two
perspectives: test-time attacks (i.e., evasion attacks) and training-phase attacks
(i.e., poisoning attacks). These attack approaches are categorized and listed in

Figure 2.3.

2.2.2 Testing-time Attacks

The majority of existing works focus on test-time attacks against RL. As illustrated
in Figure 2.4, these attacks manage to mislead the agent’s action decision so that
degrade the deployment performance of the RL policy. It is important to note
that the learned policy itself has not been poisoned by test-time attacks. One
category of test-time attacks [9, 10, 35, 36] is developed by extending the idea
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FIGURE 2.3: Literature reviews of adversarial attacks against RL.

of Fast Gradient Sign Method (FGSM) [37] to attack DRL agent’s policy; while
others [12] are investigated based on Adversarial Transformer Network [38]. Next,
we describe some famous test-time attack approaches on DRL in chronological

order as shown in Table 2.1

Huang et al. 2017 [9] first propose adversarial attacks that are effective on deep
reinforcement learning (DRL). This work perturbs the agent’s observations (i.e.,

raw input of the policy neural network) at every time step by adopting FGSM
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F1GURE 2.4: Tlustration of test-time attack against RL.

TABLE 2.1: Summary of selected test-time attacks against RL.

Test-Time Attack Attack Target

Papers white-box | black-box | state | action Targeted RL
Huang et al. 2017 [9] v v v DQN, A3C, TRPO
Lin et al. 2017 [10] v v DQN, A3C
Pattanaik et al. 2018 [35] v v DQN, DDPG
Tretschk et al. 2018 [12] v v DQN
Pan et al. 2022 [36] 4 v v v DQN, DDPG

[37], which causes a significant drop in test-time performance of the deployed DRL
policies. Furthermore, this work investigates the vulnerability of various DRL
algorithms in white-box and black-box settings. It concludes that policy trained
with DQN is more vulnerable to adversarial attacks in comparison with that of
trust region policy optimization (TRPO) [39] and asynchronous advantage actor-
critic (A3C) [40]. This work represents the first attempt to determine whether
RL systems are vulnerable to adversarial attacks, which motivates a series of new

studies into the issue of adversarial attacks within the domain of RL.

Lin et al. 2017 [10] proposed two tactics, strategically-timed attack and enchant-
ing attack, to attack DRL agents using adversarial examples. Different from the
uniform attack in work [9] where the DRL agent is attacked at each time step
in an episode, the proposed strategically-timed attack uses adversarial examples
at selected time steps when the attack is effective. It aims at reducing the DRL
agent’s rewards with fewer crafted adversarial examples. Besides this non-targeted
strategically-timed attack, an enchanting attack is proposed that maliciously leads

the agent to a targeted state. As the first planning-based adversarial attack on
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DRL, the enchanting attack utilizes a deep generative model to forecast the next
state and a sophisticated planning algorithm to generate an action required to lead
the agent there. Compared to previous FSGM-based attacks [9], the proposed at-
tacks are more practically feasible and hard to be detected. They are evaluated
on attacking DRL algorithm (i.e., DQN and A3C) in five Atari games and achieve

70% success rate.

Pattanaik et al. 2018 [35] improves gradient-based adversarial attacks to further
reduce the DRL agent’s return via perturbing its observations. The authors argue
that, in the previous FSGM-based attack [9], the generated noise is not guaranteed
to cause adversarial attack. To solve this limitation, they propose a loss function
which maximizes the probability of identifying the worst possible action. They
adopt the Stochastic Gradient Descent approach to generate adversarial action
which maliciously lures the agent to terminate at a pre-defined state. When at-
tacking DDQN agents in MountainCar and CartPole, such gradient-based attack
approaches have better performance than the simple FGSM-based attack [9]. Com-
pared to prior works [9, 10|, the proposed attack is not constrained in attacking

RL environment where input is of the high-dimensional pixel (i.e., images).

Instead of adopting gradient computation [9, 10, 35], Tretschk et al. 2018 [12]
utilizes a feed-forward deep neural network, Adversarial transformer network [38],
to generate perturbations which are added to the DRL agent’s input states. This
work imposes a targeted adversarial reward on the victim DRL network, i.e., the
victim DRL agent is misguided to pursue an adversarial reward at test time, via
a sequence of adversarial examples. Compared with the enchanting attacks [10]
targeting at adversarial states, this work is more flexible due to that the adversarial
reward is able to encode the adversarial state. This attack method is developed in

white-box settings and evaluated on DQN trained for playing Pong.

A recent study conducted by Pan et al. 2022 [36] suggested that FGSM-based
attacks in [9, 10] perturb the observation independently on each frame, thus de-
manding intensive computation during real-time implementation. As a solution
to this problem, the authors propose online sequential attacks on the state of a
DRL agent using its temporal consistency. In the proposed attack, a perturba-
tion is generated based on the information in a few frames, and the perturbation
is applied to subsequent frames. Furthermore, this work also investigates attacks

on DRL agent’s action space and environment dynamics. These proposed attacks
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are evaluated on attacking DQN and DDPG agents in MuJoCo games and driving
simulation TORCS. This online sequential attack is faster than the FGSM-based
attacks [9, 10] due to that no back-propagation is required.

2.2.3 Training-time Attacks

Training-time attacks are different from test-time attacks in that they aim to al-
ter an RL policy itself, as opposed to degrading the deployment performance of
the policy. As shown in Figure 2.5, the attacker intervenes the policy learning by
maliciously manipulating the agent’s perceived states, selected actions, received re-
wards or training-environment dynamics. In this section, we provide descriptions of
existing training-time attacks that can be classified as state poisoning (see Section
2.2.3.1), action space poisoning (see Section 2.2.3.2), reward poisoning (see Section
2.2.3.3) and environment poisoning (see Section 2.2.3.4). Table 2.2 summarizes

existing training-time attack approaches which are presented in this section.
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FIGURE 2.5: Illustration of training-time attacks against RL.
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TABLE 2.2: Summary of training-time attacks against RL.

Training-Time Attack Attack Target
Papers white-box | black-box | state | action | reward | env. Targeted RL
Behazadan et al. 2017 [41] v v DQN
Han et al. 2018 [42] v v v DDQN, A3C
Hussenot et al. 2020 [43] v v v DQN
Sun et al. 2020 [18] v v v v VPG, PPO, A2C
Yeow et al. 2010 [44] 7 7 PPO, DDQN
Ma et al. 2019 [14] v v TCE, LQR
Huang et al. 2019 [45] v v Q-learning
Zhang et al. 2020 [15] v v Q-learning
Rakhsha et al. [17] v v UCRL2
Bai et al. 2018 [46] v v DQN
Chen et al. 2018 [47] v v A3C
Rakhsha et al. 2020 [16] v v DP, UCRL

2.2.3.1 State/Observation Poisoning

Behazadan et al. 2017 [41] propose the Policy Induction Attacks applied on RL
during training time, which provides adversarial rewards to the agent for learning
policy. The authors argue that DQN is susceptible to adversarial input pertur-
bations (i.e., changes in the observable environment), and demonstrate the adver-
sarial examples can be transferable across different DQN systems. The attacker
in this study is assumed to have no prior knowledge of the DQN architecture. It
stands between the victim agent and the environment, perturbs the configuration
of the environment, and then provides poisoned states to the victim. The attacker
attempts to lead the victim to undertake a series of actions that will result in adver-
sarial rewards. In addition, the authors describe an attack approach that exploits
the transferability of adversarial examples in order to manipulate policy. A 70%
success rate has been achieved in transferring adversarial examples from one DQN

model to another in black-box settings.

Han et al. 2018 [42] investigate how DRL agents react to adversarial attacks
that poison the training process in Software-Defined Networks. The authors adopt
DDQN and A3C as victim DRL agents, and study untargeted /targeted attacks in
both white-box and black-box settings. They propose two approaches including (1)
attack via flipping reward signals: attacker can flip the reward signal for a certain
number of time steps, resulting that the victim agent is delayed from learning
optimal actions; (2) attack via manipulating state information: the attacker can
introduce false positive or false negative values into the next state, resulting in

preventing the agent from taking the next optimal action. These proposed attacks
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are evaluated in Software-Defined Networks, which are effective in luring the DRL

agent to take sub-optimal actions.

Hussenot et al. 2020 [43] propose a targeted attack approach that is capable
to fully control the DRL agent’s behaviour. An attacker manipulates an agent’s
observation (that is, their perception of the environment) in order to consistently
induce the agent to follow a target policy. When compared to previous work that
directly changes the agent’s state (i.e., the representation of the environment), the
proposed attack is more realistic because white-access to the agent’s inner working
is not required. Moreover, the attack consists of a finite set of state-independent
masks, which can be computed quickly and applied in real-time. In experiments,
it is shown that the proposed approach is effective in attacking DQN in Atari
games in white-box settings. It is also extended to black-box settings as well as

the complex environment with realistic observations.

Sun et al. 2021 [18] propose a strategic poisoning algorithm against policy-based
DRL, capable of achieving both non-targeted and targeted attacks. The authors
propose a hybrid poison approach in which the attacker can poison either the
agent’s state, its actions or its rewards. This approach does not require any prior
knowledge of the environment. In addition, the authors propose a new metric to
measure and compare the vulnerability of RL algorithms under a variety of sce-
narios in order to characterize the stability of these algorithms. Their experiments
involve state-of-the-art policy-based DRL algorithms (including A2C, PPO, and
VPG) in a variety of environments. This attack has been shown to reduce a train-
ing agent’s overall reward or force it to choose a specific policy within a limited

budget or power, either in a white-box or black-box setting.

2.2.3.2 Action Space Poisoning

Yeow et al. 2019 [44] investigate adversarial attacks on the DRL agent’s action
space, aiming to minimize long-term discounted rewards by selecting bounded ac-
tion space perturbations. The work proposes two white-box attack algorithms,
namely Myopic Action Space (MAS) and Look-ahead Action Space (LAS). MAS
distributes the attacks across the dimensions of the action space. At each time
step, the attacker designs perturbations greedily without regard to the future. In

contrast, LAS distributes attacks across both action space dimension and temporal
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dimension, where the attacker looks ahead and constructs a sequence of pertur-
bations with consideration of future rewards. Based on decoupling constraints
MAS and coupled constraints LAS, the authors construct the attack algorithm as
an optimization problem for minimizing the cumulative reward. In this study, the
authors evaluate the proposed attack algorithms on PPO and DDQN, using contin-
uous action environments from OpenAl’s gym. Based on the results, LAS attacks
are more effective than MAS with the same budget, as LAS uses the dynamics of
the DRL agent explicitly. Further, the authors demonstrate that the LAS attack
algorithm can be used to identify vulnerabilities in an agent’s action space and

design appropriate defenses.

2.2.3.3 Reward Poisoning

Ma et al. 2019 [14] investigate policy poisoning in batch RL agents, with the aim
of forcing the agent to learn a target policy by slightly modifying rewards in the
training dataset. The authors present an optimization framework for characterizing
batch policy poisoning and provide a theoretical analysis of attack feasibility and
cost. This work is developed under the assumptions that an attacker can access
the original training data and that the attacker knows the RL agent’s algorithms
that are tabular certainty-equivalence and linear quadratic regulator. Based on
the results of the experiments, the proposed attacks were successful in luring the
agent to learn a target policy designed by the attacker, with small modifications

to reward data.

Huang et al. 2019 [45] studies the malicious falsification of reward signals which
can lead an RL agent into learning a target policy. This work focuses on investi-
gating the adversarial behaviour of QQ-learning agent, and establishes a theoretical
framework to analyze the effect of attacking the Q-learning algorithm. The study
examines the relationship between the Q-factors and falsified costs as well as the
convergence of the Q-learning algorithm under various conditions. It then provides
a robust region in terms of cost, in which the attacker is unable to achieve the
desired policy. In addition, it characterizes conditions that can force the agent into
the target policy as a result of falsified costs. The authors discuss four types of
attackers according to their knowledge, including the omniscient attacker, the peer

attacker, the ignorant attacker and the blind attacker. Experimental results show
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that all these attackers can mislead the agent into learning the target policy via

falsifying cost at each state.

Zhang et al. 2020 [15] investigate reward-poisoning attack on RL at training time,
assuming that the attacker has complete knowledge of the environment model
and the RL agent’s algorithm. The authors focus on the RL agent that performs
basic Q-learning and strive to force the agent to follow a target policy. They
propose attacks which depend on the victim agent’s Q tabular, and provides robust
certificates even when the victim’s underlying Q tabular does not converge. In
addition, this work regards the attacker as an RL agent, thus, it formulates it as a
high-level MDP and uses a deep RL algorithm (i.e., TD3) to obtain the high-level
attacker’s strategy. According to the experimental results, the combined FAA and
TD3 perform much better than either the manually designed FAA or the pure TD3.

Rakhsha et al. 2021 [17] explore reward-poisoning attacks on RL in a black-box
setting, aiming to enforce a target policy without knowing the environment or
algorithm of the agent. An explore-and-exploit attack, U2, is proposed, which
requires agents to follow a no-regret RL strategy. With the attack U2, RL agents
can be hacked to efficiently gather information about the environment, allowing
the attack U2 to carry out a targeted attack that is near-optimal. The results show
that U2 can achieve an attack cost that is not significantly worse than the optimal

white-box attack with the appropriate choice of hyperparameters.

2.2.3.4 Environment Poisoning

Bai et al. 2018 [46] interfere with the DQN agent in learning policy for auto-
matic pathfinding, to degrade the training efficiency. In this work, the DQN agent
first learns a policy that can solve the PathFinding problem. Then, the attacker
analyzes the victim’s learned policy and identify the weakness presented in the
Q-value curves. Based on these weakness characteristics, the attacker constructs
adversarial examples by adding obstacles to the environment. It has been demon-
strated that this white-box attack method can hinder the robot’s ability to learn
the path through the maze and can result in a significant reduction in the agent’s

performance.
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Chen et al. 2018 [47] also study attacks on A3C agent in automatic PathFinding
tasks. They intend to prevent the agent from obtaining the path to the destina-
tion, or to severely delay the agent from finding the path. The authors proposed an
attack method that can obtain dominant adversarial examples in any given maps.
Essentially, this attack method involves adding “battle-like” obstacles to the gradi-
ent band where the value gradient arises most rapidly. The added obstacles change
the A3C agent’s environment and cause the agent to mess with its local informa-
tion. Experiment results show the proposed attack method performs successfully
at least 99.91% of the time, which demonstrates the method can generate valid

adversarial examples with high confidence.

Rakhsha et al. 2020 [16] studies environment-poisoning attack which manipulates
either rewards or transition dynamics, with the objective of enforcing an attacker-
desired policy on the RL agent. This work presents attack approaches against an
offline agent that plans behaviour based on dynamics programming (e.g., value
iteration [25]), and against an online agent that takes actions based on regret-
minimization framework (e.g. UCRL algorithms [48]). In this work, the authors
establish an optimization framework to acquire an optimal attack with minimized
attack cost. Furthermore, they provide theoretical analysis of conditions that en-
sure the success of an attacker and generate upper and lower bounds on the cost of
an attack. Finally, these theoretical statements are supported by numerical simu-
lations in this study. Simulation results indicate that the attacker was successful

in forcing the agent to execute the target policy at a minimal cost.

2.2.4 Discussion

This section summarizes the aforementioned works and discusses how our study

differs from these existing attacks.

Test-time Attacks and Training-time Attacks against RL. Different from
test-time attacks which perturb the performance of a well-trained policy, training-
time attacks aim to poison the learning of an RL policy, i.e., enforce an attacker-
desired policy on the RL agent. Existing training-time attacks mostly poison the
agent’s policy by manipulating rewards or environment dynamics at training time

[14-16]. For example, Ma et al. [14] poison rewards in the training set for the batch
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RL agent, and Zhang et al. [15] study adaptive reward-poisoning attack on the
Q-learning RL agent. Rakhsha et al. [16] poisons either reward values or transition
functions to attack RL agents performing in cyclic tasks (i.e., the tasks without
termination states). These existing training-time attacks succeed in forcing an RL
agent to learn an attacker-desired policy, but they assume a significant access to
the RL agent’s perception (e.g., perceived rewards) or environment models (e.g.,
transition functions). Alternatively, we poison the training environment hyper-
parameters (e.g., friction), which are external to the RL agent. Thus, the proposed
environment poisoning attack can manipulate the RL agent’s policy without any
access to the RL agent’s perception or the environment dynamics model. Moreover,
unlike those training-time attacks [14-16] which are designed for a specific RL
algorithm, our attack is proposed for a model-free RL agent but it is not restricted
by the types of the RL algorithms.

In addition, it is important to mention that a clear division between training and
testing is not always the case in reinforcement learning, especially for the lifelong
RL (also known as continual RL) [49, 50]. In lifelong RL, the agent faces a series of
consecutive tasks/environments during its lifetime. It should be able to learn each
task quickly by building upon the experience gained in previous tasks. For such an
agent, policy training and testing alternate, and the trade-off between exploration
and exploitation changes over its lifetime. While policy poisoning on a lifelong RL
agent is an interesting research topic, in the current thesis we are targeting an RL
agent performing in a single task. Nevertheless, the attack against a single-task RL
agent, which has a clear division between the training time and the testing time,
can be regarded as a basis for developing policy poisoning on lifelong RL agents in

the future work.

Offline and Online Attacks. For existing training-time attacks, they are devel-
oped in two manners, namely, offline attacks and online attacks. For offline attacks,
the attacker has full knowledge of the training data set. It only makes one decision
on rewards manipulation, and then provides the poisoned training set to the RL
agent for planning [14, 16]. In contrast, online attacks mean that the attacker
sequentially manipulates the feedback signal when interacting with the RL agent
[15, 16]. It requires the attacker to access the victim’s learning transitions (i.e.
current state, chosen action, next state and corresponding reward), to make attack

decisions on-the-fly. Such attacks are generally adaptive to the victim’s learning
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progress, however, they are constrained by the assumption of white-box settings.
Different from offline and online attacks, we propose an intermediate attack frame-
work where the environment is sequentially poisoned at regular intervals during
the victim’s learning process. The attacker makes an attack decision responding to
the victim’s policy features while does not need to grasp every transition of the vic-
tim. The proposed setting allows us to extend training-time attacks to black-box

settings where learning algorithms or policy models are unknown.

White-box and Black-box Attacks. Test-time attacks against RL have been
investigated in both white-box [9-11, 41] and black-box attack settings [13, 43].
Specifically, white-box attacks assume that the attacker has full knowledge of the
victim’s learning algorithm and policy model. The attacker perturbs the agent’s
perceived states during the deployment of the victim’s policy in order to alter
its selection of actions. Recently, more works [13, 43] have examined black-box
attacks that do not allow the attacker access to RL policy model. These works are
developed based on a key concept, namely, transferability of adversarial examples
(i.e., crafted malicious inputs) [34]. Here, ‘transferability’ refers to the fact that
adversarial examples, which may deceive one model, can also affect another. It
has been demonstrated that transferability is effective for models with different
architectures or training sets as long as these models are trained for the same
problem. Based on the transferability of adversarial examples, some approaches
[13, 43] learn attacks on a proxy model and built black-box adversarial examples

to fool deep RL agents.

For training-time attacks, researchers recently make a breakthrough in the de-
velopment of realistic reward-poisoning attacks that can manipulate the RL policy
without prior knowledge of the RL system [17, 18]. In particular, Rakhsha et al. [17]
theoretically study a black-box reward-poisoning attack against no-regret RL algo-
rithms. In turn, Sun et al. [18] propose a practical reward-poisoning algorithm for
policy-based deep RL methods without knowledge of the environment. In this the-
sis, we pursue the same motivation as [17, 18] but focus on the development of real-
istic environment-poisoning attacks. We investigate a novel environment-poisoning

attack that requires minimal attacker’s prior knowledge of an RL system.
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Environment Poisoning and Shaping. It has been shown in previous works
that RL agents are significantly sensitive to the training environment [51], thus ma-
nipulating environment is an effective way to influence the agent’s policy learning
[52-55]. Generally, these works can be grouped as environment shaping and envi-
ronment poisoning based on their objectives. Specifically, the environment shaping
aims to help the agent speed up acquiring its optimal policy, which is popular in
behaviour teaching area [52, 54]. The environment poisoning, on the contrary,
enforces an arbitrary target behaviour on the agent. The target policy can not
be the optimal one for the agent. It is usually studied in adversarial attack field
[16]. Even though objectives are different, teaching and attacking are equivalent
mathematically. This means our work can be used in teaching an agent desired

behaviours.

When our work is discussed in the teaching area, it is important to note the differ-
ence between our work with the inverse RL [56, 57] due to their similar objectives.
IRL performs teaching by human inputs, and requires the agent to be able to
estimate the teacher’s intention; while our teaching depends on automated envi-
ronment design without the requirement of the learner’s motivation. It is also
necessary to note the difference between our work with curriculum learning (CL)
(58, 59] due to their similar approaches. Some works in CL design a sequence
of training environments without consideration of effort of environment changes;
while our teaching considers the environment-modification price when optimizing
the environment design. Such consideration of environment-modification effort is
one main difference between our framework design with most existing teaching
methods [59], but is one similar point between our work with works about envi-

ronment shaping [52].

Environment Hyper-parameters. Now, it must be mentioned that there are
RL approaches capable of identifying environment changes induced by hyper-
parameter shifts, and constructing a robust behaviour strategy in the context of
such changes [21-23]. The goal of these methods is to generate a behaviour useful
across tasks and environments. However, they mostly disregard the possibility of
a constructive, strategic adversary that modulates environment hyper-parameters.
Thus, while we view robust algorithms as a key component in building white-box
proxies in our future research, in the current thesis we make the standard relaxation

assumption of training-time RL attacks. Namely, we assume that the attacked RL
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agent is oblivious to the attack and continues to operate normally throughout the

sequence of environment modifications.

2.3 Defenses against Adversarial Attacks on RL

This section provides a brief overview of defenses against test-time attacks on RL,

followed by a detailed description of defenses against training-time attacks.

2.3.1 Defenses against Test-Time Attacks

In this part, we briefly review defense approaches against test-time attacks on RL,
which enables an RL policy to be empirically robust against perturbed state inputs
during test time. Referring to the survey [60], there are several categories of these

defenses as illustrated in Figure 2.6.

Defenses for RL
\ 4 4 ) 4 \ 4 \ 4
Robust Adversarial Adversarial Defense Game Theoretic
Learning Training Detection Distillation Approach

FIGURE 2.6: Categories of defenses against test-time attacks on RL.

e Robust Learning [61][62][63]. The concept of robust learning refers to a
training mechanism that ensures robustness against adversarial attacks dur-
ing the training process. The learned policies can maximize the cumulative
rewards even when flawed, or even adversarial, observations are present dur-

ing the test time.

e Adversarial Training [11, 35, 64]. An effective technique for improving
policy robustness is adversarial training, which involves augmenting training
data with adversarial examples to retrain the policy. In this way, the policy
can learn a better distribution, resulting in an improvement in generalization

beyond the training manifold.
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e Adversarial Defense [65-67]. Adversarial defense can be described as two
steps: 1) a model is specifically trained to detect adversarial attacks, and
2) the robustness of the policy is ensured by segregating the true training
samples from the adversarial ones. Thus, the policy decision can not be

influenced by adversarial inputs since they are ignored.

e Defense Distillation [68, 69]. defense distillation is a method of extracting
the policy from a dense network that can be applied to the training of another,
smaller network that can make expert decisions. In this way, the number of
attackable parameters is reduced, thereby providing greater stability and re-
sistance to adversarial noise and attacks. In order to achieve optimal results,
this solution should be combined with other techniques, such as adversarial

training and adversarial detection.

e Game Theoretical Approach [70] [71] [72]. It is possible to formulate the
challenge of robust policy learning as a zero-sum minmax objective function,
which is intended to ensure robustness to variation in testing and training

conditions, even when an adversary is present.

2.3.2 Defenses against Training-Time Attacks

The purpose of this section is to review recent developments in RL defenses against
training-time attacks. A summary of these defense methods can be found in Table

2.3

TABLE 2.3: Summary of defences against training-time attacks on RL.

Targeted Training-Time Attacks

Paper observation | reward | transition | trajectory Targeted Settings
Behzadan el at. [73 v DRL
Behzadan el at. [74 v DRL

Banihashem et al. [75] Ergodic MDP

Wang et al. [76] DRL

v
v
Lykouris et al. [77] v v Tabular MDP, Linear MDP
Chen et al. [78] v 4 Tabular MDP
Wei et al. [79] v v Finite-horizon linear MDP
Zhang et al. [80 v v Tabular MDP, DRL
Zhang et al. [81 v Offline RL

Wu et al. [82] v Offline RL
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2.3.2.1 Defenses against Observation Poisoning

Behzadan et al. [73] investigate the robustness and resilience of deep RL to per-
turbed observations during training time and test time. In their study of training-
time attacks, the perturbation probability for each observation must be below
a certain threshold for DQN to recover from deteriorating training performance.
Thus, the authors suggest that a critical limit needs to be reached in terms of
the number of adversarial samples stored in a memory in order for an agent to
recover from adversarial attacks. This enables the agent to learn the perturbation
statistics from a random batch sampled from memory. They demonstrate empiri-
cally that DQN can recover from noncontiguous training-time attacks by adjusting
its policy in response to adversarial perturbations. The results indicate that poli-
cies, which are trained under adversarial perturbations, are more robust against

test-time attacks.

Behzadan et al. [74] examines a method for mitigating policy manipulation attacks
via intentionally perturbed inputs (i.e., adversarial examples), at both test time
and training time. A parameter-space noise exploration is proposed as a means of
mitigating such attacks on the DQN network. Specifically, the researchers compare
the resilience of two DQNs to adversarial attacks: 1) a DQN based on e-greedy pol-
icy learning and 2) a DQN based on a parameter-space noise exploration technique
(i.e., NoisyNets). They demonstrate empirically that NoisyNets make DQN more
resilient to training-time attacks. A noisy DQN architecture is also more resis-
tant to black-box attacks at training time and less susceptible to transferability of

adversarial examples at test time, compared to a plain DQN architecture.

2.3.2.2 Defenses against Reward Poisoning

Banihashem et al. [75] investigate robust RL against reward-poisoning attacks [14—
16] that seek to force learning an attacker-desired policy while minimizing the cost
of reward manipulation. The authors formulate the defense task as an optimization
problem for optimizing the worst case performance of the agent, among a range
of plausible candidates for the true reward function. In this study, two specific
settings have been taken into account, namely the agent’s knowledge of the attack

parameter and lower bounds on the effectiveness of the defense policy.
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Wang et al. [76] investigate a robust RL framework for dealing with biased noisy
rewards during training. The authors propose an unbiased estimator of true re-
wards under RL conditions. With the proposed estimator, an RL agent can learn
in noisy environments in which only perturbed rewards are observed. Specifically,
the core idea of their solution consists of two parts: 1) the estimation of a reward
confusion function that generates rewards for helping the RL agent to learn when
the rewards are perturbed; 2) the definition of unbiased surrogate rewards based
on those perturbed rewards. Using QQ-learning as an example, they empirically
demonstrate the convergence to optimal policy and the complexity of samples.
Furthermore, they validate the proposed technique on DRL platforms (i.e., Ope-
nAl Gym). Results show that the surrogate reward rescue policies from misleading

rewards and achieve higher expected rewards with faster convergence.

2.3.2.3 Defenses against Both Reward and Transition Poisoning

Lykouris et al. [77] presents the first study of robust RL under both adversarial
rewards and adversarial rewards during training time. For both linear and tabular
MDPs, they design an algorithm that achieves a instance-dependent regret bound
for an adversarial setting in which a certain number of episodes are corrupted.
Additionally, Chen et al. [78] provide more strict bounds for total corruptions for
tabular MDPs, while Wei et al. [79] achieve worst-case optimal bounds without

knowing the total amount of corruption for linear MDPs over a finite horizon.

Zhang et al. [80] investigate the issue of robust RL in the face of an adaptive
adversary that is capable of arbitrarily poisoning both rewards and transitions
in € fractions of all learning episodes. They develop a variant of natural policy
gradient approaches that is adaptive to the contamination level without knowledge
of the fraction e. They theoretically present a guarantee to seek O(e!/*)-optimal
policy in the presence of strong data corruption. They furthermore implement
their approaches in neural networks and empirically showing its strong robustness
performance in high-dimensional RL problems, such as the Mujoco continuous

control tasks.
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2.3.2.4 Defenses against Data Corruptions

Zhang et al. [81] investigate offline-RL’s robustness when data corruption occurs.
The authors examine the situation where an adversary can modify the e fraction of a
batch dataset composed of tuples (s, a, s',r), with the objective of enabling an agent
to learn a policy that is near optimal. Through theoretical analysis, they propose
robust variants of the Least Square Value Iteration algorithms as well as provide
general robustness bounds for RL. The analyses are based on the assumption of
a linear MDP or a bounded distance between the learned and Bellman optimal

policies.

Wu et al. [82] study the robustness of off-line reinforcement learning against a
threat model of general poisoning attacks, where the attacker is permitted to ma-
nipulate training trajectory arbitrarily. They propose a certification framework
and two certification criteria that include per-state action stability and cumulative
reward bound. The framework is used to determine how many poisoning trajecto-
ries can be tolerated in light of the limited knowledge about the attack based on
different certification criteria. In addition, they present a novel partitioning and

aggregation protocol for the training of robust policies.

2.3.3 Discussion

In light of the literature reviews discussed above, the majority of existing defenses
against training-time attacks are designed from a robustness perspective. There
are two general categories of these works: (1) Some works [61, 75, 77-80, 82] offer
theoretical guarantees concerning the policy learning under perturbations within
a certain range; (2) Other studies [73, 74, 76, 80] empirically examine the robust-
ness of the training model to perturbations. Most of these works are investigating
an agent’s ability to maintain its desired functionality despite perturbations on
rewards or transitions. However, very few studies focus on the defenses against
training-time attacks from a resilience perspective, namely, recovering a policy
from malicious manipulations. One particular interest is the work proposed by
Behzadan et al. [73, 74|, which investigate the resilience of deep RL to perturbed
observations during training time. Unlike these existing works, this thesis inves-
tigates a policy-resilience solution against training-time environment poisoning,

which an be considered as a complement to imperfect robust solutions.
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Additionally, of particularly interesting topic is safe RL [83]. The safe RL attempts
to ensure the reasonable performance of an RL system, and/or respect safety con-
straints during the learning and deployment of RL policy. Even though both the
safe RL and the robust/resilient RL aim to protect the RL system from risks,
their targeted risks are different. Specifically, the safe RL focuses on addressing
the risk which refers to the dangerous issues in the physical system (e.g., the cliff
for autonomous cars) or the inherent uncertainty in the environment (i.e., with its
stochastic nature). It aims to reduce the agent damage or injury when learning
the policy, generally by transforming the optimization criterion or modifying the
exploration mechanism. In contrast, the robust/resilient RL aims to ensure an RL

agent to learn and deploy an optimal policy in the event of adversary perturbations.






Chapter 3

Transferable Environment

Poisoning Attack

3.1 Introduction

Proliferation of applied RL techniques has drawn the ever increasing attention to
their security issues. In order to examine an RL agent’s susceptibility to security
threats, researchers are developing a research substream that aims to subvert its
policy during training [14-16, 41]. Admittedly, these methods are successful to a
degree, and propel the RL agent towards a target policy which is designed by the
attacker (i.e., attacker-desired policy). However, several strong assumptions wrt
access to the RL agent’s perceptions and knowledge of the agent’s policy greatly
limit the applicability of these approaches.

In more detail, existing training-time attack approaches [14-16] assume that the
attacker has full knowledge of the RL agent’s learning algorithm and policy model.
Furthermore, it is assumed that the agent’s perceptions and memory are accessible,
so that the complete interaction information (e.g., rewards) between an agent and
its environment can be manipulable. Thus, reward poisoning is a common weapon
of choice to interfere with the agent’s learning process and drive it towards the
attacker-desired policy. However, the agent’s perceived rewards are determined by
both external feedback and the agent’s intrinsic environment [25]. For example, in
a classical story ‘Phil prepares his breakfast’ [25, 84], Phil’s chosen action might

receive different rewards depending on his hunger level, his mood and other features

37
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of his body, which are internal and private properties of the agent. Similarly, some
robots’ perceived rewards are determined by the configuration of embedded sensors,
encapsulated away from attackers. In such scenarios, reward poisoning [15, 85, 86]
is infeasible, as there is no access to the manner in which rewards are generated.
Similar failure easily befalls approaches that work by poisoning the RL agent’s
memory [14]. Thus, it is necessary to design an attack approach that works only
through properties of the environment (i.e., environment hyper-parameters) that
are external to the RL agent and determine how the environment response to
agent’s actions (i.e., environment dynamics). Additionally, even though we may
have some design documentation on the agent’s learning algorithm, it is important
to design an attack approach that will be as independent from such information as

possible.

Specifically, we develop an approach to automatically design a transferable at-
tack strategy, trained in a white-box setting with a proxy agent and then applied
to a white-box or black-box victim agent. In more detail, we deploy a bi-level
Markov Decision Process (MDP) framework as a means of finding a training-time
attack strategy by poisoning environment dynamics. At a lower level, an RL proxy
agent explores an MDP environment, seeking to maximize its expected cumula-
tive rewards. At a higher level, the attacker seeks to tweak the dynamics of the
lower-level MDP to drive the proxy agent towards an attacker-desired policy. We
assume that the tweak can be generated at regular intervals with respect to the
lower-level timeline, and that prior to the tweak the higher-level attacker obtains
a reliable estimate of the proxy agent’s current policy. While the attacker’s main
goal is to drive the proxy agent towards acquiring the attacker-desired policy, the
attacker is also limited in its ability to change the proxy agent’s environment.
In fact, we relate the degree to which the environment has been changed to the
attacker’s effort. Thus, we build the attack optimization around the combined
deviation of (a) the environment dynamics from their natural form and (b) the
proxy agent’s policy from the attacker-desired policy. The deviation measurement
is based on the Kullback-Leibler Divergence Rate [87] between the actual RL sys-
tem (i.e., consisting of the poisoned environment and the proxy agent’s policy) and
the attacker-desired system (i.e., consisting of the natural environment and the

attacker-desired policy).

We demonstrate the effectiveness of the proposed approach in two stages. First,
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we develop it to handle white-box scenarios, where the victim agent’s algorithm is
known to the attacker; hence, the proxy agent is precise in simulating the victim
of the attack. We then show, how the approach can be extended to black-box
scenarios, where the proxy agent approximates the victim using the latter’s ob-
served interaction trajectories. Additionally, we explore the transferability of the
environment-poisoning attack strategy between RL agents by explicitly creating
scenarios where the proxy agent and the victim run different algorithms. Fur-
thermore, using the transferability property, we design a population-based attack
cost to seek an efficient and synchronous policy manipulation over a population of

independent and various RL agents.

Overall, the contribution of this chapter can be summarized as follows '

e We propose a transferable environment-dynamics poisoning attack (TEPA)
against an RL agent at training time, seeking to force an RL agent to an

attacker-desired policy via minimized environment changes.

e We present a close-loop attack design framework based on a bi-level Markov
Decision Process architecture, showing that the architecture can be success-

fully resolved using a DRL technique that generates valid attack strategies.

e We evaluate the effectiveness and efficiency of TEPA against tabular-RL
agents, including Q-learning, Sarsa and Monte Carlo agents, in navigation

tasks with discrete state domains.

e Our empirical study investigates the transferability of the environment-poisoning
attack, demonstrating that our approach can be applied to black-box RL

agents, as well as a population of RL agents.

3.2 Preliminaries

The development of this work is inspired by Behaviour Cultivation (BC) [53]. In
this section, we describe the core idea of BC and how it fits into our proposed

attack approach.

'The work in this chapter has been published in Proceedings of the 20th International Con-
ference on Autonomous Agents and Multiagent Systems (AAMAS’21).
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Behaviour Cultivation. The goal of BC [53] is to induce an RL agent to learn
a desired behaviour with minimized changes of environment dynamics. In BC,
the learner has no intention of following the desired behaviour, instead, it seeks
to maximize its own benefit. The teacher aims to induce the learner to acquire
an arbitrary behaviour that is desired by the teacher. These characteristics allow
BC to be effective in adversarial attacks on an RL agent’s policy. In this work,
we borrow the core idea of enforcing an arbitrary desired policy via environment-
dynamics tweaks from BC. We extend this core idea into a closed-loop control
sequence of environment-dynamics modifications responding to the learner’s actual

learning progress.

Since BC aims to achieve a desired behaviour on the learner via minimized environment-
dynamics changes, it considers the cost of changing dynamics when minimizing the
deviation between the learner’s actual policy with the desired one. BC uses Kull-
back Leibler Divergence Rate (KLR) [87] as the measurement of this deviation. In
this work, we also adopt KLR to measure the attack cost to achieve attack success
with control of the attack effort.

Kull-Leibler Divergence Rate. Kullback-Leibler divergence measures how one

probability distribution is different from a reference probability distribution.

Definition.1: Given discrete probability distributions p and ¢, the Kullback-Leibler

divergence of ¢ from p is
KL _ - p(3)
D**(pllg) = p(i)log 0]

When Kullback-Leibler divergence is extended to Markovian processes, it is called
Kullback-Leibler Divergence Rate [87].

Definition.2: Given Markov Processes X} and X?, the Kullback-Leibler Divergence
Rate (KLR) is

1
Drrr(XY|X?) = lim —D¥N(P(X! = 2,)||P(X? = 2,))

n—oo N
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When the Markov Process is described by two conditional transition matrices,
P(2'|z) and Q(2'|x), the KLR is proven to be

Dipr(PlIQ) = ) DFH(P(a'|2)||Q('|z)) x plx)

T

where p(z) is the stationary distribution of P [87].

3.3 Methodology

In this section, we first present the design of attack framework and then introduce
the attack optimality criteria in white-box settings, followed the description of

attack strategy learning.

3.3.1 Attack Framework

In this part, we formulate our environment-poisoning attack problem using a bi-
level MDP architecture, which is shown in Figure 3.1. Here the victim is an RL
agent who interacts with the environment, seeking maximized cumulative rewards.
The attacker is also an RL agent who regards the victim as a dynamic system.
At intervals of the victim’s learning process, the attacker manipulates the victim’s
environment dynamics, responding to the victim’s momentary policy information
and environment conditions, as shown in Figure 3.2. The attacker’s objective is to
learn a strategy which succeeds in enforcing an attacker-desired policy on the victim
agent via minimized changes in environment. In the following, we will introduce

the victim-level MDP and attacker-level MDP in more detail.

Victim-level MDP. The victim’s Markovian environment is represented by the
tuple (S, A, Ty, 7, qo,7). Here, s € S is an environment state and ¢o(s) is a dis-
tribution over initial states. A is the set of the victim’s available actions and
r:SxAxS — Ris the reward function. v € (0,1) is the discount factor.
Ti:SxAxS —0,1] is the probabilistic state transition function with tweaks of
hyper-parameters coming from space U (described in the attack-level MDP). Thus,

T, (s'|s,a) represents the probability of the environment state changing from s to
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s’, given that the environment dynamics was tweaked by 4 € U and the victim
chose the action a. The victim’s objective is to find an optimal policy 7(a|s) which

maximizes the cumulative discounted rewards.

Attack-level MDP. We define the attacker’s environment as a higher-level Marko-
vian process, which is denoted as the tuple (©, U, F, ¢, 6*,~,) where:

— O is the attacker’s state space. # € © represents the victim agent’s policy
and 0* denotes the target policy designed by the attacker. In this chapter,
we focus on the attack against a tabular-RL agent. Thus, the RL policy is
represented as a tabular table (e.g., Q table). Namely, 6 can be a Q table,

accordingly, © is a continuous set.

— U is the attacker’s action space. u; € U is the tweak to the victim’s en-

vironment hyper-parameters. Here, the hyper-parameters control how the
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environment responds to the victim’s action. wug means that environment
hyper-parameters are not changed by the attacker. wu;; represents the ag-
gregate outcome of a sequence of tweaks, which is also termed as u; within

confines of a set U.

— F'is the attacker’s environment transition probability function. It captures
how the victim updates its policy. F(€'|0, 1) represents the probability that
the victim changes its policy parameter from 6 to 6’ in the environment

tweaked by .

— ¢: 0 xU — R is a function representing the attack cost. It denotes the
combined impact of the victim’s (possibly undesirably) parameterised policies

and the attacker’s aggregate tweaks in the victim’s environment.

— 7, is the discount factor.

The attack objective is to find an attack strategy o(uw;|6;_1,u1.;—1) which can
force the victim to acquire the attacker-desired policy while minimizing cumu-
lative changes to the environment dynamics. The attacker aims to minimize the

cumulative discounted attack cost
o0
C = Z’YZ% (3.1)
i=1

where 7 is the attack epoch and the attack cost ¢; will be defined mathematically

in the following.

3.3.2 Attack Learning

In this part, we present our design of the attack optimality criteria, and describe
the training process of an attack strategy in white-box settings. Note that the
white-box setting is classic and common in the research area of adversarial attack
9, 14-16]. When we talk about white-box attacks, the attacker is assumed to know
the agent’s learning algorithms (i.e., learning algorithm and policy model) and its

environment dynamics model.
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Before describing the attack optimality criteria, we first introduce the target policy
which designed by the attacker in a discrete state domain. Given a target state set

S* C S, the target policy is denoted as

m*(a*|s) =1 s€S*

m*(als) = m;(als) s ¢ S*,

(3.2)

where a* is the target action desired by the attacker and ;(s) is the agent’s actual
policy. This is a partial target policy where target actions are defined for S*.
Compared with the complete target policy (i.e., desired actions are defined for all
the states) proposed in BC [53], the partial target policy is more practical and

applicable for large-size discrete domains.

Based on the definition of the target policy 7*, we design the attack cost ¢; at each

epoch i, as described by the following:

ci(0,u) = Drrr(Pi||P7)
s.t.
DKLR(PiHP*) = Z%(S)Wi(aﬁ;e)Dz‘KL(S,a)

s,a

Pi(s',d']s,a)
KL _ /A ) ) )

D;*"(s,a) = ;;H(S ,a'ls, a) 10gm (3.3)
P(s',d|s,a) = T,.(s'|s,a)m(d'|s; 0)

P*(s',d|s,a) = Ty, (s, a)m*(d'|s; QI)

a:(s') =) ai(s)mials,0)T,,(s]s,a).

Here, ¢;(s) is the stationary distribution of the agent’s environment MDP, which
is known by the attacker. P;(s’,d’|s,a) represents a stochastic process over state-
action pairs, where an agent follows the policy 7y (als) in the environment changed
by a sequence of tweaks uy.;, where u; € U for all j € [1: 4. Similarly, P*(s,d'|s, a)

is the ideal Markovian Process from perspective of the attacker.

Note that Equation 3.3 defines attack cost computation at each attacking epoch .
The attacker and the victim have different time scales. At each attacking epoch

1, the environment dynamics parameterization u; is fixed. The victim interacts



Chapter 3. Transferable Environment Poisoning Attack 45

with the poisoned environment within 7,,,,, time steps and learns policy 7;. Then,
the attacker recognizes the parameterization of the learner’s updated policy and
accordingly manipulates environment hyper-parameters, starting another attacking

epoch.

With the definition of attack cost (i.e., Equation 3.3), we can learn an attack
strategy to minimize the cumulative discounted cost as Equation 3.1, using deep-
RL algorithms. In this work, we choose Deep Q-learning (DQN) [88] in discrete
attack action domain, and adopt Twin Delayed DDPG (TD3) [31] for continuous

attack actions.

Algorithm 4 Training of Attack Strategy in White-box Settings

1: Given

2:  dynamics model of natural environment 7§

3:  victim’s initial policy

4:  attacker-desired policy 7*

5: compute ideal Markovian process P* <— 7* x Ty(up)

6: for episode num =1, 2, 3, ... [, do

7: reset environment 7 and victim’s policy g

8: obtain attacker’s initial state xy < {m, 7o}

9: for attack epoch i=1, 2, 3, ... do

10: u; < o(z;-1) > choose attack action
11: T < T;—1(w;): > poison environment dynamics
12: i < foictim (T3, miz1): > victim learns policy
13: x; « {m, T;}: > attacker’s input is updated
14: P+ m; x Ti(w;): > compute actual Markovian process
15: ¢; < Dgrr (P, P*): > compute attack cost
16: B« {x;i_1, w;, ¢, x;}: > save transitions to replay buffer
17: update attack strategy network o

18: if {max, m;(a|s) == 7*(a*|s)|s € S*} then

19: attack is done, go to the next episode
20: end if
21: end for
22: end for

The learning of an attack strategy is summarized in Algorithm 4. Here, line 10 ~ 11
introduce how the attacker poisons the environment dynamics, and line 12 means
that the victim agent learns policy in the poisoned environment using algorithm
foictim- In line 14 ~ 15, the attack cost is computed following Equation 3.3. Then,
the attacker’s transitions are saved in replay buffer B for optimizing the strategy
network. Finally, the attack strategy o is updated using samples in the replay

buffer. When the victim chooses desired actions in all the target states or the
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number of attacking epoch reaches I,,.,, the attack episode is terminated and

training goes to the next episode.

3.4 Attacks on a Black-Box RL Agent

In this section, we investigate how to apply TEPA on a black-box RL agent in
two scenarios. First, the attacker has no prior information about the RL agent’s
learning algorithm, i.e., how the agent learns the policy, while it is assumed to
know the victim agent’s policy model, i.e., what the agent’s momentary policy
is. In the second scenario, the attacker knows nothing about the victim agent’s
learning algorithm as well as its policy, instead, the attacker can only observe the
agent’s behaviour trajectories. Compared to those white-box attacks [14-16], these

two scenarios are closer to real-world situations.

Transferable Attack. In the first scenario, the challenge is how the attacker
designs its attack strategy without information about the victim’s learning algo-
rithm. To address this issue, we would like to demonstrate the transferability of the
poisoned environment first. As introduced in [25], comparing with other types of
machine learning, the most significant characteristic of RL is that it uses feedback
from the training environment to evaluate the action taken, rather than instructed
by given correct actions. Thus, the interaction with the training environment plays
a crucial role in determining the RL agent’s optimal policy. As for the agent’s
learning algorithms or policy representations, they only affect how efficiently the
agent finds the optimal policy, instead of determining what the optimal policy is.
Therefore, the training environment which poisons one agent’s policy should be
transferred to attack other RL agents, even if these agents utilize different learning
algorithms or policy representations. We term it as the transferability in poisoned

environments.

We utilize the transferability in poisoned environments to solve the challenge in
the first black-box setting. Here, we propose that the attacker trains its attack
strategy on a white-box proxy agent (i.e., the learning algorithm is known by the

attacker), and then transfers the strategy to attack black-box victim agents.
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Transferable Attack with Agent Modeling. Since the attacker is difficult to
have prior knowledge of the victim’s private information in real-world scenarios, the
second scenario (i.e., both victim’s learning algorithm and policy model are black-
box) is more realistic and worth being investigated. Depending on the solution of
the first scenario, here, the attacker’s challenge is how to infer the victim’s policy
when deploying responsive attacks. Specifically, as described in Figure 3.3, the
attacker learns the attack strategy on a white-box proxy RL agent and applies
the transferable strategy to a black-box victim agent responding to its behaviour
features. Here, the key task is how to obtain the victim agent’ behaviour features

according to its trajectories.

Inspired by generative policy representations [89, 90], we use the encoder-decoder
neural network to obtain policy parameterisations which can best represent the
victim’s behaviour features. Specifically, at each attack epoch 7, the attacker first
collects the victim’s successive N state-action transitions X' = {si ai} derived
from the victim’s policy 7;, where t € [tg, tyn]|. Then, the attacker learns a repre-
sentation function f,, : X! — R? which encodes trajectories X! as a d-dimensional
real-valued vector embedding. This embedding vector represents the victim’s pol-
icy feature. The decoder network is a policy function fs : S x A x R? — [0, 1]

which maps the victim’s state and the vector embedding to the distribution over
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its actions. The parameter w and ¢ in the encoder-decoder network are learnt via

maximizing the negative cross-entropy objectives:

IE)(ilm)(i,xi2r\/)(i Z 1Og f¢(ai|si7 fw<x§l)) (34)

<5i1ai>in2

Here, x| and x}, are two different trajectories from the transition set X!, which are
used to train encoder and decoder network respectively. Since the output of the
encoder network (i.e. vector embedding) represents the victim’s policy features, it

is used as the input to the attacker.

In summary, our proposed TEPA can effectively poison an RL agent’s policy with-
out prior knowledge about its learning algorithm or/and policy model. This is
achieved by the transferability property. Specifically, the attack strategy is learned
on a white-box proxy agent, which can be zero-shot transferred to poison a black-
box victim agent’s policy. Importantly, the proxy agent and the victim agent should
perform the same task in the same training environment, regardless of the type of

their learning algorithms.

3.5 Attacks on a Population of RL Agents

As described in Section 3.4, our attack strategy, which is learned on a proxy RL
agent, can be transferred to poison different victim agents in the same environment.
Due to transferability, our attack strategy is additionally able to poison multiple RL
agents that independently learn the same task in isolated environments. Namely,
our environment-poisoning attack can further target a population of independent
and isolated agents that may adopt different learning algorithms or policy models.
The attack objective is to synchronously manipulate behaviours over the population

via minimal cumulative changes in all the environments.

In this section, we first briefly describe the scenarios in which the population-based
attack will be applied, followed by an introduction of the learning and conducting

synchronous attacks on a population.
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There exists works ([91] [92] [93]) studying security threats to multiple distributed
agents in cyber-physical systems, such as autonomous vehicles, unmanned aerial ve-
hicles and electrical grids. They focus on corruption of sensory data, manipulation
of actuators’ inputs or interruption of communication networks during deployment.
However, the majority of existing training-time attacks focus on a single agent
([17, 18]), or even only threaten one specific RL algorithm ([14, 15]). Few works
study training-time attacks on distributed / multiple RL agents in these systems.
Of particular interest is that [16] design a reward-poisoning attack approach that
targets a sequence of RL agents which take turns to learn their policies in one envi-
ronment. In contrast, we study an environment-poisoning attack against a popula-
tion of isolated RL agents that concurrently learn their policies in their individual
environments. We aim to force all these agents to learn the same attacker-desired
policy via minimized overall changes in environments. Imagine, for example, that
distributed autonomous vehicles are learning how to handle heavy traffic. Our at-
tack objective is to synchronously manipulate the learning of their driving policies

by maliciously altering each individual vehicle’s training environment.

This population-based attack cost at the attack epoch is designed to achieve syn-
chronous poisoning on policies of a population through minimizing changes to the

overall environments. We design the attack cost C; at the i** attack epoch as

N
Ci=) ¢ - BH(w)
n=1

s.t.

(3.5)
ci = Dgrr(P/", P*)

H(w) =—> q(w})logg(w}).

n=1

Here, the population-based attack cost C; consists of two terms, which are designed
to achieve two aims: 1) to minimize overall deviations of all the agent’s policies
from the desired ones via minimizing overall attack efforts and 2) to accomplish
synchronous poisoning over the population, i.e., ensure that all the agents’ policies

are manipulated in similar speeds across attack epochs.

Specifically, in the first term, ¢ represents the attack cost of the n'* RL agent at

the i*" attack epoch, which is defined as Equation 3.3. ij:l ¢ measures the overall
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attack performance of the population by accumulating ¢}’ over all the agents. The

second term H(w;) is the entropy of a distribution of attack performances within

the population at the i*" attack epoch. Here, the distribution q(w) is defined as
ean?

wi = A(m}||7"), (3.6)

q(w}') = W s.t. w;
j

which is determined by each agent’s policy deviation, i.e., the distance between
the agent’s actual policy and the attacker-desired policy. The goal of minimizing
the second term — (3 H (w) is to maintain similar policy deviations among all agents
during the same attack epoch. In this way, all the agents within the population
will be poisoned in a synchronous manner. Additionally, 5 is a weight parameter
that controls the importance of the second term, which can be fixed manually or

adjusted during the learning of attack strategy.

Algorithm 5 Training of Population-based Attack Strategy

1: Given

2: N proxy agents with natural dynamics models {Tg'}V_,

3:  initial policies {72},

4:  attacker-desired policy 7*

5: Compute ideal Markovian process P* <— 7* x Tj

6: for episodenum =1, 2, 3 ... do

7 reset {70}, and {#5} N |

8: attack initial states = < (7}, T}') where n € N

9: for attack epoch i =1, 2, 3 ... do

10: attack N proxy agent in parallel, n € N

11: ul' < o(z ) > choose n'* attack actions
12: T T (ul) > poison n'" environment dynamics
13: T foictim(T], 71) > n'" agent learns policy
14: P 7 x T7 > compute n'" actual Markovian process
15: c < Dgpr(P;, P¥) > compute attack cost of n'* agent
16: xlt <« (m, T > update attacker’s state
17: obtain distribution g(w}) where w} <— A(7'||7*) > see Eq. 3.6
18: compute attack cost C; « SN () — SH(w) > see Eq. 3.5
19: update attack strategy o using samples {2z ,u?, 2%, C;}N_, € B
20: if {max, m;(a|s) == 7*(a*|s)|s € S*,n € N} then
21: attack is done, go to the next attack episode
22: end if
23: end for
24: end for

In summary, the attacker is seeking to learn an attack strategy that minimizes the

cumulative discounted population-based attack costs, denoted as Y ;°7'C;. The
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learning of the population-based attack strategy is summarized as Algorithms 5.
Here, line 10 ~ 16 describe the environment-poisoning attacks against each agent
within the population in parallel, generating the individual attack costs. The line
17 ~ 18 measures the population-based attack costs that considers the overall costs
over the whole population as well as the distribution of attack performance. Then
the population-based cost is used for optimizing the attack strategy at line 19.
Such an attack episode will be terminated if all the agents within the population

are attacked successfully.

It is important to note that the learning of the population-based attack strategy
takes into consideration the overall attack performance of the population (i.e.,
centralized training), whereas the deployment of the attack strategy focuses on the
progress of each individual agent as it learns (i.e., decentralized implementation).
Furthermore, the learned attack strategy can be implemented in a larger population

due to its transferability (refer to Section 3.4).

3.6 Experiment

In this section, we empirically evaluate the proposed TEPA with the following ob-
jectives: (1) to demonstrate the effectiveness and efficiency of TEPA for forcing
RL agents to learn the attacker-desired policy; (2) to demonstrate the transfer-
ability of the attack strategy we developed; (3) to assess the attack performance
against black-box RL agents, whose algorithms or policies are unknown; (4) to
verify the efficiency of the attack against a population of independent RL agents.
Implementation codes can be found at https://github.com/Joana HXU/TEPA.

3.6.1 Experiment Settings

In this part, we first describe the environment in the victim’s task, and then in-
troduce the implementation details in learning algorithms used by the attacker as
well as victims. Finally, we define how the attack performance is measured in these

experiments.
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3.6.1.1 Environment
Robot navigation is one fundamental problem in robotics and commonly used to

test RL algorithms [94]. Therefore, we choose to attack the RL agents performing

navigation tasks in Grid World environment.

FiGure 3.4: 3D Grid World. The shallow cell is the goal. The blue line
represents the learner’s optimal path in the natural elevation setting, whereas
the red line is the target path designed by the attacker.

The 3D grid world domain is proposed in [53], to simulate a mountain or rugged
terrain. As shown in Figure 3.4, there are associated elevations among cells of
the 3D grid world. The success of moving from one cell to the neighbouring cell
is proportional to the relative elevation between the two cells. Thus, changing
elevation can affect how the environment responds to the agent’s action. This
means that elevation change is a mechanism to modify the environment transition
dynamics. The 3D grid world is the learner’s environment. The learner’s task is
to find an optimal path from the start cell to the goal cell. At each time step, the
learner can move in one of the four cardinal directions. The reward is —1 for each
step the learner takes until it reaches the goal cell. Here, the attacker’s objective
is to force the agent to follow a desired path reaching the goal cell. As shown
in Figure 3.4, the blue line represents the learner’s optimal path in the natural

elevation setting, whereas the red line is the target path designed by the attacker.

3.6.1.2 Implementation

Since the attacker continuously manipulates elevations of the 3D Grid World, we
adopt Deep Deterministic Policy Gradient (DDPG) [30] when learning the at-
tack strategy. The attack strategy network is represented by a multi-layer neural
network as INPUT(80)-FC(400)-ReLLU-FC(300)-ReLU-FC(16). Additionally, the
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victim agent may choose Q-learning, Sarsa and Monto Carlo (MC) [25] as learning

algorithms with parameter configurations: ¢ = 0.1,v = 1.0, = 0.1.

3.6.1.3 Measurement

The attack is regarded as successful if the victim agent chooses the desired action
a* in target states S*. We define attack success rate to denote how many percent-
ages of the target states set have been attacked successfully. In this experiment, we
measure the attack performance using the attack success rate during the RL agent’s
learning process. The efficiency of attack strategy is measured by the convergence
rate, which indicates faster converge rates mean better attacking efficiency. Fur-
thermore, a successful transferable strategy is identified as more than 90% success
rate for attacking a victim agent, when the attack strategy is learned on a proxy

agent.

TABLE 3.1: Description of attack settings: (1) White-box setting where the
attacker has full knowledge of the victim agent’s learning algorithm and policy
model; (2) black-box scenario [A] where the attacker has no idea of the agent’s
learning algorithm but knows its policy model; (3) black-box scenario [B] where
the attacker has no prior knowledge about the victim’s learning mechanism.
Note that the attacker is assumed to have full knowledge of the victim’s training
environment.

White-box | Black-Box [A] | Black-Box [B]

Agent Learning Algorithm

Policy Model

Dynamics Model

Environment Stationary State Distribution

NNNNS
NNN N *x
ANRNENR R

Effect of Hyper-parameters on Dynamics

3.6.2 Evaluations on a White-Box RL Agent

In this part, we focus on evaluating TEPA in the white-box setting where the om-
niscient attacker has full knowledge of both the victim and the environment, as
described in Table 3.1. We first introduce a SOTA baseline, i.e., reward-poisoning
approach [15], and then evaluate TEPA performance in comparison with the base-
line, showing the effectiveness and efficiency of our approach against a variety of

white-box RL agents.
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3.6.2.1 Baseline

Our baseline is a SOTA approach, an adaptive reward-poisoning attack [15]. The
baseline method shares the same attack objective as ours: to force an RL agent
to learn a target policy designed by the attacker. It also formulates the attacker
as an RL agent and uses TD3 [31] to learn the attack strategy. Different from our
proposed approach, the baseline approach poisons the victim’s perceived reward
on-the-fly. Specifically, there are two kinds of reward-poisoning methods proposed
in [15]. The first one, Reward Poisoning, considers the victim’s transition and
Q tabular (s, a,s’,r, @) as the input to the attacker, and accordingly poisons the
reward signal . The second one, Reward Poisoning with FAA, combines a fast
adaptive attack (FAA) algorithm into the Reward Poisoning. Here, according to
the distance from the starting state, target states are ranked descendingly and are
attacked sequentially. Once the target action is achieved in the target state s*, the
attacker forces the victim to fix the Q value Q[s*]. As such, the Reward Poisoning

with FAA can control the victim agent’s internal learning mechanism.

3.6.2.2 Attack Performance Evaluation

We evaluate the performance of environment-poisoning attack approach in compar-
ison with the SOTA reward-poisoning attack approaches, which is shown in Figure
3.5. The attack performance is measured as attack success rate at each timestep
during the victim’s learning process. In Figure 3.5, we observe a fast-increasing
attack success rate comparing with reward poisoning and reward poisoning + FFA.
When the victim’s learning process finishes, our environment-poisoning strategy
shows nearly 100% attack success rate comparing with 85% Reward Poisoning
with FFA and 40% Reward Poisoning. This result indicates that our environment-
poisoning strategy outperforms the reward-poisoning attacks. Note that, compar-
ing with Reward Poisoning with FFA, our attack approach poisons the victim’s
external environment to affect the victim’s learning process, without control on

the victim, leading to more realistic applications.

Additionally, comparing the original 3D Grid World (as Figure 3.4) with the poi-
soned one (as Figure 3.6a), we can see that elevations are manipulated within a
limited scale, shown as Figure 3.6b. Specifically, the terrain of the target path is

manipulated as it descends from the starting location to the destination one, while
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F1GURE 3.5: Attack performance evaluation in white-boz setting. Environment-
poisoning attack outperforms the baseline reward-poisoning approaches in 3D
Grid World.

terrains along other paths become rugged. Within such a poisoned environment,
the target path has become one optimal choice for the victim, and thereby the
victim’s policy has been successfully manipulated as the attacker-desired manner.

As can be seen, the changes in the environment are explicable and limited.

1 -1 1 -1 F?
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(A) Poisoned 3D World (B) Changes of Terrain

FIGURE 3.6: Visualization of the poisoned 3D grid world.

It is necessary to note, the size of the RL agent’s state space affects the difficulty
of learning an adaptive attack strategy. The larger the agent’s state space, the
larger the attacker’s action space are and the sparser the attacker-desired states
are. Specifically, with a larger action space, an attacker must conduct more trials of
changing the victim’s environment in order to determine the most effective attack

actions. Also, to force an RL agent to visit all the target states which are sparse
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in the environment, the attacker is likely to take more attack actions for greatly

changing the agent’s training environment.

3.6.2.3 Attack Generalization Evaluation

Most training-time attacks are designed for a specific RL algorithm, such as batch
RL [14] and Q learning [15]. To show that our environment-poisoning attack ap-
proach threats various types of RL learning algorithms, we evaluate our attack
against RL agents with three learning algorithms respectively: Q-learning, Sarsa
and MC [25]. Note that, in this experiment, the attack strategy is learned on one
kind of RL agent and then be applied on the agent which adopting the same learn-
ing algorithms. Figure 3.7 displays the attack success rates at each timestep along
the victim’s learning process. We observe that Sarsa and Q-learning agents are poi-
soned successfully within 4000 timesteps while MC-agent obtains the target policy
within 10000 timesteps. Therefore, our environment poisoning attack is generally
effective against a wide variety of RL agents, regardless of the victim’s learning
algorithm. In spite of successful attacks on various RL agents, the efficiency of an

attack depends on how the victim learns its policy.
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FIGURE 3.7: Attack generalization evaluation in white-boz setting.
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3.6.3 Evaluations on a Black-Box RL Agent

In this part, we evaluate the effectiveness of TEPA against black-box RL agents
whose learning algorithms and/or policy model are unknown to the attacker, as
shown in Table 3.1. Our proposal is to transfer the learned attack strategy, which is
learned on a proxy agent, to poison an unknown RL agent. In this study, we demon-
strate empirically the transferability of an environment-poisoning attack strategy.
Following that, we evaluate the performance of attacks on a black-box victim agent
using the transferred strategy. Here, experiment settings and implementations are

the same as those of the white-box attack.

3.6.3.1 Transferability Evaluation

When evaluating the transferability of the environment-poisoning attack strategy,
we develop three white-box proxy agents: Q-learning, Sarsa and MC. We learn
three attack strategies based on these proxy agents, respectively. Afterward, each
attack strategy is transferred to poison victims adopting various learning algo-

rithms.

Figure 3.8 shows performances of each attack strategy against different victims.
Note that the attack success rates are measured at each episode during the victim’s
learning process. Figure 3.8 shows that attack success rates reach 90 percent and
higher within 500 learning episodes of victims. If observing each plot in Figure 3.8,
we find that the attack is more efficiency when the victim and the proxy agent adopt
the same learning algorithms, comparing with the transferred attack performance.
This result is reasonable as that the strategy is learned based on a specific RL
learning algorithm. Nevertheless, the attack performances are promising when the
victim and the proxy agent use different algorithms. Experiment results show that
each strategy successfully poisons the three kinds of victims’ policy, as a result, the

transferred attack strategy is generally effective to various RL agents.

Additionally, as shown in Figure 3.8a and 3.8b, the efficiency of the transferred
attack against the MC-victim is somewhat lower than that against the Q/Sarsa
victim. This result can be explained by the characteristics of the learning algo-
rithms. Here, MC is a on-policy experience-based learning algorithm. Sarsa and

Q-learning are temporal-difference (TD) algorithms. TD learns the policy online
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FIGURE 3.8: Transferability evaluation of environment-poisoning attack strat-
egy. Transferable attack strategies successfully poison the three types of victims’
policies. Proxy agents and victim agents are explicitly different.

at every time step, whereas MC must wait until the end of the episode for the pol-
icy to be updated. In practice, it appears that TD learning works more efficiently
than MC, which affects the attack efficiency. In summary, the attack strategy can
be successfully transferred among agents which use different learning algorithms,
while the attack efficiency can also be influenced by the characteristics of the RL

learning algorithms.

3.6.3.2 Attack Performance Evaluation

Due to the transferability, we propose that environment-poisoning attack can be
applicable to a victim agent of which learning algorithm is unknown to the at-
tacker. Specifically, the attack strategy is learned from a white-box proxy agent
and then transferred to attack the black-box victim agent in the same training

environment. As the attack should be responsive to the victim’s learning progress,
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policy modelling is used to determine the victim’s policy feature from its trajec-
tory. The policy modelling is conducted by an encoder-decoder network which is

described as Table 3.2.

TABLE 3.2: Architecture of Encoder-Decoder network used for representing
policy. ReLLU and Layer normalization is applied after each layer except the last
one.

Encoder

Type Input Dim. Output Dim.

Linear 20 36

Linear 36 36

Linear 36 5
Decoder

Type Input Dim. Output Dim.

Linear 6 36
Linear 36 36
Linear 36 4

Figure 3.9 displays the comparison results of the environment-poisoning attack
against the white-box victim and the black-box victim. Note that the white-box
attack does not involve transferability of the attack strategy. As shown, the perfor-
mance of a black-box attack is comparable with that of a white-box attack, while
its success rate grows slowly. It is partly due to the fact that the attacker needs
time to collect the victim’s trajectory data and deduce the policy features of the
victim. In this simulation scenario, the result indicates that our proposed approach
can successfully attack an RL agent whose internal learning mechanism is unknown

to the attacker.

3.6.4 Evaluations of on a Population of RL Agents

In this part, we evaluate the proposed TEPA against a population of independent

RL agents, seeking to manipulate the policies of all the agents synchronously.

The attack strategy is learned following the population-based attack cost (see Equa-
tion 3.5), based on a set of proxy agents which adopts Q-learning, Sarsa and MC as
learning algorithms. The size of the proxy population is three. Then the strategy is
applied to poisoning a population of fifteen victim agents that adopt different learn-
ing algorithms (i.e., Q-learning, Sarsa, MC). In these experiments, the proportion

of each kind of agent is 1:1: 1.
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FIGURE 3.9: Attack performance evaluation in black-box setting. An attack
strategy, learned on a white-box proxy agent, successfully attack black-box vic-
tim agents.

To evaluate the effectiveness and efficiency of the proposed synchronous population-
based attack, we compare it with a transferable attack strategy which is learned
based on a single proxy agent and can be transferred to poison various independent
RL agents. The performance of their attacks is evaluated in 50 runs of attack
deployment and the results are presented in Figure 3.10a. Figure 3.10a illustrates
the attack performance over a population (including 15 victim agents) over time.
We also present a figure that shows the mean and variance of attack success rates
over a population along attack epochs within a single attack deployment. This can

be found at Figure 3.10b.

As shown in Figure 3.10, the proposed population-based attack is more effective
than transferable attack strategies learned on MC and Sarsa proxy agents since it
is capable of poisoning the behaviour of the entire population within three attack
epochs. Similar attack efficiency is achieved as the baseline, transferable attack

strategy learned on a Q proxy agent, which has been empirically demonstrated
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FicUre 3.10: Evaluation of environment-poisoning attack on a population of
RL agents.

to be more transferrable. Nevertheless, the variance of its attack performance
relative to the population is considerably lower than that of the baseline (i.e., Q-
proxy one), especially at the first attack epoch, as shown in Figure 3.10b. The lower
variance of attack performance means that the poisoning behaviour of a population
is more synchronous. In this way, there is no extremely abnormal agent within a

population, resulting in a low probability for being detected.

In conclusion, experimental results demonstrated that the population-based at-
tack is capable of poisoning the behaviour of a population of RL agents efficiently
(i.e., fewer attack epochs) and synchronously (i.e., less variance in performance at

each attack epoch). Note that, even though the population-based attack strategy
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is learned from a group of three proxy agents, it can be applied to poisoning a

population of more agents due to its transferability property.

3.7 Summary

In this chapter, we propose an environment-poisoning attack against an RL agent
at training time, seeking to force the RL agent to learn an attacker-desired policy
via minimized changes in environment dynamics. We design the attack framework
as a bi-level MDP framework and define the attack optimality criterion for learning
an adaptive attack strategy. Our analysis shows the attack strategy is transferable,
enabling the effective poisoning on a black-box RL agent. Furthermore, we investi-
gate the environment-poisoning attack on a population of independent RL agents

to induce all the agents to follow the same attacker-desired behaviours.

Experiments are conducted to evaluate the environment-poisoning attack against
white-box and black-box agents as well as a population of RL agents. We first show
the effectiveness and efficiency of our proposed attack in comparison with SOTA
reward-poisoning attacks in white-box settings. We then verify the transferability,
showing that attack strategies can be trained using a white-box proxy agent and
transferred to poison different types of RL agents. Also, we analyze how the proxy
agent affects the transferable attack strategy, and conclude that more exploration
by the proxy agent can lead to an attack strategy with better transferability. More-
over, we combine the generative policy representation with environment-poisoning
attacks, and demonstrate our work is effective for attacking a black-box RL agent
whose both learning algorithms and policy are unknown. Finally, we evaluate a
population-based attack strategy which achieves to efficiently and synchronously

poison behaviours of a population of independent agents.

This work automatically generates an adaptive attack on training environments for
poisoning RL policies. While it yields promising results, the simulation environ-
ment adopted in the work is quite simplistic. An investigation of more sophisticated
environments, in which the environment transition-dynamics function is difficult

to be known by the attacker, is a necessary research topic.



Chapter 4

Environment Poisoning with

Minimal Prior Knowledge

4.1 Introduction

The transferable environment-poisoning attack (TEPA) succeeds in poisoning the
policy of an RL agent even if the agent’s learning algorithm and policy are unknown
by the attacker, i.e., achieves training-time attacks against a black-box RL agent.
Nevertheless, the full knowledge of the training environment lies at the heart of
TEPA as well. As a result, TEPA is confined to white-box environments and poses
limited threat to complex RL systems since environment-dynamics information is
generally private or unknown in most real-world applications. We argue that the
prior knowledge of environment makes an attack approach unrealistic. To alleviate
such a limitation, we develop a novel attack approach that is independent from
internal information of an RL system: a) how the RL agent learns its policy, i.e.,
the learning algorithm and the policy model; b) how the environment responds
to the agent’s action, i.e., the environment dynamics; ¢) how hyper-parameters

determine the environment dynamics, i.e., the environment causal mechanism.

Specifically, we propose a Double-Black-Box Environment Poisoning Attack (DBB-
EPA) approach, which achieves policy compulsion on an unknown RL agent in an
unknown environment. To the best of our knowledge, this is the first environment-
poisoning attack that does not rely on prior knowledge of both the agent’s learning

mechanism (i.e., policy training algorithm and policy model structure/parameters)

63
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and its environment model (i.e., transition and reward functions). Assuming only
the ability to alter the environment hyper-parameters, our attack aims to force a
black-box RL agent to learn an attacker-desired policy, with minimal and adaptive
environment poisoning. To this end, we first investigate how to infer the internal
information of an RL system, and then learn an adaptive attack strategy based on
the approximation of our attack objective. Specifically, given observations of an
RL agent’s trajectories during its learning process, we jointly train: a) an Encoder-
Dual-Decoder network that learns a low-dimensional latent representation of the
RL system’s internal information; b) an attack strategy, conditioned on the la-
tent representation and environment hyper-parameters, that manipulates the RL
agent’s policy using minimal environment poisoning. In contrast to the existing
EPAs [16, 46, 95] that are only effective in discrete state domains, our work provides

a tractable approach to attack deep-RL (DRL) agents in continuous environments.

In summary, the contributions of this chapter are as follows !:

e We propose an environment-poisoning attack approach in the double-black-
box setting, where both the RL agent’s learning mechanism and its environ-

ment model are unknown to the attacker — DBB-EPA.

e We design an Encoder-Dual-Decoder network to infer internal information of
a black-box RL system and construct an adaptive attack strategy conditioned

on the resultant latent representation by approximating our attack objective.

e We show that DBB-EPA achieves performance comparable to the white-
box attack (i.e., TEPA) on a navigation task in the grid world. We further
evaluate our attack against a DRL agent on a control task in continuous
domains, showing the feasibility and the scalability of DBB-EPA on more

complex RL systems.

4.2 Problem Statement

This section describes the attack framework proposed for environment poisoning.
We first provide notations and preliminaries of the attack framework, followed by

the mathematical description of our attack problem in a double-black-box setting.

!The work in this chapter has been published in Proceedings of the 21th International Con-
ference on Autonomous Agents and Multiagent Systems (AAMAS’22).
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4.2.1 Notations and Preliminaries

We adopt the bi-level MDP architecture which has been illustrated in Figure 3.1.
The task of poisoning an RL agent’s (i.e., victim) policy is performed by another
RL agent (i.e., the attacker) that operates on a different timescale from the victim.
Specifically, with a particular attack frequency, the attacker manipulates the vic-
tim’s training-environment hyper-parameters in response to the victim’s learning
progress. The attacker’s objective is to achieve an optimal attack strategy that
succeeds in poisoning the victim’s policy while minimizing changes to the victim’s

environment. The attack framework is formally described as follows.

Victim-level MDP. The Markovian environment of a victim is denoted by the
tuple (S, A, T,,r,do,7). Here, s € S is an environment state and a € A is the
victim’s action. T.(s'|s,a) represents the victim’s dynamics function that tells
the victim’s state transition probabilities from s to s’, given the action a and the
environment hyper-parameter e. 7 : S x A x S — R represents the victim’s reward
function. dy(s) is a distribution over the victim’s initial states and ¥ is a discount
factor. The victim aims to learn an optimal policy 7(a|s) that maximizes the
cumulative discounted rewards »,”4'r;. Its trajectory 7 is a sequence of state-
action pairs generated by 7. Additionally, the attacker-desired policy is represented

as m* and the corresponding desired trajectory is denoted as 7*.

Attacker-level MDP. An attacker, which is regarded as an outer-loop RL agent
as shown in Figure 3.1, treats the victim-level system as its dynamics environment.

We describe the attacker’s Markovian process by the tuple (X, U, F, ¢,v) as follows.

e X is the attacker’s state space. x; € X represents an attack state that
contains information about the victim’s behaviour policy and its environment

dynamics at the i attack epoch.

e U is the attacker’s action space. An attack action u € U represents a manipu-
lation on the victim’s environment hyper-parameter e. Here, e influences how
the training environment responds to the victim’s action, i.e., environment
dynamics. e; represents the poisoned environment which has been changed
by aggregate attack actions {us,us,...,u;}. eg denotes the victim’s natural

environment.
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o F': XxUxX — [0, 1] is the attacker’s probabilistic state transition function.
It captures how the victim updates its policy under effect of the attacker’s
action. Specifically, F(n'|r,u) represents the probability that the victim

updates its policy from 7 to 7’ in the environment changed by wu.

e c: X xU x X — R is a function denoting the attack cost. It jointly reflects
the attack performance (i.e., difference between the victim’s policy and the
attacker-desired one) and the attack efforts (i.e., aggregated changes to the

victim'’s environment).

e 7 is a discount factor.

Note that we use 7 to represent the index of an attack epoch in which the victim

learns its policy for some episodes.

4.2.2 Attack Problem Formulation

The attacker aims to learn an attack strategy o(u|z) that achieves policy compul-
sion on the victim via minimal changes to the victim’s training environment. In
detail, the attack objective is to minimize the deviation between the victim’s pol-
icy and the attacker-desired one, while at the same time minimizing the deviation
between the poisoned environment dynamics and the natural ones. Therefore, the

attack optimization problem is to minimize the cumulative attack costs, which is

minZviCi
i=1
s.t.
ci = A(Pi(s',d|s,a)||P*(s,d|s,a))
P(s',d'|s,a) = T,.(§'|s,a)m(d'|s")

P*(s',d|s,a) = T, (8'|s,a)7*(d|$"),

denoted as:

(4.1)

where ¢; is the attack cost at the i attack epoch. P; is a stochastic process [53] over
state-action pairs, where the victim follows the policy 7;(a|s) in the environment e;
which has been modified by a sequence of tweaks uq.;. Similarly, P* represents an
ideal stochastic process, where the victim adopts the attacker-desired policy 7*(als)

in the natural environment ey. Referring to the definition of stochastic processes
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P; and P*, A(P;||P*) measures the deviation jointly caused by the victim’s actual
policy m; and its underlying environment dynamics T,,. We can see that A(P;||P*)

mathematically describes the attack cost.

Unfortunately, solving the attack optimization problem is intractable in complex or
real-world RL systems due to challenges in computing A(P;||P*). These challenges
are mainly caused by (1) the RL agent’s learning algorithm and policy model 7
are generally black-box to the attacker in the real world; (2) the environment-
dynamics model 7' is typically unknown in most RL tasks, such as control tasks in
continuous state domains; (3) even though the environment hyper-parameters can
be accessed, it is hopeless to obtain prior knowledge about how the environment

hyper-parameters e determine the transition dynamics 7.

In the following, we propose an approach that simultaneously learns how to infer
internal information of an RL system, how to approximate our attack objective,
and how to learn an optimal strategy addressing the attack optimization problem.
We make minimal assumptions on the attacker’s prior knowledge, resulting in a

more realistic and scalable attack approach to complex RL tasks.

4.3 Methodology

This section presents our attack approach and introduces how we tackle the chal-
lenges caused by the limited prior knowledge. We start by describing the attack
procedure in the double-black-box setting. We then consider how to infer the
internal information of the RL system, and finally learn an adaptive environment-

poisoning strategy based on an approximation of our attack objective.

4.3.1 Attack Procedure

To lure an RL agent’s policy learning into a desired direction, the attacker poisons
the training-environment hyper-parameters according to the information about the
agent’s behaviour policy and environment dynamics. Unfortunately, such informa-

tion is hidden from the attacker, resulting in challenges for designing and deploying
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FIGURE 4.1: Illustration of double-black-box environment-poisoning attacks:
(a) shows the attack procedure; (b) and (c) describe the latent representation
learning and attack strategy learning, respectively. The solid line denotes data
transfer and the dotted line represents data update.

an adaptive attack. To learn an adaptive environment-poisoning strategy, we incor-
porate an inference module into the attack framework, which can infer the features

of the victim’s behaviour and environment during its learning progress.

As shown in the part (a) of Figure 4.1, an encoder and an attack strategy are
essential components of the attack procedure. The encoder captures the feature of
the victim’s learning progress, and the attack strategy poisons the victim’s environ-
ment based on the inferred feature. In detail, the attack procedure consists of two
stages at each attack epoch i. First, given an observation of the victim’s trajecto-
ries, the attacker uses the encoder to infer a joint feature z;_; of the victim’s policy
and its training environment. Second, conditioning on the inferred feature z; i,
the attacker conducts a poisoning action u; on the environment hyper-parameter
e;—1, resulting in poisoned dynamics 7,,. Thereby, the victim, which explores in
the training environment 7., evaluates and adjusts its policy m; according to the
feedback from the poisoned environment. Such an attack procedure continues until

the victim acquires the attacker-desired policy.

4.3.2 Attack Learning

As the encoder and the strategy are learned simultaneously, the learning of the

double-black-box attack is composed by 1) latent representation learning and 2)
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attack strategy learning, as shown in the part (b) and the part (c) of Figure 4.1.

4.3.2.1 Latent Representation Learning

Without access to the internal information of the RL victim’s system, the attacker
can only observe the victim’s trajectory 7 = {s° a° s',a',...s' a'}. Based on
the trajectory 7; collected at the ¥ attack epoch, the attacker learns a latent
embedding z; that best represents the victim’s stochastic process P;(s',d|s,a) =
T.,(s'|s,a) x m;(a’|s"). Similarly, 7* refers to the attacker-desired trajectory, which
is used to learn z* that is the latent representation of the desired stochastic process
P*(s',d|s,a) = T, (8']s,a) x m*(d’|s’). Note that z reflects the joint information of
the victim’s environment dynamics and its behaviour policy. As for the effect of
environment hyper-parameters (i.e., causal mechanism), it is implicitly expressed

in the dynamics.

To learn the latent representation, we design an Encoder-Dual-Decoder network
consisting of one encoder network £ and two decoder networks {D™, DT}, shown as
the part (b) of Figure 4.1. Specifically, the encoder £ approximates f,(2;|7;) which
learns a latent embedding z; based on the victim’s trajectory 7;. £ is designed
as a Long Short Term Memory (LSTM) network to learn long-term dependencies
in the trajectory. To learn the encoder £, we interpret the embedding z; via
two decoders: a policy decoder D™ and a dynamics decoder DT. Here, the policy
decoder D™ is a multilayer perceptron (MLP) network. D™ learns fy(at|st, z;) which
maps the victim’s state s! and the embedding z; to the distribution over the victim’s

actions al. And the dynamics decoder DT is a LSTM network that approximates
t+1

fo(si st al, 2;). Tt predicts the next state si*! on the condition of the embedding

z; and the state-action pair {s!, at}.

Given a collection of the victim’s trajectories, we learn the parameter 7 of the
encoder £ and parameters 6, ¢ of the dual decoder {D™, DT}, by maximizing the

following negative cross-entropy objective:

IE‘E7'1~7',7'2~7-\71 Z log f9(a/’5/7f7]<7-1)> +10gf¢(8/|57a7 f7I<7-1>> ) (42)

<S,[l,8/ 7a,>NT2
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where T is a collection of trajectories at one attack epoch. 7 and 7 are two
different trajectories from the collection 7T, or from the set 7* of attacker-desired

trajectories.

The encoder £ is particularly important in this work, which is used to produce
a latent embedding 2z given a sequence of state-action pairs. The property of the
latent representation makes our attack approach independent of the environment
type, i.e., our DBB-EPA can be generally applied to both discrete and continuous

environments.

4.3.2.2 Attack Strategy Learning:

Referring to Section 4.2.2, A(P;||P*) mathematically defines our attack cost, and
its computation is the key challenge in learning an optimal attack strategy within
the double-black-box setting. To solve the challenge, we design an approximation

of the attack cost in this section.

Depending on the encoder &, the victim’s stochastic process P;(s',d’|s,a) and the
ideal one P*(s',d|s,a) can be represented by the latent embedding z; and z*,
respectively. Thus, we approximate A(F;||P*) as A(z]|z*), and use the Cosine

Similarity [96] to measure the distance between z; and z* in the latent space:

A(PI|P*) i= A1)

- 22" (4.3)
i1l

Since z; is inferred from the victim’s experienced trajectories, A(z;||z*) only cap-

tures the environment changes that have affected the victim’s behaviour, rather

than measures the aggregate changes across the entire environment (i.e., attack

effort). Considering minimizing the attack effort, we measure the aggregate envi-

ronment changes A(e;||eg) using the normalized Euclidean distance between the

environment hyper-parameter e; and the natural one e.
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Thereby, the approximation of the attack cost ¢; is a combination of A(z]|z*) and

A(e;]leg), which is denoted as:

i = (1 —w) x A(zi||z") + w x Alei]|eo)
zi 2

(A

lle: — eol|2 (4.4)

Helimit - 60”27

=(1—-w)x(1 )+ w x
where w € [0,1] is the weight parameter and ej;,; indicates the limit value of
environment hyper-parameters. In summary, DBB-EPA uses an encoder to ob-
tain latent representations of an RL system’s internal information, and learns an
adaptive attack strategy based on an approximated attack cost. The learning of
DBB-EPA strategy is finalized as Algorithm 6. Due to the representation and the
approximation in the latent space, DBB-EPA is applicable in poisoning an RL
agent in both discrete and continuous environments, as empirically discussed in

the next section.

Algorithm 6 Learning of DBB-EPA Strategy
1: for n_episode = 1,2,... do

2: Reset victim’s embedding 2, and environment eq

3: for attack epoch i=1,2,... do

4: u; < o(zi_1,€i-1) > choose attack action
5: T., < Te, , (u;) > alter environment hyper-parameters
6: observe trajectory 7; when victim learns 7; in T,

7: update encoder £ and dual-decoder D™, DT with 7;

8: zi < E(1y), 25 < E(17) > infer latent representations
9: ¢ (1 —w) x A(z]]2*) +w x Ales]|eo) > approximate attack cost
10: save transition ({z;_1,e;_1},u;, {2i, €}, ¢;) into replay buffer B

11: update attack strategy o(ulz, ) using samples in B

12: if 7, == 171, then

13: attack is done, go to the next episode

14: end if

15: end for

16: end for

4.4 Experiment

In this section, we first evaluate DBB-EPA on a tabular-RL agent in a didactic
grid-world task, showing that DBB-EPA achieves effective training-time attack

with minimal prior knowledge of the RL system. Then, we show the feasibility and
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the scalability of DBB-EPA in more complex RL tasks. Implementation codes can
be found at https://github.com/JoanaHXU/DBB-EPA.

4.4.1 Discrete State Domains

We evaluate DBB-EPA on a tabular-RL agent performing a navigation task in a
3D grid world [53, 95] as shown in Figure 4.2, where the environment-dynamics
model is unknown. The purpose of this experiment is to evaluate the design of the
inference module (as the part (b) in Figure 4.1), and to discuss the approximation

of the attack cost (as Equation 4.4).

FIGURE 4.2: Discrete state domains: 3D grid world (6x6).

4.4.1.1 Experiment Setting

Implementation and Measurement. We adopt Deep Deterministic Policy
Gradient (DDPG) [30] to learn the attack strategy. We measure the attack perfor-
mance using attack success rate [95] at each episode during the victim’s learning
process. Here, Attack success rate is the percentage of the attacker-desired states
that have been attack successfully, specifically, successful attack is the one in which

the victim performs the attacker-desired action in the desired state.

4.4.1.2 Results and Discussion

Attack Performance Evaluation. We evaluate DBB-EPA performances in
comparison with the white-box attack (i.e., TEPA) [95]. All the results are gener-
ated by the attack strategies which are learned and evaluated on a Q-learning RL

agent. As shown in Figure 4.3, attack success rate of DBB-EPA is comparable to
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that of the white-box attack. Consequently, this result suggests that our proposed

attack is capable of poisoning a black-box RL agent’s policy in an unknown envi-

ronment. The result further indicates the effectiveness of the proposed inference

module and the designed attack-cost approximation.
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Transferability Evaluation.

To evaluate the transferability of the DBB-EPA

strategy, we learn an attack strategy based on a black-box Q-learning proxy agent,

and deploy the strategy on three kinds of victim agents of which learning algorithms
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include Q-learning, Sarsa and Monte Carlo [25]. As shown in Figure 4.4, the Q-
learning and Sarsa victims obtain the attacker-desired policy within 500 learning
episodes; while MC victim reaches 80% success rate at 500 episode and needs
more time to acquire the attacker-desired policy. We see that the efficiency of the
transferred attack against the MC-victim is somewhat lower than that against the
Q/Sarsa victim. This result can be explained by the characteristics of victims’
learning algorithms. Specifically, Sarsa and Q-learning are temporal-difference
(TD) algorithms while MC is an on-policy experience-based learning algorithm.
TD learns the policy online at every time step, whereas MC has to wait until the
end of the episode for the policy to be updated. In practice, it appears that TD
learning works more efficiently than MC, which affects the efficiency of learning the
attacker-desired policy. In summary, our DBB-EPA strategy can be successfully
transferred among agents which use different learning algorithms, while the attack

efficiency is influenced by the characteristics of the victim’s RL learning algorithm.

Analysis of Weight Parameter w. When designing the attack-cost approxi-
mation as Equation 4.4, we explicitly consider the aggregate environment changes
with a weight parameter w. Here, we empirically show the effect of w on the
learned attack strategy. Table 4.1 displays deviations between the poisoned en-
vironment and the natural one, when the attack success rate has reached 100%.
Deviations of environment hyper-parameters are measured by the L, norm, and
they are also represented by the percentage of hyper-parameters that have been
altered. As shown in Table 4.1, the environment deviation decreases as w increases.
Consequently, the explicit representation of environmental deviations contributes
positively to the control of attack efforts. However, according to our observation,
it is becoming increasingly difficult to train a successful attack strategy with the
increasing w. For example, the training with w = 0.1 converges within 300 episodes
while the training with w = 0.5 takes 800 episodes to converge. Therefore, learning
an attack strategy involves a trade-off. The attack strategy which requires fewer

attack efforts (i.e. changes in the environment) is more difficult to learn.

Discussions on Computational Time. We present the computational time
introduced by the inference module (i.e., Encoder-Dual-Decoder network) on GPU
(i.e., Nvidia RTX A6000) in terms of the attack learning and deployment. First,
the learning time of the DBB-EPA strategy is 83,066 seconds, which is 1.19 times



Chapter 4. Environment Poisoning with Minimal Prior Knowledge 75

TABLE 4.1: Deviations between manipulated environment hyper-parameters
with the natural ones, under different settings of weight parameters. Deviation

is measured when attack success rate reaches 100%.

w | Deviation (Ls) ‘ Deviation Percentage
0.0 | 21.55£1.77 0.538 £ 0.044
0.1 17.88+£1.82 0.447 £ 0.045
02| 17.61+£1.90 0.440 £ 0.047
0.3 | 16.49+1.29 0.412 4+ 0.032
04 ] 1643£1.08 0.411 £0.027
0.5 ] 16.11£2.02 0.402 £ 0.050

more than that of the white-box TEPA strategy (i.e., 69,537 seconds). The 20%
increase is acceptable for learning the internal information of RL systems. Second,
the deployment time of the DBB-EPA attack and the white-box TEPA attack
are 30.09 seconds and 29.53 seconds, respectively. The impact of Encoder on the
deployment time can be negligible (about 2% increase) due to its small network

size and small computation load.

4.4.2 Continuous State Domains

Experimental results in the discrete environment have demonstrated the effective-
ness of our inference module and attack-cost approximation. In this part, we further
evaluate the feasibility and the scalability of DBB-EPA in more complex RL tasks.
Note that the complexity of RL tasks is interpreted from two perspectives: (1) the
complexity of the RL agent is scaled by shifting from tabular-RL algorithms up to
deep-RL algorithms; (2) the complexity of the environment is scaled from discrete
state domains up to continuous domains. In the following, we show the DBB-EPA

performance against DRL agents in LunarLander.

4.4.2.1 Experiment Settings

LunarLander [97] is a simulation environment for the trajectory optimization prob-
lem, where the environment state is continuous and the dynamics model is un-
known. As shown in Figure 4.5, the task is to safely land a spaceship between the
flags smoothly. The agent (i.e., spaceship) aims to learn an optimal policy which

encourages it to lower the distance to the landing pad, decrease its speed to land
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smoothly, keep its angular speed at minimum to prevent rolling, and not to take
off again after landing. Thus, the agent’s reward is determined by its location,
velocity and angle. The agent’s state space is continuous, and its discrete action
space includes doing nothing, firing left orientation engine, firing main engine and

firing right orientation engine.

Spaceship
left «—

Landing Pad

FIGURE 4.5: Continuous state domains: LunarLander.

Attack Settings. In light of the observation that there is random wind which
might influence the spaceship’s trajectory, we choose wind as the environment
hyper-parameter that can be implemented by the attacker. Specifically, the wind
power affects the spaceship’s moving distance, and the wind direction influences
the spaceship’s moving direction. For example, the spaceship is increasingly dif-
ficult to moving downward with increasing upward wind power. Thus, the wind
implementation is a mechanism to affect the environment dynamics. Additionally,
the attacker aims to prevent the spaceship from landing on the pad while keep
the spaceship safe. In detail, the attacker-desired trajectory is that the space-
ship hovers around the right flag for at least 1000 time steps. We obtain such an

attacker-desired policy using the reward-shaping solution [86].

Implementation and Measurement. We adopt Twin Delayed DDPG (TD3)
[31] to learn the DBB-EPA strategy. The attack strategy is evaluated on black-box

DRL agents of which the learning algorithms include an off-policy algorithm Deep
Q-Network (DQN) [28], on-policy algorithms Vanilla Policy Gradient (VPG) [25]
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and Proximal Policy Optimization (PPO) [29]. Additionally, the attack perfor-
mance is measured by the trajectory similarity, i.e., the Cosine Similarity between
the latent representations. If the trajectory similarity is more than 90%, we con-

sider that the victim’s policy has been successfully poisoned.

4.4.2.2 Results and Discussion

Attack Performance Evaluation. We learn an attack strategy based on a
DQN proxy agent and a PPO proxy agent, respectively. The attack strategy is
deployed at every 80 episodes during the victim’s learning process, and the attack
performance is measured at the end of each learning episode. As shown in Figure
4.6, the similarity between the DQN victim’s actual trajectory with the attacker-
desired one reaches nearly 100% within two attack epochs. It indicates that the
DQN victim’s policy have been poisoned successfully by the attack strategy which
is learned on the DQN proxy. When attacking PPO victim using the strategy
learned on the PPO proxy, Figure 4.7 shows that trajectory similarity reaches
above 90% within three attack epochs. These results indicate that DBB-EPA is
successful in forcing an DRL agent to learn the attacker-desired trajectory in a
continuous environment, without prior knowledge of both the agent’s algorithm

and the training environment.

In more detail, we observe that, in Figure 4.6, the trajectory similarity is decreased
at the end of the first attack epoch. This temporary drop means that the agent’s
policy gradually deviates from the attacker-desired one along with its learning
progress. It is time for the attacker to further poison the agent’s training environ-
ment based on the agent’s policy feature and the environment status, to induce the
agent to learn the policy towards the attacker-desired direction. Such an observa-
tion implies the necessity of a sequential and adaptive attack for manipulating the

agent’s policy at training time.

Transferability Evaluation. We evaluate the transferability of DBB-EPA strat-
egy in the LunarLander setting. The attack strategies are trained based on a DQN
proxy agent and a PPO proxy agent, respectively. Afterwards, they are applied to
attack victims adopting different learning algorithms. Figure 4.8 and Figure 4.9
show the performance of the transferred attack strategies. Overall, the DBB-EPA
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FIGURE 4.6: Attack evaluation on a DQN victim in LunarLaner.
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FIGURE 4.7: Attack evaluation on a PPO victim in LunarLaner.

strategies successfully induce the DRL victim to learn the attacker-desired trajec-
tory regardless of the victim’s learning algorithm. In detail, as shown in Figure
4.8, the PPO victim’s policy is poisoned within 3 attack epochs while VPG victim
requires 10 epochs for being attacked successfully, with the strategy learned on a
DQN proxy. As shown in Figure 4.9, with the strategy learned on a PPO proxy,
DQN victim is successfully attacked within 2 attack epochs whereas VPG victim’s
policy is manipulated using 10 epochs. In summary, these observations indicate
that an DBB-EPA strategy, which is learned on an on-policy DRL agent, can be

successfully transferred to poison an off-policy DRL agent, and vice versa.

Furthermore, we notice that the attack efficiency varies for different victims, which

is attributable to the characteristics of the victim’s learning algorithm. Specifically,
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FIGURE 4.8: Transferability evaluation of an attack strategy learned from a
black-box D@N proxy agent in LunarLander.

the off-policy DQN algorithm learns its policy at each timestep using samples in a
replay buffer. The on-policy PPO algorithm updates its policy with each sample
of a trajectory at the end of the episode. The VPG algorithm, on the other hand,
updates its policy based on one return of an entire trajectory at each episode.
Due to the different frequency of policy updating, VPG’s policy learning process
is slower than that of DQN or PPO. This explains why VPG victim requires more
attack epochs to obtain the target policy. In summary, the DBB-EPA strategy can
be transferred to poison different DRL agents’ policies, nevertheless, the attack
efficiency depends on the characteristics of the victim’s specific learning algorithm.

This conclusion is consistent with the transferability discussion for tabular RL in
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FIGURE 4.9: Transferability evaluation of an attack strategy learned from a
black-box PPO proxy agent in LunarLander.

the discrete domain (as Section 3.6.3.1).

Visualization of Poisoned Policy. To examine the similarity between the vic-
tim’s poisoned trajectory with the attacker-desired one, we use tSNE [98] to visu-
alize their representations in the latent space. We collect 500 trajectories gener-
ated by the victim’s poisoned policy and the attacker-desired policy, respectively.
Individual trajectory is encoded as an embedding and visualized by tSNE. In Fig-
ure 4.10a and 4.10b, the victim’s poisoned trajectories are clustered same as the

attacker-desired ones, which has been shown by the overlapping distribution curves
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FIGURE 4.10: Visualization of the victim’s poisoned policies and the attacker-
desired trajectories.
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Trajectory 1

hovering

FIGURE 4.11: Illustration of attacker-desired trajectories.

along the two tSNE dimensions. Notice that two clusters of embeddings exists,

which represent the two kinds of attacker-desired trajectories as shown in Figure

4.11, i.e., the spaceship experiences two kinds of trajectories and finally keeps hov-

ering around the right flag more than 1000 time steps. In conclusion, both the DQN

agent and the PPO agent have been misled to learn the attacker-desired policies

in the poisoned training environment, and both experience the attacker-desired

trajectories in the natural testing environment.
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4.5 Summary

In this chapter, we propose an environment-poisoning attack against an RL agent at
training time, with minimal prior knowledge of the RL system. Assuming only the
ability to alter the environment hyper-parameters, our attack achieves minimal and
adaptive environment poisoning, forcing a black-box RL agent to learn an attacker-
desired policy in an unknown environment. Empirically, it achieves comparable
performance to that of the white-box attack (i.e., TEPA) in the grid world, and
succeeds in poisoning the DRL agent’s policy in continuous environments. This
study investigates a more realistic security threat posed by environment hyper-
parameters, which can serve as a test-bed core to analyze vulnerabilities of RL to

training-environment poisoning.



Chapter 5

Policy Resilience to Environment

Poisoning Attack

5.1 Introduction

To guarantee the security associated with the learning of RL policies, defenses
against training-time attacks have been developed from the standpoint of robust-
ness which refers to the ability of an agent to maintain its functionality in the
presence of perturbations [73] (illustrated as Figure 5.1). These robustness-based
defenses [61, 73-80, 82] either theoretically or empirically guarantee the perfor-
mance of learning policy under perturbations at training time. In spite of the fact
of robustness is a crucial issue, it is merely an add-on concern when designing RL
algorithms, which could increase design costs or compromise policy performance.
Thus, there may be a lack of resources or priority in incorporating robustness into
the design of RL systems. In addition, a successful robustness must be prepared
to defend against all vulnerabilities and their associated attacks. However, the
majority of vulnerabilities are unknown until they are exploited by an attacker, or
known but unable to be prevented in advance. As a result, it is difficult and costly
to achieve complete robustness, especially when attack approaches have been de-
veloped intensively. In light of these constraints, relying solely on robustness mech-
anisms is insufficient to protect the learning of RL policies from being poisoned.

There is a need to shift the focus of security from robustness to resilience which

83



84 5.1. Introduction

in this context refers to an RL agent’s ability to recover its policy from malicious

manipulations [73] (see Figure 5.1).

Attack

@ Robustness

Resilience

Performance

Time
FIGURE 5.1: Illustration of robustness and resilience.

In this chapter, we attempt to address environment-poisoning attacks from the
perspective of resilience, seeking an optimal deployment performance in the event
of successful training-time attacks. Note that we specifically focus on the attacks
that manipulate hyper-parameters of training environments, which has been de-
scribed in Chapter 3 and Chapter 4. In these attacks, the dynamics of training
environment are manipulated as a function of hyper-parameters, thereby the poi-
soned environment still shares the common environment structure (e.g., function)
as the natural one. We therefore ask the following question: Can we design an
efficient policy-resilience mechanism against such an environment-poisoning attack

by exploiting the common structure knowledge of training environments?

This chapter provides a solution to this question. We propose a policy-resilience
mechanism in which the poisoned RL agent exploits the environment-structure
knowledge to quickly grasp the dynamics of the deployment environment and conse-
quently recover its policy for optimal deployment performance. In order to facilitate
the agent’s access to environment-structure knowledge efficiently and effectively,
we design the mechanism using a federated framework. Specifically, the proposed
policy-resilience mechanism organizes independent and isolated RL systems in a
federated manner. Within each of these RL systems, the environment dynamics
share a common underlying structure and are represented as a parameterized func-
tion of hidden parameters (i.e., hyper-parameters), which can be formally defined
as an instance of Hidden Parameter Markov Decision Process (HiP-MDP) [24]. As

a result of these RL systems being organized in a federated manner, the common



Chapter 5. Policy Resilience to Environment Poisoning Attack 85

environment-structure knowledge can be extracted in the center server and shared
among isolated RL systems. For instance, autonomous vehicles could be organized
by a transportation agency in a federated manner, as shown in Figure 5.2. As a
center server, the transportation agency can collect environment data (e.g., road
conditions) from a variety of vehicles without compromising data privacy, and ex-
tract useful environment knowledge to share with each vehicle to assist it driving
in different environment instances. Similar examples include robots connected via
a cloud server, buildings organized by a smart city center, and financial companies

supervised by a central bank.

° ]m &

/A\ A e ﬁ

state / reward

Preparation Stage > < Recovery Stage ——>»

A

FIGURE 5.2: An example of policy-resilience mechanism in RL systems.

The procedure of our policy-resilience mechanism can be decomposed into three
stages, which includes preparation, diagnosis and recovery. As shown in Figure
5.2, preparation is the first step which intend to extract the critical knowledge of
environments within a set of RL systems. This knowledge is derived from federated
RL systems with the help of a meta-learning approach. The diagnosis stage occurs
prior to the deployment of the learned policy. During this stage, an RL agent
fetches environment information from the federal server in order to efficiently un-
derstand the dynamics of a deployment environment that has been encountered.
As shown in Figure 5.2, the poisoned policy is recovered in response to an accurate
understanding of environment dynamics, resulting in an optimal behaviour in the

deployment environment.

As a summary, this chapter makes the following contributions:

e We attempt to provide an RL agent with resilience ability that attempt to
compensate for the imperfect robustness against training-time attacks, by
allowing the agent to recover its policy from malicious manipulations prior

to deployment.
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e We propose a policy-resilience mechanism specifically for environment poi-
soning attacks. In this mechanism, independent RL systems are organized
into federated systems, which allows each of them to exploit shared knowledge
to facilitate the identification of deployment environments and the recovery

of individual policies.

e The policy resilience mechanism can be described as a three-step pipeline
that includes preparation, diagnosis and recovery. Meta-learning approach
is incorporated with federated manner in the stage preparation and diagno-
sis to ensure an efficient fusion of environment knowledge and an accurate

interpretation of deployment dynamics.

e An empirical evaluation of the proposed policy-resilience mechanism shows
that, in natural deployment environments, a poisoned policy can be effectively

recovered for optimal performance.

5.2 Preliminaries

Hidden-Parameter MDP. A Hidden Parameter MDP (HiP-MDP) [99] repre-
sents a family of MDPs in which hidden parameters e € R™ are used to parameterize
the transition dynamics. As examples of hidden parameters, we can mention grav-
ity, friction on a surface or the strength of a robot actuator. These parameters are
not part of the observation space but play a significant role in the response of the
environment to the actions of agents [22]. Note that the hidden parameter shares
the same definition of hyper-parameters in TEPA and DBB-EPA, thereby we use
the expression hyper-parameter uniformly in the following. Formally, a HiP-MDP
can be defined as a tuple (S, A, R, F.,~), in which S is the set of states, A is the
set of actions, and R is a reward function. F(s|s,a,e;) is a transition function
for each task instance ¢ parameterized by the hyper-parameter e;. Here, the pa-
rameter e; is drawn from a prior distribution e; ~ p(e). The HiP-MDP framework
assumes that variations in the dynamic of true tasks can be fully described by a

finite-dimensional array of hidden parameters [99].

Federated Learning. The main idea of Federated Learning (FL) [100] is to

utilize distributed data sets to generate machine learning models with protection
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of data privacy and security. FL succeeds to solve the dilemma that the data is
distributed at isolated islands but is forbidden to be collected /fused for processing
model [101]. Recently, FL has addressed data isolation and privacy issues in RL-
based applications, such as smart energy management [5], autonomous driving in
Internet of Vehicles (IoV) [102] and optimal control of internet-of-things devices
(IoT) [103].

Meta Learning. The meta-learning method involves learning a model from an
array of tasks in order to make it capable of solving new tasks with only a limited
number of training examples [104]. Using meta-learning, a parameterized algorithm
(i.e., meta-learner) is learned by performing a meta-training process, and it can be
used to fast train a specific model in each task. Specifically, each task consists of
two distinct data sets: a support data set and a query data set. A task-specific
model is trained on the support set and then tested on the query set. Using these
test results, the parameterized algorithm is updated. It is important to note that
the parameterized algorithm is capable of learning how to adapt to new tasks more

quickly, i.e., "learning to fine-tune”.

5.3 Problem Statement

In this section, we first describe the settings for both the attacker and victim RL
agents. Next, we provide a formal description of the federated design of the policy-

resilience framework, as well as an introduction to the policy-resilience procedure.

5.3.1 Attacker and Victim

Our policy-resilience mechanism is proposed to address the negative effects caused
by an environment-poisoning attack. The attacker and the victim are described as

follows.

Attacker: To poison an RL agent’s policy, the attacker manipulates the agent’s
environment hyper-parameters when the agent learns its policy. It aims to force
the RL agent to obtain the attacker-desired policy with minimal changes to the

victim’s environment. Here, if the attacker is assumed to have prior knowledge of
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the RL system, it can learn an optimal attack strategy following TEPA proposed
in Chapter 3; otherwise, the attack strategy can be learned by DBB-EPA proposed
in Chapter 4.

Victim: The victim RL agent aims to learn an optimal policy that maximizes
cumulative discounted rewards. We assume that the agent is oblivious to the
attack and continues to operate normally throughout the sequence of environment
modifications. Policy-resilience mechanisms are applied after the agent has learned
its policy and before the agent officially deploys the policy. More details about the

policy-resilience implementation will be presented in Section 5.3.3.

5.3.2 Policy-Resilience Framework

Our policy-resilience framework is designed in a federated manner, which organizes
multiple independent and isolated RL systems. The environments of these RL
systems are required to be instances of the same HiP-MDP. As described in Section
5.2, environments that have a common structure but differ in hyper-parameters
can be also considered as instances in a HIP-MDP. Under TEPA or DBB-EPA, the
agent’s environment hyper-parameters are altered while the environment structure
remains unchanged. Thus, the poisoned environment at each attack epoch can be

regarded as an instance of HiP-MDP.

As shown in Figure 5.4, the policy-resilience framework consists of one central server
and a set of client RL systems, in which there are learnable dynamics models in

the server and each RL system. We formalize the framework as (S, {C;}X ), where

e S represents a dynamics model in the reliable server, which is a function

parameterized by 0s.

e {C;}X, represents a set of client RL systems governed by the server, where

K is the number of systems.

Here, each client system C; includes an RL agent, a Markovian environment, a data
buffer and a dynamics model, which is described as a tuple C; = (R;, M, T;, D;),

where
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e R, is an RL agent that seeks to learn a policy m to maximize cumulative

rewards using either model-free or model-based learning algorithms.

e M, denotes a Markovian environment (S, A, F,,, R,7). Here, S and A are
sets of the RL agent’s states and actions, respectively. F,, represents the
environment dynamics parameterized by the environment hyper-parameters
e;. R is the reward function and + is the discount value. It is important to
note that {M;}£, are in the same HiP-MDP with e; ~ p(e) affecting the

dynamics function Fg,.

e 7, is a buffer that stores the RL agent’s transitions (s, a, ', ) used for learning

a local dynamics model.

e D; represents a local dynamics model that shares the same structure as the

server dynamics model S.

In the design of federated framework, each RL agent is forbidden to directly inter-
acts with other agents’ environment or access raw transition data in other systems.
Based on the trustworthy server, clients share information (i.e., loss value or gra-
dients) with the server and trust the knowledge (i.e., parameters of the dynamics
model) retrieved from the server. Additionally, the poisoning in each RL agent can

be customized by the attacker.

In this context, we assume that the security of the federated framework is assured,
so that we can concentrate on studying the security threats occurring in the isolated

single RL system.

5.3.3 Policy-Resilience Procedure

O—— Training > o Prior to Deployment ———>
Preparation > Diagnosis >> Recovery >
frrerere s Pipeline of Policy_Resﬂience MechaniSIm sessessessssessassassssassasansansarnns ]

FI1GURE 5.3: Pipeline of policy-resilience mechanism.
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Based on the design of federated framework, our proposed policy-resilience proce-
dure involves three stages: preparation, diagnosis, and recovery, as illustrated in

Figure 5.3.

Preparation occurs during the training process of RL policies, which attempts
to extract critical knowledge about the environment structure. At this stage, we
utilize a meta-learning mechanism to learn the server dynamics model & based
on environment information from all the federated RL systems. With the use
of the meta-learning approach [104], the server dynamics model can be learned
as a parameterized function, which can be easily adapted to environments that
share a common structure but differ in hyper-parameters. A high-quality dynamics
model can facilitate the fast modelling of unseen deployment environments and the

effective recovery of policies at later stages.

Diagnosis is the second stage, which is carried out prior to the deployment of
the learned policy. To accurately capture the dynamics model of a deployment
environment, the agent will retrieve environment knowledge from the server and
personalize the knowledge to its deployment environment dynamics. Note that
diagnosis phase is time- and resource-sensitive, during which deployment environ-
ment dynamics should be understood with the least amount of agent-environment

interaction as possible.

Recovery is the final stage of the policy-resilience mechanism, which aims to re-
duce the negative effects of the training-time environment poisoning and restore
policy deployment performance to the full extent of its ability. The recovery of
a policy is accomplished using the trajectories imagined from the deployment dy-

namics model, so the quality of diagnosis is critical.

5.4 Methodology: Policy-resilience Mechanism

In this section, we present the method of our policy-resilience mechanism in accor-
dance with the procedure described above. First, we describe mathematically how
the common environment structure is acquired in the federated framework using a
meta-learning mechanism (i.e., the preparation stage). After that, we describe how
the poisoned policy can be recovered in response to an accurate understanding of

the agent’s deployment environment (i.e., the diagnosis and recovery stages).
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5.4.1 Preparation

The intention of preparation is to learn a server dynamics model, which captures
the underlying structure of training environments, by employing a meta-learning
methodology. Figure 5.4 illustrates the learning of the server dynamics function
based on environment information collected from all the client RL systems. Specif-
ically, the process whereby the server transmits information to client systems and
then receives messages from them is regarded as a round. As shown in Figure 5.4,

each round consists of four steps:

e (1) the transfer of dynamics-model parameters (from the server to clients);

e (2) the calculation of loss value (in each client system);

(3) the collection of loss values (from clients to the server);

(4) the updating of dynamics-model parameters (in the server).

As we follow these four steps at each round, we learn the server dynamics model

through a combination of federated learning and meta-learning approaches [104].
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FIGURE 5.4: Illustration of preparation stage in policy-resilience mechanism.

At the 1% step of each round, local dynamics models {D;}£ | should be initialized

with the parameters 6s which is retrieved from the server dynamics model S. At the
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274 step, after the initialization of each local dynamics model D, _, loss values are

locally calculated in a meta-learning manner. Specifically, in each client RL system
where environment is parameterized by hyper-parameters e;, transitions (s, a, s’)
are collected during the learning of RL agent’s policy. These transitions are saved
in the local buffer 7;, which separated into a support set T = {(s, s, s;n)}%:l

and a query set 79 = {(5n, Qn, 50 1

ne1- The local dynamics model Dy,—q, is

trained on the support set 7. using a gradient-descent learning algorithm, which
generates updated parameters 9;. The updated local dynamics model D, is then
evaluated on the query set 7.7% and thereby a loss value L(7.7Y, D) is Colmputed.
The local loss value reflects the learning ability of Dy, which is pazrameterized by
Os.

At the 3" and the 4" step, the server aggregates all the loss values from federated
RL systems, computes the gradient and then updates the server dynamics model.
Specifically, loss values {ﬁ( : ,0;)};;, which are obtained in all the client RL sys-
tems, are collected and transferred to the server. Based on these loss values, the
federal dynamics model S(fs) are optimized to minimize the aggregated loss as

following objective:
mm — Z L(TAY D

S.t. (5.1)

9; = 01 - av@z'[’(’];jpt’ D9¢=95)>
where « is the learning rate. When the parameters fs are optimized, the server

dynamics model S is a function parameterized by 0%. It is capable of efficiently

modelling an environment e ~ p(e) using a small number of transition data.

In addition, we provide a specific definition of the loss function £(7., Dy) depend-
ing on the type of environment state domain, i.e., continuous state domains and
discrete state domains. For example, in continuous state domains, we measure the

loss value via Mean Square Error (MSE) as

L(Te, Do) = ZHDe 55205) = si41l3 (5:2)
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where X is the number of transitions in 7.. Similarly, the loss value is measured

by cross entropy in discrete state domains, which is denoted as

[,(7;, De) = _E<s,a,s’>~7-e IOg D9(3,|57 Cl) (53)

In summary, the learning of the federal dynamics model is finalized as Algorithm
7. We consider the learned dynamics model on the server as being representative
of the common underlying structure of the training environments in federated RL

systems.

Algorithm 7 Preparation: Learning of the Server Dynamics Model §
Require: Client RL systems {C;} X,
1: Initialize the global dynamics model S(fs)
2: for n_round = 1,2.... do
3: for each client C; in parallel do

4: Initialize D; with fs retrieved from S

5: if n_round mod n_interval = 0 then

6: Collect X transitions (s, a, s')

v 7;' <_7;iu{<8j7aj’89>}])'(:1

8: end if

9: Sample {77!, T2} from T,

10: Update local parameters §; < 0; — aVo, L(T"", Dp,—g)
11: Compute loss values L£(7.77, D(’i) following Eq.[5.2] or Eq.[5.3]
12: Send the loss value £( -, 6;) to server S

13: end for

14: In server, aggregate losses Lg < % Zfiz L(-,6)

15: update parameters 9‘/5 —0s — BV Ls

16: end for

17: Return parameters 0% of global dynamics model S

5.4.2 Diagnosis

In the diagnosis stage, the agent attempts to gain an understanding of the dynamics
of its deployment environment by relying on the information obtained from the
server, as well as the transitions collected locally. The diagnosis stage consists of

three steps:

e the retrieval the knowledge (i.e., parameters) from the server dynamics model,
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e the collection of trajectories in the deployment environment;

e the understanding of the deployment environment (i.e., dynamics model).

Imagine, for example, a RL agent who has learned its policies in a poisoned training
environment. The agent should understand the dynamics model of the deployment
environment, prior to executing the policy in a natural deployment environment
containing hyper-parameters é ~ p(e), in order to guide its recovery. Specifically,
the agent first initializes its local dynamics model using the parameters 6% which
is retrieved from the server dynamics model S. After the initialization, the param-
eters of this local dynamics model Dy,—pz, are fine-tuned based on a small set of
transitions 7z = {{(Sn, Gn, Suy1) }o_, sampled in the deployment environment, which

is denoted as
0; = 0: — aVy,L(Tz, Do,—ox),

where « is the learning rate and £ is defined as Equation 5.3 or Equation 5.2.

Since the diagnosis stage is time-sensitive and resource-sensitive, we expect that the
agent can quickly understand the dynamics model of its deployment environment,
using a small number of transition data. The diagnosis performance relies on the
knowledge quality retrieved from the server, i.e., the learning ability of the server

dynamics § parameterized by 05%.

5.4.3 Recovery

The goal of the recovery stage is to restore the deployment performance of poisoned
policies to their full potential. The recovery of policy depends on imagined trajec-
tories, therefore an understanding of the dynamics of the deployment environment
(i.e., diagnosis) is crucial to finding an optimal policy. In this section, we present
possible recovery solutions from the perspective of a model-free RL agent and a

model-based RL agent, respectively.

To begin with, we describe the imagined trajectories generated by the dynamics
model D, that has been tailored to the deployment environment during the diag-
nosis pha;e. In a deterministic environment, an agent utilizes the dynamics model
to predict the future state s’ based on the current state s and the chosen action a,

denoted as s’ ~ Dy (s,a). In a stochastic environment, the dynamics model may
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be designed as an uncertainty-aware neural network [105, 106], which consists of
ensembles of independently trained models rather than a single model. The agent
can predict the future states with consideration of uncertainty which is estimate via

the mean and deviation of multiple stochastic forward passes of the models. The

state prediction is denoted as s ~ N (E [Dec(s, a)} : \/Var [DG((S, a)}) where N/

represents Gaussian distribution. Therefore, in both deterministic and stochastic
environment, the agent is able to recursively predict future states {s;y1,..., St m}
via an action sequence {ay, ...,a;1 g1} given an initial state sy, generating imag-

ined trajectories.

Model-Free RL Agent. For a model-free RL agent that attempts recover its
policy using imagined trajectory, we adopt a model-based value expansion (MVE)
(107, 108] as the approach The MVE approach incorporates the dynamics model
D, into value estimation by replacing the standard Q-learning target with an

: VMVE Yy MVE ig computed by rolling the dynamics model Dy out for

€

improved one
h steps, which limits imagination to a fixed depth h so as to prevent accumulative
errors due to inaccuracies in the dynamics model. Specifically, the value estimation
VMVE(r ') is composed of a short-term value estimate derived from the unrolling
of the dynamics model Dgfé , and a long-term value estimate derived from the learned

values ), denoted as

i=1

h
Vit B s') = + (Z Ty R(s;_y, a1, S§)> +TMQE (shyap),  (54)

where s; ~ Dy (si_1,a;—1) and Qj_ is an approximated action-value function. T
is the termination of the trajectory and R represents a reward function, which are
assumed to be known in this context. Note that T" and R also can be learned based

on trajectories.

Model-Based RL Agent. The learning algorithm adopted by a model-based
RL agent is Model Predictive Control (MPC) with cross-entropy method (CEM)
[109]. MPC is an online learning approach which can re-plan an action based on
updated state information, so that it can prevent accumulative errors caused by
the dynamics model Deg . Specifically, at time step t, the MPC approach iteratively

samples action @y y_1 from multivariate normal distributions N (a;|uy, o¢) which
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is adjusted based on the best sampled actions. Here, u; and o, are the mean and
the variance of top 10% actions. In MPC, the agent implements the first action
from the optimal action sequence a;; g1 and then optimally re-plans an action
sequence at time step t + 1. Finally, the agent aims to find an action sequence

which optimizes
t+H—-1

Z ESt+1N'D9; (sean) [T(5t, A, Se41)] (5.5)
t

using predicted state s;41 from the local dynamics model Dy:.

Based on the solutions outlined above, either a model-free or a model-based agent
can recover its poisoned policy using imagined trajectories. Algorithm 8 summa-

rizes the operations performed during the diagnosis and recovery stages.

Algorithm 8 Diagnosis and Recovery
Require: An optimized server dynamics model S(6%)
Require: An RL system with dynamics model Dy, and poisoned policy 7
. Initialize Dy, with 0% retrieved from S
: Collect n-episode transitions into data set 7
: Update parameters of Dy, as 0, = 0; — aVy, L(T, Dgézgg)
: Recover 7, following Eq. 5.4 or 5.5, using trajectories imagined via D,

N N

5.5 Experiment

We empirically evaluate our proposed policy-resilience mechanism by verifying the
following questions: (1) Can our approach recover the poisoned RL policy from
malicious manipulation caused by corrupted training environments? (2) Does the
sharing of environment knowledge enable a poisoned agent to grasp the dynamics of
deployment environments more efficiently for policy recovery? (3) Does the meta-
learning mechanism provide an effective means of extracting critical knowledge
about environment dynamics within a federated framework? In this section, we
provide empirical answers to these questions in both discrete and continuous state

domains.
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5.5.1 Discrete State Domains

This part evaluates the design and performance of a policy-resilience mechanism

in discrete state domains.

5.5.1.1 Experiment Settings

Our proposed policy-resilience mechanism is targeting the environment-poisoning
attacks at training time, particularly those attacks which poison the environment
dynamics by perturbing the parameters of the physical environment (i.e., the hyper-
parameters). The attacked RL agent is learning a navigation task in a 3D grid
worlds with size 5 x 5 as shown in Figure 3.4. Details of the attack approach and

the experiment environment can refer to Chapter 3.

Baselines: Due to the limited number of studies that examine policy resilience
against environmental poisoning, there is no appropriate baseline that can be di-
rectly referenced. Thus, we design two types of baselines in accordance with our

experimental objectives.

e Policy-Resilience Mechanism without Federated Framework: To evaluate
whether the federated structure is necessary for extracting and sharing envi-
ronment knowledge, we design a baseline policy-resilience mechanism which
does not rely on server-based environment knowledge. Thus, both during the
preparation and diagnosis stage, the agent learns the environment dynam-
ics model locally without shared knowledge, using local Stochastic Gradient
Descent (SGD) updates. This baseline is termed as No Federated Framework.

e Policy-Resilience Mechanism without Meta-learning Mechanism: To evalu-
ate the effect of a meta-learning mechanism on the quality of environment-
knowledge extraction and fine-tuning, we design a baseline policy-resilience
procedure where the federal dynamics model is learned using Federated Av-
eraging Learning [100]. It means that during the preparation process, the
federal dynamics model is optimized by averaging local SGD updates. This

baseline is termed as No Meta-Learning Mechanism.
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5.5.1.2 Experiment Results

For these experiments, the policy-resilience framework includes 10 client RL sys-
tems that are all assumed to belong to the same HiP-MDP. We initialize the hyper-
parameters of these RL environments at the same values in order to simplify the
discussion. All of them are involved in the preparation process, and some of them

may be poisoned during training.

Performance of Policy Resilience. We aim to evaluate the recovery perfor-
mance of one RL agent’s poisoned policy when different proportions of poisoned
agents are set at preparation stage. Figure 5.5 shows that even though the major-
ity of RL agents have been attacked during training (e.g., the poison proportion is
equal to 80%), their poisoned policies can be effectively recovered to a good perfor-
mance. In Figure 5.5, we can see that the policy performance (i.e., mean returns)
increases to an optimal level within two episodes. This means that the attacker
successfully understands the deployment environment and recovers the poisoned
policy, only based on two-episode transition data which is of limited amount (i.e.,
not more than 28). Such a time-efficient and resource-efficient recovery is due
to the knowledge sharing of the environment. Specifically, the server dynamics
model, which is learned by extracting environment information from a set of client
RL agents, provides beneficial knowledge to the agent. With this knowledge, the
agent can quickly identify key details of the deployment environment for restoring
policies using imagined trajectories. In addition, when all client RL agents are
poisoned during training (i.e., poison proportion is equal to 100%), the policy-
resilience performance is somewhat reduced, but it is still effective. The analysis
of this performance will be presented in the upcoming discussion effect of meta-

learning design.

Effect of Federated Design. We are investigating the effects of the shared
knowledge which is achieved by the design of a federated framework. In this ex-
periment, only one RL system has been attacked at the preparation stage and it
transfers the information of the corrupted environment to the server. Figure 5.6
shows the performance comparison between our policy-resilience mechanism and
the baseline No Federated Framework. As shown, our approach succeeds in re-

covering the performance of a poisoned policy based on a dynamics model that is
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FIGURE 5.5: Policy-resilience performance when various proportions of RL sys-
tems are poisoned in the preparation stage.

initialized by the shared knowledge (i.e., parameters of server dynamics model) and
fine-tuned using the local two-episode trajectory data. In contrast, the baseline No
Federated Framework fails in recovering the policy when the agent is trying to im-
prove its local dynamics model without the shared environment knowledge. These
results demonstrate that shared knowledge of the deployment environment allows
the agent to quickly and accurately understand the deployment environment, en-
abling imagined trajectories to be generated for policy recovery. The knowledge
extraction and sharing require federated frameworks, so federated frameworks are

essential and effective design elements.

Additionally, we would like to discuss the effects of federated design on an agent
that is capable of meta-learning its dynamics model during policy training. In
this case, the training environment has been poisoned by an attacker, as a result
of which the agent has never experienced a natural environment when learning
its policy. For the purpose of recovering its poisoned policy, the agent models
the deployment environment only using its meta-learning dynamics model without
shared environment knowledge. In this scenario, two cases should be considered in
order to analyze recovery performance. Firstly, if the attacker poisons the agent’s
environment many times, the agent will encounter a variety of environments (i.e.,
HiP-MDP task instances) when it meta-learns the dynamics model. No one of these
environments, however, is identical to the condition that all agents within the fed-

erated framework are poisoned (i.e., the poison proportion is equal to 100%). In
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FI1GURE 5.6: Comparison of policy-resilience performance.

this case, the policy-resilience performance has reduced, but it is still effective, as
shown in Figure 5.6. Alternatively, if the attacker poisons the agent’s training envi-
ronment only once, the agent can only learn its dynamics model from one corrupted
environment. While the agent learns the dynamics model through meta-learning,
the model is not equipped with a learning ability as it has never been exposed to
another task instance. Due to this limitation, the agent is unable to quickly under-
stand its deployment and, therefore, cannot effectively recover its policy by using
imagined paths. Considering these two cases, we find that a meta-learning agent’s
policy-resilience depends on the attacker’s implementations, which are varying and
outside of our control. Therefore, even if the agent has the capability to meta-learn
the dynamics model, the federated design of policy recovery is necessary to ensure

that policy recovery is independent of attack implementation.

Actually, we have designed our policy-resilience mechanism in such a way that an
agent in our RL will not need to invest additional resources or add-on capabili-
ties for achieving resilience. Any agent may be provided with information on the
environment and allowed to recover its poisoned policies accordingly, regardless of
whether it participated in the preparation process. Thus, in the context of a single

RL system, such a policy-resilience mechanism is resource-efficient.
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Effect of Meta-Learning Design. In this experiment, we aim to evaluate the
impact of the meta-learning approach on the quality of the federal dynamics model

in the server.

First, Figure 5.6 shows that both the baseline No Meta-Learning Mechanism and
our policy-resilience mechanism achieve good performances in recovering the pol-
icy. It means that, when only one RL system has been attacked at the preparation
stage, the both approaches lead to effective knowledge extraction (i.e., the learning
of a server dynamics model). Then, we observe that, as the proportion of poisoned
client RL systems increases, the effect of meta-learning approach becomes more
apparent. For example, as shown in Figure 5.7a, when the proportion of poisoned
clients reaches 50%, our policy-resilience mechanism still succeeds in recovering the
agent’s poisoned policy, whereas the performance of baseline No Meta-Learning
Mechanism is somewhat decreased. Here, this decreased performance can be at-
tributed to the fact that the information collected from those poisoned RL systems
has negatively impacted the learning of the server dynamics model. In contrast,
the meta-learning approach is not a simple combination of the federated dynamics
model. It considers these poisoned RL systems as task instances and learns to how
to efficiently learn the dynamics model of each task instance (i.e., namely ”learn
to learn”). Based on the meta-learning process (see Eq. 5.1), the server dynamics
model is a parameterized function which is optimized to grasp the dynamics feature

from a small set of training data.

Furthermore, Figure 5.7b shows the policy-resilience performances when all client
RL systems are poisoned at the preparation stage. Our policy-resilience mecha-
nism is still effective in recovering the poisoned policy despite the slight reduction
in efficiency and performance, while the baseline totally fails. This failure of the
baseline indicates that the server dynamics model, which is learned using Feder-
ated Averaging Learning [100], cannot accurately model the natural deployment
because the dynamics model is completely learned based on information generated
by corrupted environments. In contrast, in our policy-resilience mechanism, the
slight performance reduction can be attributed to the fact that the deployment en-
vironment is not included in the task sets at the preparation stage. In spite of this,
the server dynamics model has been programmed with a learning ability, which

enables it to model the dynamics of a task instance even if the task has not been
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displayed during preparation. In conclusion, the inclusion of the meta learning in

our policy-resilience mechanism is crucial.
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FIGURE 5.7: Comparison of policy resilience under various proportions of poi-
soned clients.

5.5.2 Continuous State Domains

In this part, we evaluate our policy-resilience mechanism on both model-free and

model-based RL agents in continuous state domains.

5.5.2.1 Experiment Settings

Environments. The environment-poisoning attack, DBB-EPA, targets an RL
agent performing a Cartpole task as depicted in Figure 5.8. It is the agent’s goal
to balance the cartpole by exerting force in either the left or right directions on
it. When a force is applied, the angle and velocity of the pole are affected by the
length of the pole. As a result, the pole length can be viewed as the environment

hyper-parameter which could be maliciously altered by an attacker.

Baselines. In this experiment, we design two baselines to evaluate our proposed

policy-resilience mechanism.

e Direct Policy Implementation without Resilience: To evaluate the perfor-

mance of our policy-resilience mechanism, we use the policy learned in the
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FiGure 5.8: Illustration of Cartpole environment.

poisoned training environments as the baseline. In other words, the poisoned
policy will be implemented directly in the natural deployment environment.

Such a baseline is termed as Baseline: no policy resilience.

e Policy Resilience without Knowledge Sharing: To evaluate the design of fed-
erated framework associated with a meta-learning mechanism, we design a
baseline policy-resilience procedure in which policy is recovered on the basis
of its local dynamics model without the shared knowledge. We refer to this

baseline as Baseline: isolated policy resilience.

5.5.2.2 Experiment Results

In light of the fact that an agent could adopt either model-free or model-based
RL learning algorithms, we evaluate our policy-resilience mechanism on these two

types of RL agents, respectively.

Model-free RL Agents. This experiment involves 10 client RL systems within
the policy-resilience framework, all of whose environments have been manipulated
by the attacker during preparation. We simplify the attack implementation by
manipulating the pole length only once at the beginning of the agent’s learning
process. Thus, the RL agent learns its policy in the Cartpole environment where
the pole length is manipulated as 0.5, but will use the learned policy to control a
car in which the pole length is 0.1 ~ 0.9 (see Figure 5.8). The agent learns the
policy using model-free RL algorithms (e.g., DDPG) and recover it using MVE (see
Chapter 5.4.3) based on imagined trajectories generated by the learned dynamics

model.



104 5.5. Experiment

Figure 5.9 illustrates the final performance of policy recovery within ten episodes,
where the maximum value of scores is set as 500. As shown in the figure, our
proposed policy-resilience mechanism achieves nearly the maximum value of scores
in restoring policy performance, which presents a significant improvement over two
baselines. Additionally, we observe that Baseline:isolated policy resilience performs
worse than Baseline:no policy resilience, which indicates that recovered policies are
adversely affected by locally fine-tuned dynamics models that do not accurately
reflect deployment environments. We conclude from the comparison results that
the design of our policy-resilience mechanism is capable of extracting and sharing
critical knowledge about the environments, thus facilitating the development of an
accurate dynamic model that generates imagined paths for effectively recovering

the poisoned policy.
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FIGURE 5.9: Comparison of policy-resilience performance on an model-free RL
agent performing the Carpole task.

Model-based RL Agents. We have also performed similar experiments on fed-
erated model-based RL agents that are trained to control the Cartpole using MPC
algorithms (see Chapter 5.4.3). Except for this difference, all other settings are
the same as those used with model-free RL agents. Figure 5.10 illustrates the
performance of policy recovery in deployment environments where pole lengths
are set at 0.1 ~ 0.9 (see Figure 5.8). As a result of adopting our policy-resilience

mechanism, the agent achieves much higher scores than baselines in all deployment
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environments, which indicates the success in recovering poisoned policies. Addi-
tionally, Baseline:isolated policy resilience performs better than Baseline:no policy
resilience because of its locally updated dynamics model, however, it still performs
poorly than our proposed approach particularly when training environments and
deployment environments apparently varies in hyper-parameters. Consequently, an
isolated update of the dynamics model cannot provide an accurate representation
of the environment, resulting in somewhat limited policy recovery performance.
In contrast, our policy-resilience mechanism encourages the sharing of critical en-
vironmental knowledge that facilitates the efficient development of an accurate

dynamics model, which enables poisoned policies to be effectively recovered.
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F1GURE 5.10: Comparison of policy-resilience performance on an model-based
RL agent performing the Carpole task.

We also observe a significant difference between Baseline:isolated policy resilience
in Figures 5.10 and 5.9, namely that locally updated dynamics models have a posi-
tive impact on policy recovery for model-based agents whereas they have a negative
impact on policy recovery for model-free agents. This difference is explained by
the fact that the model-free agent that uses MVE to recover its policy is more
sensitive to the inaccuracy of the local dynamics model. As a result, this obser-
vation indirectly shows that the dynamics model learned by our policy-resilience
mechanism is sufficiently accurate for the model-free agent to achieve the policy

recovery objective.
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5.6 Summary and Discussion

5.6.1 Summary

This chapter studies the protection of RL policies from the training-time environment-
poisoning attack in terms of resilience. We propose a policy-resilience mechanism
that attempts to recover poisoned policies for an optimal deployment performance.
The policy-resilience mechanism is designed as a federated framework incorpo-
rated with a meta-learning approach, allowing efficient extraction and sharing of
environment-structure information. Through the shared environment knowledge,
the agent is able to grasp the dynamic of deployment environments and recover
their policies in order to respond optimally to them. Such a policy-resilience mech-
anism is described as a three-step procedure, namely preparation, diagnosis and
recovery. We empirically evaluate the policy resilience against TEPA in discrete
state domains and against DBB-EPA in continuous state domains, showing the

effectiveness and efficiency of the proposed policy-resilience mechanism.

5.6.2 Discussion

In this section, we provide detailed discussions of the assumptions and limitations
of this work, including three points: the security issues of federated learning, the
application scope of policy-resilience design, and the learning effectiveness of dy-

namics models.

Security Issues of Federated Framework. Throughout this work, we design
the policy-resilience mechanism in a federated manner, because federated learn-
ing is a privacy-aware paradigm of model training. However, recent studies have
indicated that FL does not always provide sufficient protection for privacy and
robustness [110]. For example, it is possible that (1) an adversary server may at-
tempt to gather sensitive information from individual updates over time, interfere
with training procedures, or restrict participants’ views of global parameters; (2)
malicious participants may have the potential to disrupt the process of aggregating

global parameters, poison the global model, or infer sensitive information about
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other participants. Accordingly, the security issue of federated learning is a signifi-
cant research topic that deserves further exploration, however, it is not the focus of
our study. As a result, our policy-resilience mechanism is built on the assumption

that the security of federated frameworks is guaranteed.

Applicability of Policy-Resilience Design. The applicability of our policy-
resilience mechanism is discussed from two viewpoints: its potential limitations

and its extended scope.

Our policy-resilience framework is constructed from a set of independent RL sys-
tems, which can result in restricted application if only one agent is present. Never-
theless, our proposed mitigation framework is applicable in many RL applications,
such as robot cloud and robots [111], a state grid corporation and building grids
[5], and a transport authority and autonomous vehicles [102]. Furthermore, as
the Internet of Things (IoT) [112] and federated learning [100] advance, more iso-
lated systems will be connected together for model learning or security protection,

resulting in a wider application scope for our policy-resilience design.

We further claim that our policy-resilience approach can be applied to address pol-
icy adaptation problems, in which a learned RL policy is competent but specialized
so that it will be ineffective in an unknown deployment environment. This problem
is possible to be addressed by a classical meta-learning approach [104, 113]. How-
ever, the classical meta-learning approach assumes that the RL agent can access
multiple environments throughout the training process, which is commonly impos-
sible due to physical or security issues in real-world applications. For instance,
when training a self-driving car in the tropics (e.g., Singapore), it is difficult to
reproduce an icy road and snowy surroundings as a training environment. There-
fore, this car would be at a loss in colder regions (e.g., Moscow) where such road
conditions are natural. In this example, the physical issue prevents the RL agent
from accessing various training environments. In light of this, agents, which can
only learn their policy in a single training environment, should be able to quickly
comprehend unknown deployment environments and accordingly improve policy
performance. Our proposed policy-resilience mechanism, which incorporates a fed-

erated framework with a meta-learning mechanism, can fulfill this goal.
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Learning Efficacy of Dynamics Model. In our work, the quality of the server
dynamics model plays an influential role on the performance of policy recovery. As
a result, the learning efficiency of the dynamics model is a key point in our policy-
resilience mechanism. Dynamic modelling, however, may become more challenging
as the environment becomes more complex. This may pose challenges to policy-
resilience performance, which is a potential concern in our work. Nevertheless, this
concern is expected to be addressed since a number of methods [114, 115] have
been proposed to accurately represent the dynamics of the environment and these

methods can be incorporated into our policy-resilience mechanisms.



Chapter 6

Conclusion and Future Works

6.1 Conclusion

In this thesis, we focus on security issues of RL system from the perspective of train-
ing environment dynamics. We investigate environment poisoning attacks against
RL in both white-box and black-box settings, and we study a policy-resilience

mechanism to recover RL policies from such poisoning.

In chapter 3, we propose a transferable environment poisoning attack (TEPA)
against RL at training time. We design the attack framework as a bi-level Markov
Decision Process, and we learn an attack strategy in the white-box setting where
the attacker has full knowledge of the agent’s learning algorithm, policy model and
its environment dynamics model. The attack strategy seeks adaptive and minimal
environment changes that induce the agent to learn a target policy desired by the
attacker. In addition, our attack strategy, which is learned on a white-box proxy
agent, can be transfered to poison the policies of other agents that performs the
same tasks but adopts different learning algorithms. In view of this transferability,
we further investigate the environment-poisoning attacks against black-box agents
and a population of independent agents. Compared to SOTA reward-poisoning
attacks, TEPA shows comparable attack performance without assuming access to
the victim’s perception and memory, and it effectively poisons a variety of RL

algorithms rather than targeting a specific one.

109



110 6.1. Conclusion

In chapter 4, we propose a double-black-box environment-poisoning attack (DBB-
EPA), only assuming the attacker’s ability to alter environment hyper-parameters.
Considering that environment alteration comes at a cost, we seek minimal poisoning
in an unknown environment and aim to force a black-box RL agent to learn an
attacker-designed policy. To this end, we incorporate an inference module in our
framework to capture the internal information of an unknown RL system and,
accordingly, learn an adaptive strategy based on an approximation of our attack
objective. The DBB-EPA has been shown to be effective against tabular-RL agents
as well as deep-RL agents in discrete state as well as continuous state domains. As
the DBB-EPA is independent of the victim’s learning mechanism and environment
model, it is a more realistic way of exposing the shortcomings of RL algorithms in

poisoned environments.

In chapter 5, we propose a policy-resilience mechanism that enables an RL agent
to recover its policy from environment-poisoning attacks. Policy resilience consists
of three stages, namely preparation, diagnosis, and recovery. At the preparation
stage, the critical knowledge of the deployment-environment structure is extracted,
which is shared with the agent so that it can efficiently learn the dynamics model of
the deployment environment at the diagnosis stage. During the recovery stage, the
agent uses imagined trajectories derived from the dynamics model to restore the
deployment capability of the poisoned policy. In the policy-resilience mechanism,
the extraction and sharing of the environmental knowledge are achieved by design
of a federated framework in conjunction with a meta-learning mechanism. Based on
an empirical evaluation of our policy-resilience mechanism, we demonstrate that
a poisoned policy can be restored to perform optimally during deployment. In
light of the idea of knowledge sharing, the proposed policy-resilience mechanism
is a resource-saving and time-efficient solution for the addressing harmful effects

caused by environmental poisoning.

In summary, this thesis investigates the security issues arising from environment
dynamics on the learning of RL policies in terms of poisoning and resilience, which

contributes to the development of secure RL.
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6.2 Future Directions

In the future, there may be four possible directions for further research, including

the following:

e investigation of policy poisoning on multiple RL agents that interact in a

common environment;
e development of attack generalization for multi-task RL agents;
e improvement of learning efficiency of an adaptive attack strategy;

e cnhancement of protection solutions against environment-poisoning attacks.

We briefly describe each research direction in the follow.

Policy Poisoning in Multiple Agents. Currently, we have investigated the
environment-poisoning attacks against a population of independent RL agents, at-
tempting to induce a common attacker-desired policy throughout the population.
Our future research will focus on multiple RL agents that interact in a common
environment, such as soccer games and swarm robots. Instead of uniformly manip-
ulating each agent’s policy individually, we could manipulate the common environ-
ment to induce the whole team to reach an attacker-desired objectives. In addition,
we may intentionally influence the learning of one agent’s behaviour by using the
relationships (e.g., cooperation or competition) or communications among team-
mates, and in this case, the teammates’ behaviour is generally considered part of

the agent’s environment.

Attack against Multi-tasks Agents. Our environment-poisoning attack strat-
egy has been demonstrated to be effective for various RL victims regardless of their
learning algorithms, however, it is only effective for a specific RL task. Using a 3D
grid world as an example, the attack strategy can successfully poison the victims
who are performing the same navigation tasks as the proxy agent. In contrast,
our future research attempts to generalize the attack strategy to a variety of RL
tasks within the same environment. In such a scenario, the attacker-desired policy

is not fixed and specific, rather it could become a behaviour rule. In the case of
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3D navigation, we expect all victims can be poisoned by a single attack strategy,
regardless of their starting point and destination, i.e., the strategy is effective for

a variety of navigation tasks within the same environment.

Learning Efficiency of Attack Strategy. In current work, the learning effi-
ciency of an attack strategy is a potential concern due to either the sample efficiency

or the environment complexity.

First, the current attack strategy is learned using deep RL algorithms (e.g., DQN
and DDPG) that requires a large number of samples. To avoid the sampling burden,
it is possible to adopt model-based algorithms to train the attacker’s strategy.
Since model-based algorithms require dynamics models, the key challenge is the
knowledge of the attacker’s dynamics, i.e., how the victim updates policy given a
poisoned training environment. The latent space model [116] is a potential solution

to represent the attacker’s dynamics system.

Second, learning an attack strategy is increasingly difficult as the RL agent’s envi-
ronment becomes more sophisticated, the attacker’s action space becomes larger,
or the attacker-desired behavior becomes more complex. To address this concern,
we would adopt curriculum learning [58, 117] to efficiently learn attack strategy in
the future work. For example, we could first split the attacker-desired behaviour
into sub-behaviours and design a sequence of subsets automatically. Accordingly,
the attacker could learn to enforce the sub-desired behaviour and transfer its at-
tack skills along the sequence of target subsets, until it is able to enforce the whole

attacker-desired behaviour on the victim.

Enhancement of Protection Solutions. In order to enhance protection solu-

tions, there are three important directions that should be considered.

First, this thesis focuses on policy resilience against environment-poisoning attacks.
Besides, it is also possible to apply the principle of our solution to the attack caused
by perturbed reward functions. As an example, critical knowledge of reward func-
tions can be extracted and shared within the federated framework, which allows
an accurate evaluation of reward functions to lead to imagined trajectories for re-

covering policy performance. As such, in future work, we are going to empirically
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investigate how policy-resilience mechanisms perform against reward-poisoning at-

tacks during training.

Second, we currently assume that the security of the federated design can be guar-
anteed, so we can focus on investigating RL security issues. In the future, it is
our intention to explicitly consider the potential security threats present in the

federated framework and implement appropriate protection techniques.

Third, a policy-robustness solution against environmental poisoning would also be
an imperative direction to pursue in the future. Note that a blind robustness to all
changes in training environments is not an optimal strategy. This is primarily due
to the fact that changing the training environment is a common method for im-
proving the generalization of RL policies. As such, we expect the policy-robustness
solution to be able to identify whether changes to the training environment are ma-

licious or natural, and accordingly decide whether to remain robust or adapt.
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