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Abstract

This paper studies the active fault tolerant load frequency control of multi-area power sys-
tems with electric vehicles under deception attacks. An integrated design of fault estimation
and fault-tolerant control is proposed to guarantee the stability of the system under sen-
sor faults and deception attacks. Considering the uncertainty caused by the demand of the
owner and the state of the battery, a multi-area power system model is proposed. Then, an
active fault tolerant load frequency control scheme is designed. The proportional-derivative
sliding mode observer is used to estimate the fault and system status in real-time. During
the fault occurrence, the estimated value obtained by the observer is utilized to design
the controller without any fault diagnosis scheme, which simplifies the controller design
process. A sufficient Lyapunov-Krasovskii criterion is derived to ensure the stability per-
formance of the multi-area power system. Finally, simulation examples are provided for a
three-area power system contains electric vehicles, and the results prove the correctness
and feasibility of the proposed fault-tolerant control scheme.

1 INTRODUCTION

Frequency deviates from nominal values directly affect the oper-
ation, safety and reliability of the system [1]. Load frequency
control (LFC) is an important part of automatic power gener-
ation control (AGC). It has been proven to be very effective
in controlling power system frequency stabilization [2–6]. In
recent years, a large number of electric vehicles have been
injected into the grid due to environmental pollution and the
depletion of fossil fuels. However, the random and uncoordi-
nated charging of electric vehicles will increase the demand in
the power system [7]. With the development of vehicle-to-grid
(V2G) technology, the EVs are used to participate in the fre-
quency regulation of power systems because the battery of EVs
have the characteristics of faster response and adjustment speed
than traditional generator sets [8]. In [9], the authors studied the
participation of EVs in smart grid frequency regulation as con-
trollable loads. The results show that EVs have the sufficient
frequency regulation capability. Due to the limited capacity of
a single EVs, a large number of EV participating system fre-
quency modulation should be aggregated by an EV Aggregator
(EVA) [10]. In [11], the authors proposed an integrated EVs
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management method developed by EV aggregators, which can
manage the charge/discharge operations of EVs fleets and pro-
vide frequency re-services. The battery’s state of charge (SOC)
is the ratio between stored energy and its capacity, which is an
important feature of EVs [12]. In fact, when EVs take part in
frequency regulation of the power system, we should also con-
sider the requirements of the owners. Therefore, the SOC value
of EVs should be controlled within a reasonable range. SOC
is closely related to EVs gain, which determines EVs output
power deviation [13]. Besides, EVs gain should vary within the
expected range. In related studies, EVs gain is simply treated
as constant [14–16]. A robust frequency control scheme was
proposed in [17] for the power system model in which the
uncertainty caused by the change of battery state of charge
was considered. However, modern power networks are often
in harsh environments such as high voltage and high magnetic
field, leading to the failure of related actuators, sensors and con-
troller modules. This may cause the system to lose the expected
performance index and cause huge losses, but such problems
are not considered in the above literature.

Fault tolerant control can ensure the safe operation of
the controlled system when faults occur [18]. Among related
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researches, fault-tolerant control was used in different areas,
such as islanded microgrids [19], satellite attitude control sys-
tems [20], wind turbines [21], and battery storage systems [22].
Therefore, we propose fault tolerant load frequency control
to improve the safety and reliability of power system. In [23],
the fault tolerant load frequency control scheme with known
and unknown actuator faults was designed for multi-area wind
power generation system. In [24], the authors constructed a
novel actuator fault model in which contains linear and non-
linear terms, and a corresponding fault-tolerant control scheme
was proposed to analyze the performance of the novel model.
However, the [23] and [24] adopts passive fault-tolerant control
(PFTC), which is highly limited and only effective for known
faults. On the contrary, after detecting the fault information of
the controlled system in the fault detection and identification
link, the active fault-tolerant control (AFTC) adjusts the struc-
ture and parameters of the controlled system online to achieve
the desired performance index. It can achieve better robust-
ness and fault acceptability than PFTC [20]. In [25], the AFTC
problems of the multi-area power system under sensor fault was
studied. In [26], AFTC based on interval observer was designed
to solve the problem of LFC and sensor fault tolerance control
in power grid. However, these methods require a fault diag-
nosis scheme that is sensitive to changes in model parameters
and operating conditions. This paper mainly introduces the inte-
grated design of fault estimation (FE) and AFTC, which can
directly estimate the fault component of the system. When the
fault estimate value is non-zero, the fault diagnosis result is auto-
matically indicated and there is no need for additional complex
fault diagnosis scheme.

Modern power systems usually use open communication
networks. Therefore, it is more vulnerable to communication
channel interference, false data injection, load change of power
system and other malicious attacks [27]. Deception attacks
destroy data integrity by replacing the normally transmitted data
in the communication channel with fake data [28]. It poses a
great threat to the safe operation of power system. At present,
there has been increasing attention to the study of deception
attacks [29–31]. The load frequency control problem of net-
worked power system with random deception attack and limited
bandwidth was studied [29]. In [30], the problem of load fre-
quency control under mixed network attacks was studied. The
security control of large-scale systems under joint attacks was
studied in [31]. The considered attacks could happen in both
sensor-to-observer and controller-to-actuator. It is worth not-
ing that the LFC problem of multi-area power systems with
electric vehicles that involve sensor faults and deception attacks
has not been well studied, which is the motivation for this paper.

In this paper, an active fault-tolerant LFC strategy is pro-
posed for multi-area power systems with EVs under deception
attacks and sensor faults. The main contributions of this paper
can be outlined as follows:

1) A power system model including electric vehicles, deception
attack and sensor fault is built. Compared with [14–16], the
EVs model considers the demands of EV owners and the
impact of SOC.

2) A proportional-derivative sliding mode observer is applied
to integrate the design of fault estimation and fault tolerance
control. Compared with [26], the observer is used to esti-
mate the fault and system state simultaneously, which does
not require additional complicated fault diagnosis.

3) A multiple Lyapunov function is constructed, and then the
stability criterion of the multi-area power system is estab-
lished by Lyapunov theory and matrix inequalities, where the
obtained result is less conservative than that of [25].

The rest of this paper is organized as follows. In Section 2,
we present our problem statement and some technical prelimi-
naries. Our main theoretic framework and proofs are presented
in Section 3. Numerical examples and simulations are presented
to verify our methods in Section 4. Finally, Section 5 concludes
the paper.

2 PROBLEM FORMULATION

In recent years, due to the gradual depletion of fossil fuels,
EVs have been widely used. Aggregated electric vehicles can
be used to participate in frequency regulation of the power
system. When the grid load is too high, the EVs are dis-
charged to the grid. When the grid load is too low, the EVs
are charged by the grid to ensure the stability of the system
frequency. Because the power provided by one EV is too low,
the EVA is used to aggregate and control a large number
of EVs. Firstly, the EVA collects information about the EVs
from the charging-discharging stations and sends it to the LFC
control center. Then the control center processes the informa-
tion to make a decision and sends the command to the EVA.
Finally, the EVA controls the orderly charging and discharging
of the EVs according to the adjustment command. Thereby
achieving the purpose of frequency regulation, as shown in
Figure 1.

2.1 Electric vehicle model

The information contains the minimum expected battery charge
to leave the grid SOCexp, the dwell time Tp, and the initial SOC of
the battery SOC0. The charging time of an electric vehicle from
SOC0 to SOCexp can be expressed as

Tct =
Qev (SOCexp − SOC0)

𝜂cPlim
, (1)

where Qev is the battery capacity of EVs, 𝜂c is the charging
efficiency, Plim is the limitation of EVs charging and discharg-
ing power. Obviously, only if Tct < Tp, the EVs can provide
frequency regulation service.

The deviation of power output for the ith EV battery system
is described by

Ṗei (t ) = −
1

Tei
Pei (t ) +

Kei

Tei
ui (t ), (2)
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FIGURE 1 Multi-area power systems with electric vehicles.

FIGURE 2 Dynamic model of the ith in multi-area power scheme.

where we assume that all EVs have the same time-constant Tei ,
Kei is the EV gain and the system input u(t ) is reallocated equally
to each EV as ui (t ) = u(t )∕N . And N is the total number of
EVs. Accordingly, the aggregated EVs can be modeled as a first-
order dynamic model. Hence, the deviation of power output for
the aggregated EVs is obtained as

Ṗe (t ) = −
1
Te

Pe (t ) +
Ke

Te
u(t ), (3)

where aggregated EVs gain is Ke =

N∑
i=1

Kei

N
.

Individual EV gain Kei is determined by frequency and bat-
tery SOC. To prevent overcharging (over discharging), if the
SOC is almost full (almost empty), no high power charging (dis-

charging) should be done. Therefore EV gain Kei is modeled as

{
Kei = Km

(
1 −

(
SOCi − SOClow(high),i

SOCmax(min),i − SOClow(high),i

)2)
, (4)

where Km is the maximum gain of EV, and SOCi , SOClow,i ,
SOChigh,i , SOCmin,i and SOCmax,i denote the current, known low
and high, known minimum and maximum battery SOC of the
ith EV, respectively. Therefore, Kei is

Kei = Km − Kmgi (t ). (5)

Assuming that at any time t , there are N EVs participating in
the multi-area power system, the aggregated EVs gain can be
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obtained as

Ke =

N∑
i=1

Kei

N
= Km − g(t )Km, (6)

where gi (t ) is a time-varying function related to the current SOC
value.

gi (t ) =

(
SOCi − SOClow(high),i

SOCmax(min),i − SOClow(high),i

)2

, (7)

and g(t ) =
∑N

i=1 gi (t )∕N is the average of N different values
gi (t ).

Therefore, the power output deviation of the aggregated EVs
can be obtained

Ṗe (t ) = −
1
Te

Pe (t ) +
Km

Te
u(t ) −

g(t )Km

Te
u(t ). (8)

2.2 Power system model with sensor fault

The ith area multi-area electric power system simplified model
is given in Figure 2. Based on signal transmission, the dynamic
equation of the system can be obtained as follows

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Δ ḟi (t ) =
1

Mi
(ΔPmi (t ) + ΔPei (t ) − ΔPtie−i (t )

− ΔPLi (t )) −
Di

Mi
Δ fi (t )

ΔṖmi (t ) =
1

Tmi
(ΔPgi (t ) − ΔPmi (t ))

ΔṖgi (t ) =
1

Tgi
(u(t ) − ΔPgi (t ) −

1
Ri
Δ fi (t )

− ΔACEi (t − h(t )))

ΔṖei (t ) = −
1

Tei
Pei (t ) +

Kmi

Tei
u(t ) −

g(t )Kmi

Tei
u(t )

∫ AC Ei (t ) = ki𝛽iΔ fi + kiΔPtie−i

ΔṖtie−i (t ) = 2𝜋
N∑

j=1,i≠1
ΔTi jΔ fi

, (9)

where the meaning of the symbols are listed in Table 1.

Remark 1. The multi-area power system consists of the conven-
tional generator and the EVA. The traditional generator consists
of generator, turbine and governor. According to Figure 2, the
transfer function of the power system can be obtained. By
applying the Laplace transform of the transfer function, Equa-
tion (9) can be obtained. The treatment method can be referred
to [3, 4].

TABLE 1 Symbols of the system model.

Δ fi Frequency deviation

ΔPmi Mechanical power change

ΔPei EVs output power change

ΔPgi Governor output change

ΔPLi Disturbance of load

Mi Equivalent inertia constant

Di Equivalent damping coefficient

Tgi Time-constant of governor

Tmi Time-constant of turbine

Tei Time-constant of EVs

Ri Speed droop

𝛽i Frequency bias factor

ΔPtie−i Power deviation of tie-line

Kmi The maximum gain of EVs

Ti j Synchronizing coefficient of tie-line

Thus, the state space function can be represented as

⎧⎪⎨⎪⎩
ẋ(t ) = Ax(t ) + Ad x(t − h(t )) + (B + ΔB(t ))u(t )

+ Dw(t )

y(t ) = Cx(t ),

(10)

where

xi (t )=

[
△ fi △ Pmi △ Pgi △ Pei △ Ptie−i ∫ AC Ei

]T

,

yi (t ) =

[
ACEi ∫ AC Ei

]T

, 𝜔i (t ) = ΔPLi ,

A=

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

−
D

M
0

1
M

1
M

0 0

−
1

RgTg
−

1
T g

0 0 0 0

0
1
T g

−
1
T g

0 0 0

0 0 0 −
1
T e

0 0

2𝜋
∑N

j=1,i≠1 ΔTi j 0 0 0 0 0

𝛽 0 0 0 1 0

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Ad=

⎡⎢⎢⎢⎢⎣
02x5 02x1

01x5 −
1
T gi

03x5 03x1

⎤⎥⎥⎥⎥⎦
,B =

[
0
𝛼gi

Tgi
0
𝛼eiKmi

Tei
0 0

]T

,

ΔB(t ) = Hg(t )E ,H =

[
0 0 0 −

Kmi

Te
0 0

]T

,
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LIU ET AL. 113

E = [1 0 0 0 0 0],D = [−1∕M 0 0 0 0 0]T ,

C̄=

[
𝛽 0 0 0 1 0

0 0 0 0 0 1

]
.

Considering the existence of delay in actual transmission, h(t ) is
defined to represent the time delay. And h(t ) is a time-varying
differentiable function as follows

0 ≤ h(t ) ≤ h, 0 ≤ ḣ(t ) ≤ 𝜙 ≤ 1.

Considering the influence of sensor failure, the system state
equation can be rewritten as

⎧⎪⎨⎪⎩
ẋ(t ) = Ax(t ) + Ad x(t − h(t )) + (B + ΔB(t ))u(t )

+ Dw(t )

y(t ) = Cx(t ) + fs (t )

, (11)

where fs (t ) represents the sensor fault, which is satisfies‖ fs (t )‖ ≤ 𝛼 and 𝛼 is a known constant [25].

2.3 Deception attack

Compared to traditional, modern deregulated power system
load frequency control schemes use open communication facili-
ties. The output signal under deception attacks can be described
as

y(t ) = Cx(t ) + fs (t ) + fag(t ), (12)

where fag(t ) stands for the deception attack launched by
the adversary.

From the attacker’s point of view, they are more willing to
attack when the system is stable than when the system state
close to stable situation. Therefore the system remains unstable
for a long time, the attack status is as follows

fag(t ) =

{
−aCx(t ) + 𝜑(t ) |Δ fi | < 𝜐

0 otherwise
, (13)

where 𝜑(t ) is an unknown-but-bounded injected signal satisfy-
ing ‖𝜑(t )‖ ≤ 𝜎. a, 𝜎 and 𝜐 are given positive scalars. When the
system frequency satisfies |Δ fi | < 𝜐, the system is considered
stable and the adversary sends an attack signal.

Therefore, the system state space function can be expressed
as

⎧⎪⎨⎪⎩
ẋ(t ) = Ax(t ) + Ad x(t − h(t )) + (B + ΔB(t ))u(t )

+ D𝜔(t )

y(t ) = Cx(t ) + fs (t ) + fag(t )

. (14)

Before proceeding with the main results, we present the fol-
lowing definition and lemmas, which play an important role in
the proof of the main result.

Definition 1. For w(t ) = 0, if there is a continuous first-
order partial derivative of V (t ), and V (t ) is positively definite
and V̇ (t ) is negatively definite, then the system (14) is
asymptotically stable. Besides, H∞ performance is guaranteed
under the condition of zero initial state, if the inequal-
ity ‖y(t )‖2 ≤ 𝛾‖w(t )‖2 holds, in which 𝛾 > 0 is a pregiven
constant.

Lemma 1 [32]. For a positive definite matrix R > 0, any continuously

differentiable function x ∶ [a, b] ⟶ℝn,the following inequality holds

∫
b

a

ẋT (s)Rẋ(s) ≥ 1
b − a

𝛿R̃𝛿,

where R̃ = diag{R, 3R, 5R} and

𝛿 = col

{
x(b) − x(a), x(b) + x(a) −

2
b − a ∫

b

a

x(s)ds, x(b)

−x(a) −
6

b − a ∫
b

a

x(s)ds

}
.

Lemma 2 [33]. For any x, y ∈ ℝ and positive scalar 𝜀, we have

2yT x ≤ 𝜀xT x +
1
𝜀

yT y.

3 MAIN RESULTS

3.1 PD sliding mode observer design

An efficient observer is proposed for the extended system
(14), which can estimate both the original state and the sensor
fault value.

In order to facilitate further analysis, the following matrix is
constructed

E=

⎡⎢⎢⎢⎢⎣
In 0 0

0 Ip 0

0 0 0

⎤⎥⎥⎥⎥⎦
, Ā=

⎡⎢⎢⎢⎢⎢⎣

A 0 0

0 −Ip 0

0 0 −Iq

⎤⎥⎥⎥⎥⎥⎦
,

B̄=

⎡⎢⎢⎢⎢⎣
B

0

0

⎤⎥⎥⎥⎥⎦
, ΔB̄=

⎡⎢⎢⎢⎢⎣
ΔB

0

0

⎤⎥⎥⎥⎥⎦
, D̄=

⎡⎢⎢⎢⎢⎣
D

0

0

⎤⎥⎥⎥⎥⎦
,
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C̄=

⎡⎢⎢⎢⎢⎢⎣

C

Ip

Iq

⎤⎥⎥⎥⎥⎥⎦

T

,N=

⎡⎢⎢⎢⎢⎢⎣

0 0

Ip 0

0 Iq

⎤⎥⎥⎥⎥⎥⎦
,G1=

⎡⎢⎢⎣
1

0

⎤⎥⎥⎦
T

,

G2=
⎡⎢⎢⎣

0

1

⎤⎥⎥⎦
T

, f̄ =
[

fs + ḟs
]
, x̄(t )=

⎡⎢⎢⎢⎢⎣
x(t )

fs (t )

fag(y(t ))

⎤⎥⎥⎥⎥⎦
.

Then, an augmented state space function based on (14) can
be obtained

⎧⎪⎪⎨⎪⎪⎩
E ̇̄x(t ) = Āx̄(t ) + Ad x(t − h(t )) + (B̄ + ΔB̄(t ))u(t )

+ NG1 f̄ (t ) + NG2 fag(t ) + D̄w(t )

y(t ) = C̄ x̄(t )

. (15)

It can be observed that the matrices satisfies the following
properties

rank

[
E

C̄

]
= rank

⎡⎢⎢⎢⎢⎣
In 0

0 0

C Ip

⎤⎥⎥⎥⎥⎦
= n + p.

There exists a matrix L̄D = [0p×n W ]T such that the matrix
S̄ is nonsingular

S̄ = (E + L̄DC̄ ).

Now, the PD sliding mode observer-based power system
model can be given as

⎧⎪⎪⎪⎨⎪⎪⎪⎩

S̄ ̇̄z (t ) = (Ā − L̄PC̄ ) ̂̄x(t ) + (Ād − L̄H C̄ ) ̂̄x(t − h(t ))

+ (B̄ + ΔB̄(t ))u(t ) + L̄P y(t )

+ L̄H y(t − h(t )) + L̄sus (t ) + D̄w(t )

̂̄x(t ) = z̄ (t ) + S̄−1L̄Dy(t )

, (16)

where z̄ (t ) = [zT
x (t ), zT

s (t )]T denotes the intermediate variable
and x̄(t ) = [x̂T (t ), f̂ T

s (t )]T denotes the estimation of x̄(t ), L̄P ,
L̄D , L̄s represent the observer gains. What is more, us (t )and L̄s

are designed to eliminate the effects of sensor failure and keep
the system stable.

Remark 2. The fault diagnosis is sensitive to the change
of model parameters and operating conditions, but the sys-
tem state and fault signal can be estimated simultaneously

by PD sliding mode observer. When the fault estimate is
non-zero, it indicates that the system has failed. Therefore,
there is no need to design additional complex fault diagno-
sis scheme. In addition, PD sliding mode observer has the
advantages of fast response, good transient performance and
insensitivity to interference. Based on the above description, PD
sliding mode observer is widely used to solve fault tolerance
problems [25, 34].

Based on (16), we have

S̄ ̇̄̂x(t ) =(Ā − L̄PC̄ ) ̂̄x(t ) + (Ād − L̄H C̄ ) ̂̄x(t − h(t ))

+ (B̄ + ΔB̄(t ))u(t ) + L̄P y(t ) + L̄sus (t )

+ L̄H y(t − h(t )) + L̄Dẏ(t ) + D̄w(t ).

(17)

Similarly, adding L̄Dẏ(t ) on both sides of (15), we can get

S̄ ̇̄x(t ) =(Ā − L̄PC̄ )x̄(t ) + (Ād − L̄H C̄ ) ̂̄x(t − h(t ))

+ (B̄ + ΔB̄(t ))u(t ) + L̄P y(t ) + NG1 f̄ (t )

+ L̄H y(t − h(t )) + NG2 fag(t )

+ L̄Dẏ(t ) + D̄w(t ).

(18)

Furthermore, defining ē(t ) = ̂̄x(t ) − x̄(t ) and subtracting
(17) to (18), we can obtain that

S̄ ̇̄e(t ) =S̄ ̇̄̂x(t ) − S̄ ̇̄x(t )

=(Ā − L̄PC̄ )ē(t ) + (Ā − L̄H C̄ )ē(t − h(t ))

− NG1 f̄ (t ) − NG2 fag(t ) + L̄sus (t ).

(19)

The sliding mode surface is first defined as follows

se = N̄ T S̄−T Pē(t ), (20)

and for each positive P is designed to satisfy N̄ T S̄−T P = HC̄ .
For further, us (t ) is designed as

us (t ) = (−𝜆 + G1𝛼 + G2𝜎)sgn(se (t )). (21)

3.2 Active fault-tolerant controller design

A proportional differential sliding mode observer is designed
which can simultaneously estimate system status and fault value.
Next, the main work is to design a fault-tolerant controller to
stabilize the system frequency.
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LIU ET AL. 115

Using ̂ACE as the input of the controller, the PI-type
controller is designed as follows

u(t ) =Kp
̂ACE (t ) + KI ∫ ̂ACE (t )

=K ŷ(t ) = KC x̂(t ).

(22)

Therefore, the system state function (14) can be rewritten
as

ẋ(t ) =Ax(t ) + Ad x(t − 𝜏(t )) + (B + ΔB(t ))u(t ) + Dw(t )

=Ax(t ) + Ad x(t − 𝜏(t )) + (B + ΔB(t ))(KC x̂(t ))

+ Dw(t )

=Ax(t ) + Ad x(t − 𝜏(t )) + (B + ΔB(t ))KCx(t )

− (B + ΔB(t ))KCx(t ) + (B + ΔB(t ))KC x̂(t )

+ Dw(t )

=(A + (B + ΔB(t ))KC )x(t ) + Ad x(t − 𝜏(t ))

+ (B + ΔB(t ))KCex (t ) + Dw(t )

=(A + (B + ΔB(t ))KC )x(t ) + Ad x(t − 𝜏(t ))

+ (B + ΔB(t ))KCUe(t ) + Dw(t ).
(23)

Then, the overall closed-loop multi-area power system is
formulated in the following form

⎧⎪⎪⎪⎨⎪⎪⎪⎩

ẋ(t ) = (A + (B + ΔB(t ))KC )x(t ) + Ad x(t − 𝜏(t ))

+ (B + ΔB(t ))KCU ē(t ) + Dw(t )

S̄ ̇̄e(t ) = (Ā − L̄PC̄ )ē(t ) + (Ā − L̄H C̄ )ē(t − 𝜏(t ))

− NG1 f̄ (t ) − NG2 fag(t ) + L̄sus (t )

. (24)

3.3 Stability analysis

To facilitate in presenting our conditions, we denote

𝜂(t )=

[
x(t ) ∫

t

t−h

x(s)ds ∫
t

t−h
∫

t

s

x(u)duds

]T

,

𝜍(t )= [x(t ) ẋ(t ) x(t − h(t )) x(t − h)

1
h ∫

t

t−h

x(s)ds ē(t ) ē(t − h) ē(t − h(t ))]T ,

ei=
[
0n×(i−1)n I 0n×(9−i )n

]
,

Γ1=

[
e1 he5

h2

2
e6

]T

, Γ2= [e2 e1 − e4 h(e1 − e5)]T ,

G0=

⎡⎢⎢⎢⎢⎣
I 0 0 −I 0 0 0 0

I 0 0 I −2I 0 0 0

I 0 0 −I −6I 0 0 0

⎤⎥⎥⎥⎥⎦
.

Theorem 1. For given scalars h̄, 𝜇, 𝜀1, power system (24) is asymp-

totically stable with an H∞ performance index 𝛾 > 0 if there exist

real symmetric matrix Z > 0, P > 0, Q1 > 0, Q2 > 0, Q3 > 0,

Q4 > 0, R > 0 and appropriate dimension matrix M, U such that as

follows

Γ=

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

Σ1 Σ2 eT
0 C T ΘD

0 −
𝜀1

1+𝜇
I1 0 0

0 0 −I2 0

0 0 0 0

0 0 0 −𝛾2I3

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
< 0, (25)

N T S−T P = UC , (26)

where

Σ1 = Λ1 − Λ2 + Λ3 + Λ5 + Λ6 + Λ7 + Λ8,

Λ1 = 2ΓT
1 ZΓ2 + eT

1 (Q1 + Q2)e1 − eT
3 Q1e3 − eT

4 Q2e4

+ h2eT
2 Re2,

Λ2 = G T
0 R̃G0, R̃ = diag{R, 3R, 5R},

Λ3 = 2Θ[(A + BKC )e1 + Ad e3 − e2],

Λ5 = 𝜀1eT
1 M T

1 HH T M1e1 + 𝜀1𝜇eT
2 M T

1 HH T M1e2,

Λ6 = 2eT
7 PS−1[Ah + 0.5NG2Ce1] + eT

7 (Q3 + Q4)e7

− eT
8 Q3e8 − eT

9 Q4e9,

Λ7 = 2ΘBUe7, Λ8 =
1 + 𝜇

𝜀1
e7C T K T U T ET EUKCe7,

Σ2 = eT
1 C T K T ET ,

Θ = eT
1 M T

1 + eT
2 𝜇M T

1 ,

Ah = (Ā − L̄PC̄ )e7 + (Ā − L̄H C̄ )e8.

Proof. The Lyapunov-functional is considered as

V (t ) = Vx (t ) +Ve (t ), (27)
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116 LIU ET AL.

where

Vx (t ) =𝜂T (t )Z𝜂(t ) + ∫
t

t−h(t )
x(s)T Q1x(s)ds

+ ∫
t

t−h

x(s)T Q2x(s)ds

+ h∫
t

t−h
∫

t

s

ẋ(s)T Rẋ(s)dsdt

Ve (t ) =2eT (t )Pė(t ) + eT (t )(Q1 + Q2)e(t )

− eT (t − h(t ))Q1e(t − h(t ))

− eT (t − h̄)Q2e(t − h̄).

Taking the derivation of V (t ), we have

V̇x (t ) = 𝜍T (t )Λ1𝜍(t ) − h2 ∫
t

t−h

xT (s)Rx(s)ds

V̇e (t ) = 𝜍T (t )Λ6𝜍(t ) + 2eT
7 PS−1[Lsus (t ) − NG1 f (t )

− NG2𝜑(t )].

(28)

By Lemma 1, the integral term in (28) can be processed as

−h∫
t

t−h

xT (s)Rx(s)ds ≤ −𝜍T (t )Λ2𝜍(t ). (29)

By applying free-weighting matrix technique [33], we have the
following equality

2
[
xT (t )M T

1 + ẋT (t )𝜇M T
1

]
× [(A + (B

+ ΔB(t ))KC )x(t ) + Ad x(t − h(t ))

+ (B + ΔB(t ))KCU ē(t )

+ Dw(t ) − ẋT (t )] = 0.

(30)

Therefore, the Equation (30) can be expressed as

𝜍T (t )(Λ3 + Λ4 + Λ7)𝜍(t )

+ 2𝜍T (t )ΘDw(t ) = 0.
(31)

By applying Lemma 2, we can obtain that

Λ4 = 2[eT
1 M T

1 + eT
2 𝜇M T

1 ] × [ΔB(t )KCe1

+ ΔB(t )Ne7]

≤ 2𝜀1eT
1 M T

1 Hg(t )g(t )H T M1e1

+
1
𝜀 1

(KCe1 + KCUe7)T ET E (KCe1 + KCUe7)

+ 2𝜀1𝜇eT
2 M T

1 Hg(t )g(t )H T M1e2

+
𝜇

𝜀 1
(KCe1 + KCUe7)T ET E (KCe1 + KCUe7)

= Λ5 + Λ8 +
1 + 𝜇

𝜀1
eT
1 C T K T ET EKCe1.

(32)

We define Ls = S̄P−1C T U T , N T S−T P = UC and (29) can
be processed as

2eT
7 PS̄−1[L̄sus (t ) − NG1 f̄ (t ) − NG2𝜑(t )]

= 2eT
7 C T U T us (t ) − 2eT

7 PS̄−1NG1 f̄ (t )

− 2eT
7 PS̄−1NG2𝜑(t )

≤ −2𝜆 ∥ se (t ) ∥ .

(33)

Combining (27) to (33), we can get

V̇ ≤ 𝜍(t )Γ𝜍T (t ) − yT (t )y(t ) + 𝛾2wT (t )w(t ). (34)

If the matrix inequality (25) holds, the (34) can be processed as

V̇ (t ) ≤ −yT (t )y(t ) + 𝛾2wT (t )w(t ). (35)

The integration of both sides of (35), we can get

V (+∞) −V (0)

≤ ∫
∞

0
𝛾2wT (t )w(t )dt − ∫

∞

0
yT (t )y(t )dt .

(36)

Under initial condition V (0) = 0, the following inequality can
be obtained

∫
+∞

0
yT (t )y(t )dt ≤ ∫

∞

0
𝛾2wT (t )w(t )dt . (37)

Hence, we have ‖y(t )‖2 ≤ 𝛾‖w(t )‖2 for w(t ) ≠ 0. Based on
Definition 1, there exists a scalar 𝜖 > 0 such that V̇ (x(t )) ≤
−𝜖‖x(t )‖2. Therefore, the proposed active fault-tolerant LFC
can guarantee the multi-area power system asymptotically stable.
This completes the proof. □

Theorem 2. For given scalars h̄, 𝜇, 𝜀1, if there exist real symmetric

matrix Z̄ > 0, P > 0, Q̄1 > 0, Q̄2 > 0, Q3 > 0, Q4 > 0, R > 0
and matrix X ,W ,V ,U ,Y ,YH such that as follows
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LIU ET AL. 117

Γ̄=

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

Σ̄1 Σ̄2 eT
1 X T C T ΘD

0 −
𝜀1

1+𝜇
I1 0 0

0 0 −I2 0

0 0 0 0

0 0 0 −𝛾2I3

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0, (38)

⎡⎢⎢⎣
−𝜎1I (N T S−T P −UC )T

0 −I

⎤⎥⎥⎦ < 0, (39)

⎡⎢⎢⎣
−𝜎2I (VC −CX )T

0 −I

⎤⎥⎥⎦ < 0, (40)

where

Σ̄1 = Λ̄1 − Λ̄2 + Λ̄3 + Λ̄5 + Λ̄6 + Λ̄7 + Λ̄8,

Λ̄1 = 2ΓT
1 Z̄Γ2 + eT

1 (Q̄1 + Q̄2)e1 − eT
2 Q̄1e2

− eT
3 Q̄2e3 + h2eT

2 R̄e2,

Λ̄2 = G T
0 R̂G0, R̂ = diag{R̄, 3R̄, 5R̄},

Λ̄3 = 2Θ̄[(A + BKCX )e1 + Ad Xe3 − Xe2],

Λ̄5 = 𝜀1eT
1 HH T e1 + 𝜀1𝜇eT

2 HH T e2,

Λ6 = 2eT
7 PS−1[Ah + 0.5NG2Ce1] + eT

7 (Q3 + Q4)e7

− eT
8 Q3e8 − eT

9 Q4e9,

Λ̄7 = 2Θ̄BUe7, Λ8 =
1 + 𝜇

𝜀1
e7U T ET EUe7,

Σ2 = eT
1 X T C T K T ET ,

Θ̄ = eT
1 + eT

2 𝜇,

Ah = (Ā − L̄PC̄ )e7 + (Ā − L̄H C̄ )e8.

Then the power system (24) is asymptotically stable with an H∞ per-

formance index 𝛾 > 0, the controller gain K = WV −1 and the observer

gain L̄P = S̄P−1Y , L̄H = S̄P−1YH , L̄S = S̄P−1C T U T .

Proof. By defining X = M−1, Z̄ = XZX , Q̄1 = XQ1X , Q̄2 =
XQ2X , R̄ = XRX , and pre- and post-multiplying both side of
(25) with diag{X ,X , ⋅ ⋅ ⋅, I , I , I , I }, we can obtain (38). What is
more, for BKCX , EKCX , it is difficult to find observer gain K

because the matrix C is not invertible. Following the method in
[20], above problem can be transformed a minimization issue.
By defining WC = KCX , VC = CX , we can get

(VC −CX )T (VC −CX ) = 0

It can be further converted into (40) by using the Lemma 1
and the same can be found in (39). Hence the controller gain
matrix K can be described as K = WV −1. This completes the
proof. □

Remark 3. This paper mainly proposes LMI-based LFC. Com-
pared with the pole assignment method, we don’t require a set
of expected poles to calculate the controller gain. The con-
troller gain K = WV −1, observer gain L̄P = S̄P−1Y , L̄H =
S̄P−1YH , and L̄S = S̄P−1C T U T are obtained by solving the
LMI matrices in Theorem 2, which can be found in [23, 25].

3.4 Reachability of the sliding mode surface

In this subsection, in order to ensure the accessibility of the slid-
ing surface in the error estimation space, the following theorem
is proposed.

Theorem 3. If there exist parameter matrix U and matrices P with

appropriate dimension such that the constraints (38), (39) and (40) hold,

the sliding mode input us (t ) guarantees the sliding motion to be driven to

the sliding mode surfaces se = 0 in a finite time.

Proof. Defining F = NS−T , the Lyapunov-functional can be
considered as

V (t ) = 0.5sT
e

(
FPF T

)−1
se. (41)

Taking the derivation of the constructed Lyapunov function, we
can get

V̇ (t ) =sT
e (FPF )−1FPS−1 × [(Ā − L̄PC̄ )ē(t )

+ (Ā − L̄H C̄ )ē(t − 𝜏(t )) − NG1 f̄ (t )

+ aNG2Cx(t ) − NG2𝜑(t ) + L̄sus (t )].

(42)

Using Ls = S̄P−1C T U T and N T S−T P = UC , we can get

sT
e (FPF )−1FPS−1

×
[
L̄sus (t ) − NG1 f̄ (t ) − NG2𝜑(t )

]
≤ sT

e

[
us (t ) − G1 f̄ (t ) − G2𝜑(t )

]
≤ −𝜆 ∥ se ∥ .

(43)

Combining (42) and (43), we can get

V̇ (t ) ≤ −‖se (t )‖{𝜆 − ‖(FPF )−1FPS̄−1(Ā − L̄pC̄ )‖
× ‖ē(t )‖ − ‖(FPF )−1FPS̄−1aNG2‖y(t ))‖
− ‖(FPF )−1FPS̄−1(Ā − L̄hC̄ )‖‖ē(t − h(t ))‖}. (44)

Using Theorem 1, we can get ‖y(t )‖ ≤ 𝛾‖w(t )‖, then we define

𝜑 = ‖(FPF )−1FPS̄−1(Ā − L̄pC̄ ), (45)

 17518652, 2024, 1, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/cth2.12544, W

iley O
nline L

ibrary on [13/02/2024]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



118 LIU ET AL.

𝜓 = ‖(FPF )−1FPS̄−1(Ā − L̄hC̄ )‖, (46)

𝜉 = ‖(FPF )−1FPS̄−1aNG2‖. (47)

From (45) to (47), we can obtained

V̇s (t ) ≤ −‖se (t )‖{𝜆 − 𝜉𝛾‖w(t )‖ − 𝜑‖ē(t )‖
− 𝜓‖ē(t − h(t ))‖}. (48)

Then, we define the following domain as

Ω ≜
s⋂

i=1

Ω(𝜉, 𝜑, 𝜓), (49)

Ω(𝜉, 𝜑, 𝜓) ≜ {𝜆 − 𝜉𝛾‖w(t )‖ − 𝜑‖ē(t )‖
− 𝜓‖ē(t − h(t ))‖ > 0}. (50)

From (49) and (50), it is noticed that V̇ (t ) < 0 is in the domain
Ω. Furthermore, we have proved the stabilization of (25) in The-
orem 1. This implies that the trajectories of ē(t ) will enter Ω in
finite time and remains thereafter. Until now, we complete the
proof. □

4 NUMERICAL EXAMPLES

In this section, four cases are provided to verify the effective-
ness of the proposed active fault-tolerant LFC in the multi-area
power system with sensors faults and deception attacks. A
three-area power system model with EVs is established on the
Matlab/Simiulink environment.

The first one illustrates that the proposed active fault-tolerant
LFC can guarantee the stability of the power system under
deception attacks and sensor faults. The second one studies
the sensitivity analysis of the proposed active fault-tolerant LFC
with respect to the parameters. The third one studies that the
proposed active fault-tolerant LFC strategy has been compared
with the other LFC methods subject to the same condition. We
test the proposed active fault-tolerant LFC on IEEE 39-bus
system in the fourth one.

The parameters of the three-area power system are shown in
Table 2, which are similar to [25, 35]. What is more, defined the
T12 = 0.03, T23 = 0.02, T13 = 0.035, the upper bound of time-
varying delay h̄ = 0.01 s.

The number of EVs N (t ) participating in LFC is shown
in Figure 3. It can be seen that N change with time. The
SOC parameters of EVs are SOCmin,i = 10%, SOChigh,i = 85%.
Therefore, combine (7), the aggregated EVs gain is shown in
Figure 3.

Example 1. We design the active fault-tolerant LFC to ensure
the stability of the closed loop system (24) under deception
attack and sensor fault.

TABLE 2 Parameters of each area.

Parameter Area1 Area2 Area3

Mi 0.12 0.1 0.08

Di 2 1.5 2

Ri 2 1 1.8

Tmi 0.5 0.5 0.55

Tgi 0.15 0.25 0.2

Tei 1 1 1

Kmi 1 1 1

𝜀i 0.1 0.11 0.1

The deception attack is defined as 𝜑(t ) = 0.01 sin(1.8t ) and
𝜈 = 0.01, therefore

fag(t ) =

{
−0.5Cx(t ) + 0.01 sin(1.8t ) |Δ fi | < 0.01

0 otherwise
. (51)

Assuming that the fault time is from t = 5s to t = 12s and the
sensor fault is shown in Figure 4. We choose 𝛼1 = 𝛼2 = 𝛼3 =
0.6, 𝜎1 = 𝜎2 = 𝜎3 = 0.02, the adjustable parameters 𝜆1 = 𝜆2 =
𝜆3 = 1. The sliding mode input us (t ) is designed as

us1(t ) = us2(t ) = us3(t ) = (−0.5 + G10.6 + G20.02)sgn(se (t ))

The observer gain LD is designed as

LD1 = LD2 = LD3 =

[
0 0 0 0 0 0 1 0 1

0 0 0 0 0 0 0 1 1

]
.

Based on the Theorem 2, the observer gain LP , LH and
controller gain K can be obtained by the MATLAB toolbox.

LP1=

[
−3.23 4.06 −12.81 0.32 −0.11 −0.72

4.34 32.40 62.90 1.04 1.81 21.41

−278.43 −25.89 −2.47

517.20 44.62 23.14

]
,

LP2=

[
−3.27 5.66 −12.16 0.29 −0.12 −0.67

4.01 31.80 59.39 1.09 1.79 20.69

−280.65 −25.58 −2.13

496.50 41.70 21.45

]
,

LP3=

[
−2.95 9.67 −12.22 0.24 −0.16 −1.40

3.87 40.67 65.41 1.48 2.10 25.19

−304.16 −27.04 −2.54

569.37 45.82 25.00

]
,
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FIGURE 3 (a) Aggregated EVs gain Kei (t ); (b) number of EVs N (t ).
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FIGURE 4 The sensor fault of power system.

FIGURE 5 (a) The frequency deviation Δ fi ; (b) the tie-line power ΔPtie−i .

LH 1=

⎡⎢⎢⎢⎢⎣
02×1 02×1

0 −1.43

06×1 06×1

⎤⎥⎥⎥⎥⎦

T

,LH 2=

⎡⎢⎢⎢⎢⎣
02×1 02×1

0 −1.42

06×1 06×1

⎤⎥⎥⎥⎥⎦

T

,

LH 3 =

⎡⎢⎢⎢⎢⎣
02×1 02×1

0 −1.47

06×1 06×1

⎤⎥⎥⎥⎥⎦

T

.

The system estimates obtained by the observer were used for
controller design, and the system controller gain as

K1=

[
−1.02

−9.23

]T

,K2=

[
−1.08

−9.34

]T

,K3=

[
−1.15

−8.91

]T

.

We take the frequency deviation and the deviation of the tie-
line power as examples. The simulative results of the three-area
power system are shown in Figure 5. Therefore, it can be
seen that the proposed active fault-tolerant LFC can effectively
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FIGURE 6 The true and the estimated system
state in the first area: (a) the frequency deviation Δ f1;
(b) the tie-line power ΔPtie1; (c) the sensor fault fs1;
(d) the depletion attack fag1.

FIGURE 7 The true and the estimated sensor faults in the first area: (a) a square wave fault signal; (b) a triangular wave fault signal; (c) a sinusoidal fault signal;
(d) a rectangular wave fault signal.

ensure the stability of the system. We take the first area as an
example. Figure 6 shows the true and the estimated system state.
In Figure 6, the proposed observer can quickly and accurately
estimates the system state.

To further illustrate the effectiveness of the proposed PD
sliding mode observer, we consider four different fault signals
occurring in the system. We take the first area as an example.
The true and the estimated sensor faults are shown in Figure 7.
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FIGURE 8 The comparisons of observer
performance under different parameters.

FIGURE 9 The comparisons of system state
under different parameters: (a) the frequency
deviation Δ fi ; (b) the tie-line power ΔPtie−i .

FIGURE 10 (a) The frequency deviation Δ fi ;
(b) the tie-line power ΔPtie−i .

It is obvious that the proposed observer can effectively deal with
different types of fault signals.

Example 2. We study the sensitivity analysis of the proposed
active fault-tolerant LFC with respect to the some parameters.

The parameters of the system are identical to Example 1.
Firstly, the observer gain L̄D can be expressed as:

L̄D =

[
0 0 0 0 0 0 a 0 a

0 0 0 0 0 0 0 a a

]
.

The comparison of observer performance with different
parameters are shown in Figure 8.

Then we study effect of different parameter 𝜆i on the power
system. The comparison of Δ fi and ΔPtie−i with different
parameters 𝜆i are shown in Figure 9.

Example 3. The proposed active fault-tolerant LFC scheme
is compared with the LFC used in [17] and the traditional LFC
without EVs.

The parameters of the system are identical to Example 1.
The simulated results are shown in Figure 10. It can be seen
that the method in [17] is difficult to avoid the interference of
sensor fault and deception attack. Therefore, it makes the fre-
quency deviation and the deviation of the tie-line power have
a large deviation. However, the proposed active fault-tolerant
LFC scheme can guarantee the stability of the power system. In
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FIGURE 11 Single-line diagram of IEEE 39-bus system.

FIGURE 12 (a) The frequency deviation Δ fi ; (b) the tie-line power ΔPtie−i .

addition, the existence of EVs can effectively reduce the power
oscillations.

Example 4. We test the proposed scheme on IEEE 39-bus
system. The IEEE 39-bus test system is shown in Figure 11.
The system consists of 10 generators, 19 loads, 34 transmission
lines, and 12 transformers [36]. The power system is divided into
three areas. Furthermore, three EVAs are introduced in buses 5,
21 and 26, respectively.

Here, the parameters including the participation factor of
every governor are given in Table 3, which can be found in [37].
The values of deception attacks and sensor faults are identical
to Example 1.We take frequency deviation and the deviation
of the tie-line power as examples. The simulated results of the
IEEE 39-bus system are shown in Figure 12. It can be seen that

TABLE 3 Parameters of each area.

Parameter Area1 Area2 Area3

Mi 10 10 11

Di 4 3.5 4

Ri 3 3.5 4

Tmi 0.05 0.04 0.03

Tgi 0.03 0.03 0.03

Tei 1 1 1

Kmi 1 1 1

𝜀i 0.1 0.11 0.1

Area1 𝛼11g = 0.3, 𝛼12g = 𝛼13g = 0.2, 𝛼11e = 0.3

Area2 𝛼21g = 0.3, 𝛼22g = 𝛼23g = 0.2, 𝛼21e = 0.3

Area2 𝛼31g = 𝛼32g = 𝛼33g = 𝛼34g0.2, 𝛼31e = 0.2
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LIU ET AL. 123

the proposed active fault-tolerant LFC scheme can effectively
guarantee the stability of the IEEE 39-bus system.

5 CONCLUSION

This paper studied the stability of multi-area power sys-
tems with EVs under sensor faults and deception attacks.
A multi-area power system model has been proposed under
sensor faults and deception attacks with the uncertainty of
electric vehicle battery status. An active fault-tolerant LFC
scheme has been presented to ensure the stability of the
multi-area power systems. The simulation with respect to a
three-area power system has verified the effectiveness of the
proposed active fault tolerant load frequency control in this
paper.
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