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Abstract: A novel optical image hiding scheme based on an expansion strategy is presented 
under the framework of computational ghost imaging. The image to be hidden is concealed 
into an expanded interim with the same size as the host image. This is implemented by 
rearranging the measured intensities of the original object after the process of ghost imaging. 
An initial Hadamard matrix is used to generate additional matrices by shifting it circularly 
along the column direction, so that enough 2D patterns are engendered to retrieve phase-only 
profiles for imaging. Next, the frequency coefficients of the host image are modified with that 
of the expanded interim by controlling a small weighting factor. After an inverse transform, 
the host image carrying the hidden information can be obtained with high imperceptibility. 
Security is assured by considering optical parameters, such as wavelength and axial distance, 
as secret keys due to their high sensitivity to tiny change. Importantly, differing from other 
computational ghost imaging based schemes, many phase-only profiles are used to collect the 
measured intensities to enhance the resistance against noise and occlusion attacks. The 
simulated experiments illustrate the feasibility and effectiveness of the proposed scheme. 

© 2019 Optical Society of America under the terms of the OSA Open Access Publishing Agreement 

1. Introduction 

Over the past decades, substantial optical techniques have shown great potential in the field of 
information security on accounts of their particular advantages, such as high-speed 
processing, inherent parallelism and multidimensional capabilities [1–4]. Since the intriguing 
double random phase encoding (DRPE) has been developed by Refregier and Javidi [5], 
where the plain image can be encrypted into stationary white noise with the aid of two 
random phase masks placed in both the input and Fourier planes, a variety of optical 
transforms such as Fresnel transform, fractional Fourier transform, gyrator transform and 
others [6–14], have been studied to enhance the security of cryptosystems by considering 
additional parameters as the secret keys. Over time, novel cryptosystems based on other 
optical and digital techniques such as interference, polarized light, photon-counting, 
diffractive imaging, integral imaging, compressive sensing, ptychography, holography, phase 
retrieval, vector quantization and transport of intensity equation have been further developed 
[15–32]. 

As a novel approach to allow the reconstruction of an object by calculating intensity 
correlation between two optical beams, research on using computational ghost imaging in this 
field has attracted increasing attention in recent years [33–39]. Chen and Chen [40] used 
labyrinth-like phase modulation patterns to implement optical encryption, where a series of 
random phase only masks applied in the process of computational ghost imaging are obtained 
by processing a master mask with different labyrinths. Zhao et al. [41] combined 
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computational ghost imaging with compressive sensing and QR code to assure high 
robustness against attacks. Chen [42] extracted phase only masks from pre-generated random 
intensity-only maps for imaging, and varied axial distances randomly to improve security. 
Zhang et al. [43] reduced the amount of transmitted data largely by using a combination of 
compressive sensing and fast Fourier transform (FFT), where the FFT-coded image is 
encrypted in the configuration of computational ghost imaging. Jiang et al. [44] proposed an 
information security scheme based on computational temporal ghost imaging (CTGI), which 
takes advantage of the fact that the ultrafast signal can be recovered with a slow detector after 
a long exposure time. Qin and Zhang [45] coded the primary information into a data 
container, and performed further encryption with the conventional computation ghost 
imaging. Additionally, this technology has been widely applied for multiple-image encryption 
[46,47]. Li et al. [48] firstly obtained the sparse data of multiple plain images via lifting 
wavelet transform, and then compressed them in the row scanning compressive ghost 
imaging. 

The optical schemes based on computational ghost imaging have outstanding merits such 
as no need for an imaging lens. Also intensity vectors are considered as encoded results, 
which makes computation ghost imaging an even more promising alternative in the field of 
image encryption, authentication and hiding. However, it can be found that most of the 
known schemes focus on how to reduce the number of measurements, namely how to collect 
lower number of intensities of the measured object. It will not only make the quality of 
reconstructed object low but also reduce the resistance against noise and occlusion attacks, 
which hinders further applications of computational ghost imaging. To avoid these 
shortcomings, an optical image hiding scheme is proposed based on an expansion strategy in 
this paper. Before embedding the hidden image into the host image in frequency domain, it is 
first encoded into an expanded interim, which contains plenty of measured intensities of the 
original image collected with computational ghost imaging. The frequency coefficients of the 
host image are modified with that of the interim and transformed, which makes the host 
image carrying the hidden information with high imperceptibility. To enhance the quality of 
reconstruction as well as the immunity to common attacks, phase only profiles used in the 
process of imaging are retrieved from 2D patterns, which are derived from a Hadamard 
matrix and its derivatives. Meanwhile, optical parameters such as wavelength and axial 
distance can be used as secret keys to enhance the security of the image hiding system. 

The rest of this paper is organized as follows. In Section 2, along with the generation of 
phase only profiles from the Hadamard matrix, the proposed image hiding scheme based on 
the expanded strategy including embedding and extraction processes is theoretically 
introduced in detail. In Section 3, numerical results and security analysis are presented. 
Finally, a brief conclusion is described in Section 4. 

2. Scheme description 

In this section, the details of the proposed optical image hiding scheme is presented based on 
computational ghost imaging, where a large number of phase only profiles are used to collect 
the measured intensities of the original objects. Let ( ),w μ υ denotes the image to be hidden, 

which has m n× pixels, while ( ),h μ υ denotes the host image with M N× pixels. The diagram 

for illustrating the information embedding process is shown in Fig. 1(a), from which it can be 
seen that the original information should be encoded into an expanded image ( ),w μ υ′ with 

the same size as the host image by using computational ghost imaging. 
Initially, a mechanism of computational ghost imaging similar to the conventional optical 

configuration is applied to encode the original object into ( ),w μ υ′ , where the wave from the 

laser is collimated by a lens for the illumination and the space light modulator controlled by 
computer is used to load different phase only profiles in turn. To obtain a measured intensity, 
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the wave is modulated by one of phase only profiles to create a speckle pattern, which passes 
through the original object according to its transmission function ( ),T μ υ . The total intensity

iB , collected by a single-pixel detector without spatial resolution, can be mathematically 

expressed as 

 ( ) ( ), , ,i iB d d I Tμ υ μ υ μ υ=   (1) 

where ( ),iI μ υ denotes the speckle pattern and ( ),μ υ is the transversal coordinates of the 

object plane. Essentially, the measured intensity is determined by the speckle pattern

( ) ( ) 2
, ,i iI Eμ υ μ υ= , where ( ),iE μ υ is the free-space propagation field for the phase only 

profile ( ),i x yϕ embedded into the spatial light modulator. The free-space propagation field at 

the axis distance z from the spatial light modulator can be described by using the Fresnel 
diffraction as 

 ( ) ( )( ) ( ), exp , , , ,i iE j x y h x y zμ υ ϕ= ∗  (2) 

where ∗ denotes the convolution calculation and ( ), ,h x y z is the point pulse function of the 

Fresnel propagation defined as 

 ( ) ( ) ( )2 2exp 2
, , exp ,

j z j
h x y z x y

jz z

π λ π
λ λ

 = + 
 

 (3) 

where λ is the wavelength of the laser beam. As we all know, a large number of 
measurements are usually required to reconstruct the original objects with high quality. 
Besides this consideration, M N× measured intensities are collected with the help of 
corresponding number of phase only profiles, and rearranged to form the required expanded 
image ( ),w μ υ′ with the same size as the host image in the proposed scheme, which will be 

helpful to hide the original object. 
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where ⋅   rounds the argument to the next larger integer. Secondly, along the column direction 

the initial matrix is shifted circularly K times to obtain additional matrices. In each shift, the 
shifting step Δ is set as 

 ,m KΔ =     (7) 

where ⋅   rounds the argument to the next smaller integer. In this way, 1K + matrices 

including the initial matrix are obtained, from which enough rows can be used to generate 
phase only profiles. It is worth noting that the rows whose elements all equal 1 will be 
considered invalid and discarded in the proposed scheme. 

Besides retaining the 1m n× − effective rows of the initial Hadamard matrix, other
1M N m n× − × + rows should be obtained from additional matrices. Then, these rows are 

converted into 2D patterns, from which a total of M N×  phase only profiles can be retrieved. 
Supposing one of 2D patterns is denoted as ( ),iR μ υ and the retrieved phase profile as

( ),i x yϕ , similar to the modified Gerchberg–Saxton algorithm, the iterative phase retrieval 

process can be described as follows: 

(1) Generate an initial phase profile ( ) ( )0 ,i x yϕ in the phase only mask plane, where the 

phase values are randomly distributed in the range [ ]0,2π . 

(2) Perform the wave propagation forward to the image plane in the thl round, where the 
2D pattern considered as the amplitude constraint is located, and obtain a complex-
valued result as 

 ( ) ( ) ( ) ( )( ){ },, exp , ,l l
i zU FwP j x yλμ υ ϕ=  (8) 

where {}wF P ⋅ denotes the free-space wave propagation. 

(3) Update above result with the known 2D pattern ( ),iR μ υ as 

 ( ) ( ) ( ) ( ) ( )( )( )ˆ , , exp arg , ,l l
i i iU R j Uμ υ μ υ μ υ=  (9) 

where ( )arg ⋅ is used to extract the phase information of the complex-valued result. 

(4) Perform the wave back-propagation from the image plane to the phase only mask 
plane, and update the phase only profile as 

 ( ) ( ) ( ) ( ){ }( )1
,

ˆ, arg w , .l l
i z ix y F P Uλϕ μ υ+

−=  (10) 

(5) Calculate the correlation coefficient (CC) between the amplitude out ( ) ( )
2

,l
iU μ υ and 

the known 2D pattern, which is considered as the convergent criterion of iterative 
process and defined mathematically as 

 
2 2

2 2 2 2

[[ [ ]][ [ ]]]
CC ,

[[ [ ]] ] [[ [ ]] ]

i i i i

i i i i

E U E U R E R

E U E U E R E R

− −
=

− −
 (11) 

where [ ]E ⋅  denotes the expected value operator. For the sake of brevity, the 

coordinates of the wave propagation result and the pattern are omitted. 
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where ( ),h μ υ′ is the contaminated host image and k is the noise strength. When the noise 

strength equals 0.1, 0.2, 0.3, 0.4 and 0.5, the corresponding retrieved information is shown in 
Figs. 8(a)-8(e), respectively. With the noise strength increasing, the structure of original 
object becomes more and more blurred. The structure of original object can be recognized 
even when 0.3k = , while only the residual information can be observed when the strength 
coefficient is larger than 0.3. In spite of this, the existence of original object can be identified 
using the nonlinear correlation algorithm [50]. Figure 8(f) shows the nonlinear correlation 
map between the reconstructed object with original one when 0.5k = . A remarkable peak 
over the noisy background can be observed, which obviously indicates the existence of 
original object. 

 

Fig. 8. (a)-(e) The reconstructed object when the noise strength equals 0.1, 0.2, 0.3, 0.4, and 
0.5, respectively, and (f) the nonlinear correlation map when the noise strength equals 0.5. 

To analyze the effect of occlusion attack, the host image carrying the hidden object is 
supposed to be occluded in the center region with different percentage. Figures 9(a)-9(e) 
show the retrieved information when the host image is occluded with 2.73%, 5.47%, 8.20%, 
10.94% and 13.67%, respectively. With the occluded region increasing, the quality of the 
retrieved object gradually becomes deteriorated. When the occluded region reaches 13.67%, 
the structure of original object can be discerned faintly. In addition, the existence of original 
object still can be verified using the nonlinear correlation algorithm, which is similar to the 
case of noise attack. Figure 9(f) shows the nonlinear correlation map between the 
reconstructed object with original one when the occluded region reaches 13.67%, where a 
remarkable peak over the noisy background can be observed clearly. Through above analyses 
on noise and occlusion attacks, it can be concluded that the proposed optical image hiding 
scheme has high tolerance to these attacks. 
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