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Abstract

One of the major challenges about cyber physical systems is how to protect system integrity from cyber attacks. There has
been a large number of different types of attacks discussed in the literature. In this paper we aim to investigate one special type
of attacks in the discrete-event system framework, where an attacker can arbitrarily alter sensor readings after intercepting
them from a target system, aiming to trick a given supervisor to issue improper control commands, which can drive the system
to an undesirable state. We first consider the cyber attack problem from an attacker’s point of view, and formulate an attack-
with-bounded-sensor-reading-alterations (ABSRA) problem. We then show that the supremal (or least restrictive) ABSRA
exists and can be computed, as long as the plant model and the supervisor model are regular, i.e., representable by finite-state
automata. Upon the synthesis of the supremal ABSRA, we present a synthesis algorithm, which computes a supervisor that
is ABSRA-robust in the sense that any ABSRA will either be detectable or inflict no damage to the system.

Key words: discrete-event systems, supervisory control, cyber security, attack under bounded sensor reading alterations,
partial observation, controllability

1 Introduction

A cyber-physical system (CPS) is a mechanism con-
trolled or monitored by computer-based algorithms. Ex-
amples of CPS include smart grid, autonomous automo-
bile systems, medical monitoring, process control sys-
tems, distributed robotics, and automatic pilot avion-
ics, etc. The connection between the cyber part and the
physical part heavily relies on sensor and communica-
tion networks, which has been raising a major security
concern, as different types of cyber attacks can tamper
the data collection processes and interfere safety critical
decision making processes, which may cause irreparable
damadges to the physical systems being controlled and
to people who depend on those systems [19] [20].

There has been a growing number of publications ad-
dressing the cyber security issues from both the com-
puter science community, which focuses on the com-
puter computation related issues, and the systems con-
trol community, which focuses on issues related to the
system dynamics affected by cyber attacks. Recently,
more and more efforts have been made in classifying dif-
ferent types of malicious attacks, assuming that the at-
tackers are sufficiently intelligent [13] [14] [21] [22], in-
stead of merely just generating random failures, which is
well studied in the fields of reliability and fault tolerant
control. Typically, an intelligent attacker requires sys-
tem knowledge, and abilities for resource disclosure and
resource disruption in order to carry out a successful at-
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tack, which is covert to a system user until the attacker’s
goal of causing a damage to the system is achieved. So
covertness and damage infliction are two major charac-
teristics of a successful attack. By analyzing different in-
telligent cyber attacks, proper countermeasures may be
developed to prevent a target system from being harmed
by a specific type of attacks.

In this paper we study a special type of data deception
attacks in the discrete-event system framework, where
an attacker can intercept sensor measurements (or ob-
servations) modeled by observable events and alter them
arbitrarily but with an upper bound imposed on the
length of each altered observation sequence. By send-
ing those altered observation sequences to a given su-
pervisor, whose function is known to the attacker in ad-
vance, the attacker can deliberately and covertly guide
the system to move into some undesirable states with-
out making any change to the supervisor. The key chal-
lenge is how to “fool” the supervisor to make it believe
that the system is operating correctly, while using the
supervisor’s own control functions to carry out the at-
tack, i.e., to lead the system move into a bad state. To
this end, we first propose a novel concept of attackability
and the concept of attack under bounded sensor reading
alterations (ABSRA), which can be modelled as a finite-
state automaton, possessing the properties of covertness,
damadge infliction and control feasibility under partial
observations. Then we show that the supremal (or least
restrictive) ABSRA exists and is computable via a spe-
cific synthesis algorithm, as long as both the plant model
G and the given supervisor S are finitely representable.
Upon this novel ABSRA synthesis algorithm, we present
a supervisor synthesis algorithm, which can ensure that
a nonempty synthesized supervisor will be “robust” to
any ABSRA, in the sense that such an attack will either
reveal itself to the supervisor owing to abnormal event
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executions (so that contingent actions can be taken by
the supervisor, which is outside the scope of this paper)
or will not be able to bring the system to a bad state
(i.e., no damadge will be inflicted).

Our construction of an ABSRA model as a finite-state
automaton is inspired by recent works on opacity anal-
ysis and enforcement [23] [29] [24] [15], which aim to
analyze and/or enforce (via observable event insertions)
the capability of a system to prevent a potential at-
tacker from correctly determining the actual state of the
system. A comprehensive survey on this subject can be
found in [25]. Owing to different objectives of two frame-
works, the modeling details and synthesis algorithms are
different. There are some works on cyber attack detec-
tion and prevention in the discrete-event community [16]
[17] [18], mainly from an adaptive fault tolerant control
point of view, which heavily rely on real-time fault di-
agnosis to identify the existence of an attack and then
take necessary supervisory control actions. In [26] the
authors present a supervisory control approach for a dy-
namic cyber-security problem that captures progressive
attacks to a computer network, which aims to compute
an optimal policy in a game theoretical setup. In those
works the intelligence of an attacker is not explicitly
modeled, and an attack is treated as a fault or an (unin-
telligent) opponent. As a contrast, we do not rely on real
time attack detection, but on prior knowledge of attack
models, which assume that an attacker is intelligent to
deliver attacks covertly and effectively, as captured by
the concept of attackability, and simply build attack-
robustness features into a supervisor to ensure that the
supervisor will not be affected by any ABSRA unnotice-
ably. It is this robust control nature distinguishes our
works from existing DES-based cyber attack detection
and prevention approaches, which fall in the adaptive
control domain. Our ABSRA-robust supervisor synthe-
sis bears a slight conceptual similarity to the problem
of supervisory control with intermittent sensor failures
[30] [31], although the problem setups and solutions are
completely different.

The remainder of the paper is organized as follows. In
Section II we review the basic concepts and operations
of discrete event systems. Then we formulate an ABSRA
synthesis problem in Section III, where we show that the
supremal ABSRA exists and computable. In Section IV
we present an algorithm to synthesize an ABSRA-robust
supervisor, and use a toy example to show that the supre-
mal ABSRA-robust supervisor usually does not exist.
A simple yet realistic example runs through the entire
paper to illustrate all relevant concepts and algorithms.
Conclusions are drawn in Section V.

2 An ABSRA problem

In this section we first recall basic concepts used in the
Ramadge-Wonham supervisory control paradigm. Then
we introduce the concept of ABSRA, followed by a con-
crete ABSRA synthesis algorithm, which reveals that
the supremal ABSRA is computable, as long as both the
plant model and the given supervisor are regular.

2.1 Preliminaries on supervisory control

Given a finite alphabet Σ, let Σ∗ be the free monoid
over Σ with the empty string ε being the unit element and
the string concatenation being the monoid operation.
Given two strings s, t ∈ Σ∗, we say s is a prefix substring
of t, written as s ≤ t, if there exists u ∈ Σ∗ such that

su = t, where su denotes the concatenation of s and
u. Any subset L ⊆ Σ∗ is called a language. The prefix
closure of L is defined as L = {s ∈ Σ∗|(∃t ∈ L) s ≤ t} ⊆
Σ∗. Given two languages L,L′ ⊆ Σ∗, let LL′ := {ss′ ∈
Σ∗|s ∈ L ∧ s′ ∈ L′} denote the concatenation of two
sets. Let Σ′ ⊆ Σ. A mapping P : Σ∗ → Σ′∗ is called the
natural projection with respect to (Σ,Σ′), if

(1) P (ε) = ε,

(2) (∀σ ∈ Σ)P (σ) :=

{
σ if σ ∈ Σ′,

ε otherwise,

(3) (∀sσ ∈ Σ∗)P (sσ) = P (s)P (σ).

Given a language L ⊆ Σ∗, P (L) := {P (s) ∈ Σ′∗|s ∈ L}.
The inverse image mapping of P is

P−1 : 2Σ′∗ → 2Σ∗ : L 7→ P−1(L) := {s ∈ Σ∗|P (s) ∈ L}.

A given target plant is modelled as a deterministic
finite-state automaton, G = (X,Σ, ξ, x0, Xm), where X
stands for the state set, Σ for the alphabet, ξ : X×Σ→
X for the (partial) transition function, x0 for the ini-
tial state and Xm ⊆ X for the marker state set. We
follow the notation in [11], and use ξ(x, σ)! to denote
that the transition ξ(x, σ) is defined. For each state
x ∈ X, let EnG(x) := {σ ∈ Σ|ξ(x, σ)!} be the set of
events enabled at x in G. The domain of ξ can be ex-
tended to X × Σ∗, where ξ(x, ε) = x for all x ∈ X, and
ξ(x, sσ) := ξ(ξ(x, s), σ). The closed behavior of G is de-
fined as L(G) := {s ∈ Σ∗|ξ(x0, s)!}, and the marked be-
havior of G is Lm(G) := {s ∈ L(G)|ξ(x0, s) ∈ Xm}. G
is nonblocking if Lm(G) = L(G). We will use N to de-
note natural numbers, |G| for the size of its state set,
and |Σ| for the size of Σ. Given two finite-state automata
Gi = (Xi,Σ, ξi, xi,0, Xi,m) (i = 1, 2), the meet ofG1 and
G2, denoted as G1 ∧G2, is a (reachable) finite-state au-
tomaton whose alphabet is Σ such that L(G1 ∧ G2) =
L(G1) ∩L(G2) and Lm(G1 ∧G2) = Lm(G1) ∩Lm(G2).

We now recall the concept of supervisors. Let Σ =
Σc∪̇Σuc = Σo∪̇Σuo, where Σc (Σo) and Σuc (Σuo) are
disjoint, denoting respectively the sets of controllable
(observable) and uncontrollable (unobservable) events.
A (feasible) supervisory control map of G under partial
observation Po : Σ∗ → Σ∗o is defined as V : L(G)→ 2Σ,
where

• (∀s ∈ L(G))(∀σ ∈ Σuc) sσ ∈ L(G)⇒ σ ∈ V (s),
• (∀s, s′ ∈ L(G))Po(s) = Po(s′)⇒ V (s) = V (s′).

For each s ∈ L(G), V (s) is interpreted as the set of
events allowed to be fired after s. Thus, a supervisory
control map will not disable any uncontrollable events,
and will impose the same control pattern after strings,
which cannot be distinguished based on observations.
Let V/G denote the closed-loop system of G under su-
pervision of V , i.e.,

• ε ∈ L(V/G),
• (∀s ∈ L(V/G))(∀σ ∈ Σ)sσ ∈ L(V/G) ⇐⇒ sσ ∈
L(G) ∧ σ ∈ V (s),

• Lm(V/G) := Lm(G) ∩ L(V/G).

• L(V/G) = Lm(V/G).

The control map V is finitely representable if V/G
can be described by a finite-state automaton, say
S = (Z,Σ, δ, zo, Zm = Z), such that

• L(S ∧G) = L(V/G) and Lm(S ∧G) = Lm(V/G),
• (∀s ∈ L(S))ES(s) := {σ ∈ Σ|sσ ∈ L(S)} = V (s),
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• (∀s, s′ ∈ L(S))Po(s) = Po(s′)⇒ δ(z0, s) = δ(z0, s
′).

The last condition indicates that V (s) = ES(s) =
ES(s′) = V (s′) if Po(s) = Po(s′). Such a supervisor
S can be computed by existing synthesis tools such as
TCT [27] or SuSyNA [28]. It has been shown that [2],
as long as a closed-loop language K ⊆ Lm(G) is con-
trollable [4] and observable [2], there always exists a
finitely-representable supervisory control map V such
that Lm(V/G) = K and L(V/G) = K. From now on we
assume that V/G is finitely representable by S, which is
called a supervisor. For any supervisor S, we can check
that S ∧ G is also a supervisor. Thus, without loss of
generality, we assume that L(S) ⊆ L(G), upon which
we have L(S ∧G) = L(S) ∩ L(G) = L(S).

2.2 A sensor attack model

We assume that an attacker can intersept each observ-
able event generated by the plant G, and replace it by a
sequence of observable events from Σo in order to “fool”
the given supervisor S, whose function is known to the
attacker. Considering that in practice any event occur-
rence takes an unnegligible amount of time, it is impos-
sible for an attacker to insert an arbitrarily long observ-
able sequence to replace a received observable event. For
this reason, we assume that there exists a known natural
number n ∈ N such that the length of any observable se-
quence that the attacker can insert is no more than n. Let
∆n := {s ∈ Σ∗o||s| ≤ n} be the set of all such bounded
observable sequences, where |s| denotes the length of s,
and by convention, |ε| = 0. We model a sensor attack
as a finite state automaton A = (Y,Σ ×∆n, η, y0, Ym),
where Y is the state set, Σ the input alphabet, ∆n the
output alphabets, y0 the initial state, Ym the marker
state set, which is specifically set as Ym = Y , and η :
Y ×Σ×∆n → Y the (partial) transition map, where for
all σ ∈ Σuo and y ∈ Y , η(y, σ, ε) = y, i.e., at each state
y all unobservable events are self-looped with ε as the
output. This is natural because an attacker can only in-
tercept observable events, thus, will not make any move
upon unobservable events. We still keep unobservable
events here to make it easy for us for subsequent techni-
cal development. Clearly, L(A) = Lm(A) ⊆ (Σ×∆n)∗.
Let ψ : (Σ × ∆n)∗ → Σ∗ and θ : (Σ × ∆n)∗ → ∆∗n be
the input and output maps, respectively, where for each
µ = (σ1, u1)(σ2, u2) · · · (σl, ul) ∈ (Σ × ∆n)∗, ψ(µ) =
σ1σ2 · · ·σl and θ(µ) = u1u2 · · ·ul.

The basic procedure of an attack is to intercept every
single observable event σ ∈ Σo generated by the plant
G, replace it with some observable string u ∈ ∆n, and
send u to the supervisor S, in order to trick S to is-
sue a control command γ ∈ Γ(S) := {ES(s)|s ∈ L(S)}
that may lead to an illegal behaviour s ∈ L(G)− L(S).
This attack procedure is depicted in Figure 1. The se-

Fig. 1. The block diagram of a plant under attack

quential composition of the attack A and the supervisor
S essentially forms a new supervisor, denoted as S ◦ A,
which receives an observable output σ ∈ Σo and gen-
erates a control command γ ∈ Γ(S). The exact defi-
nition of this new supervisor reveals the nature of the
attack, which is given below. The sequential composi-
tion of A and S is a deterministic finite state automaton
S ◦A = (Z×Y ∪{d},Σ×∆n, ζ, (z0, y0), Z×Ym ∪{d}),
where d is a dump state, and for each w ∈ Z × Y ∪ {d}
and (σ, ν) ∈ Σ×∆n,

ζ(w, σ, ν) :=
(z′, y′) if w = (z, y), η(y, σ, ν) = y′, δ(z, ν) = z′,

d if w = (z, y), η(y, σ, ν) = y′, δ(z, σ)!,

and δ(z, ν) undefined,

undefined otherwise.

In the definition of ζ all transitions going to the dump
state d in S ◦A may potentially reveal the attack, which,
for an intelligent attack, should be avoided.

The closed-loop behaviour of (G,S,A) is defined by
the following composition

G× (S ◦A) =
(X × (Z × Y ∪ {d}),Σ×∆n, κ, (x0, z0, y0), Xm × Z × Ym),

where for each (x,w) ∈ X × (Z × Y ∪ {d}) and each
(σ, ν) ∈ Σ×∆n,

κ(x,w, σ, ν) :={
(x′, w′) if ξ(x, σ) = x′, w′ = ζ(w, σ, ν),

undefined otherwise.

Note that ψ(Lm(G× (S ◦A))) * Lm(S), namely the at-
tacker may change the closed-loop behaviour by altering
the received observable sequences fed to S.

To illustrate the aforementioned concepts, let us go
through a simple single-tank example depicted in Fig-
ure 2, which consists of a water supply whose supply

Fig. 2. A single tank system

rate is qi, a tank, and a control valve at the bottom of
the tank controlling the outgoing flow rate qo, whose
value depends on the valve opening and the water level
h. We assume that the valve can only be fully open or
fully closed. The water level h can be measured, whose
value can trigger some predefined events, denoting the
water levels: low (h=L), high (h=H), and extremely high
(h=EH). We construct a simple discrete-event model of
the system depicted in Figure 3, where the alphabet Σ

Fig. 3. Models of the plant G and the supervisor S
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contains all events shown in the figure. All events are ob-
servable, i.e., Σo = Σ. Only the actions of opening the
valve (qo = 1) and closing the valve (qo = 0) are con-
trollable, and all water level events are uncontrollable.
In the model we use a shaded double-edge oval to de-
note a marker state, i.e., state 0 and state 5 in Figure 3.
Assume that we do not want the water level to be ex-
tremely high, i.e., the event h=EH should not occur. A
supervisor S, derivable by using the standard Ramadge-
Wonham supervisor synthesis technique, is also depicted
in Figure 3. It is clear that the supervisor S opens the
valve when the water level is high, i.e., it disables the
event qo = 0 at state 2 when the event h=H occurs.
Our intuition tells us that if an attack always change
events h=H and h=EH to the event h=L, then the su-
pervisor will not prevent the water level from reaching
the extreme high level, i.e., the event h=EH will hap-
pen. For this reason, we conjecture an attack model A
shown in Figure 4, where water levels will be altered to
h=L from originally received observations, whereas all
other events will remain unchanged. In the picture we

Fig. 4. Automaton models of an attack A (Left) and the
sequential composition S ◦A (Right)

use the notation a/b to denote that the concerned event
is (σ, u) = (a, b) ∈ Σ×∆n, where a is an event actually
received from the plant and b is the altered observation,
after event a is intercepted, which will be passed to the
supervisor S. The sequential composition S◦A indicates
that, no matter which water level is reached, the attack
A always sends h=L to the supervisor S, which tricks it
to believe that it is safe to allow the valve to be either
closed or opened. The impact ofA on the closed-loop sys-
tem (G,S) is depicted in Figure 5, which indicates that,
under the influence of attack A, the closed-loop system
can produce an illegal behaviour, where the water level
can be extremely high, i.e., the event h=EH occurs.

Proposition 1 Given two attacks A1 and A2 with the
same input and output alphabets Σ and ∆n, assume that
L(A1) ⊆ L(A2). Then L(S ◦A1) ⊆ L(S ◦A2).

Proof: By the above definition of sequential composition,
the proposition follows. �

Given two attacks A1 and A2 with the same input
alphabet Σ and output alphabet ∆n, let A1 ∪ A2 be a
deterministic finite-state automaton, denoting the union
of A1 and A2, i.e., L(A1 ∪A2) = L(A1) ∪ L(A2).

Proposition 2 L(S◦(∪i∈IAi)) = ∪i∈IL(S◦Ai), where
I is an index set possibly infinite.

Proof: Since L(Ai) ⊆ L(∪j∈IAj) for all i ∈ I, by
Prop. 1 we have L(S ◦ (∪i∈IAi)) ⊇ ∪i∈IL(S ◦ Ai).
To show the other direction, for each string µ =

Fig. 5. Automaton model of G× (S ◦A)

(σ1, u1) · · · (σn, un) ∈ L(S ◦ (∪i∈IAi)), by the defi-
nition of the sequential composition, we know that
µ ∈ L(∪i∈IAi). Thus, µ ∈ L(Aj) for some j ∈ I, which
means µ ∈ L(S ◦ Aj). Thus, µ ∈ ∪i∈IL(S ◦ Ai), which
completes the proof. �

Proposition 3 Given two attacks A1 and A2 with the
same input and output alphabets Σ and ∆n, we have
L(G×(S◦(A1∪A2))) = L(G×(S◦A1))∪L(G×(S◦A2)).

Proof: By the above definition of composition, the propo-
sition follows. �

So far we have introduced a simple sensor attack
model, and explained how this attack affects the closed-
loop system. But we have not described what kind of
sensor attacks can be considered intelligent. Next, we
will introduce the concept of ABSRA.

2.3 An ABSRA model

Definition 1 A given closed loop system (G,S) is at-
tackable if there exists a non-empty attack model A such
that the following properties hold:

(1) [Covertness] Event insertions byAmust be covert
to S, i.e.,

θ(L(A)) ⊆ L(S), (1)

namely the supervisor will not see any unexpected
observable sequences from A.

(2) [Control Existence]A cannot stop uncontrollable
events allowed by the supervisor S, i.e.,

(∀µ ∈ L(S ◦A))ES(θ(µ)) ∩ Σuc ⊆ ψ(ES◦A(µ)).
(2)

(3) [Strong damage infliction] A may always cause
“damages” to G, i.e.,

(∀s ∈ L(G× (S ◦A)))(∃t ∈ L(G× (S ◦A)))

s ≤ t ∧ ψ(t) ∈ L(G)− L(S), (3)

namely A will cause G to generate behaviours un-
specified by S eventually.

(4) [Control Feasibility] The closed-loop language is
normal [2] with respect to (G,Po), i.e.,

P−1
o (Po(ψ(L(G× (S ◦A))))) ∩ L(G)

= ψ(L(G× (S ◦A))). (4)

A above is called an Attack with Bounded Sensor Read-
ing Alterations (ABSRA) of (G,S). We say A is non-
redundant w.r.t. (G,S) if L(G× (S ◦A)) = L(A). 2
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The last property of Control Feasibility is essentially
about observability of the closed-loop behaviour under
the control of S◦A. By imposing normality to achieve ob-
servability, we can ensure the existence of the largest AB-
SRA model, which will be introduced shortly. In addi-
tion, imposing normality can bring some computational
advantages, as almost all supervisor synthesis tools, e.g.,
TCT and SuSYNA, can compute a normal language. We
can check that the attack A shown in Figure 4 does not
satisfy Property (1) because S cannot fire qo = 0 before
h=L, but A can. Nevertheless, the sequential composi-
tion S ◦A induces an ABSRA.

Theorem 1 Given a plant G and a supervisor S, let
{Ai|i ∈ I} be a (possibly infinite) collection of ABSRA
models with respect to (G,S). Then ∪i∈IAi satisfies
properties (1)-(4).

Proof: By Prop. 2, we know that L(S ◦ (∪i∈IAi)) =
∪i∈IL(S ◦Ai). We verify properties (1)-(4).
1) For the covertness, since for each i ∈ I, Ai is an
ABSRA model, we have that θ(L(Ai)) ⊆ L(S). Thus,
we have that

θ(L(∪i∈IAi)) = θ(∪i∈IL(Ai)) = ∪i∈Iθ(L(Ai)) ⊆ L(S).

To show property (2), for all µ ∈ L(S◦(∪i∈IAi)), let J :=
{i ∈ I|µ ∈ L(S ◦Aj)}, and we have ψ(ES◦(∪i∈IAi)(µ)) =
∪j∈Jψ(ES◦Aj

(µ)). Because each Aj (j ∈ J) is an AB-
SRA model, we have ES(θ(µ)) ∩ Σuc ⊆ ψ(ES◦Aj

(µ)).
Thus, we have ES(θ(µ)) ∩ Σuc ⊆ ∪j∈Jψ(ES◦Aj

(µ)) =
ψ(ES◦(∪i∈IAi)(µ)).
2) For the strong damage infliction, for all s ∈ L(G ×
(S◦(∪i∈IAi))) = L(G×(∪i∈I(S◦Ai))), there must exist
j ∈ I such that s ∈ L(G× (S ◦Aj)). Since Aj is an AB-
SRA model, there must exist t ∈ L(G×(S◦Aj)) ⊆ L(G×
(S ◦ (∪i∈IAi))) such that s ≤ t and ψ(t) ∈ L(G)−L(S).
The last property of Control Feasibility can be shown
straightforwardly, owing to the fact that L(G × (S ◦
(∪i∈IAi))) = ∪i∈IL(G × (S ◦ Ai)). This completes the
proof of the theorem. �

Let A(G,S) be the set of all non-redundant ABSRA
models with respect to (G,S). Let � be a binary rela-
tion over A such that for any A1, A2 ∈ A, A1 � A2

iff L(A1) ⊆ L(A2). Clearly, � is a partial order. Since
for all A ∈ A we have L(A) ⊆ L(G × (S ◦ A0)), where
L(A0) = (Σ×∆n)∗, Theorem 1 and Prop. 1 imply that
the least restrictive (or supremal) non-redundant attack
language exists. But it is not clear whether this supremal
language is regular, i.e., whether it can be recognized
by a finite-state automaton. Therefore, at this moment
the existance of the supremal non-redundant ABSRA
is still unknown. In the next section we will show that
the supremal non-redundant attack language is regular,
i.e., the supremal non-redundant ABSRA exists, and is
computable.

3 Synthesis of an ABSRA

We first recall the concepts of controllability [4], and
normality [2]. Let Λ be an alphabet, which can be either
Σ or (Σ ∪ {ε}) × ∆n, depending on a specific applica-
tion context. Let Λuc ⊆ Λ and Λo ⊆ Λ be the uncon-
trollable and observable alphabets, respectively, where
if Λ = (Σ ∪ {ε})×∆n then Λo := (Σo ∪ {ε})×∆n. Let

P̂o : Λ∗ → Λ∗o be the natural projection, where

• P̂o(ε) := ε,

• (∀µ ∈ Λ) P̂o(µ) :=


µ if µ ∈ Λo

ε if µ ∈ Σ− Σo

(ε, θ(µ)) if µ ∈ (Σ− Σo)×∆n

• For all sµ ∈ Λ∗, P̂o(sµ) = P̂o(s)P̂o(µ).

Let P̂−1
o : 2Λ∗o → 2Λ∗ be the inverse image map of P̂o,

where for all L ⊆ Λ∗o, P̂−1
o (L) := {s ∈ Λ∗|P̂o(s) ∈ L}.

Definition 2 Given a finite-state automaton G whose
alphabet is Λ, a sublanguage K ⊆ Lm(G) is controllable
with respect to G and Λuc, if KΛuc ∩ L(G) ⊆ K. 2

Definition 3 Given a finite-state automaton G whose
alphabet is Λ, a sublanguage K ⊆ Lm(G) is normal

with respect to G and Λo, if P̂−1
o (P̂o(K))∩L(G) = K.2

Given a requirement E ⊆ Λ∗, let

CN (G, E) := {K ⊆ Lm(G) ∩ E|K is controllable w.r.t.
G and Λuc, and K is normal w.r.t. G and Λo}.

By [4], we know that the supremal controllable and
normal sublanguage of Lm(G) exists, denoted as
supCN (G, E), such that for all K ∈ CN (G, E), we have
K ⊆ supCN (G, E) ∈ CN (G, E).

In our setup an attacker is able to arbitrarily alter an
observable event. Thus, each event (σ, ν) ∈ Σo ×∆n is
considered controllable, as the attacker can choose not
to use this alteration. Under this consideration, the un-
controllable alphabet Λuc is actually empty. Thus, in the
following attack model synthesis, we do not explicitly
require controllability. This may sound a bit unusual
because we do have an uncontrollable alphabet Σuc for
the plant G - how those uncontrollable events affect
the attack model synthesis? If we carefully check the
properties of an ABSRA, we can see that Property (2)
actually implicitly enforces controllability with respect
to Σuc because it requires the attacker not to change the
event enablement of the supervisor S on uncontrollable
events at the current state.

Let Σo,p ⊆ Σo denote a set of protected observable
events that cannot be altered by an ABSRA, i.e., given
an attack model A = (Y,Σ×∆n, η, y0, Y ),

(∀y ∈ Y )(∀(σ, ν) ∈ Σo,p ×∆n) η(y, σ, ν)!⇒ ν = σ. (5)

We now state our first synthesis problem.

Problem 1 Given a closed-loop system (G,S) and Σo,p,
synthesize an ABSRA model A∈ A(G,S) with respect to
Σo,p such that for any other ABSRA model A′∈ A(G,S)
with respect to Σo,p, we have L(A′) ⊆ L(A). 2

To solve this problem, we present the following AB-
SRA synthesis procedure.
Procedure 1: (Supremal ABSRA Synthesis)

(1) Input: a plant G = (X,Σ, ξ, x0, Xm), a supervisor
S = (Z,Σ, δ, z0, Z) and Σo,p.

(2) Construct a single-state automaton A0 = (Y,Σ ×
∆n, η, y0, Y ), where Y = {y0} and the transition
map η encodes transitions labeled by events in
((Σo \ Σo,p) × ∆n) ∪ (Σo,p × Σo,p) ∪ (Σuo × {ε}),
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denoting all observable event alterations that the
attacker can consider.

(3) Let E = (Q,Σ, κ, q0, Qm) be an automaton such
that Lm(E) = supCN (G,L(G)− L(S)).

(4) Let S ◦A0 = (Z × Y ∪ {d},Σ×∆n, ζ, (z0, y0), Z ×
Y ∪ {d}) be sequential composition.

(5) Let B := E×̂(S ◦ A0) = (U = Q × (Z × Y ∪
{d})∪Q,Σ × ∆n, π, u0 = (q0, z0, y0), Um = Qm ×
Z×Y ) be an automaton, where for each u ∈ U and
(σ, ν) ∈ Σ×∆n,

π(u, σ, ν) :=

(q′, w′) if u = (q, w) ∈ U , κ(q, σ) = q′ and

ζ(w, σ, ν) = w′,

q′ if u = (q, w) ∈ U , κ(q, σ) = q′ and

ζ(w, σ, ν) undefined,

q′ if u ∈ Q and κ(u, σ) = q′

undefined otherwise;

(6) Compute A1 = (Y1,Σ × ∆n, η1, y0,1, Ym,1) via the
subset construction on B, where
• Y1 := {(u,< s >)∈U × 2U |u ∈< s >}, where

u′ ∈< s >⇐⇒ (∃t ∈ P̂−1
o (P̂o(s)))π(u0, t) = u′.

• Ym,1 := {(u,< s >) ∈ Y1|u ∈ Um} and y0,1 =
(u0, < ε >).

• η1 : Y1 × Σ × ∆n → Y1, where for all (u,< s >
), (u′, < s′ >) ∈ Y1 and µ ∈ Σ×∆n,

η1(u,< s > , µ) = (u′, < s′ >) ⇐⇒
π(u, µ) = u′∧ < s′ >=< sµ > .

(7) Undertake the following iteration on k = 1, 2, · · · :
(a) Ω̂k := {(u,< s >) ∈ Yk|(∃u′ ∈< s >)

(∀t ∈ (Σ×∆n)∗) ηk(u′, < s >, t)!⇒
ηk(u′, < s >, t) /∈ Ym,k}∪{(q, z, v,< s >) ∈ Yk|
ES(z) ∩ Σuc * EAk

(q, z, v,< s >)}.
(b) If Ω̂k = ∅, go to Step (8). Otherwise, continue.
(c) Ωk := {(u,< s >) ∈ Yk|(∃u′ ∈< s >) (u′, <

s >) ∈ Ω̂k}.
(d) LetAk+1 := (Yk+1,Σ×∆n, ηk+1, y0,k+1, Ym,k+1),

where
• Y k+1 := Y k −Ωk, Y m,k+1 := Y m,k −Ωk,
y0,k+1 := y0,k.
• (∀y, y′ ∈ Yk+1)(∀µ ∈ Σ×∆n)
ηk+1(y, µ) = y′ ⇐⇒ ηk(y, µ) = y′.

(e) Set k := k + 1, and go to Step (7.a).
(8) Output Ak. 2

In Procedure 1, Step (3) is to determine the “illegal”
sublanguage, which is not allowed by the supervisor S.
An ABSRA attacker aims to bring the closed-loop sys-
tem’s behaviour into Lm(E). Step (4) is to determine
all possible observation alterations on S. Step (5) de-
scribes the closed-loop language under the influence of
A0. Steps (6)-(7) are used to ensure the closed-loop lan-
guage to be nonblocking, normal and in addition, the
outgoing uncontrollable event set of each state in S will
not be affected by an attacker, as required by Prop-
erty (2) in Definition 1. More explicitly, Step (6) is used
to construct one automaton A1, which not only is lan-
guage equivalent to the automaton B, but also reveals
for each state, say (u,< s >) ∈ Y1 with π(u0, s) = u,
all observation equivalent states {(u′, < s >) ∈ Y1|(∃t ∈
P̂−1
o (P̂o(s)))π(u0, t) = u′}. Later in Step (7), by enforc-

ing the property that (u,< s >) is “valid” iff all its obser-
vation equivalent states are “valid”, the normality prop-

erty can be ensured. The set Ω̂k in Step (7.a) is used to
identify states in Ak, which may violate either Property
(2) (denoted by {(q, z, v,< s >) ∈ Yk|ES(z) ∩ Σuc *
EAk

(q, z, v,< s >)}), or the normality or nonblock-
ing property, (denoted by {(u,< s >) ∈ Yk|(∃y′ ∈<
s >)(∀t ∈ (Σ × ∆n)∗) ηk(y′, t)! ⇒ ηk(y′, t) /∈ Ym,k}).
Clearly, each step in Procedure 1 terminates finitely, so
does Procedure 1. Next, we show the prefix closure of Ak

in Step (8), if not empty, is the supremal ABSRA model.

Proposition 4 Let Ak be obtained in Procedure 1.
Then L(S ◦Ak) = L(Ak).

Proof: By the definition of sequential composition, we
have L(S ◦ Ak) ⊆ L(Ak). So we only need to show that
L(S ◦ Ak) ⊇ L(Ak). For each string s ∈ L(Ak), assume
that s = (σ1, ν1) · · · (σl, νl) for some l ∈ N. By the defi-
nition of Ak, there must exist y1 = (u1 = (q1, z1, v1), <
s1 >), · · · , yl = (ul = (ql, zl, vl), < sl >) ∈ Yk such that
η(yi−1, σi, νi)) = yi for i = 1, 2, · · · , l. By the definition
of ηk, we know that δ(zi−1, σi) = zi for i = 1, 2, · · · l.
Thus, by the definition of sequential composition, we
have s ∈ L(S ◦Ak). �

Theorem 2 If the output finite-state automaton Ak in
Procedure 1 is not empty, then its prefix closure is the
supremal non-redundant ABSRA of (G,S) with respect
to Σo,p. Otherwise, there is no ABSRA of (G,S) with
respect to Σo,p.

Proof: (a) We first show that the prefix closure A∗ of
Ak is an ABSRA, i.e., A∗ satisfies properties (1)-(4).
By the definition of B in Step (5) of Procedure 1, we
know that in each marker state u = (q, w) ∈ Um we
have w 6= d. In addition, by the definiton of S ◦ A0 we
know that the dump state d is a deadlock state. Thus,
in Steps (6)-(7), which computing a normal nonblocking
sublanguage [11], we know that no state in Ak (thus, in
A∗) will contain d as a component, namely θ(L(A∗)) =
θ(L(Ak)) ⊆ L(S). To show that property (3) holds, we
only need to show that for all s ∈ L(G × (S ◦ A∗)) =
L(G×(S◦Ak)), there exists t ∈ L(G×(S◦A∗)) = L(G×
(S◦Ak)) such that s ≤ t and ψ(t) ∈ ψ(Lm(Ak)), because
ψ(Lm(Ak)) ⊆ ψ(Lm(A1)) = ψ(Lm(B)) ⊆ Lm(E) =
L(G) − L(S). By the definition of the closed-loop sys-
tem’s behaviour, we know that s ∈ L(S◦Ak). By Prop. 4
we have L(S ◦Ak) = L(Ak) = L(A∗), we know that s ∈
L(A∗) = L(Ak) = Lm(Ak) because Ak is nonblocking
owing to Step (7), whic removes all blocking states from
A1. Thus, there must exist t ∈ Lm(Ak) such that s ≤ t.
Clearly, ψ(t) ∈ ψ(Lm(Ak)), which completes the proof
of property (3). To show property (2), for each string
µ ∈ L(S ◦ A∗) = L(S ◦ Ak), by Prop. 4 we know that
ES◦Ak

(µ) = EAk
(µ). If ES(θ(µ)) ∩ Σuc * ψ(EAk

(µ)),
then because µ ∈ L(S ◦ Ak) = L(Ak), we know that
there exists (q, z, v,< µ >) ∈ Yk such that ηk(u0, < ε >
, µ) = (q, z, v,< µ >). Clearly, we have ES(z) ∩ Σuc *
EAk

(q, z, v,< µ >), meaning that (q, z, v,< µ >) ∈ Ωk,
namely µ /∈ L(Ak),which contradicts our assumption
that µ ∈ L(S ◦Ak) = L(Ak) = L(S ◦A∗). Thus, we have
ES(θ(µ)) ∩ Σuc ⊆ ψ(ES◦A∗(µ)) = ψ(EAk

(µ)), namely
property (2) must hold. To show that A∗ satisfies prop-
erty (4), since L(G × (S ◦ A∗)) = L(G × (S ◦ Ak)), we
need to show that

P−1
o (Po(ψ(L(G×(S◦Ak)))))∩L(G) = ψ(L(G×(S◦Ak))).
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It is true that

P−1
o (Po(ψ(L(G×(S◦Ak)))))∩L(G) ⊇ ψ(L(G×(S◦Ak))).

Thus, we only need to show that

P−1
o (Po(ψ(L(G×(S◦Ak)))))∩L(G) ⊆ ψ(L(G×(S◦Ak))).

Assume that this is not true. Then there must exist s ∈
L(G)−ψ(L(G× (S ◦Ak))) and s′ ∈ ψ(L(G× (S ◦Ak)))
such that Po(s) = Po(s′). Clearly, s′ ∈ ψ(L(S ◦ Ak)) ⊆
L(E). Since Lm(E) = supCN (G,L(G)−L(S)), we know
that P−1

o ({Po(s′)}) ∩ L(G) ⊆ L(E). Thus, s ∈ L(E).
Since s /∈ ψ(L(G× (S ◦Ak))), we know that s /∈ ψ(L(S ◦
Ak)). Thus, in Step (5) of Procedure 1, we know that
there exists µ ∈ (Σ × ∆n)∗ such that ψ(µ) = s and
π(u0, µ) ∈ Q in B. Since s′ ∈ ψ(L(S ◦ Ak)), we know
that there exists µ′ ∈ (Σ × ∆n)∗ such that ψ(µ′) = s′

and π(uo, µ
′) ∈ Q×Z×Y . By the definition of A1, since

Po(s) = Po(s′), which means P̂o(µ) = P̂o(µ′), we know
that π(u0, µ

′) ∈< µ >=< µ′ >. But since π(u0, µ) ∈
Q /∈ Um, by the definition of B, we know that for all
t ∈ (Σ × ∆n)∗, if π(π(u0, µ), t)!, then π(π(u0, µ), t) /∈
Um. By the definition of Ak, we know that (π(u0, µ

′), <

µ′ >) ∈ Ω̂k because π(u0, µ) ∈< µ >=< µ′ > and
for all t ∈ (Σ × ∆n)∗, if ηk(π(u0, µ), < µ′ >, t)! then
ηk(π(u0, µ), < µ′ >, t) /∈ Ym,k ⊆ A1,m ⊆ Um×2U . Thus,
Procedure 1 cannot terminate at k, which contracts the
fact that Procedure 1 terminates and outputs Ak. Thus,
Property (4) of Definition 1 must hold, which completes
our proof that A∗ is an ABSRA model.

To show that A∗ is non-redundant w.r.t. (G,S), we
need to show that L(G× (S ◦ A∗)) = L(A∗). It is clear
that L(G× (S ◦A∗)) ⊆ L(A∗). So we only need to show
that L(G × (S ◦ A∗)) ⊇ L(A∗), which is true because
L(A∗) = L(Ak) ⊆ L(E × (S ◦Ak)) ⊆ L(G× (S ◦Ak)).

Because A∗ is a non-redundant ABSRA model, to
show that A∗ is the supremal non-redundant ABSRA
model, we only need to show that for all non-redundant
ABSRA model Â, we have L(Â) = L(G × (S ◦ Â)) ⊆
L(G × (S ◦ A∗)) = L(A∗). Clearly, L(Â) ⊆ L(A0). By

Prop. 1, we know that L(S ◦ Â) ⊆ L(S ◦A0). Owing to
properties (2)-(4) (i.e., controllability, strong damage in-
fliction and normality) in Definition of 1, we know that

ψ(L(G × (S ◦ Â))) ⊆ L(E). Thus, L(G × (S ◦ Â)) ⊆
ψ(L(B)). Since L(A1) = L(B), we know that L(G×(S ◦
Â)) ⊆ L(A1). Owing to properties (2)-(4) in Definition

1, we know that L(G× (S ◦ Â)) ⊆ L(Ai) (i = 2, 3, · · · ).
Thus, L(G× (S ◦ Â)) ⊆ L(Ak) = L(G× (S ◦A∗)). This
means, ifAk is not empty, then its prefix closureA∗ is the
supremal non-redundant ABRSA model w.r.t. (G,S).

The proof also indicates that, if Ak is empty, then
there does not exist ABSRA model, because by Theorem
1 and Prop. 1 we know that, if there exists one ABSRA
model, then the supremal one must exist, and by the
above proof, we know that this supremal one must be
the prefix closure of Ak, which means it is not empty,
contradicting to our assumption that Ak is empty. �

Theorem 2 indicates that the existence of the supre-
mal ABSRA model can be decided by running Pro-
cedure 1 and check whether the output Ak is empty.
In case that Ak is not empty, its prefix closure is the
supremal one. The computational complexity of Proce-

dure 1 can be roughly estimated as follows. The num-
ber of states |B| is upper bounded by |E|(|S||A0|+1) ≤
|G||S|(|S|+ 1) ≈ |G||S|2 because the number of states
|E| is no more than |G||S|. The subset construction of

A1 in Step (6) leads to |A1| ≤ 2|B| ≤ 2|G||S|
2

. The total
complexity of constructingAk isO(|Ak|2|Σ||∆n|). In the
worst case, Step (7) may iterate at most 2|B| times, where
at each iteration step k ≥ 2 one state is removed from
Ak−1. Considering that the complexity of Procedure 1

is determined by Steps (6)-(7), and |∆n| = |Σ|n+1−1
|Σ|−1 , we

have the overall complexity is

|A1|∑
k=1

O(|Ak|2|Σ||∆n|)≤
2|G||S|

2∑
k=1

O((|A1|+ 1− k)2|Σ||∆n|)

≤O
(

23|G||S|2 |Σ| |Σ|
n+1 − 1

|Σ| − 1

)
,

which is exponential in time with respect to |G| and |S|
when Σ and n are given.

As an illustration, we apply Procedure 1 to the plant
G and the supervisor S shown in Figure 3. Assume
that Σo,p = {q0 = 0, q0 = 1}. The finite-state au-
tomaton A0 in Procedure 1 is depicted in Figure 6.
The finite-state automaton E is depicted in Figure 7,

Fig. 6. The finite-state automata A0 and S ◦A0

where the marked behaviour consists of only strings of
L(G)−L(S). The finite-state automatonB = E×̂(S◦A0)

Fig. 7. The finite-state automaton E

is depicted in Figure 8, where σ denotes {σ} ×∆n, e.g.,
q0 denotes {q0}×∆n. Because all events are observable,
the finite-state automaton A1 generated via the sub-
set construction in Step (6) is the same as the automa-
ton B depicted in Figure 8. We can easily check that
Ω̂1 = {(1, d), (2, d), 0, 1, 2, 3, 4, 5}. The resulting finite-
state automatonA2 is depicted in Figure 9. We can check
that Ω̂2 = ∅. Thus, the output of Procedure 1 is A2. By
Theorem 2, the supremal ABSRA model is the prefix
closure of A2.
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Fig. 8. The finite-state automaton B = E×̂(S ◦A0)

Fig. 9. The finite-state automaton A2

4 Synthesis of an ABSRA-robust supervisor

In the previous section we discuss how to design an
ABSRA model to interrupt a given system’s opera-
tions from an attacker’s point of view. In this section
we present a synthesis approach to design a supervisor
S, which is “robust” to any ABSRA in the sense that
either the attack is not covert or incurs no damage to
the system. More precisely, we introduce the following
concept of robustness.

Definition 4 Given a closed-loop system (G,S), whose
alphabet is Σ, let Σo,p ⊆ Σo be a protected observable
alphabet. Then S is ABSRA-robust with respect to Σo,p

if there does not exist an ABSRA model A = (Y,Σ ×
∆n, η, y0, Y ) of (G,S), where

(∀y ∈ Y )(∀(σ, ν) ∈ Σo,p ×∆n)η(y, σ, ν)!⇒ ν = σ.

2

In general, given two ABSRA-robust supervisors S1

and S2, their union need not be ABSRA-robust. A sim-
ple example is shown in Figure 10, where Σ = {a, b, c, d},
Σo = Σ, Σuc = ∅, and Σo,p = {c, d}. We can check that
both S1 and S2 are ABSRA-robust with respect to Σo,p,
because there is no ABSRA model satisfies Property (1)

Fig. 10. Non-closure of ABSRA-robustness under union

of Definition 1. But S = S1 ∪ S2 is not ABSRA-robust
because an ABSRA attacker can replace a with b, and
replace b with a. This example shows that the supre-
mal ABSRA-robust supervisor does not exist. With the
concept of ABSRA-robustness we introduce another
synthesis problem shown below.

Problem 2 Given a plant G, a requirement E , and a
protected observable alphabet Σo,p ⊆ Σo, synthesize a
supervisor S, which is ABSRA-robust with respect to
Σo,p. 2

With the same notations used in the previous section,
let CN (G, E) be the collection of all controllable and
normal supervisors [11]. Let S0 = supCN (G, E), which
always exists and computable, as long as E ⊆ Σ∗ is reg-
ular. Our goal is to design a supervisor S ∈ CN (G, E)
such that Procedure 1 returns an empty ABSRAAk with
respect to the given protected observable alphabet Σo,p.
To this end, we present the following procedure:
Procedure 2: (Synthesis for ABSRA-Robustness)

(1) Input: a plant G, a requirement E and a protected
observable alphabet Σo,p.

(2) Compute K̂ = supCN (G, E). If K̂ = ∅, set K = ∅
and go to Step (5). Otherwise, assume K̂ is recog-

nized by a finite-state automaton Ŝ, and continue.
(3) Compute A by using Procedure 1 on the inputs

(G, Ŝ) and Σo,p.

(4) Compute K := supCN (G,L(Ŝ)− θ(Lm(A))Σ∗).
(5) Output: a recognizer S of K. 2

Theorem 3 Given a plant G, a requirement E ⊆ Σ∗,
and a protected observable alphabet Σo,p, let S be com-
puted above. If L(S) 6= ∅, then S is ABSRA-robust with
respect to Σo,p.

Proof: To show that S is ABSRA-robust with respect to
Σo,p, assume that it is not true. Then Procedure 1 re-
turns a non-empty ABSRA model A with the inputs of
(G,S) and Σo,p. Let µ ∈ Lm(A). By Prop. 5 we know
that µ ∈ L(S ◦ A) = L(A). Thus, θ(µ) ∈ L(S). On the

other hand, we know that L(S) ⊆ L(Ŝ)− θ(Lm(A))Σ∗,
which means θ(µ) /∈ L(S), which leads to a contradic-
tion. Thus, S is ABSRA-robust with respect to Σo,p. �

We would like to emphasize again that, when Pro-
cedure 1 returns an empty A, and by Theorem 3 we
conclude that there is no ABSRA A for the closed-loop
system (G,S), it does not mean that a sensor reading
alteration attack will not be carried out by an attacker.
But such an attack will either not be able to inflict any
damage to the system or reveal itself to the supervisor
before it achieves its attack goal owing to abnormal sys-
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tem executions, which can be formulated as an abnor-
mality detection problem similar to fault diagnosis [33]
and proper contingent actions such as system shutdown
can be taken by the supervisor, which is nevertheless
outside the scope of this paper.

To determine the complexity of Procedure 2, we know
the complexity of Step (2) is O(22|G||E||Σ|), where the

state size of Ŝ is |Ŝ| ≤ 2|G||E|. Then the complexity of
Step (3) is the same as that of Procedure 1 with respect

to |G| and |Ŝ|, where the state size ofA is |A| ≤ 2|G||Ŝ|
2 ≤

2|G|2
2|G||E|

. The state size of L(Ŝ)− θ(Lm(A))Σ∗ in Step

(4) is |Ŝ||A| ≤ 2|G|(|E|+22|G||E|). The final complexity of

computing S is O(22|G|2|G|(|E|+22|G||E|)) |Σ||∆n|), which is
triple exponential with respect to |G| and |E| when Σ
and n are given.

As an illustration of Procedure 2, we revisit the plant
G depicted in Figure 3 with the same requirement that
the water level should not be extremely high, i.e., the
event h=EH should never occur. Then we can see that
the finite-state automaton Ŝ is the same as the super-
visor S shown in Figure 3. Assume that Σo,p = {q0 =
0, q0 = 1}. By the same description shown in the previ-
ous section, we can check that Procedure 1 terminates
at k = 2, and the outcome A is depicted in Figure 9.
The language θ(Lm(A)) is depicted in Figure 11. The

Fig. 11. A finite-state automaton recognising θ(Lm(A))

language L(Ŝ) − θ(Lm(A))Σ∗ is depicted in Figure 12.

The sublanguage K = supCN (G,L(Ŝ) − θ(Lm(A))Σ∗)

Fig. 12. An automaton recognizing L(Ŝ)− θ(Lm(A))Σ∗

and the final ABSRA supervisor S are depicted in Fig-
ure 13, which indicates that the event q0 = 0 should
not occur, namely the valve should not be closed. Oth-
erwise, an ABSRA attacker can replace h=H with h=L
and trick the supervisor S to issue the command q0 = 0
improperly.

Recall that an ABSRA affects a target system (G,S)
by altering the sequence of observable events, which
tricks S to issue commands improperly. By protecting

Fig. 13. Sublanguage K and ABSRA-robust supervisor S

observable events from being altered unnoticeably can
in principle effectively deter an ABSRA. An observable
event in this framework denotes a specific set of strongly
associated measurements. For example, in the aforemen-
tioned single-tank system, the event h=H may either be
associated with one simple water level measurement or
possibly several sensor measurements such as the actual
water level, and the corresponding pressure on the bot-
tom of the tank - the more sensor measurements associ-
ated with the event, the harder for an attacker to alter
the event without being detected. When applying suit-
able encryption techniques, it is even more complicated
for an attacker to complete the job. Thus, it is indeed
technically feasible to prevent observable events from
being altered by either adopting new secure information
transmission technologies or introducing more sensors
to significantly increase the complication of altering the
corresponding observable event without being detected.
Nevertheless, there is always a financial consideration.
An attractive solution to a potential industrial user is
to identify only critical observable events, which, when
being protected from external alterations, will lead to
a supervisor robust to any ABSRA. Thus, we have an-
other interesting problem, which is stated below.

Problem 3 Given a plant G and a requirement E , com-
pute a protected observable alphabet Σo,p ⊆ Σo of the
minimum size such that a nonempty ABSRA-robust
supervisor S exists. 2

It is clear that Problem 3 is solvable in the sense that
it is decidable whether there exists such a Σo,p with the
minimum size, because we can simply apply Procedure
2 on each subset of Σo to compute the corresponding
supervisor S. Since there is a finite number of such
subsets, this brutal-force method will terminate, and
provide a protected observable alphabet of the mini-
mum size together with the corresponding supervisor,
if it exists. The complexity of Procedure 3 is simply
2|Σo| times of the complexity of Procedure 2, which is
triple exponential with respect to |G| and |E|. Thus, to
find a computationally viable algorithm that can solve
Problem 3 becomes important, which will be addressed
in our future works.

We now use that simple single-tank system to illus-
trate how to determine a minimum protected observ-
able alphabet, which allows the existence of an ABSRA-
robust supervisor. Let Σo,p = {q0=0, q0=1, h=H}. The

model Ŝ is still the same as the supervisor S shown in
Figure 3. The models of A0 and Ŝ ◦A0 are shown in Fig-
ure 14. When we run Procedure 1, the finite-state au-
tomaton E is still the same as the one shown in Figure 7.
The finite-state automaton B = E×̂(S ◦A0) is depicted
in Figure 15. We can see that the marked behaviour of
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Fig. 14. Models of A0 and Ŝ

Fig. 15. The finite-state automaton B = E×̂(S ◦A0)

B is empty, which means the marked behaviour of A1,
which is the same as B, is also empty. Then in Step
(7) the set Ω̂1 contains all states of A1, making A2 an
empty finite-state automaton. Thus, Procedure 1 termi-
nates at k = 2, and output an empty A2. By Theorem 2
we know that there does not exist an ABSRA model for
the system. Thus, in Procedure 2 the resulting ABSRA-
robust supervisor is the same as that S shown in Figure
3. Clearly, it is a solution to Problem 3 because we can-
not find any other protected observable alphabet con-
taining events q0=0 and q0=1 with a size smaller than
3, which can render an ABSRA-robust supervisor.

5 Conclusions

In this paper we have first introduced the concept of
attackability and the concept of ABSRA, upon which
we have shown that the supremal non-redundant AB-
SRA model exists and computable by Procedure 1, as
long as the plant model G and the supervisor S are
finitely representable, i.e., their languages are regular.
After that, we have formulated the problem of synthe-
sizing an ABSRA-robust supervisor, and provided a
concrete algorithm of Procedure 2 to solve it. We have
also shown that it is possible to find a minimum pro-
tected observable sub-alphabet, which may render an
ABSRA-robust supervisor.

It is worth to mention that, if we use the standard
concept of observability [2] in the definition of attacka-
bility, instead of normality, which is a strong property
to ensure observability, the supremal non-redundant
ABSRA may not exist any more. Nevertheless, the ex-
istence of an ABSRA is still decidable with possibly a
higher computational complexity, as this ABSRA syn-

thesis problem is close to the problem of supervisor syn-
thesis under partial observation, which has been shown
solvable [9] [32]. Fortunately, the normality property
can be easily satisfied in reality, as it requires that only
events that are both observable and controllable can
be disabled - in real applications, it is typical that all
control commands are observable. For this reason, the
supervisor synthesis approach proposed in this paper
aiming to defy ABSRA is practically feasible.

It has been shown in Section III that the complex-
ity of Procedure 1 is exponential in time, making the
ABSRA-robust supervisor synthesis problem NP-hard,
as it is more complex than synthesizing the supremal
controllable and normal supervisor, which is NP-hard
[34]. How to synthesize an ABSRA-robust supervisor,
not necessarily the supremal one, with a tractable com-
putational complexity will be an interesting topic for
future research. For example, if the natural projection
Po happens to be a natural observer [10], then the time
complexity of Procedure 2 will be polynomial with re-
spect to |G||E| (and a fixed Σ and n), whose degree may
yet still be high for real applications. In addition, the
strong damage infliction property shown in Definition 1
can be weakened so that an attacker may only want to
break the integrity of the system in the sense that there
is a chance that the closed-loop system may go wrong,
but not always necessary. For example, we can specifiy
the damage infliction property in the following way:

(∀s ∈ L(G× (S ◦A)))(∃t ∈ L(G× (S ◦A)))

s ≤ t ∧ P−1
o (Po({ψ(t)})) ∩ (L(G)− L(S)) 6= ∅, (6)

which means any string s ∈ L(G × (S ◦ A)) can be
extended into a string t ∈ L(G × (S ◦ A)) such that
there exists t′ ∈ L(G × (S ◦ A)) with Po(t) = Po(t′)
and ψ(t′) ∈ L(G) − L(S). This new property can be
called Weak Damage Infliction, and the corresponding
supremal ABSRA synthesis problem can be solved by an
algorithm almost the same as Procedure 1, except that
Ym,1 in Step (6) of Procedure 1 is now defined as Ym,1 =
{(u,< s >) ∈ Y1| < s > ∩Um 6= ∅}. A result similar
to Theorem 2 can be proved with this weak damage
infliction property, which is skipped in this paper, as our
purpose here is to illustrate that new types of sensor
attacks can be defined by changing some property in the
concept of attackability.
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