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With the development of automated software testing technology, software developers can get alarge number of crash test
cases in a short period of time. However, analyzing these crash test cases and finding their root cause is a time-consuming and
labor-intensive task. Techniques based on reverse execution and backward taint analysis are proposed to locate the root cause,
but can’t provide context information or explanation of the underlying fault. To address these two limitations, researchers
have proposed an automated root cause analysis technique called AURORA. Although this technique provides powerful root
cause analysis capabilities, it also have two obvious shortcomings. First, the results of root cause analysis are not accurate
enough. Second, the efficiency of root cause analysis is not high enough. In order to improve these two shortcomings, we
propose OptRCA, a more efficient and accurate approach for root cause analysis and explanation. Like AURORA’s fuzzing
strategy, OptRCA is also designed based on AFL’s crash mode. The difference between them is mainly reflected in three points.
First of all, the goal pursued by OptRCA is different from that of normal fuzzing technology. OptRCA pursues maximum
correlation to ensure that as many crash test cases as possible are related to the same root cause. This test case with maximum
correlation can greatly improve the accuracy of root cause analysis. Second, OptRCA proposed a more efficient non-crash
test case retention strategy, which we named "Hill Climbing Retention”. Using the hill climbing retention method, OptRCA
can obtain sufficient root cause information while retaining only a few non-crash test cases. Since the number of test cases
is greatly reduced, the efficiency of OptRCA’s subsequent root cause analysis process is also greatly improved. In addition,
OptRCA also optimizes the analysis formula to obtain more accurate analysis results. In the evaluation experimental results,
OptRCA is significantly better than AURORA in terms of accuracy and efficiency. Quantitative analysis shows that OptRCA
is 65% more accurate and 61% more efficient than AURORA.
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1 INTRODUCTION

In recent years, fuzzing technology has developed rapidly in the field of software testing and has been widely
studied in industry and academia [22, 29, 41, 43, 49, 61, 63-65]. The power of fuzzing technology is that it can find
as many different paths as possible in the shortest time through high-throughput continuously mutating input,
thereby generating crashes quickly and efficiently. These fuzzing techniques, known as coverage-guided fuzzing,
can produce a large number of crashes in a short period of time, far exceeding the developer’s ability to fix them
[35]. The same bug can produce many unique crashes with different execution paths. For example, before the
crash site, the program has a conditional statement. The two crash test cases execute different branches of the
conditional statement respectively, and finally converge at the same crash site and cause the program to crash.
Obviously, the two crash test cases each have a unique execution path, but crash at the same crash site. In other
words, the two crash test cases are caused by the same bug or root cause. As a result, developers waste a lot of
time investigating potential bugs that don’t exist.

To reduce the duplication of work caused by a large number of crashes mapping to the same bug, Researchers
propose many bucketing techniques, the most representative of which is stack hashing [26, 28, 39, 52]. The
assumption of this bucketing technique is that crashes generated by the same bug have the same stack hash
value. However, experimental evaluation results [40] show that this bucketing technique may generate too many
buckets, or crashes caused by different bugs will be classified into the same bucket. Even if there are only a few
crash test cases for analysts to investigate, finding the root cause of the crash is still a difficult task. Because in
many cases, the location of the crash is not consistent with the location of the root cause. The location of the root
cause may be earlier in the execution flow than the location of the crash. Therefore, analysts need to spend a lot
of time analyzing the execution path to find the root cause.

Among them, the most typical example of root cause is type confusion. In a type confusion scenario, a crash
occurs when a program uses a pointer that is assigned the wrong type. However, the location where this crash
occurs is not the location of the root cause. The real root cause location should be where the pointer is incorrectly
assigned. The easiest way for analysts to find the root cause is to utilize a debugger to inspect the stack and
register values. They can start from the crash location and manually trace back along the execution flow to the
location of the root cause. If thereis the support of sanitizer technology such as ASAN [47], the starting point of
this backtrace (illegal memory access) can be closer to the root cause than crash. However, in a type confusion
scenario, since most of the code has no wrong behavior, even if the analyst obtains the sanitizer information,
it is still difficult to find the root cause location. To reduce the manual workload of backtracking execution
flow, researchers have proposed several technologies for automatic reverse execution and reverse taint analysis,
such as RETRACER [33], POMP [56], REPT [32], and DEEPVSA [36]. However, these approaches often fail to
automatically identify the root cause location when there is no direct data dependency between the root cause
and the crashing instruction. Moreover, due to the limited information collected, none of the above approaches
can provide an explanation for the fault.

To address these problems, a new root cause automatic analysis and explanation tool called AURORA [24] is
proposed. AURORA uses coverage-guided AFL [63] to run crash exploration. In this mode, the fuzzer’s seeds are
crashing inputs, which are constantly mutated so that the target application continues to crash. Crash exploration
can generate a large number of new crashes related to the original crash, which may be caused by different paths
triggering the same bug. Since the original AFL only collects crash test cases, AURORA modifies the original AFL
to record both crash and non-crash test cases. AURORA first selects a crashing input as a seed, and then obtains a
large number of similar crashing and non-crashing inputs. After that, these crashing and non-crashing inputs are
executed and the internal state of the binary program is tracked. The internal state includes the related register
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values and control flow information for each instruction. Based on these detailed traces, AURORA can analyze
what kind of input will cause a crash. Although this design gives AURORA powerful analytical capabilities, it
also introduces three drawbacks.

e AURORA’s root cause analysis results are not accurate enough. Since the fuzzing strategy is
coverage-guided, the large number of crash test cases generated by AURORA have very different paths to
each other. Therefore, the probability that these crash test cases are caused by the same bug is not high.
This can lead to inaccurate analysis results from AURORA.

e AURORA’s root cause analysis is too inefficient. AURORA needs to increase the number of crash and
non-crash test cases to improve the accuracy of the analysis results. However, with the coverage-guided
fuzzing strategy, the number of crash and non-crash test cases stored by AURORA is extremely unbalanced.
The number of non-crash test cases is far more than the number of crashes. In AURORA’s analysis process,
the impact of all non-crash test cases on the analysis results is similar to that of all crash test cases. The
large number of non-crash test cases does not increase the accuracy of the results-and is therefore nearly
useless. On the other hand, each test case consumes the same amount of time during the analysis process.
The large number of non-crash test cases consumes a large amount of analysis time without much gain in
analysis results, making the AURORA analysis process very inefficient.

o AURORA’s analysis calculation formula is inaccurate. The number of crash and non-crash outputs in
AURORA’s fuzzing process is very unbalanced, which leads to the use of inaccurate predicate calculation
formula. This formula reduces the accuracy of root cause analysis.

To improve these three shortcomings, we propose OptRCA, a more efficient and accurate strategy for automated
root cause analysis and explanation. Like the AURORA’s fuzzing strategy, OptRCA is also designed based on
AFL’s crash mode. Therefore, OptRCA also keeps only crash test cases when selecting seeds. The difference is
that seeds with greater correlation to the original crash receive greater energy values. In other words, seeds with
greater correlation to the original crash will be mutated and executed more often. This energy scheduling method
will greatly improve the correlation between other crash test cases and the original crash test case, and thus
improve the correlation between the crash test case and the true root cause. Obviously, this method increases the
amount of useful information in the crash test case, thereby improving the accuracy of root cause analysis. On
the other hand, when collecting non-crash test cases, OptRCA adopts a more efficient retention strategy, which
we call the “Hill Climbing Retention”. The core goal of hill climbing retention is to retain as few non-crash test
cases as possible to obtain enough useful information. Since the number of non-crash test cases is greatly reduced,
OptRCA can greatly improve the efficiency of root cause analysis. In addition, because the number of crashing
and non-crashing inputs is more balanced, OptRCA improves AURORA’s analytical calculation formula to make
the results more accurate. We select over 20 Common Vulnerabilities and Exposures (CVE) vulnerabilities to
evaluate OptRCA’s performance and accuracy. Experimental results show that OptRCA is more efficient and
accurate than AURORA. On average, OptRCA is 65% more accurate and 61% more efficient than AURORA. Our
main contributions are summarized as follows:

e We propose a new fuzzing strategy that is more suitable for root cause analysis and explanation. This
fuzzing strategy is designed based on a new seed energy scheduling mechanism we proposed. Based on
these crash test cases with maximized correlation, OptRCA can obtain more accurate root cause analysis
results.

e We propose a new formula to calculate the distance between non-crash test cases. This formula can
effectively represent the amount of new information in non-crash test cases.

e We propose a new non-crash test case retention algorithm called “hill-climbing retention” based on the
calculated non-crash distance mentioned above. It can obtain enough information for root cause analysis
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while only retaining a very small amount of non-crash test cases, thus greatly speeding up the efficiency
of root cause analysis.

e We propose a more balanced and accurate analysis calculation formula based on the more balanced
number of test cases in OptRCA.

To foster research on this topic, we release the implementation of OptRCA at https://github.com/gejingquan/
OptRCA.

2 BACKGROUND AND MOTIVATION

This section will first provide background knowledge related to root cause analysis, including sanitizer, backward
taint analysis, and fuzzing technology. Finally, we will focus on the technical details of AURORA, the most
representative tool in the field of root cause analysis, and its limitations.

2.1 Sanitizer

Sanitizers can detect various types of memory access bugs based on compile time instrumentation and shadow
memory. There are currently two most popular sanitizer tools, namely MemorySanitizer (MSAN) [48] and
AddressSanitizer (ASAN) [47], both of which can assist in root cause analysis. The types of bugs these two
tools focus on are different. MSAN mainly targets uninitialized memory reads. When stack or heap allocated
memory is read before it is written, and the read value affects the execution of the program, MSAN can detect
this vulnerability immediately. Based on shadow memory technology, MSAN can track each initialized or
uninitialized bit. Therefore, MSAN can prevent uninitialized memory from being used illegally. Unlike MSAN,
ASAN targets a wider range of memory-related vulnerabilities, including use-after-free (UAF), various types
of buffer overflows, use-after-return, use-after-scope, initialization order bugs and memory leaks. ASAN also
uses shadow memory to determine whether a specific memory can be accessed. ASAN has two most important
modules: an instrumentation module and a runtime library. The instrumentation module creates inaccessible
regions around the stack and global objects, and detects overflows and underflows by checking the shadow
state of each memory access. The runtime library createsinaccessible regions around allocated heap regions by
replacing malloc(), free(), and related functions, and detects the reuse of freed heap regions.

MSAN and ASAN not only identify invalid memory accesses, but also provide more details about the cause
and location of the crash. Therefore, these two tools are of great help in accurately analyzing the root cause, but
they have three irreparable shortcomings. First, MSAN and ASAN can only detect memory errors and cannot
detect non-memory bugs. Second, when the location of the root cause of the program bug is different from the
location of the crash (such as type confusion), these two tools are powerless. Third, the detailed information
that MSAN and ASAN can provide is very limited. They only provide memory-related information and cannot
provide information such asregisters and control flow.

2.2 Backward Taint Analysis

Backward taint analysis is a more accurate root cause analysis technology than MSAN and ASAN. There are three
most representative tools based on backward taint analysis technology, namely RETracer [33], POMP [56] and
REPT [32]. RETracer is the first tool to analyze the root cause of bugs based on program semantics reconstructed
from memory dumps [51]. Based on binary-level backward taint analysis without a recorded execution trace,
RETracer can analyze how functions on the stack lead to the crash. However, due to the lack of control flow trace,
RETracer can only recover an approximate execution history and limited data values. REPT is an improvement on
RETracer. Based on online lightweight hardware tracing of a program’s control flow and offline binary analysis,
REPT can reconstruct the data flow and the execution history with high fidelity. In order to record the control flow
of the program with low performance overhead, REPT utilizes the hardware tracing technology Intel Procesor
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Trace (PT) [30]. Moreover, REPT uses the data values saved in a memory dump with control flow information to
recover data flow. POMP is another tool that uses backward taint analysis for program crash analysis. Unlike
RETracer and REPT, POMP only requires post-crash artifacts to execute instructions in reverse and reconstruct
the data flow. Based on backward taint analysis and the recovered data flow, POMP can pinpoint the critical
instructions leading up to the crash.

Using reverse execution and backward taint tracking technology, RETracer, POMP and REPT can understand
and analyze bugs more deeply. However, the above three tools all rely on data flow to find the root cause of the
crash. When there is no direct data flow between the root cause and the crash site, these three tools are powerless.
Type confusion is a typical example. In a type confusion scenario, the location of crash is often in the constructor
of the confused object. But the real root cause is often at the wrong object pointer assignment. Unfortunately,
there is no direct data flow between these two locations. Therefore, it is difficult for these three tools to find the
root cause of type confusion.

2.3 Coverage-Guided Fuzzing and Crash Exploration Mode

Coverage-Guided Fuzzing: Fuzzing is an automatic software testing technology to discover bugs and vulnera-
bilities. Due to its high efficiency and simplicity, it has become one of the most popular vulnerability mining
techniques [35, 50, 63]. Among them, coverage-guided fuzzing [27, 41, 44, 46,50, 63] is by far the most successful
fuzzing technique. Coverage-guided fuzzing tracks code coverage to focus mutations on a unique set of test
cases, which can reach previously-unseen code regions. The goal of this fuzzing strategy is to explore all possible
execution paths of the binary program as quickly as possible. In other words, its goal is to maximize code coverage
of generated test cases. This strategy of maximizing coverage is very effective for quickly finding bugs and
vulnerabilities, but it is not suitable for all scenarios. Especially in the context of root cause analysis, maximizing
code coverage is harmful. Since root cause analysis requires as many crashes as possible to be caused by the
same root cause. Maximizing code coverage will greatly increase the probability of noise crashes (crashes caused
by different root causes).

Crash Exploration Mode: Crash exploration mode [62] s a fuzzing mode provided by coverage-guided fuzzers
such as AFL [63]. As the name suggests, this mode focuses on crash. Crash exploration mode uses a crash test case
as a mutation seed to generate new test cases. Among new test cases, the fuzzer only keeps the crash test case in
the fuzzing queue. Therefore, crash exploration mode will generate a large number of crash test cases, which are
all mutations of the same crash seed. Intuitively guessing, these crash test cases execute different paths, but there
is a high probability that they will cause the same crash. Unfortunately, this intuitive guess is not necessarily
true. Through our real program fuzzing testing, we found that in large programs, the crash test cases generated
by crash exploration mode contain a large number of crashes caused by different bugs. These crashes caused by
different bugs have very low correlation with the original crash that needs to be analyzed. In other words, the
amount of useful information brought by these crashes is very limited. We classify these crashes with very low
correlation with the original crash as noise crashes. Adding these noise crashes has very limited improvement in
the accuracy of root cause analysis, and sometimes even harmful. Therefore, the coverage-guided fuzzing strategy
is not suitable for root cause analysis.

24 AURORA

Section 1 briefly introduces the principles, advantages and disadvantages of AURORA. This section provides a
more in-depth explanation of the technical details and limitations of AURORA. The design goal of AURORA is to
find the location and explanation of the software fault’s root cause, given a crash input and binary program. Based
on statistical analysis methods, AURORA can compare the behavioral differences between crash and non-crash
inputs, and then achieve the above design goal. AURORA first creates a data set of various program behaviors

ACM Trans. Softw. Eng. Methodol.



6 « Geetal

related to this crash. By monitoring the program behavior of these related inputs, AURORA can compare and
analyze them. There is no doubt that crash program behavior will deviate semantically from non-crash program
behavior at some point. Intuitively, the first deviated program behavior is the root cause. In the design of AURORA,
the monitored program behavior can provide both the location and the explanation of the root cause. The first
step in AURORA is to create two sets of inputs, crash and non-crash. To obtain these two sets of inputs, AURORA
uses the initial crash input as the seed and run the crash exploration mode of fuzzing. After getting these two sets
of inputs, AURORA monitors and tracks the program behavior of each input, and then correlate these traces with
the execution results. Based on statistical reasoning, AURORA can identify the difference between crash and
non-crash traces. Specific predicates are synthesized to formalize these differences. Intuitively, the first predicate
that can successfully predict all or most of the execution results can also provide an explanation for the root
cause. The final result in AURORA is a list of explanations and addresses of possible root causes, ordered by
prediction quality and execution time. The three most important technical details of AURORA are actually the
answers to the following three questions.

First, how does AURORA monitor program behavior? AURORA’s program behavior monitoring for each
input is based on Intel PIN [31], which is a dynamic binary instrumentation tool. To gain semantic insights into
(binary-only) program behavior, AURORA monitors the runtime execution of each crash and non-crash input
and collects the values of various expressions. AURORA records the maximum and minimum values of registers
modified by each instruction, including general registers and flag registers. For each memory write access,
AURORA records the maximum and minimum values stored. In addition to registers and memory, AURORA also
stores control-flow edge information to reconstruct coarse control flow graphs. Moreover, stack and heap address
ranges are also collected by AURORA to test the validity of stack or heap pointers.

Second, what predicates does AURORA use to make predictions? AURORA provides a total of three
categories of predicates, namely register- and memory-related predicates, control flow-related predicates, and
flag-related predicates. For register- and memory-related predicates, AURORA generates expressions of r < ¢ or
r > ¢ based on the maximum and minimum of all values written to registers and memory. In the expression, r is
the maximum or minimum value of the register or memory, and c is a selected appropriate constant. In addition,
AURORA also designs two expressions is_heap_ptr(r) and is_stack_ptr(r) to test whether r is a valid heap or
stack pointer. For control flow-related predicates, AURORA designs two expressions, namely has_edge_to and
always_taken_to. Given a control flow edge from x to y, has_edge_to refers to at least one transition from x to y.
And always_taken_to means that every edge output from x goes to y. For each instruction, the Boolean values
of the two expressions are evaluated and added together. Checking whether the sum of this Boolean value is
greater than or equal to n-€ {0, 1, 2} is the final result of this predicate. For the flag predicate, AURORA uses the
Boolean value of each flag bit (including the carry, zero and overflow flags) to predict the difference between
crash and non-crash.

Third, how does AURORA calculate prediction quality? AURORA uses actual crash and non-crash input
samples to maximum likelihood estimate the misprediction probability of the predicate. The original unmodified
formula of this maximum likelihood estimate is shown in Equation 1. In Equation 1, 0 represents the maximum
likelihood estimate of the misprediction probability. Cy and Ny refer to the number of mispredicted crashes and
non-crashes respectively. Correspondingly, C; and N; refer to the number of correctly predicted crashes and
non-crashes respectively.

Cf+Nf
Cr+ N+ N +Cy

é:

(1)

However, due to the large gap between the number of crash and non-crash samples in AURORA, using Equation
1 to calculate the estimated value may produce a large error. Therefore, AURORA modifies this original formula
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to balance the impact of crash and non-crash on the maximum likelihood estimate, as shown in Equation 2. The
value range of 6 is [0,1]. 6 = 0 means that the prediction success probability of this predict is 100%. In contrast,
6 = 1 indicates that the success probability of the reverse prediction is 100%. Therefore, the closer Gisto0or1,
the greater the quality of this predicate. When 6 is close to 0.5, it indicates that the quality of this predicate is
small.

~ 1 C N
f==2 f f

+ 2
Z*Q}+Q AQ+M) @

Since the value of § is not positively related to the prediction quality, it is not appropriate to use 0 to characterize
the prediction quality. In order to better characterize the prediction quality of the predicate, AURORA provides
another variable S. The calculation formula of S is as shown in Equation 3. The same as 6, the value range of S is
also [0, 1]. The difference is that the value of S is positively related to the prediction quality. When S = 0, the
prediction quality is the worst. Correspondingly, S = 1 indicates the best prediction quality. Therefore, S can well
characterize the prediction quality. AURORA uses S to select the best predicate for each instruction.

S=2x|0-0.5| 3)
Although AURORA is a very powerful automatic root cause analysis and explanation tool, its accuracy and
efficiency are far from optimal. Section 1 provides a detailed explanation of the three flaws of AURORA. This is

exactly our motivation for designing OptRCA, which is to comprehensively optimize the efficiency and accuracy
of AURORA.

2.5 State-of-the-Art Statistical RCA Solutions

The latest root cause analysis (RCA) techniques can be divided into two major categories, statistical RCA and
non-statistical RCA. Non-statistical RCA refers to'identifying and locating the root cause of certain types of
vulnerabilities based on detailed and precisely formulated rules. In the non-statistical RCA category, the latest
technical solutions are ARCUS[58] and Bunkerbuster [57]. Statistical RCA refers to estimating and ranking the
statistical correlation between each program entity (such as statement, block or predicate) and crash based on a
set of crash and non-crash test cases. Obviously, AURORA and OptRCA belong to the category of statistical RCA.
In addition to AURORA and OptRCA, there are two latest technical solutions in the statistical RCA category,
namely RACING [54] and BENZENE [42]. RACING uses reinforcement learning technology to reward operations
involving counterexamples, thereby balancing random sampling and counterexample exploitation. RACING
greatly improves the scalability and accuracy of root cause analysis, and its efficiency is an order of magnitude
higher than AURORA. BENZENE is a practical end-to-end and more efficient automated root cause analysis
system. BENZENE uses a new technology called under-constrained state mutation to obtain non-crash test cases
that are closer to the original crash. Compared with AURORA, BENZENE is not only more efficient and accurate,
but also occupies less memory footprint.

3 DESIGN

This section introduces the design details of OptRCA. We first provide an overview of OptRCA in Section 3.1.
Then, Section 3.2 shows the technical details of OptRCA’s fuzzing strategy, test case retention strategy, and the
calculation method of root cause analysis.

3.1 Overview of OptRCA

OptRCA is an automated root cause analysis and explanation tool designed to optimize AURORA in terms
of both accuracy and efficiency. Figure 1 shows the entire workflow diagram of OptRCA. Among them, the
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gray modules represent OptRCA’s improvements to the original AURORA tool. As can be seen from Figure 1,
OptRCA consists of two major stages, namely the fuzzing stage and the analysis stage, which are the same as the
original AURORA. However, OptRCA optimizes the internal modules of these two stages. OptRCA optimizes
three modules respectively, namely Seed Energy Scheduling for Maximizing Correlation, Hill-Climbing Retention
and Calculation module. The first two modules are improvements in the fuzzing stage, and Calculation module
belongs to the analysis stage.

In the fuzzing stage, like AURORA, OptRCA is also based on crash exploration mode of the fuzzer to find
crash and non-crash sets. Different from AURORA, OptRCA optimizes the fuzzing strategy in two parts. First,
OptRCA provides a seed scheduling strategy that maximizes correlation to make the found crash test cases more
suitable for root cause analysis. This is completely different from AURORA’s fuzzing strategy of maximizing
coverage. Secondly, OptRCA improves the retention method of non-crash test cases. The original AURORA does
not have any special retention policy, all non-crash is retained. OptRCA uses the hill-climbing retention method
to filter non-crash test cases. In the analysis stage, OptRCA uses a more optimized root cause statistical analysis
calculation formula to make its results more accurate.

Fuzzing

Analysis
% Seed Energy Scheduling |5
for Maximizing Correlation crash %
T R Calculation—> Results
% Mutations & Executions

l

% Hill-Climbing Retention —> :]
non-crash
Improved Modules of OptRCA

Fig. 1. The entire workflow of OptRCA. The gray modules represent OptRCA’s improvements to the AURORA tool.

3.2 Technical Details

In this section, we detail the principles and functions of the above three improved modules. We first describe
how OptRCA’s fuzzing strategy maximizes correlation by modifying seed energy scheduling. Then, we give the
principle of OptRCA’s non-crash retention strategy. Finally, we introduce in detail how OptRCA optimizes the
root cause analysis process.

3.2.1 Seed Energy Scheduling for Maximizing Correlation. Normal fuzzing strategies aim to maximize coverage.
This is because maximizing coverage can find new crashes and vulnerabilities more quickly, thus greatly improving
the efficiency of fuzzing. However, from the perspective of root cause analysis, maximizing coverage has the
opposite effect. Because root cause analysis requires a large number of crash test case collections that belong to
the same root cause. The crash test cases obtained by maximizing coverage will have many noisy crashes (not
belonging to the same root cause). Theoretically, the greater the correlation of the collected crash test cases, the
greater the probability that they belong to the same root cause, and the more suitable they are for the root cause
analysis scenario. In order to make the collected crash test cases more suitable for root cause analysis, we propose
a fuzzing strategy that maximizes correlation. In order to achieve maximum correlation of crash test cases, we
propose a novel seed energy scheduling algorithm, as shown in Algorithm 1. The seed energy determines how
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Fig. 2. Distribution of four variables related to seed energy obtained by the original AURORA fuzzing strategy (CVE-2018-
10191 [1]). The first variable bitmap_size represents the scale of code coverage. The second variable execution_time represents
the execution time of the fuzz target binary. The third variable handicap is a tuning variable that allows latecomers to run for
a longer time. The fourth variable depth represents the number of times the current seed has been mutated since the original
seed. In Figure 2a and Figure 2b, the red dashed vertical line refers to the average value.

often the seed will be fuzzed. The higher the energy, the more often it will be fuzzed, and vice versa. Therefore,
seeds with higher energy will be mutated and executed more often. The energy of the seed is related to four
variables, namely bitmap_size, execution_time, handicap and depth. Figure 2 shows the distribution of these four
variables during the fuzz testing phase of AURORA. The detailed explanation of the variables is also given in the
caption of Figure 2.

Table 1. The explanations of all the constants and variables used in Equation 4, 5, 6 and 7.

Constant/Variable Explanation
OriScore The initial constant for the seed energy value
mutated Seed that has been mutated.
ETscore Energy score coefficient related to execution time.
average_execution_time Average execution time of all seeds in the seed queue.
minimum_execution_time Minimum execution time of all seeds in the seed queue.
BSscore Energy score coefficient related to bitmap size.
average_bitmap_size Average bitmap size of all seeds in the seed queue.
minimum_bitmap_size Minimum bitmap size of all seeds in the seed queue.
handicap A tuning variable that allows latecomers to run for a longer time.
HCscore Coefficient of energy score related to handicap.
depth The number of times the current seed has been mutated since the original seed.
Dscore Coefficient of energy score related to depth.
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The variable execution_time refers to the execution time of the binary. If it is too large, it will affect the
efficiency of fuzzing. Ideally, high-priority seeds should have lower execution_time. On the other hand, the
length of execution time does not theoretically have a significant impact on the results of root cause analysis.
Therefore, in the design of OptRCA, our goal is to further reduce the execution_time of high-priority seeds to
improve the efficiency of fuzzing. As can be seen from Figure 2a, execution_time is randomly and dispersedly
distributed on both sides of the mean. This proves from the side that AURORA’s fuzzing strategy is not sensitive to
execution_time. If OptRCA’s fuzzing strategy expects to select seeds with shorter execution time, the distribution
of execution_time should be more compact and the mean value will be lower. After a lot of experimental data
statistics and testing, we designed Equation 4 as the calculation formula for the seed energy coefficient of
execution_time. The explanation of the constants and variables in Equation 4 can be found in Table 1. Equation 4
involves three parameters, namely ETscore, average_execution_time and minimum_execution_time. From Table 1,
we can see that ETsore is the energy score coefficient related to the execution time. It can be seen from Equation 4
that the larger the value of execution_time, the smaller the ETscore is, and the decline is rapid. If the execution_time
of the current mutated seed is close to minimum_execution_time, the ETscore will be very large. If the current
mutated seed’s execution_time is close to average_execution_time, the ETscore is approximately equal to 1. If the
current mutated seed’s execution_time is greater than average_execution_time, the ETscore will be less than 1. This
formula makes the seed energy coefficient ETscore of OptRCA very sensitive to execution_time of the mutated
seed. This feature of ETscore can make the execution_time of the seed sequence gather towards the minimum
value. The evaluation results in Figure 3 of Section 5.2 also prove this characteristic.

average_execution_time — 0.9 x minimum_execution_time

4)

The parameter BSscore refers to the energy score coefficient associated with the bitmap_size. The original
AURORA fuzzing strategy expects to obtain the maximum coverage, so seeds with larger bitmap_size will obtain
larger energy coefficients. Figure 2b shows the bitmap_size distribution of the seed sequence obtained by the
original AURORA fuzzing strategy. As can be seen from the Figure 2b, the distribution of bitmap_size is the
same as execution_time, which is randomly and loosely distributed on both sides of the mean. This distribution is
inconsistent with OptRCA’s expectations. In order to.maximize the correlation between seeds, OptRCA expects
a distribution with a lower mean and a more compact distribution. Equation 5 is the calculation formula for
OptRCA to calculate BSscore, which is very similar to the calculation method of ETscore. When the bitmap_size of
the current mutated seed is close to the minimum value, the BSscore will be very large. On the contrary, when
the bitmap_size of the current mutated seed is larger than the average value, the BSscore will be less than 1.
This characteristic of BSscore will cause the bitmap_size of the seeds in the seed sequence to gather around the
minimum value. The evaluation results in Figure 3 of Section 5.2 also prove this characteristic.

mutated.ETscore = : - — - -
mutated.execution_time— 0.9 * minimum_execution_time

average_bitmap_size — 0.9 * minimum_bitmap_size

®)

The parameter handicap is used to adjust the running time of latecomers in the seed sequence. The effect of
this parameteris that late seeds will get more seed energy until the late time is compensated. When a seed in
each seed sequence is mutated for the first time, its handicap will be assigned an initial value, that is, the number
of queue rounds minus one. This means that the later the seed is, the larger the initial value of its handicap.
The parameter handicap decreases as the number of times the seed is fuzzed increases. When the handicap
of the seed is greater than or equal to 4, the handicap decreases by 4 each time the seed is fuzzed. When the
handicap of the seed is less than 4, the handicap decreases by 1 each time the seed is fuzzed. As shown in Table
1, the parameter HCscore represents the seed energy coefficient related to handicap. In the original AURORA
fuzzing strategy, when handicap >= 4, the HCscore is 4, and when 0 < handicap < 4, the HCscore is 2. This

mutated.BSscore = - - — - -
mutated.bitmap_size — 0.9 * minimum_bitmap_size
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HCscore feature will greatly increase the frequency of fuzzing seeds with larger handicap. The distribution of
handicap shown in Figure 2c also illustrates this impact of HCscore. According to our statistical and theoretical
analysis, handicap value of the current seed has no effect on its correlation with the original seed. Therefore, in
the design of OptRCA, we expect the influence of handicap on HCscore to be reduced. This can make the value
of larger handicap drop to the low value range faster, thereby reducing the advantage of late seeds. Equation 6
is the formula for calculating HCscore of OptRCA. The difference between Equation 6 and the original formula
of AURORA is that the value of HCscore is halved in both cases. The HCscore calculated based on Equation 6
can reduce the distribution probability of larger handicap and increase the distribution probability of smaller
handicap. This characteristic can also be proved by evaluation results in Figure 3 of Section 5.2.

2 (if mutated.handicap >= 4),

mutated. HCscore = ] (6)
1 (if 0 < mutated.handicap < 4).

The parameter depth refers to the number of times the current mutated seed has been mutated from the original
seed. Obviously, this parameter has a great impact on the correlation between the current mutated seed and the
original seed. Figure 2d shows the distribution of the parameter depth of the original AURORA fuzzing strategy.
In the original design of AURORA, the energy score coefficient Dscore related to depth is positively correlated
with depth. This is mainly because normal fuzzing expects to find new and different types of crashes, and a larger
depth means a greater probability of finding new and different types of crashes. However, OptRCA’s fuzzing
strategy is opposite to AURORA’s requirements. OptRCA’s fuzzing strategy expects to obtain the mutated seed
with the greatest correlation with the original seed. On the other hand, from a statistical point of view, the
larger the depth value of the mutated seed, the farther it is from the original seed, and the lower the correlation.
Therefore, the distribution of OptRCA’s depth should be as compact as possible and close to the minimum value.
In order to obtain this distribution characteristic, we designed Equation 7 as the calculation formula for OptRCA’s
coefficient of energy score related to depth. Equation 7 makes the relationship between Dscore and depth linearly
negatively correlated, so that the distribution of depth is closer to the minimum value and more compact. Figure
3 in Section 5.6 also fully demonstrates this characteristic of Dscore.

tated.D ! (7)
mutated.Dscore = ———
mutated.depth

mutated.score = OriScore * mutated.BSscore * mutated.ET scorex

(®)

mutated.HCscore * mutated.Dscore

Equation 8 is the final formula for calculating the energy value of the mutated seed. In Equation 8, OriScore
is the initial constant of the seed energy value. From Equation 8, we can see that the energy of the seed is the
product of the initial value and the four seed energy score coefficients. Algorithm 1 is the seed energy scheduling
algorithm designed according to Equation 8, which we call “Seed Energy Scheduling for Maximizing Correlation”.
From line 6 of Algorithm 1, we can see that when the seed is mutated, it is first determined whether the mutated
test case causes a crash. If the mutated test case causes a crash, it continues to determine whether it covers a new
path, as shown in line 7 of Algorithm 1. When the mutated test case causes both a crash and a new path, the test
case is stored in the seed queue as a new seed, as shown in line 8 of Algorithm 1. After the test case is stored in
the seed queue, Algorithm 1 will calculate the energy value according to Equation 4, 5, 6, 7 and 8, as shown in
lines 9 to 24 of Algorithm 1. When the test case does not cause a crash, OptRCA will determine whether to store
the non-crash test case according to Algorithm 2, as shown in line 26 of Algorithm 1.
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Algorithm 1: Seed Energy Scheduling for Maximizing Correlation

Input: Crash test case to be analyzed: Crash_Case;
Output: Energy score of mutated seed: mutated.score;

1 Add Crash_Case to the seed queue.

2 while true do

3 for Seed in Queue do

4 mutated < Mutate(Seed);

5 Execute Program with mutated as input;

6 if mutated is crashing then

7 if mutated has new paths then

8 Add mutated to the seed queue;

9 Update mutated.bitmap_size;

10 Update average_bitmap_size;
_ average_bitmap_size—0.9+minimum_bitmap_size

1 mutated.BSscore = mutated.bitmap_size—0.9xminimum_bitmap_size?

12 Update mutated.execution_time;

13 Update average_execution_time;
average_execution_time—0.9xminimum_execution_time

14 mutated.ETscore = ——= — ——— .
mutated.execution_time—0.9«minimum_execution_time

15 Update mutated.handicap;

16 if mutated.handicap >= 4 then

17 L mutated. HCscore = 2;

18 else

19 L mutated. HCscore = 1;

20 Update mutated.depth;

21 mutated.Dscore = A

mutated.depth ;
22 mutated.score =

OriScore * mutated.BSscore * mutated.ETscore = mutated. HCscore * mutated.Dscore;

23 else

24 L continue;

25 else

26 L Run Algorithm 2;

3.2.2 Hill-Climbing Retention: During the root cause analysis process, each crash and non-crash test case
requires a certain amount of time to be tracked, processed and calculated. Too many test cases will greatly reduce
the processing speed of root cause analysis. On the other hand, not every test case has the same amount of
new information. Low-information test cases have limited impact on the accuracy of the results and can be
approximated as noise. Therefore, how to reduce the number of test cases as much as possible while ensuring
sufficient information is of great help to improve the efficiency of root cause analysis.

Intuitively, the amount of information in each crash test case is greater than the amount of information in each
non-crash test case. From the perspective of information theory, the conclusion remains the same. This is not
only because the number of crash test cases is small, but also because each crash test case is most likely caused
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Algorithm 2: Hill-Climbing Retention

Input: Crash test case to be analyzed: Crash_Case;
Output: Non-crashing mutated seed: mutatednc;
1 Add Crash_Case to the seed queue.
2 while true do

3 for Seed in Queue do
4 i=1;
5 j=1;
6 mutated < Mutate(Seed);
7 Execute Program with mutated as input;
8 if mutated is crashing then
9 L Run Algorithm 1;
10 else
11 if mutated has new paths then
12 i+=1;
13 if mutated has new tuples then
14 L j+=1;
15 Update new_tuple_counter; ;
16 Update new_hit_counter; ;
17 new_information; = (j * new_tuple_counter,~)2 + new_hit_counterl.z;
18 if new_information; is larger than any of the previous ones then
19 mutatedyc = mutated;
20 L Retain mutatedyc with high probability or 100%;
21 else
22 mutatedyc = mutated;
23 L Retain mutatedyc with low probability or zero;
24 else
25 L continue;

by the same root cause. In other words, the execution path of each crash will most likely go to the same crash
site, so their execution paths will overlap. It can be inferred that there is a high probability that crash test cases
are strongly correlated. Therefore, each crash test case has a lot of useful information. Correspondingly, since the
execution pathof the non-crash test case will not reach the crash site, there is little overlap with the execution
path of the crash to be analyzed. It can be inferred that the non-crash test cases are weakly related to the crash
test cases to be analyzed. Therefore, the amount of useful information possessed by non-crash test cases is likely
to be much smaller than that of crash test cases. Therefore, OptRCA’s retention strategy has two key points. First,
keep all crash test cases. Secondly, on the premise of ensuring enough useful information, reduce the number of
non-crash test cases as much as possible.

In the design of OptRCA, we propose the hill-climbing retention method to reduce the number of unnecessary
non-crash test cases. We first design a calculation formula for the amount of new information for non-crash test
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cases. Suppose new_tuple_counter; represents the number of newly added path tuples in the execution path of
the i-th test case, new_hit_counter; represents the number of newly changed hit-counts for a particular path tuple
in the execution path of the i-th test case, j is the case counter of the tuple being changed, and new_information;
represents the amount of new information brought by the i-th test case. Here, tuple refers to the smallest element
in the code path, and hit-count refers to the number of executions of a certain tuple. According to our theoretical
analysis of the amount of new information, the greater the new_tuple_counter; or new_hit_counter; of the test
case, the greater the amount of new information brought. Moreover, the influence of new_tuple_counter; of new
test cases on the amount of new information will increase with the increase of the number of test cases, but
the influence of new_hit_counter; on the amount of new information will not change with the increase of the
number of test cases. Therefore, the formula for the amount of new information we designed is‘as follows:

new_information; = (j * new_tuple_counter;)* + new_hit_counteri2 9)

As can be seen from Equation 9, the variable new_information; is equal to the square of jxnew_tuple_counter;
plus the square of new_hit_counter;. The counter j is added to balance the influence of new_tuple_counter; and
new_hit_counter; on new_information;. Based on the definition of the newly added information (new_information;),
we design the retention strategy of test cases. When the amount of new information of the current test case is
larger than all previous test cases (new_information;_y, - - - ,new_information;), OptRCA will retain the test
case with a high probability or 1. If the amount of new information new_information; is not the largest, the
probability of being retained will be very small or zero. Based on this strategy, OptRCA always retains the
test cases with the largest amount of new information with a high probability, and discards the test cases with
insufficient information. During the entire process of OptRCA’s fuzzing, the number of retained non-crash test
cases increases one by one. Within a certain period of time, the number of non-crash test cases can reach a
peak and no longer increase. From the perspective of information volume, the amount of new information of
the retained test cases increases step by step like climbing a mountain, so we named this retention strategy
“hill-climbing retention”.

Algorithm 2 shows the hill-climbing retention method for non-crash test cases. Here, i and j respectively
represent the non-crash sequence number and the non-crash sequence number with new tuples. The non-crash
retention algorithm also needs to complete 4 tasks. First, i and j are updated by adding 1 separately conditionally.
When mutated does not cause the program to crash but there are new execution paths, the sequence number
i is updated by incrementing 1, as shown in line 12. Under the above conditions, when new tuples appear in
mutated bitmap, the sequence number j is updated by adding 1, as shown in line 14. Second, update the number
of mutated’s new tuples (new_tuple_counter;) and the number of mutated’s new hit-counts (new_hit_counter;),
as shown in lines 15 and 16. Third, use Equation 9 to calculate mutated’s newly added amount of information, in
line 17 of Algorithm 2. Fourth, based on the judgment result of whether new_information; of the current test
case is the largest element in the seed mutation set, determine whether to retain this test case. Lines 18 to 23
illustrate this retention method. If the judgment result is true, then mutated is retained with high probability or
100%. If the judgment result is false, then retain mutated with small probability or 0.

3.2.3 Calculation: OptRCA’s third optimization for AURORA is to modify the calculation method of root cause
analysis. From Section 2.4, we can know that AURORA uses Equation 2 and 3 to calculate the prediction quality
of each predicate. Equation 2 calculates the crash prediction quality (based on C¢ and C;) and the non-crash
prediction quality (based on Ny and N;) separately, and then averages them. This calculation method results
in crash and non-crash having an equal impact on the final result, which obviously does not comply with
the principles of statistics. In fact, compared to non-crash test cases, the number of crash test cases is much
smaller. Statistically speaking, non-crash will definitely have a much greater impact on the final result than
crash. Therefore, by combining crash and non-crash calculations, the results obtained will be more realistic. In
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other words, the calculation result of Equation 1 is more realistic than Equation 2. The reason why AURORA
chooses Equation 2 is because the huge imbalance between the number of crashes and the number of non-crash
will greatly increase the error of Equation 1. Fortunately, OptRCA’s non-crash retention algorithm overcomes
this quantity imbalance defect of AURORA. Since the hill-climbing retention method filters out most useless
non-crash test cases, the number of crashes and non-crash in OptRCA is already on the same order of magnitude.
Therefore, the error calculated by OptRCA using Equation 1 is within the acceptable range. OptRCA combines
Equation 1 with Equation 3, and the final calculation formula is shown in Equation 10.

Cf+Nf
Cr+ Np+ N +C;

S=2x%] 0.5] (10)

As can be seen from Equation 10, OptRCA does not distinguish crash and non-crash predicates separately, but
treats them as the same sample. There is no doubt that the results obtained by Equation 10 are more realistic and
certainly more accurate than AURORA. The definitions of C £, Nf, Cy and N; here are the same as in Section 2.4.
C; and Cy are the number of correct and incorrect predictions in crash samples respectively, and N; and Ny are
the number of incorrect predictions in non-crash samples. From Equation 10, we can know that OptRCA first

calculates the proportion of samples with incorrect predictions to the total number of samples (%).
OptRCA then calculates how far this proportion is from 0.5 and multiplies it by 2. The result obtained represents

the prediction quality of the predicate.

4 IMPLEMENTATION

To prove the practical feasibility of OptRCA, we implemented a prototype of OptRCA. In this section, we introduce
the implementation details of OptRCA.

Fuzzing and Non-Crashing Retention. In order to obtain as many crash test cases as possible that belong
to the same root cause as the original seed, we use AFL’s crash exploration mode [62] to fuzz the program.
However, the original AFL crash mode can only store crashing test cases, and non-crashing test cases will be
discarded. Therefore, we modified save_if interesting() function to save non-crashing test cases with new execution
paths. We set the global variables new_tuple_counter, new_hit_counter and the global array new_information,
whose definition is the same as Equation 9. We modify has_new_bits() function in the AFL source code to update
new_tuple_counter and new. hit_counter of each test case. As mentioned above, the modified save_if interesting()
function is responsible for the retention of non-crashing. Therefore, the implementation of the hill-climbing
retention method also requires modification of save_if interesting() function. We modify save_if interesting()
function to achieve two tasks, one is to update new_information of the current test case, and the other is to
determine whether to retain the current non-crash test case based on new_information. Moreover, in the AFL
code, the function thatassigns a value to the seed energy is calculate_score(). We modified function calculate_score()
based on the statements in lines 11 to 22 in Algorithm 1 to achieve the goal of maximizing correlation.

Monitoring Program Behavior. We utilize Intel PIN [31] to monitor program behavior for each test case.
Relying on the rich API provided by Intel Pin, we can get context information such as general registers, memory
reading and writing, and flag register contents. The implementation of this part is the same as AURORA [25].

Explanation Synthesis. The implementation of this part is modified based on AURORA’s Rust project [25].
We utilize the Intel ptrace syscall to set conditional breakpoints to monitor the execution flow of each predicate.
Then, in order to get the source file, function name and source code line of the root cause, we used the binutils’s
addr2line tool [34]. Most importantly, we modified PredicateAnalyzer::evaluate_predicate() function in AURORA’s
Rust project to implement a more accurate calculation method for Equation 10.
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5 EXPERIMENTAL EVALUATION

In this section, we detail the seed and test case distribution, crash exploration efficiency, analysis accuracy,
analysis efficiency, comparison with state-of-the-art solutions, other statistical analysis and ablation study of
OptRCA. First, our evaluation setup is introduced in Section 5.1. Then we describe seed and test case distribution
of OptRCA in Section 5.2. In Section 5.3, we show the efficiency of OptRCA in exploring crashes. Section 5.4
demonstrates the accuracy of OptRCA’s root cause analysis. The root cause analysis efficiency of OptRCA is
provided in Section 5.5. Section 5.6 shows the comparison between OptRCA and state-of-the-art solutions. Section
5.7 describes other statistical analysis of OptRCA. Finally, the ablation study of OptRCA is presented in Section
5.8.

5.1 Evaluation Setup

Table 2. The information of target program bugs.

Program Bug Version Fuzzing Subject ‘ Program Bug Version Fuzzing Subject

#1 mruby [1] mruby-1.4.0 mruby @@ #11 php [5] php-7.2.26 php @@

#2 mruby [12]  mruby-3.0.0 mruby @@ #12 nasm [19] nasm-2.16.02rc1 nasm @@

#3 mruby [4] mruby-2.1.1 mruby @@ #13 nasm [15] nasm-2.16rc0 nasm -M @@

#4 mruby [9] mruby-2.1.1 mruby @@ #14 nasm [3] nasm-2.15.04rc3 nasm @@

#5 mruby [8] mruby-2.1.0 mruby @@ #15 nasm [2] nasm-2.15rc10 nasm @@

#6 lua [16] lua-5.4.5 luva @@ #16 objdump [18]  objdump-2.40.50 objdump -x @@

#7 lua [20] lua-5.4.5 lua @@ #17 objdump [17]"  objdump-2.40.50 objdump -S @@

#8 lua [13] lua-5.4.3 lua @@ #18 nm-new [14]  nm-new-2.39.50 nm-new -aD @@

#9 php [7] php-8.0.0 php @@ #19 readelf [10] readelf-2.35.50  readelf ~dyn-syms @@
#10 php [6] php-7.4.0 php @@ #20 nm-new [11]°  nm-new-2.35.50 nm-new -synthetic @@

All our experiments are conducted on a cloud server with 80 cores (based on Intel Xeon Gold 6248, 2.50GHz)
and 188 GiB RAM. The operating system of the cloud server is Ubuntu 22.04. We disabled Address Space Layout
Randomization (ASLR) to facilitate deterministic analysis. We evaluate various aspects of OptRCA using 19 CVEs
in 7 real-world programs and 1 recent segfault bug. The set of target program bugs in OptRCA is different from
that in AURORA. This is mainly because the CVEs and target program bugs selected by AURORA are all very old
software versions, many of which have stopped being updated and maintained. OptRCA selects newer CVEs and
target program bugs in newer software versions, which can make the experimental results more valuable and
reasonable. All program bugs and fuzzing subjects are listed in Table 2. We compared OptRCA with AURORA
[24] in various aspects, including the distribution of non-crash test cases, crash exploration capabilities, the
accuracy and efficiency of root cause analysis. All fuzzing evaluations are performed without a dictionary.

5.2 Distribution of Seeds and Test Cases

This section mainly contains two aspects. First, the experimental data comparison distribution diagram is used to
describe the characteristics of OptRCA’s maximum correlation fuzzing strategy. Second, the experimental data
scatter plot is used to describe the hill climbing retention method of OptRCA’s non-crash test cases. Figure 3
shows the impact of OptRCA’s fuzzing strategy based on Algorithm 1 on the distribution of four parameters of
seeds. The fuzzing phase of the experiment in Figure 3 ran for a total of 15 minutes, and the four parameters
of each fuzzed seed were collected. The impact of OptRCA’s retention strategy based on Algorithm 2 on the
distribution of non-crash test cases is shown in Figure 4. The experiment in Figure 4 ran for a total of 30 minutes,
and the two parameters j * new_tuple_counter and new_hit_counter of all non-crash test cases were collected.
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Fig. 3. Comparison of the distribution of four parameters between AURORA and OptRCA (CVE-2018-10191 [1]). The
definitions of the four parameters are the same as those in the caption of Figure 2. The experimental data collection time is
15 minutes. The parameter distribution data in the figure is the average of the collected data of 10 experiments.

The four small pictures in Figure 3 show the distribution of the four parameters of the seeds. The colored bar
graphs in the four pictures represent the distribution of the four parameters of the original AURORA, and the gray
bar graphs represent the distribution of the four parameters of OptRCA. From Figure 3a, we can see that compared
with the original AURORA, the average value of OptRCA’s execution_time is smaller and the distribution is more
compact. The smaller average value of the parameter execution_time makes OptRCA’s fuzzing efficiency higher
than AURORA. The more compact distribution of the parameter execution_time can reasonably be inferred that
the execution paths of the seeds are more similar. And more similar execution paths mean greater correlation. As
can be seen from Figure 3b, the distribution of the parameter bitmap_size of OptRCA is also more compact, and
the average value is smaller. This is enough to show that the number of new paths for the same number of seeds is
reduced. The reduction in new paths can reasonably be inferred that the correlation between seeds has increased.
Figure 3c shows the'distribution of the parameter handicap. From Figure 3c, we can see that the distribution of
OptRCA’s handicap is more concentrated in the interval less than 5, and the distribution of OptRCA’s handicap
greater.than 5 is significantly reduced. This shows that OptRCA reduces the encouraging effect of parameter
handicap on late seeds in the seed queue. Because the correlation between late seeds and original seeds is not
greater than that of early seeds, it is reasonable to reduce the impact of the parameter handicap. Figure 3d shows
the distribution of the parameter depth. As can be seen from Figure 3d, the distribution of the parameter depth of
OptRCA is more concentrated in the interval less than 10. Because the parameter depth represents the number of
mutations between the current seed and the original seed, a larger depth means a smaller correlation. Therefore,
the distribution of OptRCA can undoubtedly increase the correlation between seeds more than AURORA.

As described in the technical details in Section 3.2, OptRCA utilizes the hill-climbing retention method to greatly
reduce the number of retained non-crash test cases while retaining the necessary amount of new information.
In order to more intuitively demonstrate OptRCA’s optimization in retaining non-crash test cases, we used
AURORA and OptRCA to fuzz and analyze mruby’s heap-use-after-free bug (CVE-2018-10191 [1]), and sorted out
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(] @ Test cases retained by AURORA
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Fig. 4. The point distribution of non-crashing test cases with new paths (CVE-2018-10191 [1]). The total duration of fuzzing
is 30 minutes. The abscissa represents the number of newly added path tuples:in the execution path multiplied by the case
counter of the tuple being changed (j * new_tuple_counter), and the ordinate represents the number of newly changed
hit-counts for a particular path tuple in the execution path (new_hit_counter). The blue “o” are the non-crash test cases
retained in the fuzzing phase of AURORA, and the red “X” represent the non-crash test cases retained in the fuzzing phase

of OptRCA.

the retained results of the non-crash test cases are shown in Figure 4. As can be seen from Figure 4, compared
to AURORA, the test case distribution of OptRCA has three characteristics. First, the distribution range of
OptRCA’s non-crash test cases is smaller than AURORA in the dimension of j * new_tuple_counter. That is, if
a non-crash test case’s j xnew_tuple_counter is too large, OptRCA will give up retaining it. This is because if
Jj = new_tuple_counter is too large, it indicates that the path difference between this non-crash test case and the
original crash seed is too large. This huge path difference shows that the correlation between it and the original
crash is very small, so the help for root cause analysis is very limited. OptRCA abandons and retains it, which
not only improves efficiency, but also has minimal impact on the accuracy of root cause analysis. Second, in the
new_hit_counter dimension, the distribution of OptRCA remains consistent with AURORA, but the distribution
density is greatly reduced. As can be seen from the description in Section 3.2, new_hit_counter represents the
number of newly changed hit-counts for a particular path tuple in the execution path (hit-counts represents the
number of times a specific tuple is accessed). Among the many types of bugs in software, only one type of bug is
related to the access count, and that is overflow caused by too many accesses. However, this kind of overflow
caused by too many accesses accounts for a very small proportion of the entire bug collection. Therefore, for
bugs that are not access count overflow, the distribution density in the new_hit_counter dimension has almost
no impact on the accuracy of root cause analysis. The bug (CVE-2018-10191 [1]) shown in Figure 4 is not a bug
with overflow of access count. Third, in the new_hit_counter dimension, the distribution of OptRCA test cases is
concentrated in the small new_hit_counter range, which is also consistent with AURORA. This is because test
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cases with small new_hit_counter bring a greater amount of new information. Take the access count overflow
bug as an example. This type of bug is often caused by the overflow of access count for a specific tuple or several
tuples. The small new_hit_counter already covers all tuples corresponding to the overflow of access count. In
other words, for bugs with access count overflow, a large new_hit_counter test case does not bring a greater
amount of information.

5.3 Crash Exploration

2 mruby (CVE-2018-10191) @ lua (CVE-2022-33099) ] nasm (CVE-2023-31722)
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Fig. 5. Number of unique crashes discovered by original AURORA, OptRCA, RACING and BENZENE fuzzing. The total
duration of fuzzing is 30 minutes. The experiment was repeated 10 times, and all the curves in the figure are the average
values of the data collected from 10 experiments.

This section mainly uses the crash growth curve to discuss OptRCA’s ability to explore crashes. As described
in Section 3.2, OptRCA’s fuzzing strategy is based on optimizing the energy scheduling of seeds to maximize the
correlation between seeds. Although the output of this fuzzing strategy is more suitable for root cause analysis, it
will inevitably have a certain impact on the efficiency of crash exploration. In order to study this impact more
deeply, we compare the crash exploration efficiency of OptRCA, RACING [54], BENZENE [42] and AURORA
using three representative software bugs. Among them, RACING and BENZENE are two state-of-the-art root
cause analysis techniques. The three small pictures in Figure 5 show the crash growth curve comparison of the
four fuzzing solutions.

The horizontal axis of Figure 5 does not select the execution time of the program, but the number of executions
of the program. This is because the fuzzing efficiency of the four schemes is consistent overall, that is, the average
time of each iteration of the four schemes is roughly equal. One thing that needs to be emphasized is that although
OptRCA modified the fuzzing code of AURORA, the average fuzz iteration time between the two is almost the
same. This shows that the modification of the fuzz code does not significantly affect the efficiency of fuzzing.
Not only that, the fuzzing strategies of RACING and BENZENE are also different from those of AURORA and
OptRCA, but the average fuzz iteration time is not significantly different from that of AURORA and OptRCA.
This is mainly because, in each iteration of fuzz, the execution time of the program accounts for the vast majority,
while the seed scheduling and mutation time only occupies a small part. Therefore, the modification of seed
scheduling and mutation will not significantly affect the average iteration time of fuzz. Through our observation
of the results of a large number of repeated experiments, the factor affecting each iteration time is mainly the
difference in the execution time of each input. Especially in the early stage of the fuzzing process, the difference
in the number of iterations caused by the difference in execution time is still very large. When fuzzing lasts
for a longer time (for example, more than 10 hours), this difference will gradually narrow to a negligible level.
Therefore, the difference in the number of iterations caused by the difference in execution time can be regarded
as a random error. However, in the scenario of automated root cause analysis, the duration of the fuzzing process
of OptRCA and AURORA is relatively short. In the experiment shown in Figure 5, the total duration of fuzzing is
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Table 3. Number of crash, noise crash and non-crash test cases found by AURORA and OptRCA. #Total Executions refers
to the number of times the program is executed during the fuzzing phase. #Crash means the number of crash test cases
obtained during the fuzzing phase. # Noise Crash means the number of noise crash test cases obtained during the fuzzing
phase. #Non-Crash represents the number of non-crash test cases obtained in the fuzzing phase. “1” and “|” represent the
increase and decrease of quantity respectively. “=” represents equal quantity.

Target #Total Executions #Crash # Noise Crash #Non-Crash
AURORA | OptRCA | AURORA | OptRCA | AURORA | OptRCA

#1 mruby 65000 21 17} 2 0l 1169 212)
#2 mruby 65000 21 12} 0 0= 377 101}
#3 mruby 100000 26 11} 3 0l 1443 453)
#4 mruby 50000 34 31 1 0l 955 297
#5 mruby 75000 20 18) 1 1= 1413 567)
#6 lua 50000 24 19) 3 0l 524 228]
#7 lua 75000 22 12) 2 1] 604 264)
#8 lua 120000 15 71 0 0= 748 335]
#9 php 20000 55 35 10 2y 679 230)
#10 php 20000 95 83| 19 4] 994 192)
#11 php 20000 93 65] 13 2] 941 167]
#12 nasm 20000 186 131 20 3] 727 345]
#13 nasm 50000 80 41] 31 4] 516 188]
#14 nasm 10000 200 218 1 15 61 700 383]
#15 nasm 20000 71 68] 8 0l 811 328
#16 objdump 100000 47 34 3 1] 108 704
#17 objdump 100000 121 83]) 7 0l 101 58]
#18 nm-new 100000 140 150 (1 26 3] 229 140}
#19 readelf 100000 23 37 1T 0 0= 223 109)
#20 nm-new 100000 165 129 43 51 259 167)

only 30 minutes. This leads to a significant difference in the number of iterations in each experiment. In order to
reduce the impact of this random error, we use the number of iterations as the horizontal axis. In addition, in
order to further eliminate the impact of random errors, the experiment was conducted a total of 10 times. All the
data in Figure 5 are the average of the collected data of 10 experiments. The purpose of repeating 10 times is to
eliminate random errors as much as possible and obtain a smoother curve. These smooth curves can roughly
infer the trend of crash exploration of each solution.

Among them, Figure 5a, Figure 5b and Figure 5c are respectively the fuzzing test results of mruby’s use-after-free
(CVE-2018-10191 [1]), lua’s heap-buffer-overflow (CVE-2022-33099 [16]) and nasm’s heap-buffer-overflow (CVE-
2023-31722 [19]) respectively: As can be seen from the three small pictures in Figure 5, OptRCA’s crash exploration
efficiency is lower than that of the other three schemes. This is mainly because the fuzzing strategy that maximizes
correlation has a certain impact on OptRCA. However, from the perspective of root cause analysis, OptRCA’s
crash test case is closer to the original crash seed than that of the other three solutions. In other words, OptRCA’s
crash test cases are more closely related to the original crash seeds and contain more information. Therefore,
although the number of crash test cases discovered by OptRCA has decreased, the amount of information has not
necessarily decreased. From an informatics perspective, OptRCA has a higher signal-to-noise ratio than that of
the other three solutions, so it is more suitable for root cause analysis.

5.4 Accuracy of Root Cause Analysis

This section mainly compares the accuracy of AURORA and OptRCA. From an informatics perspective, the
number of crash and non-crash test cases has a great impact on the accuracy of root cause analysis. On the other
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hand, the number of noise crashes directly determines the signal-to-noise ratio of all crash test cases, which is
positively correlated with the accuracy of root cause analysis. Therefore, before showing the results of root cause
analysis, this section first provides a comparison of the number of crash, noise crash and non-crash test cases
used in root cause analysis. Table 3 shows the comparison of the number of crash , noise crash and non-crash
test cases obtained by AURORA and OptRCA respectively under the same number of program executions. In
Table 3, the execution time of each fuzzing target is not fixed. The fuzzing time of each fuzzing target mainly
depends on the time when OptRCA or AURORA get the best result. The best result means the best #Predicates to
BugFix and #Source Lines to BugFix in Table 4. The minimum number of crash and non-crash test cases required
to get the best result corresponds to the shortest time (minimum number of executions) required to get the best
result. Obviously, the fuzzing time (number of executions) required for OptRCA and AURORA to get the best
result is different. Suppose that for a certain fuzzing target, OptRCA performs better than AURORA. That is,
compared with AURORA, OptRCA can get the best result with less fuzzing time (number of executions). With
the same fuzzing time (number of executions), AURORA can only get worse results. For this fuzzing target, #Total
Executions in Table 3 represents the minimum number of executions (shortest fuzzing time) required for OptRCA
to get the best result. As can be seen from Table 3, overall, the number of non-crash test cases of OptRCA is
significantly reduced compared to AURORA. For a specific target, the greater the number of non-crash test cases
in AURORA, the greater the reduction in the number of non-crash test cases in OptRCA. This is mainly due
to the non-crash hill-climbing retention method. When the number of retained non=crash test cases is small,
the probability of new non-crash test cases being retained is still high. However, when the number of retained
non-crash test cases is already large, the probability of new non-crash test cases being retained will be greatly
reduced. Therefore, for a specific target, the greater the number of non-crash, the more obvious the optimization
effect of OptRCA relative to AURORA. On the other hand, the number of crash test cases of OptRCA is likely
to be less than that of AURORA. This is mainly due to the effect of maximizing correlation fuzzing strategies.
However, there are three exceptions (#14, #18 and #19). The number of crash test cases for these three exceptions
does not decrease but increases. The special feature of these three exceptions is that their crash distributions
are concentrated near the original crash seeds, so maximizing correlation fuzzing can discover more crashes.
The middle column of Table 3 compares the number of noise crashes. In general, the number of noise crashes
of OptRCA is significantly reduced compared with AURORA. For all 20 targets in Table 3, the number of noise
crashes of OptRCA is less than 10. When the number of noise crashes of AURORA is relatively small (less than
10), the number of noise crashes of OptRCA 1is close to or even equal to 0. This is enough to prove that the
signal-to-noise ratio of the crash test case of OptRCA is much better than that of AURORA.

The result of the root cause analysis of AURORA and OptRCA is a candidate list. Each root cause candidate
contains its own predicate and location. The definition of this predicate is as described in Section 2.4, and this
location is the location of the source code line. The entire candidate list is arranged according to the accuracy of
the predicate’s crash and non-crash predictions. The more accurate this predicate is in predicting between crash
and non-crash, the higher it will be ranked in the list. The accuracy of root cause analysis is also determined by
the two factors predicate and location. First, the higher the correct root cause’s predicate ranks in the candidate
list, the more accurate the analysis results are. Second, after finding the correct predicate in the candidate list, the
closer the candidate location is to the correct root cause location, the more accurate the result will be.

Table 4 shows the comparison of the accuracy of the root cause analysis results of AURORA and OptRCA, which
takes the test cases shown in Table 3 as input. There are two most important indicators in Table 4 , #Predicates to
BugFix and #Source Lines to BugFix. Among them, #Predicates to BugFix refers to the distance between the correct
predicate and the location of the real bug fix. The correct predicate here refers to the predicate candidate closest
to the location of the bug fix, not necessarily the location of the real root cause. This correct predicate may be in
the same function as the location of the bug fix, or in the same if else conditional statement, or in the same for
loop. It is called the correct predicate because when the developer sees the location of this predicate, he can easily
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Table 4. Results of root cause analysis and explanations (taking the test cases shown in Table 3 as input). #Predicates to
BugFix represents the number of predicates that a human analyst needs to check untile the location is reached where the
developers applied the bug fix. #Source Lines to BugFix represents the number of source lines that a human analyst needs to
check untile the location is reached where the developers applied the bug fix. T and | represent the increase and decrease of
quantity respectively.

| #Predicates to BugFix [ #Source Lines to BugFix

Target Root Cause CrashType | ~XURORA | OptRCA | AURORA | OptRCA
#1 mruby integer overflow heap-use-after-free 1 1 32 32
#2 mruby missing check heap-buffer-overflow 2 37 6

#3 mruby logic flaw heap-buffer-overflow 66 31 1 1
#4 mruby missing check segmentation fault 67 381 6 6
#5 mruby logic flaw segmentation fault 22 12] 10 10
#6 lua logic flaw heap-buffer-overflow 285 76 1 1 1
#7 lua missing check segmentation fault 157 34 1 57
#8 lua type confusion segmentation fault 3 51 1 1
#9 php logic flaw stack-buffer-overflow 263 571 66 66
#10 php missing check heap-buffer-overflow 2 41 1 1
#11 php missing check global-buffer-overflow 1 1 36 18]
#12 nasm missing check heap-buffer-overflow 8 8 53 53
#13 nasm logic flaw heap-buffer-overflow 19 1] 21 21
#14 nasm logic flaw double-free 25 171 14 14
#15 nasm integer overflow heap-use-after-free 224 95 ] 99 99
#16 objdump missing check heap-buffer-overflow 1 1 7 7
#17 objdump logic flaw heap-buffer-overflow 1 1 18 18
#18 nm-new  null pointer dereference segmentation fault 4 4 27 27
#19 readelf logic flaw stack-buffer-overflow 6 6 43 43
#20 nm-new missing check heap-use-after-free 4 1] 81 81

guess the root cause of the bug. In fact, the definition of this correct predicate is not the first to be created by
OptRCA, AURORA also uses a similar definition. The definition of #Source Lines to BugFix, as the name suggests,
refers to the distance between the correct predicate and the location where the real bug is fixed. Overall, most of
the arrows in Table 4 are downward, indicating that the root cause analysis accuracy of OptRCA is likely to be
better than that of AURORA. In Table 4, the #Source Lines to BugFix of most targets are not significantly different,
while more than half of the #Predicates to BugFix have changed. This result shows that OptRCA’s optimization of
the element content of the candidate list is very limited, but it greatly optimizes the order of the candidate list. A
more in-depth analysis of the results in Table 4 shows that when the number of #Predicates to BugFix is very
large, OptRCA can be optimized with a high probability. But if the number of #Predicates to BugFix is very small,
OptRCA has no optimization effect or even worsens the results. In other words, when the root cause analysis
result of AURORA is very poor (the number of #Predicates to BugFix is very large), the optimization effect of
OptRCA is very obvious.

In general, OptRCA’s accuracy is 65% higher than AURORA on average. OptRCA outperformed AURORA in
50% of the 20 vulnerabilities we evaluated. Meanwhile, OptRCA and AURORA were equally accurate in 35% of the
vulnerabilities. OptRCA was less accurate than AURORA in only 15% of the vulnerabilities. In scenarios where
AURORA analysis accuracy was very poor (#Predicates to BugFix was greater than 100), OptRCA improved its
accuracy by an average of 71.8%. In scenarios where AURORA analysis accuracy was relatively poor (#Predicates
to BugFix was between 50 and 100), OptRCA improved its accuracy by an average of 48%. However, in scenarios
where AURORA analysis accuracy was relatively good (#Predicates to BugFix was less than 50), OptRCA improved
its accuracy by an average of 24%.
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Table 5. Time spent on tracing, predicate analysis and ranking of each target (in seconds). The input is the crash and
non-crash test cases shown in Table 3. T and | represent the increase and decrease of quantity respectively.

Target | Tracing [ Predicate Analysis [ Ranking [ Total Time
| AURORA [ OptRCA | AURORA [ OptRCA | AURORA [ OptRCA | AURORA | OptRCA

#1 mruby 1004 213 264 62 59 89 1327 364
#2 mruby 206 87 100 39 17 12 323 138)
#3 mruby 973 292 320 113 75 87 1368 492]
#4 mruby 701 250 238 76 41 117 980 443
#5 mruby 762 307 284 115 29 120 1075 542
#6 lua 86 36 60 31 90 111 236 178}
#7 lua 91 53 65 35 11 32 167 120}
#8 lua 115 54 87 49 29 39 231 142
#9 php 638 220 306 98 93 150 1037 468)
#10 php 890 226 515 146 134 50 1539 422
#11 php 950 204 466 173 150 60 1566 437)
#12 nasm 28 14 31 19 1 16 60 49]
#13 nasm 18 7 16 9 1 6 35 23]
#14 nasm 28 19 24 16 1 1 53 36)
#15 nasm 28 13 23 15 1 1 52 290
#16 objdump 4 3 2 2 1 1 7 6l

#17 objdump 5 3 4 3 1 1 10 71

#18 nm-new 7 5 7 4 1 1 15 10}
#19 readelf 4 2 4 3 1 1 9 6l

#20 nm-new 8 5 7 4 1 1 16 10}

5.5 Efficiency of Root Cause Analysis

This section compares the root cause analysis efficiency of OptRCA and AURORA. From the technical details
introduced in Sections 2.4 and 3.2, it can be seen that after collecting enough crash and non-crash test cases in
the fuzzing phase, AURORA and OptRCA will enter the analysis phase. The entire analysis stage is divided into
three small steps, namely Tracing, Predicate Analysis and Ranking. Tracing step refers to using Intel Pin tool
to monitor the execution flow of each test case and collect information. Predicate Analysis step refers to using
Equation 2 and 3 or Equation 10 to calculate the prediction accuracy of each predicate for crash and non-crash.
Ranking step refers to ranking each candidate using the prediction accuracy and position of each predicate. Table
5 shows the comparative experimental results of the total time consumption of root cause analysis and the time
consumption of each step. As.can be seen from Table 5, the total time consumption of OptRCA is much better
than AURORA. For a specific target, the more time AURORA consumes, the more significant the optimization
effect of OptRCA is. The main reason for this experimental result is that Tracing step takes up most of the time.
Furthermore, the biggest factor affecting the time consumption of Tracing is the number of test cases. From the
experimental results in Table 3, we can know that OptRCA’s non-crash hill-climbing retention method greatly
reduces the number of non-crash test cases. Therefore, OptRCA greatly reduces the time consumption of the
Tracing step. In Table 5 we can also find that the time consumption of Ranking step of OptRCA is mostly greater
than that of AURORA. This is mainly because the improvement of OptRCA’s analysis accuracy may lead to more
elements in the candidate list. Sorting more elements will inevitably consume more time. Therefore, the ranking
time of OptRCA will most likely be longer than that of AURORA. However, since Ranking step consumes a small
proportion of the time in the entire analysis phase, it does not affect OptRCA’s efficiency optimization too much.

In general, OptRCA is significantly more efficient than AURORA, which is also OptRCA’s biggest advantage.
In the tracing stage, OptRCA is 69% higher than AURORA on average. In the predicate analysis stage, OptRCA is
64% higher than AURORA on average. In the ranking stage, OptRCA performs worse than AURORA, 18% lower
than AURORA on average. Among all 20 evaluated vulnerabilities, the number of vulnerabilities where OptRCA’s
ranking efficiency is lower than AURORA accounts for 50% of the total, while the number of vulnerabilities
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where OptRCA’s ranking efficiency is better than AURORA accounts for only 15% of the total. If these three
stages are combined, OptRCA is 61% higher than AURORA on average.

5.6 Accuracy and Efficiency Comparison with State-of-the-Art Solutions

In order to more accurately study the efficiency and accuracy of OptRCA, we run the root cause analysis process
of the four solutions OptRCA, RACING, BENZENE and AURORA respectively, and the results are shown in
Table 6 below. From Table 6, we can see that in general, in terms of accuracy (#Predicates to BugFix), BENZENE
and OptRCA perform best. Among the 20 analysis targets, BENZENE'’s accuracy is better than OptRCA’s in
12 targets. However, OptRCA’s accuracy is better than BENZENE’s in only 5 targets. Therefore, BENZENE'’s
accuracy performance is better than OptRCA. A careful comparison of the differences between OptRCA and
BENZENE also reveals that when the analysis results of OptRCA and BENZENE are both poor, the results of
OptRCA are relatively better than those of BENZENE. When the analysis results of OptRCA and BENZENE are
both good, the results of BENZENE are better than those of OptRCA. In other words, when the root cause of
the target is difficult to analyze, OptRCA has more advantages. When the root cause of the targetis easier to
analyze, BENZENE has stronger capabilities. Among the results of the four schemes, the result of RACING is
slightly worse than that of AURORA. This is mainly because RACING’s counterexample mechanism based on
reinforcement learning reduces the number of crash and non-crash test cases collected. The reduction in the
number of test cases affects the accuracy of root cause analysis.

Table 6. Accuracy and efficiency comparison with state-of-the-art solutions. The number of executions and execution time
are the same as those in Table 3. #Predicates to BugFix represents the number of predicates that a human analyst needs to
check until the location is reached where the developers applied the bug fix. Total Analysis Time represents the total time of
Tracing + Predicate Analysis + Ranking.

Target | #Predicates to BugFix 4L Total Analysis Time (in seconds)
[ OptRCA RACING BENZENE AURORAT OptRCA RACING BENZENE AURORA
#1 mruby 1 3 1 1 364 33 632 1327
#2 mruby 3 8 1 2 138 12 254 323
#3 mruby 31 69 10 66 492 76 751 1368
#4 mruby 38 49 9 67 443 70 667 980
#5 mruby 12 27 5 22 542 358 813 1075
#6 lua 76 195 126 285 178 25 212 236
#7 lua 34 214 49 157 120 64 180 167
#8 lua 5 3 1 3 142 39 205 231
#9 php 57 278 125 263 468 81 594 1037
#10 php 4 10 2 2 422 127 732 1539
#11 php 1 1 1 1 437 92 746 1566
#12 nasm 8 12 4 8 49 13 38 60
#13 nasm 11 21 1 19 23 10 36 35
#14 nasm 17 31 6 25 36 9 45 53
#15 nasm 95 246 173 224 29 11 46 52
#16 objdump 1 2 2 1 6 5 18 7
#17 objdump 1 1 1 1 7 7 19 10
#18 nm-new 4 2 1 4 10 7 25 15
#19 readelf 6 20 3 6 6 5 17 9
#20 nm-new 4 15 1 1 10 6 21 16

From the perspective of efficiency (Total Analysis Time), the RACING solution is far ahead. OptRCA is not as
efficient as RACING, but much better than AURORA and BENZENE. RACING is the most efficient, as it should
be. Because RACING’s counterexample mechanism based on reinforcement learning greatly reduces the number
of non-crash and crash test cases that need to be analyzed, its analysis speed is the fastest. OptRCA’s efficiency
performance is second only to RACING, also because of its fuzzing strategy of maximizing correlation and
non-crash hill-climbing retention strategy, which reduces the number of test cases. BENZENE’s efficiency is only
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slightly better than AURORA, and much worse than RACING and OptRCA. This is because BENZENE'’s biggest
focus is on the seed mutation strategy, and it does not focus on the selection of test cases. Therefore, BENZENE
needs to analyze more test cases than RACING and OptRCA, which requires longer analysis time.

In order to more intuitively see the advantages of OptRCA, we conducted a quantitative analysis of the accuracy
and efficiency of these four solutions. In the test of all 20 vulnerabilities, OptRCA’s accuracy is 66% higher than
RACING on average, and 28% higher than BENZENE. Compared with RACING, the number of vulnerabilities
where OptRCA’s accuracy is better than RACING accounts for 80% of the total, 10% is equal to RACING, and 10%
is worse than RACING. Compared with BENZENE, the number of vulnerabilities where OptRCA’s accuracy is
better than BENZENE accounts for 25% of the total, 15% is equal, and 60% is worse than BENZENE. In terms of
efficiency, OptRCA is 274% slower than RACING and 35% faster than BENZENE. Among all 20 vulnerabilities
tested, the number of vulnerabilities where OptRCA is slower than RACING accounts for 100%, and the number
of vulnerabilities where OptRCA is faster than BENZENE accounts for 100%.

5.7 Other Statistical Analysis

Table 7. Results of Mann-Whitney U test and Vargha Delaney’s A Measure. The data collected in this table is the same
as Figure 5, which is the crash exploration curve. The collection lasted for 30 minutes, repeated 10 times and averaged. In
this table, OPT-RAC refers to the statistical analysis results between OptRCA and RACING. Similarly, OPT-BEN refers to
the statistical analysis results between OptRCA and BENZENE. OPT-AUR refers to the statistical analysis results between
OptRCA and AURORA.

Target Mann-Whitney U test (p-value) Vargha Delaney’s A Measure (A)
OPT-RAC OPT-BEN OPT-AUR | OPT-RAC OPT-BEN OPT-AUR
#1 mruby 0.0090 0.0055 0.0077 0.4610 0.4258 0.4524
#2 mruby 0.0294 0.0041 0.0188 0.4407 0.1830 0.3579
#3 mruby 0.0371 0.0152 0.0207 0.4602 0.2869 0.4283
#4 mruby 0.0487 0.0093 0.0379 0.4621 0.3048 0.4310
#5 mruby 0.0074 0.0036 0.0048 0.4143 0.1949 0.3817
#6 lua 0.0157 0.0001 0.0143 0.4169 0.2745 0.4140
#7 lua 0.0325 0.0090 0.0193 0.3869 0.2056 0.2995
#8 lua 0.0289 0.0014 0.0129 0.4648 0.2803 0.3483
#9 php 0.0336 0.0008 0.0210 0.4945 0.2914 0.4077
#10 php 0.0321 0.0059 0.0195 0.4007 0.2638 0.3063
#11 php 0.0316 0.0030 0.0222 0.4504 0.1139 0.2490
#12 nasm 0.0154 0.0006 0.0070 0.4567 0.2587 0.3720
#13 nasm 0.0106 0.0003 0.0067 0.3693 0.1234 0.3332
#14 nasm 0.0228 0.0051 0.0153 0.4454 0.0417 0.3130
#15 nasm 0.0413 0.0058 0.0169 0.4642 0.2900 0.3845
#16 objdump 0.0044 0.0026 0.0036 0.3149 0.1047 0.2761
#17 objdump 0.0198 0.0005 0.0144 0.3074 0.0160 0.1812
#18 nm-new 0.0381 0.0023 0.0253 0.2448 0.0615 0.1812
#19 readelf 0.0398 0.0031 0.0149 0.2693 0.0963 0.1409
#20 nm-new 0.0447 0.0027 0.0121 0.3265 0.1027 0.2452

The Mann-Whitney U Test is used to test whether two sets of independent samples come from the same
population distribution. Because it does not require the data to obey a normal distribution, it is suitable for
non-normally distributed data. The p-value of the Mann-Whitney U Test is one of its core outputs and is used to
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determine whether there is a significant difference between two sets of data. The p-value represents the likelihood
of observing more extreme data, assuming that the two sets of data samples come from the same distribution. If
the p-value is less than 0.05, we have reason to believe that the distributions of the two sets of data samples are
significantly different. If the p-value is greater than 0.05, we consider that there is no significant difference in
the distribution of the two sets of data samples. Vargha-Delaney’s A Measure is a non-parametric measure of
effect size that is used to compare the magnitude and direction of differences between two independent samples.
When the A value of Vargha-Delaney’s A Measure is equal to 0.5, it indicates that there is no difference between
the two sets of sample data (the distribution is the same). When the value of A is greater than 0.5, it indicates
that the value of the previous sample tends to be greater than the latter sample. When the value of A is less than
0.5, it indicates that the value of the previous sample tends to be smaller than the latter sample. The smaller
the A value, the greater the probability that the value of the previous sample is smaller than the value of the
latter sample. Vargha-Delaney’s A Measure is a flexible and intuitive effect size measurement method, which is
particularly suitable for non-normally distributed data scenarios. More importantly, Vargha-Delaney’s A Measure
is particularly suitable for use with the Mann-Whitney U Test to quantify the actual meaning of the difference,
rather than just its significance.

The statistical results of the Mann-Whitney U test and Vargha Delaney’s A Measure between OptRCA and
RACING, BENZENE and AURORA are shown in Table 7. The collected data are all crash exploration curves.
The time and number of collections are the same as Figure 5. As can be seen from Table 7, the p-value of the
Mann-Whitney U test between OptRCA and the other three schemes are all less than 0.05. In other words, the
distributions of OptRCA and the other three schemes are significantly different. A more precise comparison
can be found that the p-value between OptRCA and BENZENE is the smallest, followed by the p-value between
OptRCA and AURORA. The p-value between OptRCA and RACING is the largest. In other words, the difference
between OptRCA and BENZENE is the most significant; followed by OptRCA and AURORA. The difference
between OptRCA and RACING is the least significant. On the other hand, the A values of Vargha Delaney’s A
Measure in Table 7 are all less than 0.5. This shows that the data distribution of OptRCA tends to be lower than
that of the other three schemes. In other words, the data distribution of OptRCA is the lowest among the four
schemes. Through a more detailed comparison, it can be found that the A value between OptRCA and RACING
is the largest, followed by OptRCA and AURORA. The smallest A value is between OptRCA and BENZENE. In
other words, the data distribution of OptRCA is the lowest, followed by RACING. The highest data distribution is
BENZENE, and the second highest is AURORA.

5.8 Ablation Study

In order to understand the impact of each module of OptRCA on efficiency and accuracy, we conducted a detailed
ablation study on OptRCA.-We selected three vulnerabilities as research samples for experiments. For each
vulnerability, we tested it with 5 different implementation strategies. The first strategy is the complete version of
OptRCA, which includes all improved modules. The second strategy is OptRCA without Maximizing Correlation
Fuzzing, which replaces the fuzzing module of OptRCA with the original AURORA fuzzing module. The third
strategy is OptRCA without Hill-Climbing Retention, which replaces the non-crash retention module of OptRCA
with the non-crash retention module of the original AURORA. The fourth strategy is OptRCA without Optimized
Calculation Formula, which replaces the root cause analysis calculation formula of OptRCA with the original
AURORA analysis calculation formula. The fifth strategy is the original AURORA solution. Table 8 shows the
experimental results of our ablation study.

As can be seen from Table 8, in general, the three modules have an impact on accuracy and efficiency. Among
them, the Maximizing Correlation Fuzzing module can greatly improve accuracy, the Hill-Climbing Retention
module can greatly improve efficiency and accuracy, and the Optimized Calculation Formula module can slightly
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Table 8. Result of OptRCA’s ablation studies. In the table, #Predicates to BugFix represents the number of predicates that a
human analyst needs to check until the location is reached where the developers applied the bug fix. Time indicates the total
time taken for the analysis process. OptRCA without Maximizing Correlation Fuzzing means replacing the optimized fuzzing
strategy of OptRCA with the original AURORA fuzzing strategy. OptRCA without Hill-Climbing Retention means replacing
the optimized non-crash retention strategy of OptRCA with the original non-crash retention strategy of AURORA. OptRCA
without Optimized Calculation Formula means replacing the optimized analysis calculation formula of OptRCA with the
original AURORA calculation formula.

. #4 mruby #7 lua #9 php
Testing Strategy ‘ Time | #Predicates ‘ Time | #Predicates ‘ Time | #Predicates
‘ to BugFix ‘ to BugFix ‘ to BugFix

OptRCA 443 38 120 34 468 57
OptRCA without Maximizing Correlation Fuzzing 420 62 114 131 389 396
OptRCA without Hill-Climbing Retention 997 49 189 55 856 80
OptRCA without Optimized Calculation Formula 445 39 121 38 487 62
AURORA 980 67 167 157 1037 463

improve efficiency and accuracy. After quantitative analysis of the three modules, more detailed results can be
obtained. First, by comparing the results of OptRCA and OptRCA without Maximizing Correlation Fuzzing, we can
see the impact of OptRCA’s Maximizing Correlation Fuzzing module on efficiency and accuracy. After averaging
the results of the three vulnerabilities, it can be seen that the Maximizing Correlation Fuzzing module improves
accuracy by 78% and reduces efficiency by 12% on average. Second, by comparing the results of OptRCA and
OptRCA without Hill-Climbing Retention, we can see the impact of OptRCA’s Hill-Climbing Retention module on
efficiency and accuracy. After averaging the results of the three vulnerabilities, it can be seen that the Hill-Climbing
Retention module improves accuracy by 30% and efficiency by 49% on average. Third, by comparing the results
of OptRCA and OptRCA without Optimized Calculation Formula, we can see the impact of OptRCA’s Optimized
Calculation Formula module on efficiency and accuracy. After averaging the results of the three vulnerabilities, it
can be seen that the Optimized Calculation Formula module improves accuracy by 7% and efficiency by 2% on
average.

6 RELATED WORK

Statistical root cause analysis. Many researchers focus on using statistical methods to locate faults or root
causes. Santelices et al. [45] designed a coverage-based fault localization approach that can reduce the analysis
overhead by combining the advantages of each coverage type. Baudry et al. [23] proposed a new test-for-diagnosis
criterion based on Dynamic Basic Block, which solved the contradiction between the number of test cases and
the accuracy of fault location. Hao et al. [37] designed three strategies that can ensure that the accuracy of fault
location is close to the original results while reducing 90% of test cases. Based on experimental studies, Abreu
et al. [21] found that more crash test cases can bring higher efficiency of fault location analysis. Research by
Yu et al. [60] shows that different test case reduction strategies have different effects on the effectiveness of
fault location. Blazytko et al. [24] proposed AURORA, which is a tool based on statistical methods to analyze
root causes. Different from other technologies, AURORA can not only locate the root cause, but also provide
explanation information of the root cause. Xu et al. [53] proposed RACING, which combines reinforcement
learning with AURORA technology to greatly improve the efficiency of root cause analysis.

Non-statistical root cause analysis. Researchers have also proposed some techniques that use non-statistical
methods (data flow and control flow analysis, core dump analysis, symbolic execution, etc.) to analyze the root
cause. Xu et al. [55] proposed the CREDAL tool, which combines the source code of crashing programs with core
dump analysis to automatically locate memory corruption vulnerabilities. The DEEPVSA approach designed by
Guo et al. [36] uses deep learning to expand the ability of value set analysis to better locate memory alias bugs.
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ARCUS is an automated root cause analysis tool designed by Yagemann et al. [59] based on symbolic execution.
It can automatically locate bug root cause in executions flagged by the end-host monitor and demonstrably block
them at the binary level. In addition to ARCUS, Yagemann et al. also proposed another tool called Bunkerbuster
[57]. It utilizes symbolically reconstructed states based on execution traces to better conduct bug location and root
cause analysis. Its analysis target mainly focuses on overflow, use-after-free, double free, and format string bugs of
user programs and their imported libraries. He et al. [38] proposed FreeWill, a root cause analysis tool specifically
for UAF bugs. FreeWill detects reference miscounting by identifying UAF objects and related references from
execution traces and comparing them with their proposed omission-aware counting model.

7 DISCUSSION

Although OptRCA has significantly improved compared to AURORA, it still has two defects that needs to be
improved. First, OptRCA can only improve the accuracy of #Predicates to BugFix, but the improvement of #Source
Lines to BugFix is very limited. In fact, as can be seen from Table 4, for #Source Lines to BugFix, the number of
vulnerabilities in which OptRCA is better than AURORA is only 1. In other words, the results of OptRCA can
only save developers time when looking for the correct predicate. After confirming the correct predicate, it is
still difficult to find the source code line that needs fixing. This defect seriously affects the optimization effect
of OptRCA. Through deeper analysis, we found that the root cause that affects the accuracy of #Source Lines to
BugFix is the collection of control flow and data flow. The analysis framework used by OptRCA is based on an
improvement of AURORA, so the data flow and control flow it collects are the same as AURORA. In order to
balance efficiency, OptRCA, like AURORA, does not collect enough control flow and data flow information. For
example, in the memory-related predicate, only the memory values of a very small number of load and store
instructions are selected, while other memory value changes are ignored. It is especially worth mentioning that
the stack operation instructions related to memory are not within the information collection scope of OptRCA
and AURORA. This makes OptRCA, like AURORA, collect very limited control flow and data flow information.
In future work, we plan to improve OptRCA’s control flow and data flow collection methods so that it can track
more data dependencies and control flow information, thereby improving the accuracy of #Source Lines to BugFix.

Second, compared with AURORA, OptRCA greatly improves the problem of imbalanced number of crash
and non-crash test cases, but it is still not perfect. From the results of the ablation study, it can be seen that the
optimization formula of OptRCA can indeed improve a certain degree of accuracy, but the improvement is very
limited. From Table 3, we can see that for nearly half of the vulnerability examples, the number gap between
crash and non-crash is close to one order of magnitude. The current work does not evaluate whether this gap
close to one order of magnitude will seriously affect the accuracy. In future work, we hope to improve the design
and evaluation of OptRCA from two aspects. On the one hand, for the accuracy difference between Formula 1
and Formula 2, we hope to find a more intuitive evaluation method. On the other hand, for the imbalanced test
cases close to one order of magnitude, we hope to find a more accurate calculation formula.

8 CONCLUSION

In this paper, we introduce OptRCA, a more efficient and accurate root cause analysis and explanation tool. Based
on the seed energy scheduling for maximizing correlation, OptRCA can obtain crash test cases caused by the
same root cause with a greater probability. Therefore, subsequent root cause analysis can get more accurate
results. The hill-climbing retention method greatly reduces the number of non-crash test cases, thus making
the subsequent root cause analysis process faster and more efficient. Not only that, the hill-climbing retention
method also balances the quantitative difference between crash and non-crash, allowing OptRCA to use a more
realistic analysis formula, thereby further improving the accuracy of the analysis results. Experimental evaluation
results show that OptRCA is not only faster than AURORA, but also has more accurate analysis results.
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