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Abstract— In this work, we study the problem of supervisory
synthesis for networked discrete event systems against non-
FIFO communication channels with bounded delays. Both the
observation and control communication channels are repre-
sented by finite state automata under the assumption that all
communication delays are bounded, the resilient networked
supervisor synthesis problem is then reduced to supervisor
synthesis for non-deterministic automata. We firstly analyze
the structure of networked discrete-event systems with delays,
and then describe the message transmission process through
the communication channels which connect the plant and the
supervisor. The assumption of the networked discrete event
systems: 1)The buffer size of the communication channels is
limited; 2)There is a maximum delay boundary for each event
in the communication channel; 3)The number of multiple copies
of the same event in the communication channel is limited.
The content of the observation and control channel will be
represented by the timed finite state automata. Finally, an
example will illustrate how the networked resilient supervisor
will be synthesized.

Bounded delays, non-FIFO channel, networked discrete-
event systems, supervisory control

I. INTRODUCTION

In networked discrete event systems, the plant and the
supervisor are remotely connected by communication chan-
nels. The observation messages from the plant and the control
command messages issued by the supervisor may experience
non-negligible transmission delays, due to network flow jam
or other reasons. Therefore, maintaining the safe operation
of a supervisory control system under communication delays
is an important issue to address.

A natural model for networked supervisory control is
described by the timed discrete-event systems [1], [2], [3].
In Balemi’s work [4], [5], the solution for the networked
supervisory control problem, with bounded communication
delays and under full observation, depends on the existence
of a controllable, delay-insensitive language. The problem of
networked control under partial observation is investigated in
[6], [7], [8]. The assumption in these works is that all the con-
trollable events are observable and each controllable event is
permitted to occur only when the control command issued by
the delay-robust non-blocking supervisor arrives after some
bounded communication delays. Lin’s work [9] introduces
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two observation mappings that represent observation delays
and observation losses, respectively. Based on the two map-
pings, a necessary and sufficient condition for the existence
of a networked supervisor is found based on the definition of
network observability and network controllablity. The control
command issued by the supervisor is in general not unique
when it observes the same string generated by the plant. Shu
[10] considered a networked control problem with bounded
communication delays by specifying the behaviour of the
supervised system with a minimum required language and a
maximum admissible language. An algorithm is provided to
check the existence of a supervisor and then a state-based
control policy is implemented. There are also extensions to
decentralized networked supervisory control in [11], [12],
[13].

This paper is mainly inspired by Lin’s work [9] on the
supervisor synthesis problem for networked discrete event
systems with communication delays and losses. In that work,
the composition of two observation mappings are used to
describe the observation delays and losses. The notion of
network observability is extended from the original definition
of observability and an observer is constructed to compute
state estimates under observation delays. In addition, there is
a restriction in Lin’s work that considers the communication
channels to be FIFO. The problem we consider in this work
is described as follows. For a given plant G that is remotely
controlled by a supervisor through non-FIFO communication
channels with bounded delays, how shall we compute a
resilient supervisor S against the network delays so that the
safe operation of the plant G can be maintained. Different
from the approach in [9], we shall construct two (flexible)
finite state automata to model the observation channel and
the control channel with bounded delays separately; after a
dedicated transformation of the plant and specification, the
networked synthesis problem is then converted to the non-
deterministic supervisory control problem, due to the non-
determinism in the transformed plant caused by the non-
FIFO channels. The contributions of this work are as follows.

1) This paper proposes a new and flexible method to
model the communication channels with bounded com-
munication delays as finite state automata. In particu-
lar, messages sent over the same channel can have dif-
ferent transmission delays, but the transmission delays
are upper bounded by the same delay bound as de-
termined by the channel. This removes an unnecessary
restriction imposed in [14] which requires all messages
to be delayed by the same number of time steps.



As an instantiation of our modelling approach, we
construct non-deterministic finite state models for non-
FIFO channels with bounded communication delays.

2) We provide a procedure for the transformation of

the plant and the specification, by constructing a
networked command execution automaton, which al-
lows us to reduce the resilient networked supervisor
synthesis problem to the problem of supervisor syn-
thesis for non-deterministic plants' [15]. As a result,
we do not need to define notions such as network
controllability or network observability with non-FIFO
channels. Consequently, the definitions of networked
controllability and networked observability are reduced
to standard definitions of controllability and observ-
ability [15].
Compared with [16], in this paper we assume non-FIFO
communication channels instead of FIFO communication
channels and will only consider network delays while ignor-
ing communication losses. In reality, many communication
networks allow messages to overtake each other, making it
possible that events are not necessarily observed in the same
order as they take place in the plant. Therefore, the non-
FIFO property of the channel is arguably more realistic. The
non-FIFO property of the communication channels brings
the new feature that the transformed plant is in general
non-deterministic. Thus, we need to deal with supervisor
synthesis for non-deterministic plants.

The paper is organized as follows. First, we provide some
preliminaries that are necessary for understanding this work
in Section II. Then, in Section III, we describe the structure
of networked control systems based on the discrete time
framework and present a new construction that allows us
to model non-FIFO communication channels with bounded
communication delays as finite state automata. In Section
IV, we provide the procedure for the transformation of
plant and specification. The resilient networked supervisor
synthesis problem is then reduced to supervisor synthesis
for non-deterministic automata. An example is used to get
one synthesized supervisor in Section V. Finally, conclusions
and some future research directions are discussed in Section
VI

II. PRELIMINARIES

We assume the reader to be familiar with the basic theories
of finite automata and supervisory control [17]. We shall
recall some additional notations and terminologies in the
following.

Let X be a finite alphabet. A (non-deterministic) finite state
automaton G over alphabet X is a 5-tuple (Q, X, 9, Qo, @m),
where () is the finite set of states, § C Q X X x Q
the transition relation, Q9 C () the initial state set and
Qm C Q is the marked state set. When |Qo| = 1 and §
is a partial function, we then say G is deterministic. For two

'The tool Supervisor Synthesis for Non-deterministic Automata
(SuSyNA), which can be used for the synthesis of deterministic su-
pervisors for non-deterministic plants, is available for download at
https://www.ntu.edu.sg/home/rsu/Downloads.htm.

finite state automata G7 = (Q1, 21,01, Q1,0,Q1,m), G2 =
(QQ,ZQ,&Q,Q27O7Q2,m), we write G = GlHGg to denote
their synchronous product. In this work, whenever we talk
about a plant, we mean a (non-deterministic) finite state
automaton. Let G = (Q, %, 9, Qo, @) denote the plant.
The alphabet X is partitioned into ¥. and 3., repre-
senting the sets of controllable and uncontrollable events,
respectively; the alphabet X is also partitioned into >, and
Yu0, Tepresenting the sets of observable and unobservable
events, respectively. A (finite state) supervisor over control
constraint (3., ,) is a deterministic finite state automaton
S = (X,%,§,x0,X,,) that satisfies the controllability and
observability constraints:

i) (controllability) for any state x € X and any uncon-
trollable event o € Xy, {(z, 0)!,

ii) (observability) for any state x € X and any unobserv-
able event o € X,,,, £(x,0)! implies £(x,0) = x,

A specification ¢ often specifies a set of bad states to avoid
in the plant. Let Qp.q € @ denote the set of bad states to
avoid in the plant. Then, several existing tools like TCT [18],
SuSyNA and Supremica [19] can be used for synthesizing
supervisors S such that no state (2, ¢pad) € X X Qpea can
be reached in the closed-loop system S||G and S||G is non-
blocking, i.e. every reachable state is co-reachable (that is.,
can reach some marked state). Supervisor synthesis tools like
TCT and Supremica are targeted for the supervisor synthesis
for deterministic plants and SuSyNA can in addition deal
with supervisor synthesis for non-deterministic plants. The
mechanism of control of S over G is via sending, receiving
and executing control commands. The set of all possible
control commands is denoted by I' = {y C X | v 2 X, };
each v € T" specifies the events o € + that are allowed to
happen.

III. NETWORKED CONTROL FOR DISCRETE EVENT
SYSTEMS

The networked control architecture for discrete event
systems is shown in Fig. 1. The system consists of the
plant G, the supervisor S, the observation channel through
which the observation messages transfer from the plant
to the supervisor, the control channel through which the
control command messages transfer from the supervisor to
the plant, and the networked command execution automaton
which picks an event from the received control command to
execute. These five components interact with each other and
form the closed-loop control system. The event execution
mechanism of the plant G and the message transmission
process of the observation channel and the control channel
(with delays) will be explained in the following.

In the closed-loop networked control system shown in
Fig. 1, the first assumption is that the time spent for the
execution of an event is much greater than the spent in the
supervisor for it to receive an event signal and send a control
command. Therefore, we assume ticks are only consumed in
the execution of plant events. This assumption is reasonable
since G is a physical system and event execution usually
requires realistic operation in physical world while S is often
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Fig. 1. Networked control structure for discrete event systems

implemented by a digital controller which can process digital
information very quickly. At the initial state, the supervisor
S sends the control command I' to the plant G, then the
plant will execute one of the events contained in the control
command, i.e. execute some o € I'.

The plant G will continuously hold the old control com-
mand until it observes the occurrence of a newly issued
control command. According to the controllablity and ob-
servability of the event executed in the plant GG, the execution
mechanism for the next event of plant G can be divided into
the following cases:

(1) o is unobservable (¢ € X,,): after the plant G
executes event o, no execution message will be pushed into
the observation channel. Since the supervisor S observes
nothing, it will hold on and not issue any new control
command. The plant then follows the old control command.

(2) o is observable (o € %,): after the plant G executes
event o, the execution message will be pushed into the
observation channel and might undergo some delays until it
finally gets popped out of the observation channel. Once the
supervisor S observes the occurrence of o, it will issue a new
control command, and the newly issued control command
will pass through the control channel, possibly with some
delays. Any uncontrollable event is always allowed to occur,
as long as it is defined in the plant, even if no control
command has been received. This effectively removes all the
uncontrollable events from a control command, which is only
used to control the controllable events. While the classical,
non-networked supervisory control framework encapsulates
all the uncontrollable events within a control command and
thus also amounts to only control the controllable events,
the design choice of removing uncontrollable events from a
control command looks more natural in the networked super-
visory control setup as the execution of uncontrollable events
are not supposed to be delayable by communication delays,
in contrast to control commands. Thus, in the remaining of
this work we redefine the set of control commands to be
P={yCX|y2 %}

A. Automata for the observation channel and control chan-
nel

Observation Channel: The observation channel is as-
sumed to be non-FIFO. Whenever the plant executes an
observable event o € X, it sends message m,, indicating
the occurrence of ¢ in the plant, over the observation
channel; the event of sending this message is denoted by
o™ € X which is a relabelled copy of X, with superscript
in and subscript obs. The event o™ updates the content
of the observation channel by adding message m,. The
event of receiving message m, by the supervisor is denoted
by 0% € 3% which is a relabelled copy of X, with
superscript out and subscript obs, indicating the occurrence
of o™ € X (some moment ago), and updates the content
of the observation channel by removing message m,. If
this message is delayed during the transmission process, the
content of the observation automata will be updated with the
event transition labelled by tick.

Control Channel: The control channel is also assumed
to be non-FIFO and works quite similar to the observation
channel. The event that the supervisor sends a (control
command) message m., over the control channel is denoted
by " € T where I'", is a copy of I with superscript
in and subscript com. The event +*" updates the content
of the control channel by adding message m.. The plant
can receive a control command message from the control
channel. The event of receiving message m. by the plant
is denoted by 7°** € T'%% | where I'9“ is a copy of I'
with superscript out and subscript com, and updates the
content of the control channel by removing message m..
If this message is delayed during the transmission process,
the content of the observation automata will be updated with
the transition labelled by tick.

Communication Delays: We denote the fixed delay
bounds of the observation channel and control channel as
num?® and num®, respectively (num?®, num® € N), which
corresponds to the maximum number of time steps messages
can stay in the channels.

Bounds on Channel Size: In this work, the communica-
tion channels are assumed to be of finite capacity, in order
for us to deal with finite systems. We use the integer N°**
to denote the maximum number of stored messages in the
observation channel and use the integer N°°'" to denote the
maximum number of stored messages in the control channel,
respectively. When the storage of the channel becomes full,
it can not store any additional messages. Any other message
will be thrown away.

Automata Models: The state space of the observation
channel automaton is denoted as Q°**. The amount of time
steps a message will stay in the observation channel, i.e.,
the time-to-leave of a message, is an integer 0 < 7 <
num® that is artificially attached to the message, for us
to distinguish between the same messages with different
time-to-leaves. For each ¢ € X,, each 0 < 7 < num?®
and each k& > 0, let ((my,%),k) denote the multi-set that
consists of k copies of (m,, ). We define |((m,, 1), k)| = k,



Fig. 3. Single Event ¢ with Bounded Delay in the Observation Channel

which is the cardinality of the multi-set. Then, the content
of the observation channel can be represented by s =
{((ms,1),k) | 0 € 5,0 < i < num® k > 0} with the
constraint that [s| < N°%; here |s| is deﬁned to be the
sum of the cardinality of each multi-set in s. The set of
all possible contents of the observation channel is denoted
by Sus. Then, we have Q%% = {qS | s € Sops}. The
transition relation §°%% C Q% x (X UXutU{tick}) x Q%
can be defined, in a way that is similar to the partial
transition function of [16] for FIFO observation channels.
The observation channel automaton is then given by G s =
(Q°Y, i, USomt U {tick}, 6%, ¢10), where ¢l € Q%
is the initial state that corresponds to the empty observation
channel. Similarly, the control channel automaton is given by
Geom = (Qeo™ Tin UTo% U {tick}, 5™, ¢l}). We shall
remark that, due to the non-FIFO feature, §°* and §°°™ are
in general non-deterministic.

We denote the control channel automaton as Gepn =
(Qeom, zeom §eom 8o, Q5™ ), The state space of the con-
trol channel automata is denoted as Q°°™. Let us denote the
number of stored messages in the control command channel
is ¢. For each v € ', each 0 < ¢ < num® and each k > 0, let
{((m,1),k)} denote the multi-set that consists of k copies
of (m.,i). We define |{((m~,7),k)}| = k, which is the
cardinality of the multi-set s. Then, the content of the control
channel can be represented by s = {((m.,4),k) |y € ,0 <
i < num®k > 0} with the constraint that |s| < N¢™;
here |s| is defined to be the sum of the cardinality of each
multi-set in s € M. The set of all possible contents of the
control channel automaton is denoted by Sc,,,. Then, we
have Q™ = {¢®* | s € Seom}- The transition relation
geom C Qeom x (e U {tick}) x Q™ is defined.

All events are controllable and observable. We assume
all events ¥ = X, = {a,b,c}. That is to say,

obs {azn bzn zn} and Eout — {aout7bout7cout}. The
buffer size for the observation channel is two; the maximum
delay bound for event « is one, and for b and c is two. The
number of limited multiple event set for event b is two and
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Fig. 5. Observation Channel Automata

for event a,c is one, and then we can easily construct the
observation channel automata by the composition operation
of the single event automata. We can clearly see from Fig.
2 that transferring from the initial state 0 to state 1, the
observable event a'" entering the observation channel with
the maximum one delay bound; Then the content of the
observation channel will contain event pair (m,, 1), message
m,, may exit from the observation channel immediately with
the occurrence of a°“! (corresponding to the event transition
from state 1 to state 0) or stay in the observation channel
until reach the maximum delay bound then be popped out
the channel forcibly (corresponding to the process that event
transition from state 1 to state 2, followed by the transition
back to state 0). Similarly, we construct the automata model
for event b and c. The multiple event set b with different
delay bounds is constructed in the same way and shown in
Fig. 4.

We now create the (deterministic) networked command
execution automata (Decoder). D™ which shows how a
control command is executed. Intuitively, after the plant
receives a control command 7, it needs to choose an arbitrary
event o € 7 to fire. After that, we create all possible control
messages by creating an event for each possible control
decision recursively by constructing the networked command
execution automata (Decoder) D™¢*. We denote the decoder
automaton as D"et = (QP" xD"" §D"" é)net,QDm ),
where Q" = (g7 | 4 € T} U {augu}. B0 =
Fggfn U Eobe’ QOD = Qwazt and QD - {Qwazt} §P :
QP"" % P 5 QP™" is defined as follows.

1) for any v € I, 62" (quair, 7°*) = ¢

2) for any ¢, if o € Syo N7, 62" (¢7,0) = ¢



3) for any ¢7, if o € $o Ny, 62" (¢7, 0™) = quair-
4) no other transitions are defined

IV. SUPERVISOR SYNTHESIS

After we have finished the modelling of the communi-
cation channels, we now need to obtain a transformation of
the plant and specification, so that the synthesis problem can
be reduced to the supervisor synthesis for non-deterministic
plants.

Transformation of Plant: The overall plant consists of,
and thus is the synchronous product of, four different com-
ponents. That is, it consists of a relabeled plant G,,,,4, two
automata Gops, Geom for the communication channels and a
networked command execution automaton D¢, Intuitively,
each automata for the communication channel interacts with
both the plant and supervisor; from the supervisor’s point
of view, only those events involving interaction with the
supervisor are treated as observable.

We denote the overall plant as G, which is the com-
position G = G 04|/ D™ ||Gops||Geom. We only need
to explain the construction of G,,,q to complete the de-
scription of G, Let G = (Q,X,d,q) denote the orig-
inal plant. We denote the relabeled plant as G,,0q

(Qmod’zmod’(smod’q()nod)’ where we have Qmod — Q,
ymod = ¥, U™ and ¢! = qo. For any 0 € Y,

§modq,0) = ¢ iff 6(g,0) = ¢. For any 0 € X,
§mod(q,0'") = ¢ iff §(q,0) = ¢'. That is, if the label of a
transition is an observable event o € ¥, in the original plant
G, the transition will be relabeled by o™ in G,,0q.

Transformation of Specification: It is straightforward to
transform the specification. Suppose we would like to enforce
the state avoidance property (in addition to non-blockingness
property). Let Qpoq € @ denote the set of bad states to avoid
in the original plant. Then, the new specification ¢® will
specify the avoidance of Qpqq in Ginoq States.

Theorem 1: In the paradigm of standard Ramadge Won-
ham, L(S) C L(S/G). V(s) is the subset of all the
controllable events including in the channel. Assuming that
there is a string s that belongs to the controllability. We
need to prove that the equavalence relationship between
transferred supervisor under the non-delay condition. There
is a reference saying that there is another existence of the
new supervisor that will satisfy the requirement of the new
standard definition of the the formulation part.

V. CASE STUDY

In this section, we will see how the networked command
execution automata interact with observation channel au-
tomata and control channel automata.

An illustrating example will be demonstrated in this
section. Consider the plant G shown in Fig. 6. Let ¥, =
Y. = X = {a,b,c}. We assume the capacity of each
communication channel is equal to 1 (N°* = N¢™ = 1),
and the delay bound for each channel is 1 as well (num® =
num® = 1). To reduce the size of communication automata,
we assume that during the message transmission, event a
of the observation channel and control command {a,c} of

Fig. 6. The System Plant G
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Fig. 7. The Transformed System Plant G, ,q

the control channel will get delayed. That is, there are three
observation channels, each for an observable event, and each
with its own delay bound. Similarly, the same remark is
applicable to control channel automata.

The construction of the overall plant G requires four
automata Giod; Gobs, Geom, and D™t which are shown in
Fig. 7 and Fig. 10 - Fig. 11. Then, we can manually compute
the non-deterministic networked supervisor S,.; in Fig. 13.
Actually, from the final result of supervisor, the vi” is the
control command issued by the supervisor and o°“* is the
observable event received by the supervisor. The closed-loop
behaviour follows the composition result of plant G,,,,q and
supervisor S, events in L7 | ¥o¥ T and 9% will

obs> “obs®> * com com
be transformed into the elements in the tuple separately.

VI. CONCLUSION

In this work, we have provided a new construction that
reduces the networked supervisory control problem under
non-FIFO assumption to the problem of supervisor synthesis
for non-deterministic plants. Our current research work can

Fig. 8.
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be formulated and fit into the generalized framework for net-
worked systems. The synthesis problem under FIFO assump-
tion of the communication channels has been discussed in
[16]; Finally, it can be extended to other control architectures
naturally, e.g., distributed, hierarchical and decentralized
networked supervisory control.
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