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Abstract
Multi-function wireless systems offer numerous benefits, such as efficient spectrum

re-utilization and minimized hardware costs, by enabling multiple tasks to be per-

formed simultaneously using the same spectrum or device. This has led to the

widespread adoption of multi-function devices by various entities. However, these

devices can be vulnerable to external threats, such as jammers or wardens, and

can also be a source of attacks against the service provider with which they in-

teract. Therefore, it is crucial to address the security and reliability challenges of

multi-function wireless systems from different angles and perspectives. This thesis

focuses on studying the security and reliability threats in multi-function wireless

systems at three layers: the physical layer, networking layer, and application layer.

The first part of this thesis focuses on the reliability issue of multi-function wireless

systems at the physical layer. We present a novel system design that mitigates jam-

ming attacks using deep reinforcement learning (DRL). Our design not only resists

jamming attacks but also improves system performance by intelligently leverag-

ing jamming signals. We employ backscatter technology and deception strategy

to use jamming attacks on multi-function wireless systems. Backscatter technol-

ogy transmits data on jamming signals, while the deception strategy predicts the

jammer’s action and adopts the appropriate counterattack instantaneously. Our

DRL-based system design demonstrates that our proposed multi-function wireless

system design is secure and reliable against different types of jamming attacks.

The second part of this thesis focuses on the security aspects of multi-function

wireless systems at the physical and networking layers. At the physical layer, we

propose a covert multi-function wireless system for joint radar and communica-

tion (JRC) applications. In the networking layer, we design a robust multi-item

multi-buyer auction mechanism for channel allocation that protects the mobile

operator from any misbehavior by the multi-function nodes. This auction mecha-

nism addresses the uncertainty of the warden’s location while friendly jammers are

deployed to maximize the covertness of the transmitted signals. The robustness

xxiii



xxiv SYMBOLS AND ACRONYMS

of this multi-item multi-buyer auction system ensures secure and reliable channel

allocation in multi-function wireless systems.

The third part of this thesis focuses on a system-level application that aims to

protect a virtual service provider from attacks by malicious multi-function nodes in

the wireless system. We propose a learning-based iterative contract based on multi-

agent reinforcement learning that helps the service provider incentivize wireless

nodes to participate truthfully in the contract bundle derivation process. Our

framework effectively mitigates the adverse selection problem in contract theory

with minimal requirements for disclosing the private types of the participants.

We demonstrate that the proposed framework has interesting applications beyond

multi-function wireless systems and contract theory.

In summary, this thesis addresses various security and reliability challenges in

emerging multi-function wireless systems from multiple perspectives. We develop

novel system designs and mechanisms, validated through extensive simulations,

that provide valuable insights and findings. Our work enables promising appli-

cations of multi-function wireless systems, paving the way for a more secure and

reliable wireless future.



Chapter 1

Introduction

In this chapter, we begin by providing an overview of the scope of our research,

which is focused on the security and reliability issues in multi-function wireless

systems. We then outline the main research challenges and motivations in this

area, discussing the importance of addressing these issues to enable the efficient

utilization of the wireless spectrum and minimize hardware costs. We also highlight

the need to address the potential threats posed by external attackers and the

possibility of internal attacks from the multi-function nodes themselves. Finally,

we provide a summary of our contributions and describe the organization of the

thesis.

1.1 Research Scope

Exploitation of radio signals has significantly shifted modern technology. Tradi-

tionally, radio signals have been used for data transmission, radar object detection

and ranging, and more recently, for other purposes such as wireless power transfer

(WPT) [1], etc. Different spectrum is allocated and used exclusively for different

applications. However, spectrum resources are becoming more scarce with growing

deployments of wireless-related technologies in various sectors [2]. To overcome

these limitations, spectrum sharing has been proposed to allow different systems

and applications to share the same spectrum. Different approaches and frameworks

have been studied, for example, dynamic spectrum management and cognitive ra-

dio for different wireless technologies to share the same frequency resources, joint

radar-communications (JRC) for the two different applications to operate in the

1



2 1.1. Research Scope

same frequency bands [2, 3], simultaneous wireless information and power transfer

(SWIPT) over the same channel [1], etc. In the cases of JRC and SWIPT, multi-

function wireless systems are designed. Multi-function wireless systems enable the

use of the same spectrum or antenna for more than one functionality, e.g., data

transmission and radar sensing, or data transmission and wireless power transfer as

in [4–6]. For instance, multi-function wireless devices are used for data collection

for digital twin rendering in the Metaverse [7]. In addition to the multiple functions

that are embedded on these devices, other types of sensors can also be equipped,

e.g., cameras, which enables the use of machine learning (ML) algorithms to ex-

tract only semantic data and further decrease the bandwidth consumption when

delivering the collected data over the wireless network.

However, with every novel and complex design, several security and reliability is-

sues arise and should be well addressed. Security and reliability are quite difficult

to distinguish between as some researchers consider them overlapping or included

in one another [8, 9]. However, we believe that security and reliability are two sides

of the same coin but have their sides reside in different dimensions. In other words,

not every reliable wireless system is secure and not every secure wireless system

is reliable. On the one hand, security mainly focuses on the confidentiality of the

transmitted data, where non-authorized parties should not have access to any por-

tion of the information contained within the transmitted data. In addition, a third

party should not be able to alter or modify the transmitted messages. On the

other hand, reliability ensures that the wireless system can operate correctly and

continuously when requested. While reliability breaches can be observed when the

system fails, e.g., jamming attacks, security is difficult to observe, e.g., eavesdrop-

ping attacks. Therefore, the multi-function wireless systems should be carefully

designed and analyzed for their reliability and security. Figure 1.1 presents a gen-

eral overview of the interaction of a multi-function (MF) node with different entities

in the wireless ecosystem. We observe that there are several parts of the system

from which the system can be attacked.

A jammer can deliberately transmit signals to increase the interference at the re-

ceiver and prevent decoding the legitimate signals transmitted by the MF node.

The jamming signals can also affect the second function of the MF node, e.g.,

sensing as in the case of a JRC system, where the MF node loses accuracy about

the inferred parameters of the detected object. This type of attack targets the
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Figure 1.1: General overview of the interaction of an MF node with different
entities in the wireless ecosystem.

reliability of the multi-function wireless system. A security issue arises when a

warden listens to the transmitted signals not dedicated for it and tries to infer

sensitive information about the communication parties. Moreover, from a differ-

ent perspective, the MF node can become the source of attack to other entities.

Specifically, as there are several MF nodes in the field, they might need to compete

amongst themselves to get access to the spectrum from the mobile operator. This

competition pushes the MF nodes to be selfish and probably misbehave to get their

required amount of bandwidth. Furthermore, as the MF node is considered to sell

its collected data to interested buyers, e.g., a virtual service provider (VSP), the

MF node can also misbehave while interacting with the VSP by misreporting the

quality of its collected data or its ability to deliver the data timely with low bit

error rate (BER). These misreported values affect the reliability that the VSP has

about the MF node, which increases the opportunity of the MF node to sell more

data to the VSP.

Therefore, as the reliability of the VSP towards its users, e.g., Metaverse users,

is mainly impacted by the reliability of the content provider, i.e., MF nodes, the

reliability of the MF nodes should be seriously addressed. Moreover, the continuous

operation of the multi-function wireless system under jamming attacks is part of

its reliability, and new mechanisms dedicated to multi-function wireless systems

need to be designed. Finally, making the operation of the multi-function wireless

system covert from eavesdroppers also requires system-level changes.
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Enabling the above described multi-function wireless system requires to be ad-

dressed at different system layers: physical layer, networking layer and application

layer. The scope of our research is spread over these three layers. As the nature

of the problem faced in each layer is heterogeneous, appropriate tools and system

design should be adopted for each layer. In the following, the research challenges

faced in designing reliable and secure multi-function wireless systems are presented

in addition to our motivations to address them.

1.2 Research Challenges and Motivations

In this section, we present a number of security and reliability issues with current

multi-function wireless systems which need to be urgently addressed and motivate

the works in this thesis.

1.2.1 Impact of The Jamming Signals on The reliability of

The Multi-Function Wireless Systems

Multi-function wireless systems received considerable attention in the past few

years because they allow more efficient resource allocation and reduce implemen-

tation costs. However, the benefits of hardware and frequency reuse provided by

multi-function wireless system will only be possible if the system can operate un-

der different environments and circumstances, fulfilling multiple objectives simul-

taneously while counteracting deliberate interference and jamming attacks. Jam-

ming attacks on single-function systems, such as wireless communication, radar and

WPT systems have been studied extensively in the literature [1, 10], but very few

research works studied the case of a multi-function wireless systems under hostile

jamming attacks. With the increasing demand for multi-function wireless systems,

it is important to study the jamming attack models and the mitigation strategies.

An important problem in designing multi-function wireless systems arises from the

fact that the system needs to satisfy simultaneously multiple objectives, e.g., min-

imum data rate, sensing accuracy and continuous reliability. Moreover, a jammer

can attack one or multiple functions, making the system design requirements more

challenging as multiple attack scenarios have to be considered, and static solutions

might not be robust to jointly overcome hostile attacks to different functions and

satisfy the system requirements.
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To address the aforementioned challenges, in Chapter 3, we design a novel multi-

function wireless system design that can not only resist jamming attacks but also

further improve the system performance by smartly leveraging the jamming signals

using ambient backscatter technology and DRL framework.

1.2.2 Impact of Illegitimate Signal Detection on The Secu-

rity and Reliability of Multi-Function Wireless Sys-

tems

However, the illegitimate signal detection by a non-authorized third party is by

itself a source of concern. For instance, in the case of JRC systems, a warden can

still detect ongoing radar sensing signals and knows exactly which JRC node is try-

ing to sense the environment, hence making the JRC node potentially vulnerable

to attackers. The warden can eavesdrop the transmitted signals (communication

signals and radar signals) to infer sensitive information about the users. To address

the security issue of the delivered communication messages, information theoretic-

based physical layer security, e.g., secrecy outage probability (SOP), was proposed

to prevent illegitimate receivers from decoding the content of the delivered mes-

sages [11]. However, these techniques are used only to protect the communication

signals while other types of signal, e.g., radar sensing signals, remain vulnerable

for detection. Moreover, in information theoretic-based physical layer security, al-

though the communication signals are protected from correct decoding they can

still be detected by illegitimate receivers. This information can be used later to

start jamming attacks. Therefore, minimizing the detection probability by a war-

den is crucial for preventing such attacks as the warden will be unable to distinguish

between noise and real ongoing transmission and sensing activities. As such, hid-

ing the transmitted signals can both minimize the leakage of sensitive information

and prevent jamming attacks from occurrence. If we can prevent illegitimate re-

ceivers from detecting the signals of the multi-function wireless nodes from the

beginning, we can prevent jamming attacks and minimize the use of information

theoretic-based physical layer security techniques at once.

Recently, covert communication has been proposed to hide the transmitted com-

munication signals into noise and prevent illegitimate receivers from detecting the

ongoing communication [12]. However, current works on covert communication
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addressed the covertness of communication signals only. This constitutes our mo-

tivation in Chapter 4 where we extend the use of covert communication beyond

communication signals and develop a covert multi-function wireless system that

can efficiently hide its presence from wardens.

1.2.3 Impact of Information Asymmetry on the Misbehav-

ior of Multi-Function Wireless Systems

Nevertheless, the efforts towards increasing the security and reliability levels of the

multi-function wireless system incur additional costs which need to be borne by

the multi-function wireless nodes. Specifically, the use of DRL to transmit signals

opportunistically and mitigate jammers comes at the cost of additional energy

consumption, while the use of friendly jammers to make the system covert requires

payment for those friendly jammers. To minimize these costs, the multi-function

nodes become incentivized to misbehave while interacting with other parties if they

find a strategy to compensate for their losses, causing the problem of information

asymmetry [13]. The problem of information asymmetry encourages malicious

participants to misreport their private information truthfully to gain higher profits.

In multi-function wireless systems, we observe that the problem of information

asymmetry appears from two different perspectives described in the following.

1.2.3.1 Information Asymmetry During Spectrum Allocation

Multi-function wireless networks have to allocate resources efficiently to support

multiple services simultaneously. This includes allocating bandwidth, power, and

spectrum resources, and ensuring that different services have the required quality

of service (QoS) guaranteed. The first case where information asymmetry becomes

challenging is when there are several multi-function wireless devices communicating

with a single spectrum service provider (SSP), the number and amount of spectrum

requests from the users can exceed the limits of the SSP. The SSP needs to find

an optimal allocation strategy to maximize its revenue by giving the spectrum

resources to the users that value them the most. However, malicious users can

misreport their valuation towards the spectrum to increase their probability for

being selected by the SSP and given access to the spectrum, causing the problem

of information asymmetry [13]. With the significant changes at the lower layers

of the network to accommodate multi-function wireless systems, and due to their



Chapter 1. Introduction 7

multi-objective nature, deriving an optimal channel allocation strategy by the SSP

to the multi-function wireless devices becomes more complex and a significant

problem of interest. Therefore, not considering the information asymmetry issue

in the design of the incentive mechanisms, makes the derived solution inefficient

in real-world deployment. This motivates our work in Chapter 4 where we design

a truthful and robust auction mechanism for channel allocation in multi-function

wireless systems with specific application on our developed covert JRC system.

In the proposed mechanism, covertness is embedded within the channel allocation

process which is shown to be robust against uncertainty about warden’s location.

1.2.3.2 Information Asymmetry During Multi-Function Nodes Alloca-

tion

The second case where information asymmetry is a significant issue of interest

appears when the multi-function wireless nodes compete amongst themselves to

sell their collected data to cloud platforms, e.g., virtual service provider (VSP) for

the Metaverse. Specifically, as the digital twins in the Metaverse are required to

replicate the physical real-world system to the finest details [14], generating an

accurate 3D model of the physical system and constant update of the physical sys-

tem in digital twin is the first step towards this goal. However, the selection of the

appropriate multi-function sensing IoT devices to collect data from is challenging

as they might misbehave during the selection process by the VSP. In particular,

some sensing IoT devices with low ability to provide rich semantic information and

fresh data might claim to have a higher level than their true type, causing the

VSP to provide them with payments higher than what they truly deserve. This

behaviour can similarly happen when the VSP intends to deliver the digital twin

to the Metaverse users. The Metaverse users can misreport their private valuation

about the delivered digital twin (which are based on their private types) to push

the VSP to decrease the offered prices and hence, getting a higher utility than

deserved. Therefore, to derive the optimal pricing bundles, the system designer

needs to have full knowledge about the private information of the participants. To

incentivize the participants to reveal their private information, existing works used

either Stackelberg games or contract theory. Nevertheless, to properly design the

contract and maximize its revenue, the VSP needs to be able to categorize the

users based on their private types which can be multi-dimensional. However, the

shortcoming of Stackelberg games is that they can be used only for scenarios with
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a single-dimension private type [15]. Furthermore, as the framework of contract

theory was designed specifically to address the issue of information asymmetry, we

study in Chapter 5 the problem of information asymmetry with limited access to

the private information in multi-function wireless systems with specific application

on Metaverse ecosystem.

1.3 Summary of Contributions and Thesis Orga-

nization

The thesis is organized into five chapters. In the first chapter, we introduce the

scope of our research thesis and highlight the emerging challenges in security and

reliability faced by modern multi-function wireless systems. These challenges serve

as the primary motivation for our research.

In second chapter, we perform a comprehensive literature review of existing works

on security and reliability issues in multi-function wireless systems, with a par-

ticular emphasis on the physical and application layers. We examine and discuss

the limitations of these works, emphasize the uniqueness of our contributions, and

demonstrate their importance compared to previous research.

In Chapter 3, we focus on addressing the reliability issue in multi-function wireless

systems caused by jammers. We achieve this by incorporating various anti-jamming

techniques into a single framework. Specifically, we use ambient backscatter tech-

nology to leverage jamming signals on multi-function devices where the jamming

signals are used to transfer information bits to the legitimate receiver. As the at-

tacker tries to disguise its presence, deception mechanism is adopted to lure the

jammer to attack and make its actions more predictable. We formulate the prob-

lem using an advanced two-step Markov decision process (MDP) and then, a deep

reinforcement learning algorithm with a prioritized double deep Q-Learning archi-

tecture is proposed to learn optimal strategies in different system states. We show

that by jointly considering the multi-functions of the wireless devices with potential

jamming attacks during design phase, significant improvement can be achieved for

all of the system functionalities.
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In Chapter 4, we delve into the security challenges of multi-function wireless sys-

tems at the physical and application layers. As an instance of multi-function wire-

less systems, we first develop a covert JRC system to prevent malicious wardens

from detecting the ongoing transmissions of the multi-function devices, in which

friendly jammers are deployed to improve the covertness of the JRC nodes during

radar sensing and data transmission operations. Through theoretical proofs and

extensive simulations, we show that the developed covert JRC system can operate

covertly in the presence of a watchful adversary. As several multi-function wireless

devices are expected to operate under close proximity, the channel allocation prob-

lem arises which can push some nodes to misbehave during the channel allocation

process to have access to the spectrum. To address this security issue, we develop

a multi-item multi-buyer auction mechanism for channel allocation to enable the

spectrum service provider to allocate its spectrum resources to the multi-function

devices securely.

We further emphasise the security threats caused by multi-function wireless devices

with specific application on the Metaverse ecosystem in Chapter 5. Specifically, we

address the problem of designing incentive mechanisms by a virtual service provider

(VSP) to hire sensing IoT devices to sell their sensing data to help creating and

rendering the digital copy of the physical world in the Metaverse. Nevertheless,

mechanisms to hire sensing IoT devices to share their data with the VSP and

then deliver the constructed digital twin to the Metaverse users are vulnerable

to adverse selection problem. The adverse selection problem, which is caused by

information asymmetry between the system entities, becomes harder to solve when

the private information of the different entities are multi-dimensional. We propose

a novel iterative contract design and use a new variant of multi-agent reinforcement

learning (MARL) to solve the modelled multi-dimensional contract problem.

Finally, Chapter 6 concludes the thesis and provides insightful ideas about future

research directions. Figure 1.2 summarizes the contributions and organization of

this thesis.
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Chapter 2

Literature Review

In this chapter, we provide a general overview about existing works on security and

reliability in communication and wireless networks with specific focus on multi-

function wireless networks. We briefly review existing works to mitigate jam-

ming attacks, covert communication and the problem of asymmetric information

in multi-function wireless systems. We also highlight the limitations of these works

and how our work addresses those limitations over the following chapters of this

thesis.

2.1 ExistingWorks on Jamming Attacks in Multi-

Function Wireless Networks

Jamming attacks on wireless communications, radar and wireless power transfer

(WPT) systems have been studied extensively in the literature [1, 10]. Nevertheless,

most of the existing works investigated these systems separately and only few

research works studied the case of a multi-function wireless system, i.e., JRC or

SWIPT systems, under hostile attacks. When jamming the communication system,

the jammer is trying to degrade the SINR at the receiver, while when jamming the

radar system, the jammer is trying to degrade the SINR at the transmitter and

prevent it from correctly decoding echos from existing targets. However, jamming

WPT systems is quite different because it is difficult to prevent energy harvester

(EH) nodes from harvesting energy, but the jammer still can harvest the transferred

energy and use it later to attack the network.

11
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Traditional jamming attacks on wireless communication networks, radar and WPT

systems can be easily launched against multi-function wireless systems. However,

most of the existing works only focused on physical layer design without consid-

eration of malicious attacks [1, 2]. An interesting step towards multi-function

wireless systems security in the presence of jammers was taken in [16], in which

the authors studied a JRC system that uses dual-functional waveform to support

target detection and data transmission in the presence of a jammer. Since the dual

radar-communication system and the jammer are rivals and have contradictory

objectives, the authors in [16] used a game theory model to formulate the problem

and derived the Nash equilibrium. However, their solution requires the jamming

attack probability in advance, which might not be practical and can change over

time. Moreover, game theory studies provide only insights on the system perfor-

mances for different policy adjustments but do not provide solutions to improve the

resiliency of the system against jammers with different objectives and capabilities.

In the following, we present a brief overview of existing works in the literature to

cope against communication, radar and WPT jammers.

Reference Major technique(s) Limitations

[17] rate adaptation al-
gorithm (RAA)

Difficulty to distinguish between fluctua-
tions in the channel and RAA.

[18–20] Frequency hopping public control channels eavesdropped / in-
efficient against wide band jammers.

[21, 22] RAA, frequency
hopping, deception
strategy, ambient
backscatter

only works for single function wireless sys-
tems.

Table 2.1: Comparing Related Literature on Jamming Attacks

2.1.1 Jamming Mitigation in Communication Systems

Mitigating deliberate interference in wireless communications has been extensively

studied in the literature and different techniques have been proposed [10]. Several

Rate Adaptation Algorithms (RAAs) were adopted to mitigate noise jammers.

However, since RAAs can not distinguish between packet loss due to fluctuations

in channel quality and packet loss due to deliberate interference, it has been shown

in [17] that RAAs turns to become a dangerous vulnerability. A more interesting

and widely deployed method to counteract jamming is spread spectrum, such as
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frequency hopping spread spectrum (FHSS) and direct sequence spread spectrum

(DSSS). The key idea is to enable the sender to spread a narrow-band signal over a

wide-band of frequencies such that the jammer will not be able to predict it, thus

lowering the probability of the signal being jammed. Many works have used spread

spectrum techniques in combination with deep reinforcement learning in order to

derive an optimal strategy for the transmitter to increase its overall throughput [18,

19]. However, spread spectrum techniques assume initial secret agreement on the

spreading codes or frequency hopping pattern between the transmitter and the

receiver. Unfortunately, smart jammers can use this condition to increase their

jamming performance. Since reactive jammers can sense spectrum before jamming,

they can not only block the target channels with flexible power, but can also

eavesdrop the public control channels [23].

More recently, new hybrid approaches have been proposed to mitigate smart and

reactive jammers. In [21], the authors proposed the use of both RAA and FHSS

to counteract jammers. In this way, the transmitter can avoid being jammed by

hopping to other channels, adjusting its transmission rates, or both. More inter-

estingly, the authors in [24] introduced a novel approach using deep reinforcement

learning and ambient backscatter communication (ABC) technology to mitigate

jammers. The key idea is to use recent advances in ABC and backscatter modu-

lated jamming signals instead of hiding, thus making the jamming attack ineffective

and power-wasting for the jammer. On top of this, the authors added deception

mechanism in [22]. The deception mechanism consists of sending fake signals at

the beginning of each time slot to mislead the jammer. If the jammer eats the bait

and decides to attack, the transmitter uses backscatter technology as previously

mentioned. Otherwise, the transmitter can safely transmit data through active

transmission for the remaining of the time slot.

2.1.2 Jamming Mitigation in Radar Systems

Jamming radars is a crucial component of any electronic countermeasure (ECM)

system. It has been and still an evolving aspect of electronic warfare. Even though

many researches in this area are still classified, several works that propose effec-

tive solutions against radar jammers are available in the literature. Also, recent

years have witnessed more works in this direction because of the advances in ve-

hicular technology which relies heavily on radars [25]. In [26], the authors studied
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how to differentiate legitimate target echo from false echos introduced by a decep-

tive jammer on a bi-static multiple-input multiple-output (MIMO) radar system.

Deceptive jamming consists of re-transmitting original signals after a delay-time

which results in an incorrect target range detection and an increase in false alarm

rate. They introduced a range deception jamming recognition method through

digital signal processing framework and formulated the optimization problem as

a weighted least square (WLS) problem. In [20], the authors studied a simple

anti-jamming scenario in which a spot jammer, i.e., a jammer that focuses all of

its power on a single frequency, is attacking a radar system. They adopted a re-

inforcement learning algorithm to build a system that relies on frequency hopping

technique in order to help the radar intelligently select an unoccupied channel to

transmit in. However, if the jammer can attack different frequencies simultaneously

across the entire bandwidth, frequency hopping becomes ineffective.

2.1.3 Jamming Mitigation in WPT Systems

WPT systems security received more attention compared to JRC systems. Even

though interfering RF energy harvesting is not an easy attack to perform, the

authors in [27] showed that a jammer can launch a depletion attack on the en-

ergy harvester node, which results in a quick drain in device’s battery, preventing

the node from any further operation in the network. Moreover, if the transmit-

ting device is using beamforming, a Beamforming Vector Poisoning attack can be

launched as shown in [28], in which the jammer injects signals in the same frequency

as the legitimate users resulting in a destructive interference at the receiver. This

leads to severe degradation of harvested energy units and increases packet loss.

Furthermore, the jammer can also harvest the transferred energy and use it later

to attack the network [29]. In [29], the authors proposed a deception mechanism

to undermine the attack ability of the jammer. They formulated the problem as a

throughput maximization problem in a cognitive radio network (CRN) with WPT

and EH nodes. However, they did not consider maximizing the transferred en-

ergy which might be used for other internal computations by different nodes in the

network beside communication purpose. In addition, jamming signals can also be

harvested by EH nodes in order to minimize the efficiency of jamming attacks.

In summary, existing works suffer from the following limitations:
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• They only focus on one functionality of a multi-function wireless system,

while other functions are not well protected.

• Jamming attacks are still not considered in the design of multi-function wire-

less systems and no unified framework for these systems exists.

• Most of the existing works consider some prior knowledge about the jamming

attacks. However, due to the uncertainty of wireless environment and the

jammer’s objective, it is hard to obtain this information in real scenarios.

Motivated by the limitations mentioned above, a deep reinforcement learning (DRL)

based multi-function wireless system that incorporates a variety of anti-jamming

techniques is proposed in Chapter 3 to improve the resistance of the system against

reactive jammers.

2.2 Existing Works on Security And Privacy in

Multi-Function Wireless Networks

The broadcast nature of wireless communication makes it difficult to prevent an

unauthorized receiver from intercepting the transmitted messages. The current

state-of-the-art for security in wireless communication in practice is encryption,

which is performed at the application layer of the communication system [30].

However, the exchange of keys in symmetric encryption technique is still a chal-

lenge while asymmetric cryptography comes at the cost of high computation at

the wireless nodes which can be sensitive to power consumption. For instance, in

simultaneous wireless information and power transfer (SWIPT) systems, the use of

application layer cryptography methods quickly drains the power of the receivers

which are highly dependant on the energy received from the transmitter and hence

run out of power and fail [31]. Moreover, the transmitted message can still be inter-

cepted by an illegitimate receiver when using application layer encryption methods.

Although the content of the encrypted message is hard to retrieve, the detection

of an ongoing transmission itself is a valuable information for an attacker, e.g., to

start a jamming attack. Moreover, some medium access link layer information can

be inferred and used in future attacks.

To mitigate the aforementioned issues, in recent years, two techniques have emerged

at the physical layer of the communication system to enhance the security and
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privacy of the delivered messages, i.e., Information-theoretic security (ITS) and

covert communication, with covert communication being the most recent one (also

known as low probability of detection (LPD) [32]). Figure 2.1 present a summary

of main differences between ITS and covert communication.

Informa on Theore c Security Covert Communica on

Assump ons

- The code-book is known to the

eavesdropper

- The CSI of the transmi er is known

- The code-book is known to the warden

- The CSI of the transmi er is unknown

Use cases / goal Prevent extrac on of message content
Prevent detec on of the ongoing

communica on

Performance metric Secrecy rate Covert rate

Security level Medium High

Figure 2.1: Comparison of information-theoretic security and covert commu-
nication over different attributes.

In ITS, the security of the wireless link is addressed from an information theory

perspective where the features of the physical medium are used to protect the wire-

less link from eavesdropping [11]. In his seminal work [33], Wyner demonstrated

that the legitimate receiver can achieve a positive information rate, i.e., secrecy

rate, if the eavesdropper’s channel is a degraded version of the legitimate user’s

channel, e.g., using artificial noise (AN). The secrecy rate reflects the level at which

the transmitted message is kept confidential from the eavesdropper. For instance,

directional modulation (DM) was proposed in [34, 35] to decrease the quality of the

eavesdropper’s channel. In DM, the transmitter uses phased arrays to concentrate

the transmitted signal on the direction of the receiver, making the constellation

diagram at the undesired directions distorted.

However, in covert communication, the objective is to keep the ongoing communi-

cation behavior hidden from a watchful adversary, also named as warden. While

ITS protects against correct decoding and access to the information inside the

transmitted message at the bit level by an eavesdropper, covert communication

protects even from detection of the signal itself by a warden. In other words,

covert communication can augment the security level provided by ITS technique

to a higher level of difficulty to malicious receivers. Moreover, in covert commu-

nication, the achieved security level is independent of the computation capability
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of the adversaries and more importantly, independent from the energy consump-

tion frequency of the legitimate receivers. In [12], covert communication was first

addressed from an information theory perspective where a square root limit on

the number of covertly transmitted bits was derived. The derived theorem states

that no more than O(
√
n) bits can be transmitted covertly on n channels while

insuring a specific threshold on the probability of detection by a warden. The

authors in [36] studied a single-input multi-output (SIMO) system with joint ITS

and covert communication considerations in the presence of an eavesdropper and

a warden. They formulated the problem as to maximize the average rate for each

receiver subject to a specific covert rate and secrecy rate constraints. Covertness

was also addressed in radar systems where passive radar emerged as a promising

technique to prevent detection of radar sensing. Passive radar uses non-cooperative

sources of illuminations to detect objects [37]. However, this technique is limited as

little information only can be detected about the object, e.g., its distance from the

reference point, and is subject to the availability of other sources of illuminations.

Nevertheless, the covertness of multi-function wireless systems was not well ad-

dressed before in the literature and most of the existing works focused on one

functionality only, e.g., communication signals or radar signals. In a recent work,

the authors in [38] addressed the covertness of JRC systems where the target de-

tection beamformer and communication beamformer where optimized to be the

only receivers able to detect the transmission behavior. However, the objective

in [38] was to hide the communication only from wardens, not the radar sensing,

which does not constitute a fully covert JRC system as covertness is targeted at

the communication part of the JRC system only. A similar problem was studied

in [39] with the difference that the target itself is considered to be malicious and

can eavesdrop the communication signals.

To this end, we observe a limitation in existing works to address covertness in

multi-function wireless system, which are increasingly deployed in several practi-

cal scenarios. This limitation constitute our motivation to address the problem

of covertness of multi-function wireless systems in Chapter 4. In addition to this

limitation, most of the existing works considered the location of the warden to be

known to the system designer, which is not true in most of real scenarios. The

warden is likely to hide its presence and its precise location to minimize its prob-

ability of misdetection. Moreover, other sources of uncertainties can significantly
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impact the network performance and valuation metrics such as distance between

nodes, CSI and mobile users’ dynamic spectrum demands. Therefore, the uncer-

tainty about the network parameters should be carefully considered in the design

of covert multi-function wireless systems.

Robust optimization is an emergent and efficient tool to address uncertainty in

classical optimization problems. Specifically, the optimization is performed over an

uncertainty set and the objective is to optimize a worst-case function. Even though

robust optimization is being explored for more than two decades [40, 41], very few

works adopted robustness in wireless network optimization problems. In [42], the

problem of uncertainty about wireless sensors’ locations was considered to design a

robust solution that maximizes the data extracted, minimizes the energy consumed,

and maximizes the network lifetime. The robust solution is defined as the one with

the best worst-case objective over the uncertainty set. The authors showed that

as the uncertainty set increases in size, the robust solution provides a significant

improvement in the worst-case but with the expense of some loss in optimality,

known as the price of robustness [41]. A distributed robust optimization problem

was developed in [43] to solve the problem of power and rate control in wireless

communication networks under the uncertainty of CSI. In a recent work [44], a

robust optimization approach was considered for mobile data offloading problem,

which is formulated as a multi-item auction where the spectrum for mobile users

is auctioned by the SSP to offload from the main base station to other access

points. The proposed auction mechanism uses historical data from previous bids

to determine the winners and payments. However, the proposed model relies only

on previous bids and does not consider the realized new bids during the auction

process. This makes the derived solution suboptimal as users might change their

submitted bids over time. In addition, a limited discussion was provided about the

valuation function of the mobile users, which significantly impacts the derived un-

certainty set. Finally, existing works on mechanism design for spectrum allocation

did not consider the security of the wireless system in their design, which can limit

the application of the proposed mechanisms in practical scenarios.

In Chapter 4 we address both covertness of the multi-function wireless system and

the uncertainty about the network parameters with specific application on warden’s

location in JRC systems.
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2.3 Existing Works on Information Asymmetry

in Communication and Wireless Networks

So far, we have reviewed existing works about possible attacks on multi-function

wireless systems by a third-party entity, e.g., jammer or warden, which are not

legitimate parties in the communication system during information transfer over

the wireless network. However, as earlier shown in Chapter 1, security issues can

rise from within the legitimate parties of the wireless system and at different layers.

As the framework of contract theory was designed specifically to address the issue

of information asymmetry in incentive mechanisms, we review here some existing

works at the broad area of communication and wireless networks and highlight

their limitations.

Reference Multi-dimensional
types?

Number of assump-
tions required in
the model

Flexibility towards
minimal changes in
the system

[45] Yes High No
[46] No High No
[47] Yes High No
Ours Yes Low Yes

Table 2.2: Comparing Related Literature on Information Asymmetry

To properly design the contract and maximize its revenue, the contract designer

needs to be able to categorize the users based on their private types which can be

multi-dimensional. Several works used the framework of contract theory to design

incentive mechanisms for problems with multi-dimensional private types. However,

solving multi-dimensional contracts is not straightforward to address. In the area

of wireless communications, the idea of extending single-dimensional contract to

two-dimensional contract was first proposed in [45], where the authors proposed

to use an additional auxiliary variable to transform the two dimensional contract

into a single-dimensional contract. The derived contract was then solved by us-

ing standard approaches in contract theory to prove the incentive compatibility

(IC) and individual rationality (IR) properties in addition to the optimality of the

derived solution. Motivated by [45], the authors in [47] extended the idea to a

three-dimensional contract. Specifically, in [47], a multi-dimensional contract was

designed for data rewarding systems in mobile networks while in [48], a multi-

dimensional contract-matching approach was designed for UAV-enabled federated
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learning systems. However, this approach requires tedious formulation of the prob-

lem and several assumptions about the system dynamics and the used functions,

e.g., monotonicity, to prove that the designed contract is truthful, i.e., does not

violate the IC and IR properties. Moreover, if the definition of the utility function

of either the contract designer or the users changes slightly, the derived solution

needs to be reformulated from scratch. Finally, although some existing works used

the framework of contract theory to improve the performance of some ML prob-

lems, e.g., federated learning as in [49], to the best of our knowledge, no prior work

has attempted to use an ML technique, e.g., DRL, to address the aforementioned

challenges in contract designs.

We should note here that all of the existing solutions are based on the revelation

principle [13], which incentivizes the participants to reveal their private types by

ensuring that this revelation is in their individual benefit, i.e., non-violation of their

IR and IC properties. Although revealing the private information of the partici-

pants is proved to guarantee this property from an optimization perspective, some

participants might be worried about the use of their private information in other

applications, e.g., dedicated advertisement as in [50]. This shows the importance

of developing an incentive mechanism that encourages users with privacy concerns

to participate in the contract.

Motivated by the limitations mentioned above, we address the problem of infor-

mation asymmetry in Chapter 4 using auction theory to choose the winner for

channel allocation and in Chapter 5 using contract theory to derive the optimal

pricing bundles for the multi-function sensing IoT devices. Importantly, in Chap-

ter 5 we propose a novel DRL-based iterative contract framework and show that

our proposal does not rely on the revelation principal and only requires flags from

the participants indicating their IR and IC violation status.

To sum up, several security and reliability issues still exist in current multi-function

wireless systems which we address in this thesis across different angles and perspec-

tives. In Chapter 3, we design a robust multi-function wireless system using DRL,

ambient backscatter technology and deception strategy to mitigate jammers. In

Chapter 4, we propose a covert multi-function wireless system and a multi-item

multi-buyer auction framework to address privacy and channel allocation issues.

We propose in Chapter 5 an iterative contract mechanism based on MARL that
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preserves privacy and incentivizes truthful behavior. Extensive simulations are

conducted to validate the proposed designs.





Chapter 3

Mitigating Jamming Attacks on

Multi-Function Wireless systems

Through Ambient Backscatter

Technology and DRL

Multi-function wireless systems received considerable attention in the past few

years because they allow more efficient resource allocation and reduce implemen-

tation costs. For instance, a ship-borne JRC system can be implemented on a

battleship to simultaneously detect targets and transmit data packets on the same

waves to allies in the nearby, making its defence system more robust [51]. Besides,

unmanned aerial vehicle (UAV) base stations are receiving more attention recently

for user offloading in dense zones [52]. Therefore, JRC design can be adopted in the

design of the autonomous UAV base station to enable simultaneous communication

and target detection [53]. However, the joint optimization problem of throughput

and radar sensing quality maximization should be designed carefully to meet the

system requirements. In addition, SWIPT systems can be also adopted by similar

devices used in JRC systems. For example, a UAV base station can use Lidar

technology for mapping and geospatial sensing, and instead of transmitting radar

signals, it transfers energy to some IoT nodes in the field (e.g., sensor nodes). This

makes the optimization problem of data and radar requests in JRC systems similar

to the optimization problem of data and energy transfer request in SWIPT systems.

23
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Hence, by abstracting these two optimization problems as a joint scheduling prob-

lem of two queues, we can develop a unified framework for multi-function wireless

systems and then instantiate that solution in the context of each system, i.e., JRC

or SWIPT systems. However, the benefits of hardware and frequency reuse will

only be possible if the multi-function wireless system can operate under different

environments and circumstances, fulfilling multiple objectives simultaneously while

counteracting deliberate interference and jamming attacks.

In this chapter,1 we address the problem of a multi-function wireless system under

hostile jamming attack. The main contributions of this chapter are as follows:

1. We develop a novel framework for multi-function wireless systems where we

propose to use the queue management concept for radio resource allocation

and scheduling. The proposed abstraction helps design solutions for both

JRC and SWIPT systems at once and smoothly share the development from

one system to another one. Our proposed framework is resilient and robust

against a variety of jamming attacks.

2. We propose an intelligent deception strategy to lure the jammer and utilize

its jamming signals to improve the system performance. We subsequently

develop a highly-effective reinforcement learning algorithm to help the sys-

tem obtain the optimal operation policy without prior knowledge about the

jamming attack or the wireless channel.

3. We perform intensive simulations to evaluate performance metrics of the

system under many scenarios and reveal a number of insights on the joint

design of deep reinforcement learning and queue management concept. We

show that by misleading the jammer through deception mechanism, we are

able to suppress the jammer not to attack continuously, and thus jointly

perform radar sensing safely and increase data throughput.

The rest of this chapter is organised as follows. Section 3.1 and Section 3.2 describe

our system model and the problem formulation, respectively. In Section 3.3, we

present our proposed deep reinforcement learning algorithm. The evaluation results

are then presented in Section 3.4. Section 3.5 concludes the chapter and provides

several potential research directions.

1The work in this chapter has been published in [54].
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3.1 System Model

3.1.1 System Overview

Figure 3.1 shows an overview of our considered multi-function (MF) wireless sys-

tem. The MF system supports data transmission, referred to as the data trans-

mission mode, and either radar sensing or power transfer, referred to as the radar

sensing mode and power transfer mode, respectively. The MF node can choose

between two modes to achieve the required performance level. Either time or

frequency based access architecture possesses advantages and disadvantages that

make each one preferred over the other for some desired applications. In this work,

for the purpose of establishing a robust and unified framework for multi-function

wireless systems, we consider that the multi-function wireless system is using time

division multiple access (TDMA) method to alternate between different modes.

Time division access methods also provide low-complexity design, low implemen-

tation cost and help to easily integrate modules sharing same hardware components

(e.g., antenna, power, etc.) which is suitable for multi-function wireless systems.

For instance, Figure 3.2 illustrates the use of time division access method in JRC

systems, where time is divided into slots of equal duration T and the scenario of a

pulsed radar where the basic pulse strength is equal to that used by the data com-

munication system is considered as in [55]. When operating in the radar sensing

mode, the JRC node starts by transmitting a pulse s1 at the beginning of the time

slot, and then waits for an echo es1 to be received in the remaining time. In data

transmission mode, the JRC node continuously transmits data during its allocated

time slot.2

The MF node receives different requests based on the supported functionalities.

Arriving data packets are stored in the data queue while radar sensing requests are

stored in the radar activity request (RAR) queue if the MF node is an instance of

JRC system. Similarly, if the MF node is an instance of SWIPT system, power

transfer requests are stored in the power activity request (PAR) queue as illustrated

in Figure 3.1. When operating in the radar mode, the MF node is trying to infer

information about nearby targets such as angle and distance, while when operating

in the power transfer mode, the MF node is transferring energy to the energy

harvester (EH) node. Additionally, due to the shared wireless medium, a jammer

can disrupt the network performance by introducing hostile interference into the

2In SWIPT systems, time switching architecture can be adopted similarly [1].
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Figure 3.1: System model.

channel upon detection of any type of transmission, i.e., reactive jamming [10]. This

will cause a severe degradation of the Quality of Service (QoS) to the multi-function

wireless system. Moreover, if the multi-function wireless system is deployed for

autonomous vehicles or robot-assisted industrial applications, this may cause severe

safety issues [53, 56].

Figure 3.2: The JRC node can choose between data and radar transmissions
mode.

With our proposed abstraction and the proposal of queue concept, the application

of our framework to different multi-function wireless systems is straightforward.
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Accordingly, JRC and SWIPT systems are just instances of a multi-function wire-

less system. We apply our solution to JRC system, which is an instance of the

multi-function wireless system, but the same framework is applicable on SWIPT

systems similarly. The only adaptation needed is the actions, ie., instead of having

actions of radar sensing as in JRC system, there will be actions of power transfer

in SWIPT systems. The rest of the formulation remains the same which shows the

power of our framework.3 Therefore, to avoid ambiguity between JRC and SWIPT

systems, we continue the rest of the chapter with more emphasis and analysis of

the proposed framework on JRC systems.

We consider that communication and radar circuits are both co-located on the

JRC node, share the same frequency band and use a time division access method,

and thus there is no need to consider mutual interference between radar and data

signals at the JRC node in our system design [57]. The JRC node has a stable

energy capacity, e.g., in an autonomous vehicle, and has two functionalities: data

transmission and radar sensing. For the data transmission functionality, we con-

sider that data arrival follows a Poisson distribution4 with mean λ. At each time

slot, if a new packet arrives (or is generated) at the JRC node and the data queue

is not full, it will be added to the data queue and can remain in the queue for a pre-

defined threshold τdata. If the data queue is full, the new packet will be discarded.

Similarly, the radar activity request (RAR) arrival follows a Bernoulli distribution

with parameter pradar related to deployment settings.5 For example, if the system

needs to perform radar sensing more frequently, then pradar is set close to 1. If only

few radar sensing operations are required, then pradar is set close to 0. If an RAR

remains in the RAR queue for a time exceeding a predefined threshold τradar, then

it is removed. We also define w =
∑K

k=1 ωk as the total delay (sum of the waiting

time ω) of all radar sensing requests in the RAR queue and K is the size of the

RAR queue. This parameter, i.e., w, is considered later in the reward function for

data transmission actions.

3A practical benefit would be the use of transfer learning to fine tune the learned model into
other systems.

4Our model can be extended for other distribution or correlated arrival process such as Marko-
vian arrival process (MAP) [58].

5Note here that we used a Poisson distribution to model data packet arrival because it is the
standard distribution used to model such arrivals. However, we used a Bernoulli distribution to
model the radar sensing requests because radar sensing takes more time compared to that of the
data transmission until the reception of the echo from objects, which is better modelled using a
single request per time unit compared to the case of data packets in the case of data transmission.
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In the following, we describe the adversarial model against the presented multi-

function wireless system forwarded by our proposed countermeasures.

Notation Description

T time slot duration in TDMA

pradar radar sensing request probability

h
(t)
ab

small-scale channel fading between devices a

and b

g
(t)
ab channel gain between devices a and b

PT transmit power of the JRC node

PJ transmit power of the jammer

Rcom communication channel capacity

Rest estimation rate of radar signals

Table 3.1: Table of Commonly Used Notations

3.1.2 Channel Model

3.1.2.1 Communication Channel Model

The communication channel gain gab between two devices a and b is composed of

the large-scale fading lab and the small-scale fading hab. The large-scale fading is

determined by the distance dab between the two devices a and b. According to

Jake’s model [59], the small-scale fading can be represented as:

h
(t)
ab = γh

(t−1)
ab + ζ(t), (3.1)

where γ (0 ≤ γ ≤ 1) represents the coherent factor and ζ(t) is a random variable

with distribution ζ(t) ∼ CN (0, 1 − γ2). Hence, the channel gain g
(t)
ab at time t can

be given as [59];

g
(t)
ab = l

(t)
ab |h

(t)
ab |

2. (3.2)

The SINR at the receiving gateway is then formulated as:

SINRdata =
gdataPT

gJ,dPJ + ρ2
, (3.3)
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where PT and PJ are the transmission powers of the JRC node and the jammer,

respectively. gdata and gJ,d are the communication channel gains between the re-

ceiving gateway and JRC node and between the receiving gateway and the jammer,

respectively. ρ2 is the noise power.6

3.1.2.2 Radar Channel Model

To be able to detect targets and their distances correctly and accurately, the JRC

node sends radar pulses and expects to receive reflections of these pulses such that

the SINR at the radar receiver is higher than a predefined threshold. The power

density Pr returned by the target to the radar is defined as [60]:

Pr =
PtGrσAe
(4π)2R4

, (3.4)

where Pr symbolizes the signal power returned to the radar antenna, Pt is the

transmit power by the JRC node, Gr denotes radar antenna gain, σ corresponds

to Radar Cross Section (RCS) of the target, R is the range to target and Ae is the

effective aperture area of the radar antenna. In addition to the signal power Pr,

thermal noise represented by the variance of additive white Gaussian noise ρ2 and

jamming noise PJ are also received at the JRC node. Then the SINR at the JRC

node receiver is calculated as:

SINRradar =
Pr

PJ + ρ2
. (3.5)

3.1.2.3 Evaluation Metrics

To evaluate the performance of our system, we consider the channel capacity and

rate estimation for data transmission and radar sensing, respectively. Similar

to [61], the channel capacity is defined as a function of the SINR as follows:

Rcom = B log2(1 + SINRdata) (3.6)

6Note here that the objective in this chapter is to enable continuous operation of the system
in the existence of jamming attack without consideration of possible leakage of information by a
watchful warden. The issue of designing a covert system is addressed in Chapter 4 where covert
rate formulas are formulated.
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where B is the channel bandwidth. The estimation rate of information that can

be obtained from the reflected signals of the radar systems is defined as:

Rest =
1

2Tpri
log2(1 + SINRradar) (3.7)

where Tpri is the pulse repetition interval of the radar system.

We observe from equations (3.6) and (3.7) that data rate and radar estimation rate

both increase as the SINR at the communication receiver and the radar receiver

increase, respectively. In addition, for radar systems, the accuracy of target pa-

rameters inference (e.g., range and angle) is highly influenced by the SINR at the

radar receiver. Specifically, the measuring errors in range and angle are defined

respectively as [62]:

σR =
c

2B
√

2SINRradar

(3.8)

σA =
θ

kM
√

2SINRradar

(3.9)

where c is the speed of light, θ is the radar beamwidth in the angular coordinate of

the measurement and km is the monopulse pattern difference slope. From equations

(3.8) and (3.9) we observe that the range and angle errors can be minimized by

maximizing the SINR at the radar receiver. Therefore, we consider in this work

the SINR at the JRC node as the main performance metric for the radar system

which is generic for both range and angle estimation, i.e., maximizing the SINR

at the JRC node will increase the accuracy of the target parameters. For the

communication system, maximizing the SINR at the gateway receiver is considered

as the performance metric.

3.1.3 Jamming Attack Model

We consider the jammer to be reactive, i.e., only attacks the channel if it detects

some signals from the JRC node on the channel. This makes the attack highly

efficient and long-lasting. Note that we consider a smart jammer who can distin-

guish between data transmission and radar transmission signals, and thus it can

focus its attack on each transmission mode separately and effectively [63]. When

the jamming signal gets interfered with the reflected target echo during the jam-

ming attack at the radar receiver, in which case the probability of target detection

depends on either constructive addition or destructive addition of the two signals,
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the JRC node experiences less probability of target detection [60]. The JRC node

can try to lower the radar threshold7 to increase the target detection probability,

which also increases the probability of false alarm. The continuous adjustment of

radar threshold can heavily affect the quality of inferred target parameters, e.g,

angle and distance.

The jammer can attack the channel with different discrete jamming powers[64]. Let

PJ = {P J
0 , P

J
1 , . . . , P

J
N} denote the available jamming power levels with P J

0 = 0

and x = {x0, x1, . . . , xN} be the probability vector of each jamming power such that∑N
i=0 xi = 1. At each time slot t, the jammer picks one jamming power PJ ∈ PJ

according to its associated probability from x. Note that if the jammer chooses P J
0 ,

no attack on the channel is launched. Moreover, the jammer has a limited energy

supply. In practice, the jammer has the time-average power constraint defined as

follows [21]:

1

T J

TJ∑
t=1

ea(t) ≤ ÊJ , (3.10)

where T J is the total time period in which the jammer aims to attack the channel,

ea(t) is the amount of energy used by the jammer to attack at time t and ÊJ is

a predefined threshold that specifies the average energy that can be used by the

jammer at period T J . The energy constraint is justified by the fact that strong

jammers can overheat quickly and thus should not jam at high power continuously

during all the time period T J [60]. Also note that if the jammer attack would occur

frequently, its location can be disclosed and the JRC node can easily filter out the

jammer’s fake echo pulses.

3.1.4 Anti-Jamming Attack Strategy

To overcome the aforementioned jamming attack, we incorporate several techniques

into our framework. We first adopt TDMA scheme which helps explore the benefits

of changes of the signal type from communication waveforms to radar waveforms

and vice-versa [61]. The changes of the generated signals by the JRC node will

force the jammer to change its signal’s characteristics to maximize its attack for

7Radar threshold refers to the minimum SINR value at the radar receiver to consider the
received signals for processing.
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both cases.8 Specifically, when communication signals are emitted during com-

munication mode, the jammer needs to inject similar signals in the channel to

effectively corrupt the data [65]. Similarly, when radar signals are emitted, the

jammer needs to generate signals that are similar to the radar waveforms in order

to make its attack to be successful [66], e.g., increase the misdetection rate. Note

that since the switching between sensing and data transmission is only every few

milliseconds, the target objects will rarely be missed from the detection because of

the quiet period.9

We then introduce the deception mechanism in the multi-function wireless system

design, which consists of transmitting fake signals at the beginning of each time

slot and enticing the jammer to attack. Additionally, by implementing an ad-

vanced reinforcement learning (RL) algorithm, the jammer’s actions become more

predictable and can be leveraged through backscatter communication and RAAs

techniques. Specifically, since the jammer’s actions are more predictable, we can

choose to modulate communication bits on the jamming signals instead of active

transmission.10 Therefore, energy consumption by the JRC node is minimized and

data throughput is maximized. Moreover, we can choose to transmit radar pulses

in time slots where the jamming probability is low, and thereby maximizing the

radar sensing functionality.

Upon detection of degradation in the channel quality, the JRC node can adopt

rate adaptation techniques to continue transmitting data [21], but with a low

data rate. In practice, if the jammer is detected, then based on the jamming

power PJ , the JRC node can still transmit data through rate adaptation. Sev-

eral detection techniques exist in the literature to estimate the jammer’s state,

8Note here that the use of other access method scheme is not straightforward and requires
deep analysis. For instance, the use of Frequency-division multiple access (FDMA) technique is
less efficient twords our objective. Specifically, as FDMA requires high-performing filters in the
radio hardware compared to TDMA, it becomes more difficult for the receivers to switch between
different reception modes (e.g., standard transmission and backscattering). Additionally, since
the use of FDMA implies a continuous use of the bandwidth for a single type of transmission,
the idea of using deception strategy to lure the jammer about the transmission mode becomes
useless as the jammer becomes aware of the transmission type at every time period.

9Note here that the use of TDMA with the different transmission techniques requires ad-
ditional signalling, which might make the system vulnerable to jamming attacks. However, if
appropriate techniques are implemented, the system can remain robust against jamming attacks.
For instance, we can use frequency hopping technique only to transmit these signalling messages.
We then use our proposed technique to transmit data and radar sensing signals. Further details
on how frequency hopping can be implemented can be found in [67, 68].

10This refers to standard radio transmission which is different from backscatter transmission.
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i.e., current jamming power level, such as energy detection [69]. We then denote

r = {r0, r1, . . . , ri, . . . , rM} to be the set of the available M transmission rates sup-

ported by the JRC node. For each data rate ri, the JRC node can successfully

transmit a maximum of dRA packets.

When jamming signals are detected, the JRC node can still use rate adaptation

or transmit its data through backscattering on the jamming signals. The later can

achieve higher data rates than that of rate adaptation technique and less Bit Error

Rate (BER) [22]. It has been demonstrated that backscattering on an RF source

(e.g., jammer) can increase data throughput as the jamming power increases [22],

and thus if the JRC node smartly transmits through backscattering when the

jammer is attacking, a high overall data throughput can be achieved. Since the

jammer usually attacks with high powers, we use backscatter to modulate on the

amplitude of the high-power noise by adjusting the impedance of the backscatter

antenna (a wave is reflected when it encounters an antenna with two different

impedance) [70]. Specifically, when the input bit to be transmitted is zero, the

JRC node switches to non-reflecting state. In contrast, when the input bit to be

transmitted is one, it switches to reflecting state [70]. At the receiving node, to

extract the backscattered information, averaging methods similar to [22, 70] is used

to demodulate reflected signals. The radar signals are desired to have high time

resolution for accurate time of arrival (ToA) estimation. In this case, they appear

to be wideband, so that the jamming signals need to be full-band jammers. The

latter allows the averaging method to work effectively when backscattered signals

are detected.11

The idea of switching between different transmission techniques is inspired from

frequency hopping strategy. Instead of switching between frequencies, we switch be-

tween different actions (transmission techniques). The effectiveness of this method

is argued by the fact that the attacker cannot expect our next action, and since

the jamming attack cannot have the same effect on all the set of actions chosen by

the JRC node over time (e.g., the JRC node can achieve higher throughput if using

backscatter technique compared to rate adaptation), we can improve the system

performance by intelligently choosing the best transmission technique at every time

slot. Note the joint scheduling problem of data and radar queues is highly coupled

and the channel state is dynamic over time. Additionally, the JRC node needs to

11Note that the rate differentiation, where a low-rate data is embedded into the high-rate
jamming signals, can be utilized for the averaging method.
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accurately predict the next jamming attack and choose the best action to perform

to satisfy both of the system functions requirements. Therefore, beside the idea of

switching between different transmission techniques, we develop an RL algorithm

to learn an optimal transmission strategy for the JRC node to execute at every

state.

Note that if the jammer attacks the channel with very dynamic signals that fluctu-

ates in both frequency and power, then ambient backscatter communication might

not work well. However, in our proposed framework, ambient backscatter is just

one option among others to deal with communication jamming attack. In case

if ambient backscatter does not work, the JRC node can use rate adaptation to

transmit data but with a lower rate. Another option would be staying idle for

some time slots to deceive the jammer to stop its attack for a while then start

transmitting again. It is important to note that in our work we use DRL algorithm

to learn the best transmitting strategy in the presence of the jammer. Therefore,

the JRC node can automatically find the best anti-jamming strategy in cases if one

of the options is not effective.

3.1.5 Other Considerations

In this work, time is slotted and at the end of each time slot, the JRC node

observes the environment and evaluates its previous action. If operating in the data

transmission mode, the JRC node can detect that data packets have been jammed

when not receiving an acknowledge message from the gateway [22]. Otherwise, if

the JRC node is operating in the radar sensing mode, it can detect that it is under a

radar jamming attack by not receiving correct reflected pulse back. Specifically, the

JRC node observes its expected SINR from signals reflected by the target. If the

SINR is less than a predefined threshold, insufficient information can be obtained

from the reflected pulses, and thus the JRC node considers that it is under a radar

jamming attack [60, 71].

Unlike traditional wireless networks, multi-function wireless systems are composed

of systems that have different goals, metrics and operators. Thus, system perfor-

mance needs to be optimized jointly with careful attention to evaluation metrics

and units. Communication systems are traditionally evaluated in terms of through-

put and WPT systems can be evaluated in terms of harvested energy units. How-

ever, in radar systems, several evaluation metrics can be required, e.g, angle and
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distance. To allow our study and analysis being useful for different multi-function

wireless systems, we adopt the radar capacity from [72] in which it is defined in a

binary fashion, i.e., “1” implies that target is present and “0” implies that target

is absent. This helps us to extract important insights about the system dynamics

when integrating DRL in JRC systems and guides us towards possible improve-

ments. Additionally, inspired by the theoretical framework proposed in [61] to

jointly analyze the JRC system performances, we define the following evaluation

metrics to assess our proposed framework:

1. Successful packet transmission ratio: the number of packets successfully trans-

mitted, i.e., through active transmission, backscattering and rate adaptation,

over all the number of generated packets.

2. Successful RAR ratio: the number of RARs successfully performed over all

the number of RARs generated. This metric reflects the sensing rate of radar

results.

3. Data throughput: the number of packets successfully transmitted, i.e., through

active transmission, backscattering and rate adaptation, per time unit.

4. RAR throughput: the number of RARs successfully performed per time unit

(excluding miss detection and false alarm).

In the following sections, we present our problem formulation and show how the

proposed system design can help the JRC node find the best operation mode at

each time slot.

3.2 Problem Formulation

We develop an advanced two-step version of the MDP framework to model the

jamming mitigation problem in multi-function wireless systems. Specifically, the

MDP is defined by a tuple < S,A, r > where S is the state space, A is the action

space and r is the immediate reward that the multi-function node receives after

performing action a at state s [73]. In conventional MDP model, the multi-function

node observes the environment at the beginning of the time slot and then chooses

an action to perform for the rest of the decision epoch. This would limit the

performance of our system as the deception mechanism cannot be captured by this

form of MDP. In particular, the reactive jammer does not attack the channel if it
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Figure 3.3: (a) Conventional MDP model, (b) Two-step MDP model.

does not detect any signals in the channel, and consequently the JRC node will

never be able to backscatter on the jamming signals or perform radar sensing safely.

To overcome this limitation, we propose an advanced version of conventional MDP

model as illustrated in Figure 3.3b.

Specifically, there will be two decision epochs at each iteration. Since the jammer

has a time-average power constraint, the jammer cannot attack continuously. The

JRC node can make use of that and undermine the jammer’s effectiveness through

deception technique. At the beginning of each time slot T , i.e., at t0 (Epoch 0),

the JRC node can inject data signals or radar pulses on the channel to mislead

the jammer to perform the attack. Upon detection of these signals on the air, and

based on the objective of the jammer, i.e., attacking all types of signals, only data

signals or only radar signals, the jammer then decides to attack the channel or

to stay idle for the rest of the time slot T . At the end of the deception period,

which is considered to be longer than the detection time of the jammer, if the JRC

node detects the jammer’s presence at t1, which marks the beginning of Epoch1, it

can either use rate adaptation technique to actively transmit data, but with a low
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data rate, or it may leverage the jamming signals by using backscatter technology.

In cases that the jammer does not attack the channel, the JRC node can perform

active transmission or radar sensing with a high chance of success. If the JRC node

does not choose the deception action at t0, then the action taken at the first decision

epoch will continue until the end of the current time slot T with the jamming risk

remaining.

Note that in our work, the jamming sensing period is considered to be fixed but

it can be optimized in advance before the learning process of the anti-jamming

strategy begins. Specifically, the JRC node can observe the jammer’s attacks for a

period of time and find an optimal time for this period. Then our proposed DRL

algorithm can be deployed to learn the optimal ant-jamming strategy. Several

works have been proposed to optimize the sensing time [74, 75], which can be

applied into our model straightforwardly.

3.2.1 State Space

The state space of the system is defined as:

S ≜
{

(l, c, d, w) : l ∈ {0, 1, 2}; c ∈ {0, 1};

d ∈ {0, . . . , D};w ∈ {1, . . . ,M}
}
,

(3.11)

where l represents deception action of the JRC node, i.e., l = 1 when the data

deception is performed, l = 2 when the radar deception is performed and l = 0

otherwise. c represents the state of the channel (presence of jamming signals or

not), i.e., c = 1 if the channel is under attack and c = 0 otherwise. d and D

represent the number of packets in the data queue and the maximum data queue

size of the JRC node, respectively. Finally, w represents the total time for the

RARs (radar activity requests) waiting in the RAR queue (radar activity request

queue) with M being the maximum value of w. The system state is then defined

as a composite variable s ≜ (l, c, d, w) ∈ S.

Note that the states of our MDP can be obviously observed and obtained. Specif-

ically, from equation (3.11), the first element of the state tuple l is an internal

information of the JRC node and can be always observed accurately. Similarly,

the third and fourth elements of the tuple, which are the data queue and radar

activity request queue, are also internal information and always observable. The



38 3.2. Problem Formulation

second element of the system state space, which is the jammer state, is an external

information for the JRC node but still can be inferred with high accuracy using

several sensing techniques such as energy detection [69].

3.2.2 Action Space

The action space is defined by: A ≜
{

(a′, a′′) : a′ ∈ {0, . . . , 5}, a′′ ∈ {11, . . . , 15}
}

.

At the beginning of each time slot, we have the following actions:

a′ =



0, the JRC node stays idle,

1, the JRC node performs data deception,

2, the JRC node performs radar deception,

3, the JRC node actively transmits data,

4, the JRC node adapts its transmission rate,

5, the JRC node emits radar pulses,

(3.12)

if a′ = 1 or a′ = 2 is chosen (data deception or radar deception), then we have the

following actions for the rest of the time slot:

a′′ =



11, the JRC node actively transmits

data, if c = 0,

12, the JRC node adapts its transmission

rate, if c = 1,

13, the JRC node emits radar pulses, if c = 0,

14, the JRC node stays idle,

15, the JRC node backscatters data, if c = 1,

(3.13)

if a′ = 1 and a′ = 2 are not chosen, we set a′′ = 0.

3.2.3 Immediate Reward

We define the reward value as a function of successful data transmission and suc-

cessful radar target detection (excluding miss detection and false alarm). For in-

stance, if the JRC node chooses not to perform deception (l = 0) and actively
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transmits data (a′ = 3), and if the jammer does not attack the channel (c = 0),

then the JRC node will receive a reward ract.

l = 0

c = 0 c = 1

a’ = 0 a’ = 3 a’ = 4 a’ = 5 a’ = 0 a’ = 3 a’ = 4 a’ = 5

ract0 rRA1 rrdr 0 0 rRA2 0

l = 1 or l = 2

c = 0 c = 1

a’’=11 a’’=13 a’’=14 a’’=12 a’’=14 a’’=15

rrdr2rad 0 rRA2 0 0

Figure 3.4: Immediate reward function.

Importantly, as shown in Table 3.2, we set an adaptive reward function for data

transmission actions which is dependant on the total waiting time in the RAR

queue, i.e., if RAR queue is not full, the action related to data transmission receives

a high reward. However, if the RAR queue is full, less reward is given for data

transmission action. This is set to help the algorithm learn that RARs are very

sensitive for delay and should not be deferred for long time.

Note that having the radar reward rrdr to be an adjustable hyper-parameter of the

model gives a high flexibility for the system to be deployed in different environ-

ments. Moreover, we can perform several tests during the online learning before

deployment to derive the optimal value of rrdr.
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Reward Nota-
tion

Value Description

ract
dactive
w

dactive: number of packets successfully
transmitted with no deception.

rad(< ract)
dad
w

dad: number of packets successfully
transmitted after deception.

rRA1
dRA1

w
dRA1: number of packets successfully
transmitted with rate adaptation and
no deception.

rRA2(< rRA1)
dRA2

w
dRA2: number of packets successfully
transmitted with rate adaptation af-
ter deception.

rrdr dradar dradar: number of radar equivalent
packet.

rrdr2 dradar − 1 dradar−1: number of radar equivalent
packet after deception.

rb
db
w

db: number of packets successfully
backscattered.

Table 3.2: Utilities for different situations

3.2.4 Optimization Formulation

We then aim to find an optimal policy π∗ that has the best mapping from the state

space to the action space which maximizes the average long-term reward. The

optimization problem can be formulated as follows:

max
π

R(π) = lim
Υ→∞

1

Υ

Υ∑
t=1

E(rt(st, π(st))), (3.14)

where rt(st, π(st)) is the immediate reward under policy π at time t and R(π) is

the long-term average reward of the JRC node under policy π.

3.3 Optimal Defense Strategy With Deep Rein-

forcement Learning

In this work, we choose to solve the problem using a model-free RL algorithm. The

main advantage of model-free over model-based RL algorithms is that it has a con-

stant time policy for each state, i.e., constant time to compute the optimal action

and no further thinking/computation is required for any state [76]. Therefore, this
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characteristic is very efficient for wireless systems where the time duration is very

short for each state (typically in milliseconds), enabling the agent to react instantly.

Additionally, in model-free RL, we only need to fine tune the hyper parameters of

the network, but in model based RL, we need also to find the appropriate model

which is hard to derive for many problems [73].

Several DRL algorithms have been proposed with some algorithms working better

in some domains than others [76]. In our problem, since it is hard to collect millions

of episodes for training during deployment, we choose to use a deep Q-Learning

(DQL) based algorithm as it is known for its fast convergence speed with small

training episodes [73]. Note her that although the problem studied here is not

very large such as in other applications of DRL, e.g., AlphGo, we believe that the

problem dimension is still large. Specifically, in our formulated MDP, we have 14

possible actions in the action space and the state space is of dimensions 2×3×N×M
where N and M are data queue and radar queue sizes, respectively. Therefore, we

need to store 14×2×3×N×M different combinations which increase exponentially

as N and M increase. The dimension of this problem can not be solved using simple

reinforcement learning techniques. Furthermore, as we show later in the simulation

section, even some deep reinforcement learning algorithms do not converge to the

point where our proposed algorithm converges.

In the following, we present a brief background on reinforcement learning then we

present the Q-Learning algorithm followed by the proposed DQL-based solution.

3.3.1 Background on Reinforcement Learning

Reinforcement Learning is a pivotal paradigm in machine learning, focusing on

how agents learn to make decisions through interaction with an environment. RL

traces its roots back to the field of animal behaviorism and the research on positive

reinforcement conducted by behavioral psychologist B. F. Skinner in the 1930s [73].

Skinner illustrated that animals could acquire the ability to carry out intricate tasks

by employing straightforward reinforcement mechanisms, like receiving a food re-

ward for executing a desired behavior. At its core, RL entails an agent that receives

feedback in the form of rewards for each action it takes. The agent’s objective is

to maximize the accumulated rewards over time. This process involves the agent

perceiving the environment’s state, selecting an action, receiving a reward, and

transitioning to the next state, forming a sequential decision-making loop [73].
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Central concepts include states, actions, and rewards, which guide the agent’s

learning process. Moreover, policies dictate the agent’s decision-making strategy,

while value and Q-value functions assess the desirability of states and state-action

pairs, respectively. Achieving a balance between exploration, discovering new ac-

tions, and exploitation, leveraging known high-reward actions, is a fundamental

challenge in RL.

Reinforcement learning settings often frame the environment using an MDP. This

choice arises from the fact that numerous reinforcement learning algorithms in

this context employ dynamic programming approaches. What distinguishes re-

inforcement learning algorithms from classical dynamic programming methods is

their capacity to operate without relying on a precise mathematical model of the

MDP [73]. Additionally, they are designed to address expansive MDPs where em-

ploying exact methods becomes impractical.

Reinforcement Learning has burgeoned in significance owing to its versatility in

handling scenarios where explicit training data is limited or absent. Its utility spans

various domains from robotics to gaming, underscoring its wide-ranging impact on

contemporary AI research and applications. As it continues to evolve, RL holds

the potential to revolutionize autonomous systems and decision-making processes

in complex, dynamic environments.

3.3.2 Q-Learning based Approach

Based on the current state, i.e., the jammer state, the number of requests in the

queues and their total delay w, the multi-function node follows its current policy

to take the best action to maximize the long-term average reward. Q-Learning

learns the action-value function Q(s, a), i.e., how good to take an action a at a

particular state s. In Q-Learning, a memory table Q[s, a] is built in order to store

Q-values for all possible combinations of states and actions. However, Q-Learning

algorithm suffers from a long learning time to derive the optimal defense policy

and might be trapped in a local optimum, which cannot be tolerated in security

system where high accuracy and fast adaptation are required. Next, we develop a

deep Q-Learning based algorithm which allows the multi-function node to obtain

an optimal solution quickly through utilizing advantages of the neural network

architecture and replay memory.
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3.3.3 Deep Reinforcement Learning based Approach

By incorporating deep Q-Learning into RL, we can approximate the values of Q∗

more efficiently and accelerate the system convergence speed[77]. First, the deep

Q-Learning Algorithm (DQLA) adopts the experience replay mechanism in which

a memory pool M of capacity N stores a set of transitions (st, at, rt, st+1) obtained

when interacting with the environment at time t. Then, the DQLA randomly

samples batches from the memory pool to train the deep neural network. This

helps the algorithm to learn from previous transitions several times and reduce the

correlations between experiences. The second step is to use two neural networks

with the same structure to approximate Q-values. The first Q-network Q has

parameters Θ and refers to the actual predictions of the Q-values. Since neural

networks can overfit quickly and to avoid destabilizing the learning process [77], we

use the second Q-network Q̂ with parameter Θ− to refer to the maximum possible

values of the next state. Specifically, the weights in Q̂ are set to be fixed temporally

and not updated for C steps, while the weights in Q are updated at every iteration.

The goal is to increase the stability of the target Q-value (rj +γmax
aj
Q̂(sj, aj; Θ−))

when deriving the temporal difference (TD) error which is calculated by taking the

difference between the target network Q̂ and the current network Q, i.e.,

δi = (rt + γmax
a∈A
Q̂(st+1, a; Θ−)−Q(st, at; Θ)). (3.15)

In fact, the experience replay can be further improved by using the prioritized ex-

perience replay (PER) technique [78]. Some experiences might be more important

than others but occurs less frequently. Therefore, instead of uniformly sampling

from the replay memory M, in PER we sample experiences that are more im-

portant to learn more efficiently. This can help to reduce the correlation between

states and avoid forgetting important experiences. The idea is to give higher scores

for experiences that can help to reduce the TD error. The importance score pi is

calculated using the following expression:

pi =
(δi + ε)α∑N
k=1(δk + ε)α

, (3.16)

where ε is a small value to ensure the edge transitions can still be visited when their

TD error is zero, α is a constant exponent between zero and one. The denominator

is a normalization term by all priority values N in the replay memory. Since
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transitions with high probability will be chosen frequently, the network might be

biased towards experiences with high priority. This bias is eliminated through

importance sampling which reduces the weights of often seen samples, i.e., wi =(
1
N
. 1
pi

)β
, where β is an increasing variable from zero to one. Finally, this weight

wi is multiplied by the TD error as shown in Algorithm 1.

The overestimation of the target Q-values can be further reduced by adopting

double DQN approach [79]. By using two networks to decouple the action selection

from the action evaluation, where the first network Q is used to derive the best

action to take for the next state and the target network Q̂ is used to calculate the

target Q-value of taking that action at the next state, we can then reformulate

(3.15) as follows:

δi = (rt + γQ̂(st+1, argmax
a∈A

Q(st+1; a; Θ); Θ−)−Q(st, at; Θ)). (3.17)

Therefore, by reducing the overestimation of the Q-values, we can train the network

faster and stabilize the learning process. Algorithm 1 summarizes the resulting

algorithm, namely Prioritized Double Deep Q-Learning (PDDQL) algorithm.12

3.4 Performance Evaluation

3.4.1 Simulation Settings

In all the simulations, unless otherwise stated, we set the data packet arrival to

follow the Poisson distribution with mean λ = 3 and set that of the radar activity

requests (RARs) to follow a Bernouli distribution with pradar = 0.5. The data queue

of the JRC node can store up to 50 packets while the RAR queue is set to store up

to 5 RARs. The latency thresholds τdata and τradar are set to 5 and 3 time units,

respectively. The jammer has two transmit power levels, i.e PJ = {0W, 10W}.13

To emulate the jammer’s energy constraint, we set the jamming probability to 0.5,

i.e., the jammer attacks and stays idle with equal probabilities. When the jammer

12Note that ”convergence” in Algorithm 1 is the point where the used valuation metrics (suc-
cessful data transmission and successful radar sensing) do not improve any further. During the
implementation, this value is set to a fixed number of iterations that we expect no additional
improvements to occur.

13Note that the constraint on the power levels of the jammer can be relaxed to take values from
the continuous space. A common method to extend Q-learning to work in continuous spaces is
the use of actor-critic approach based on deep deterministic policy gradient (DDPG) [80], which
we leave for the future work.
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Algorithm 1: PDDQL Based Optimal Defense Algorithm

1 Initialize: replay memory M to capacity N , p1=1, replay period K,
mini-batch k, ∆ = 0, step-size η, α, β;

2 Initialize Q with random weights Θ and Q̂ with weights Θ− = Θ;
3 for t = 1, 2, . . . to convergence do
4 With probability ϵ perform any feasible action at, otherwise perform

at = argmax
a∈A

Q∗(st, a);

5 Perform action at and get next state st+1;
6 Store transition (st, at, rt, st+1) in M with maximal priority pt = maxi<t pi;
7 if t ≡ 0mod K then
8 for j = 1 to k do
9 Sample transition j from M;

10 Compute importance-sampling weight wj using (3.16);
11 Compute TD error δj using (3.17);
12 Update transition priority: pj ← |δj|;
13 Perform gradient descent and accumulate weights:

∆ = ∆ + wjδj∇Q(sj−1, aj−1; Θ)
14 end
15 Update weights: Θ← Θ + η∆, reset ∆;
16 Every C steps, reset Θ− = Θ;

17 end

18 end

is detected, the JRC node can either backscatter 3 packets on the jamming signals

or use rate adaptation to transmit 1 packet. If the jammer is not detected, then the

JRC node can actively transmit 3 packets or perform 1 radar sensing operation. If

the JRC node chooses not to perform deception and the jammer does not attack

the channel, it can actively transmit 4 packets, use rate adaptation to transmit 2

packets or perform 1 radar sensing operation [22, 63, 70].

Besides, we set the minimum thresholds for the SINR at the data receiver and

radar receiver to be 10 dB and 15 dB, respectively. Therefore, if the actual SINR

is higher than the corresponding threshold, the executed action is then considered

to be successful and a reward is obtained for the state-action pair (s, a).14 The

JRC node is operating at the fc = 5.9 GHz frequency band and uses 50 MHz

bandwidth. We consider one fixed target located randomly in a [5, 100] meter

range with nonfluctuating radar cross section.

14These SINR values are chosen to guarantee an acceptable data and secrecy rates for data
communication and minimize radar false alarm rate. Designing the optimal values of these
thresholds is beyond the scope of our work. Further details can be found in [81].
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We adopt two baseline algorithms to analyze the performances of our proposed

reinforcement learning based solutions, namely, Fixed with No Deception (FND)

and Fixed With Deception (FWD):

• FND: This algorithm takes actions based on a fixed probability vector for

two solely actions: active transmission with the probability of 0.6 and radar

sensing with the probability of 0.4. We set the active transmission probabil-

ity to be higher to go inline with our initial assumptions in the simulation

settings, where data arrival rate is set to be higher than RAR arrival rate.

• FWD: In this algorithm, in addition to the actions of active transmission

and radar sensing, now the algorithm can also perform data or radar decep-

tion at the beginning of the time slot with the probabilities of 0.4 and 0.3,

respectively. The probabilities of active transmission and radar sensing ac-

tions are now set at 0.1 and 0.2, respectively. With deception implemented

and upon detection of jammer’s presence, the JRC node switches directly to

data transmission with backscattering. If no jammer is detected, the JRC

node continues to perform the desired action initially intended, i.e., active

transmission or radar sensing.

3.4.2 Performance Results

3.4.2.1 Convergence of Deep Reinforcement Learning Approaches

We first start by showing the convergence speeds of different RL algorithms in the

considered system. As illustrated in Figure 3.5a, the PDDQL algorithm is able

to converge faster to an optimal solution in the first 105 iterations compared to

other RL algorithms, which affirms the outstanding performance of the proposed

PDDQL algorithm. The DQL algorithm is also able to converge to a similar optimal

solution but its convergence speed is slower than that of PDDQL by a factor of

5. This shows the effectiveness of the introduced modifications on DQL algorithm,

i.e, prioritized experience replay and double Q-network. However, the Q-Learning

algorithm is not able to reach an equivalent performance even after 106 iterations

which is due to the slow convergence problem when the state space is very large.

Even though Q-Learning is proved theoretically to reach an optimal solution [73],

the large state and action spaces of our MDP make it hard to fine tune the learning

parameters to reach the optimal solution in practice as illustrated in Figure 3.5a.

As such, since the proposed PDDQL algorithm can learn a better strategy over a
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Figure 3.5: Convergence rate and learning time of various RL algorithms.

huge state space, the multi-function node can be resilient to a variety of jamming

attacks.

Figure 3.5b shows the learning time required by each algorithm to reach its optimal

solution. We observe that Q-Learning is super slow and requires a huge amount of

time with no final convergence. We also observe that PDDQL does not require too

much time to converge even though it uses double neural networks and prioritized

memory. This is explained by the fact that PDDQL algorithm requires less number

of episodes to converge compared to that of the DQL algorithm which compensates

the learning time required for each episode and makes PDDQL algorithm the fastest

among other algorithms. Note that since the performance difference between DQL

and PDDQL is related to convergence speed and not average reward, and thus

both of the algorithms will converge to an equivalent optimal policy, we omit the

DQL algorithm from our following comparisons and use the PDDQL to represent

DRL solutions.

3.4.2.2 Optimal Policy under Different Jamming Strategies

Next, we analyze how the PDDQL algorithm performs with two different jamming

cases: attacking all types of signals and attacking only data signals. We show how

the system can adapt its learned policy, i.e., the actions taken at different states.

First, we define 6 root states from our system space S necessary for our analysis

as follows:

• S1 : {l = 1, c = 1}= {Data Deception, Jamming}.

• S2 : {l = 2, c = 1}= {Radar Deception, Jamming}.
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• S3 : {l = 1, c = 0}= {Data Deception, No Jamming}.

• S4 : {l = 2, c = 0}= {Radar Deception, No Jamming}.

• S5 : {l = 0, c = 1}= {No Deception, Jamming}.

• S6 : {l = 0, c = 0}= {No Deception, No Jamming}.

where S1, for example, is the root state for all states with all possible values for

data and radar queue. Specifically, the JRC node is performing data deception

and the jammer is attacking the channel. Other root states are defined similarly

to cover all possible combinations. Note that these root states are a combination

of the jammer state and the initial action of the JRC node at the beginning of the

time slot. As such, the frequency of visiting each state is an important metric which

reflects how the JRC node learns to perform deception or not. By analyzing the

decision making process of our system, we can assert a high level of trustworthiness

of the proposed DRL algorithm.

Figure 3.6a shows the frequency distribution of each action in different root states,

which is defined as the number of times of taking one action over the total time

period. When the jammer is present and either data deception (S1) or radar

deception (S2) is performed, the JRC node chooses to backscatter on the jammer’s

signals for 85% of the time. However, if deception is not performed and the jammer

attacks, as in S5, the JRC node chooses to transmit data using rate adaptation

for 86% of the time. It is the best action to take in this case because the JRC

node does not have any prior information that the jammer will attack during this

time slot and cannot use backscattering. Moreover, the JRC node performs radar

sensing less than 10% in S5, which indicates that it is able to learn that when

no deception is performed, it is better not to perform radar sensing as there is a

high risk of being jammed. When deception is performed and the jammer does not

attack the channel, i.e., S3 and S4, the JRC node dedicates 75% of the time slots

for radar sensing action and only 25% for active transmission. This is explained

by the fact that RARs cannot tolerate delay and should be performed as soon as

they arrive.

We then analyze how the system behaves if the jammer attacks only data transmis-

sion. From Figure 3.6b we can see that in S3, the JRC node is able to learn that

the jammer is attacking only data transmission, and thus the JRC node is giving

more time slots for active transmission (more than 75%) compared to 25% in the
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Figure 3.6: Selection frequency when: (a) attacking all types of signals, (b)
attacking data signals only.

case where the jammer attacks all types of signals. Moreover, when radar decep-

tion is performed and no jamming signals are detected in the channel as in S4, the

JRC node is giving 90% of time slots for radar sensing and this state is now more

frequently visited compared to the scenario when the jammer attacks all types of

signals as shown in Figure 3.7. The JRC node is able to learn to perform radar

sensing safely after radar deception, but give 10% of the time in this state to data

transmission. We also see from Figure 3.6b that the JRC node is able to learn that

it is safer to perform radar sensing when not performing deception as the jammer is

only interested in jamming data signals. In addition, we observe from Figure 3.6b

and Figure 3.7 that most of radar sensing actions are done in S4 and S6 and in all

other states, the JRC node tends to perform data transmission. Therefore, we can

conclude that the deep reinforcement learning solution can enable the JRC node

to achieve the effective strategy of switching between the initial goals of data and

radar deception when facing smart attacks with different objectives.
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3.4.2.3 Performance Evaluation under Different Scenarios

Varying radar reward First, we fix the jamming probability at 0.5 and vary

rrdr, i.e., the reward value for taking the action “radar sensing”. This is to observe

how our proposed model performs when the radar sensing has a higher priority

than data transmission and vice versa. Figure 3.8 is the result of running the

PDDQL algorithm. The Q-Learning and DQL algorithms also give similar results,

but those are omitted here for brevity.
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Figure 3.8: Ratio of taking different actions when the radar reward is varied.

Figure 3.8 presents the action frequency, which indicates the devoted time to radar

and communication operations. We observe that with negative rewards, most of

the actions taken are related to data transmission (more than 80%) while radar

sensing is performed only 20% of the time. However, when increasing the reward

value rrdr of the radar sensing action, the system starts giving more time slots

for radar sensing. Unexpectedly, the system does not dedicate more time slots for

radar sensing when increasing its reward value. This is due to the fact that we

have more data transmission requests than radar sensing requests, i.e., the queue

of RAR becomes empty quickly. Our proposed model can successfully learn this

without prior knowledge.

Varying jamming probability We then vary the jamming probability and

observe the performance of the system using different algorithms. As shown in

Figure 3.9, as the jamming probability increases, successful data transmission in-

creases for all the algorithms except for FND. This is due to the low proportion of

time given for data transmission in FND algorithm. Interestingly, we can observe
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Figure 3.9: Data and RAR ratio versus jamming probability.

that the performance of PDDQL and FWD are similar. This is due to the hyper-

parameters of FWD which use deception strategy and give most of the time slots

for backscattering if jamming signals are detected.

The performance of radar sensing decreases for all algorithms. This is due to the

fact that there is no alternative solution that can make the JRC node to perform

radar sensing when the spectrum is full of noise introduced by the jammer. We

also observe that the performance of all fixed solutions are worse than those of the

DRL solutions for radar sensing. This is also due to the hyperparameters settings of

fixed solutions which cannot change over time, showing the importance of dynamic

approaches. Moreover, the gap between the performance in data transmission and

radar sensing is very high for FWD, which makes it not useful in practical applica-

tions, e.g, autonomous driving. The Q-Learning based solutions are more preferred

as the gap is reduced and more balance is achievable between data transmission

and radar sensing.

3.4.3 Discussions

We examined in this section the performance of our proposed system design with

focus on JRC systems under different scenarios and attacks. We highlight that the

incorporation of different techniques: queuing concepts, ambient backscatter tech-

nology, deception strategy and rate adaptation algorithms can significantly help

building a more robust wireless system. This strategy is straightforwardly appli-

cable to other multi-function systems. An important takeaway from our results is

that simple anti-jamming techniques, e.g, frequency hopping, are no more favor-

able as dedicated attacks can significantly reduce their effectiveness. Instead, by
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designing more complex systems and integrating different techniques jointly with

DRL, we can build more resilient systems.

The proposed DRL algorithms were trained through online simulation. An impor-

tant step before deployment is to train these algorithms on real systems, where the

accuracy of observations and reward shaping plays an important role on the system

performance. During the training phase we can provide the agent with real tar-

get information, e.g, distance and angle, and jamming power to compute the loss.

The reward values can be then computed based on the accuracy of the estimated

parameters. The reward values related to data transmission can be exchanged us-

ing acknowledge messages from the gateway. In SWIPT systems, the number of

harvested energy units can be exchanged through communication channel.

Another motivation to design a unified framework for JRC and SWIPT systems is

to minimize training costs. Specifically, instead of training a model for each system,

we train the model on one system and then use transfer learning to fine tune the

learned model into other systems. The process of transfer learning significantly

reduces the amount of data and time required for training and hence, is practical

and efficient in real deployment of wireless systems.

3.5 Conclusion and Future Works

A novel architecture has been proposed to counteract reactive and smart jam-

mers in multi-function wireless systems. The optimization problem of the system

functionalities is formulated as a joint scheduling problem of multiple queues. As

different techniques are merged together in the proposed framework, an advanced

two-step MDP architecture is proposed to accurately model the system dynamics.

A deep reinforcement learning solution based on prioritized replay memory and

double Q-Learning is then developed to derive an optimal strategy for the multi-

function node. The proposed abstraction shows interesting results when evaluated

on JRC systems and is straightforwardly applicable for SWIPT systems. In par-

ticular, the framework is shown to be able to handle a variety of jamming attacks

while satisfying the joint system requirements. With deception strategy and DRL,

we are able to suppress the jammer from attacking continuously and thus perform

radar sensing safely. Moreover, the use of ambient backscatter technology helps

leverage the jamming signals significantly.
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The in-depth analysis of the system under different scenarios and variations reveals

the proposed deep reinforcement learning algorithm has a good level of trustwor-

thiness, but more advanced techniques for deep learning models interpretability

should be considered in future works. Another extension of this research is more

than two functions supported in the considered wireless systems.





Chapter 4

Enabling Covert JRC Systems

Through Friendly Jammers and

Auction Theory

In this chapter,1 we develop a robust and efficient multi-item auction mechanism for

channel allocation in covert JRC systems under uncertainty of bids. The objective

is to develop a risk-averse algorithm for channel allocation that maximizes the

social welfare of the system under uncertainty of JRC nodes’ valuations. The main

contributions of our work are as follows:

1. We design a novel covert JRC system in which friendly jammers are deployed

to transmit artificial noise and prevent wardens from detecting ongoing trans-

missions of the JRC nodes. The proposed design is shown to enable the JRC

nodes to perform covertly their radar sensing and data transmission opera-

tions with low detection probability.

2. As the task of designing a reliable channel allocation system by the SSP

remains challenging, i.e., immune against uncertainty, we develop a robust

multi-item auction mechanism to allocate the channels to the JRC nodes.

Unlike previous works on covert communication, we consider the uncertainty

about the warden, such as its location, in the design of the auction mechanism

and show how the auction outcomes are affected by the uncertainty range of

the warden.

1The work in this chapter has been published in [82].
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3. The proposed auction based-model guarantees the properties of individual

rationality (IR), incentive compatibility (IC), and budget feasibility (BF).

This makes the system resilient both against intentional market manipulation

attacks and perturbations in the submitted spectrum bids.

4. We conduct extensive simulations to validate the proposed covert JRC system

and derive important properties about the proposed robust auction mecha-

nism compared to deterministic auction mechanisms over different scenarios.

The JRC nodes are able to covertly perform their radar sensing and data

transmission operations while the SSP is able to derive an optimal allocation

strategy that reflects its risk-aversion.

The rest of the chapter is organized as follows. Section 4.1 and Section 4.2 describe

our system model and the proposed robust auction mechanism, respectively. The

evaluation results are then presented in Section 4.3. Section 4.4 concludes the

chapter.

4.1 System Model

In this section, we first describe our proposed covert JRC system and then present

the metrics used by the JRC nodes to evaluate the spectrum and derive their bids.

Finally, we present the auction market model where we define the utilities of the

SSP and the JRC nodes, followed by the properties of the desired optimal auction

solution.
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Notation Description

ξ
(ij)
w

detection error probability at warden w on

channel j for JRC node i

εm detection threshold at warden for sub-carrier m

p
(T )
m transmit power of sub-carrier m (dBm)

p
(J)
g jamming power (dBm)

h2wm
small scale fading between warden and sub-

carrier m

h2wg
small scale fading between warden and jammer

g

D−αbi
bi

large scale fading between the receiver and JRC

node i

D
−αgi

gi

large scale fading between jammer j and JRC

node i

Cij
covert channel capacity for JRC node i on chan-

nel j (bits)

∆f sub-carrier interval (s)

Tpri pulse repetition interval of the radar system (s)

Iij
mutual information (MI) for JRC node i on

channel j

vij valuation of JRC node i to channel j

Uij
uncertainty set for channel j with respect to

JRC node i

Table 4.1: Table of Commonly Used Notations

4.1.1 Covert JRC System

Figure 4.1 presents the network model under consideration. We consider a set

N = {1, . . . , N} of JRC nodes. These JRC nodes are under the coverage area of an

SSP that has a setM = {1, . . . ,M} of channels for allocation, using time-division

multiple access (TDMA) to the JRC nodes. Therefore, each channel can be used

only by one JRC node at a time, which minimizes mutual interference between

neighboring JRC nodes. Each channel has Mc orthogonal sub-carriers that are

used by each JRC node to modulate OFDM symbols to transmit simultaneously

data and sense the environment [83, 84]. However, due to the nature of the wireless
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Figure 4.1: An illustration of the proposed channel allocation auction model
and the covert JRC system with the friendly jammer, where a warden is trying
to detect the ongoing signals between the JRC node and a receiver/obstacle.

signal transmission, a warden can detect ongoing data and radar transmissions. To

overcome this security issue, we consider that the SSP deploys friendly jammers

to lower the probability of warden’s success detection to enable the covert JRC

system. Friendly jammers help by transmitting random signals to increase the

uncertainty at the warden about the ongoing transmission when analyzing the

received energy.2 Without loss of generality, we consider that each JRC node is

assisted with one jammer and has one warden trying to detect its data transmission

and radar sensing. Similar to [85], the jamming power is considered fixed for all

the jammers to an optimal value that balances between increasing the DEP at the

warden and the outage of the legitimate receiver. Note here that the focus of this

chapter is on channel allocation through the auction mechanism. The optimization

of jamming and transmit power of data and radar transmissions can be done, e.g.,

as in [85]. The covertness of the radar signals is meant to prevent the warden from

identifying the exact JRC node that is trying to sense the environment.

It is interesting to note that on one hand, allocating one jammer for each JRC

node might be a waste of resources and one jammer can offer covertness to several

JRC nodes. On the other hand, if we use one jammer for more than one JRC node,

the jammer will have to transmit at an average power of the covered JRC nodes.

This makes some of the JRC nodes much weaker as the used jamming power is far

2This can be further extended to have multiple jammers assisting each JRC node similar
to the work presented in [85], which adds more uncertainty to the warden about the aggregate
interference power.
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from the optimal jamming power that would be used in the case of single jammer

single JRC node scenario, and hence, their transmission can be easily detected by

wardens. We should also highlight that existing works, e.g., [85, 86], suggest that

increasing the number of jammers per transmitter brings much more covertness

compared to the scenario of single-jammer single-transmitter architecture. Nev-

ertheless, associating one jammer for each JRC node is an important concern in

large scale applications, e.g., device-to-device (D2D) communications for extended

coverage. In that scenario, it is possible to use existing JRC nodes as friendly jam-

mers. In this case, how to motivate these nodes to act as friendly jammers would

be an interesting issue for further study.

4.1.2 Valuation Metrics

Different from traditional resource allocation problems, both the radar sensing and

data transmission functions need to be jointly optimized in JRC systems. The JRC

nodes, therefore, have to consider radar sensing and data transmission performance

simultaneously to evaluate the valuation of the spectrum to be acquired through

the auction from the SSP. Furthermore, too high transmit power makes the trans-

mitter’s sensitive information (e.g., location) more detectable to the warden [87].

Therefore, we first analyze the DEP of the warden under generalized fading chan-

nels and obtain the closed-form expression of DEP, with arbitrary transmit and

jamming power. With the help of the friendly jammer, the transmitter transmits

JRC signals while ensuring that the warden’s DEP is close to 1. Only then we can

ensure that the communication is covert [88]. With such a precondition, we fur-

ther analyze the radar and communication performance of the system. We consider

the mutual information (MI) between the received signal and the target impulse

response to be an important valuation metric for radar systems [83, 84]. The accu-

racy of the estimated target parameters increases with an increase of the MI [83].

In addition, channel capacity (CC) enables the computation of the highest data

rate that can be reached via a communication channel and is an important metric

for communication systems. It has been shown in [89] and [83] that minimizing the

minimum mean square error (MMSE) in estimating the target impulse response

is equivalent to maximizing the MI and that careful adjustment of the transmit

power according to the channel state information (CSI) increases the data rate.

Therefore, in this work, we adopt MI and CC as the major performance metrics

used by the JRC nodes to evaluate the spectrum resources. Because we ensure
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that the transmission is covert (DEP → 1), we can call MI and CC as covert MI

and covert CC, respectively.

4.1.2.1 Channel Model

First, we adopt a three-dimensional Cartesian coordinate system to represent lo-

cations. The locations of a JRC node i, a jammer g, a receiver b, and a war-

den w are denoted by qi = [xi, yi, zi]
T , qg = [xg, yg, zg]

T , qb = [xb, yb, zb]
T and

qw = [xw, yw, zw]T , respectively. The distance between two devices d1 and d2 is

expressed as Dd1d2 = ∥qd1 − qd2∥, and αd1d2 is the corresponding path loss expo-

nents. We then use the α−µ distribution to model the small-scale fading, which is

a general fading model that includes several important other distributions, such as

the Weibull, One-Sided Gaussian, Rayleigh, and Nakagami. The probability den-

sity function (PDF) and the cumulative distribution function (CDF) expressions

of a squared α− µ random variable Υ are given by [90]:

fΥ (γ) =
αγ

αµ
2
−1

2β
αµ
2 Γ (µ)

exp

(
−
(
γ

β

)α
2

)
, (4.1)

and

FΥ (γ) =
γ
(
µ, γ

α
2 β−

α
2

)
Γ (µ)

, (4.2)

respectively, where Γ (·) is the gamma function [91, eq. (8.310.1)], β = ῩΓ(µ)

Γ(µ+ 2
α)

,

γ̄ = E (γ), and γ (·) is the incomplete gamma function [91, eq. (8.35)].

4.1.2.2 Detection Error Probability at Warden

The warden’s objective is to minimize the DEP of the ongoing signal transmission,

i.e., data and radar signals. For JRC node i’s sub-carrier m of channel j, the DEP

is defined as [92]:

ξ(ij)m = PFA + PMD, (4.3)

where PFA is the probability of false alarm, which is defined as:

Pr
(
σ2
c +D−αgw

gw p(J)g h2wg > εm
)
, (4.4)

PMD is the probability of miss detection, which is defined as:

Pr
(
D−αiw
iw p(T )m h2wm +D−αgw

gw p(J)g h2wg + σ2
c < εm

)
, (4.5)
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σ2
c is the noise power, εm is the detection threshold, p

(T )
m is the transmit power,

p
(J)
g is the jamming power, h2wm ∼ α − µ

(
α
(ij)
wm, µ

(ij)
wm, γ̄

(ij)
wm

)
, and h2wg ∼ α −

µ
(
α
(ij)
wg , µ

(ij)
wg , γ̄

(ij)
wg

)
. As there are Mc sub-carriers for each channel, we consider

the DEP for channel j to be the minimum over all DEP for each sub-carrier, i.e.:

ξ(ij)w = min
m∈Mc

ξ(ij)m . (4.6)

Theorem 4.1. The closed-form DEP can be derived as (4.7), where C1w ≜ D−αiw
iw p

(T )
m ,

and C2w ≜ D
−αgw
gw p

(J)
g .

Proof. Let Y1 ≜ σ2
c + C2wh

2
wg and Y2 ≜ C1wh

2
wm + C2wh

2
wg + σ2

c = C1wh
2
wm + Y1.

According to the definition of ξ
(ij)
m , we have

ξ(ij)m = 1− FY1 (εm) + FY2 (εm) . (A-1)

In the following, we derive the CDF expressions of Y1 and Y2. With the help of

definition of CDF, we have

FY1(y)=Fh2wg

(
y−σ2c
C2w

)
=

γ

µ(ij)wg ,
(
y−σ2

c
C2w

)α
(ij)
wg
2
β
(ij)
wg

−α
(ij)
wg
2


Γ
(
µ
(ij)
wg

) . (A-2)

The CDF of Y2 can be expressed as [93]

FY2 (y) =

∫ ∞

0
FY1 (y − t)

1

C1w
fh2wm

(
t

C1w

)
dt. (A-3)

Substituting the CDF and PDF expressions in (A-3), with the help of [94, eq.

(06.06.07.0002.01)], [94, eq. (01.03.07.0001.01)], and [91, eq. (3.194.3)], we can

express FY2 (y) as (A-4), shown at the top of the next page, which can be re-written

in closed-form with the help of the definition of multivariate Fox’s H-function [95,

eq. (A-1)]. Thus, by substituting CDF expressions of Y1 and Y2 into (A-1), the

DEP can be derived as (4.7), which completes the proof.

Note that although the warden’s estimate of the channel state is imperfect (includ-

ing the JRC node’s transmit power and the jamming power, which are factors in

(4.7)), to verify the robustness of the proposed covert system design, we consider
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that the warden knows the perfect information (as the worst-case scenario). This

assumption is actually common in the literature, e.g., in [86, 96]. If we can still

guarantee that the DEP is arbitrarily close to 1 under the worst-case scenario,

covert communication is successfully achieved. This is also clarified later in the

results section (Figure 4.2).

4.1.2.3 Covert Channel Capacity

The covert CC is obtained under the precondition that DEP → 1, which reflects

the covert communication rate. For the channel j of JRC node i, the CC is defined

as [83, 97]:

Cij =

Mc∑
m=1

∆f log2

1 +
D−αbi
bi p

(T )
m

∣∣∣h(ij)m

∣∣∣2
σ2c +D

−αgi

gi p
(J)
g

∣∣∣h(ij)g

∣∣∣2
 , (4.8)
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where
∣∣∣h(ij)m

∣∣∣2 ∼ α−µ
(
α
(ij)
m , µ

(ij)
m , γ̄

(ij)
m

)
and

∣∣∣h(ij)g

∣∣∣2 ∼ α−µ
(
α
(ij)
g , µ

(ij)
g , γ̄

(ij)
g

)
repre-

sent the small scale fading of each sub-carrier m and the jammer, respectively [90].

D−αbi
bi and D

−αgi

gi denote the large scale fading between the receiver and the JRC

node i and between the jammer j and the JRC node i, respectively. p
(T )
m and

p
(J)
g are the transmit power of the m-th sub-carrier and the jammer, respectively.

∆f = 1
T

is the sub-carrier interval with the duration of elementary OFDM symbol

T and σ2
c is the noise variance. The jammer’s location and its jamming power are

publicly shared by the SSP to enable the JRC nodes to calculate the covert channel

capacity defined in (4.8).

Theorem 4.2. The closed-form expression of CC can be derived as (4.9), where

H ·
· (·) is the multivariate Fox’s H-function [95, eq. (A-1)], C1 ≜ D−αbi

bi p
(T )
m , and

C2 ≜ D
−αgi

gi p
(J)
g .

Proof. Let Ci =
Mc∑
m=1

∆fCm. The Cm can be expressed as

Cm =

∫ ∞

0
log (1 + γ) fX (γ) dγ, (B-1)

where X
∆
=

C1

∣∣∣h(ij)m

∣∣∣2
σ2
c+C2

∣∣∣h(ij)g

∣∣∣2 . Next, we first derive fX (γ). Let X1 = C1

∣∣∣h(ij)m

∣∣∣2 and X2 =

σ2
c + C2

∣∣∣h(ij)g

∣∣∣2, we have fX1 (x) = 1
C1
f∣∣∣h(ij)m

∣∣∣2
(
x
C1

)
and fX2 (x) = 1

C2
f∣∣∣h(ij)g

∣∣∣2
(
x−σ2

c

C2

)
.

The PDF of X can be expressed as [98] fX(x) =
∫∞
0
yfX1(xy)fX2(y)dy. With the



64 4.1. System Model

help of PDF expressions of X1 and X2, we have

fX(x)=

x
α
(ij)
m µ

(ij)
m

2
−1

2(C2β
(ij)
g

)α
(ij)
g µ

(ij)
g

2
Γ
(
µ
(ij)
g

)−1

2
(
α
(ij)
g α

(ij)
m

)−1(
C1β

(ij)
m

)α
(ij)
m µ

(ij)
m

2
Γ
(
µ
(ij)
m

) IA1 , (B-2)

where

IA1 =

∫ ∞

0

(
y − σ2c

)α
(ij)
g µ

(ij)
g

2
−1

exp

−
(

xy

C1β
(ij)
m

)α
(ij)
m
2



× y
α
(ij)
m µ

(ij)
m

2 exp

−
(
y − σ2c
β
(ij)
g C2

)α
(ij)
g
2

 dy. (B-3)

With the help of [94, eq. (01.03.07.0001.01)], we can re-write fX(x) as

fX(x)=

x
α
(ij)
m µ

(ij)
m

2
−1

2
(
C2β

(ij)
g

)α
(ij)
g µ

(ij)
g

2
Γ
(
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g

)−1

2
(
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(2πi)2
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m
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(ij)
m

2
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(
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m

)

×
∫
L1

∫
L2

Γ(−s1)

(
1

β
(ij)
g C2

) s2α
(ij)
g
2
(

x

C1β
(ij)
m

) s1α
(ij)
m
2

× Γ (−s2) IA1ds1ds2, (B-4)

where the integration path of L1 and L2 goes from σ1−i∞ to σ1+i∞ and σ2−i∞ to

σ2+i∞, respectively, and σ1, σ2 ∈ R, IA1 =
∫∞
0
y

α
(ij)
m µ

(ij)
m

2
+

s1α
(ij)
m
2 (y − σ2

c )
α
(ij)
g µ

(ij)
g

2
+

s2α
(ij)
g
2

−1
dy,

which can be solved with the help of [91, eq. (3.194.3)]. Let t1 = s1α
(ij)
m

2
and

t2 =
s2α

(ij)
g

2
. By substituting fX(x) into (B-1), the Cm can be expressed as (B-5),

shown at the top of the next page, where IB =
∫∞
0

log (1 + γ) γt1+
α
(ij)
m µ

(ij)
m

2
−1dγ.

With the help of [99, eq. (2.6.9.21)] and [91, eq. (8.334.3)], IB can be solved.

Substituting IB into (B-5), using the definition of multivariate Fox’s H-function

[95, eq. (A-1)], we can obtain (4.9) to complete the proof.

Note here that the so called ”covert channel capacity” is the same as standard

channel capacity with the condition that the DEP is close to 1. If the DEP is
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IBdt1dt2 (B-5)

far lower than 1, the communication is no longer covert but the capacity of the

channel to transmit data is not affected. In other words, the DEP can be less than

0.9 but still the derived channel capacity is correct. However, it is not common in

the literature to refer to such system as “covert“. See for example references [85,

86, 100], where the communication is said to be covert only when DEP is between

0.9 and 1.

4.1.2.4 Covert Radar Mutual Information

When we ensure that (4.7) is arbitrarily close to 1 by adjusting the transmit and

jamming power, we can guarantee that the signals will not be detected [88]. Now

the MI of the JRC system is called covert radar MI. For the channel j of JRC node

i, the MI is defined as [83, 97]:

Iij =
∆fTpri

2

Mc∑
m=1

log2

(
1+

TpriD
−αbi
bi p

(T )
m |G (fm)|2

Ψ(fm)+D
−αgi

gi p
(J)
g |J (fm)|2

)
, (4.10)

where Tpri = Tpulse/δ is the pulse repetition interval of the radar system, Tpulse is

the radar pulse duration, δ is the radar duty factor, G (fm), J (fm) and Ψ (fm)

are energy spectral densities (ESDs) of the transmitted signal, jamming signal

and noise, respectively. According to [101, eq. (5)], ESD is viewed as uniform in

each sub-channel, and we can consider that |G (fm)|2 ∼ α − µ
(
α
(ij)
rm , µ

(ij)
rm , γ̄

(ij)
rm

)
,

|J (fm)|2 ∼ α− µ
(
α
(ij)
rg , µ

(ij)
rg , γ̄

(ij)
rg

)
, and |Ψ (fm)|2 = σ2

r , σ
2
r is the noise power, Tpri

is the signal duration, and fm = fc + m∆f is the m-th subcarrier frequency with

fc the central frequency. Note that it is possible for the warden to detect reflected

signals during radar sensing. However, with the help of the jamming signals, the



66 4.1. System Model

Iij =

Mc∑
m=1

∆fTpri
ln 2

2
(
C4β

(ij)
rg

)α
(ij)
rg µ

(ij)
rg

2
Γ
(
µ
(ij)
rg

)−1

(
C3β

(ij)
rm

)α
(ij)
m µ

(ij)
m

2
Γ
(
µ
(ij)
rm

) (
σ2r
)α

(ij)
rm µ

(ij)
rm

2
+

α
(ij)
rg µ

(ij)
rg

2

×H0,1:2,2;1,1
1,0:3,3;1,1 C3β
(ij)
rm

σ2
r

C4β
(ij)
rg

σ2
r

∣∣∣∣∣∣
(
1+ α

(ij)
rm µ

(ij)
rm

2 +
α
(ij)
rg µ

(ij)
rg

2 : 1, 1

)
:
(
1, 2

α
(ij)
rm

)(
α
(ij)
rm µ

(ij)
rm

2 , 1

)(
1 + α

(ij)
rm µ

(ij)
rm

2 , 1

)
;

(
1, 2

α
(ij)
rg

)
− :

(
α
(ij)
rm µ

(ij)
rm

2 , 1

)(
α
(ij)
rm µ

(ij)
rm

2 , 1

)(
1 + α

(ij)
rm µ

(ij)
rm

2 , 1

)
;

(
α
(ij)
rg µ

(ij)
rg

2 , 1

)


(4.11)

warden will not be able to know which JRC node has initiated the radar sensing,

which is the objective of the covertness for radar sensing.

Theorem 4.3. The covert radar MI rate can be expressed in closed-form as (4.11),

where C3 ≜ TpriD
−αbi
bi p

(T )
m , and C4 ≜ D

−αgi

gi p
(J)
g .

Proof. Following the similar steps to Theorem 4.2, we can derive (4.11) to complete

the proof.

4.1.3 Auction Model

Figure 4.1 presents the proposed auction model. We consider that the SSP, as the

auctioneer, is offering a unit bundle that consists of a set of channels and friendly

jammers to enable covertness for the JRC nodes as the bidders. The SSP conducts

an auction by broadcasting its available spectrum resources to the JRC nodes

at every time period Tb (e.g., every 10 seconds). The JRC nodes buy spectrum

resources from the SSP and use them for radar sensing and data transmission. Each

JRC node i submits its bid vector bi = (b1, b2, . . . , bM) to the SSP. Each element

of the vector bi represents the bid that JRC node i is willing to pay for channel j.

Setting bij = 0 means that the JRC node is not interested in channel j. Before the

auction starts, the SSP first calculates the nominal allocation and reservation prices

(defined later in Section 4.2). The calculation of the reservation prices prevents

market manipulation by setting a lower bound on acceptable amounts of bids for

any JRC node in order to be included in the winner list. After receiving the

bids from the JRC nodes, the SSP (as the auctioneer) runs the winner selection
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algorithm to derive the final allocation vector ai = (a1, a2, . . . , aM) and the payment

pi for each JRC node i. The winning JRC nodes are then allowed to use the channels

according to their allocation vectors ai,∀i ∈ N . In the following, we define the

utility functions of the JRC nodes and the SSP and the social welfare maximization

problem.

4.1.3.1 Utility Functions

The utility of the SSP is defined as the difference between the payment that it

receives from all JRC nodes and the total cost to maintain the channels:

uSSP =
∑
i∈N

pi − c(x), (4.12)

where pi is the payment given by JRC node i and c(x) =
∑
i∈N

∑
j∈M

cjxij is the total

channel cost for the allocation vector x = {xij}i∈N,j∈M and cj is the per channel

cost for the SSP. The channel cost includes the required computing resources to

maintain the channel and the cost of friendly jammers for ensuring the covertness

of the JRC system. The cost of channel j is expressed as follows:

cj = κ1,jpFJ,j + κ2,j , (4.13)

where pFJ,j is the total jamming power used to covert channel j, κ1,j is the per unit

cost of the jamming power, and κ2,j is a constant that reflects the licensing fees for

channel j.

We consider TDMA for the radar and communication functions by the JRC system.

Specifically, for some time slots, the allocated channel will be used for radar sensing

and then for data transmission in the other time slots. Each JRC node i has a

private valuation of channel j denoted by vij which is unknown to the SSP. The

valuation for each JRC node can vary because of the hardware specific design

for each JRC node, e.g., supported wireless technologies that operate on different

bandwidths. Also, the valuations given by a JRC node i can differ from one

channel to another channel because each channel provided by the SSP can have

different transmission characteristics and channel fading parameters. We define

the valuation as follows:

vij = Iij(η1Iij + η2Cij)ξw, (4.14)
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where Iij is an indicator function in the form of a binary matrix that reflects the

ability of JRC node i to use channel j or not, and is known to the SSP. η1 and η2

are scaling factors, and ξw is the DEP at warden w. The DEP in (4.14) reflects

the discount in the valuation due to the probabilities that the warden detects the

ongoing transmission by the JRC node. The DEP is chosen to get multiplied

into the weighted sum of the covert channel capacity and the covert MI in (4.14)

because as the DEP decreases, the output of the valuation function in (4.14) needs

to decrease linearly. If the DEP was just an addition term, the change in the

final valuation output would be less apparent.3 In other words, in (4.14), we are

counting the percentage that we are able to protect against the warden, which is

reflected using the DEP value (between 0 and 1). For instance, if the DEP is high

(close to 1), this would imply a meaningful allocation to the JRC node, i.e., the

performed communication and sensing are successfully covert. Otherwise, if the

DEP is low, that indicates a wasted resource allocation.

Note that the impact of the two scaling factors cannot be observed beyond the

JRC node itself. Specifically, the output of (4.14) is just a number which will

be used later during the auction process. Changing the weighting factors will

only increase or decrease the submitted bids by the JRC node, i.e., its chances

to be among the winners. The form of (4.14) has the objective to help the JRC

node to determine the best price to submit so as it maximizes its benefit from

getting the resource. The impact of changes of the value computed by (4.14) is

explored later in the results section. When the JRC node obtains the spectrum,

then based on those coefficients it will allocate the spectrum proportionally for both

functionalities based on a TDMA scheme, as discussed earlier. Furthermore, the

scaling factors can vary dynamically over time based on the JRC node’s demand for

data transmission or target sensing to assert a certain trade-off as we demonstrated

in our previous work [103].

The JRC node i’s utility is then defined as the difference between its valuation for

all the channels and its payment pi, which is expressed by the following quasilinear

preference function:

ui =


∑
j∈M

vijxij − pi, if JRC node i wins,

0, otherwise.

(4.15)

3further mathematical explanation can be found in [102].
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4.1.3.2 Social Welfare Maximization

The solution to the auction mechanism is the maximization of the social welfare

function which is defined as the sum of all the utilities, i.e., the utility of the SSP

and all the utilities of the JRC nodes. Formally, the social welfare function is

defined as:

SW = uSSP +
∑
i∈N

ui

=
∑
i∈N

∑
j∈M

vijxij −
∑
i∈N

∑
j∈M

cjxij

=
∑
i∈N

∑
j∈M

(vij − cj)xij . (4.16)

4.1.3.3 Properties of The Auction Mechanism

Before solving the maximization problem (4.16), the following properties need to

be satisfied for an auction to be optimal and efficient:

• Incentive compatibility (IC): The JRC node i has no incentive to submit

a false bid as for every other bid v′, the obtained utility is lower than the

utility the JRC node gets by submitting its true valuation v. Formally,

∑
j∈M

v′ijxij − p
(v′)
i ≤

∑
j∈M

vijxij − p(v)i , ∀i ∈ N , (4.17)

where p
(v)
i and p

(v′)
i are the obtained payments for the true valuation v and

any other valuation v′, respectively.

• Budget feasibility (BF): The payment vector is budget feasible. Formally,

p
(v)
i ≤ Bi, ∀i ∈ N , (4.18)

where Bi is the the maximum budget for JRC node i and is assumed to be

publicly known. The property of BF is of crucial importance in multi-item

auctions. This is because in real systems, the buyers always have a limited

budget that they need not to exceed. For example, in an auction mechanism

that does not consider BF, if a bidder is selected amongst the winners for

several items but he/she cannot pay for all the items, the solution becomes

infeasible. One of the main problems in multi-item auctions is that the bidder

does not know in advance how many items he/she will win and hence, its

budget needs to be incorporated into the optimization problem.
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• Individual rationality (IR): The utilities must be non-negative for all

JRC nodes, i.e., ui ≥ 0,∀i ∈ N

• Computational efficiency (CE): The proposed solution to the optimiza-

tion problem should be computed in polynomial time.

Therefore, to derive an optimal auction that satisfies the above mentioned proper-

ties, problem (4.16) is rewritten as:

max
x

SW =
∑
i∈N

∑
j∈M

(vij − cj)xij (4.19a)

s.t.
∑
j∈M

vijxij ≤ Bi, ∀i ∈ N , (4.19b)

p
(v)
i ≤

∑
j∈M

vijxij , ∀i ∈ N , (4.19c)∑
j∈M

v′ijxij − p
(v′)
i ≤

∑
j∈M

vijxij − p(v)i , ∀i ∈ N , (4.19d)∑
i∈N

xij ≤ 1, ∀j ∈M, (4.19e)

x ≥ 0, (4.19f)

where xij is the probability that channel j is allocated to the JRC node i, and cj is

the cost for each channel j. The constraints (4.19b), (4.19c) and (4.19d), refers to

BF, IR and IC, respectively [104]. The constraints (4.19e) and (4.19f) ensure that

the vector of allocation probabilities sums to 1. Note that channels are indivisible

items, i.e., each channel is allocated to only one JRC node at a time. Therefore,

we are restricted to integral values for the allocation vector x, which we explain

later in Algorithm 3.

Finally, the SSP needs to take into consideration the uncertainty in bids when

deriving the solution to the auction mechanism. The SSP is able to construct

an uncertainty set for these valuations based on the previously submitted bids

by the JRC nodes. It can then use the constructed uncertainty set during the

channel allocation phase to derive an optimal allocation strategy that reflects its

risk-aversion attitude about uncertain parameters in the system, e.g., the warden’s

location. The size of the uncertainty set determines the risk-aversion level of the

SSP, i.e., how robust we want to be. If the SSP has a high level of risk-aversion, it

will consider a large uncertainty set and vice-versa. This has also been validated by

other existing works, e.g., [105], in which the authors showed that the knowledge of
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a large number of historical data, i.e., a larger uncertainty set, gives an exhaustive

set of scenarios, and guarantees the reliability of the derived solution, i.e., high risk-

aversion level. Furthermore, in [106], under the assumption of normal distribution,

the authors were able to derive an expression that links the size of the uncertainty

set to the risk level. Therefore, in the following section, we develop a robust multi-

item auction mechanism that takes into consideration the uncertainty of bids by

all the JRC nodes for each channel.

4.2 Auction-based Mechanism for Channel Allo-

cation

In this section, we formulate the multi-item auction based JRC resource allocation

as a robust optimization problem. The objective is to maximize the social welfare

of the system for all valuations by the JRC nodes in the constructed uncertainty

set. Unlike previous works that consider the network geometry to be overt to

all the nodes [85, 87], the uncertain parameters are typically not known to the

transmitters and the SSP, in which case we consider the location of the warden to

be the uncertain parameter, while the other uncertain parameters can be adopted in

the auction mechanism. The uncertain parameters significantly impact the channel

gain equations and the spectrum valuation, and hence reduce the expected social

welfare and violate optimal auction properties. To overcome these challenges, we

develop a robust auction mechanism that considers the uncertainty in the bidders’

valuations [104].

Before proceeding with the details of the auction mechanism, we should clarify the

differences between the risk of the JRC nodes and the risk of the SSP and how each

one is handled. Specifically, the risk of the JRC nodes is towards their transmission

being discovered by wardens. This risk is managed by the SSP by providing friendly

jammers, which is discussed in details in Section 4.1.1 and Section 4.1.2. The risk

of the SSP is towards the submitted bids being inaccurate for two reasons. First, is

the unintentional perturbations of the bid due to uncertainty that the JRC nodes

has while computing their bids, e.g., uncertainty about warden’s location. Second

is the intentional misreporting of the bids by malicious JRC nodes who intend to get

higher utility than what they deserve. The unintentional perturbations are resolved

by using the concept of robust optimization while the intentional misreporting of
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the bids is solved by having the auction mechanism holds the IC property defined

in (4.17).

4.2.1 Construction of the Uncertainty Set

The SSP can create the uncertainty set for the bids based on the type of information

it has access to. In the following, we describe two different ways of creating the

uncertainty set U from which the valuation vectors are derived.

4.2.1.1 Interval Uncertainty Set

In these settings, the belief of the SSP about the valuations of the JRC nodes is

modeled based on the lowest and highest possible valuations for each JRC node

for each channel. Specifically, the SSP has geometrical information about the

transmitter, receiver, and friendly jammer. However, the exact location of the

warden is unknown either to the JRC node or to the SSP, affecting the submitted

bids by the JRC nodes for each channel. Therefore, the JRC nodes consider that

the warden is located in a cube instead of a point in the three-dimensional Cartesian

domain. Then, the JRC nodes can calculate the smallest and largest possible values

of DEP at the warden while varying its location inside the cube. It is also possible

to adopt other forms of uncertainty intervals, such as when the warden is located

on a sphere. Note that the calculation of the DEPs can be done by methods such

as the particle swarm optimization (PSO) [107] algorithm. Then they substitutes

these values in the valuation function presented in (4.14) and derive the lowest and

highest valuations for each JRC node and each channel. The uncertainty set for

channel j with respect to the JRC node i is then defined as follows:

Uij = {µij ± ςij}, (4.20)

where µij is the mean value for the valuation of channel j by the JRC node i, and

−ςij and +ςij reflects the minimum and maximum valuations normalized to zero,

respectively. If the SSP has more than one uncertain parameter, it can adopt more

generalized techniques for creating the uncertainty set, e.g., correlated historical

data technique, presented in the following.

4.2.1.2 Correlated Historical Data

If the uncertainty of the SSP about the bids is not limited to the warden’s location,

i.e., multiple or unknown factors, the belief of the SSP about the valuations of the
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JRC nodes can be modeled using historical data of previous bids. Specifically, the

uncertainty set for channel j is defined as:

Uj =

(v1j , . . . , vNj)
vij = fj + yij , ∀i ∈ N ,

Fj ≤ fj ≤ Fj ,

−ϑ ≤
∑N

i=1 yij−N ·µg√
N ·δj

≤ ϑ,

 , (4.21)

where fj is a common factor between valuations that reflects the correlation be-

tween valuations, yij are independent components with mean µj and standard

deviation δj. ϑ is the parameter that controls the conservativeness of the historical

data.

The robustness is then incorporated in the original problem (4.19) as follows:

(z,x∗)=argmax
v∈U



max
x

∑
i∈N

∑
j∈M

(vij − cj)xij

s.t.
∑
i∈N

xij ≤ 1, ∀j ∈M,

∑
j∈M

vijxij ≤ Bi, ∀i ∈ N ,

∑
j∈M

vijxij ≤
∑
j∈M

uijxij ,

∀u ∈ U ,∀i ∈ N ,
x ≥ 0,



, (4.22)

where z = {zij}i∈N,j∈M is the optimal valuation vector and the objective is to

maximize the worst-case social welfare over all the possible valuation vectors in

the uncertainty set U . By setting ūij = argmin
u∈U

∑
j∈M

x∗ijuij,∀i ∈ N , the problem

(4.22) is reformulated as follows:

(z, x∗) = argmax
v∈U



max
x

∑
i∈N

∑
j∈M

(vij − cj)xij

s.t.
∑
i∈N

xij ≤ 1, ∀j ∈M,

∑
j∈M

vijxij ≤ Bi, ∀i ∈ N ,

∑
j∈M

vijxij ≤
∑
j∈M

ūijxij , ∀i ∈ N ,

x ≥ 0.



. (4.23)
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The dual of the inner problem (4.23) is as follows:

min
ω,ϕ,ψ

∑
j∈M

ωj +
∑
i∈N

(
ϕiBi + ψi

∑
j∈M

x∗ij ū
i
j

)

s.t. ωj + zijϕi + zijψi + cj ≥ zij , ∀i ∈ N ,∀j ∈M

ϕi, ψi ≥ 0, ∀i ∈ N ,

ωj ≥ 0, ∀j ∈M,

(4.24)

where ωj, ϕi and ψi are elements of ω, ϕ and ψ, respectively, and are the duals

corresponding to the first, second, and third constraints in (4.23).

4.2.2 Robust Mechanism for Channel Allocation (RMCA)

The proposed Robust Mechanism for Channel Allocation is executed in two phases:

4.2.2.1 Nominal Allocation and Reservation Price Calculation

The first phase of the mechanism is executed offline before the beginning of the

auction and is presented in Algorithm 2. The SSP starts first by constructing

the uncertainty set as previously described in Section 4.2.1 and then uses it as an

input to the algorithm with the budgets of each JRC node. Then problem (4.22),

which is a bilinear optimization problem and outputs the worst-case valuation

vector z and the nominal allocation vector x∗, is solved using Generalized Benders

Decomposition [108]. The dual of the problem (4.22) is then solved to calculate the

reservation prices r∗ = {rij}i∈N ,j∈M in steps 5-9 of Algorithm 2. The reservation

prices are defined as the minimum bids that should be submitted by each JRC node

to be admissible to the winner list. As such, if a JRC node submits a bid lower than

its reservation prices, it will not be among the winners. Note that the rationale

behind setting the reservation prices equal to the left term of the first constraint

of the dual in (4.24) is as follows. Since z is the optimal solution of the primal for

the worst-case valuation, the price that each JRC node has to pay is equal to that

at minimum. Otherwise, the SSP (the auctioneer) will have a negative utility.

4.2.2.2 Final Allocation and Payment Calculation

The second phase of the mechanism is executed after the bid vector is realized,

i.e., the JRC nodes submit their bids to the SSP, and is presented in Algorithm 3.
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Algorithm 2: RMCA.a

Input : Uncertainty set U , and budgets B1, . . . , BN .
Output: Reservation prices r∗, and nominal allocations x∗.

1 begin
2 (z, x∗)← Solve problem (4.22);
3 (ω∗, ϕ∗, ψ∗)← Solve problem (4.24);
4 // Calculate reservation prices
5 foreach i ∈ N do
6 foreach j ∈M do
7 r∗ij = ω∗

j + zijϕ
∗
i + zijψ

∗
i + cj;

8 end

9 end

10 end

First, the adapted allocation vector y(v) is calculated by solving the following prob-

lem (4.25), in which the objective is to maximize the social welfare with consider-

ation of the previously derived reservation prices r∗ and the realized bid vector v:

max
y(v)

∑
i∈N

∑
j∈M

(vij − cj − r∗ij)y
(v)
ij (4.25a)

s.t.
∑
i∈N

y
(v)
ij ≤ 1−

∑
i∈N

x∗ij, ∀j ∈M (4.25b)∑
j∈M

y
(v)
ij uij ≤ Bi −

∑
j∈M

x∗ijr
∗
ij +

∑
j∈M

x∗ijψ
∗
i ū

i
j,

∀u ∈ U ,∀i ∈ N ,
(4.25c)

y(v) ≥ 0. (4.25d)

Then we calculate the adapted allocation y(v)−k which is similar to problem (4.25)

with JRC node k removed from the set of bidders:

max
y(v)−k

∑
i∈N\{k}

∑
j∈M

(vij − cj − r∗ij)y
(v)−k

ij (4.26a)

s.t.
∑

i∈N\{k}

y
(v)−k

ij ≤ 1−
∑
i∈N

x∗ij, ∀j ∈M (4.26b)∑
j∈M

y
(v)−k

ij uij ≤ Bi −
∑
j∈M

x∗ijr
∗
ij, ∀u ∈ U ,∀i ∈ N\{k}, (4.26c)

y(v)−k ≥ 0. (4.26d)



76 4.2. Auction-based Mechanism for Channel Allocation

The payments are then calculated by using a VCG-like method, in which the JRC

nodes are charged the lowest amount that they could have bid such that they are

in the winner list [104].

Algorithm 3: RMCA.b

Input : Realized bid vector v = {vij}i∈N ,j∈M, reservation prices
r∗ = {rij}i∈N ,j∈M, and nominal allocation x∗ = {xij}i∈N ,j∈M

Output: Allocation vector a∗ = {aij}i∈N ,j∈M, and payment p∗ = {pij}i∈N ,j∈M
1 begin
2 if v /∈ U then
3 Do not allocate any channel to any JRC node and exit the auction.

4 else
5 y(v) ← Solve problem (4.25);
6 foreach k ∈ N do
7 y(v)−k ← Solve problem (4.26);
8 end
9 // Calculate the final allocation vector

10 foreach i ∈ N do
11 foreach j ∈M do
12 a∗ij = yvij + x∗ij;

13 end

14 end
15 // Calculate the payment vector
16 foreach k ∈ N do

17 pk =
∑
j∈M

y
(v)
kj r

∗
kj +

∑
j∈M

x∗kjr
∗
kj −

∑
j∈M

x∗kjψ
∗
kū

k
j+

18
∑

i∈N\{k}

∑
j∈M

(vij − r∗ij)y
(v)−k

ij −
∑

i∈N\{k}

∑
j∈M

(vij − r∗ij)y
(v)
ij , ∀k ∈ N ;

19 end
20 Allocate the jth channel to the ith JRC node with probability a∗ij and

charge pi/
∑

j∈M a∗ij to the ith JRC node;

21 end

22 end

Since the channels are indivisible items, we are restricted to binary allocations of

the channels to the JRC nodes, i.e., each channel is allocated to only one JRC

node at a time. Therefore, step 20 in Algorithm 3 consists of allocating channels

randomly based on the allocation vector a∗. Moreover, the condition v /∈ U is

necessary as if the realized bid vector v does not belong to the uncertainty set U .

As such, the solution to the auction mechanism will be suboptimal as there might

be negative utilities, violating the IR property.
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Note here that both the JRC nodes and the SSP deal with the uncertainty but

in different phases of the algorithm (RMCA). Specifically, the first phase of the

algorithm is executed offline, i.e., before the JRC nodes start submitting their

realized bids (RMCA.a). At this point, and as mentioned is Section 4.1.1, each

JRC node calculates the DEP interval using PSO algorithm. The SSP is considered

to have collected these valuation before the beginning of the auction. The SSP uses

the constructed uncertainty set during the nominal allocation phase (RMCA.a)

to derive an optimal allocation strategy that reflects its risk-aversion about the

warden’s location. Finally, when the JRC nodes want to submit their realized

bids, they draw the DEP value from a uniform distribution in the interval between

the minimum and maximum values of the DEP.

Theorem 4.4. The proposed RMCA has the properties of individual rationality,

incentive compatibility and budget feasibility, all in expectation.

Proof. Since the channel cost cj in the objective function of problem (4.22) is

constant, we can consider vij − cj as one variable. Therefore, with this change of

variable, the proof follows from the one derived in [104].

4.2.2.3 Computational Complexity

The computation-intensive tasks in RMCA are those related to solving (4.22),

(4.24), (4.25) and (4.26). Problem (4.22) is solved using Generalized Bender De-

composition, which has a polynomial complexity when the uncertainty set if poly-

hedral as shown in [108]. Problem (4.24), which is the dual of (4.22), is derived

simultaneously with the dual in existing optimization literature. Therefore, solv-

ing (4.24) does not add any complexity to the processing time of RMCA. Finally,

problems (4.25) and (4.26) are simple linear programs (LP) that can be solved in

polynomial time [109]. Therefore, the developed RMCA algorithm is executed in

polynomial time.

4.2.2.4 Summary of RMCA

First, in (4.16) we have defined the general formulation of the solution to the auc-

tion problem, which is the maximization of the social welfare. The objective is to

find the optimal vector of channel allocation for each JRC node. However, this

objective has certain constraints which guarantee the optimal auction properties,

i.e., IR, IC and BF. Therefore, we incorporate these constraints into problem (4.16)
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which resulted in (4.19). We then consider the uncertainty in the bids and intro-

duce the concept of uncertainty set in Section 4.1 which leads to the derivation

of problem (4.22) as a bilinear optimization problem. As described earlier, prob-

lem (4.22) outputs a temporary allocation vector x∗ and an optimal valuation

vector z that maximize the objective with respect to the worst-case scenario from

the uncertainty set U . While problem (4.22) is executed before the reception of

the bids from the JRC nodes, problem (4.25) is executed after the reception of the

bids. Finally, problem (4.25) is solved to derive an adaptation vector named y to

derive the final allocation vector a∗ and the corresponding price vector p∗.

4.2.3 Discussion on The IC Property

The most important property that should be satisfied by auctions is IC. The proof

of the IC property is omitted here to avoid overloading the chapter. Here, we give

the intuition behind the proof. Note here that another reason for us to consider

the SSP to be the primary risk manager is to mitigate intentional incorrect bids

by malicious JRC nodes. Specifically, a malicious JRC node with low valuation

of the spectrum can pretend to have a higher valuation to increase its chances to

be selected among the winners. This will violate the optimality of the auction (IC

property) as the derived social welfare will be lower than expected.

First, we should note that the IC property is guaranteed if we can prove that any

other submitted bids will not bring additional benefit for the bidder than its true

valuation, as formulated in (4.17). As illustrated in Algorithm 2, the objective

of the first phase of RMCA is to derive the nominal allocation, the worst-case

valuation vector and the reservation prices. This Algorithm 2 is executed before

the beginning of the auction, i.e., before the JRC nodes submit their bids, and use

only the constructed uncertainty set. The construction of the uncertainty set, as

detailed in Section 4.2.1, is done by the SSP and hence, the uncertainty set cannot

be forged. The second phase of RMCA, described in Algorithm 3, is executed after

the JRC nodes submit their bids, which might be untruthful. However, a malicious

JRC node is aware that in the first phase of RMCA, the reservation prices have

been calculated and submitting a bid lower than its associated reservation price

will prevent the JRC node from being in the winner list. Even though this rationale

does not totally prevent the malicious JRC node from misreporting its valuation,
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it can still help preventing the SSP from getting a negative utility, as discussed

in Section 4.2.2. The important instruction that prevents a malicious JRC node

from misreporting its valuation/bid, is in step-2 of Algorithm 3. Specifically, if the

submitted bid is outside the uncertainty set, which is used to derive the optimal

auction solution, the auction process will be reset again and no channel is allocated

to any JRC node. In other words, a malicious JRC node cannot misreport its bid

because the IC property defined in (4.17) is already integrated as a constraint in

the optimization problem 4.22, which shows the capability of robust optimization.

An important point to discuss also is that the IC holds only in expectation, as

shown in Theorem 4.4. The output of the auction model loses the total optimality

when we move from divisible items to indivisible items, which is executed in phase

2, i.e., Algorithm 3, step-20. This is because in the case of indivisible items we

are restricted to looking for integral allocations of the items (the channels) to the

buyers (the JRC nodes). Instead of allocating the items proportionally according

to the allocation vector a∗ (which is optimal), the channels are allocated to users

randomly where the allocation vector a∗ is regarded as a probability vector. To

the best of our knowledge, and based on a recent report [110], there is no proven

auction design for multi-item multi-buyer scenario that guarantees total IC. In

addition, the adopted auction design in this chapter is the only existing work

that can guarantee IC for divisible items due to the inherited properties of robust

optimization [104]. When we consider uncertainty in the auction design, the IC

will hold in expectation for indivisible items (e.g., channels), which means that in

some cases it might not hold, but the solution is feasible and solves the problem.

Moreover, even if a malicious JRC node knows that the IC might not hold in

some cases, it is hard to know exactly under which circumstances. This makes the

proposed auction design significantly useful.

4.2.4 Deterministic Mechanism for Channel Allocation

To evaluate the performance of RMCA, we propose a deterministic mechanism for

channel allocation based on RMCA. The deterministic RMCA can be regarded sim-

ply as an instance of the original RMCA in which the uncertainty set is considered

to contain only the realized bid vector. In other words, by running the determin-

istic RMCA, the SSP directly derives the solution to the multi-item multi-buyer

auction problem without consideration of any perturbation in the submitted bids.
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In this settings, the warden is considered to be at a fixed distance from the JRC

node and the jammer, and then the DEP is calculated by the JRC node as in (4.14)

based on that location.4 We first reformulate the inner optimization problem (4.22)

by omitting the uncertainty of the valuations, which results in the following linear

problem:

max
x

∑
i∈N

∑
j∈M

(vij − cj)xij (4.27a)

s.t.
∑
i∈N

xij ≤ 1, ∀j ∈M, (4.27b)∑
j∈M

vijxij ≤ Bi, ∀i ∈ N , (4.27c)

x ≥ 0. (4.27d)

The dual of problem (4.27) is then calculated as follows:

min
ω,ϕ

∑
j∈M

ωj +
∑
i∈N

ϕiBi

s.t. ωj + vijϕi + cj ≥ vij , ∀i ∈ N ,∀j ∈M

ϕi ≥ 0, ∀i ∈ N ,

ωj ≥ 0, ∀j ∈M,

(4.28)

where ωj and ϕi are elements of ω and ϕ, respectively, and are the duals corre-

sponding to the first and second constraints in (4.27).

To derive the prices, we need to solve the following problem which is a reduced

version of problem (4.27) where we remove a JRC node k from the set of bidders

and calculate the social welfare:

4Later in the experiments section, we show the impact of this assumption caused by not
considering the uncertainty in the system.



Chapter 4. Enabling Covert JRC Systems Through Friendly Jammers and
Auction Theory 81

max
x−k

∑
i∈N\{k}

∑
j∈M

(vij − cj)x−kij (4.29a)

s.t.
∑

i∈N\{k}

x−kij ≤ 1, ∀j ∈M, (4.29b)∑
j∈M

vijx
−k
ij ≤ Bi, ∀i ∈ N\{k}, (4.29c)

x−k ≥ 0. (4.29d)

The proposed mechanism is presented in Algorithm 4.

Algorithm 4: Deterministic Mechanism for Channel Allocation.

Input : Realized bid vector v = {vij}i∈N ,j∈M, and budgets B1, . . . , BN .
Output: Allocation vector {a∗ij}i∈N ,j∈M, and payment {p∗ij}i∈N ,j∈M

1 begin
2 x∗ ← Solve problem (4.27);
3 (ω∗, ϕ∗)← Solve problem (4.28);
4 foreach k ∈ N do
5 x∗−k ← Solve problem (4.29);
6 end
7 // Calculate reservation prices
8 foreach i ∈ N do
9 foreach j ∈M do

10 r∗ij = ω∗
j + vijϕ

∗
i + cj;

11 end

12 end
13 // Calculate the payment vector
14 foreach k ∈ N do
15 pk =

∑
j∈M

x∗kjr
∗
kj +

∑
i∈N\{k}

∑
j∈M

(vij − r∗ij)x
∗−k

ij , ∀k ∈ N ;

16 end
17 Allocate the jth channel to the ith JRC node with probability x∗ij and

charge pi/
∑

j∈M x∗ij to the ith JRC node;

18 end

4.3 Numerical Results

In this section, we evaluate the proposed auction mechanisms for channel allocation

in covert JRC systems. Specifically, we are interested in analyzing the impact of

uncertainty about the warden’s location on the obtained social welfare for both
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the robust and the deterministic auction mechanisms. Again, we use the latter as

a benchmark scheme to evaluate the effectiveness of the former. We also aim to

investigate the impact of the number of channels and JRC nodes on social welfare

and computation time. Our solution is implemented using Gurobi optimizer and

the python library RSOME [111] for robust optimization. Experiments are run on

a computer with Intel(R) Xeon(R) CPU at 2.20GHz using 13 GB of RAM and

operating on Ubuntu 18.04 system.

We consider a square area of 200 m × 200 m where a set of JRC nodes, friendly

jammers and wardens are located randomly under the coverage of the SSP. Channel

costs for the SSP are sampled from a normal distribution with mean 2$ and variance

1$. The budgets for JRC nodes are chosen uniformly from the interval [1.5$, 5$].

As alluded before, we consider that every JRC node has one friendly jammer and

one dedicated warden. Table 4.2 lists the other simulation parameters [83].

Parameter Value

Frequency 5.9GHz
Bandwidth 50MHz
pmaxi , pmaxg 10 dBm

Number of sub-carriers 10
Time-Bandwidth Product 100
Radar Duty Factor 0.01

Table 4.2: Simulation parameters

4.3.1 Impact of the jamming power on the covert rate

To validate our proposed valuation metrics for the covert JRC system, we first

conduct Monte Carlo simulations in which we consider a receiver, a JRC node, a

friendly jammer and a warden that are located at qb = [7, 10, 19], qi = [3, 8, 0],

qj = [6, 21, 0] and qw = [3, 14, 4], respectively. Figure 4.2 depicts the impact of

the jamming power on the CC, MI and DEP. As we increase the jamming power,

the DEP at the warden starts increasing only after the jamming power is greater

than 20 dBW. However, we observe that the increase of jamming power causes a

decrease of CC and MI. Compared to the case without any jamming signals, to

achieve a 97% DEP at the warden, the CC and MI decrease by 50% and 53%,

respectively. This result suggests that there is a trade-off between the performance

and covertness of the JRC system. Finally, to ensure the covertness of the JRC

system, the jamming power must be larger than a certain threshold, i.e., 27 dBW
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Figure 4.2: Impact of the jamming power on the channel capacity, mutual
information and detection error probability.

as shown in Figure 4.2. Again, the transmit powers of a JRC node and a friendly

jammer can be optimized accordingly, e.g., by using the method provided in [85].

4.3.2 Uncertainty About Warden’s Location

We consider, as an example, the influence of uncertainty about the warden’s loca-

tion on the performance of the system, which is illustrated in Figure 4.3. Specifi-

cally, during the valuation of the spectrum, the JRC node calculates the DEP at

the warden based on its belief about the warden’s location. However, the JRC

node’s belief about the warden’s location is not accurate and therefore the derived

valuations of the JRC nodes might be higher or lower than the real valuations.5

This implies that the JRC nodes or the SSP might experience negative utilities,

violating the IR property of the optimal auction solution.

To analyze the impact of the uncertainty interval on the social welfare of the system,

in this experiment, we set the number of channels toM = 10, the number of JRC

nodes to N = 20, and vary the uncertainty interval about the warden’s location,

represented in Figure 4.3 by the side of a 2D square surrounding the warden.

We observe from Figure 4.4 that the social welfare obtained by the deterministic

auction algorithm is not affected by the variations in the uncertainty set, while the

5Real valuations refer to the derived valuations if the location of the warden is precisely
known.
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Warden

Location Uncertainty

JRC node

Jammer

WardenWarden

Figure 4.3: An illustration of uncertainty about warden’s location.

social welfare obtained using RMCA decreases as the uncertainty interval,i.e., box

width, increases and is lower than that of the deterministic auction algorithm [44].

This is explained by the fact that RMCA maximizes the social welfare for the

worst-case uncertainty set while the solution derived by the deterministic auction

mechanism does not depend on the uncertainty set and uses the realized bids only.

Even though the social welfare obtained by the deterministic auction algorithm is

higher than that obtained by RMCA, it comes with a high risk of not being able to

be achieved in reality. For instance, if the DEP at warden calculated by the JRC

nodes is higher than that if it is in reality, the JRC nodes will have lower utility

than expected and can violate the IR property of optimal auctions, i.e., a negative

utility. However, the RMCA algorithm is more robust for variations of the DEP at

warden which guarantees the feasibility and optimality of the derived solution. The

gap between the social welfare obtained by RMCA and the deterministic auction

is the price of robustness, i.e., the higher the conservation level about the warden’s

location, the higher the performance gap between RMCA and the deterministic

auction.

To further illustrate the robustness of RMCA against the deterministic auction for

IR violation, we change the location of the warden to a position where the DEP

is lower than expected, i.e., closer to the jammer, then calculate the utility of one

of the JRC nodes for both algorithms using (4.15). First, we need to distinguish

between the expected utility and the true utility. The expected utility is the utility

of a JRC node based on its belief about the warden’s location, while the true utility

is based on the true location of the warden. In Figure 4.5a, we consider that the

true location of the warden is outside the uncertainty range defined by the SSP (2
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Figure 4.4: Impact of the uncertainty interval on social welfare.

meters in our settings), and in Figure 4.5b we consider that the warden’s location

is within the uncertainty range. From Figure 4.5, we observe that the expected

utility of the deterministic auction is higher than that of RMCA. However, the true

utility of the deterministic auction is negative, violating IR. For RMCA, the utility

is not negative. In fact, it is negative for RMCA only if the new location of the

warden is outside the range from which the uncertainty set is derived. Interestingly,

as observed from Figure 4.5b, when the true location of the warden is within the

uncertainty range of the SSP, the true utility derived by RMCA is much higher than

the expected utility. This is explained by the fact that RMCA maximizes the worst-

case social welfare, i.e., the derived optimal solution is based on the location of the

warden that has the lowest DEP. Note that the knowledge about the violation of

the IR property is not possible in real-world scenarios as the location of the warden

is usually not known. Therefore, with careful choice of the uncertainty set, the use

of RMCA significantly minimizes the chances of violation of the IR property.

4.3.3 Impact of mutual information, channel capacity and

DEP on the winner list

To understand the impact of CC, MI, and DEP at the warden on the winner list,

we consider the following scenario. We set the number of channels to M = 3 and

the number of JRC nodes to N = 5. We then allow one JRC node (ID=5) to

change its location so that its valuation for the channels increases based on (4.14).

Figure 4.6a shows the derived allocation probabilities using RMCA. We observe

that the JRC node 5 is allocated to channel 3 with probability one, and zero

for the other channels. However, after its average bids, i.e., the average of the
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Figure 4.5: Impact of the uncertainty interval on one of the JRC node’s utility
in cases where (a) the true location of the warden is outside the uncertainty set,
and (b) the true location of the warden is within the uncertainty set.
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Figure 4.6: Impact of bids of a JRC node on the winner list in terms of (a)
the allocation probability and (b) social welfare.

submitted bids by one JRC node to all the channels, increases from 4.47 to 4.57,

the allocation probability for JRC node 5 to channel 3 shifts from 0 to 0.45 and

then decreases again as the bids increase. To understand this strange behavior, we

show in Table 4.3, the submitted bids for all the channels by all the JRC nodes

before and after the updated bid values. We observe that channel 3 is allocated to

JRC node 5 with probability 1 because it has a significantly higher bid value than

the other JRC nodes for this channel. However, once the bids from the JRC node

increase for channel 1 and become the highest, the auction mechanism allocates

channel 1 to JRC node 5 with a probability of 45%. If we keep increasing the

submitted bids of JRC node 5, the allocation probability to channel 1 decreases as

shown in Figure 4.6a which is due to the budget constraint, i.e., constraint (4.19b).
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Specifically, since the JRC node 5 is paying more for channel 3, its ability to pay

for channel 1 decreases, and hence, the auction mechanism decreases its probability

to obtain channel 1.

Channel 1 Channel 2 Channel 3

JRC node 1 4.17 3.11 3.69
JRC node 2 4.77 2.56 3.09
JRC node 3 4.42 4.20 3.12
JRC node 4 4.23 4.33 3.26
JRC node 5 4.75 4.07 4.58

JRC node 5 (varied) 4.85 4.17 4.68

Table 4.3: Submitted bids

We also observe from Figure 4.6b that as the bids from JRC node 5 increase, the

social welfare for both algorithms increases. However, the social welfare obtained

by RMCA is lower than that obtained by the deterministic one, which is similar to

the results shown in Figure 4.4, i.e., the price of robustness [41]. Interestingly, our

simulations reveal that for the interval-based uncertainty set, there is no difference

between RMCA and the deterministic auction algorithm in terms of the allocation

probabilities. This is explained by the fact that for our interval-based uncertainty

set, RMCA can be regarded as a deterministic auction where the locations of

the wardens are fixed at the point with the lowest DEP in the uncertainty box.

Therefore, only social welfare is impacted by the changes in bids but the allocation

probabilities are the same for both algorithms.

4.3.4 Computation time for different numbers of JRC nodes

and channels

Figure 4.7 shows the computation time for both algorithms while varying the num-

ber of channels and JRC nodes. We observe that the deterministic auction has

almost a constant computation time for different combinations of the number of

channels and JRC nodes. However, the RMCA has higher computation time for

the same combinations and increases polynomially with the number of channels

and JRC nodes. This is explained by the fact that the RMCA solves a bilinear op-

timization problem, i.e., problem (4.22), which is NP-hard for general uncertainty

sets U . However, the computation time is still tractable thanks to the use of the

Generalized Benders Decomposition algorithm that assures a polynomial compu-

tation time if the uncertainty set has a polynomial number of extreme points [108],
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which is the case in our interval-based uncertainty set U . Note that since the first

phase of RMCA, i.e., RMCA.a, is executed before bid submission, the computation

time can be further reduced if the set of participating JRC nodes remains the same

as in the previous round of the auction.
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Figure 4.7: Computation time for different numbers of JRC nodes and chan-
nels.

4.3.5 Discussions

From the results obtained from Figure 4.6, we observe that even though a JRC

node increases its bid, its chances of getting a channel decrease because of the

budget constraint. In this case, the SSP obtains much higher revenue but the JRC

node’s utility decreases with no additional benefit. In other words, the JRC node

can be allocated to the same number of channels if it bids untruthfully, violating

the IC property. This case occurs because the developed mechanism, as earlier

shown, is only IC in expectation and not dominant strategy incentive compatible

(DSIC). However, obtaining the minimum bid value by a JRC node is practically

difficult because the mechanism is probabilistic and the JRC node’s objective is to

maximize its chances of getting the channel. Moreover, JRC nodes are not aware

of other bids. Therefore, the JRC nodes are incentivized to bid truthfully.

Another main observation from our results is the distinction between ex-ante IR

and ex-poste IR. Ex-ante IR refers to the case where the JRC node anticipates

that it has a non-negative expected utility before the winner list and prices are

determined, while ex-post IR refers to the case where the JRC node is guaranteed

to have a non-negative utility after the winner list and prices are determined. The

ex-post IR property is certainly desired in our system. This is because it represents
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the true utility that the JRC nodes get. Based on (4.15), getting a negative utility

implies that the JRC node is paying more that it gets in benefits, which makes

the JRC node reluctant to participate in such auctions in the future. As earlier

shown in Figure 4.5, the deterministic RMCA has ex-ante IR but lacks ex-post IR.

However, RMCA can guarantee ex-post IR if the uncertainty set is well defined,

i.e., large enough to include all possible realization of the bids. The deterministic

RMCA cannot have this guarantee even with large uncertainty sets.

Finally, the developed deterministic auction mechanism opens an interesting re-

search area to explore. Specifically, the use of robust optimization tools has en-

abled us to derive optimal solutions that have the properties of IC, IR and BF. The

power of robust optimization is that these properties are smoothly incorporated in

the optimization problem, making the solution to the auction problem significantly

easier than existing complicated auction designs. This suggests that we can use

robust optimization for other auction problems where we need to guarantee the

properties of IC, IR and BF and then, we might omit the discussion about uncer-

tainty by simply considering the uncertainty set to contain only one item (as we

have done in our deterministic auction). Certainly, these suggestions needs further

investigations and validation as there might appear other challenges.

4.4 Conclusions and Future Works

In this chapter, a covert JRC system that can operate safely in the existence of a

watchful adversary has been developed. The reliability of the channel allocation

problem by the SSP to the JRC nodes was addressed, where we proposed a robust

auction mechanism to maximize the social welfare of the system. The proposed

auction mechanism was shown to be robust against perturbations in the submitted

bids. We implemented a deterministic auction mechanism to show the benefits of

robustness. Simulation results showed that the robust auction mechanism yields

better performance compared to the deterministic auction mechanism in terms of

satisfaction of the optimal auction solution when there is uncertainty about the

submitted bids.

The use of multi-input multi-output (MIMO) to boost the performance of the

considered system is interesting to explore in future works. Specifically, as MIMO

allows for multiple antennas at both the transmitter and receiver. By exploiting the



90 4.4. Conclusions and Future Works

spatial dimension, it enables the system to transmit the same information through

multiple paths. This can make it harder for eavesdroppers to intercept the signal,

as they would need to monitor multiple spatial locations simultaneously. Addi-

tionally, MIMO systems can employ beamforming techniques to focus the signal

energy in specific directions. By directing the signal towards the intended receiver,

the transmission becomes more covert as it reduces the exposure to unintended

recipients. Finally, MIMO can help shape the interference pattern in such a way

that it disguises the actual communication, making it harder for eavesdroppers to

distinguish the signal from background noise.



Chapter 5

Semantic Information Marketing

in The Metaverse: A

Learning-Based Contract Theory

Framework

Driven by the Covid-19 pandemic, the Metaverse has gained huge interest recently

from different industry and public sectors [14, 112]. Considered as the next gen-

eration of the Internet, the Metaverse enables users and objects to experience

near real-life interaction with each other in the virtual environment through their

avatars. The Metaverse is made up from different emerging technologies such as

virtual reality (VR), augmented reality (AR) and haptic sensors. Furthermore,

other emerging technologies such as beyond 5G and 6G are driving the Metaverse

from imagination and fiction towards real world implementation as they enable

users to access the Metaverse from anywhere, anytime instantly.

The first step towards realizing and exploiting the Metaverse is the replication

of the physical objects into their respective digital twins. As the digital twins

are required to replicate the physical real-world system to the finest details [14],

generating an accurate 3D model of the physical system and constant update of

the physical system in digital twin is the first step towards this goal. However, the

creation of an accurate 3D digital copy is challenging for several reasons. First,

in the upstream layer, i.e., between the VSP and the sensing IoT devices, the
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collected data by the sensing IoT devices is huge in size and the available bandwidth

for data transmission will quickly exceed the system limitation. In addition, the

delivered data by the sensing IoT devices needs to be delivered timely and should

not be outdated. Second, in the downstream layer, i.e., between the VSP and the

Metaverse users, to support a real-time interaction between the Metaverse users

and the physical world, the rendered digital twin by the VSP needs to be delivered

timely and with an acceptable quality to the Metaverse users. Therefore, to enable

a real-time construction and delivery of the digital twin in the Metaverse, the

communication system needs to be carefully designed so as to maximize successful

data transmission with high data value while minimizing the latency of packet

delivery.

In this chapter,1 we address the problem of designing incentive mechanisms by a

virtual service provider (VSP) to hire sensing IoT devices to sell their sensing data

to help create and render the digital copy of the physical world in the Metaverse.

In summary, the main contributions of this chapter are as follows:

1. We design a novel two layer Metaverse ecosystem where in the first layer, the

VSP hires sensing IoT devices to collect data from the physical world, while

in the second layer the VSP uses the collected data to create the digital twin

of the physical world and delivers it to the Metaverse users. To minimize

the data volume over the wireless link, we require the sensing IoT devices

to extract and transmit only the semantic information from the raw data.

The proposed design is shown to achieve the objectives of the Metaverse

ecosystem, i.e., fast delivery and update of reliable information.

2. We then use the contract theory framework to design an incentive mechanism

to incentivize the participants in both layers, i.e., sensing IoT devices and

Metaverse users, to engage in the Metaverse ecosystem and mitigate the

adverse selection problem. We propose a novel iterative contract framework

to solve the challenging multi-dimensional optimization problem. To the best

of our knowledge, this is the first work that applies contract theory in a two-

layer Metaverse system. It is non-trivial to design an incentive mechanism

for such systems due to information asymmetry at different layers, i.e., the

data collection layer and data delivery layer.

1The work in this chapter has been recently accepted for publication in IEEE Journal on
Selected Area in Communications.
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3. To solve the resultant iterative contract model, we develop a new variant of

MARL systems where we consider that the VSP creates instances for each

participant in the contract and interact with each other until reaching a

feasible solution that maximizes the profit of the VSP while minimizing the

IR and IC violation rates. In other words, the VSP is the only entity that

keeps changing the prices for its bundles and observes how the participants

choose their optimal bundles. The VSP also receives information about how

many IR and IC violations have occurred in each round. This information is

considered to be available for all the participants during the learning process

by augmenting the MDP’s observation space to cover all that of the other

participants. To the best of our knowledge, this MARL design is the first of

its kind.

The structure of this chapter is as follows. In Section 5.1 we define our system model

and provide some preliminaries about semantic information for the Metaverse. In

Section 5.2 we formulated the optimization problem as a contract theory prob-

lem and develop our learning-based iterative contract model. Finally, we provide

numerical results and insightful discussions about our framework in Section 5.3.

Section 5.4 concludes the chapter.

5.1 System Model And Preliminaries

We consider a digital market consisting of data owners, a VSP and Metaverse users.

The data owners, e.g., IoT devices equipped with sensors, collect data about the

physical environment and sell it to the VSP. The VSP then creates the digital

twin of the physical environment and commercializes the digital twin to different

Metaverse users. A two-layer contract theory-based framework is developed for the

VSP to determine prices for purchasing data from the sensing IoT devices and for

selling digital twin to the Metaverse users.



94 5.1. System Model And Preliminaries

Notation Description

N the set of sensing IoT devices

M the set of Metaverse users

Ψ the set of different semantic levels

Λ
the set of different available transmission rate

values

Γ the set of different refresh rate types

ϖγ average AoI

r digital twin resolution

h digital twin refresh rate

π†
λ,γ,ψ price for data with quality ŝλ,γ,ψ

π‡(r, h) price for digital twin with quality (r, h)

Table 5.1: Table of Commonly Used Notations

5.1.1 Metaverse Platform

Sensing IoT devices Metaverse users

DT rendering (master) DT replicas

VSP

Contract (Uplink Layer)
Contract (Downlink

Layer)

Figure 5.1: System model.

As illustrated in Fig. 5.1, we consider a VSP that is collecting sensing data from a

set of sensing IoT devices, denoted as N = {1, . . . , N} in the field, e.g., vehicles or

smartphones. The edge server, which is monitored by the VSP, is responsible for

the replication of the physical twin by rendering the received data into a digital

twin (DT) of the physical twin. Next, the VSP sends the digital twin to the set of

Metaverse users, defined asM = {1, . . . ,M}. Each sensing IoT device has a set of

sensors to collect geo-spatial data from the surrounding environment and send the

data back to the VSP. However, raw data is usually large in size adding further

limitations on the required bandwidth and data delivery latency. Therefore, the
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IoT devices are equipped with machine learning (ML) models to extract only the

semantic information from the collected raw data, which is smaller in size, and send

the semantic information to the VSP. Nonetheless, if the received data from the

IoT devices is outdated, the created digital twin will not be able to reflect real time

dynamics of the physical twin. Therefore, the VSP leverages an age of information

(AoI) metric to measure and guarantee freshness of the received data from the IoT

devices. Once all of the semantic information is received by the VSP, the digital

twin is created and distributed to the Metaverse users.

In what follows, we discuss preliminaries about semantic information, AoI and their

roles in deriving the value of the collected information by the sensing IoT devices

and then we describe the delivery model of the digital twin by the VSP to the

Metaverse users.

5.1.2 Fresh Semantic Information Collection Model

5.1.2.1 Sensing IoT devices Modeling

Different from traditional crowd-sensing platforms that collect all raw data from

data owners directly, the VSP obtains only semantic information from the IoT

devices (e.g., semantic mask for each object in an image with its corresponding class

or semantic text from voice recording). The incorporation of semantic information

into our system is motivated by the following reasons:

• The number of communication channels available to the VSP are limited.

Hence, if the VSP allows transmission of raw data by the IoT devices, only

few devices will be able to transmit their data which reduces the heterogeneity

of the collected data.

• Raw data is large in size in general (e.g., video and images), which can

increase the transmission delay, making the rendering of the digital twin very

slow and obsolete.

• The quality of the constructed digital twin will be higher as more semantic

information about the physical world will be available to the VSP.

Let Ψ = {ψe : e ∈ {1, . . . , E}} denote the set of different semantic levels (or scores)

available. The similarity score is impacted mainly by the algorithm used by the

sensing IoT devices for semantic information extraction as demonstrated in [7, 113].
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We consider the algorithms as types (integers) and they are sorted in an ascending

order, i.e., 0 < ψ1 ≤ ψ2 ≤ · · · ≤ ψE. Note that the semantic extraction algorithm

used by each sensing IoT device depends on the types of sensors equipped in each

IoT device, e.g., camera and radar. Typically, sensing IoT devices with a high

semantic score value can provide the VSP with more accurate and rich set of

information. Therefore, they are more preferred by the VSP and should receive

more payment for their data. However, as the sensing IoT devices are owned by

independent parties, their capabilities of extracting the semantic information is

different, heterogeneous and private. For instance, two IoT devices might have the

same price for selling their semantic information, and the VSP might be indifferent

when choosing which IoT device to buy data from. Therefore, if the VSP is aware

of the semantic value of each IoT device, i.e., the ability of the IoT device to extract

more accurate semantic information, the VSP can then choose the IoT devices that

increase the quality of its constructed digital twin.

Nevertheless, the provided semantic information is affected directly by the relia-

bility of the network link between the sensing IoT devices and the VSP. Even if

the value of the provided semantic information is high, the link with high bit error

rate (BER) can prevent the VSP from receiving the extracted semantic informa-

tion about the physical world efficiently, and hence making the rendering at the

Metaverse obsolete. To mitigate this issue, we consider the radio link transmis-

sion rate as a valuation metric for the link quality. The transmission rate can be

adjusted by the transmitters through allocating more channels and/or increasing

the transmit power to increase the signal-to-noise ratio (SNR) at the receiver. In

what follows, we denote Λ = {λb : b ∈ {1, . . . , B}} to be the set of different avail-

able transmission rate values which are also sorted in an ascending order,2 i.e.,

0 < λ1 ≤ λ2 ≤ · · · ≤ λB.

We also consider the age of information (AoI), which is defined as the time elapsed

since the generation of the last received data at the source, as an important criterion

of the delivered semantic information. Specifically, due to the congestion at the

transmission queues, the AoI is directly impacted and becomes larger. It has

been shown in [114] that with first-come-first-served (FCFS) queues, increasing the

refresh rate does not yield a small AoI as this strategy may lead the destination

to receive delayed status update because the packets become backlogged in the

2Note here that the transmission rate has a discrete value due to modulation and coding
schemes.
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communication system. These reasons motivates the use of last-come-first-served

(LCFS) queues with preemption as in [114]. Under LCFS with preemption, the

new generated packet is allowed to replace the current packet in service and hence,

maintain a low AoI. Let Γ = {γc : c ∈ {1, . . . , C}} denote the set of different refresh

rate types. The refresh rate type is related to the average AoI ϖγ at the VSP as

follows [114]

ϖγ =
1

γ
+

1

µ
, (5.1)

where 1/γ is the mean packet arrival time at the VSP and 1/µ is the mean pro-

cessing time at the VSP server. From (5.1) we observe that when µ is considered

constant the average AoI is inversely proportional to the refresh rate γ. Therefore,

sensing IoT devices which have higher refresh rates bring more utility to the VSP.

Based on the findings in [115, 116], we consider that as the refresh rate increases,

the AoI decreases following a non-increasing convex function. Without loss of gen-

erality we consider that refresh rate types are sorted in an ascending order similar

to the other types, i.e., 0 < γ1 ≤ γ2 ≤ · · · ≤ γC .

In short, each sensing IoT device is differentiated by its three dimensional private

information: the semantic score value ψe, transmission rate value λb and refresh

rate value γc.
3 Therefore, the utility of a sensing IoT device with type-(λ, γ, ψ) to

deliver semantic information to the VSP with volume size ŝ is defined as

U †(ŝλ,γ,ψ) = π†
λ,γ,ψ −Υ†(ŝλ,γ,ψ), (5.2)

where π†
λ,γ,ψ is the price associated to data with quality ŝλ,γ,ψ. Υ†(ŝλ,γ,ψ) refers to

the cost for delivering a data with size ŝ by an IoT device with type-(λ, γ, ψ) to

the VSP, and is defined as

Υ†(ŝλ,γ,ψ) = Υ†
0 + T †(ŝλ,γ,ψ), (5.3)

where Υ†
0 is a fixed cost and T †(ŝλ,γ,ψ) is the specific cost for data generated by

type-(λ, γ, ψ) IoT device. The cost function reflects both the computation cost

3Note here that the transmission rate captures the volume of data that can be transmitted
over a period of time while the refresh rate captures the number of times the transmitter sends
a new update to the receiver.
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(i.e., data collection and semantic information extraction) and communication cost

(i.e., channel allocation by the sensing IoT devices).

5.1.2.2 VSP modeling

The VSP needs to properly design rewards for each sensing IoT device type. Dif-

ferent from most existing works where some private information of the users are

known to the VSP, we are considering a more realistic asymmetric information sce-

nario in which all the private information of the sensing IoT devices are not known

to the VSP. In other words, the VSP does not know exactly the type of each IoT

device, i.e., its semantic score value ψe, its transmission rate value λb or its refresh

rate value γc. To solve the asymmetric information problem, we incorporate con-

tract theory into our model. Specifically, the VSP designs specific contract bundles

for each type of the sensing IoT devices with the aim of maximizing its utility, i.e.,

profit, while ensuring that each sensing IoT device does not deviate from choosing

the bundle designed for its true type. The VSP designs a contract bundle, denoted

as Ω† = {ωλ,γ,ψ : λ ∈ Λ, γ ∈ Γ, ψ ∈ Ψ} that consists of B × C × E contract items

denoted as ωλ,γ,ψ = {ŝλ,γ,ψ, π†
λ,γ,ψ} and characterized by a joint probability mass

function Q†(λ, γ, ψ) for each IoT device’s joint type combination. Hence, the VSP’s

utility from type-(λ, γ, ψ) IoT device is given by

R†(ωλ,γ,ψ) = σf(ŝλ,γ,ψ)− π†
λ,γ,ψ + (K −ϖγ), (5.4)

where σ is the revenue coefficient for the VSP and σf(ŝ) is the revenue of the VSP

from the data received from the sensing IoT device with type-(λ, γ, ψ). Motivated

by [117], we adopt the α-fairness function to define f(ŝ) as follows:

f(ŝ) =
1

1− α
ŝ1−α, (5.5)

where 0 < α < 1 is a given constant. The last term (K−ϖγ) in (5.4) represents the

benefit from the AoI. Specifically, K is a constant and (K−ϖγ) can be interpreted

as a satisfactory function from the average AoI [118], where a low average AoI

brings a high benefit to the VSP. The overall utility of the VSP from all sensing

IoT devices is then formulated as

R†(Ω†) =
∑
λ∈Λ

∑
γ∈Γ

∑
ψ∈Ψ

NQ†(λ, γ, ψ)
(
σf(ŝλ,γ,ψ)− π†

λ,γ,ψ + (K −ϖγ)
)
. (5.6)



Chapter 5. Semantic Information Marketing in The Metaverse: A Learning-Based
Contract Theory Framework 99

5.1.3 Digital Twin Delivery Model

5.1.3.1 Metaverse Users Modeling

In our model, we define the quality of a digital twin with respect to the Metaverse

users in terms of the resolution of the digital twin and the refresh rate per time

unit [119]. The resolution captures the size of the transmitted data while the

refresh rate captures the freshness of the data. In other words, if a Metaverse

user subscribes to a digital twin delivery service with resolution r (e.g., pixel per

inch), and refresh rate h (e.g., frame per second(FPS)), the VSP will assert the

delivery of the digital twin as requested to the Metaverse user. If the Metaverse

user accepts to buy a replica of the digital twin with quality (r, h), the VSP delivers

that replica to the Metaverse user and charges with price π‡(r, h). Nonetheless,

the Metaverse users have different preferences towards various combinations of

resolutions and refresh rates. To present this preference, we use valuation function

with both resolution and refresh rate parameters. Specifically, each Metaverse

user has some private valuation of both resolution and refresh rate, denoted as τ

and ϕ, respectively. These private valuation parameters capture both resolution

sensitivity, i.e., perception, and refresh rate sensitivity, i.e., timeliness. Based on

the works in [117, 120], we define the valuation of the Metaverse user with type-

(τ, ϕ) to the provided digital twin with resolution r and refresh rate h as

V ‡(τ, ϕ, r, h) = τg1(r) + ϕg2(h), (5.7)

where g1(·) and g2(·) follow an α-fairness function as earlier described in (5.5)

with changes only to parameter α. The Metaverse user is also required to have

enough bandwidth to receive data from the VSP in addition to its internal hardware

specifications, e.g., screen refresh rate [121]. Moreover, as the refresh rate h (in

FPS) increases, the inter-frame time decreases which is more preferred by the

Metaverse user. The Metaverse user needs to trade off between the quality of the

delivered digital twin against the cost. Therefore, the utility of the Metaverse user

with type-(τ, ϕ) after purchasing a digital twin with quality (r, h) is defined as

U ‡(τ, ϕ, r, h) = V ‡(τ, ϕ, r, h)− π‡(r, h). (5.8)
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5.1.3.2 VSP Modeling

The update rate of the VSP depends on the updates received from the sensing

IoT devices and on its rendering speed. We consider that the VSP has a constant

update rate. However, the Metaverse users have different capabilities and hence

should request a dedicated update rate. The VSP can adapt to the rate of the

Metaverse users by lowering the arrival rate (number of frames per seconds) and/or

by changing the priority of packet transmission. Furthermore, we should note that

the maximum arrival rate at the receiver depends on several factors, e.g., the screen

refreshing rate (if available), the hardware specifications of the receiver that allows

the receiver to decode data at a specific rate, and the allocated bandwidth to

support the arrival rate. Therefore, it is important for each Metaverse user to

choose the appropriate quality that matches with its specifications.

To guarantee the delivery of the digital twin with the specified quality, the VSP

needs to use a certain number of resources and algorithms which increases the de-

livery cost as the quality increases. For example, instead of using a single processor

or a single queue, to deliver all the digital twin packets to the Metaverse users, the

waiting time in the queue can be minimized for each Metaverse user, and hence,

minimizing the AoI at the Metaverse user side [116]. This adjustment significantly

minimizes the AoI at the Metaverse user side but increases the cost for the VSP.

We define the cost to the VSP to deliver the digital twin with quality (r, h) as

Υ‡(r, h) = Υ‡
0 + T ‡(r, h), (5.9)

where Υ‡
0 is a fixed cost for the VSP to collect data from the sensing IoT devices

and render the digital twin. T ‡(r, h) is the specific cost for quality (r, h). Finally,

the utility of the VSP for delivering a digital twin with quality (r, h) is defined as

the difference between the selling price and the cost, i.e.,

R‡(r, h) = π‡(r, h)−Υ‡(r, h). (5.10)

5.2 Contract Formulation

In this section, we formulate the contract design problem to maximize the utility of

the VSP when buying the semantic information from the sensing IoT devices and



Chapter 5. Semantic Information Marketing in The Metaverse: A Learning-Based
Contract Theory Framework 101

when selling the constructed digital twin to the Metaverse users. For the contract to

be feasible, it has to guarantee both the incentive compatibility (IC) and individual

rationality (IR) properties for all types [46]. In what follows, we describe IR and

IC properties with respect to the upstream layer, i.e., for the contract between

the VSP and the sensing IoT devices, and with respect to the downstream layer,

i.e., between the VSP and the Metaverse users. Finally, we propose a DRL-based

model to solve the contracts of the upstream and the downstream layers, which

we call iterative contract and is -to the best of our knowledge- an unprecedented

method to solve contracts.

5.2.1 Upstream Layer (VSP and Sensing IoT devices)

The VSP obtains historical data about the semantic levels and transmission rates

of different sensing IoT devices. The average AoI for each IoT device (and hence,

the refresh rate) is derived by the VSP from historical interactions. The VSP then

designs a contract by solving problem (5.13) and broadcasts the designed contract

to the IoT devices. Next, each IoT device sends its selected contract item to

the VSP, i.e., signs the contract with the VSP. Finally, the IoT devices send their

semantic information to the VSP and receive payments as specified in the contract.

A feasible contract in an open market must satisfy the IR and IC properties. The

IR and IC properties of the upstream layer are defined as follows

Definition 5.1. Individual Rationality (IR) for IoT device: An IoT device with

type-(λ, γ, ψ) will only accept to sell its semantic information to the VSP if its

utility is non-negative, i.e.,

U †
λ,γ,ψ(ŝλ,γ,ψ) ≥ 0, ∀λ ∈ Λ,∀γ ∈ Γ,∀ψ ∈ Ψ. (5.11)

Definition 5.2. Incentive Compatibility (IC) for IoT device: The utility of an IoT

device with type-(λ, γ, ψ) is maximized only when selecting the contract designed for

its true type, i.e.,

U †
λ,γ,ψ(ŝλ,γ,ψ) ≥ U †

λ,γ,ψ(ŝλ′,γ′,ψ′), ∀λ, λ′ ∈ Λ, ∀γ, γ′ ∈ Γ,∀ψ, ψ′ ∈ Ψ,

λ ̸= λ′, γ ̸= γ′, ψ ̸= ψ′.
(5.12)
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The IR condition ensures the participation of the sensing IoT devices while the

IC condition ensures that each sensing IoT device selects the contract designed for

its true type. The aim of the VSP is to design a contract (ŝ, π†) to maximize its

utility taking into account the IR and IC conditions, which is expressed as follows:

P1 : max
(ŝ,π†)

∑
λ∈Λ

∑
γ∈Γ

∑
ψ∈Ψ

NQ†(λ, γ, ψ)
(
σf(ŝλ,γ,ψ)− π†

λ,γ,ψ + (K −ϖγ)
)

(5.13a)

s.t. (5.11) and (5.12). (5.13b)

However, the parameters in (5.11) and (5.12) are private to the sensing IoT devices

and can be misreported to gain higher utility than deserved. Moreover, to solve P1

we need to address B×C×E IR constraints and (B×C×E)×(B×C×E−1) IC

constraints, which are all non-convex. Intuitively, such an optimization problem is

not straightforward to solve. The classical approach is to first define some lemmas

to constrain the pricing function and the types, e.g., monotonicity and pairwise

incentive compatibility, and then relax the optimization problem to reduce its

complexity. However, these methods are not directly applicable here due to the

multi-dimensionality of the contract. Interestingly, some recent works proposed

to introduce an auxiliary type to reduce the dimensionality of the contract and

then solve the relaxed problem using dynamic programming or branch and bound

techniques [45, 47]. However, these approaches add another layer of difficulty to the

problem formulation, which become more tedious, time consuming to adjust and

to prove the corresponding lemmas and theorems. Furthermore, the necessary and

sufficient conditions for these approaches further tighten the overall assumptions in

the system and limit its generality. In this work, we design a DRL-based iterative

multi-dimensional contract that is executed over several interactions between the

VSP and the sensing IoT devices. The VSP starts with a set of random bundles

and converges to the optimal set of bundles, which is the objective of the contract

designer. In what follows, we first start by defining the MDP of the upstream layer,

then briefly discuss how this MDP is solved.

Markov Decision Process: An MDP is defined by a tuple < S†,A†, r† > where

S† is the state space, A† is the action space and r† is the immediate reward received

by the agent, i.e., the VSP, after performing action a† at state s†.
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State Space: The state space of the system at time slot t (t = 1, 2, . . . , T ) is defined

as

S†(t) ≜
{
a†(t−1),π†(t), ŝ(t),x†(t),y†(t)

}
, (5.14)

where a†(t−1) is the action vector from the previous time slot, π†(t) is the price

vector at time slot t and ŝ(t) is the semantic information size vector at time slot

t. x†(t) and y†(t) are binary vectors of sensing IoT devices which have their IR an

IC violated, respectively. The system state is then defined as a composite variable

s† ≜ (a†,π†, ŝ,x†,y†) ∈ S†.

Action Space: For better budget allocation, the VSP is able to dynamically adjust

the prices and the semantic information size values for each contract bundle. Let

pricek denote the price for bundle k and η1,k a scalar to adjust the price between

two time slots for the contract bundle k. The price is updated as

π
†,(t+1)
k = pricek × (1 + η

(t)
1,k), (5.15)

where η
(t)
1,k ∈ [−range, range] and 0 ≤ range ≤ 1. The semantic information size

values are adjusted similarly. Let sizek denote the semantic information size value

for bundle k and η2,k denote a scalar to adjust the size between two time slots for

the contract bundle k. The semantic information size value is updated as

ŝ
(t+1)
k = sizek × (1 + η

(t)
2,k), (5.16)

where η
(t)
2,k ∈ [−range, range]. Based on these definitions of the price and semantic

information size adjustments, the action space of the VSP consists of the joint

action of reducing, increasing or keeping the current price and semantic information

size value for all contract bundles at time slot t. Therefore, the action space

is defined by: A† ≜
{

(a′, a′′) : a′, a′′ ∈ {0, 1, 2}
}

, where a′ = 0, a′ = 1 and

a′ = 2 refer to the actions of increasing the semantic information size, decreasing

the semantic information size or keeping the current size, respectively. Similarly,

a′′ = 0, a′′ = 1 and a′′ = 2 refer to the actions of increasing, decreasing or keeping

the current price, respectively. Intuitively, this definition of the action space implies

a total of 9 different combination of actions, i.e., (3× 3) actions, at each time slot.
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This strategy significantly reduces the action space size which helps the DRL to

converge quickly.

Immediate Reward: Since our objective in the contract is to maximize (5.13), we

craft the immediate reward function to align with this objective. To incorporate

the IC and IR constraints in (5.13) into the immediate reward function, we design

a multi-objective reward function based on weighted sum technique. Specifically,

we define the reward function as follows:

r†(S†(t), a†(t),S†(t+1)) = w1

∑
λ∈Λ

∑
γ∈Γ

∑
ψ∈Ψ

nλ,γ,ψ

(
σf(ŝ

(t)
λ,γ,ψ)− π†,(t)

λ,γ,ψ + (K −ϖγ)
)

+w2

[∑
x†(t) −

∑
x†(t+1)

]
+ w3

[∑
y†(t) −

∑
y†(t+1)

]
,

(5.17)

where w1 + w2 + w3 = 1 are the weight factors of each term in (5.17) and nλ,γ,ψ

is the number of sensing IoT devices with type-(λ, γ, ψ). The first term in (5.17)

reflects the objective of maximizing the VSP’s revenue. The second and third terms

reflect the objective of reducing the number of violations of IR and IC properties,

respectively. Note here that rewards are only received after the increment of the

timestep.

Optimization Formulation: The objective is to find a policy p†∗ that has the best

mapping from states to actions which maximizes the average long-term reward

R(p†). Formally, the optimization problem is defined as

max
p†

R(p†) = lim
Υ→∞

1

Υ

Υ∑
t=1

E(r†t (s
†
t ,p

†(s†t))), (5.18)

where r†t (s
†
t ,p

†(s†t)) is the immediate reward under policy p† at time t defined

in (5.17).4

The standard approach to solve the MDP described earlier is to adopt one of the

available single-agent DRL algorithms, e.g., DQN or PPO [73]. However, stan-

dard single agent DRL algorithms cannot solve the described MDP. Specifically, in

4Note that the unique ability of our solution is at optimizing for other objectives. Specifi-
cally, we might have other objectives that can be simply achieved by modification to the reward
function, e.g., maximizing the social welfare of the system.
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single agent DRL and at each time slot, the agent extracts a single action to per-

form. However, in our MDP there is a need to perform N actions simultaneously.

An interesting approach was proposed in [122] in which the authors proposed to

freeze time and allow a maximum of N actions to occur sequentially. However, the

problem studied in [122] has a sequential nature where the same action is repeat-

edly executed until a void action prevents further actions from execution, which is

different from our system. In our system, the VSP is performing simultaneous ad-

justment for all the tuples of the N sensing IoT devices, i.e., semantic information

sizes and prices. As there are several actions to be executed simultaneously, an

attractive approach is to adopt multi-agent reinforcement learning (MARL) [73].

In MARL systems, several agents are trained to work independently to achieve one

goal or compete against each other. However, our studied system also differs from

these settings as we only want to train the VSP to derive the optimal contract and

there are no other agents to train. Inspired by MARL and the work in [122], we

develop a novel MARL architecture to solve the optimal iterative contract problem.

In what follows, we first continue the formulation of the downstream layer and its

corresponding MDP. Next, we describe the details of our proposed learning-based

iterative contract.

5.2.2 Downstream Layer (VSP and Metaverse users)

In this layer, the objective of the VSP is to find a set of qualities of the delivered

digital twin jointly with their respective prices to maximize its revenue. As earlier

described, the quality of the delivered digital twin is measured using the resolution

(which reflects the perception) and refresh rate (which reflects the timeliness of

the information). Hereafter, we denote the set of available resolutions as R, the

set of refresh rates as H, and the set of prices as Π‡. Here we consider that

the different combinations of resolutions and refresh rates are referred to by an

auxiliary variable q. For each Metaverse user with type-(τ, ϕ), the VSP assigns

a quality qτ,ϕ and charges a price π‡
τ,ϕ. The set of quality-price combinations is

denoted as Ω‡ = {(qτ,ϕ, π‡
τ,ϕ)|∀τ ∈ Ξ,∀ϕ ∈ Φ}. The IR and IC properties of the

downstream layer are defined as follows.

Definition 5.3. Individual Rationality (IR) for Metaverse user: A Metaverse user

with type-(τ, ϕ) will only accept to trade, i.e., purchase the digital twin, with the
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VSP if its utility5 is non-negative, i.e.,

V ‡(τ, ϕ, qτ,ϕ)− π‡
τ,ϕ ≥ 0, ∀τ ∈ Ξ,∀ϕ ∈ Φ. (5.19)

Definition 5.4. Incentive Compatibility (IC) for Metaverse user: The utility of

a Metaverse user with type-(τ, ϕ) is maximized only when selecting the contract

designed for its true type, i.e.,

V ‡(τ, ϕ, qτ,ϕ)− π‡
τ,ϕ ≥ V ‡(τ, ϕ, qτ ′,ϕ′)− π‡

τ ′,ϕ′ ,

∀τ, τ ′ ∈ Ξ,∀ϕ, ϕ′ ∈ Φ, τ ′ ̸= τ, ϕ′ ̸= ϕ.
(5.20)

Since the VSP dominates the trading process, we model the digital twin trading as

a monopoly market, in which the VSP’s objective is to maximize its overall utility,

which is written as

R‡(Ω‡) =
∑
τ∈Ξ

∑
ϕ∈Φ

MQ‡(τ, ϕ)
(
π‡
τ,ϕ −Υ‡(qτ,ϕ)

)
, (5.21)

where Q‡(τ, ϕ) is the joint probability mass function of the Metaverse users having

type-(τ, ϕ) and is obtained from previous observations [117]. For instance, each

Metaverse user device support a different frame rate and have different valuation

towards them, which is a private information for each Metaverse user. Nevertheless,

the VSP has some prior knowledge about their probability distribution which is

modeled here using Q‡(τ, ϕ). In order for the contract to be feasible, it has to

guarantee both IC and IR. Therefore, the optimal contract can be derived by

solving the following problem:

P2 : max
(q‡,π‡)

∑
τ∈Ξ

∑
ϕ∈Φ

MQ‡(τ, ϕ)
(
π‡
τ,ϕ −Υ‡(qτ,ϕ)

)
, (5.22a)

s.t. (5.19) and (5.20). (5.22b)

However, the parameters in (5.19) and (5.20) are private to the Metaverse users

and can be misreported. Similar to the upstream layer problem, this problem is

addressed using DRL. Therefore, in what follows, we first start by describing the

5Note that we use V ‡(τ, ϕ, qτ,ϕ) instead of V ‡(τ, ϕ, r, h) for notational consistency.
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MDP of the downstream layer. Next, the solution of this MDP and that of the

upstream layer is described in detail.

Markov Decision Process: The MDP of the downstream layer is defined by the

tuple < S‡,A‡, r‡ > where S‡ is the state space, A‡ is the action space and r‡ is

the immediate reward received by the agent, i.e., the VSP, after performing action

a‡ at state s‡.

State Space: The state space of the system at time slot t (t = 1, 2, . . . , T ) is defined

as

S‡(t) ≜
{
a‡(t−1),π‡(t), q(t),x‡(t),y‡(t)

}
, (5.23)

where a‡(t−1) is the action vector from the previous time slot, π‡(t) is the price

vector at time slot t and q(t) is the digital twin quality vector at time slot t.

x‡(t) and y‡(t) are binary vectors of Metaverse users which have their IR an IC

violated, respectively. The system state is then defined as a composite variable

s‡ ≜ (a‡,π‡, q,x‡,y‡) ∈ S‡.

Action Space: The action space for the downstream layer is identical to that of the

upstream layer with difference only in adjusting the quality instead of the semantic

information size.

Let price′k denote the price for bundle k and η′1,k denote a scalar to adjust the price

between two time slots for the contract bundle k. The price is updated as

π
‡,(t+1)
k = price′k × (1 + η

′(t)
1,k ), (5.24)

where η
′(t)
1,k ∈ [−range, range]. The quality values are adjusted similarly. Let qk

denote the quality value for bundle k and η′2,k denote a scalar to adjust the quality

between two time slots for the contract bundle k. The quality value is updated as

q
(t+1)
k = qk × (1 + η

′(t)
2,k ), (5.25)

where η
′(t)
2,k ∈ [−range, range].
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Immediate Reward: The reward function of the downstream layer is crafted to

maximize (5.22) while incorporating the IR and IC constraints defined in (5.19)

and (5.20), respectively. Therefore, the reward function of the downstream layer is

formalized as

r‡(S‡(t), a‡(t),S‡(t+1)) = w′
1

∑
τ∈Ξ

∑
ϕ∈Φ

nτ,ϕ

(
π
‡,(t)
τ,ϕ −Υ‡(qτ,ϕ)

)
+ w′

2

[∑
x‡(t) −

∑
x‡(t+1)

]
+w′

3

[∑
y‡(t) −

∑
y‡(t+1)

]
,

(5.26)

where w′
1 +w′

2 +w′
3 = 1 are the weight factors and nτ,ϕ is the number of Metaverse

users with type-(τ, ϕ).

Optimization Formulation: The optimization problem of the downstream layer is

defined as

max
p‡

R(p‡) = lim
Υ→∞

1

Υ

Υ∑
t=1

E(r‡t (s
‡
t ,p

‡(s‡t))), (5.27)

where r‡t (s
‡
t ,p

‡(s‡t)) is the immediate reward under policy p‡ at time t defined

in (5.26).

5.2.3 Iterative Contract Design

The proposed learning-based iterative contract is shown in Figure 5.2 while Algo-

rithm 5 summarizes the major steps. Here we describe the framework with respect

to the upstream layer while its application on the downstream layer is straightfor-

ward as clearly seen from the similarity between their MDPs.

Sensing IoT

devices
VSP environment

Sizes: k=[ 1, 2,…, N]

Prices : k=[ 1, 2,…, N]

( k, k)

( k+1, k+1)

(xk, yk)

(xk+1, yk+1)

Adjust bundles ( k, k) Check IR and IC violations

Figure 5.2: Proposed learning-based iterative contract.
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Specifically, the algorithm (administered by the VSP) starts by initializing the

semantic information size vector ŝ and the price vector π† based on a uniform

distribution from the intervals [sizek × (1 − range), sizek × (1 + range)] and

[pricek × (1 − range), pricek × (1 + range)], respectively. In addition, the bi-

nary vectors x(t) and y(t) are initially set to 1 for all the vectors’ elements. Next,

the VSP initializes N single-agent DRL networks to learn the optimal strategy for

adjusting the bundles of each sensing IoT device. As there are a variety of DRL

algorithms with some algorithms working better in some domains than others, we

adopt our previously developed prioritized double deep Q-Learning (PDDQL) al-

gorithm proposed in [54] and refer the reader for the detailed description therein.

At the very first iteration of the algorithm, the VSP populates the initial set of

bundles directly to the N sensing IoT devices. The number of different types in

the multi-dimensional contract is extracted from previous interactions with the

sensing IoT devices. Once the sensing IoT devices receive the contract bundles,

each sensing IoT device verifies whether its IR or IC is violated based on (5.11)

and (5.12) and then returns a binary tuple (x, y) to the VSP. The VSP then con-

structs the full vectors x(t) and y(t) and share their content with each agent in its

environment. We refer to this step as augmentation of the MDP as the agents are

augmented with information initially unobservable about the states of each other

(i.e., IR and IC violations, previous actions, semantic information sizes and prices).

At this point, each agent executes the PDDQL algorithm to extract the optimal

adjustment to be performed based on the set of actions as earlier defined. As such,

we name this algorithm augmented multi-agent PDDQL (MA-PDDQL). Next, the

VSP performs the appropriate adjustments for each bundle, i.e., semantic infor-

mation sizes and prices, and then delivers the new set of bundles to the sensing

IoT devices to start the next round. Once we reach a state where x
(t)
i = y

(t)
i = 0

for all the vectors elements, the derived contract is considered feasible and satisfy

IR and IC conditions. However, the solution is not necessarily optimal. Several

rounds needs to be executed until no improvement in the VSP’s utility/revenue is

obtained. For this reason, we call our framework as an interactive contract where

the optimal contract is derived based on several rounds of interaction between the

VSP and the sensing IoT devices.

We should note here some key features in the design of our proposed framework:

• First, a technical challenge to solve is the convergence of the DRL-based
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contract as the prices of all bundles change simultaneously. Specifically, the

very frequent changes in the price or the semantic information size of one

bundle affects the strategy of all the participants when choosing their optimal

contract bundle. This makes the DRL environment non-stationary and noisy

for each agent to learn a stable policy. We address this issue by establishing

a virtual communication channel between the learning agents in the MARL

environment, which we refer to as augmentation of the MDP. Specifically,

after receiving the IR and IC tuples from all the sensing IoT devices, the

full vectors x(t) and y(t) are created and shared as part of the state of each

agent. In addition, each agent in the VSP environment is aware of the current

set of bundles and the previously taken actions by all other agents. This

augmentation of the observation space for each agent makes the MDP easily

learnable and the agents can then learn from collective experiences.

• In traditional contracts, the distribution of the types is assumed to be known

and is necessary to drive the optimal set of bundles (e.g., see [46, 47]). How-

ever, if the distribution changes, the already derived solution will not be

optimal and might become infeasible (IR and IC will be violated). In our

learning-based contract, there is no need to have this prior information.

• The MA-PDDQL algorithm requires from the sensing IoT devices only a flag

about their IR and IC status and not their private types, which is totally

different from existing contract solutions that requires the disclosure of these

information (referred to as the revelation principal in contract theory [13]).

Some privacy-sensitive participants may be reluctant about engaging in such

contracts as their private information might be used for other purposes be-

yond the contract, e.g., delivering dedicated advertisement as studied in [50].

Our design preserves the privacy of the participants about their private types

which is a major usefulness of our proposed framework.

• A major issue to address is the willingness towards untruthful behavior by the

sensing IoT devices during the learning process, which leads to the violation

of the IR and IC properties. In our framework, the participants have no

information about their utilities in the next round as the VSP will adjust

all the bundles in an unpredictable strategy. This can cause the utility of

a participant to decrease in the current state, which can be the final state,

compared to a previous state where its utility was higher. Therefore, the
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participants are incentivized not to misreport their true state, i.e., IR and IC

violations.

Algorithm 5: Augmented MA-PDDQL Algorithm pseudo-code

Input : Initialize semantic information size and prices to random values.
Output: Optimal semantic information sizes and prices (ŝ, π†).

1 for t = 1, 2, . . . to convergence do
2 Initialize empty action list;
3 for i = 1, 2, . . . to N do
4 Select action for device i based on PDDQL and append to the action

list;

5 end
6 Execute the simultaneous actions from the action list and get the next

state;
7 for i = 1, 2, . . . to N do
8 Store the tuple (st, at, st+1, rt) and update the policy of agent i;
9 end

10 end

Next, we evaluate the proposed learning-based iterative multi-dimensional contract

framework.

5.3 Numerical Evaluation

In this section, we validate the performance of our proposed iterative contract for

the Metaverse through extensive simulations. As in [7], we use existing semantic

extraction algorithms to process images and radar signals to extract the seman-

tics [113, 123]. As stated before, the structure of our iterative contract in the

upstream layer is quite similar to the one in the downstream layer. Therefore, we

present here the numerical results for the upstream layer only.

5.3.1 Simulation Settings

Unless otherwise stated, the DRL algorithm is trained over 700 episode with 200

iterations on each episode. The choice of the number of episodes is based on

extensive simulations with different values and the chosen value is taken usually

as the double or the triple of the point where no additional improvement in the

learning observed. In addition, the weighting factors in the reward function are all

set to 0.33. Similar to [117], we also consider a total of 27 (3x3x3) different sensing
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IoT device types. The type of each sensing IoT device is chosen uniformly from the

set of possible joint types (B×C×E). Furthermore, the types and other variables

such as the transmit power and the energy consumption of the sensing IoT devices

are normalized between 0 and 1 [45, 117]. We consider that range = 0.9 while n1,k

and n2,k take values from the discrete set [−0.9,−0.7, . . . , 0.7, 0.9].

5.3.2 Benchmarking Scheme

Due to the novelty of our developed MA-PDDQL and the iterative contract design,

it is difficult to find existing baselines to compare with. Therefore, to evaluate

and show the benefits of our novel augmented MA-PDDQL algorithm, we design

a baseline scheme called Naive MA-PDDQL based on [124]. Different from the

augmented MA-PDDQL, the naive MA-PDDQL uses a partially observed MDP

(POMDP) for each agent. Specifically, the POMDP state is defined as

S†(t)
naive ≜

{
a†(t−1), π†(t), ŝ(t), x†(t), y†(t)

}
, (5.28)

The action set and immediate reward function are also scaled down to the case of

single observations. Since the state observation of each agent does not represent

the whole system state as earlier defined in the augmented MDP, each agent has

only a partial observation.

5.3.3 Results

5.3.3.1 Convergence analysis and validity of the feasibility conditions

To observe the convergence behavior of our learning-based iterative contract, we

measure the number of IR and IC violations and the revenue of the VSP at the last

iteration of each episode.6 We observe from Figure 5.3a that the average reward

of the augmented MA-PDDQL stabilizes after 350 episodes. However, the average

reward of the naive MA-PDDQL is lower than that of the augmented MA-PDDQL

and stops increasing after 100 episode only, indicating that the naive MA-PDDQL

is not able to converge. As observed from Figure 5.3b, the number of IR and IC

6Convergence is the point where no additional VSP revenue can be further achieved and at
the same time, no IR and IC violations can be further minimized.
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violations for the augmented MA-PDDQL decreases as the algorithm progress in

learning. Interestingly, we observe from Figure 5.3b that there is an improvement in

the minimization of the IR violations for the naive MA-PDDQL while no significant

change occurs for the number of IC violations. This is justified by the fact that

the IR constraint is much simpler than the IC constraint. The IR constraint needs

only to guarantee that the utility of the participants is non-negative, while the

IC constraint needs to guarantee that the utility of a participant is maximized for

the true type of the participant compared to all other types. The latter cannot

be learned by the naive MA-PDDQL because of the non-stationarity problem of

the POMDP. Specifically, as each agent in the naive MA-PDDQL environment

observes only its private state, and thus is unaware of other agents changes of their

bundles, it is unable to find an optimal adjustment for its bundle to meet the IC

constraint for its respective sensing IoT device.7

To dive further in the structure of our learning-based algorithm, we plot in Fig-

ure 5.3c the average revenue of the VSP as the training progress. Remarkably, we

observe that the average revenue of the VSP decreases as the training progress,

which seems to behave against our main objective, i.e., maximization of revenue

of the VSP as stated in P1. However, we should understand from Figure 5.3b that

in the first few episodes, the obtained revenue of the VSP is achieved while having

the IR and IC properties violated for the majority of the participants, i.e., sensing

IoT devices. This implies that the majority of the sensing IoT devices will behave

untruthfully and select contract items not dedicated for their true types, making

the realized utility of the VSP very low compared to the expected one. At the

end of the training, the derived VSP utility is achieved with majority of the IR

and IC satisfied. Here, we should note that an important difference between our

learning-based contract and existing works on contract theory is the satisfaction of

the feasibility conditions, i.e., IR and IC, under information asymmetry. In classical

approaches, the IR and IC constraints need to be satisfied for all the participants,

i.e., sensing IoT devices. However, in our framework, we aim to minimize their

occurrence.

7Since our algorithm is based on multi-agent reinforcement learning which is a class of al-
gorithms having an open problem on convergence, we believe that it is hard to find such proof
unless making new assumptions on the functions in the system [125]. Nevertheless, this requires
further investigation in future works.
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Figure 5.3: (a) Total reward for each episode. (b) Average number of IR and
IC violations. (c) Average revenue of the VSP and sensing IoT devices.
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We also plot how the utility of the sensing IoT devices changes as the training

progresses in Figure 5.3c. The red color refer to the utility of the sensing IoT devices

in the case that they have chosen their designated bundle (i.e., IC preserved). The

green color, however, refers to the case when the sensing IoT devices choose the

bundle that maximize their utility. In both scenarios, we observe that the utility of

the sensing IoT devices increases then stabilize after episode 100 while the revenue

of the VSP decreases and then stabilizes, which is counter-intuitive. To explain this

behavior, we first note that based on the objective function in P1, we should only

maximize the revenue of the VSP. From (5.11), it seems that the optimal strategy

for the VSP is to set the price for each contract item equal to their valuation by

their corresponding sensing IoT devices. In this case, the utility of the sensing IoT

devices will be equal to zero. Based on this observation, we expect the revenue

of the VSP to increase and the utilities of the participants to decrease. However,

as the objective function of problem P1 is adjusted in the reward function of the

MDP, an action that further minimizes or maintains the number of IR and IC

violations is given a positive reward (see the last term in (5.17)). Therefore, the

derived bundles are not pushed towards minimizing the gap between the provided

prices and the private valuations of each sensing IoT device, which justifies the

increase of the utility of the sensing IoT devices.

5.3.3.2 Impact of the weighting factors

Motivated by the previous results from Figure 5.3c, we further study the impact

of the weighting factors in the reward function on the performance of our frame-

work. In this experiment, we set three different scenarios for the values of w1, w2

and w3 and observe how the VSP revenue and the IR and IC violations changes.

Specifically, we consider the following scenarios: (w1, w2, w3) = (0.33, 0.33, 0.33),

(w1, w2, w3) = (0.33, 0.01, 0.66) and (w1, w2, w3) = (0.01, 0.01, 0.98). The results

are shown in Figure 5.4. Interestingly, we observe from Figure 5.4b that putting

a weight of 0.01 on the IR term gives better results for the IR violation compared

to the case of setting a higher weight 0.33. This is explained by the fact that

IR is satisfied for the majority of the sensing IoT devices, which is dependant on

the sets of semantic information size and prices that the MA-PDDQL is learning

on. We should also note that putting more weight on the IC term helps reducing

the IR violation further and hence, minimizes the influence of the weight term of

the IR term. Specifically, during the IC property verification, each sensing IoT
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Figure 5.4: Impact of the weighting factors: (a) average VSP revenue. (b) and
(c) average number of IR and IC violations.
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device compares its utility when choosing its true type with the case of choosing

any other type. Therefore, if its IC property is not violated, its utility is unlikely

to be negative.

We also plot in Figure 5.5a and Figure 5.5b the average number of IR and IC

violations when changing the weighting factors. Specifically, we measure the prob-

ability of IR and IC violations to be under 10 % from episode 350 to episode 700.

The results are shown in a box plot where on each box, the central mark indicates

the median value and the bottom and top values of the box indicate the 25th and

75th percentiles, respectively. Figure 5.5a validates the previous results that the

IR violation rate diminishes as more weight is given to the IC term. Furthermore,

we observe from Figure 5.5b that when more weight is given to the IC term in the

reward function, the majority of the IC violation rates are bellow 1 violation only

on average. This results indicates that the derived solution to the contract problem

is unlikely to violate the feasibility conditions. We also plot in Figure 5.5c the time

complexity of our DRL-based solution. We observe that the MA-PDDQL has a

linear complexity of O(N) with respect to the number of devices. This is because

at each iteration, the algorithm executes the PDDQL of each agent sequentially.

5.3.3.3 Impact of the number of participants and the number of con-

tract items

In this experiment, we vary the number of combinations of the three-dimensional

contract types and observe how the VSP revenue and the sensing IoT devices utili-

ties change. The experiment is conducted on different number of participants, i.e.,

different N sensing IoT devices, as shown in Figure 5.6a and Figure 5.6b. We set

three different scenarios for the number of contract items: 8(2x2x2), 27(3x3x3) and

64(4x4x4). We observe that as the number of participating sensing IoT devices in-

creases, the revenue of the VSP and the utility of the sensing IoT devices increase.

This result is expected because more participating sensing IoT devices bring more

semantic information to the VSP and hence the VSP gets higher utility. Interest-

ingly, we observe from Figure 5.6b that as the number of contract items increases,

the utilities of the participating sensing IoT devices decreases. This is due to the

fact that as the contract designer is able to derive more specific contract items for

each participant based on their private information at a low level of precision, e.g.,

semantic value or AoI, it can extract more profit, which is reflected by the decrease

in the utility of the participants. However, the profit that the VSP receives is
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marginal as observed from Figure 5.6a, which is due the IR and IC constraints

that have to be minimized. The algorithm adjust the contract bundles to satisfy

IR and IC with less importance to the maximization of the VSP’s revenue.

5.3.3.4 Sensitivity to the distribution of types

To further push our proposed framework to the limits, we train the model on a

specific distribution of the types and then plug in other distribution and observe

how the system reacts. Change of the distribution between training time and test-

ing time is a common problem in DRL, see for example [126], and its important

to evaluate our framework for this change. During training time, the joint type of

each sensing IoT device is chosen uniformly from the different types’ sets. How-

ever, at test time, we change the distribution of the joint type by changing the

probabilities of each element in each set of types, i.e., Ψ,Λ and Γ. The number of

sensing IoT devices is set to 10. The following results are that of the augmented

MA-PDDQL algorithm after convergence. The algorithm is given a set of tuples

(semantic information sizes and prices) drawn from random values and the objec-

tive is to adjust the tuples to find an optimal solution that maximizes the revenue

of the VSP and minimizes the number of IR and IC violations. We consider three

different scenarios. The first one is to consider the type of contract items drawn

from the same distribution of the training time, i.e., uniform distribution. The

second scenario is to consider the testing distribution drawn from a set with more

weight on the lower types of the sets Ψ,Λ and Γ. In the third scenario, we consider

larger weights are given to higher types values. Figure 5.6c shows the results of

this experiment.

We observe that the revenue of the VSP is marginally affected by the change of

the distribution. However, the utilities of the sensing IoT devices when the lower

types are giving larger weights are greater than that of the case of equal weights.

Moreover, the utilities of the sensing IoT devices when the higher types are giving

larger weight is less than that of the case of equal weights. We explain this behavior

by observing that the DRL-based model is trained on types drawn from a uniform

distribution. When faced with devices with lower types only (on all of the three

dimensions), the model is not able to optimally minimize the gap between the cost

and the price which makes the utilities of lower types devices higher. Similarly, this

makes the utility of higher type devices less than that if the model was trained on

the same distribution. However, note that the main objective of the VSP is not to
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minimize the utility of the sensing IoT devices. Instead its main objective, as shown

in the objective function of P1 is to maximize its revenue while guaranteeing IR

and IC, which is successfully achieved in all scenarios. Moreover, our experiments

show that the IR and IC violations remain low in all the cases. These results show

the power of generalization of our model which can reach an optimal solution when

facing newly observed scenarios.

5.3.4 Discussions

In this section, we evaluated the performance of our proposed system design with

specific application on the upstream layer of the Metaverse ecosystem. Here, we

highlight some insightful observations.

First, based on our analyzes of Figure 5.4, we observe that there is another incen-

tive for the participants, i.e., sensing IoT devices, not to misreport their true flags

regarding the IR and IC violations, which is due to the uncertainty that the partic-

ipants has about the weighting factors of the VSP. Specifically, the participants can

not differentiate between the case where the VSP is putting more weights on the IR

or IC terms (so their weights approach zero) or on its revenue maximization term.

This is because The VSP can alternate between the case of maximizing its revenue

and the case of minimizing IC and IR violations. This way the participants cannot

distinguish between the two modes and submit their IR and IC states truthfully.

Second, existing works on wireless communication where contract theory is used

focused mainly on the IR and IC properties. However, if the participants, i.e.,

sensing IoT devices, can create some form of collusion amongst them, they can

then by misreporting their true types push the VSP to increase the prices for

which they sell their semantic information. This strategy increases the profit of

the sensing IoT devices at the cost of decreasing the profit of the VSP, which is not

desirable by the VSP. Nevertheless, our framework can help reducing the effect of

collusion on the VSP’s profit. Specifically, collusion can be mitigated by the VSP

having statistical observations about the current derived prices and the previous

ones. If the VSP observes an increasing gap between the new and old prices, it

can then block the participants that are cooperating together. Knowing this, the

malicious participant would have no incentive to misbehave.

Finally, it is also interesting to explore the strategy of joint optimization of the

upstream layer and the downstream layer in a single MDP as it is expected to better
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help the VSP increase its profit and the profit of the Metaverse users. Specifically,

based on the earlier definition of the upstream layer and the downstream layer

MDPs, we observe that the solution to both layers is derived independently. In

other words, the VSP derives the solution to the upstream layer first then solves

the downstream layer problem subsequently. However, in practice, the quality of

the digital twin provided to the Metaverse users through the downstream layer is

impacted by the quality of the semantic information provided by the sensing IoT

devices in the upstream layer. Therefore, we should investigate how to link both

layers to maximize the revenue of the VSP and the utility of the Metaverse users.

To address this issue, a hierarchical interaction between the MDP of the upstream

layer and that of the downstream layer worth investigation.

5.4 Conclusion

In this chapter, we design a semantic aware truthful mechanism for the Metaverse

based on contract theory and MARL. Specifically, we design a two-layer Metaverse

ecosystem where in the first layer, the VSP hires sensing IoT devices to obtain

semantic information about the physical environment and render the digital twin.

In the second layer, the VSP delivers the constructed digital twin to the Metaverse

users. We then use contract theory to design the pricing bundles on both layers.

We design a novel architecture for the contract in which the VSP interacts with

the participants, i.e., sensing IoT devices or Metaverse users, to derive the optimal

set of bundles. This interaction is conducted by using a new variant of MARL that

we develop where the VSP creates DRL instances for each participant and sets

the objective to maximize its revenue while minimizing the IR and IC violation

rates. The simulation results show that our designed framework achieves good

performance in terms of maximizing the profit of the VSP while not requiring

several assumptions about the system model. In addition, when faced with a set

of participants with types from a distribution different from the one they were

trained on, our learning-based iterative contract is able to derive an optimal set

of pricing bundles with minimal loss showing the generality of our framework to

unobserved scenarios. As a future work, it is interesting to explore the use of

our proposed framework to solve bilinear optimization problems as they share a

lot of similarities. In addition, it is interesting to explore the strategy of joint

optimization of the upstream layer and the downstream layer in a single MDP
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as it is expected to better help the VSP increase its profit and the profit of the

Metaverse users.





Chapter 6

Conclusions and Future Work

In this thesis we have studied several security and reliability issues in multi-function

wireless systems. In particular, we have addressed the issue of jamming attacks

in Chapter 3, the issue of covertness and channel allocation in Chapter 4, and the

impact of information asymmetry in Chapter 5. In this chapter, we first summarize

the main contributions of this thesis and then provide some insightful ideas about

future research directions.

6.1 Conclusions

Multi-function wireless systems are designed to enable wireless devices to perform

multiple operations using the same spectrum and hardware, which results in effi-

cient spectrum re-utilization and reduced hardware costs. However, these benefits

can only be realized if the wireless system is secure and reliable against malicious

attacks and behaviors. Therefore, in this thesis, we address some urgent security

and reliability problems faced by multi-function wireless systems with specific fo-

cus on physical and application layers. In Chapter 1, we have presented a general

overview of multi-function wireless systems and presented our research scope mo-

tivated by the security and reliability challenges faced in multi-function wireless

systems. In Chapter 2, we have conducted a literature review of existing works that

are related to our study, where we have discussed their limitations, highlighted the

novelties of our contributions, and showed their significance compared to existing

works.

125
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In Chapter 3, we have designed a robust multi-function wireless system that can

effectively withstand various types of jamming attacks, ensuring its reliability and

continuous operation. We used DRL, ambient backscatter technology and decep-

tion strategy to transmit signals opportunistically and mitigate jammers in multi-

function wireless systems. Specifically, by formulating the system functionalities

as a joint optimization problem of multiple queues for each function, we were able

to effectively mitigate the impact of jammers on the multi-functions of the wire-

less system. We have integrated various anti-jamming techniques into a single

framework. This includes the use of deception mechanism to lure the jammer into

predictable actions, and the application of ambient backscatter technology to uti-

lize the jamming signals. To address the uncertainty in jamming strategy, such as

the jammer’s capability, we developed a deep reinforcement learning algorithm to

efficiently find the optimal defense policy for the multi-function wireless system.

Our investigations revealed that the proposed design not only effectively mitigates

jamming attacks, but also utilizes the jamming signals to enhance system perfor-

mance. We examined the designed system under different strategies of jamming

attacks and verified that the proposed model achieves high reliability levels.

In Chapter 4, we addressed two problems that emerges in multi-function wireless

systems: privacy of the transmitted signals and robustness of the channel allocation

for the multi-function devices. Specifically, we have proposed a novel covert multi-

function wireless system that enables the wireless devices to transmit their signals

covertly in the presence of watchful adversary. We achieved this by deploying

friendly jammers that are controlled by the SSP, along with careful adjustment of

the transmit power of both the multi-function device and the friendly jammers.

Secondly, we tackled the challenge of channel allocation among multiple multi-

function devices, which can lead to misbehavior during the allocation process. To

address this, we proposed a multi-item multi-buyer auction framework that enables

the spectrum service provider to allocate its resources securely. We ensured the

truthfulness of the auction mechanism to prevent participants from misbehaving,

and we further improved its resiliency and efficiency in real deployments by using

the robust optimization framework.

In Chapter 5, we have studied the problem of information asymmetry with limited

access to private information in multi-function wireless systems with specific appli-

cation on Metaverse ecosystem. We explore the challenges of selecting appropriate
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sensing IoT devices to collect data and the need for proper pricing bundles. We

discuss the limitations of existing approaches, such as Stackelberg games and clas-

sical contract theory, and proposed a new iterative contract mechanism based on

MARL that addresses these limitations. Interestingly, we have shown that the pro-

posed iterative contract model preserves the privacy of the participants as it does

not require sensitive information to be disclosed. In addition, we have proposed

to integrate semantic extraction algorithms to deliver semantic information only

by the multi-function devices to minimize the required bandwidth. We conducted

extensive simulations on a dataset comprising synchronized camera and radar im-

ages, and showed that our novel design enables a fast replication of the digital copy

with high accuracy, incentivize the participants in the Metaverse market to behave

truthfully and, preserves the privacy of the multi-function devices.

To sum up, this thesis addresses various emergent problems in multi-function wire-

less systems, and our contributions from different networking layers and angles aim

to assist engineers in building more secure and reliable wireless systems that can

accommodate the deployment of multi-function wireless devices. The work pro-

poses innovative solutions to mitigate jamming attacks, protect mobile operators,

and incentivize truthful participation in the spectrum market.

6.2 Future Work

Based on our deep study of different security and reliability issues in multi-function

wireless systems, we find that there is a number of potential open research directions

for future works.

6.2.1 Scalability of DRL-based Anti Jamming Technique

In Chapter 3, we have developed a framework for multi-function wireless systems

that enables continuous operation of the system under jamming attacks. We de-

veloped an intelligent deception strategy based on ambient backscatter communi-

cation and deep reinforcement learning. However, the proposed model is limited in

terms of scalability. For instance, if the network has multiple JRC nodes that are

communicating with a receiver, it becomes harder for the receiver to decode the

modulated ambient backscatter signals. As a result, further research is needed to

identify the most suitable modulation scheme within our proposed anti-jamming
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model to enable all the JRC nodes and the receivers to operate efficiently. Fur-

thermore, since several multi-function wireless nodes need to learn their optimal

strategies to counter the jammer, the evaluation of emerging deep learning tech-

niques to improve the quality of learning and training time, such as collaborative

learning as demonstrated in [127], should be explored. Additionally, it is also inter-

esting to investigate the possibility of integrating other anti-jamming techniques,

such as beamforming, into the proposed system to enhance its resiliency against

more sophisticated jamming attacks.

6.2.2 Mitigating Eavesdroppers

The time division access method used in Chapter 3 can be further explored. This

operational mode lowers the probability of intercept (LPI) [128], i.e., the prob-

ability of the radar being detected and gives more freedom in designing robust

techniques to mitigate eavesdropping attacks. Existing works on eavesdropper

mitigation on JRC systems has to face the trade-off between increasing the secrecy

rate at legitimate receiver and increasing the probability of detection for the radar

system [81]. Since our design is using a TD access method, the secrecy rate at

the receiver is not constraint by the radar performance, which gives more degrees

of freedom in adopting the appropriate solution to increase the system robustness

against eavesdroppers. Specifically, when transmitting data we can add artificial

noise at the transmitter to minimize the SINR at the radar targets (which can

be a potential eavesdropper) while maintaining a high secrecy rate value for the

communication channel [129]. When transmitting radar sensing signals, we don’t

need to add artificial noise and thus allow the SINR at the radar targets to be as

high as possible, which then increases the detection probability.

6.2.3 Solving Bilinear Optimization Problems

Another main observation from our results and the structure of the augmented

MDP presented in Chapter 5 is that our proposed framework can be used to solve

bilinear optimization problems. The standard strategy to solve bilinear optimiza-

tion problem is to use either branch an bound or Generalized Benders Decomposi-

tion [130]. For instance, in a closely related work [47], the authors formulated the

problem as a multi-dimensional contract then used a variant of branch an bound

technique to solve the derived bilinear optimization problem. What our framework
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offers is that if the constraints of the bilinear optimization problem can be incorpo-

rated into the objective function of the augmented MDP, which we effectively did

in our application on the upstream and downstream layers of the studied Metaverse

ecosystem, other bilinear optimization problems can be then solved by using our

proposed MARL framework. This idea requires further theoretical and analytical

investigations.

6.2.4 Moral Hazard Problem And Semantic Attacks

The success of our iterative contract method presented in Chapter 5 to mitigate

the problem of adverse selection in multi-dimensional contract encourages us to

try it on the second major issue in contracts, i.e., moral hazard problem. The ad-

verse selection problem occurs before the agreement on the contract bundles, while

the moral hazard problem occurs after the participants, i.e., sensing IoT devices

and Metaverse users, have signed the contract. For instance, sensing IoT devices

can misbehave in reporting their semantic information (e.g., use a lower quality

semantic extraction algorithm to save more energy, resend the same semantic in-

formation in consecutive times to avoid recollection of data and execution of the

semantic extraction algorithm). Thus, an incentive to be untruthful after signing

the contract exists. Moreover, some attackers can pretend to be legitimate sensing

IoT device and start a semantic attack on the system. Specifically, once the at-

tacker is admitted as a valid source of semantic data, the attacker uses generative

adversarial models (GANs) to generate fake images and lure the system to use its

input data for its future operations [131, 132].

To this end, the VSP needs to find a way to prevent this type of attacks. The

contract needs to be designed in a way that the VSP can tell if a breach of the

agreement has occurred so it can retaliate. To the best of our knowledge, this

weakness is not yet addressed in the field of wireless communication where contract

theory is applied and still remain an open problem and worth further investigation.

Our work on covert communication presented in Chapter 4 can help minimize

the risk of semantic attacks on the wireless system. However, deploying friendly

jammers is not always feasible and alternative methods need to be developed.
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6.2.5 Real System Implementation Challenges

Conducting realistic system testing is a crucial next step in translating theoretical

advancements into practical applications. Here are some specific avenues to explore

in the context of real system testing:

• Hardware Implementation: Investigate the feasibility of implementing

the proposed security mechanisms on real-world hardware platforms com-

monly used in multi-function wireless systems. This may involve considera-

tions for power constraints, antenna configurations, and processing capabili-

ties.

• Testbed Development: Design and build a dedicated testbed environ-

ment that closely mimics the conditions and constraints of operational multi-

function wireless systems. This includes replicating various interference sce-

narios, mobility patterns, and network configurations.

• Regulatory Compliance and Certification: Ensure that the implemented

security mechanisms comply with relevant industry standards and regulatory

requirements. Seek certifications or endorsements where applicable.
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