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Abstract—Vertical Federated Learning (VFL) enables multiple data owners, each holding a different subset of features about a largely
overlapping set of data samples, to collaboratively train a global model. The quality of data owners’ local features affects the
performance of the VFL model, which makes feature selection vitally important. However, existing feature selection methods for VFL
either assume the availability of prior knowledge on the number of noisy features or prior knowledge on the post-training threshold of
useful features to be selected, making them unsuitable for practical applications. To bridge this gap, we propose the Federated
Stochastic Dual-Gate based Feature Selection (FedSDG-FS) approach. It consists of a Gaussian stochastic dual-gate to efficiently
approximate the probability of a feature being selected. FedSDG-FS further designs a local embedding perturbation approach to
achieve differential privacy for local training data. To reduce overhead, we propose a feature importance initialization method based on
Gini impurity, which can accomplish its goals with only two parameter transmissions between the server and the clients. The enhanced
version, FedSDG-FS++, protects the privacy for both the clients’ training data and the server’s labels through Partially Homomorphic
Encryption (PHE) without relying on a trusted third-party. Theoretically, we analyze the convergence rate, privacy guarantees and
security analysis of our methods. Extensive experiments on both synthetic and real-world datasets show that FedSDG-FS and
FedSDG-FS++ significantly outperform existing approaches in terms of achieving more accurate selection of high-quality features as
well as improving VFL performance in a privacy-preserving manner.

Index Terms—Vertical federated learning, feature selection, differential privacy, partially homomorphic encryption
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1 INTRODUCTION

O BTAINING a large amount of high-quality training
data is crucial for building machine learning (ML)

models in artificial intelligence (AI) applications. It is not
only expensive (especially for data with high dimensions)e,
but is also challenging due to privacy concerns precluding
direct data sharing in many fields (e.g., healthcare, finance).
Federated learning (FL) [1], [2], [3], [4], [5], [6] is an emerging
collaborative machine learning paradigm which enables
multiple data owners (a.k.a., FL clients) to jointly train a
model by iteratively exchanging model parameters with an
FL server without exposing local data. It has been widely
adopted in application such as safety monitoring [7], smart
healthcare [8] and industrial fault detection [9]. FL can be
broadly divided into two categories based on the distribu-
tion of local data [3]: 1) horizontal federated learning (HFL),
and 2) vertical federated learning (VFL).

Under HFL [10], [11], [12], data owners’ local datasets
have little overlap in the sample space but large overlaps in
the feature space. In contrast, under VFL [2], [13], [14], data
owners’ local datasets have large overlaps in the sample
space but little overlap in the feature space. VFL scenarios

• Anran Li, Hongyi Peng, Luu Anh Tuan and Han Yu are with the school
of Computer Science and Engineering of Nanyang Technological Uni-
versity, Singapore. E-mail: {anran.li, anhtuan.luu, han.yu}@ntu.edu.sg,
hongyi001@e.ntu.edu.sg.

• Jiahui Huang, Lan Zhang and Xiang-Yang Li are with the school of
Computer Science and Technology of University of Science and Technology
of China, Hefei, China. E-mail: hjh233@mail.ustc.edu.cn, {zhanglan,
xiangyangli}@ustc.edu.cn.

• Ju Jia is with the school of Cyber Science and Engineering, Southeast
University, Nanjing 210096, China. E-mail: jiajuhb@gmail.com.

often arise in applications in which companies from differ-
ent business sectors collaborate to train a model [15], [16]
(e.g., an e-commerce company, a bank and a ride-sharing
company could jointly build a model to identify potential
financial fraudsters based on their unique perspectives on
customer behaviour patterns through VFL). The quality
of data owners’ local features determines the effectiveness
of their local models, which in turn, significantly affects
the performance of the global VFL model. In practical
applications, data owners often possess noisy features that
are irrelevant to the learning task, or a large number of
redundant features which negatively impact global model
performance [17].

To improve the performance of VFL systems and reduce
the cost of data acquisition, in this work, we focus on filter-
ing noisy features and selecting important features. There
are a number of feature selection methods for achieving
high-performance models under centralized ML settings
[18], [19], [20], while few work focused on VFL [21]. Fea-
ture selection methods for centralized ML can be divided
into three categories. 1) Filter methods attempt to remove
irrelevant features prior to learning a model. They calculate
per-feature relevance scores based on statistical measures,
e.g., Gini impurity and mutual information [20], [22], [23].
2) Wrapper methods search for the optimal feature subset
in large search spaces, and thus, become computationally
expensive, especially in the context of deep neural networks
[24], [25]. 3) Embedded methods try to remove this burden
by selecting the subset of important features while simulta-
neously learn the model [19], [26], [27].

In VFL, there are only three works on feature selection
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(FS) [21], [28]. In [21], FS is performed with the filter method
based on secure multi-party computation, while in [28], [29]
the embedded method combined the auto-encoder with l2
constraints on feature weights is used for FS. However, these
works either assume prior knowledge on the number of
noisy features [21] and the post-training threshold of useful
features to be selected [28], or requires fine parameter tun-
ing (e.g., regularization parameters, number of pre-training
epochs). These assumptions make them unsuitable for prac-
tical VFL applications. The problem of feature selection in
VFL settings remains open. To enable feature selection to
be performed in VFL settings, the following key research
questions need to be addressed.

1) How to accurately identify noisy features, and select a small
number of important features to train an optimal global VFL
model? Existing feature selection methods for centralized
ML require direct access to training samples, the training
process and the labels simultaneously, which is not per-
mitted in VFL. Besides, in those VFL works that try to
protect the privacy of local data, intermediate parameters
are transmitted in ciphertexts during VFL training [30], [31],
which further increases the difficulty of feature selection.

2) How to conduct feature selection efficiently in VFL set-
tings? Existing embedded feature selection methods require
a large number of training iterations to select features,
especially for high-dimensional data [19], [26]. Directly
applying them in VFL will incur significant computation
and communication overhead since each training round
involves multiple privacy preservation operations, e.g., en-
cryption/decryption, and intermediate parameter transfers.

3) How to provide well trade-offs between privacy protection
and system efficiency? In this work, we try to protect both
the clients’ training data and the server’s labels. Protecting
the private labels is necessary since the labels often contain
highly sensitive information, e.g., what a user has purchased
in online advertising or whether a user has a disease or
not in disease prediction. However, it is difficult to directly
apply the partially homomorphic encryption (PHE) algo-
rithm, e.g., Paillier, to feature selection for vertical neural
networks (NNs) since the nonlinear polynomials are not
supported. Besides, different VFL systems have different
privacy preservation requirements, and directly applying
PHE techniques in all scenarios would incur substantial
costs. Therefore, an adaptive privacy preservation method
according to different privacy types to achieve a good trade-
off between privacy protection and system efficiency is
urgently needed.

To address the aforementioned questions and the limi-
tations of existing works [17], [21], we propose Federated
Stochastic Dual-Gate based Feature Selection (FedSDG-FS)
and FedSDG-FS++ approaches. Aiming for adaptivity to
systems with different privacy preferences, FedSDG-FS and
FedSDG-FS++ protect the privacy of training data and the
privacy of both the training data and labels, respectively.
They are all embedded feature selection approaches con-
sisting of a feature importance initialization module and
a private important feature selection module. Our main
contributions are summarized as follows.

• We propose FedSDG-FS and FedSDG-FS++ to ac-
complish both accurate feature selection and high-

performance VFL model construction while adap-
tively satisfying various privacy preservation re-
quirements.

• We propose the stochastic dual-gate and Gini
impurity-based feature importance initialization
method for FedSDG-FS and FedSDG-FS++ to ensure
that the selected features are relevant to the context
of the model. The stochastic dual-gate can efficiently
approximate the probability of a feature and a em-
bedding vector being selected, and can reduce the
sizes of transmitted embedding vectors, thereby sav-
ing communication costs. The Gini impurity-based
feature importance initialization method enables the
global model to quickly filter out noisy features
and select important ones, thus speeding up model
training.

• We further design a local embedding perturbation
approach for FedSDG-FS to achieve differential pri-
vacy for local training data. To protect the privacy of
both the client’s training data and the server’s labels,
FedSDG-FS++ leverages a secure feature selection
approach based on PHE and the randomized noise
mechanism. In these ways, FedSDG-FS and FedSDG-
FS++ privately determine the selected features and
produces an optimal global model with higher accu-
racy and fast convergence.

We evaluate FedSDG-FS and FedSDG-FS++ via extensive
experiments using nine datasets including tabular data,
images, texts and audios on a VFL system. The results show
that they significantly outperform existing approaches in
terms of achieving accurate and private selection of high-
quality features to build high-performance VFL models.
Taking MADELON dataset as an instance, the average test
accuracy of FedSDG-FS is 27.0% higher than that of the best
performing baseline with 47% fewer features required, and
only half the communication cost.

2 RELATED WORKS & PRELIMINARIES

Feature selection plays an important role in machine learn-
ing tasks. There are a number of feature selection methods
proposed for centralized machine learning settings [18], [19],
[20], while few works deal with feature selection in VFL
[21]. In this section, we first present the existing work of
feature selection both in centralized learning and FL. Then,
we introduce the preliminaries of Gini impurity for filter-
based feature selection.

2.1 Feature Selection in Centralized Learning
Feature selection methods in centralized learning settings
can be divided into three categories: 1) filter methods, 2)
wrapper methods, and 3) embedded methods.

1) Filter Methods: These methods attempt to remove
irrelevant features prior to learning a model. A typical filter
method consists of two steps, where the first step ranks
features based on certain criteria, and in the second step,
the features with highest rankings are chosen to induce
classification models. Various performance criteria have
been proposed for filter-based feature selection, e.g., Gini
impurity [18], Fisher score [20] and mutual information [22].
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TABLE 1
Important notations.

Notation Description
{U1, · · · , UM} a set of N samples {xn, yn}Nn=1 owned by M

clients;
fm,j the j-th feature of client m;
M,N the total number of clients and samples;
xn,m the m-th block of the n-th sample vector xn;
yn the n-th label among c class labels;
hm local embedding function of client m;
hn,m the local embedding of sample xn,m;
dm, dm dimensions of sample xn,m and embedding

hn,m;
θ, θm, wm, θ0 parameters of the global model, the client m’s

local model, the interactive layer of client m and
the top model;

L(·; ·), Ln the loss function and the loss of sample xn,m;
sm, qm the vectors of indicator variables;
µm, ωm clipped Gaussian variable parameters;

2) Wrapper Methods: Since filter methods select features
independent of any particular models, they totally ignore
the impacts of the selected subset of features on the perfor-
mance of the induction algorithm [32], [33], which results
in inaccurate feature selection for specific models. The op-
timal feature subset should depend on the specific biases
and heuristics of the induction algorithm. Based on this
assumption, wrapper methods leverage the outcomes of a
model to determine the importance of each feature. They
attempt to select a subset of features which can achieve the
best prediction performance. As the number of subsets can
be very large in the context of deep neural networks, and
a model need to be recomputed for each subset, wrapper
methods are generally computationally expensive [24], [25].

3) Embedded Methods: These methods aim to select a
subset of relevant features, while simultaneously learning
the model [19], [26], [27]. Embedded methods have the
advantages of 1) wrapper methods - they consider the
contextual information of the classification model and 2)
filter methods - they are far less computationally intensive
than wrapper methods. The least absolute shrinkage and
selection operator [27] is a well-known embedded feature
selection method, whose objective is to minimize the loss
while enforcing an l1 constraint on the weights of the
features. However, embedded methods with regularized
objective suffers from shrinkage of the model parameters,
and cannot sparse the input layer [26], [34]. Another recently
proposed method [19] uses a continuously relaxed Bernoulli
variable to conduct feature selection based on stochastic
gates. However, it requires a large number of parameters
to be trained in the first layer of the model, resulting in
overfitting to the training data, especially for deep neural
networks with high-dimensional data or when there are
only a limited number of training samples available.

Since these methods are designed for centralized learn-
ing scenarios in which all training data are accessible, such
approaches are not applicable to VFL which demands data
privacy protection for both local clients and the server. In
addition, they are also not optimized to reduce communica-
tion or computation costs when the volume of training data
is large, which make them not applicable in FL scenarios
where clients are resource-constrained.

2.2 Feature Selection in VFL
In VFL, there are only a few existing works on feature selec-
tion and feature importance evaluation. SFFS [21] conducts
feature selection with the filter method based on secure
multi-party computation. However, since it performs VFL
feature selection out of the context of the learning task, it
can lead to inaccurate feature selection. Besides, it assumes
that the number of noisy features is known in advance, and
that there is a trusted third party for performing feature
selection. These assumptions are unrealistic in practice. Fur-
ther, it incur large communication overhead since a massive
amount of parameters are transmitted between participants
and the trusted third party. Other methods [28], [29] lever-
age the embedded method through combining the auto-
encoder with l2 constraints on feature weights. However,
[28] suffers from the model parameter shrinkage [26] and
requires post-training threshold setting to determine the
selected features [17], while [29] requires fine parameter
tuning (e.g., number of pre-training epochs) and is vulner-
able to reconstruction attacks and label leakage. The work
[35] proposes two key factors affecting VFL performance
- feature importance and feature correlation, and propose
evaluation metrics and dataset splitting methods to improve
model performance. However, it requires direct access to
data features which breaches the privacy requirements of
VFL. To this end, the proposed FedSDG-FS approach ad-
dresses these limitations of the state of the art.

2.3 Differential Privacy
Definition 1 ((ϵ, δ)-DP [36]). A randomized mechanism
M : D → R with domain D and range R satisfies (ϵ, δ)-DP
if for any subset of outputs S ⊆ R and for any two adjacent
inputs d, d′ ∈ D,

Pr[M(d) ∈ S] ≤ eϵPr[M(d′) ∈ S] + δ. (1)

Instead of the original definition of ϵ-DP, we adopt the
variant [37] which allows for the possibility that plain ϵ-
differential privacy is broken with probability δ. A common
paradigm for approximating a real-valued function f : d→
R with a differentially private mechanism is via additive
noise calibrated to f ’s sensitivity Sf , which is defined as
Sf = maxd,d′ |f(d)−f(d′)|. For instance, the Gaussian noise
mechanism is defined as:

M(d) = f(d) +N (0,S2f · σ2) (2)

where N (0,S2f · σ2) is the Gaussian distribution with mean
0 and standard deviation Sfσ. In [38], a DP stochastic
gradient decent algorithm (DP-SGD) has been proposed. It
is similar to mini-batch gradient decent with the gradient
averaging process being approximated by a Gaussian mech-
anism (GM). The basic idea for designing a differentially
private additive-noise mechanism that implements a given
functionality consists of the following steps: 1) approxi-
mating the functionality by a sequential composition of
bounded-sensitivity functions; 2) choosing parameters of
additive noise; and 3) performing privacy analysis of the
resulting mechanism. Following this approach, we propose
a differentially private feature selection method to prevent
the transmission parameters (e.g., local embedding vectors)
from leaking clients’ data information during the training
and selection procedure.
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Fig. 1. Test accuracy and model size of vertical neural networks training
using (a) the dataset ARECENE with redundant features; (b) the dataset
MADELON with noisy features.

3 PROBLEM DESCRIPTION

3.1 Basic Setup of VFL

There are two types of entities involved in VFL: a server
S and M clients M := {1, 2, · · · ,M}. A dataset U =
{U1, · · · , UM} of N samples, {X,Y } := {xn, yn}Nn=1, is
maintained by the M clients. Let [N ] = {1, 2, · · · , N}.
Each client m is associated with a unique set of features
{fm,1, · · · , fm,dm

}, and owns sample xn,m ∈ Rdm , n ∈ [N ],
where xn,m is the m-th block of the n-th sample vector

xn :=
[
x⊤
n,1, x

⊤
n,2, · · · , x⊤

n,M

]⊤
. Suppose there are C pos-

sible class labels, the n-th label yn ∈ [C] is stored by server
S. Typically, a data owner, which holds both the feature and
the class labels, can act as the “FL server”. It is referred
to as the active party. Others which hold only features are
referred to as the passive parties.

Each client m learns a local embedding hm parameter-
ized by θm ∈ Θ that maps a high-dimensional vector xn,m ∈
Rdm into a low-dimensional one hn,m := hm(θm;xn,m) ∈
Rdm with dm ≪ dm. The server S learns the prediction
ŷn through the the top model θ0 which is parameterized
by θ0 := {w1, · · · , wM , α0} ∈ Θ, wm ∈ Rdm , m ∈ [M ],
where {w1, · · · , wM} are parameters of the interactive layer
which concatenates embedding vectors hn,1, · · · , hn,M in a
weighted manner and α0 denotes the parameters of the suc-
ceeding layers of the top model connected to the interactive
layer. Generally, the objective of VFL is to minimize,

R(θ) := EX,Y L(h(θ0, hn,1, · · · , hn,M ); yn)

with hn,m := hm(θm;xn,m),m ∈ [M ]
(3)

where θ := {θi}Mi=0 denotes the global model, which con-
sists of M local models θ1, · · · , θM and the top model θ0,
and L(·; ·) is the loss function. This problem can be solved
via iterative stochastic optimization. In the t-th iteration,
the server receives embedding vectors {ht

n,m}Mm=1 from M
clients. It then calculates and sends the gradients of the loss
w.r.t. ht

n,m to all clients. Upon receiving the gradients, client
m updates the local model to obtain θt+1

m . Then, client m
randomly selects a datum xn,m, calculates ht+1

n,m using θt+1
m ,

and sends it to the server. This process is repeated until
the global model converges (i.e., a convergence criterion is
met). To ensure that neither data nor labels can be obtained
or inferred by any other party, the above iterative training
must be conducted in a privacy-preserving manner.

3.2 Motivating Analyses
Firstly, we conduct data driven analysis to demonstrate
the necessity of feature selection in VFL. We illustrate this
from two aspects: 1) many clients possess a large number
of redundant features, which results in a low quality and
very complex global model; and 2) some clients possess
noisy or task irrelevant features which reduces global model
performance. Specifically, we use datasets ARCENE [39]
and MADELON [40] as training data. ARCENE contains 2,400
instances with 7,000 informative but redundant features.
MADELON contains 4,400 instances with 5 informative fea-
tures and 480 noisy features. We employ two clients, A and
B, and a server to jointly train neural networks [30], i.e.,
VFLNN-ARCENE and VFLNN-MADELON, based on these two
datasets via VFL, and evaluate the test accuracy of the global
model updated by by aggregating local bottom models of
clients and the top model of the server.

To illustrate aspect 1), we assign different numbers of
features of ARCENE to client B, while assigning 100 fixed
features to client A to train VFLNN-ARCENE. The results in
Fig 1(a) show that, as the number of redundant features
increases, the test accuracy of the global model decreases
slightly, while the model size grows rapidly. To illustrate
aspect 2), we assign different numbers of noisy features
from the MADELON dataset to client B, while assigning 10
fixed features to client A to train VFLNN-MADELON. The
results are shown in Fig. 1(b), where 10 : k indicates that,
A owns 10 features (i.e., 3 informative features and 7 noisy
features), and B owns k features (i.e., 2 informative features
and (k − 2) noisy features). It shows that as the number
of noisy features increases, the test accuracy of the global
VFL model decreases significantly. These results show that
an efficient and privacy-preserving feature selection method
is urgently needed for VFL.

3.3 Problem Formulation
In a typical VFL system, under the coordination of the
server S, all participants jointly train a global model by
transferring their local embedding vectors trained using
their local datasets. We consider a practical situation that
some clients possess a large number of noisy features or
redundant features. This may result in a low-performance
and extremely complex global model. Specifically, we can
divide all features into qualified important features and neg-
atively influential features, e.g., noisy features or redundant
features, by their effects to the objective of the global model.
A desired VFL framework should enable all participants to
jointly train a simple global model with a small number of
important features, while eliminating negatively influential
ones. The goal of feature selection in VFL is to simulta-
neously select a subset of features, and construct a global
model θ̂ with the objective by minimizing,

R(θ, s) := EX,Y L(h(θ0, hn,1, · · · , hn,M ); yn)

with hn,m := hm(θm;xn,m ⊙ sm),m ∈ [M ],
(4)

where sm = {0, 1}dm is the vector of indicator variables,
and sm,i, i ∈ [dm] are Bernoulli variables which indicate
whether or not the i-th feature of client m is selected.
Security Assumptions: We assume that all participants are
semi-honest. They follow the protocol of VFL and feature
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selection without tampering with it and they do not collude
with one another. Nevertheless, they are curious about
other’s private information and will try to infer as much
as possible from the information received from the other
participants. The semi-honest assumption is reasonable in
our context since all participants have an incentive to learn
a high-performance VFL model.

3.4 Privacy Threats

In this work, we consider two types of privacy threats,
which expose the information about the training data of
clients and the labels owned by the server.

•Training Data. The training data shall not be accessed
by or exposed to any party other than the original owners.
Besides, the transmitted intermediate parameters (e.g., local
embedding vectors) generated during forward propagation
might leak private information (e.g., data distributions)
about the training data. Privacy-preserving techniques shall
protect these aspects of training data.

•Labels. During backward propagation, the label infor-
mation might be leaked from the server through transmitted
intermediate parameters (e.g., gradients of the training loss
w.r.t. the interactive layer weights) [41], [42]. Thus, these
parameters shall be protected.

3.5 Design Goals

We aim to design a VFL model training framework to sup-
port collaborative feature selection and model construction
to achieve the following goals.

1) Effective Selection: The framework shall accurately
select important features which have large positive effects
on the global model performance, and exclude negatively
influential features from training with the aim of improving
model performance in terms of convergence speed and
inference accuracy.

2) Privacy Preservation: For the above privacy threats,
we aim to achieve two levels of privacy preservation. (1)
Level-1 privacy protects transmission parameters (e.g., lo-
cal embedding vectors) from leaking clients’ training data
information during model training and feature selection.
(2) Level-2 privacy protects both the clients’ training data
and the server’s private labels from being exposed to or
inferred by any party through the transmission parameters
other than original owners.

3) Reducing Overhead: Considering the resource con-
straints of edge and mobile devices, the selection and
updating process shall not incur high computation and
communication cost.

4 THE PROPOSED APPROACH

In this section, we first illustrate our proposed key tech-
niques to enable feature selection to be performed jointly
with model training under VFL settings. Then, we present
the system design motivation and the system architecture.
Finally, we present the details of the proposed approaches,
which include feature importance initialization, DP-based
important feature selection for FedSDG-FS and secure im-
portant feature selection for FedSDG-FS++.
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Fig. 2. Example motivation of FedSDG-FS design. The vertical neural
network is trained on the dataset MADELON.

4.1 Stochastic Dual-Gates for VFL

To achieve accurate feature selection during model training,
we need to dynamically calculate the influence of features
on the global model, and increase the selection probabilities
of features with high influence. In VFL, local embedding
vectors are transferred to the server, where the size of them
affects the communication cost. To reduce communication
overhead in feature selection, we first introduce stochastic
dual-gates for VFL to efficiently approximate the proba-
bilities of features and dimensions of embedding vectors
being selected. We re-express Eq. (4) into minimizing the l0
constrained risk:

R(θ, s, q) := EX,Y L(h(θ0, gn,1, · · · , gn,M ); yn)

+ λ
∑
m

(
|sm|0 + |qm|0

) (5)

where hn,m := hm(θm;xn,m ⊙ sm), gn,m = hn,m ⊙ qm,
qm = {0, 1}dm is the vector of indicator variables, where
qm,i, i ∈ [dm] are Bernoulli variables and indicate whether
or not the i-th dimension of embedding hn,m is selected for
global model training, and λ is a weighting factor for the
regularization. We use l0 norm to penalize the number of
non-zero entries in the vectors sm, qm, and encourage the
sparsity in the final estimates. Notice that l0 norm induces
no shrinkage on the actual values of the parameters, which
is in contrast to l1 regularization [27].

To solve this problem is not straightforward, since the
optimization of hard feature selection with binary masks
suffers from high variance. To this end, we propose a se-
cure Gaussian-based continuous relaxation for the Bernoulli
variables for VFL. We approximate each element of sm, qm
to clipped Gaussian random variables parameterized by
µm, ωm as sm,i = max(0,min(1, µm,i + ρm,i)), qm,j =
max(0,min(1, ωm,j + γm,j)), where ρm,i, γm,j are drawn
from N (0, σ2), and µm,i, ωm,j can be learned during VFL
training. Under the continuous relaxation, the regularization
term in Eq. (5) is simply the sum of the probabilities that∑

i∈[dm] P (sm,i > 0) +
∑

j∈[dm] P (qm,j > 0), and can be
calculated by

∑
i∈[dm] Φ(

µm,i

σ ) +
∑

j∈[dm] Φ(
ωm,j

σ ), where
Φ(·) is the cumulative distribution function of the standard
Gaussian distribution. By leveraging the continuous distri-
bution, we can thus transform Eq. (5) into the following:

R(θ, µ, ω) :=EX,Y L(h(θ0, gn,1, · · · , gn,M ); yn)

+ λ

(∑
m,i

Φ
(µm,i

σ

)
+

∑
m,j

Φ
(ωm,j

σ

))
.

(6)
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To optimize the objective of Eq. (6), we first differentiate
it with respect to µm, ωm. However, since the loss L of the
global model is calculated and stored at the server S, client
m cannot directly access it. Thus, client m performs the
differentiation using chain rules [43] based on the Monte
Carlo sampling gradient estimator, e.g., for µm:

1

Q

∑
i∈[Q]

[
∂Ln

∂gn,m
· ∂gn,m
∂sm

· ∂sm,i

∂µm,i

]
+ λ

∂

∂µm
Φ
(µm

σ

)
(7)

where Q is the number of Monte Carlo samples. The calcu-
lation of gradient of estimator for ωm is similar to Eq. (7).
Thus, we can update µm, ωm via stochastic gradient descent.

4.2 System Design Motivations

There are many challenges in solving this optimization
problem. Firstly, updating the parameters and conducting
the above operations require access to all local training
samples or training processes, which are hidden from any
third party including the server in FL. Thus, how to ac-
curately calculate them in a privacy-preserving manner is
challenging. Secondly, it would require a large number of
parameters to be trained (e.g., µm, m ∈ [M ]) by directly
applying the stochastic dual-gates to the clients’ inputs and
local embedding vectors, which slows down the conver-
gence of the global model and incurs significant compu-
tation and communication overhead, especially for high-
dimension features.

To address these challenges, we propose efficient and
privacy-preserving feature selection frameworks, FedSDG-
FS and FedSDG-FS++, which commonly adopts the Gini
impurity-based important feature initialization to facilitate
feature selection and reduce computation and communi-
cation cost. Then, important features and significant local
embeddings can be selected by the proposed stochastic
dual gates, enhanced with DP and local perturbations in
FedSDG-FS, and enhanced with PHE and the random-
ized noisy mechanism in FedSDG-FS++ to achieve privacy
preservation. We make the following three empirical ob-
servations to illustrate the motivation of the importance
initialization. i) As illustrated in Fig. 2(a), there can be
a large ratio of the same features being selected by the
Gini impurity [18] and by the stochastic gates in some
training rounds. ii) Gini impurity initialization can speed
up feature selection (Fig. 2(b)). iii) The reason that Gini
impurity cannot be directly used for feature selection is that
it cannot take into account the specific VFL models and has
no prior knowledge of the number of important features
to select. The feature importance initialization step can be
accomplished through two parameter transmissions with
two encryption/decryption operations on the server based
on Gini impurity and PHE, which significantly improves
efficiency and privacy preservation. In this way, we can
achieve efficient and private feature selection while con-
structing the global VFL model.

4.3 System Overview

FedSDG-FS and FedSDG-FS++ consist of two modules (as
shown in Fig. 3):

Client !Bottom Model

Interactive Layer

Top Layer

Client "

Client

Server

…

Top Model

Output

Model Retraining
1. Feature Importance

Initialization (Before Training)

Calculate Gini scores

Generate Indicator

Optimal Model #$

Selected Features

2. Important Feature Selection (Training)

Client %

…

Communication ②①

⨀'(,*

+(,* …

⨀ ⨀,(,* ,-,*

⨀'-,*

+-,*

⨀'.,*

+.,*

Stochastic
Dual-Gates…

Fig. 3. System overview of FedSDG-FS. 1⃝ Send encrypted embed-
dings, 2⃝ send encrypted gradients.

1) Feature Importance Initialization before Training. To
save feature selection costs, local clients first securely initial-
ize feature importance based on Gini impurity and PHE, in
cooperation with the server prior to the commencement of
model training.

2) Important Feature Selection during Training. Af-
ter feature importance initialization, the server coordinates
clients to select important features, while training the VFL
model for improved performance. Specifically, in FedSDG-
FS, to achieve Level-1 privacy, we propose a DP-based
feature selection approach based on local perturbation on
embedding functions. While in FedSDG-FS++, to achieve
Level-2 privacy, we propose a secure feature selection ap-
proach which includes forward propagation for secure fea-
ture selection, and backward propagation for secure feature
selection, based on the proposed stochastic dual-gate, PHE
and the randomized noise mechanism. In this way, FedSDG-
FS and FedSDG-FS++ determine the selected features and
produces optimal global models θ̂ with higher accuracy and
fast convergence.

4.4 FedSDG-FS

4.4.1 Feature Importance Initialization
As illustrated in Section 3.1 that M clients have a set
U = {U1, · · · , UM} of N samples, for client m, if the
j-th feature fm,j is a discrete feature that can assume b
values, then it induces a partition Um,1 ∪ · · · ∪ Um,c of the
set Um in which Um,i is the set of instances with the i-
th value for fm,j . The Gini impurity of Um,i is defined as
G(Um,i) = 1 −

∑
k∈[C] p

2
m,k, where pm,k is the probability

of a randomly selected instance from Um,i that belongs to
the k-th class. The Gini score of feature fm,j is calculated
as G(fm,j) =

∑
i∈[c]

|Um,i|
|Um| · G(Um,i), where G(fm,j) mea-

sures the likelihood of a randomly selected instance being
misclassified. If fm,j is a feature with continuous values,
then G(fm,j) is defined as the weighted average of the Gini
impurities of a set of discrete feature values. We use the
Paillier as the PHE method which supports homomorphic
addition of two ciphertexts and homomorphic multiplica-
tion between a plaintext and a ciphertext. The calculation
of pm,k requires collaboration between client m and the
server. Thus, we design an efficient and secure collaborative
calculation protocol, which is shown in Algorithm 1.
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Algorithm 1: Feature Importance Initialization
Input : Server S, clients m
Output: Initialized feature importance

1 Server S
2 Generate an indicator matrix A, [[A]]← Enc(A)
3 Send [[A]] to all clients
4 Client m
5 Induce a partition Um,1 ∪ Um,2 ∪ · · · ∪ Um,b of Um

6 Calculate [[pm,k]]←
∑

a∈I(Um,i)
[[A]]a,k/|Um,i|

7 Calculate [[pm,k]]
2 with the protocol in [44]

8 [[G(Um,i)]]← 1−
∑

k∈[c][[pm,k]]
2

9 [[G(fm,j)]]←
∑c

i=1
|Um,i|
|Um| · [[G(Um,i)]]

10 Send [[G(fm,j)]], j ∈ [dm] to the server
11 Server S
12 G(fm,j)← Dec([[G(fm,j)]])
13 Send G(fm,j), j ∈ [dm] to client m
14 Client m
15 Initialize µm,j ∝ 1

G(fm,j)

16 Return feature importance initialization
µm,j , j ∈ [dm]

Specifically, the server first generates an indicator matrix
A with a size of N × C , where An,k = 1 denotes the
category of the n-th sample is k; otherwise, An,k = 0.
Then, the probability pm,k of client m can be calculated as
pm,k =

∑
a∈I(Um,i)

Aa,k/|Um,i|, where I(Um,i) indicates the
index set of instances from Um,i. To prevent the label infor-
mation from being leaked, the server encrypts the matrix
A, and sends [[A]] to all clients (Line 2-3). Then, client m
calculates the probability [[pm,k]] =

∑
a∈I(Um,i)

[[A]]a,k/|Um,i|
and uses the protocol in [44] to compute the square of [[pm,k]]
as follows. Firstly, client m generates a random value r
and computes [[um,k]] = [[pm,k + r]], such that p2m,k equals
u2
m,k − 2um,k · r + r2 and [[−2um,k · r + r2]] can be locally

computed by the client (Line 5-10). Then, client m sends
[[um,k]] to the server. The server decrypts it, computes and
sends [[u2

m,k]] to client m (Line 12-13). Finally, client m
computes [[p2]] = [[u2

m,k − 2um,k · r + r2]]. After calculating
[[p2]], client m calculates the Gini impurity [[G(fm,j)]] of
feature fm,j , and sends them to the server (Line 15-16).
The server then decrypts them, and assigns larger initial
importance values, i.e., larger initial value of µm, to features
with smaller Gini values. During this process, only the
server learns the Gini scores of client m’s features, while
other parties learn nothing. It shows that the calculation of
Gini impurity only involves two parameter transmissions
between the server and the clients. The computation cost of
each client is O(1) operations due to multiple addition and
multiplication operations, while the communication cost of
each client is O(size([[A]]) +

∑M
m=1 dm

M · size([[G(fm,j)]]))
where size([[A]]), size([[G(fm,j)]]) denote sizes of [[A]] and
[G(fm,j)]], respectively.

4.4.2 Differentially Private Important Feature Selection
During the feature selection and updating process, clients
keep sending the embedding vectors to the server, which
might leak training data information [38], [45]. To this end,
we propose a privacy-preserving feature selection frame-

work based on the Gaussian DP mechanism [46] to enhance
data confidentiality of VFL participants (with negligible
training time), test accuracy in the feature selection and
updating process.

Local Perturbation. As illustrated in Section 3.1, hm

denotes the local embedding function of client m with the
parameter θm which embeds the input data xn,m into its
output hn,m := hm(θm;xn,m ⊙ sm). When hm is linear em-
bedding, it is as simple as hm(θm;xn,m) = (xn,m⊙sm)⊤θm.
For non-linear embeddings such as neural networks, hn,m

can be represented as:

u0
m = xn,m ⊙ sm

ui
m = σi(w

i
mui−1 + bim), i ∈ [I]

hn,m = uI
m

(8)

where σi(·) is a linear or non-linear function, wi
m, bim corre-

sponds to the parameter θim of hm (e.g., θim = {wi
m, bim}⊤)

and θim is the i-th layer parameter of θm. Here, we use Kσi

to denote the lipschitz constant of a function σi(·), and we
assume that σi is Kσi -Lipschitz continuous. Specially, when
hm is linear, the composite form embedding corresponds
to I = 1, σ1(w

1
mxn,m ⊙ sm + b1m) = w1

mxn,m ⊙ sm + b1m.
We perturb the local embedding function hm by adding a
random neuron with output zim at each layer i:

ũi
m = σi(w

i
mui−1 + bim + zim), i ∈ [I]. (9)

h̃n,m = uI
m, where z1m, · · · , zIm are independent random

variables. We show hm is smooth and enables DP with prop-
erly chosen distribution of zim, i ∈ [I]. We set the distribu-
tion as zIm ∼ N (0, ζ2m), zim ∼ U [−

√
3ζim,

√
3ζim], i ∈ [I − 1],

whereN (0, ζ2m) denotes the Gaussian distribution with zero
mean and variance ζ2m, and U [−

√
3ζim,

√
3ζim] denotes the

uniform distribution over [−
√
3ζim,

√
3ζim].

Enforcing Smoothness. After the embedding function
hm is perturbed, to guarantee the convergence of model
training considering the feature selection, the objective func-
tion (Eq. (6)) should be smooth. Inspired by the randomized
smoothing technique, we are able to smooth the objective
function by taking expectation with respect to random
neurons, which follows the fact that the smoothness of
a function can be increased by convolving with proper
distributions. Specifically, by adding a random neuron zim,
σi will be smoothed in expectation with respect to zim, and
the local embedding vector h̃n,m is smooth by induction.
Then the global objective R is smooth by taking expectation
with respect to all the random neurons when the loss
function L(·) is smooth w.r.t. the local embedding vector
h′
n,m. Further, the perturbed loss is smooth w.r.t. the local

model θm, and a large perturbation (large ζim or ζm) will
lead to a smaller smoothness constant.

GDP-based Feature Selection. We now leverage the
local embedding perturbation technique in the private infor-
mation transmission and achieve privacy-preserving feature
selection and model updating (see Algorithm 2). Client
m ∈ [M ] randomly selects a private datum (or mini-batch)
xn,m, and calculates the indicator sm,i for each feature fm,i,
i ∈ [dm]. Then, it perturbs the local embedding function
hm using Eq. (8) with the random neuron zim, i ∈ [I],
and calculates the perturbed embedding vector h′

n,m and
the masked embedding g′n,m which is sent to the server.
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Then, the server calculates the gradients of the loss w.r.t.
the interactive layer weight ∂Ln

∂wm
, and w.r.t. the succeeding

layer weights ∂Ln

∂α0
, and updates its top model θ0 (Line 13-

14). It then calculates the gradient ∂Ln

∂g′
n,m

of the loss w.r.t. the

masked embedding g′n,m, and sends ∂Ln

∂g′
n,m

to client m. Upon

receiving the gradient ∂Ln

∂g′
n,m

, client m updates the local
model θm and the selection variables µm, ωm (Line 17-19).
This process is repeated until the global model converges.
In this way, model update and feature selection can be
accomplished simultaneously.

We further provide privacy guarantees and utility anal-
yses for Algorithm 2. We first define notations and make
some assumptions.

Definition 2. A mechanism M is said to satisfy β-GDP if for
all neighboring datasets D and D′, we have

H(M(D),M(D′)) ≤ H(N (0, 1),N (β, 1)) (10)

where the trade-off function H(·; ·)(d) = inf{aϕ : dϕ ≤ d} are
type I and type II errors given a threshold ϕ.

Intuitively, β-GDP guarantees that distinguishing two
adjacent datasets via information revealed byM is at least
as difficult as distinguishing the two distributions N (0, 1)
andN (β, 1). Smaller β means less privacy loss. We leverage
the moments accountant technique [38] to characterize the
level of privacy of the GDP-based feature selection method.

Algorithm 2: GDP-based Private Feature Selection

Input : M clients with N samples {xn, yn}Nn=1,
xn,m ∈ Rdm , ζ, ζi, i ∈ [I − 1]

Output: Global model θ̂, indicator vector {sm}Mm=1

1 Initialize model θ0 := {α0, w1, w2, · · · , wM},
{θi}Mi=1, ωm ∈ Rdm , initialize µm with Algorithm 1

2 Client m, m ∈ [M ]
3 Select datum xn,m, u0

m = xn,m ⊙ sm
4 Sample ρm,i, γm,j ∼ N (0, σ2), i ∈ [dm], j ∈ [dm]
5 Compute sm,i = max(0,min(1, µm,i + ρm,i))
6 qm,j = max(0,min(1, ωm,j + γm,j))
7 Rm =

∑
i∈[dm] Φ

(µm,i

σ

)
+

∑
j∈[dm] Φ

(ωm,j

σ

)
8 for i = 1, · · · , I − 1 do
9 zim ∼ U [−

√
3ζim,

√
3ζim]

10 ũi
m = σi(w

i
mui−1

m + bim + zim)

11 zIm ∼ N (0, ζm), h̃n,m = ũI
m, g̃n,m = h̃n,m ⊙ qm

12 Send g̃n,m to the server
13 Server S
14 Compute the gradients ∂Ln

∂wm
,m ∈ [M ], ∂Ln

∂α0

15 Update top model θ0 = {w1, · · · , wM , α0} as
wm ← wm− η0

∂Ln

∂wm
,m ∈ [M ], α0 ← α0− η0∇α0Ln

16 Compute the gradient ∂Ln

∂g′
n,m

, send it to client m
17 Client m ∈ [M ]
18 Calculate ∂Ln

∂µm
, ∂Ln

∂ωm
, ∂Ln

∂θm

19 Update µm ← µm − ηm
(
∂Ln

∂µm
+ λ∂Rm

∂µm

)
20 ωm ← ωm − ηm

(
∂Ln

∂µm
+ λ∂Rm

∂ωm

)
,

θm ← θm − ηm
∂Ln

∂θm
21 Return the global model θ = {θm}Mm=0.

Assumption 1. The optimal loss is lower bounded L∗ > −∞.
The gradient ∂R(θ)

∂θ0
is K-Lipschitz continuous, and ∂R(θ)

∂θm
,m ∈

[M ] is Km-Lipschitz continuous.

Theorem 1. Under Assumption 1 and the assumptions that,
for each embedding function hm, if the activation functions
σi = σ, ∀i, and ||wi

m|| is bounded, for client m, if we set the
variance of the Gaussian random neuron at the I-th layer as
ζ = O(bm

√
e/(βb)), where bm is the size of batch of client m,

b =
∑M

m=1 bm is the size of the whole batch, and e is the number
of queries (i.e. the number of data samples processed by hm at
client m), then the Algorithm 2 of FedSDG-FS satisfies β-GDP
for the dataset Um of client m.

Theorem 1 illustrates the trade-off between model per-
formance and local data privacy. Specifically, to increase
data privacy, i.e., decrease β in Eq. (10), we can increase
the variance of random neurons. While as the variance of
random neurons increases, the variance of the stochastic
gradients of the loss w.r.t. top model θ0, and w.r.t. local
model θm,m ∈ [M ] also increase, which will in turn lead to
lower test accuracy or slower convergence. Thus, through
Theory 1, we can set the proper value of β according to the
requirements of model performance and local data privacy
so as to achieve a good trade-off between them.

4.5 FedSDG-FS++

The feature importance initialization phase of FedSDG-FS++
is the same as FedSDG-FS (illustrated in Section 4.4.1), thus
we directly present the secure important feature selection.
We use the Paillier as the PHE method. The detailed pro-
cesses of forward propagation and backward propagation
are shown in Algorithm 3 and Algorithm 4.

1) Forward Propagation on Clients. Client m randomly
selects a private datum (or mini-batch) xn,m, and calculates
the indicator sm,i for each feature fm,i, i ∈ [dm]. Then, it
calculates the embedding vector hn,m using the local model
θm and the masked embedding gh,m = hn,m ⊙ qm, and
encrypts it with PHE to obtain [[gn,m]] = Enc(gn,m), which
is sent to the server (Line 2-9 of Alg. 3).

2) Forward Propagation on the Server. After receiving
the encrypted embedding [[gn,m]], the server calculates the
weighted vector [[zn,m]] = [[gn,m]] ⊙ wm, and performs the
forward propagation of the top model. Since the non-linear
activation function on the top model cannot be calculated
on the encrypted data, the weighted vector [[zn,m]] should
be sent back to client m for decryption. However, sending
the weighted vector directly without any protection would
leak the prediction to the client (e.g., client m can use the
activation prediction pair (zn,m, gn,m) to infer activation
values and weights of the top model). To prevent this,
the server adds random noises ϵs on [[zn,m]], and sends
[[zn,m + ϵs]] to client m. Then, client m decrypts the noisy
weighted sum [[zn,m+ ϵs]], and sends zn,m+ ϵs to the server
(Line 11-14 of Alg. 3). Finally, the server removes the noise
and computes the activation for the next layer. The process
repeats until the final layer is reached. Another problem is
that the server holds both wm and zn,m, and can easily infer
hn,m via linear regression. To avoid this, the server should
use the noisy weight w̃m to calculate the weighted vector
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[[z̃n,m]] ← [[gn,m]] ⊙ w̃m, where w̃m = wm + ϵacc, ϵacc is
generated by the client.

3) Backward Propagation on the Server. To update the
global model, two gradients need to be computed first, the
loss gradients w.r.t. the weight of the interactive layer ∂Ln

∂wm
,

and w.r.t. the embedding vector ∂Ln

∂gn,m
. Since these two

gradients are linear transformations of either gn,m or wm,
both the server and client m can derive what they want to
acquire via regression. To this end, we design the following
secure backward propagation method.

Specifically, the server first calculates the following gra-
dients: [[ ∂Ln

∂wm
]], ∂L̃n

∂gn,m
, ∂Ln

∂α0
. If the server updates [[wm]] by

[[wm]] = wm − ηm[[ ∂Ln

∂wm
]], this would result in two en-

crypted quantities in calculating the weighted vector zn,m =
[[wm]][[gn,m]], which is incompatible with PHE. To avoid this,
the server needs to send [[ ∂Ln

∂wm
]] to client m, and receive the

decrypted gradient ∂Ln

∂wm
back. However, sending [[ ∂Ln

∂wm
]] di-

rectly to client m would leak information about both parties,
because the server holds ∂Ln

∂zn,m
and client m holds hn,m.

Thus, both the server and client m need to add random
noises to the encrypted gradient of weights ∂Ln

∂zn,m
before

sending them to the other party, and update the parameters
(Line 3-10 of Alg. 4). Note that the noise ϵs generated by the
server can be removed when the gradient ∂L̃n

∂wm
still contains

noise, where ∂L̃n

∂wm
= ∂Ln

∂wm
− ϵm

η0
. With ∂L̃n

∂wm
, the server up-

dates the weights as w̃t+1
m = wt

m−η( ∂Ln

∂wm
− ϵm

η0
) = wt+1

m +ϵm.
It can be observed that the noise ϵm will accumulate in

Algorithm 3: Forward Propagation for Secure Fea-
ture Selection

Input : M clients with N samples {xn, yn}Nn=1,
xn,m ∈ Rdm

Output: Global model θ̂, indicator vector {sm}Mm=1

1 Initialize model θ0 := {α0, w1, w2, · · · , wM},
{θi}Mi=1, noise ϵacc, ωm ∈ Rdm , initialize µm with
Algorithm 1

2 Client m, m ∈ [M ]
3 Select datum (or data mini-batch) xn,m

4 Sample ρm,i, γm,j ∼ N (0, σ2), i ∈ [dm], j ∈ [dm]
5 Compute sm,i = max(0,min(1, µm,i + ρm,i))
6 qm,j = max(0,min(1, ωm,j + γm,j))
7 Rm =

∑
i∈[dm] Φ

(µm,i

σ

)
+

∑
j∈[dm] Φ

(ωm,j

σ

)
8 hn,m ← hm(θm;xn,m ⊙ sm), gn,m = hn,m ⊙ qm
9 [[gn,m]]← Enc(gn,m), sends [[gn,m]] to the server

10 Server S
11 Calculate the noisy weight w̃m ← wm + ϵacc
12 Compute [[z̃n,m]]← [[gn,m]] · w̃m

13 Add random noise [[z̃n,m + ϵs]]← [[z̃n,m]] + ϵs
14 Send [[z̃n,m + ϵs]] to client m
15 Client m, m ∈ [M ]
16 z̃n,m + ϵs ← Dec([[z̃n,m + ϵs]])
17 Remove noise zn,m + ϵs ← z̃n,m + ϵs − ϵaccgn,m
18 Send zn,m + ϵs to the server
19 Server S
20 Remove noise zn,m ← zn,m + ϵs − ϵs
21 Compute Ln ← L(h(α0, zn,1, · · · , zn,M ); yn)
22 Return the loss Ln

weights wm in each iteration. If we take the accumulated
noise as ϵacc =

∑M
m=1

∑t
i=1 ϵ

i
m, the true weights used

in forward and backward propagation should be wt+1
m =

w̃t+1
m −ϵacc. To perform the correct forward operation, client

m needs to remove the noise by subtracting gn,mϵacc from
the noisy weighted vector z̃n,m. Similarly, the extra noise
should be added to ∂L̃n

∂gn,m
, and removed before backpropa-

gation by client m. To achieve this, client m needs to send
the encrypted noise [[ϵacc]] to the server, and the server cal-
culates the true gradient via [[ ∂Ln

∂gn,m
]] = ∂L̃n

∂gn,m
−[[ϵacc]]· ∂Ln

∂zn,m
,

and sends the encrypted gradient [[ ∂Ln

∂gn,m
]] to the client m.

4) Backward Propagation on Clients. The client m first
decrypts the gradient [[ ∂Ln

∂gn,m
]] received from the server.

Then, it updates the local model θm and the variables
µm, ωm simultaneously (Line 16-20 of Alg. 4).

We further present discussions about the setting where
clients have diverse computing and communication re-
sources and results the problem of asynchrony and delays.
For this scenario, we can add existing asynchronous and
parallel optimization methods [13] on top of FedSDG-FS.
Specifically, we describe the asynchronous FedSDG-FS in
a high level as follows. During the learning and feature
selection process, from the server side, it waits until receiv-

Algorithm 4: Backward Propagation for Secure Fea-
ture Selection

Input : Loss Ln on the server, target {yn}Nn=1,
learning rates η0, ηm

Output: Global model θ̂, indicator vector
sm, qm,m ∈ [M ]

1 Server S
2 Compute the gradients [[ ∂Ln

∂wm
]]← ∂Ln

∂zn,m
· [[gn,m]],

∂L̃n

∂gn,m
← ∂Ln

∂zn,m
· w̃m, ∂Ln

∂α0

3 Add noise [[ ∂Ln

∂wm
+ ϵs]]← [[ ∂Ln

∂wm
]] + ϵs

4 Send [[ ∂Ln

∂wm
+ ϵs]] to client m

5 Client m ∈ [M ]
6 ∂Ln

∂wm
+ ϵs ← Dec([[ ∂Ln

∂wm
+ ϵs]])

7 Add noise ∂L̃n

∂wm
+ ϵs ← ∂Ln

∂wm
+ ϵs − ϵm

η0

8 Encrypt noise [[ϵacc]]← Enc(ϵacc)
9 Accumulate noise ϵacc ← ϵacc + ϵm

10 Send ∂L̃n

∂wm
+ ϵs, and [[ϵacc]] to the server

11 Server S
12 Remove noise ∂L̃n

∂wm
← ∂L̃n

∂wm
+ ϵs − ϵs

13 Update θ0 = {w1, · · · , wm, α0}:
w̃m ← w̃m − η0

∂L̃n

∂wm
, α0 ← α0 − η0∇α0

Ln

14 Remove noise [[ ∂Ln

∂gn,m
]]← ∂L̃n

∂gn,m
− [[ϵacc]] · ∂Ln

∂zn,m

15 Send [[ ∂Ln

∂gn,m
]] to client m

16 Client m ∈ [M ]
17 ∂Ln

∂gn,m
← [Dec([[ ∂Ln

∂gn,m
]])

18 Calculate ∂Ln

∂µm
, ∂Ln

∂ωm
, ∂Ln

∂θm

19 Update µm ← µm − ηm
(
∂Ln

∂µm
+ λ∂Rm

∂µm

)
20 ωm ← ωm − ηm

(
∂Ln

∂µm
+ λ∂Rm

∂ωm

)
,

θm ← θm − ηm
∂Ln

∂θm
21 Return the global model θ = {θm}Mm=0.
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ing a message from a local client m, which is either i) a
query of the loss function’s gradient w.r.t. to the embedding
vector hn,m, or ii) a new embedding vector calculated using
the updated local model parameter. To respond to query
i), the server calculates the gradient for client m using its
current hn,m, and sends it to client m; and, upon receiving
ii), the server computes the new gradient w.r.t. the top
model θ0 using the embedding vectors it currently has from
other clients and updates its model. For each interaction
with the server, each client m randomly selects a datum
xn,m, calculates parameters sm,i and qm,j , queries the cor-
responding gradient w.r.t. hn,m from the server, uploads
the updated embedding vector hn,m, and updates the local
bottom model θm and variables µm and ωm.

5 THEORETICAL ANALYSIS

5.1 Convergence Analyses
As illustrated in Section 4.4.2 that FedSDG-FS satisfies the
smoothness property and the Assumption 1, and ciphertext
operations do not affect the numerical calculations, thus
we present the convergence analysis for both FedSDG-
FS and FedSDG-FS++ in a unified way. We present the
convergence results through two steps. First, we show that
there is an equivalence between our proposed l0 constrained
optimization for feature selection and optimization over
Bernoulli distribution through Mutual Information (MI).
Then, we present the convergence results of the gradient
decent methods for optimizing the l0 constrained optimiza-
tion. Without loss of generality, we only consider the bottom
level stochastic gates. The goal of feature selection is to find
the subset of features Q that has the highest MI with the
target variable Y . We can formulate the task as selecting Q
such that the MI I(·) between XQ and Y is maximized:

max
Q

I(XQ, Y ) s.t. |Q| = k. (11)

Then, under the mild assumption that there exists an opti-
mal subset of indices Q∗, the Eq.(11) is equivalent to

max
0≤π≤1

I(X ⊙ Q̃;Y ) s.t.
∑
i

E
[
Q̃i

]
≤ k, (12)

where Q̃ are independently sampled from the Bernoulli
distribution with parameter π. Then, we can rewrite this
constrained optimization problem as a penalty optimization
problem, which is the same as Eq. (5):

R = minL(X ⊙ Q̃;Y ) + λ|Q̃| (13)

So far, we have proved the equivalence between the pro-
posed l0 constrained optimization and the selection of the
optimal feature subset. Then, we proceed to give the conver-
gence results of the l0 constrained optimization for feature
selection. For notational brevity, at iteration t, we define,

µt
0 :=

∂

∂θ0
L(h(θt0, g

t
n,1, · · · , gtn,M ); yn) (14)

µt
m : =

∂

∂θm
L(h(θt0, g

t
n,1, · · · , gtn,M ); yn), (15)

Theorem 2. Under Assumption 1, and the additional assumption
that R(θ) is ρ-strongly convex, if ηt = 1

ρminm(t+T0)
with the

constant T0 > 0. Then the convergence rate is O(1/T ).

The objective value satisfies the following inequality,

R(θt+1) ≤ R(θt)− ηt0(1−
K

2
ηt0)||µt

0||2

−
M∑

m=1

ηtm(1− Km

2
ηtm)||µt

m||2,
(16)

where 0 < ηt0 ≤ 1
K , 0 < ηtm < 1

Km
, then 1 − K

2 η
t ≤ 1

2 , 1 −
K
2 η

t
m ≤ 1

2 . Then, we have

R(θt+1) ≤ R(θt)− 1

2
(ηt0||µt

0||2 +
M∑

m=1

ηtm||µt
m||2). (17)

We denote θ̂ as the optimal global model. Then, according
to the first-order Taylor expansion, we have

R(θt) ≤ R(θ̂) + (µt
0 +

M∑
m=1

µt
m)(θt − θ̂) (18)

Substitute the above formula into Eq. (17), we have:

R(θt) ≤ R(θ̂) +
1

2(ηt0 + ηtm)T
(||θ0 − θ̂||2) (19)

As T increases, ϵ = 1
2(ηt

0+ηt
m)T

(||θ0 − θ̂||2) decreases, θt

gets increasingly close to the optimal solution θ̂, and the
convergence rate is O(1/T ).

Thus, we have proved the convergence of the proposed
algorithm under the aforementioned assumptions.

Time and storage complexity analysis. The time
complexity of the algorithm is O(K||θ0−θ̂||2

2ϵ ), ϵ =
1

2(ηt+ηt
m)T (||θ0 − θ̂||2). The storage complexity is O(|θ| +

|s| + |q|), where | · | denotes the parameter size, and the
communication cost is O

(
|q|K||θ0−θ̂||2

ϵ

)
.

5.2 Privacy Analysis for FedSDG-FS

5.2.1 Privacy Guarantees

We illustrate that FedSDG-FS satisfies β-GDP for the dataset
Um of client m by proving Theory 1. Let ui

m, ûi
m denote

the outputs of i-th layer with inputs u0
m = xn,m, x̂n,m.

Under the assumptions that zim ∼ U [−ζim/2, ζim/2], σi is
Lσi -Lipschitz continuous for i ∈ [I − 1], we can derive that,

||wI
muI−1

m − wI
mûI−1

m || ≤ ||wI ||LσI−1
(||wI−1

m || ||uI−2
m − ûI−2

m ||)

≤ ||wI
m||

I−1∏
i=1

Lσi
||wi

m|| ||xn,m − x̂n,m||

(20)

Consider the linear operation of I-th layer M(uI−1
m ) =

wI
muI−1

m + bIm + zIm which is a random mechanism defined
by zIm ∼ N (0, ζ2m). Since differential privacy is not affected
to post-processing [36], σI ◦M does not increase the privacy
loss with M. According to Theorem 1 in [38], Algorithm 2

is (ε, δ)-differentially private if ζm =

√
H log(1/δ)

ε .
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5.2.2 Utility Analyses
We build utility analyses for Algorithm 2 upon the differ-
ence bounds of the objective after local perturbation. We
evaluate the difference between Rζ(θ, s, q) = Ez[R(θ, s, q)]
and R(θ, s, q) (Eq. (5)). Note that,

|Rζ(θ, s, q)−R(θ, s, q)|2 ≤ M

N

N∑
n=1

L2Ez[||h̃n,m − hn,m||]2

(21)
where hn,m, h̃n,m corresponds to the outputs of Eq. (8), Eq.
(9). Since we have that

||h̃n,m − hn,m|| = ||ũI − uI ||
≤ LσI

(||wI || ||ũI − uI ||+ ||zI ||)

≤
I∑

i=1

( I∏
j=i

Lσj ||wj
m||

)
||zj ||

(22)

Taking expectation on square of both sides, we have

E||h̃n,m − hn,m||2 ≤
( I∏
j=i

L2
σj
||wj

m||2
)( I−1∑

i=1

ζ2im + ζ2
)

(23)

Substituting it into Eq. (21), we arrive that

|Rζ(θ, s, q)−R(θ, s, q)|2 ≤M
( I∏
j=i

L2
σj
||wj

m||2
) 1

2
( I−1∑
i=1

ζ2im+ζ2
) 1

2

(24)

5.3 Security Analysis of FedSDG-FS++

In this section, we perform security analysis of FedSDG-
FS++ against the well-known equation solving attack in the
semi-honest model [47].

Proposition 1 (Gradient protection in backward propaga-
tion). The server cannot learn the true values of ∂Ln

∂gn,m
in order

to reconstruct activations and training data.

Proof. The prove follows the simulation approach [48],
where the basic idea is to build a simulator given the client
an input and a global output, and show that it learns noth-
ing but the final result. During model training, the server
attempts to remove the randomness from the received gra-
dients. In the space Z, given a noise value ϵm selected by
client m and a value ϵs for the server, the probability that
ϵm equals ϵs is p{ϵm = ϵs} ≤ 1 − e−2/|Z|, where |Z| is the
size of a finite field identical to the cipher space of Paillier.
Since the elements of the noise is independent, the server
can correctly yield vectors of gn,m with the probability
p{gn,s = gn,m} ≤ (1 − e−2/|Z|)nl , where nl is the number
of neuron in the last embedding layer. Since |Z| is a large
number, the probability that the server can successfully
derive the gradients is close to zero.

Proposition 2 (Model protection in forward propagation).
The accumulated weighted vectors {zn,m = gn,m · wm}, n ∈
[N ],m ∈ [M ] reveals nothing but the sub-spaces of weights from
which the weights wm cannot be reconstructed by clients.

Proof. Let zn,m = gn,m · wm denote the weighted vector
obtained by client m after one forward propagation. It does
not reveal any information regarding the actual values of

the matrices wm but the sub-spaces linearly combined by in-
finitely many possible matrices solutions. Hence, top model
weights wm cannot be reconstructed by local clients.

Thus, we can conclude that the server cannot reconstruct
training data and clients cannot infer the labels during
feature selection and training process.

6 EXPERIMENTAL EVALUATION

6.1 Experiment Configuration

1) Datasets. We use 10 datasets with 4 types of data: tabular
data, images, texts and audios. These include 2 synthetic
datasets, MADELON [40] and FRIEDMAN [49]; and 8 real-
world datasets, ARCENE [39], KDD99 [50], BASEHOCK [51],
RELATHE [51], PCMAC [51], GISETTE [52], COIL20 [53] and
ISOLET [54]. The synthetic datasets are derived from the
feature selection challenge [40], where MADELON consists of
5 informative features, 15 redundant features constructed by
linear combinations of those 5 informative features, and 480
noisy features, while FRIEDMAN consists of 5 informative
and 995 noisy features. For the real-world datasets, most of
them are collected from the ASU feature selection database
online [51], and KDD99 is used for the third international
knowledge discovery and data mining tools competition.
The descriptions of all datasets are listed in Table 2. We
employ two clients in our settings, where we divide features
into two parts randomly for every dataset, and assign each
part to each client. The labels are located in the server.
To further investigate the performance of FedSDG-FS and
FedSDG-FS++, we also employ five and ten clients for
implementations (see Section 6.3).

TABLE 2
Description of datasets for empirical evaluations

Dataset Features Train size Test size Classes Type
MADELON 500 2,000 2,400 2 Tabular
FRIEDMAN 1,000 750 250 2 Tabular
ARCENE 10,000 1,400 600 2 Tabular
KDD99 41 4,898,431 311,029 23 Tabular
BASEHOCK 7,862 1,594 398 2 Text
RELATHE 4,322 2,320 2,088 2 Text
PCMAC 3,289 1,554 388 2 Text
GISETTE 5,000 5,600 1,400 2 Image
COIL20 1,024 1,008 432 20 Image
ISOLET 617 1,248 312 26 Audio

2) VFL Models. We have implemented the typical logis-
tic regression model for VFL [55] on FRIEDMAN, and neural
networks for VFL [30] on the other 9 datasets (see Table 3).
We run VFL models until a pre-specified test accuracy is
reached, or a maximum number of iterations has elapsed.
In addition, training the dual-gates until convergence may
sometimes cause overfitting of the model, where we set the
cutoff value of the variables and perform early stopping. We
test the accuracy of the global model on the test datasets. We
build our VFL models with Flower 0.19.0 [56] and Pytorch
1.8.1 [57]. All the experiments are performed on Ubuntu 16
operating system equipped with a 12-core i7 Intel CPU, 64G
of RAM and 4 Titan X GPUs.

3) Comparison Baselines. We compare FedSDG-FS and
FedSDG-FS++ methods against state-of-art baselines, 1)
allFeatures: It performs feature selection with all features
participating. 2) SFFS [21]: It performs feature selection
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TABLE 3
Settings for training different VFL models.

Model # of parameters Task
VFLNN-MADELON 130,552 Two-class classification
VFLLR-FRIEDMAN 130,501 Regression
VFLNN-ARCENE 1,030,552 Cancer detection
VFLNN-KDD99 109,360 Network intrusion detection
VFLNN-BASEHOCK 516,752 Text classification
VFLNN-RELATHE 462,752 Text classification
VFLNN-PCMAC 359,452 Text classification
VFLNN-GISETTE 530,552 Digit number recognition
VFLNN-COIL20 109,360 Face image recognition
VFLNN-ISOLET 93,476 Letter-name recognition
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Fig. 4. Test accuracy and R2 scores vs. number of selected features on
synthetic datasets.

with the filter method based on secure multi-party compu-
tation. 3) MS-GINI [18]: It leverages a filter feature selection
method based on Gini impurity. 4) VFLFS [28]: It leverages
the embedded method through combining the auto-encoder
with l2 constraints on feature weights. 5) LESS-VFL [29]:
It utilizes a pre-training step and determines the relevant
features by embedding component selection. 6) VertiBench
[35]: It proposes dataset splitting methods based on fea-
ture importance and feature correlation to improve model
performance. 7) original-Gate [19]: It has neither gates of
the embedding vectors nor importance initialization. For
fair comparison, we implement VFLFS [17] without the part
that makes use of the non-overlapping samples. We use the
Paillier as the PHE method in our implementation.

4) Hyperparameter Setting. We use the Adam optimizer,
and set learning rate η = 0.03, batch size b = 128, weight
factor λ = 0.1. We add random noises on the output of each
local embedding layer, and the noises follow the uniform
distributions U [−

√
3/5,
√
3/5] with ζ = 0.2, ϵ = 4, δ = 0.01.

For baseline methods that have their own parameters, we
follow the parameter settings in their implementations.

6.2 Evaluating Gini Impurity for VFL
Firstly, we evaluate the effectiveness of our Gini impurity
metric (FedSDG-FS-gini) designed for feature importance
initialization in both the FedSDG-FS and FedSDG-FS++ by
comparing the test accuracy of the global models to the
other three filtering based feature selection strategies, SFFS
[21], random FS, and all features participating (allFeatures).
We select different numbers of features (i.e., k features with
the smallest Gini scores), and assign them to the two clients.
Since those datasets differ in both the number of features
and the number of noisy features. Thus, we select features
from each dataset in similar proportions and round the
numbers of selected features. We perform 5-fold cross vali-
dation and report the average R2 scores, test accuracy and
standard deviations in Fig. 4. Here, the R2 score is defined

as R2 = 1 −
∑

n∈[N](yn−ŷn)
2∑

n∈[N](yn−ȳ) , where ȳ = 1
N

∑
n∈[N ] yn,

and yn, ŷn are the true target and predicted target of the
n-th sample, respectively. The results show that FedSDG-
FS-gini achieves higher test accuracy and R2 scores than
other strategies. Specifically, the average test accuracy and
R2 scores of FedSDG-FS-gini are 28.71%/ 123.8%, 29.69%/
70.3%, 12.85%/ 3.4% higher than that of random, allFea-
tures and SFFS for MADELON and FRIEDMAN, respectively.
Meanwhile, the standard deviations are relative small, e.g.,
with 1.22% and 4.3% smaller than that of SFFS for MADELON
and FRIEDMAN. In addition, we analyze why some of the
test accuracy in Fig 4 is less than 50%. First, since there are
noisy features irrelevant to the learning task and a large
number of redundant features possessed by local clients,
samples with very similar or the same features may have
completely opposite labels. Such low quality training data
makes the models perform almost like random guesses or
slightly worse when they overfit the noise.

We further evaluate the performance of FedSDG-FS
when only a subset of clients participates in the feature
importance initialization. Specifically, we train different VFL
models (illustrated in Table 3) on corresponding datasets of
clients with different selection ratios, i.e., r = 0.1, 0.3, 0.5,
0.7, 1.0. For the remaining clients who did not participate in
the feature importance initialization, we assign their feature
importance scores to be zeros. The test accuracy results
are shown in Table 5 and Fig. 5. It can be observed that
as the selection ratio decreases, the test accuracy decreases
slightly, and the model converges slower. For example, for
the BASEHOCK and RELATHE dataset, when the participat-
ing ratio is 0.5, the drop of test accuracy is much small,
only 0.06%, 0.57%. To solve this problem, we need to allow
all clients to participate in the initialization stage, which is
much efficient and incremental, i.e., clients can individually
interact with the server to perform the feature importance
initialization without recomputing feature importance from
scratch. Take the dataset ARECENE as an example, the total
communication overhead is 7.82 MB and the computation
cost is 173.36s, which is much efficient to calculate.

6.3 Evaluating Important Feature Selection

After feature importance initialization, the server proceeds
to select important features using the stochastic dual-gates.

1) Learning Accuracy. We compare FedSDG-FS and
FedSDG-FS++ with other baselines by training different VFL
models and evaluating the test accuracy of the global mod-
els, and the ratios of selected features. The results are shown
in Table 4. It can be observed that FedSDG-FS++ achieves
the highest test accuracy using the fewest features in almost
all datasets, and FedSDG-FS achieves the comparable test
accuracy with similar number of features. Taking MADELON
as an example, the average test accuracy of FedSDG-FS++
is 47.2%, 33.6%, 27.0%, 48.2%, 13.39%, 7.7%, 0.3/%, 0.1%,
higher than other seven baselines, respectively; while the
ratio of selected features is 0.97, 0.47, 0.47, 0.47, 0.54, 0.78,
0.02, 0.01, less than them. Fig. 6 shows the ROC curve of
FedSDG-FS++, and the ROC curve of FedSDG-FS and on
other datasets is much similar to Fig. 6. It also illustrates that
our methods achieve high test accuracy on various datasets.
In some cases where there are small number of noisy
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TABLE 4
Test accuracy of models trained with features selected with different methods.

Datasets Test Accuracy (%) / Ratio of Selected Features
allFeatures SFFS MS-GINI VFLFS LESS-VFL VertiBench original-Gate FedSDG-FS FedSDG-FS++

MADELON 52.0/ 1.0 65.6/ 0.5 72.2/ 0.5 51.0/ 0.5 85.81/ 0.57 91.5/ 0.81 98.9/ 0.05 99.1/0.04 99.2/ 0.03
ARCENE 80.1/ 1.0 95.0/ 0.5 87.5/ 0.5 70.1/ 0.5 90.1/ 0.53 92.31/ 0.67 97.4/ 1.0 99.0/0.57 99.8/ 0.58
KDD99 68.7/ 1.0 80.1/ 0.5 69.5/ 0.5 67.1/ 0.5 72.31/ 0.66 69.21/ 0.72 75.4/ 1.0 77.9/0.59 78.8/ 0.54
BASEHOCK 99.7/ 1.0 99.1/ 0.5 98.5/ 0.5 94.4/ 0.5 98.71/ 0.54 98.89/ 0.58 99.5/ 0.48 99.7/0.35 99.9/ 0.3
RELATHE 95.5/ 1.0 87.2/ 0.5 92.1/ 0.5 86.5/ 0.5 94.78/ 0.71 93.78/ 0.58 99.7/ 0.71 99.6/0.41 99.8/ 0.41
PCMAC 97.6/ 1.0 79.34/ 0.5 90.2/ 0.5 86.11/ 0.5 92.67/ 0.54 93.15/ 0.62 99.1/ 0.66 98.7/0.55 98.7/ 0.45
GISETTE 99.1/ 1.0 99.0/ 0.5 98.0/ 0.5 50.2/ 0.5 99.3/ 0.81 96.8/ 0.68 97.8/ 0.76 99.5/0.57 99.5/ 0.53
COIL20 96.4/ 1.0 65.6/ 0.5 94.8/ 0.5 72.2/ 0.5 89.14/ 0.62 87.76/ 0.73 91.2/ 1.0 97.3/0.70 97.5/ 0.71
ISOLET 98.0/ 1.0 92.7/ 0.5 91.4/ 0.5 71.4/ 0.5 93.21/ 0.63 91.05/ 0.57 93.2/ 1.0 94.8/ 0.76 96.7/ 0.75
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TABLE 5
Test accuracy of models trained with FedSDG-FS with different ratios

(%) of clients participating in feature importance initialization.

Datasets Test accuracy (%)/ ratio of selected features
1.0 0.9 0.7 0.5 0.3 0.1

ARCENE 99.80 99.68 98.80 97.64 97.23 96.89
BASEHOCK 99.65 99.61 99.63 99.59 99.42 99.10
RELATHE 99.04 98.89 98.28 98.47 98.32 98.11
PCMAC 98.70 98.25 98.13 98.05 97.85 97.67

features, and having little negative impact on the model,
using all features results the higher accuracy. Nevertheless,
FedSDG-FS and FedSDG-FS++ can still achieve comparable
test accuracy with fewer features. In addition, FedSDG-FS++
is a lossless solution since it adopts the strategy that sending
activation back and forth between the client and the server
for handling non-linear operation instead of using the poly-
nomial function approximation method [58]. Besides, we
show the results of test accuracy different communication
rounds for training VFLNN-COIL model using the FedSDG-
FS and FedSDG-FS++ in Fig. 7. It can be observed that
FedSDG-FS and FedSDG-FS++ achieve much similar test
accuracy during training process with small DP noises, i.e.,
(10−4, 0.01).

2) Precision. We use precision to measure the accu-
racy of FedSDG-FS and FedSDG-FS++, which calculates
the proportion of correctly selected informative features
over all selected features. For FedSDG-FS and the original
gate method, we train VFLNN-MADELONE until the model
converges, and determine the important features. For SFFS
and MS-GINI, we calculate the F-statistics and Gini impurity
of each individual feature, respectively, and select different
numbers of informative features. The results are shown
in Fig 8. It can be observed that FedSDG-FS, FedSDG-
FS++ and the original gate method achieve much higher
precision than allFeatures, SFFS, MS-GINI, and FedSDG-
FS++ achieves the highest precision. This illustrates that
reducing the sizes of embedding vectors does not degrade
the model accuracy. For example, the average precision
scores of different number settings of FedSDG-FS++ are 13%
and 76% higher than the original gate method and SFFS,
respectively. As the number of selected features increases,
the precision of SFFS and MS-GINI decreases dramatically,
while the presicion of FedSDG-FS, FedSDG-FS++ and orig-
inal gate methods decreases slightly, which demonstrates
their effectiveness without knowing the number of features
to be selected.

3) Efficiency. We evaluate the efficiency of FedSDG-
FS and FedSDG-FS++ from two aspects: 1) the speed of
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(b) VFLNN-ISOLET

Fig. 11. Test accuracy under different noise levels, i.e., different ζ
values of FedSDG-FS.
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Fig. 12. Test accuracy and ratios of same selected features under
different noise levels, i.e., different ζ values of FedSDG-FS.
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Fig. 13. Test accuracy and ratios of same selected features of FedSDG-
FS with various (ϵ, δ) privacy values on the dataset COIL-20.

2000300040005000600070008000900010000
# of selected features

60

65

70

75

80

85

90

95

100

Te
st

 a
cc

ur
ac

y 
(%

)

FedSDG-FS
FedSDG-FS++
original-Gate
SFFS

(a) VFLNN-ARCENE

300400500600700
# of selected features

65

70

75

80

85

90

95

100

Te
st

 a
cc

ur
ac

y 
(%

)

FedSDG-FS
FedSDG-FS++
original-Gate
SFFS

(b) VFLNN-GISETTE

Fig. 14. Test accuracy vs. number of selected features by training
models for 20 rounds.

TABLE 6
Test accuracy of models trained with features selected with different methods.

# clients Dataset Test accuracy (%) / Ratio of Selected Features

5
allFeatures SFFS MS-GINI VFLFS original-Gate FedSDG-FS FedSDG-FS++

ARCENE 85.8/ 1.0 92.2/ 0.5 92.0/ 0.5 71.0/ 0.5 98.2/ 1.0 98.7/ 0.59 99.7/ 0.59
RELATHE 97.6/ 1.0 84.8/ 0.5 92.7/ 0.5 86.1/ 0.5 99.8/ 0.69 99.3/ 0.38 99.5/ 0.45

10 ARCENE 91.0/ 1.0 94.0/ 0.5 92.7/ 0.5 82.0/ 0.5 98.6/ 1.0 99.0/ 0.57 99.2/ 0.56
RELATHE 97.5/ 1.0 85.6/ 0.5 93.6/ 0.5 85.7/ 0.5 99.5/ 0.68 98.9/ 0.40 99.8/ 0.44

100 ARCENE 80.7/ 1.0 89.1/ 0.5 89.4/ 0.5 70.2/ 0.5 97.8/ 0.61 98.2/ 0.61 98.8/ 0.57
RELATHE 95.5/ 1.0 82.6/ 0.5 91.4/ 0.5 81.2/ 0.5 98.5/ 0.58 97.8/ 0.40 98.6/ 0.44

the feature importance initialization, and 2) computation
and communication saving during model prediction. Firstly,
we calculate the number of selected features in different
training rounds. Take training models VFLNN-COIL and
VFLNN-ISOLET (Fig. 9(a) and Fig. 9(b)) for example. Here,
we set the weight factor λ = 1.0. The results show that with
importance initialization, FedSDG-FS, FedSDG-FS++ can fil-
ter out noisy features before training, and can quickly filter
out noisy features and select important ones, thus speeding
up model training. Secondly, we compare the prediction
computation overhead and communication overhead of
those models of FedSDG-FS, FedSDG-FS++ and other base-
line methods. For example, Fig. 10 shows the total compu-
tation and communication cost of each method to perform
model inference on test datasets of ARCENE and GISETTE.
The computation cost of FedSDG-FS is much lower than
other methods, e.g., 99.46%, 99.45%, 99.44%, 99.42% lower of
dataset ARCENE, and the computation cost of FedSDG-FS++
is 6.69%, 4.18%, 2.61% lower than allFeatures, SFFS and
original-Gate methods. Besides, FedSDG-FS saves 87.11%,
86.12%, 87.11%, 82.06% communication cost, while FedSDG-
FS++ saves 28.13%, 28.21%, 28.56% communication cost. The
efficiency analysis clearly demonstrated the advantages of
the feature importance initialization module and the DP-
based feature selection module.

6.4 Differential Privacy Analysis

To illustrate that our differentially private FedSDG-FS is
the small difference in model testing accuracy as well as
small differences in selected features compared to the non-
private system, we first train various models under different
noise levels, i.e., with different ζ values and report the test
accuracy in different training rounds. We refer to FedSDG-
FS++ as the setting with ζ = 0. The example results of
models VFLNN-COIL and VFLNN-ISOLET are shown in
Fig. 11 and Fig. 12. It can be observed that with some
moderate noises, the difference in test accuracy is much
small, e.g., 0.45%, 0.2% with ζ = 0.1, and 0.7%, 0.76% with
ζ = 0.5 for datasets COIL-20 and ISOLET. Besides, the
results show that the ratio of the same selected features
are much high, e.g., 0.865, 0.852 with ζ = 0.1, and 0.857,
0.878 with ζ = 0.5 for datasets COIL-20 and ISOLET. In
addition, the noise levels affect the performance of feature
selection and model training. Specifically, as noise increases,
the ratio of the same selected features and model test accu-
racy decrease dramatically, and the model converges much
slower. Take dataset COIL-20 for example, when the noise
value increases from 1.0 to 15.0, the test accuracy drops
from 98.76% to 10.1%, and the ratio of the same features
drops from 0.82 to 0.18 accordingly. For dataset ISOLTE,
when the noise equals 10 or 15, the model learns almost
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nothing, thus the ratio of the same selected features is 0.
By using the moments accountant, we can obtain a δ value
for any given ϵ. We record the test accuracy for different
(ϵ, δ) pairs in Fig. 13. In the figure, each curve corresponds
to the average test accuracy of models achieved for a fixed
δ, as it varies between 10−5 and 10−2. For example, we can
achieve 91.52% accuracy for VFLNN-COIL with ϵ = 0.7 and
δ = 0.01. In addition, with strong privacy guarantees, i.e.,
with ϵ being 0.4, the test accuracy decreases dramatically.
Thus, by adjusting the added noise, we can balance the
feature selection performance and privacy protection level.

6.5 Ablation Study
1) Impacts of number of selected features. We evaluate the
stability of FedSDG-FS by calculating the test accuracy of the
global model with different numbers of selected features.
We illustrate the test accuracy of models VFLNN-ARCENE
and VFLNN-GISETTE by training them for 20 rounds with
different numbers of features in Fig. 14. The results show
that compared to SFFS, the original based method, FedSDG-
FS and FedSDG-FS++ all achieve much higher test accuracy.
Meanwhile, the performance of FedSDG-FS and FedSDG-
FS++ has less variation in all cases than other two methods.

2) Impacts of number of participants. To further validate
the proposed methods, we employ larger number of partic-
ipants, i.e., 5 clients, 10 clients and 100 clients for model
training. Two example results on datasets ARCENE and
RELATHE are presented in Table 6. It shows that as the
number of clients increases, the test accuracy of the global
model decreases slightly, which demonstrates the scalability
of our methods. Besides, FedSDG-FS and FedSDG-FS++
achieve comparable high test accuracy, and FedSDG-FS++
achieves the highest test accuracy using the fewest features
in most cases. For the only case where FedSDG-FS++ per-
forms second best in terms of accuracy, our accuracy 99.5%
is very close to the best accuracy 99.8%, while FedSDG-FS++
use about 20% fewer features.

3) Impacts of initialization metrics. One of our contribu-
tions is designing a feature importance initialization method
based on Gini impurity and making it work in a privacy-
preserving manner under VFL settings. It is not easy to de-
sign a feature selection approach which is also privacy pre-
serving. We compare our feature importance initialization
metric Gini with other metrics, including F-statistics and
Mutual Information (MI) without considering the privacy
issue. Table 7 shows that these methods achieve comparable
feature selection performance. We will explore how to make
the information gain based feature selection method work
in VFL settings in our future work.

TABLE 7
Test accuracy of models trained with features selected with different

importance initialization methods.

Datasets Test accuracy (%)/ ratio of selected features
F-statistics MI Lasso Gini

ARCENE 98.4/ 0.59 99.8/ 0.61 99.1/ 0.59 99.8/ 0.58
KDD99 78.2/ 0.51 77.93/ 0.48 79.0/ 0.42 78.8/ 0.54
RELATHE 99.8/ 0.41 99.3/ 0.46 99.5/ 0.39 99.8/ 0.41
COIL20 97.8/ 0.42 97.92/ 0.43 96.53/ 0.51 98.7/ 0.45
ISOLET 95.9/ 0.69 96.3/ 0.72 97.1/ 0.68 96.7/ 0.71

7 CONCLUSIONS AND FUTURE WORK

In this work, we proposed an efficient and privacy-
preserving vertical federated learning feature selection
framework to select important features in VFL settings. We
first designed a Gaussian stochastic dual-gates for clients’
inputs to efficiently approximate the probability of a feature
being selected. To adaptively fulfill the two-level privacy
requirements, we first proposed a local embedding pertur-
bation approach, FedSDG-FS, to achieve differential privacy
for local training data. Then, we proposed FedSDG-FS++
which incorporates PHE and randomized noise mechanism
into the stochastic dual-gates to achieve secure feature selec-
tion. To reduce overhead, we proposed a feature importance
initialization method based on Gini impurity and PHE,
which can be accomplished through only two parameter
transmissions, and two encryption/decryption operation on
the server. Experiment results show that the proposed meth-
ods significantly outperform existing approaches in terms of
achieving more accurate selection of high-quality features
and building global models with better performance.
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