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Querying Twice to Achieve Information-Theoretic
Verifiability in Private Information Retrieval

Stanislav Kruglik∗, Son Hoang Dau†, Han Mao Kiah∗, Huaxiong Wang∗, Liang Feng Zhang‡

Abstract—Private Information Retrieval (PIR) protocols allow
a client to retrieve any file of interest while keeping the files iden-
tity hidden from the database servers. While many existing PIR
protocols assume servers to be honest but curious, we investigate
the scenario of dishonest servers that provide incorrect answers
to mislead clients into obtaining wrong results. We propose a
unified framework for polynomial PIR protocols encompassing
various existing protocols that optimize the download rate or
total communication cost. We introduce a way to transform
a polynomial PIR to a verifiable one without increasing the
number of involved servers by doubling the queries. The security
guarantees can be information-theoretic or computational, and
the verification keys can be public or private. Moreover, in one
of our protocols, the ratio between the additional download
overhead associated with verification and the normal download
cost approaches zero as the file size goes to infinity.

Index Terms—Private Information Retrieval, Security, Verifi-
ability, Privacy, Communication cost

I. INTRODUCTION

Consider a database with n files represented by an n-tuple
x = x1 · · ·xn. Suppose that a client wants to retrieve a file xi

with i ∈ [n]. A private information retrieval (PIR) protocol
allows him/her to retrieve xi, while keeping its identity or
index i ∈ [n] private from the database servers [2]. The
problem is motivated by the necessity to preserve the privacy
of not only the downloaded content, but also the identity of the
queried record [3]. Examples include the price of a specific
stock or the details of a specific blockchain transaction. A
trivial solution is simply to download the entire database and
this clearly incurs tremendous communication costs. Unfortu-
nately, in the case of a single server, Chor et al. [2] showed
that this was the best information-theoretically secure solution.
Nevertheless, in the same seminal paper, Chor et al. [2]
showed that when the contents are replicated among several
servers, the communication cost can be significantly reduced.
Following [2], several authors have introduced PIR protocols
that progressively reduced the communications cost [4], [5].
Formally, in this model, the client queries each of the k servers
(each storing x = x1 · · ·xn) once and retrieves xi, while
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keeping the index i private from any subset of up to t honest-
but-curious servers. In PIR literature, such a scheme is called
t-private k-server PIR scheme and such a property is known as
t-privacy. Motivated by the large size of stored files, the notion
of PIR was revisited by the information theory community and
the main goal was shifted to reducing the download rate –
defined as the ratio of the retrieved file size to the amount of
downloaded information [6]–[8]. In this case, we can define
the PIR capacity as the maximum achievable download rate
and this value was determined for a variety of PIR models [9].

Currently, many PIR schemes assume that servers are
honest-but-curious and that they provide correct responses.
This assumption, while theoretically interesting, is rather naive
and irrelevant in practice, especially in a decentralized setting
(e.g. in the blockchain environment) where servers are not sup-
posed to be trusted. Given the frequencies of high-profile data
breaches nowadays, even when the PIR servers are managed
by trusted parties (e.g. government agencies) or outsourced
to trustworthy service providers (e.g. AWS, Microsoft, and
Google), we can’t avoid the possibility that they could be
attacked and controlled momentarily by malicious entities.
This poses an interesting question: what can the client do
if servers intentionally provide wrong responses? Here, we
provide three different interpretations of this question and their
formal definitions.

• s-verifiablility (referred to as s-security in [10]). The
client can detect the presence of up to s malicious servers.

• a-accountability. The client can identify each of up to a
malicious servers.

• b-byzantine resistance/b-byzantine robustness. The client
can retrieve the correct result in the presence of up to b
malicious servers.

It is clear that a-accountability implies a-verifiablility, while
b-byzantine resistance implies both b-accountability and b-
verifiablility. However, in certain low-latency applications,
such as private media browsing [11], the requirement of byzan-
tine resistance may be too stringent, as it may be sufficient to
detect cheating and then refuse to pay. By simply requiring
s-verifiability, we may obtain some savings in communication
costs and number of servers involved. Recently, s-verifiable
PIR schemes were studied in [10], [12], [13]. In compari-
son to them, our schemes generally provide better commu-
nication complexity and do not involve additional servers.
Also, recently proposed committed PIR [14] and authenticated
PIR [15] provide the same notion of verifiability. However,
these schemes rely on computational assumptions (we discuss
this in detail shortly). In comparison, we prove information-
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theoretic security guarantees for certain protocols in this paper.
The verifiable PIR protocols [16], [17] provide accountability
- but rely on public-key cryptography and require a trusted
setup. Another class of verifiable PIR schemes are b-byzantine-
resistant PIR schemes [18]–[23]. Typically, such schemes rely
on error-correcting techniques and require additional servers.
In particular, these schemes cannot be deployed for two
servers. Please refer to recent surveys [3], [24] and references
therein for more details about recent advances in byzantine
PIR.

In this paper, we continue the line of research started in [1],
where we considered a two-server verifiable extension of
Goldberg’s PIR from [25], and for the first time, propose a
unified framework that includes a number of well-known PIR
protocols without restriction on the number of involved servers
for the replicated database case, such as those in [2], [4], [25].
Notably, our framework can encompass both information-
theoretic and computer science PIR settings, with a focus
on download cost and total communication cost, respectively,
under the same umbrella. We also demonstrate how to trans-
form proposed schemes to publicly verifiable setup allowing
third party to verify as well and thus settle the possible
disputes between client and servers, and how to reduce extra
communication incurred by verification. Then we demonstrate
that, under certain conditions, these PIR protocols can be
transformed into a verifiable PIR scheme with explicit security
guarantees. Roughly speaking, our transformation involves the
client sending two independent queries to each server. Hence,
the client obtains two independent equations that he/she can
use to verify the retrieval result. We note that our protocol
does not increase the number of involved servers and is non-
interactive in the sense that queries sent to a given server
can be combined into a single query. The same holds for the
answers to them. This eliminates the requirement of preserving
an active connection to servers, typical for interactive schemes,
for instance, schemes from [26]–[28]. Despite doubling the
queries for each server, the fact that we can separate queries
for retrieval and verification can be utilized to make the extra
download incurred by verification negligibly small.

We noted at the time of writing that the idea of sending
two queries to achieve verifiability was also independently
developed in [15]. However, there are significant differences
between our work and theirs, for example, the construction
in [15] relies on functional secret sharing schemes that are
closed under scalar multiplication, which, to the best of our
knowledge, can only be computationally secure.

The rest of the paper is organized as follows. In Section II,
we establish notations and definitions. In Section III, we in-
troduce polynomial-based PIR protocol and show how several
existing protocols can be encapsulated into it. Section IV
describes the main result of this paper – transforming a polyno-
mial PIR into verifiable PIR and its different generalizations.
Comparison with related works is given in Section V. The
paper is concluded in Section VI.

II. PRELIMINARIES

For a positive integer n > 0, we denote the set of integers
{1, . . . , n} by [n] and the set of non-negative integers by Z≥0.

Symbol Description
k Number of servers

t
Privacy and verifiability thresholds that coincide
for schemes presented in this paper

n Number of files in database
q Queries
a Answers
vk Verification key
v Secret parameter used in verification equations
ω Generator of cyclic multiplicative group
x Database
Fx Multivatriate polynomial that represents the database
d Degree of multivatiate polynomial
m Number of variables in multivariate polynomial
o Order of partial derivatives used in retrieval

TABLE I: Notation table.

For a prime number p, we denote the finite field of p elements
by Fp and call it the base field. Let Fpe be its field extension of
degree e and we call it the extended field. To denote the vector
space built over them, we add a corresponding dimension as a
superscript. For a vector V ∈ Fn and index i ∈ [n], we denote
by Vi the i-th component of V . For a polynomial f ∈ F[u], we
denote its o-th order derivative by f (o)(u). For the convenience
of the reader, we introduce Table I, which contains the main
notations used throughout the text.

A. Our model

Our model comprises a single client and k servers
S1, . . . , Sk. Each server has a copy of a database x =
x1 · · ·xn ∈ Fn

pe with n files. In other words, xi represents the
file with index i and is defined over the extended field Fpe . The
client wants to privately retrieve the value of xi in presence of
up to t colluding servers. This is the classical notion of PIR
introduced by the seminal paper of Chor et al. [2] for t = 1.
Let us formally define a PIR protocol.

Definition 1 (PIR). A k-server PIR protocol comprises three
algorithms that can be described as follows:

• (q1, . . . , qk, auxA, auxR) ← QueriesGen(n, i) is a
randomized query-generation algorithm for the client.
As input, it takes the database size n and retrieval
index i, and outputs queries q1, . . . , qk and the auxiliary
information auxA used in answer-generation and auxR

used in retrieval. Query qj with the auxiliary information
auxA is sent to server Sj while auxR is kept private from
servers and used in the retrieval algorithm.

• aj ← AnswerGen(j, qj ,x, auxA) is a deterministic
answer-generation algorithm for server Sj . As inputs, it
takes server number j, query qj , database x ∈ Fn

pe and
auxiliary information auxA, and outputs the answer aj .

• xi ← Retrieve(i,a1, . . . ,ak, auxR) is a deterministic
retrieval algorithm for the client. As inputs, it takes the
retrieval index i, servers answers a1, . . . ,ak and auxiliary
information auxR, and uses them to reconstruct xi.

Any PIR protocol must satisfy the following correctness
and privacy properties. As these properties are standard in the
literature of PIR, we only give their informal definitions here.
Note that while privacy can be defined in a computational
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setting as well (see [29]), we focus on information-theoretic
privacy in this work.

Definition 2 (Information-Theoretic Privacy). A PIR protocol
is t-private if any subset of t or less servers get no information
about the file index from queries to them.

Definition 3 (Correctness). A PIR protocol is correct if the
client is always able to successfully retrieve the file from all
k answers given that all servers correctly follow the protocol

In most prior work, one assumes that the PIR servers are
honest-but-curious. That is, the servers provide correct answers
but are interested in learning the index of the retrieved file.
The task is to prevent the servers from learning the file index.
However, assuming that all servers are honest and always
follow the protocol is unrealistic nowadays, given the fact that
servers can be hacked and even the most trusted parties can
become malicious if under cyber attacks. Thus, in this paper,
we consider the model where up to t servers are dishonest
and collude to provide wrong answers. Nevertheless, the client
can still detect that the retrieved file is incorrect. Formally, we
define the k-server PIR protocol with result verification below.

Definition 4 (PIR with result verification). A k-server PIR
protocol with result verification comprises three algorithms.

• (vk, q1, . . . , qk, auxA, auxR, auxV ) ←
QueriesGen(n, i) is a randomized query-generation
algorithm for the client. As before, the inputs are:
database size n and index i, and the outputs are:
verification key vk, queries q1, . . . , qj and auxiliary
information auxA and auxV . As before, Query qj and
auxA are sent to server Sj , while auxR and auxV

are kept private from servers and used in verification
algorithm for retrieval and verification correspondingly.

• aj ← AnswerGen(j, qj ,x, auxA) is a deterministic
answer-generation algorithm for server Sj . Its inputs are
server number j, query qj , database x, and auxiliary
information auxA, and the output is the answer aj .

• {xi,⊥} ← Verify(i, vk,a1, . . . ,ak, auxR, auxV ) is a
deterministic verification algorithm for the client. Its
inputs are servers’ answers a1, . . . ,ak, verification key
vk, and auxiliary information auxR and auxV . The client
then determines whether it has obtained the correct value
of xi. Specifically, if it determines that the reconstructed
value xi is incorrect, it outputs the special symbol ⊥.
Otherwise, it outputs xi.

The protocol is called publicly verifiable if vk is public.
Otherwise, the protocol is privately verifiable. Public verifi-
cation is preferred because such protocols allow the client
to outsource the verification process. But publicly verifiable
protocols usually relies on computational assumptions, while
privately verifiable protocols can be information-theoretically
secure. We first give an informal definition of verifiability in
Definition 5 and then provide the formal ones in Definition 8
and Definition 9.

Definition 5 (Verifiability). The PIR protocol is t-verifiable if

no t servers1 can persuade the client to output a wrong result.

We formally define verifiability guarantees through the
notion of security experiment. Here, we assume the presence
of an adversary who controls a set T of dishonest servers (here,
T ⊂ [k] and |T| ≤ t) and knows the database x ∈ Fn

pe , retrieval
index i and also, the auxiliary information auxA. Given x, i and
auxA, after receiving the queries qj , j ∈ T, the adversary then
crafts answers âj for j ∈ T. The objective of the adversary
is to convince the client that the (incorrect) retrieved file is
correct. When the protocol is publicly verifiable, the adversary
also knows the value of the verification key vk.

Definition 6 (Security experiment). An interactive security ex-
periment EXPPriV

A,Π(n,x, i,T)/EXPPubV
A,Π (n,x, i,T) for the PIR

protocol Π for database x ∈ Fn
pe between adversary A that

controls the set {j1, . . . , j|T|} = T ⊂ [k] of dishonest servers
and challenger2 in privately/publicly verifiable case can be
described as follows:

• The challenger generates
(vk, q1, . . . , qk, auxA, auxR, auxV ) ←
QueriesGen(n, i) and sends qj for j ∈ T with
auxA to the adversary A.

• The adversary A generates a modified answer
bj ← A(j, qj1 , . . . , qj|T| ,x, i, auxA)/bj ←
A(j, qj1 , . . . , qj|T| ,x, i, vk, auxA) for j ∈ T and
sends them to the challenger.

• The challenger computes aj ←
AnswerGen(j, qj , x, auxA) for j ∈ [k] \ T.

• The challenger runs the verification algorithm Verify
with inputs i, vk, bj for j ∈ T and aj for j ∈ [k]\T and,
if necessary, auxR and auxV , and computes an output y.

• If y /∈ {xi,⊥}, set the outcome
EXPPriV

A,Π(n,x, i,T)/EXPPubV
A,Π (n,x, i,T) of the

experiment to be 1, otherwise set it to be 0.

In what follows, we define the two notions of verifiabil-
ity, namely information-theoretic and computational, and the
notion of a negligible function required for the latter.

Definition 7 (Negligible function). A function from N to R+

is negligible and denoted as negl if for all c > 0 there exists
a natural number λ0 such that negl(λ) < 1

λc for all λ > λ0.

Definition 8 (Information-theoretic verifiability). The protocol
Π is (t, ϵ)-verifiable if for any adversary A controlling any set
of {j1, . . . , j|T|} = T ⊂ [k], |T| ≤ t servers Sj1 , . . . , Sj|T| , n,
x ∈ Fn

pe and any i ∈ [n], we have Pr[EXPPriV
A,Π(n,x, i,T) =

1] ≤ ϵ. Here, the probability is taken over the randomness of
A and the experiment.

Definition 9 (Computational verifiability). The protocol Π
is t-verifiable if for any probabilistic poly-time (PPT) ad-
versary A controlling any set of {j1, . . . , j|T|} = T ⊂

1We use the same letter t to define the verifiability level as for the privacy
level, as in our protocols, such values are the same.

2For the sake of simplicity in our explanations, in our derivations, the
adversary acts as a set of dishonest servers, while the client acts as a challenger
who also outsources the tasks to compute their part of the answers to servers
not under the control of the adversary. However, we have decided to keep
the definition of security experiments in accordance with the cryptography
literature.
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[k], |T| ≤ t servers Sj1 , . . . , Sj|T| , n, x ∈ Fn
pe and any i ∈

[n], Pr[EXPPriV
A,Π(n,x, i,T)/EXPPubV

A,Π (n,x, i,T) = 1]∈negl(λ),
where the probability is taken over the randomness of A and
the experiment.

The notion of computational verifiability relies on certain
cryptographic assumptions. Protocols proposed in this paper
rely on the following assumptions: the discrete logarithm
(DL), the t-polynomial Diffie-Hellman Inverse (t-DHI), and
the t-strong Diffie-Hellman (t-SDH) assumptions. Let us for-
mally define them.

Definition 10 (DL assumption). Let G be a cyclic multi-
plicative group of order p > 2λ with a generator ω. Let
α ∈ Fp \ {0} be unknown to a PPT adversary. Under the
discrete logarithm (DL) assumption, the probability that the
PPT adversary determines α from ω and ωα is assumed to be
negl(λ).

Definition 11 (t-DHI assumption). Let G be a cyclic group of
order p > 2λ with a generator ω. Let α ∈ Fp\{0} be unknown
to a PPT adversary. Under the t-polynomial Diffie-Hellman
inverse (t-DHI) assumption, the probability that the PPT
adversary determines ω1/α from the values ω, ωα, . . . , ωαt

is
assumed to be negl(λ).

Definition 12 (t-SDH assumption). Let G be a cyclic group of
order p > 2λ with a generator ω. Let α ∈ Fp\{0} be unknown
to a PPT adversary. Under the t-strong Diffie-Hellman (t-SDH)
assumption, the probability that the PPT adversary determines
ω

1
α+c for any c ∈ Fp \ {−α} from the values ω, ωα, . . . , ωαt

is assumed to be negl(λ).

III. POLYNOMIAL-BASED PRIVATE INFORMATION
RETRIEVAL

In this section, we formally describe a polynomial-based
PIR protocol, where the file retrieval process can be repre-
sented as the evaluation of a low-degree multivariate polyno-
mial F at a specific point z. On one hand, the coefficients
of F are unknown to the client; hence, the client requires
the inputs of the servers. On the other hand, the evaluation
point z is kept secret from the servers, so up to t colluding
servers cannot gain knowledge about the index of the file being
retrieved. At the end of the section, we show that with specific
choices of F , we can recover well-known PIR protocols like
those given in Chor et al. [2], Goldberg [25] and Woodruff-
Yekhanin [4]. More importantly, in the rest of the paper, we
demonstrate that certain polynomial-based PIR protocols can
be endowed with verification capabilities and the verification
guarantees can be explicitly determined.

Throughout this paper, we consider a database with n files
and represent it as x = x1 · · ·xn ∈ Fn

pe . Using the extension
field Fpe allows us to treat each file as a vector of e elements
in Fp, similar to the setting in [20], [25], [30]. To define a
polynomial-based PIR, we require the following ingredients:
(P1) m indeterminates, z1, . . . , zm over Fp;
(P2) an injective index-encoding function E : [n]→ Fm

p ;
(P3) a database multivariate polynomial Fx ∈ Fpe [z1, . . . , zm]

such that Fx(E(i)) = xi for all i.

Given m, E and Fx that satisfy conditions (P1), (P2), (P3),
we can then define the corresponding queries and answer
generation procedures. Following the protocol introduced by
Woodruff-Yekhanin, we also use the notion of derivatives of
a polynomial over a finite field and their extension to partial
derivatives. Recall that for f(u) =

∑D
j=0 fjuj ∈ Fpe [u], the

derivative is defined by f ′(u) =
∑D

j=1 jfju
j−1. Higher-order

derivatives and partial derivatives for multivariate polynomials
over a finite field are defined in a similar way.

Let F (z) be a multivariate polynomial with indeter-
minates z = (z1, . . . , zm). For r = (r1, . . . , rm) ∈
Zm
≥0, we use F (r)(z) to represent the partial derivative

∂
∑

ri

(∂z1)r1 ···(∂zm)rm F (z). Next, we set o ≥ 0 and consider all
partial derivatives up to order o. Specifically, we let R(o,m)
to denote set of tuples R(o,m) ≜ {r ∈ Zm

≥0 :
∑m

i=1 ri ≤ o}.
Clearly, the number of derivatives of order j is exactly the
number of distributions of j balls over m bins, as the fact that
ℓ balls belong to the i-th bin can be treated as having an ℓ-th
order partial differential term for the variable i. Using the stars
and bars approach, we can easily find that this value is equal
to

(
j+m−1
m−1

)
. Utilizing [31, Equation 2.5.1], we can find that

|R(o,m)| =
∑o

j=0

(
j+m−1
m−1

)
=

(
o+m
o

)
, and in our protocol,

we require a server to compute all
(
o+m
o

)
partial derivatives

F (r)(z) for r ∈ R(o,m) evaluated at a predetermined point.
Next, we consider m polynomials c1(u), . . . , cm(u) ∈ Fp[u]

and we write c(u) ≜ (ci(u))
m
i=1 as a vector of polynomials.

Substituting zi by ci(u) for all i ∈ [m], we obtain a univariate
polynomial f(u) ≜ F (c(u)) ∈ Fpe [u]. A key observation in
Woodruff-Yekhanin [4] is that we can employ the usual chain
rule and product rule to determine derivatives of f using partial
derivatives of F . We get a generalization of these results,
formulated in Lemma 1, by sequentially applying chain and
product rules.

Lemma 1 (Chain and Product rule). Let F (z) be a multi-
variate polynomial with indeterminates z = (z1, . . . , zm) and
c(u) ≜ (ci(u))

m
i=1 be an m-tuple of polynomials in u. If

f(u) = F (c(u)), then for o ≥ 1, we have that

f (o)(u) =
∑

r∈R(o,m)\{0}

F (r)(c(u))Γ(c(u), r) . (1)

Here, for brevity purposes, we use Γ(c(u), r) to denote
a polynomial function that takes the derivatives of ci(u)’s
as inputs. Specifically, the set of inputs for Γ(c(u), r) is
{c(ℓ)i (u) : i ∈ [m], 0 ≤ ℓ ≤ ri}. Note that these inputs are
independent of the polynomial F (z) and the total degree from
c
(ℓ)
i (u) of function Γ in equation (1) is upper bounded by o.

Example 1. To better clarify equation (1), let us consider the
following example. Let f(u) = F (c1(u), c2(u)). Applying the
chain rule, we get:

f (1)(u) = F (1,0)(c(u)) · dc1
du

+ F (0,1)(c(u)) · dc2
du

.

To obtain f (2)(u), we need to employ the chain and product
rules as per Lemma 1. As a result, we can find that

d

du

(
F (1,0)(c(u)) · dc1

du

)
= F (1,0)(c(u)) · dc1

du2
+
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F (2,0)(c(u)) ·
(
dc1
du2

)2

+ F (1,1)(c(u)) · dc1
du

dc2
du

and

d

du

(
F (0,1)(c(u)) · dc1

du

)
= F (0,1)(c(u)) · dc2

du2
+

F (0,2)(c(u)) ·
(
dc2
du2

)2

+ F (1,1)(c(u)) · dc1
du

dc2
du

.

By summing these terms together, we can find that

f (2)(u) = F (1,0)(c(u)) · dc1
du2

+ F (0,1)(c(u)) · dc2
du2

+

F (2,0)(c(u)) ·
(
dc1
du2

)2

+ F (0,2)(c(u)) ·
(
dc2
du2

)2

+

F (1,1)(c(u)) ·
(
dc1
du

dc2
du

+
dc2
du

dc1
du

)
.

The next lemma generalizes a result from Woodruff-
Yekhanin [4, Lemma 2], which states that if we have sufficient
evaluations of f and its partial derivatives, we will be able to
uniquely determine f .

Lemma 2 (Interpolation of Derivatives). Let u1, . . . , uk be k

distinct points in Fp. Let v(i)j (i ∈ {0, 1, . . . , o}, j ∈ [k]) be
a set of (not necessarily distinct) values in Fpe . If D + 1 ≤
(o+1)k, then there exists at most one polynomial f of degree
at most D such that

f (i)(uj) = v
(i)
j for all i ∈ {0, 1, . . . , o}, j ∈ [k] .

Furthermore, if the polynomial f exists, then

f(0) =
∑

0≤i≤o
j∈[k]

αi,jv
(i)
j (2)

where αi,j are scalars in Fp dependent only on u1, . . . , uk.

Proof. Suppose that there are two polynomials f and g with
degree at most D such that f (i)(uj) = g(i)(uj) for all i ∈
{0, 1, . . . , o} and j ∈ [k]. We consider h = f − g and fix j ∈
[k]. Since h(i)(uj) = 0 for all i ∈ {0, 1, . . . , o}, we have that
(u−uj)

o+1 divides h(u). Therefore, we have
∏k

j=1(u−uj)
o+1

divides h(u). Since deg h ≤ D < (o+ 1)k = deg(
∏k

j=1(u−
uj)

o+1), we have that h ≡ 0 and so, f and g are identical. As
a result, the system to determine f from its derivatives has at
most one solution.

Suppose the polynomial f(u) =
∑D

j=0 fju
j exists. For

ℓ ≥ 0, it is straightforward to verify that f (ℓ)(u) =∑D
j=ℓ

j!
(j−ℓ)!fju

j−ℓ. Thus, if we set f = (fj)
D
j=0, v =

(
v
(i)
j

)
j∈[k],i∈{0,1,...,o}

and

M =



1 u1 u2
1 · · · uo

1 · · · uD
1

...
...

...
. . .

...
. . .

...
1 uk u2

k · · · uo
k · · · uD

k

0 1 2u1 · · · ouo−1
1 · · · DuD−1

1

...
...

...
. . .

...
. . .

...
0 1 2uk · · · ouo−1

1 · · · DuD−1
k

...
...

...
. . .

...
. . .

...
0 0 0 · · · o! · · · D!

(D−o)!
uD−o
1

...
...

...
. . .

...
. . .

...
0 0 0 · · · o! · · · D!

(D−o)!
uD−o
k



,

we can find f by solving the equations Mf = v that has
a unique solution, as proven previously. Furthermore, since
f(0) = f0 is the first entry of f , the scalars αi,j are given by
the first row of inverse of M .

Finally, we are able to formally describe a polynomial-
based PIR protocol. As before, we consider t ≤ k − 1 where
k is the number of servers and t is the maximum number
of colluding servers. Now, we also require k < p, choose
k different nonzero elements u1, . . . , uk from Fp and make
them publicly available. For instance, we can associate server
Sj with uj = j, as it was done in [10]. The main idea
of the protocol is to represent the database as a low-degree
multivariate polynomial, with each file corresponding to a
value of the polynomial at a specific point. Our goal is to
recover one of these values by sending a specific point to each
server and requesting the value of the polynomial at that point,
along with partial derivatives up to a certain order. Formally,
the protocol is described below.

Polynomial-based k-server t-private PIR protocol Π0

Queries generation for file xi

• Client randomly generates V (j) ∈ Fm
p for j ∈ [t] and

these vectors kept secret from the servers.
• Set c(u) = E(i) + V (1)u + · · · + V (t)ut. Observe that

c(u) is a curve of degree-t that belongs to Fm
p . Critically,

the curve c(u) passes through the point (0,E(i)).
• For j ∈ [k], send to server Sj the query qj ≜ c(uj).
• In this case, auxA = ∅ and auxR = {V (1), . . . ,V (t)}.

Answer generation for server Sj with j ∈ [k]

• Server Sj computes a(r)
j = F

(r)
x (qj) for all r ∈ R(o,m).

• Server j sends all
(
o+m
o

)
evaluations to the client.

Retrieval algorithm
• Consider the polynomial f(u) obtained from polynomial

Fx(z) after parameterization by curve c(u). In other
words, set f(u) = Fx(c(u)).

• Using (1), compute f (ℓ)(uj) for all ℓ ∈ {0, 1, . . . , o} and
j ∈ [k]. Note that the partial derivatives are provided
by the servers, while the derivatives of ci(uj) can be
determined using auxR.

• Using Lemma 2, we recover the polynomial f(u).
• Finally, xi is given by the value f(0).
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We formally prove the correctness and state certain metrics
of the protocol in the next theorem.

Theorem 1. Let d be the total degree of Fx. If dt + 1 ≤
(o + 1)k, then the protocol Π0 is a k-server t-private PIR
protocol with upload cost of m symbols in Fp and download
cost of at most

(
o+m
o

)
symbols in Fpe per server.

Proof. For ℓ ∈ [m], the ℓ-th components of the queries qj’s
form a (t, t + 1)-Shamir’s secret sharing scheme with the
ℓ-th component of E(i) as the secret. This means that any
subset of t or less shares does not reveal any information on
this component. In other words, no information of E(i) is
leaked from any t queries, and this demonstrates the t-privacy.
The correctness follows from Lemma 2, while the upload and
download cost values follow from the form of answers and
queries.

In what follows, we demonstrate that many well-known PIR
protocols are in fact polynomial-based. To do so, we simply
state the number of indeterminates m, the encoding function
E and the multivariate polynomial Fx that satisfy (P1), (P2)
and (P3).
(1) Woodruff-Yekhanin [4] and Goldberg [25]. Let m and d

be such that
(
m
d

)
≥ n. We choose E to be an encoding

function that maps from [n] to the set of
(
m
d

)
binary

vectors with exactly d ones. Here, we let E(i)j denote
the j-th coordinate of E(i). Then we set Fx to be
the multivariate polynomial

∑
i∈[n] xi

∏m
j=1 z

E(i)j
j . Here,

since E(i) has weight d, the total degree of Fx is d. So,
Theorem 1 requires that dt + 1 ≤ (o + 1)k. Hence, for
fixed k and t, by setting d = ⌊((o + 1)k − 1)/t⌋ and
choosing m and d be such that

(
m
d

)
to close to n, we

have m ∼ (d!n)1/d.
• When d = 1, m = n, o = 0, we recover the

PIR protocol in Goldberg [25]. In this case, E maps
each index i ∈ [n] to the unit vector ei with a 1
at the i-th coordinate and 0 elsewhere. Moreover,
Fx(z1, . . . , zn) =

∑n
i=1 xizi. Here, for k servers, the

total upload and download costs are kn symbols in
Fp and k symbols in Fpe , respectively. In this case,
we also have t = k − 1, and the download rate
(measured by ratio of the retrieved file size to the total
download costs) is given by 1/k. This corresponds
to the maximum asymptotic capacity 1 − t/k (when
n→∞) [9].3

• For general d and o = 1, we recover the PIR
protocol in Woodruff-Yekhanin [4]. For each server,
upload and download costs are m and m + 1 sym-
bols, respectively, and the total communication is
∼ 2m ∼ 2(d!n)1/d symbols. Note that Woodruff-
Yekhanin protocol generalizes the interpolation-based
PIR protocol in Chor et al. [2, Sec. 4.2] from t = 1
and d = k − 1 to general t and d.

3We do note that the PIR protocol in Goldberg [25] is a non-universal
version of the Bitar-El Rouayheb protocol [30]. By ’universality,’ we mean
the ability to perform recovery from any number of available servers within
a certain range.

• For general d and o > 1, it appears that our gen-
eralization is new. Here, upload and download costs
are m and

(
o+m
o

)
symbols, respectively, and the total

communication is ∼
(
o+m
o

)
∼ 1

o! (d!n)
o/d symbols. In

the special instance where k = 3, t = 2 and o = 2, we
have d = 4. Then Π0 incurs a total communication
cost of ∼ 1

2! (4!n)
2/4 =

√
6n symbols. In comparison,

Woodruff-Yekhanin’s protocol with o = 1 requires
d = 2 and incurs a total communication cost of
∼ 2(2!n)1/2 =

√
8n symbols. So, by setting o = 2,

we have 13.4% savings in communication. While we
found other (k, t) pairs with the same savings, we
cannot ascertain the existence of pairs with bigger
savings.

(2) Chor et al. [2, Section 4.1]4 With o = 0, t = 1, and an
E defined slightly different from the above, our scheme
produces the PIR protocol in Chor et al. [2, Section 4.1].
More specifically, let m be such that 2m ≥ n, and
E be an encoding function that maps from [n] to the
set of length-m binary vectors, e.g., E(i) is the binary
representation of i using m bits. Let Fx(z1, . . . , zm) =∑n

i=1 xi

∏m
j=1

(
1−E(i)j+(−1)1−E(i)jzj

)
. Equivalently,

Fx =
∑

i∈[n] xi

∏m
j=1 ϕ(E(i)j , j), where the map ϕ

satisfies ϕ(0, j) = (1 − zj) and ϕ(1, j) = zj . Here, all
monomials have degree m and so, the total degree of Fx

is m. The upload and download costs are log n symbols
and one symbol, respectively. We note that in this regime,
we require k ≥ m+ 1 = Ω(log n).

Example 2. We provide an instructive example to illustrate the
polynomial-PIR framework. Consider Woodruff-Yekhanin’s
PIR scheme with n = 4, k = 2, and t = 1. As described ear-
lier, we can choose o = 1 with m = 4 and d = 3. We can set
E(1) = (1, 1, 1, 0), E(2) = (1, 1, 0, 1), E(3) = (1, 0, 1, 1),
E(4) = (0, 1, 1, 1), and hence,

Fx(z) =
∑
i∈[4]

xi

4∏
j=1

z
E(i)j
j

= x1z1z2z3 + x2z1z2z4 + x3z1z3z4 + x4z2z3z4.

Suppose that the database x = (1, 0, 0, 0) and the client is
interested in obtaining x1. Then we have Fx(z) = z1z2z3.

Let p = 11 with e = 1. We choose u1 = 1 and u2 = 2. As
per Π0, we randomly pick V (1) = (1, 2, 3, 4)T . Then

c(u) = E(1) + V (1)u =


1
1
1
0

+


1
2
3
4

 · u =


1 + u
1 + 2u
1 + 3u
4u

 ,

and so,

c(1) =


2
3
4
4

 , c(2) =


3
5
7
8

 .

Then we have the following responses:

4This scheme was omitted from the following journal extension [32]; hence,
in what follows, we refer to the initial FOCS paper [2].
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Server i Fx(c(ui))
∂

∂z1
Fx

∂
∂z2

Fx
∂

∂z3
Fx

∂
∂z4

Fx

Server 1 2 1 8 6 0
Server 2 6 2 10 4 0

Since f(u) = Fx(c(u)), we have

f ′(u) =

4∑
i=1

∂

∂zi
Fx(c(u))

∂

∂u
ci(u) =

4∑
i=1

∂

∂zi
Fx(c(u))V

(1)
i

= 1 · ∂

∂z1
Fx + 2 · ∂

∂z2
Fx + 3 · ∂

∂z3
Fx + 4 · ∂

∂z4
Fx,

(ignoring c(u) to simplify the notation), and therefore,

f ′(u1) = 1 · 1 + 2 · 8 + 3 · 6 + 4 · 0 = 2,

f ′(u2) = 1 · 2 + 2 · 10 + 3 · 4 + 4 · 0 = 1.

Next, following the proof of Lemma 2, we know that f , the
vector of coefficients of f , satisfies Mf = v with

M =


1 u1 u2

1 u3
1

1 u2 u2
2 u3

2

0 1 2u1 3u2
1

0 1 2u2 3u2
2

 =


1 1 1 1
1 2 4 8
0 1 2 3
0 1 4 1

 ,v =


f(u1)
f(u2)
f ′(u1)
f ′(u2)

 =


2
6
2
1

 .

Therefore, the first entry of f , which is precisely f(0), can be
calculated as f(0) = (7, 5, 7, 9)v = 1, where (7, 5, 7, 9) is the
first row of M−1. The client then obtains xi = f(0) = 1 as
desired. In the next section, we modify this protocol so that
the client is able to verify the correctness of the retrieved x1.

IV. VERIFIABLE POLYNOMIAL PIR
In this section, we demonstrate how to modify a polynomial

PIR with certain extra properties to make it information-
theoretically privately verifiable. The fundamental idea is to
provide an additional independent set of queries to the servers,
enabling the user to compute the file of interest, denoted as xi,
along with a function involving xi and a secret parameter v to
verify that servers are truthful. By keeping the verification key
secret and downloading the whole responses to the queries,
we achieve an information-theoretically privately verifiable
protocol. Later on, we extend this protocol to a publicly
verifiable setup and reduce the communication cost by intro-
ducing linearly homomorphic commitment schemes. It should
be noted that initially, such a framework was employed in a
two-server PIR protocol with an optimal download rate [1].

A. Information-Theoretically Privately Verifiable Protocol

Let us modify the polynomial PIR protocol Π0 to include
verification capabilities. We do so by creating one more
set of independent queries. As before, we have m, E and
Fx satisfying conditions (P1), (P2), (P3) and we choose k
distinct nonzero points u1, . . . , uk ∈ Fp. To add verifiability,
for each i ∈ [n], there must exist a publicly known curve
P (i)(v) = (P

(i)
ℓ (v))mℓ=1 ∈ (Fp[v])

m such that the following
holds. It should be noted that these curves can be the same
for all i, but to ensure generality, we assume that they are
different.
(V1) For all i ∈ [n] and ℓ ∈ [m], P (i)

ℓ (v) is either a monomial
v or a constant. In other words, degP (i)

ℓ (v) is at most
one.

(V2) For all i ∈ [n],

Fx(P
(i)(v)) = R(i)(v)xi for a polynomial R(i)(v). (3)

Note that if R(i)(v)’s exist, they are uniquely determined
by the choice of P (i)’s.

As a result, we can recover the values of Fx(E(i)) and
Fx(P

(i)(v)) in the same way as in Protocol Π0, and check
whether v · Fx(E(i)) = Fx(P

(i)(v)). The resulting protocol
is formally described below.

Information-theoretically verifiable PIR protocol Π1

Queries generation to retrieve xi with verification
• The client splits each query into two parts – one for file

retrieval and one for verification.
• For file retrieval, we follow protocol Π0. That is, the

client randomly generates V (j) for j ∈ [t] and sets
c(u) = E(i) +

∑t
j=1 V

(j)uj . Then the client computes
c(uj) for j ∈ [k].

• For verification, the client randomly generates v ∈ Fp \
{0} and randomly generates U (j) ∈ Fm

p for j ∈ [t].
Similar to before, the client sets cv(u) = P (i)(v) +∑t

j=1 U
(j)uj and computes cv(uj) for j ∈ [k].

• For j ∈ [k], the client sends to server Sj the query qj ≜
(c(uj), cv(uj)).

• In this case, vk = v, auxA = ∅, auxR = {V (j) : j ∈ [t]},
and auxV = {U (j) : j ∈ [t]}.

Answer generation for server Sj with j ∈ [k]

• Server Sj computes a
(r)
j =

(
F

(r)
x (c(uj)), F

(r)
x (cv(uj)

)
for all r ∈ R(o,m).

• Sj sends all
(
o+m
o

)
evaluations to the client. We note that

each evaluation comprises two symbols in Fpe .
Retrieval with results verification

• Consider the polynomials f(u) and fv(u) obtained from
Fx after parameterization by curve c(u) and cv(u),
respectively. In other words, set f(u) = Fx(c(u)) and
fv(u) = Fx(cv(u)).

• As with Π0, we use the chain rule (1) to compute
f (ℓ)(uj) for all ℓ ∈ {0, 1, . . . , o} and j ∈ [k]. Then using
Lemma 2, we recover the polynomial f(u).

• Following similar steps, we recover the polynomial fv(u)
using the values F

(r)
x (cv(uj).

• Finally, xi is given by the value f(0).
• To verify the correctness of xi, the client checks that

R(i)(v)f(0) = fv(0). If the equation holds, the algorithm
outputs xi. Otherwise, the output is ⊥.

Remark 1. The exact form of the curves P(i)(v) depends on
the actual database multiplicative polynomial Fx. For instance,
in the Woodruff-Yekhanin protocol [4] and the Goldberg
protocol [25], we can construct such P (i) by replacing ∆
arbitrary 1-entries of E(i) by v, where d ≥ ∆ ≥ o + 1.
As E(i) contains exactly d 1-entries for every i ∈ [n] and
Fx =

∑
i∈[n] xi

∏m
j=1 z

E(i)j
j in the protocols of Woodruff-

Yekhanin and Goldberg, it is easy to see that fv(0) =
Fx(P

(i)(v)) = v∆Fx(E(i)) = v∆f(0). The requirement that
∆ ≥ o + 1 is needed to guarantee the verifiablity of the
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protocol (see Theorem 2). However, we do not know how to
construct such curves (if exist) for the Chor et al. protocol [2,
Section 4.1], and thus leave it as an open problem.

Example 3 (Example 2 continued). We consider the setup as
before. To equip the scheme with verification capabilities, we
construct P (i)’s by replacing two “1” entries in E(i) by v’s:

P (1)(v) =

vv1
0

 , P (2)(v) =

vv0
1

 , P (3)(v) =

v0v
1

 , P (4)(v) =

0vv
1

 .

It is straightforward to verify that the P (i)’s satisfy (V1) and
(V2) with R(i)(v) = v2 for all i ∈ [4].

To perform verification, we randomly pick U (1) =
(1, 1, 1, 1)T and v = 3. Since

cv(u) = P (1)(v) +U (1)u =


v
v
1
0

+


1
1
1
1

 · u =


v + u
v + u
1 + u
u

 ,

we have

cv(1) =


4
4
2
1

 , cv(2) =


5
5
3
2

 .

Then we have the following responses:

Server i Fx(cv(ui))
∂

∂z1
Fx

∂
∂z2

Fx
∂

∂z3
Fx

∂
∂z4

Fx

Server 1 10 8 8 5 0
Server 2 9 4 4 3 0

Since fv(u) = Fx(cv(u)), denoting cv(u) =(
cv,1(u), . . . , cv,m(u)

)
, we have

f ′
v(u) =

4∑
i=1

∂

∂zi
Fx(cv(u))

∂

∂u
cv,i(u)=

4∑
i=1

∂

∂zi
Fx(cv(u))U

(1)
i

=1 · ∂

∂z1
Fx + 1 · ∂

∂z2
Fx + 1 · ∂

∂z3
Fx + 1 · ∂

∂z4
Fx,

(ignoring cv(u) to simplify the notation), and therefore,

f ′
v(u1) = 1 · 8 + 1 · 8 + 1 · 5 + 1 · 0 = 10,

f ′
v(u2) = 1 · 4 + 1 · 4 + 1 · 3 + 1 · 0 = 0.

Similar to Example 2, following the notation in the proof of
Lemma 2, we obtain

fv(0) = M−1
1

(
fv(u1), fv(u2), f

′
v(u1), f

′
v(u2)

)T

= (7, 5, 7, 9)(10, 9, 10, 0)T = 9 .

To verify that the retrieved file x1 = 1 is correct, we check
that R(1)(v)f(0) = v2f(0) is indeed fv(0), which is true in
this case because 32 · 1 = 9.

Now, suppose that server S1 is compromised by an adver-
sary. Here, we assume that the adversary knows that the client
require x1, and wants the client to believe that x1 is some value
other than 1. In the next theorem, we bound the probability
of the adversary succeeding from above. Specifically, since

degR(i)(v) = 2 is always greater than one, this probability is
shown to be at most δ

p−1 = 2
10 where δ = maxi∈[n] R

(i)(v).

Theorem 2. Let d be the total degree of Fx. Furthermore,
suppose that we have P (i)(v)’s satisfy conditions (V1) and
(V2). Set δ = maxi∈[n] degR

(i)(v). If dt + 1 ≤ (o + 1)k
and degR(i)(v) > o for all i ∈ [n], then the protocol Π1

is a k-server t-private
(
t, δ

p−1

)
-verifiable PIR protocol with

upload cost of 2m symbols in Fp and download cost of at
most 2

(
o+m
o

)
symbols in Fpe per server.

Proof. The correctness and privacy of the PIR protocol follow
from Theorem 1, while the upload and download cost values
follow from the form of answers and queries. Hence, it remains
to obtain the information-theoretic verifiability guarantees.

Without loss of generality, suppose that the client wants the
file x1. Also, we let the adversary control servers S1, . . . , St.
Then following Definitions 6 and 8, we assume that the
adversary knows the retrieved index, the database x, and the
queries qj = (c(uj), cv(uj)) for j ∈ [t]. To win the security
experiment, the adversary has to provide modified answers
bj for j ∈ [t] so that together with the correct answers
aj (j ∈ {t+1, . . . , k}), the client is convinced that the file is
x̃, where x̃ ̸= x1.

Specifically, let f(u) and fv(u) be the polynomials obtained
in the retrieval step with the correct responses a1, . . . ,ak.
On the hand, let g(u) and gv(u) be the polynomials ob-
tained in the retrieval step with the adversarial responses
b1, . . . , bt,at+1, . . . ,ak. Then the adversary wins if

R(1)(v)g(0) = gv(0) and f(0) ̸= g(0) .

Since R(1)(v)f(0) = fv(0), this is equivalent to G(v) = 0,
where

G(v) ≜ (f(0)− g(0))R(1)(v)− (fv(0)− gv(0))
5. (4)

Now, observe that since f(0)−g(0) ̸= 0 and is independent
of v, and that deg(R(1)) > o due to our assumption, we have
that (f(0) − g(0))R(1)(v) as a polynomial in v has degree
strictly greater than o. On the other hand, later in Claim 3, we
show that (fv(0) − gv(0)) is a polynomial in v of degree at
most o. Therefore, G(v) is a nonzero polynomial with the same
degree as R(1)(v). Next, by Schwartz-Zippel Lemma [33],
[34], we have that regardless of choice of G(v), the probability
that G(v) = 0 is at most degR(i)(v)

p−1 ≤ δ
p−1 . This completes

our proof.
The rest of the proof is now dedicated to demonstrating

Claim 3 (stated later on). First, observe that the adversary has
knowledge of the desired index one, P (1)(v) and the queries
cv(uj) for j ∈ [t]. However, these are insufficient for the
adversary to determine the random vectors U (s)’s and the
value of v. Nevertheless, the adversary is able to write U (s)’s
in terms of v, which we state in the following claim.

5In this proof, we consider G(v) as a polynomial formed by the client from
server responses. As a result, server responses composed of partial derivatives
of the database multiplicative polynomial at certain points are uncontrollable
by the client and are considered as constants. Meanwhile, the multipliers
required to find the full derivatives, using partial ones as per Lemma 1, are
controlled by the client and consideres as functions of v.
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(Claim 1). Let U (s)
ℓ be the ℓ-th component of U (s).

Then U
(s)
ℓ is a polynomial in v of degree at most

one for all s ∈ [t] and ℓ ∈ [m].
Fix ℓ ∈ [m]. We write cv(u) =

(
cv,1(u), . . . , cv,m(u)

)
.

Since cv(u) = P (1)(v) +
∑t

s=1 U
(s)us, using the query

vectors cv(uj), j ∈ [t], the adversary can form the following
equations

u1 u2
1 · · · ut

1

u2 u2
2 · · · ut

2
...

...
. . .

...
ut u2

t · · · ut
t



U

(1)
ℓ

U
(2)
ℓ
...

U
(t)
ℓ

 =


cv,ℓ(u1)− P

(1)
ℓ (v)

cv,ℓ(u2)− P
(1)
ℓ (v)

...
cv,ℓ(ut)− P

(1)
ℓ (v)

 .

Solving the system, U (s)
ℓ is a linear combination of P

(1)
ℓ (v).

Since P
(1)
ℓ (v) is a polynomial in v of degree at most one by

(V1), we have U
(s)
ℓ is a polynomial in v of degree at most

one, as required.
Next, we consider the function h(u) ≜ fv(u)−gv(u), where

fv and gv are the polynomials obtained from the correct and
modified responses. Recall that to retrieve these polynomials,
the client uses Lemma 2 with the values h(o′)(uj) for 0 ≤ o′ ≤
o and j ∈ [k]. These h(o′)(uj)’s are in turn determined from
the server responses using Lemma 1 or, in the case of o′ = 0,
are exactly the difference between correct and fabricated server
responses6.

(Claim 2). Let 0 ≤ o′ ≤ o. If t + 1 ≤ j ≤ k, we
have h(o′)(uj) = 0. Otherwise, if j ∈ [t], we have
h(o′)(uj) is a polynomial in v of degree at most o′.

Let 0 ≤ o′ ≤ o. When t+1 ≤ j ≤ k, as the adversary cannot
alter the responses from Sj , we have that f (o′)

v (uj)−g(o
′)

v (uj)
and so, h(o′)(uj) = 0.

Next, let j ∈ [t]. Again, as the adversary cannot alter
f
(o′)
v (uj), we have that f (o′)

v (uj) is constant with respect to v.
On the other hand, for o′ > 0, g(o

′)
v (uj) is computed using

(1). While the partial derivatives/responses are crafted by the
adversary, the value Γ(cv(u), r) depends on the derivatives
of cv(u). Following Claim 1, we see that the coefficients
of cv,ℓ(u) are U

(s)
ℓ ’s, which are in turn polynomials in v of

degree at most one. In general, for r ∈ R(o′,m), we have
that each term of Γ(cv(u), r) is a product of at most o′ such
coefficients. Therefore, Γ(cv(u), r) in general is a polynomial
in v of degree at most o′. As h(o′)(uj) is a linear combination
of these polynomials or independent from them in case of
o′ = 0, Claim 2 follows.

Finally, we prove our objective.
(Claim 3). h(0) is a polynomial of degree at most o.

Consider the system of equations defined in Lemma 2.
Following Claim 2, each component on the right-hand side
tuple v is a polynomial of degree at most o. On the other
hand, Lemma 2 states that h(0) is a linear combination of
the components of v. Therefore, h(0) is a polynomial in v of
degree at most o. This completes the proof of Claim 3 and the
theorem.

6We note that in the case of o′ = 0, we do not employ Lemma 1, and
h(o′) is independent of v. However, to maintain consistency throughout the
proof, we include it in the further derivations.

Example 4 (Example 3 continued). Let us illustrate the key
ideas in the proof of Theorem 2.

We assume the same setup as in Examples 2 and 3.
Suppose that the adversary controls server S1 and receives
the query vector cv(1) = (4, 4, 2, 1)T (see Example 3). Recall
that cv(u) = P (1)(v) + U (1)u. Thus, using the (public)
knowledge P (1)(v) = (v, v, 1, 0)T, the adversary can derive
that U (1) = (4− v, 4− v, 1, 1)T .

As before, let fv(u) and gv(u) be the polynomials ob-
tained from the correct and modified responses, respectively,
and set h(u) = fv(u) − gv(u). Then from Claim 2, as
Server 2 (corresponding to u2 = 2) is honest, we have
that h(2) = h′(2) = 0. On the other hand, for r ∈
R(1, 4) = {0000, 1000, 0100, 0010, 0001}, we set hr to be
the difference between the correct and modified responses
for F

(r)
x (1)(cv(1)) from Server 1 (malicious). For example,

h1000 is the difference between ∂
∂z1

Fx(cv(1)) and its fabri-
cated value sent from Server 1. Using Lemma 1, noting that
U (1) = (4 − v, 4 − v, 1, 1)T and that ∂

∂ucv,i(u) = U
(1)
i , we

have

h(1) = h0000,

h′(1) = h1000(4− v) + h0100(4− v) + h0010 · 1 + h0001 · 1 .

Next, using the proof of Lemma 2, taking into account that
h(2) = h′(2) = 0 and that the calculation is done over F11,
we obtain

h(0) = M−1
1

(
h(1), h(2), h′(1), h′(2)

)T

= 7h(1) + 5h(2) + 7h′(1) + 9h′(2)

= 7h(1) + 7h′(1)

= 7(h0000 + 4h1000 + 4h0100 + h0010 + h0001)

+ 4(h1000 + h0100)v .

Here, h(0) is a polynomial in v of degree one and this corrob-
orates with Claim 3. Hence, G(v) = (f(0)− g(0))R(1)(v)−
h(0) = (f(0) − g(0))v2 − h(0) is always a polynomial of
degree two, no matter how the adversary manipulates g(0)
and h(0). Thus, Schwartz-Zippel lemma [33], [34] guarantees
that the adversary succeeds with probability at most 2

p−1 .

We consider below a poor choice of P (1)(v) and demon-
strate a strategy for the adversary to fool the client with
probability one.

We assume the same setting as in the previous examples.
However, let’s choose P (1)(v) = (v, 1, 1, 0)T , which satisfies
(V1) and (V2) with R(1)(v) = v. Using the same U (1) =
(1, 1, 1, 1)T and v = 3 as before, we have

cv(u) =


v + u
1 + u
1 + u
u

, cv(1) =


4
2
2
1

 , cv(2) =


5
3
3
2

 .

Let the adversary control server S1, which receives the query
vector cv(1). As cv(1) = P (1)(v)+U (1) ·1, the adversary can
derive that U (1) = cv(1)−P (1)(v) = (4− v, 1, 1, 1)T . Using
the same notation and with some calculations, we have

h(0) = 7(h0000 + 4h1000 + h0100 + h0010 + h0001) + 4h1000v .
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In this case, G(v) = (f(0) − g(0))v − h(0), and here, G(v)
can be made identically zero by a specific choice of answers
from server S1, regardless of the exact value of v. Specifically,
the adversary can manipulate the responses such that

h0000 = 7, h1000 = 1, h0100 = h0010 = h0001 = 0,

f(0)− g(0) = 4h1000 = 4 .

Server i Fx(c(ui))
∂

∂z1
Fx

∂
∂z2

Fx
∂

∂z3
Fx

Server 1 (correct) 2 1 8 6
Server 1 (modified) 12 1 8 6

Server 2 6 2 10 4
Server i Fx(cv(ui))

∂
∂z1

Fx
∂

∂z2
Fx

∂
∂z3

Fx

Server 1 (correct) 5 4 8 8
Server 1 (modified) 1 5 8 8

Server 2 1 9 4 4

Indeed, using the modified responses, the client computes

g(0) = 5 and gv(0) = 4,

and ‘verifies’ that vg(0) = gv(0) using v = 3. Here, the
adversary successfully wins the security game.

Remark 2. The exact characteristics of protocol Π1 depend
on parameters d, m and o. For instance, we have

• When d = 1, m = n, o = 0, we get the verifiable version
of PIR protocol in Goldberg [25]. Here, for k servers, the
total upload and download costs are 2kn symbols in Fp

and 2k symbols in Fpe , respectively. In this case, we also
have t = k− 1, and the download rate is given by 1/2k.
This is two times higher than the maximum asymptotic
capacity 1− t/k (when n→∞) [9].

• For general d and o = 1, we get the verifiable version
of PIR protocol in Woodruff-Yekhanin [4]. For each
server, upload and download costs are 2m and 2(m+1)
symbols, respectively, and the total communication is
∼ 4m ∼ 4(d!n)1/d symbols. In other words, the total
communication cost is sub-linear in n.

• For general d and o > 1, we get verifiable PIR with
upload and download costs 2m and 2

(
o+m
o

)
symbols,

respectively, and the total communication is ∼ 2
(
o+m
o

)
∼

2 1
o! (d!n)

o/d symbols. As before, the total communication
cost is sub-linear in n.

B. Computational Publicly Verifiable Protocol

The protocol presented in the previous section is privately
verifiable, and the verification key vk = v is kept secret
by the client. In contrast, in public verification, the client
makes the verification key public, allowing a third party7 to
verify the correctness of the protocol execution by examining
server responses. Hence, a third party is able to settle possible
disputes between the client and servers. In this subsection,
we convert Protocol Π1 from Subsection IV-A into a publicly
verifiable protocol, denoted as Π2 by making verification keys
public while securing value v in it that is used in verification
under the discrete logarithm assumption in cyclic groups of

7The third party must have all server responses together with auxiliary
information auxV to perform the verification. At the same time, it may
leak some information about random vectors used for query generation and
retrieval index.

large order. The security of the new protocol relies on the d-
DHI assumption in the cyclic group G of prime order p ≥ 2λ

(see Definition 11).

As before, we have k distinct nonzero points u1, . . . , uk ∈
Fp; m, E and Fx satisfying conditions (P1), (P2), (P3);
and P (i)(v)’s and R(i)(v)’s satisfying (V1) and (V2). For
this publicly verifiable protocol, we require in addition that
R(i)(v) = R(v) for some polynomial R(v) for all i ∈ [n].

In addition to Fp, we choose a cyclic multiplicative group
G of order p ≥ 2λ with generator ω.

Publicly verifiable PIR protocol Π2

Queries generation to retrieve xi with verification
• We follow protocol Π1 to generate the queries qj for

j ∈ [k] and the client sends to server Sj . We refer to the
reader to the previous subsection for details.

• Here, vk ≜ {ω, ωR(v)}, which is made public. The value
v is still kept private to the client.

Answer generation for server Sj with j ∈ [k]

• Following protocol Π1, server Sj computes a
(r)
j ∈ F2

pe

for all r ∈ R(o,m), which are then sent to the client.
Retrieval with public verification

• Again, we follow protocol Π1 to recover f(0) and fv(0)

using the evaluations a
(r)
j ’s.

• To verify the correctness of f(0), the public verifier
checks that

(
ωR(v)

)f(0)
= ωfv(0). It outputs xi = f(0) if

the equation holds, and ⊥ otherwise.

Theorem 3. Let d be the total degree of Fx. Furthermore,
suppose that we have P (i)(v)’s satisfy conditions (V1) and
(V2) and R(i)(v) = R(v) for i ∈ [n]. If dt + 1 ≤ (o + 1)k
and degR(v) = δ > o, then the protocol Π2 is a k-server
t-private computationally verifiable PIR protocol under δ-DHI
assumption. Here, Π2 has upload cost of 2m symbols in Fp

and download cost of at most 2
(
o+m
o

)
symbols in Fpe per

server.

Proof. As before, the correctness and privacy of the PIR pro-
tocol follow from Theorem 1, while the upload and download
cost values follow from the form of answers and queries.
Therefore, it remains to demonstrate the computational ver-
ifiability guarantee.

Without loss of generality, suppose that the client wants the
file x1 and we let the adversary control servers S1, . . . , St.
Following the proof of Theorem 2, we let {f(u), fv(u)} and
{g(u), gv(u)} be the polynomial pairs obtained in the retrieval
step with the correct responses and the adversarial responses,
respectively. Then the adversary wins if and only if

(ωR(v))g(0) = ωgv(0) and f(0) ̸= g(0) .

As before, this is equivalent to ωG(v) = 1, where G(v)
is defined in (4) and G(0) ̸= 0. Following the proof of
Theorem 2, we have that the degree of G(v) is δ.

Now, the PPT adversary wins the security experiment if and
only if ωG(v) = 1 and f(0) ̸= g(0). Let us assume a stronger
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adversary that has access to the values ω, ωv, . . . , ωvδ−1

and let
G(v) =

∑δ
j=j0

Gjv
j , where G(v) is non-zero polynomial with

coefficients independent from v. Here, j0 is the smallest power
with nonzero coefficient. Then we have that 1 = ωG(v) =
(ωvj0 )Gj0

∏δ
j=j0+1

(
ωvj

)Gj . Therefore,

ω1/v =

δ∏
j=j0+1

(
ωvj−j0−1

)−Gj/Gj0

.

In other words, using the coefficients Gj’s and values ωvj ’s,
the PPT adversary is able to determine ω1/v. However, the δ-
DHI assumption states that this event occurs with probability
negligible in λ.

Remark 3. The definition of verifiable PIR (see Definition 4)
assumes that auxR and auxV are kept private from the servers,
and in a publicly verifiable setup, they must be securely
delivered to the entity performing verification. To overcome
this limitation, we can introduce the notion of a fully publicly
verifiable protocol, where both vk and auxR with auxV are
public. To transform protocol Π2 into a fully publicly verifi-
able, we use vk = {gR(v)V

(1)
1 , . . . , gR(v)V (1)

e , . . . , gR(v)V (t)
e },

auxR = {gV
(1)
1 , . . . , gV

(t)
e } and auxV = {gU

(1)
1 , . . . , gU

(t)
e },

where V
(1)
1 , . . . , V

(1)
e and U

(1)
1 , . . . , U

(1)
e are components of

the element V(1) and U(1), correspondingly, in a pre-selected
basis of Fpe over Fp. Now, each entity with access to server
responses and knowledge of auxR with auxV and vk can
recover (gR(v))f(0) and gfv(0) and perform the verification. We
note that the security of this scheme is based on the d-DHI
assumption.

C. Computational privately verifiable PIR

The main drawback of previously mentioned protocols is
that they double the download cost compared to the non-
verifiable scheme Π0. One possible solution to address this
issue is to apply linearly homomorphic vector commitment
to the second part of server responses. A deterministic vec-
tor commitment scheme allows to commit to given element
y ∈ Fpe , treated as a vector of dimension e over Fp, as
Commit(y) so that the commitments of two vectors can be
compared to check if they are the same vector or not. The same
property holds for individual entries of the vector. Ideally,
the later check is short and computationally simple. For our
purposes we require that vector commitment scheme are:

• Binding. Commitment cannot be opened to the values
that are inconsistent with commitment vector. In other
words, the probability that commitments for two differ-
ent vectors coincides can be bounded by a negligible
function. This property based on some cryptographic
assumption.

• Linearly homomorphic. For any y1, y2 ∈ Fpe and
α1, α2 ∈ Fp it holds that

Commit(α1y1 + α2y2) =
(
α1 ⊙ Commit(y1)

)⊕(
α2 ⊙ Commit(y2)

)
, (5)

where
⊕

is group operation in corresponding group and
⊙ means performing group operation several times.

For a detailed introduction to linearly homomorphic vector
commitment schemes, we refer the reader to [35], [36], and the
references therein. In what follows, we use two examples of
linearly homomorphic vector commitment schemes. Note that
they can be changed to any schemes with such a property.
The first scheme is given by homomorphic hashes based on
DL assumption (see Definition 10) in multiplicative group of
finite field. Initially it was introduced for the verification of
digital content distributed by rateless erasure codes in [37],
and later applied to network coding in [38]. In this case
we choose a prime number r so that r − 1 is divisible
by p and random non-zero elements g1, . . . , ge of Zr of
order p. We then choose a basis B of Fpe over Fp and
for any y ∈ Fpe represented in basis B as (y1, . . . , ye) we
define Commit(y) =

∏e
l=1 g

ye

l mod r. In this case, for
x, y ∈ Fpe and α, β ∈ Fp we have Commit(αx + βy) =
(Commit(x))α · (Commit(y))β mod r.

Another one is given by Kate-Zaverucha-Goldberg (KZG)
polynomial commitment [36]. In this case, let us consider
group of points of elliptic curve G with generator g and
order p ≥ 2λ and deploy a trusted setup (g, gr, . . . , gr

e−1

) for
randomly chosen non-zero parameter r from Fp kept in secret.
Next, we choose a basis B of Fpe over Fp. For any y ∈ Fpe

represented in basis B as (y1, . . . , ye) we define Commit(y) =∏e
l=1(g

rl−1

)yl . In this case, for x, y ∈ Fpe and α, β ∈ Fp we
have Commit(αx+ βy) = (Commit(x))α · (Commit(y))β .

Note that the first scheme requires extremely large field to
operate, with sizes r ≥ 21024 and p ≥ 2257 and its binding
property is based on DL-assumption (see Definition 10) in
multiplicative group of order p in finite field. In comparison,
the second scheme operates over significantly smaller finite
field, but requires a trusted setup and multiple elliptic curve
operations. Its binding property is based on t-SDH assumption
(see Definition 12).

The main idea of the modified verifiable PIR protocol is to
apply linearly homomorphic vector commitment to responses
used for verification in protocol Π1, replace the original
verification equation with its committed version, and check
it using modified responses.

As before, we have k distinct nonzero points
u1, . . . , uk ∈ Fp; m, E and Fx satisfying conditions
(P1), (P2), (P3); and P (i)(v)’s and R(i)(v)’s satisfying
(V1) and (V2). We also use a linearly homomorphic
vector commitment scheme described as above.

Computationally verifiable PIR protocol Π3

Queries generation to retrieve xi with verification
• We follow protocol Π1 to generate the queries qj for

j ∈ [k] and the client sends to server Sj . We refer to the
reader to the previous subsection for details.

• Here, vk ≜ v.
• We include the parameters required to deploy linearly

homomorphic vector commitment in addition to auxA and
auxV .

Answer generation for server Sj
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• Following protocol Π1, server Sj computes F
(r)
x (c(uj))

for all r ∈ R(o,m) for retrieval.
• For verification, server Sj computes

Commit(F (r)
x (cv(uj)) for all r ∈ R(o,m).

• Hence, server Sj sends all
(
o+m
o

)
evaluations to the client,

where each evaluation comprises one symbol in Fpe and
one commitment of corresponding size.

Retrieval with results verification

• For file retrieval, we follow protocol Π1 to recover f(0).
Set C ≜ Commit(R(i)(v)f(0)).

• For verification purposes, we aim to compute
Commit(fv(0)). While we mimic the steps in Protocol
Π1, we note that we use the linearly homomorphic
property (5) of the Commit to perform the computations.
Specifically, we do the following:

– For ℓ ∈ {0, 1, . . . , o} and j ∈ [k],
we use the chain rule (1) to compute
Commit(f (ℓ)

v (uj)). In other words, we set
Commit(f (ℓ)

v (uj)) =
⊕

r∈R(ℓ,m)\{0} Γ(cv(uj), r)⊙
Commit(F (r)

x (cv(uj))).
– We use Lemma 2 to determine Commit(fv(0)).

Specifically, we Cv ≜
⊕

0≤ℓ≤o
j∈[k]

αℓ,j ⊙

Commit(f (ℓ)
v (uj)), where αℓ,j ∈ Fp are scalars

dependent only on uj’s.

• To verify the correctness of xi, the client checks that
R(i)(v) ⊙ C = Cv. If the equation holds, the algorithm
returns xi. Otherwise, the output is ⊥.

Theorem 4. Let d be the total degree of Fx. Furthermore,
suppose that we have P (i)(v)’s satisfy conditions (V1) and
(V2). If dt+1 ≤ (o+1)k and degR(i)(v) > o for all i ∈ [n],
then the protocol Π3 is a k-server t-private computationally
verifiable PIR protocol under the same cryptographic assump-
tion as binding property of utilized linearly homomorphic
vector commitment scheme. Here, Π3 has upload cost of 2m
symbols in Fp and download cost of at most

(
o+m
o

)
symbols

in Fpe and
(
o+m
o

)
commitments per server.

Proof. As before, the correctness and privacy of the PIR pro-
tocol follow from Theorem 1, while the upload and download
cost values follow from the form of answers and queries.
Therefore, it remains to demonstrate the computational ver-
ifiability guarantee.

Without loss of generality, suppose that the client wants the
file x1 and we let the adversary control servers S1, . . . , St.
Following the proof of Theorem 2, we let {f(u), fv(u)} and
{g(u), gv(u)} be the polynomial pairs obtained in the retrieval
step with the correct responses and the adversarial responses,
respectively. Then the adversary wins if and only if

Commit(R(1)(v)g(0)) = Commit(gv(0)) and f(0) ̸= g(0) .

Let us first define the following events.

E1≜{R(1)(v)g(0) = gv(0), f(0) ̸= g(0)},
E2≜{Commit

(
R(1)(v)g(0)

)
= Commit

(
gv(0)

)
,

R(1)(v)g(0) ̸= gv(0), f(0) ̸= g(0)},
E3≜{Commit

(
R(1)(v)g(0)

)
= Commit

(
gv(0)

)
, f(0) ̸= g(0)},

Then E1 and E3 are the events that the adversary wins in
Π1 and Π3, respectively. By Theorem 2, Pr[E1] ∈ negl(λ).
Moreover, E2 is a subset of the event that R(1)(v)g(0) and
gv(0) are different but have the same commitment, and hence,
Pr[E2] ∈ negl(λ) due to the binding property of the underlying
commitment scheme. Lastly, it is clear that E3 = E1 ∪ E2.
Therefore, the probability that the adversary wins in Π3 is

Pr[EXPPriV
A,Π3

(n,x, i, 1, . . . , t) = 1] = Pr[E3] = Pr[E1 ∪ E2]

≤ Pr[E1] + Pr[E2] ∈ negl(λ),

which is negligible in λ.

We note that the additional communication overhead asso-
ciated to verification in the protocol Π3 becomes relatively
small as the size e of each file xi increases. Indeed, according
to Theorem 4, the ratio between the additional download cost
(the commitments) and the download cost without verification
is equal to the size of each commitment divided by e log2(p).
As the commitment can have constant size, e.g., 384 bits in
a typical setting of KZG when the curve BLS12-381 is used,
this ratio actually tends to zero when e goes to infinity.

V. COMPARISONS TO RELATED WORKS

In this section, we provide detailed comparisons with the
most closely related works that either construct or can be
used to construct verifiable PIR protocols where the client can
detect the presence of adversarial servers.

Authenticated Private Information Retrieval [15]. Inde-
pendent to our preliminary work [1], Colombo et al. [15,
Construction 1] (USENIX Security’23) also employs the idea
of doubling queries to verify the recovered file of interest.
However, there are significant differences between our work
and theirs regarding the security assumption and guarantee,
which are explained below.

First, one of our verifiable PIR schemes (Π1) is information-
theoretically verifiable, while the construction in [15] is
computationally verifiable. Indeed, a key ingredient in their
protocol is a family of function secret sharing (FSS) schemes,
introduced by Boyle et al. [39], [40]. In a nutshell, in a F-FSS
scheme, a dealer picks a function f from a family of functions
F and outsources the computation of f(x) to k servers, each of
which receives a share of f(·). Upon receiving x from an user,
each server uses their share of f to perform some computation
on x and communicates the output to the user. After collecting
sufficient responses from the servers, the user recovers f(x).
In the entire process, no information of f is revealed to any
subset of k − 1 servers. It is shown in [15] that if there is
an F-FSS scheme with F closed under scalar multiplication8,

8F is closed under scalar multiplication if for all f ∈ F and v ∈ F, we
have that vf belongs to F too.
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one can construct a verifiable PIR. However, to the best of
our knowledge, all known F-FSS protocols with F closed
under scalar multiplication are not information-theoretically
secure9. Thus, the verifiability guarantee provided by the
schemes in [15] relies on certain computational assumptions.
In contrast, the general construction in our paper is self-
contained (doesn’t depend on any cryptographic primitive),
which allows us to obtain an explicit information-theoretically
verifiable PIR protocol.

Second, our PIR scheme can withstand a significantly
stronger adversary. More specifically, in our security setting,
the adversary not only controls the responses of t servers but
also has the knowledge of the retrieval index. The information-
theoretic security is still guaranteed for our construction under
this more powerful adversary.

One distinctive advantage of the protocol in [15], however,
is that it also allows the client to privately retrieve and verify
any linear combination of elements in {xi : i ∈ I} for I ⊆ [n],
which is more general than ours.

Constructions of Verifiable Private Information Re-
trieval Based on Private Linear Computation. As suggested
by a reviewer, one may also employ an information-theoretic
private computation scheme to construct an information-
theoretic verifiable private information retrieval scheme. The
main idea is to privately query fi(x) = xi and fi,v(x) = vxi,
where v ∈ Fp \ {0} is a secret value chosen by the client,
in order to retrieve xi and verify its correctness. We discuss
this approach in detail below in comparison with ours. We
note that a rigorous security proof for this construction is still
missing.

The concept of information-theoretic private linear compu-
tation was independently introduced in [42], [43] and further
extended in [44]–[50]. In its standard setting for uncoded
storage (see, e.g. Karpuk [48]), there are k servers, each of
which stores a copy of a database x = x1 · · ·xn, and a client,
who wants to privately evaluate h functions f1(x), . . . , fh(x)
on the database x. The key performance metric for private
computation is the download rate, which is defined as the
ratio of the total size of the desired outputs f1(x), . . . , fh(x)
and the total size of the responses the client downloads from
all servers. Note that in our work, we follow the standard
notion of communication cost (see, e.g. [2], [4]), which is the
sum of the upload and download costs. While the download
rate metric is more relevant when the file size is large
(e = |xi| ≫ n) and is the focus of the information theory
community, the communication cost is more relevant for small
file size (e = |xi| ≪ n) and is the focus of the computer
science community.

We now compare our verifiable PIR schemes against
schemes constructed from existing private linear computation
schemes. In summary, our scheme achieves the same or
worse download rates in the large file regime, and has lower
communication cost in the small file regime.

Using the construction and the terminology in Karpuk [48,
Section III] (note that the follow-up works [49], [50] es-

9In fact, the only known information-theoretically secure F-FSS are given
in [41] and they are not closed under scalar multiplication.

sentially use the same construction but with more features,
see [49, Section V] and [50, Remark 1]), the function
space Q consists of all functions corresponding to Fp-linear
combinations of x1, . . . , xn. This space Q is the smallest
function space that is closed under function addition and Fp-
scalar multiplication and contains the functions fi(x) = xi

and fi,v(x) = vxi, i ∈ [n], v ∈ Fp \ {0}. Note that
the client needs to privately evaluate two functions fi(x)
and fi,v(x) in order to privately download xi and verify its
correctness. It is obvious that Q has Fp-dimension n and is
spanned by {fi}i∈[n]. According to [48, Theorem 1]10 and
[50, Theorem 2], there exists private-computation-based PIR
schemes with download rate11 (k− t)/2k. In comparison, our
scheme Π1, with d = 1, o = 0,m = n, t = k − 1, has the
download cost 2k symbols over Fpe (see Theorem 2), and
hence, achieves the same download rate of 1/2k as in [48],
[50]. For t ≤ k − 2, our download rate is smaller than that
in [48], [50].

The scheme from [48], [50] has an upload cost of k(k−t)n
elements in Fp (see [48, Section III.C] and [50, Theorem 2]).
In other words, the schemes based on [48], [50] require linear
communication cost per server. In contrast, for smaller t, and
small e, we can achieve sub-linear (in n) communication cost
per server. Indeed, for e = 1, fixing o = 1 and d ≥ 2,
then for every t ≥ 1 satisfying dt + 1 ≤ 2k, or equivalently,
1 ≤ t ≤ (2k − 1)/d, our scheme has a communication cost
approximately 4(d!n)1/dk ∈ O(kn1/d) symbols in Fp (see
Theorem 2 and Remark 2). This conclusion is still true for
every e≪ n.

Alternatively, the client can privately query fi(x) = xi

and gi,v = xi + v (instead of fx,v = vxi), where v ∈ Fp.
This scheme, while achieving a lower probability of adversary
success (1/p instead of 1/(p−1)), incurs a higher upload cost
due to the increase in the dimension of the function space
(n + 1 instead of n), which must be the space of all affine
functions on x1, . . . , xn.

Next, we discuss the non-colluding case where t = 1. To the
best of our knowledge, this is the primary focus of most works
on private linear computation schemes [42]–[47]. Specifically,
in [42]–[44], private linear computation schemes with high
download rates were proposed. In [42], [43], the authors
demonstrated a corresponding converse bound, showing that
their schemes were capacity-achieving12. To achieve adversary
success rate 1/Q, the file size of the schemes in [42]–[44] is
exponential in Q and n (the number of files). In contrast, our
file size is Θ(Q), which is significantly smaller.

Finally, we note that, our verifiable PIR schemes can with-
stand a significantly stronger adversary. Specifically, in our
security setting, the adversary not only controls the responses

10Karpuk [48] uses N , T , and B for the number of servers, the number of
colluding servers, and the number of functions to be evaluated, respectively.

11Note that in [48, Theorem 1], the stated download rate is (k − t)/k,
not (k − t)/2k. The reason is that in the context of private computation,
downloading fi(x) and fi,v(x) would count as two symbols being retrieved.
However, when applying to verifiable PIR setting, fi,v(x) is counted as a
redundant request used for verification purpose only.

12Capacity is defined as the maximum size of the message that can be
privately retrieved (which is the size of one file) normalized by the number
of downloaded information symbols.
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of t colluding servers, but also has the knowledge of the
retrieval index. In contrast, for private linear computation,
t servers do not know both file indices and the function.
Nevertheless, we demonstrate information-theoretic security
against this stronger adversary.

Zhang and Wang [10] investigated non-interactive multi-
server verifiable computations of low-degree polynomials,
which is closely related to our approach. In fact, our
polynomial-based k-server t-private PIR protocol can also
be made verifiable utilizing schemes from [10] without re-
quiring additional conditions (V1) and (V2). However, using
Schemes 1 and 2 from [10] would require extra d or t servers,
respectively, to perform verification. An application of their
Scheme 3, while doesn’t increase the number of required
servers and provides the same results as ours, cannot be
publicly verifiable as ours. Last but not least, in our paper, we
also discuss an approach to reduce the extra communication
cost incurred by verification by employing homomorphic
commitment schemes.

Ke and Zhang [13] recently extended their two-server
verifiable PIR scheme [12], which was based on Woodruff-
Yekhanin PIR scheme [4], to a k-server t-private (k − 1)-
verifiable PIR protocol for a fixed number of malicious servers.
In the case of k-server (k − 1)-private (k − 1)-verifiable
PIR, our protocol achieves a slightly better communication

complexity of O
(
n

1

⌊ 2k−1
k−1

⌋ log(p)

)
, while the communication

complexity of the protocol in [13] is O

(
n

1

⌊ 2k−1
k−1

⌋−1 log(p)

)
.

Additionally, the authors of [13] provide a security proof only
for the case when k ≤ 5, whereas we provide a formal security
proof for all values of k.

Verifiable PIR schemes with two servers. Although
byzantine-resistant PIR [18]–[23] is a stronger notion than our
verifiable PIR, such schemes must have at least three servers
(so that error correction can work). Thus, we discuss here the
setting with only two servers, which automatically eliminate
byzantine-resistant schemes. In this scenario, encapsulating
the PIR protocol described in Goldberg [25] within our
framework yields the same result as described in [1]. To the
best of our knowledge, there are no information-theoretically
verifiable extensions of the PIR protocol in [25] for general
k > 2 in the literature. On the other hand, encapsulating
the Woodruff-Yekhanin protocol [4] offers better communi-
cation complexity compared to the information-theoretically
verifiable protocol presented in [12]. Specifically, our protocol
has a total communication cost of 8m + 4 elements of field
Fp when

(
m
3

)
≥ n, with a communication complexity of

O(n1/3 log(p)). In contrast, the protocol from [12] has a total
communication of 4m + 2 field elements when

(
m
3

)
/m ≥ n,

with a communication complexity of O(n1/2 log(p)), which
is higher than ours.

Let us summarize the advantages of our approach among
the aforementioned competing ones in the Table II Since
competing approaches on verifiable PIR focused on commu-
nication complexity optimization only (and not the download
rate), in this table we consider k-server t-private PIR protocols
deployed over the finite field Fp (e = 1) and a database of n

files and measure the total communication cost. We do not
include the protocol Π3 in the comparison since the reduction
of extra communication costs incurred by verification by
linearly homomorphic commitment schemes makes sense only
for PIR protocols over an extended field. We also assume that
number of servers k is much smaller than the database size n.

VI. CONCLUSION

We explored the problem of verifiable private information
retrieval where the client can detect the presence of malicious
servers. We proposed a unified framework for polynomial-
based PIR protocols encompassing various existing protocols
that optimize the download rate or total communication cost.
We also introduced a way to transform such a protocol to a ver-
ifiable one without increasing the number of involved servers
by letting the client query twice. The security guarantees
for verification can be information-theoretic or computational,
and the verification keys can be public or private. In one of
our protocols, which employs a homomorphic vector commit-
ment scheme, the additional download overhead associated
to verification can be made negligible to the download cost
(without verification) as the file size increases. Developing new
verification techniques that encompass more polynomial-based
PIR protocols like Chor et al. and generalizing our approaches
to coded PIR protocols are interesting open problems.
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