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Abstract  

 

Current surface-enhanced Raman scattering (SERS)-based anti-counterfeiting strategies primarily 

encode molecular information in single two-dimensional (2D) planes and under-utilize the 

three-dimensionality (3D) of plasmonic hot spots. Here, we demonstrate a 3D SERS 

anti-counterfeiting platform to extend “layered security” capabilities from 2D to 3D. We achieve this 

capability by combining 3D candlestick microstructures with 3D SERS imaging to fully resolve a at 

least three layers of encoded information within the same 2D area along the z-axis, notably using 

only a single probe molecule. Specific pre-designed covert images can only be fully recovered via 

hyperspectral SERS imaging at pre-determined z values. Furthermore, our 3D SERS 

anti-counterfeiting security labels can be fabricated on both rigid and flexible substrates, widening 

their potential usages to curved product surfaces and banknotes. 
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Plasmonic security labels are emerging anti-counterfeiting platforms which can effectively 

encode multiple identification layers to deter forgery. Information is encoded within 

micro-/nanostructures by exploiting the unique optical properties arising from the localized surface 

plasmon resonances (LSPRs) of plasmonic nanostructures.1-22 By tuning material composition and 

plasmon coupling between surrounding plasmonic structures, specific structural colors can be 

generated at the microscale to enable first surface level anti-counterfeiting.1-8 However, these 

features alone are insufficient to securely guard products against piracy because the related 

identifications are visible to public. Enhanced security can be achieved with the use of 

surface-enhanced Raman scattering (SERS). Intense local electromagnetic fields generated by the 

LSPRs of the plasmonic structures significantly enhances Raman scattering signals, enabling covert 

molecular information of reporter molecules adsorbed on plasmonic structures to be read out using 

SERS imaging techniques. SERS-based anti-counterfeiting has been successfully achieved using 

polarization-dependent responses as well as using multiple probe molecules with specific and narrow 

Raman fingerprints.9-15 Molecular information thus plays a critical role in embedding information in 

these anti-counterfeiting systems, and is not accessible through the physical features of security 

labels. Fully decoding them requires knowledge on label design and advanced SERS imaging 

techniques, leading to a Level 3 Security (L3S) in which information is not attainable unless the 

security label is decoded using forensic tools with authorization.23 Currently, the number of 

identification layers within a platform is increased by adding polarization angles, or increasing the 

types and concentrations of probe molecules embedded on the plasmonic structures.9-15 However, 

these strategies primarily encode molecular information in single two-dimensional (2D) planes and 

under-utilize the hot spots of SERS substrates in three dimensions (3D). 

Extending the “layered security” of SERS anti-counterfeiting platforms from 2D to 3D 
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further increases the encoded data in the same area. The challenge lies in fabricating a 3D SERS 

substrate that generates multiple z-axis-dependent SERS readouts which can be fully resolved using 

SERS imaging techniques. So far, 3D SERS substrates primarily focus on increasing hot spots 

within the laser confocal volume for enhanced detection sensitivity of probe molecules.24-31 3D 

SERS imaging to resolve molecular information along the z-axis on these substrates is lacking. An 

earlier work demonstrates using pyramidal micro-structures deposited with Ag nanocubes to 

generate binary SERS barcodes along z-axis. However, the amount of information stored is limited, 

and the microstructures are fabricated on rigid glass substrates which break under bending. To enable 

practical usage of 3D SERS anti-counterfeiting security labels, it is necessary to develop a strategy 

to build 3D SERS structures on both rigid and flexible substrates.   

Here, we introduce a 3D SERS anti-counterfeiting platform with large encoding capacity and 

high flexibility, achieved by utilizing tailored 3D candlestick-like microstructures and 

high-resolution 3D SERS imaging to fully resolve readouts along z-axis. Our aim is to maximize the 

encoding capacity of SERS-based platforms using a single type of probe molecule by extending the 

“layered security” of plasmonic security labels from 2D to 3D. Plasmonic candlestick 

microstructures comprising a nanopillar on top of a dish and a pedestal are used as building blocks 

for 3D anti-counterfeiting security labels. During the thermal evaporation of Ag, the dish in the 

middle shields Ag deposition on the bottom pedestal and thus generates a microstructure with 

non-uniform Ag coating in the z-direction. Such anisotropic Ag deposition on the candlestick 

microstructures creates a z-dependent SERS readout. By using microstructures with different heights, 

we stack multiple layers of covert SERS images at different focal planes along z-axis (z-dependent 

SERS). We demonstrate at least three layers of information encoding for our 3D SERS security 

labels using just one type of probe molecules. We further fabricate our 3D SERS security labels on 
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flexible polyethylene terephthalate (PET) films without reducing the encoding capability and 

decoding accuracy, making this anti-counterfeiting platform attractive for practical applications.  

 

Results and Discussion 

Fabrication Methods & Z-dependent SERS Readouts 

We use two-photon laser lithography to fabricate high aspect ratio polymer-based 3D 

microstructures resembling candlesticks (Figure 1A). These candlestick microstructures comprise 

three components, including a 1-μm tall nanopillar at the top, a 2-μm tall middle dish, and a 2-μm 

tall base pedestal (Figure 1B-ii and Figure S1). The widths of the nanopillar tip and the middle dish 

are 500 nm and 2.3 μm respectively (Figure 1B-ii). The fabricated candlestick microstructures are 

then coated with 100-nm Ag via thermal evaporation, and rendered SERS-active by functionalizing 

the Ag-coated microstructures with a monolayer of 4-methylbenzenethiol (4-MBT) probe molecules. 

Thermal evaporation of Ag generates nanoscale asperities serving as hot spots for SERS imaging on 

the 3D microstructures (Figure S2). The candlestick architecture allows us to achieve 3D SERS 

activity for anti-counterfeiting: Ag deposition on such microstructures are selectively coated on the 

nanopillar and upper half of the dish, evident from the stronger SEM contrast from these regions of 

the microstructures (Figure 1B-i).  

Next, we characterize the plasmonic properties of the candlestick microstructure using 

cathodoluminescence spectroscopy. A fast electron beam excites the microstructures to trigger 

photon emission generated via the radiative decay of localized surface plasmon resonances (LSPRs), 

allowing the radiative plasmon modes of the Ag-coated candlestick microstructures to be identified 

at the single structure level. Strong emission is observed at ~530 nm from the microstructure’s 

cathodoluminescence wavelength-filtered photon map, and the corresponding spectrum shows an 
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intense emission peak centered at ~537 nm as well as a weaker shoulder peak centered at ~658 nm 

(Figure 2A). The appearance of two broad peaks likely arises from coupling of Ag nanoparticles’ 

plasmon modes.32-35 There is no emission observed from the flat areas of the substrates, indicating 

that the observed emission arises from the microstructure. Based on the strong emission at ~537 nm, 

we select 532-nm as the laser excitation source to measure the SERS response from our 3D 

candlestick microstructures. 

To evaluate the suitability of the candlestick microstructures for 3D anti-counterfeiting, we 

analyze the SERS readouts of various x-y focal planes along different z positions. Z positions are 

labeled such that larger z values correspond to longer distance between the focal plane and the base 

of the substrate. The SERS spectrum of a candlestick microstructure exhibit two typical 4-MBT 

vibrational modes at 1078 cm-1 and 1584 cm-1 (Figure 2B). The 1078 cm-1 band is attributed to a 

combination of phenyl ring-breathing, C-H in-plane bending, and C-S stretching, whereas the 1584 

cm−1 band arises from phenyl stretching motion. To monitor SERS readouts on different focal planes, 

we select the 1078 cm-1 band to generate SERS x-y images at various z positions. We first combine 

36 x-y SERS images scanned at 0.25-μm z-intervals to reconstruct a 3D SERS image of our 

candlestick microstructure (Figure 2C). There is an obvious z-dependent variation of SERS 

intensities, which gradually decrease from the top nanopillar to the bottom pedestal (Figure 2D, see 

supporting information for calculation of SERS enhancement factor). This z-dependence is affirmed 

by the three distinct x-y SERS images extracted at z =1.75 μm, 3.00 μm and 4.25 μm (Figure 2E). 

The highlighted patterns at z = 4.25 and 3.00 μm resemble the top-view morphology of the 

candlestick. A small and bright square forms at z = 4.25 μm, with similar width as the nanopillar on 

the top (Figure 2E-i). A bigger and dimmer square forms at z = 3.00 μm, with similar width as the 

middle dish (Figure 2E-ii). No obvious SERS image is observed at z = 1.75 μm, which is the height 
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corresponding to the pedestal region (Figure 2E-iii). Observation from these x-y SERS images tally 

with the SERS spectra of 4-MBT taken at these planes (Figure 2F). The z-dependence arises 

primarily from the anisotropic deposition of Ag on the candlestick microstructures during thermal 

evaporation, in which the topmost nanopillar and the middle dish are coated. The smaller widths of 

the bottom pedestals are shielded from Ag deposition by the larger middle dish, and are hence 

SERS-inactive. Moreover, both incident light and Raman scattering fields are coupled with localized 

surface plasmon resonances, which are supported by the nanopillars as shown in the 

cathodoluminescence spectrum (Figure 2A). Such an enhancement on surface electromagnetic fields 

generates stronger SERS signals on the nanopillars as compared with other regions.36 Our 

experimental observations collectively show that we can simply tune the pedestal heights to encode 

information in three-dimensional space. Distinct SERS readouts can be retrieved from the same area 

at different z focal planes.  

 

Multi-layered 3D Covert Array 

Next, we fabricate candlestick microstructures with various heights and demonstrate their 

potential to encode multi-layer z-dependent SERS information. We begin with a simple 2×2 array 

consisting of 5-μm and 2.5-μm candlestick microstructures (Figure 3A). These two heights are 

chosen because a minimum height difference of 2.5 μm is required to prevent signal interferences 

from successive microstructure heights during SERS imaging (Figure S3). Top-view SEM 

characterization indicates that these four microstructures are morphologically identical (Figure 

S4A-ii and Figure 3A-v). However, two layers of information are selectively read out by extracting 

x-y SERS images at z = 4.25 μm and 1.75 μm, corresponding to SERS signals from the topmost 

nanopillars of the 5-μm and 2.5-μm microstructures respectively (Figure 3A-iii and iv). Notably, 
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there is no signal cross-talk at both z-values, especially at z = 1.75 μm where both microstructures 

are present. As discussed earlier, the presence of the middle dish prevents Ag deposition on the 

bottom pedestal of the 5-μm microstructure, thus silencing the SERS activity of this microstructure 

at z = 1.75 μm.  

We also compare the SERS-silencing capabilities of the middle dish in the candlestick 

microstructure against other microstructures with more uniform morphologies (Figure S4). The more 

uniform microstructures always create signal interferences during SERS imaging at lower z values. 

As such, by enabling the candlestick microstructure to blend in with the dark background at lower z 

values, we establish them as ideal architectures to encode multiple layers of information in 3D. Our 

strategy can also be readily extended to encode molecular information within alternating lines and 

alphabetical letters using just two sets of candlestick microstructures with two heights (Figure S5). 

Signal intensities are consistent in the SERS spectra extracted from z = 4.25 μm and 1.75 μm, 

indicating that the taller candlestick microstructures do not block incoming lasers and outgoing 

SERS signals from the shorter candlestick microstructures so that molecular information encoded 

into these two layers can be precisely read out without inter-layer interferences (Figure S5C and D).    

We proceed to further demonstrate the high patterning flexibility and decoding accuracy of 

our 3D SERS encoding strategy by using these 2.5-μm and 5-μm candlestick microstructures to 

construct complex images. A candlestick array of 247 microstructures covering an area of 72×71 

μm2 encoded with two overlaid images of a butterfly and an orchid flower shows up as random 

spherical dots in SEM and optical microscopy characterizations (Figure 3B). The butterfly pattern is 

constructed with 5-μm tall candlesticks and this pattern “lights up” in the SERS x-y image at z = 

4.25 μm (Figure 3B-ii). On the other hand, the second set of 2.5-μm tall microstructures reveals the 

orchid flower pattern in the x-y SERS image at z = 1.75 μm (Figure 3B-iii). There is also no signal 
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interference observed at both z values among this array of 247 microstructures. 

To enhance encoding complexity, an additional third layer of taller 3D microstructures 

(7.5-μm) can be added into a single array. In a line-array consisting of 7.5-μm, 5-μm and 2.5-μm 

candlestick-like microstructures, three layers of identification are encrypted into a 6×10 array which 

cannot be fully revealed under SEM and optical microscopy (Figure 4C-ii and Figure S6B). These 

three layers are decrypted only by extracting individual x-y SERS images at the corresponding z 

values of 6.75 μm, 4.25 μm, and 1.75 μm. These z values are unknown to the public and are only 

accessible by the authorized party (Figure 4A-iii-v). Moreover, the SERS spectra of 4-MBT 

retrieved from individual nanopillars are spectrally identical with no signal cross talk across the 

different layers (Figure S7 and Figure 4B). A statistical analysis of 42 SERS spectra taken from three 

heights show that the SERS intensities of the 1078-cm-1 band on nanopillars are uniform and are not 

affected by their z positions (Figure S5 and S7). As such, the height information cannot be decoded 

based on different contrast or signal intensities in each SERS images. These attributes collectively 

demonstrate the Level 3 Security of our security labels in which information can only be fully 

resolved using advanced 3D SERS imaging technique with knowledge on the label design.  

Next, we design and fabricate an 18×23 square array of microstructures spaced 700 nm apart 

as a complicated 3D anti-counterfeiting security label (Figure 4D). As with previous arrays, we 

observe no apparent difference among these microstructures from SEM characterization but this 

array consists of candlesticks with three different heights (7.5-μm, 5-μm and 2.5-μm, Figure 4D-i). 

In fact, three distinct butterfly patterns are constructed and hidden into this array. X-y SERS imaging 

at z = 6.75 μm exhibits a small butterfly in the center of the entire array while imaging at z = 4.25 

μm reveals a double-layer butterfly (Figure 4D-ii and -iii). A hollow butterfly shows up in the x-y 

SERS image at z = 1.75 μm (Figure 4D-iv). In anti-counterfeiting terms, these x-y SERS images 
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serve as three identification layers of a security label made using our 3D encoding strategy. As such, 

we can arbitrarily encode information in 3D and this ability is in contrast with other 2D SERS 

security labels which can only encode information within a single 2D plane. Our fabrication protocol 

allows the fabrication of candlestick microstructures with heights up to 10.5 μm (Figure S8). With a 

minimal height difference of 2.5 μm between successive layers, we can encode up to four layers of 

information within the same area to enhance the information density and security level of our 

security label.   

 

3D SERS Security Codes 

Information is highly secured by 3D SERS security labels comprising of our 3D candlestick 

microstructures because the microstructure heights employed as encryption layer are only accessible 

to the authorized party. To demonstrate the high security and decoding accuracy of such height 

encryption, we fabricate two identical arrays comprising 71 candlesticks with heights of 7.5-μm, 

5-μm and 2.5-μm (Figure 5). The two arrays appear identical under SEM and optical microscopy 

(Figure 5A and B). However, the letters “N”, “T”, and “U” are revealed by x-y images in the first 

array at z = 6.75 μm, 4.25 μm and 1.75 μm respectively, corresponding to the acronym of Nanyang 

Technological University (Figure 5A-ii-iv). On the other hand, the letters “U”, “T”, and “N” are 

revealed by x-y images in the second array at the same z values (Figure 5B-ii-iv). The letters “N” 

and “U” appear in x-y SERS images extracted at different z values because they are constructed by 

microstructures of different heights in these two arrays.  

Apart from high security level of our 3D SERS security labels, a large encoding capacity can 

be achieved in our 3d SERS encoding platform by using a single type of Raman probe molecule and 

uniform SERS intensities. Our fabrication method allows a minimal gap of 700 nm between 
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neighbored candlestick-like structures, so a density of 8466 pillars per inch can be obtained (Figure 

S9). Moreover, our microscale 3D SERS security labels are encoded with high data density. Fully 

decoding the hidden information requires SERS imaging techniques with high spatial resolution in 

three dimensions. Compared with other millimeter- and centimeter-size SERS security labels, our 

system is more challenging to be counterfeited and thus it is higher in security level.37 

 

Flexible 3D Anti-Counterfeiting Security Label 

To enhance the applicability of our 3D security labels, we directly fabricate an array of 

candlestick microstructures on free-standing polyethylene terephthalate (PET) films. PET is 

popularly used to produce flexible devices due to their high mechanical strengths and flexibility. An 

array of 2.5-μm and 5-μm candlestick microstructures are fabricated over an area of ~2338 m2 on 

the PET film. SEM and bright-field microscopic characterization reveal the Arabic number “6” on 

the PET film (Figure 6A-i and -ii). However, x-y SERS images at z = 1.75 m and 4.25 m reveal 

two overlapping letters “S” and “G” (acronym of Singapore, Figure 6A-iii and -iv). To illustrate the 

robustness of the 3D security labels, we perform 50 stress cycles on the flexible PET film, where one 

stress cycle constitutes a bending, flexing, and twisting force (Figure 6B), and compare the SERS 

readouts of the structures before and after the stress cycles are performed. SEM images reveal the 

candlestick structures still remain well-defined and upright after the stress cycles are performed, 

even though the substrate displays multiple strain cracks (Figure 6C). Corresponding SERS images 

demonstrate that the letter “G” can be read out clearly (Figure 6D), with only an insignificant 

decrease (~ 20 cps) in SERS intensity (Figure 6E) after 50 stress cycles. The consistency of the 

SERS images and spectra before and after the stress cycles are performed indicate that this flexible 

3D SERS security labels can be easily applied to non-rigid surfaces, such as documents, banknotes, 
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irregular packages and medicine vials without reducing the decoding accuracy or coding capacity, 

outperforming and breaking the limitations of current plasmonic security labels that can only be 

applied to rigid substrates. 

 

Conclusions 

In conclusion, we have demonstrated an advanced SERS encoding platform where molecular 

information is encoded in three dimensions. Moreover, our 3D SERS anti-counterfeiting security 

labels can be fabricated on both rigid and flexible substrates, widening their potential usage as 

compared to strategies based on rigid substrates. In terms of anti-counterfeiting application, multiple 

layers of covert images are hidden into arrays of 3D candlestick microstructures with various heights 

and they can be selectively revealed by extracting SERS images at specific z values. These z values 

are unknown to the public and are only accessible to the authorized party. Compared to conventional 

2D SERS anti-counterfeiting platforms, our current 3D encoding platform enables up to four-fold 

denser data encryption along the z-axis using only a single probe molecule within the same 2D area. 

Our 3D encoding platform exhibits large encoding capacity, high decoding accuracy, and high 

flexibility by using single type and concentration of probe molecules. Further complexity can be 

introduced via multiplex encoding platforms to embed multiple probe molecules onto our 3D 

security labels. In addition, a systematic stability testing can be conducted on these 3D plasmonic 

security labels to evaluate their long-term stability in air. Platform durability is to be lengthened for 

practical uses.  

 

Methods 

Materials. IP-Dip photoresist with refractive index n1.52 (Nanoscribe Inc, Germany) was used as 
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negative photoresist for two-photon lithography in dip-in laser lithography (DiLL) configuration. 

4-methylbenzenethiol (4-MBT, 98%), propylene glycol monomethyl ether acetate, isopropyl alcohol, 

ethanol were purchased from Sigma-Aldrich. All chemicals were used without further purification. 

Polyethylene terephthalate (PET) films with the thickness of 100 m were donated from Innox Higa 

Singapore PTE. LED.  

Fabrication of polymeric anti-counterfeiting structures on glass slides and PET flims. 

Polymeric nano and/or microstructures were fabricated using direct laser writing system (Nanoscribe 

Inc., Germany). In the typical experiment, a droplet of IP-Dip monomer was drop-casted on a PET 

film then polymerized by a computer-assisted femto second pulsed fiber laser with a center 

wavelength of 780 nm. Polymeric structures were formed according to the pre-defined graphic 

programs. The Dip-in Laser Lithography (DiLL) process was performed using an inverted 

microscope with an oil immersion lens (100, NA 1.3), and a computer-controlled piezoelectric 

stage. The average laser power around 8 mW and a writing speed at 30 m/s were used for 

fabricating polymeric structures on glass slides. An average laser power around 6mW and a writing 

speed at 40 m/s were used for fabricating polymeric structures on PET films. Then, unexposed 

photoresist was removed in propylene glycol monomethyl ether acetate for 10 min, and then samples 

were immersed into isopropyl alcohol for another 5 min. Samples were blow-dried under N2.  

Metallization of the 3d pillar structures. Ag film was deposited on the substrates using a thermal 

evaporator. The deposition rate of Ag was 1 Å/s, which was monitored in-situ by a quartz crystal 

microbalance. Ag tablets with 99.99% purity was purchased from Advent Research Materials, UK. 

Ligand exchange reactions. Modification of 4-MBT monolayer was performed by incubating the 

plasmonic structures in 10 mM 4-MBT ethanol solution for 12 hours. After that, samples were 

removed and rinsed with copious of ethanol, and dried in nitrogen gas. Owing to a strong Ag-S 
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coordination bond, 4-MBT was expected to form a self-assembled monolayer (SAM) on the Ag 

nanostructures.  

High speed slit-scanning confocal Raman spectroscopy measurements. SERS spectra and SERS 

mapping were obtained with the sample mounted on the Ramantouch microspectrometer 

(Nanophoton Inc, Osaka, Japan). A 532-nm laser was used as an excitation laser. The excitation laser 

was focused into a line on a sample through a cylindrical lens and an air objective lens (LU Plan 

Fluor 100 NA 0.9). The back-scattered Raman signal from the line illuminated site was collected 

with the same objective lens, and a one-dimensional Raman image (1D space and Raman spectra) 

was obtained with a two-dimensional image sensor (Princeton Instrument, PIXIS 400 BR, -70 C, 

1340  400 pixels) at once. At a single acquisition, line-shaped illumination was shone on the sample, 

where 400 of Raman scattering points were then collected simultaneously in the x-direction. 

Two-dimensional (2D) x-y and x-z Raman spectral images were obtained by scanning the 

line-shaped laser focused in single y- and z-direction respectively. The excitation laser power was 

0.04 mW on the sample plane. The exposure time for each line and slit width of the spectrometer 

were 1 s and 50 m for 2D Raman imaging. The x-y-z SERS image was obtained by combining 

multiple x-y SERS images taken at various z values with intervals of 500 nm into a single image 

using an image processing software. To obtain x-y SERS maps at targeted z values, we first focused 

the laser onto the substrate base (bottom of the 3D microstructures) and define z as “0” at this 

position. The laser focal plane was then moved from the base of the substrate towards the top of the 

3D microstructures by moving the motorized stage. Real time positional changes were tracked on the 

computer via an attached bright field camera. The distance between the laser focal plane along the 

3D microstructures and base of substrate was termed using the numerical z value. x-y mapping at 

fixed z values was achieved by moving the stage to the targeted z value in the software before 
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Raman mapping. On the other hand, x-z mapping was achieved by a programmed movement of the 

stage so that the laser was scanned from the base to the top of the 3D microstructures. 

Cathodoluminescence hyperspectral imaging. Quantitative cathodoluminescence was carried out 

using an Attolight Rosa 4634 microscope, which tightly integrates a high-speed achromatic 

reflective lens (N.A. 0.72) within the objective lens of a field emission gun scanning electron 

microscope (FEG-SEM). Cathodoluminescence was spectrally resolved with a Czerny-Turner 

spectrometer (Horriba-JY iHR320, 320 mm focal length, 150 grooves/mm grating) and measured 

with an Andor Newton EM-CCD (EM-970P-BV). Electron beam energies of 9 kV were used to 

excite the samples. The beam dwell time was set to 0.2 s.  

Characterization. Scanning electron microscopy (SEM) was performed using a JEOL-JSM-7600F 

with an accelerate voltage of 5 kV.  
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Figure 1. Fabrication and characterization of 3D candlestick-like microstructures. (A) Polymeric 3D 

candlestick-like microstructure is fabricated using direct laser writing, and is subsequently deposited 

with Ag via thermal evaporation. Finally, a monolayer of 4-methylbenzenethiol (4-MBT) is 

functionalized onto the Ag candlestick-like microstructures as molecular probe. (B) (i) side-view 

SEM image and (ii) scheme demonstrating a 5-μm candlestick-like microstructure in which 

nanopillar height (h1) = 1 μm, dish height (h2) = 2 μm, pedestal height (h3) = 2 μm, total height (H) 

= 5 μm, nanopillar diameter (d1) = 500 nm, dish diameter (d2) = 2.3 μm, pedestal diameter (d3) = 

1.7 μm. The scale bar represents 1 μm. 
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Figure 2. Z-dependent SERS readouts on a single 3D candlestick-like microstructure. (A) A 

cathodoluminescence (CL) map and spectrum taken from a nanopillar of candlestick-like 

microstructure. CL map is acquired at wavelength window centered at ~530 nm. (B) A typical SERS 

spectrum taken from nanopillar on candlestick-like microstructure. (C) (i) side-view SEM and (ii) 

3D SERS images. SERS images are derived using the 1078 cm-1 vibrational band of 4-MBT. (D) 

SERS intensity plot of 4-MBT obtained at different z-locations ranging from Z=4.25 to Z =1.25 μm. 

(E, F) X-y SERS images and SERS spectra obtained at various z-focal planes, where (i) Z=4.25 μm, 

(ii) Z=3.00 μm and Z=1.75 μm, respectively. Scale bar in (A) represents 500 nm and other scale bars 

represent 1 μm. 
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Figure 3. Two-layered 3D SERS security labels. (A) (i) Scheme, (ii) side-view SEM image of a 2×2 

array. 2D x-y SERS images acquired at focal planes of (iii) Z=4.25 μm and (iv) Z=1.75 μm. (v) 

Overlaid SERS images with a top-view SEM image of the 2×2 candlestick-like microstructure array. 

Scale bars represent 5 μm. (B)(i) An optical microscope image of overlapped patterns of an orchid 

and a butterfly, and their respective x-y SERS images acquired at focal planes of (ii) Z=4.25 μm and 

(ii) Z=1.75 μm. Note that the orchid and butterfly patterns are constructed using 2.5-μm and 5-μm 

candlestick-like structures, respectively. Scale bars represent 10 μm. 
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Figure 4. Three-layered 3D SERS security labels. (A) Alternating line-pattern which are constructed 

by 2.5-μm, 5-μm and 7.5-μm structures. (i) Scheme, (ii) optical microscopic image and 2D x-y 

SERS images acquired at focal planes of (iii) Z=6.75 μm, (iv) 4.25 μm and (v) 1.75 μm. (B) 

cross-sectional SERS intensity profile along y-direction as labeled in A-ii. (C) Overlapped patterns 

of three butterflies which are constructed of 2.5-μm, 5-μm and 7.5-μm structures. (i) SEM and 2D 

x-y SERS images acquired at focusing planes where (ii) Z=6.75 μm, (iii) 4.25 μm and (iv) 1.75 μm. 

SERS images and intensity profiles are derived using the 1078 cm-1 vibrational band of 4-MBT. All 

scale bars represent 10 μm. 
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Figure 5. 3D SERS security codes. (A) “NTU” security label and (B) “UTN” security label with 

their respective (i) Optical microscopic images, (ii-iv) x-y SERS images obtained at Z=6.75, 4.25 

and 1.75 μm, (v) schemes showing the arrangement of microstructures at the second vertical line in 

two security labels. SERS images are derived using the 1078 cm-1 vibrational band of 4-MBT. All 

scale bars represent 10 μm. 
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Figure 6. Flexible 3D SERS security labels. (A) (i) SEM, (ii) optical microscopic images and x-y 

SERS readouts of a security label of overlaid letters “SG” when imaging at (iii) Z=1.75 μm and (iv) 

Z=4.25 μm. (B) Camera photos of a flexible 3D SERS security label (i) at bending (ii) flexing and 

(iii) twisting forces. Performing each action in (B) (i), (ii) and (iii) once, constitutes one mechanical 

stress cycle. (C) SEM image of the flexible substrate after 50 mechanical stress cycles. (D) SERS 

images and the (E) corresponding SERS spectra of the letter “G” (i) before and (ii) after 50 

mechanical stress cycles. SERS images and spectra are both derived using the 1078 cm-1 vibrational 

band of 4-MBT. All scale bars represent 5 μm. 
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We demonstrate a 3D SERS anti-counterfeiting platform to extend “layered security” capabilities 

from 2D to 3D, by combining 3D candlestick microstructures with 3D SERS imaging to fully 

resolve multiple layers of encoded information within the same 2D area along the z-axis.  

 


