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Abstract

Massive volumes of sensitive information are being collected for data analytics and

machine learning, such as large-scale Internet of Things (IoT) data. Some IoT

data contain users’ confidential information, for example, energy consumption or

location data. These data may expose a family’s habits and routines that attackers

may utilize to perform attacks [1–5]. The Internet of Vehicles (IoV), a promising

branch of IoT, simulates a large variety of crowdsourcing applications such as Waze,

Uber, and Amazon Mechanical Turk. These applications report the real-time traf-

fic information to the cloud server, which trains a machine learning model based

on traffic information uploaded by intelligent traffic management users. However,

crowdsourcing application owners can easily infer users’ location information, traffic

information, motor vehicle information, and environmental information, etc., rais-

ing severe sensitive personal information privacy concerns. Besides, as the number

of vehicles increases, the frequent communication between vehicles and the cloud

server incurs a tremendous communication cost.

Many countries have strict policies, regulations, and laws on how technology com-

panies collect and process users’ data to protect personal privacy. These companies

need to analyze users’ data to improve their service quality. In order to preserve

privacy while revealing useful information about datasets, differential privacy (DP)

is proposed [6–8]. Intuitively, the output of a DP mechanism will not change sig-

nificantly because of the presence or absence of one tuple of a dataset. DP has

attracted much interest from both the academia [9–13] and the industry [14–16].

For example, Apple has incorporated DP into its mobile operating system iOS [14];

Google has implemented a DP tool called RAPPOR in the Chrome browser to col-

lect information [15]. An increasing amount of users’ sensitive information is now

being collected for analytic purposes. Also, DP has been widely studied in the

literature to protect the privacy of users’ information. The privacy parameters

bound the information about the dataset leaked by the noisy output. Oftentimes,

a dataset needs to be used for answering multiple queries, so the level of privacy

xi
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protection may degrade as more queries are answered. Thus, it is crucial to keep

track of privacy budget spending, which should not exceed the given limit of the

privacy budget. In particular, we have made the following three major contribu-

tions.

The first contribution is to integrate federated learning (FL) and local differential

privacy (LDP) to facilitate the crowdsourcing applications to obtain the machine

learning model to avoid the privacy leakage threat and reduce the communication

cost. Specifically, we propose four LDP mechanisms to perturb gradients. The pro-

posed Three-Outputs mechanism introduces three different output possibilities to

deliver a high accuracy when the privacy budget is small. The output possibili-

ties of Three-Outputs can be encoded with two bits to reduce the communication

cost. Additionally, to maximize the performance when the privacy budget is signif-

icant, an optimal piecewise mechanism (PM-OPT) is proposed. We further propose

a suboptimal piecewise mechanism (PM-SUB) with a more straightforward formula

and comparable utility to the PM-OPT mechanism. Then, we build a novel hybrid

mechanism by combining Three-Outputs and PM-SUB mechanisms. Finally, an

LDP based FL stochastic gradient descent (LDP-FedSGD) algorithm is proposed to

coordinate the cloud server and edge devices to train the machine learning model

collaboratively. Applying our proposed LDP algorithms to FL protects private

personal information in case adversaries infer sensitive information by reversing

engineering uploaded gradients. Also, our proposed LDP algorithms ensure the

utility of the gradients for FL.

The second contribution is that when a query has been answered before and is

asked again on the same dataset, we may reuse the previous noisy response to an-

swer the current query to save the privacy cost. In view of the above, we design an

algorithm to reuse previous noisy responses if the same query is asked repeatedly.

In particular, considering that different requests of the same query may have dif-

ferent DP requirements, our algorithm sets the optimal fraction from the old noisy

responses to reuse and add new noise to minimize the accumulated privacy cost.

In order to implement the algorithm, we design and implement a blockchain-based

system for tracking and saving DP costs as the bockchain provides a distributed

immutable ledger that records each query’s type, the noisy response used to an-

swer each query, the associated noise level added to the true query result, and the

remaining privacy budget in our system. As a result, the dataset owner knows
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how the dataset has been used and be confident that no new privacy cost will be

incurred for answering queries once the specified privacy budget is exhausted.

The third contribution is to design an FL system leveraging a reputation mecha-

nism to assist home appliance manufacturers in training a machine learning model

based on customers’ data to help manufacturers develop a smart home system.

Then, manufacturers can predict customers’ requirements and consumption be-

haviors in the future. The working flow of the system includes two stages: in the

first stage, customers train the initial model provided by the manufacturer using

both the mobile phone and the mobile edge computing (MEC) server. Customers

collect data from various home appliances using phones, and then they download

and train the initial model with their local data. After deriving local models,

customers sign on their models and send them to the blockchain. If customers

or manufacturers are malicious, we use the blockchain to replace the centralized

aggregator in the traditional FL system. Since records on the blockchain are un-

tampered, malicious customers’ or manufacturers’ activities are traceable. In the

second stage, manufacturers select customers or organizations as miners for calcu-

lating the averaged model using received models from customers. By the end of

the crowdsourcing task, one of the miners chosen as the temporary leader uploads

the model to the blockchain. We enforce DP on the extracted features and pro-

pose a new normalization technique to protect customers’ privacy and improve test

accuracy. We experimentally demonstrate that our normalization technique out-

performs batch normalization when features are under DP protection. In addition,

to attract more customers to participate in the crowdsourcing FL task, we design

an incentive mechanism to award participants.

In summary, this thesis addresses challenging problems faced while conducting

privacy-preserving analysis on the data from IoT devices, including designing al-

gorithms to preserve data privacy, managing the differential privacy cost wisely

with blockchain, and proposing a normalization technique to improve the accuracy

of the FL model. Also, we do extensive experiments by employing publicly avail-

able real datasets to confirm that our proposed algorithms and systems are valid.

Finally, we list several promising research directions for future work.





Contents

Acknowledgements ix

Abstract xi

List of Figures xix

List of Tables xxiii

Symbols and Acronyms xxv

1 Introduction 1

1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.1.1 Background of IoT . . . . . . . . . . . . . . . . . . . . . . . 1

1.1.2 Background of Privacy . . . . . . . . . . . . . . . . . . . . . 2

1.1.2.1 Differential Privacy . . . . . . . . . . . . . . . . . . 2

1.1.2.2 Local Differential Privacy . . . . . . . . . . . . . . 3

1.1.2.3 Federated Learning . . . . . . . . . . . . . . . . . . 4

1.2 Research Challenges, Motivation, and Methodologies . . . . . . . . 6

1.2.1 Impacts of Privacy-preserving Technologies on Machine Learn-
ing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.2.2 Impacts of Blockchain on Differential-Privacy Cost Manage-
ment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

1.2.3 Impacts of Differential Privacy and Blockchain on Federated
Learning . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.3 Summary of Contributions and Outline of the Thesis . . . . . . . . 10

2 Literature Review 13

2.1 Differential Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.1.1 Differential Privacy Definition . . . . . . . . . . . . . . . . . 13

2.1.2 Existing Differential Privacy Mechanisms . . . . . . . . . . . 14

2.1.2.1 The Laplace Mechanism . . . . . . . . . . . . . . . 14

2.1.2.2 The Gaussian Mechanism . . . . . . . . . . . . . . 15

2.1.3 Existing Studies on Differential Privacy Mechanisms . . . . . 16

2.2 Local Differential Privacy . . . . . . . . . . . . . . . . . . . . . . . 16

xv



xvi CONTENTS

2.2.1 Existing Local Differential Privacy Mechanisms . . . . . . . 17

2.2.1.1 The Laplace Mechanism . . . . . . . . . . . . . . . 17

2.2.1.2 Duchi et al.’s Solution . . . . . . . . . . . . . . . . 18

2.2.1.3 Piecewise Mechanism . . . . . . . . . . . . . . . . . 18

2.2.1.4 Hybrid Mechanism . . . . . . . . . . . . . . . . . . 18

2.2.1.5 Deficiencies of Existing Local Differential Privacy
Mechanisms . . . . . . . . . . . . . . . . . . . . . . 19

2.2.2 Existing Studies on Local Differential Privacy for IoT Appli-
cations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2.3 Federated Learning . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.3.1 Existing Studies on Federated Learning for IoT . . . . . . . 21

2.3.2 Existing Studies on Privacy-Preserving Crowdsourcing . . . 24

2.4 Blockchain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

2.4.1 Existing Studies on Leveraging Blockchain for Privacy Pro-
tection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.4.2 Existing Studies on Leveraging Blockchain for
Differential-Privacy Costs Management . . . . . . . . . . . . 27

2.4.3 Existing Studies on Leveraging Blockchain for Federated Learn-
ing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

2.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

3 Local Differential Privacy based Federated Learning for IoT1 31

3.1 SystemModel and Local Differential Privacy based FedSGD Algorithm 33

3.1.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.1.2 Federated learning with LDP: LDP-FedSGD . . . . . . . . . 34

3.1.3 Comparing LDP-FedSGD with other privacy-
preserving federated learning paradigms . . . . . . . . . . . 34

3.2 Problem Formation . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.3 Mechanisms for Estimation of A Single Numeric Attribute . . . . . 38

3.3.1 Three-Outputs Mechanism . . . . . . . . . . . . . . . . . . 39

3.3.2 PM-OPT Mechanism . . . . . . . . . . . . . . . . . . . . . . . 45

3.3.3 PM-SUB Mechanism . . . . . . . . . . . . . . . . . . . . . . . 48

3.3.4 Discretization Post-Processing . . . . . . . . . . . . . . . . . 50

3.3.5 HM-TP Mechanism . . . . . . . . . . . . . . . . . . . . . . . . 52

3.4 Mechanisms for Estimation of Multiple Numeric Attributes . . . . 53

3.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

3.5.1 Results on the Mean Values of Numeric Attributes . . . . . 55

3.5.2 Results on Empirical Risk Minimization . . . . . . . . . . . 58

3.5.3 Results after Discretization . . . . . . . . . . . . . . . . . . 61

3.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

1The work in this chapter has been published as Yang Zhao, Jun Zhao, Mengmeng Yang,
Teng Wang, Ning Wang, Lingjuan Lyu, Dusit Niyato, and Kwok-Yan Lam. “Local Differential
Privacy Based Federated Learning for Internet of Things”, in IEEE Internet of Things Journal,
DOI: 10.1109/JIOT.2020.3037194, 2020.



CONTENTS xvii

4 A Blockchain-Based Approach for Saving and Tracking Differential-
Privacy Cost2 3 69

4.1 System Description . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

4.1.1 System Architecture . . . . . . . . . . . . . . . . . . . . . . 72

4.1.2 System Functionality . . . . . . . . . . . . . . . . . . . . . . 73

4.1.3 Adversary Model . . . . . . . . . . . . . . . . . . . . . . . . 73

4.1.4 Our Algorithm 7 based on Reusing Noise . . . . . . . . . . . 75

4.1.5 Explaining the Noise Reuse Rules of Algorithm 7 . . . . . . 77

4.1.6 Explaining Privacy Cost Update in Algorithm 7 . . . . . . . 80

4.1.7 Analyzing the Total Privacy Costs . . . . . . . . . . . . . . 81

4.1.8 Computing the ℓ2-sensitivity of A Query . . . . . . . . . . . 84

4.2 Implementation Challenges of Our Blockchain-Based System . . . . 85

4.3 Implementation and Experiments . . . . . . . . . . . . . . . . . . . 85

4.3.1 Experiment Setup . . . . . . . . . . . . . . . . . . . . . . . . 86

4.3.2 Experimental Results . . . . . . . . . . . . . . . . . . . . . . 87

4.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

5 Privacy-Preserving Blockchain-Based Federated Learning for IoT
Devices4 93

5.1 System Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

5.1.1 System Overview . . . . . . . . . . . . . . . . . . . . . . . . 95

5.1.2 Incentive mechanism . . . . . . . . . . . . . . . . . . . . . . 99

5.1.3 Normalization Technique . . . . . . . . . . . . . . . . . . . . 101

5.2 Pros and Cons of our framework . . . . . . . . . . . . . . . . . . . . 103

5.2.1 Privacy and Security . . . . . . . . . . . . . . . . . . . . . . 104

5.2.2 Delay Crowdsourcing . . . . . . . . . . . . . . . . . . . . . . 104

5.3 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

5.3.1 Experiment Setup . . . . . . . . . . . . . . . . . . . . . . . . 105

5.3.2 Experimental Results . . . . . . . . . . . . . . . . . . . . . . 106

5.3.3 Performance evaluation on the mobile device and edge server 110

5.3.4 Evaluation on the incentive mechanism . . . . . . . . . . . . 111

5.4 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

5.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

2The work in this chapter has been published as Yang Zhao, Jun Zhao, Jiawen Kang, Ze-
hang Zhang, Dusit Niyato, Shuyu Shi, and Kwok-Yan Lam. “A Blockchain-Based Approach
for Saving and Tracking Differential-Privacy Cost”, in IEEE Internet of Things Journal, DOI:
10.1109/JIOT.2021.3058209, 2020.

3Leong Mei Han, Yang Zhao, and Jun Zhao. “POSTER: Blockchain-Based Differential Privacy
Cost Management System.” Proceedings of the 15th ACM Asia Conference on Computer and
Communications Security. 2020.

4The work in this chapter has been published as Yang Zhao, Jun Zhao, Linshan Jiang,
Rui Tan, Dusit Niyato, Zengxiang Li, Lingjuan Lyu, and Yingbo Liu. “Privacy-Preserving
Blockchain-Based Federated Learning for IoT Devices”, in IEEE Internet of Things Journal,
DOI: 10.1109/JIOT.2020.3017377, 2021.



xviii CONTENTS

6 Conclusion and Future Work 115

6.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

6.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

6.2.1 Local Differential Privacy for Federated Deep Learning . . . 117

6.2.2 (ϵ, δ)-Local Differential Privacy Mechanisms . . . . . . . . . 118

6.2.3 Novel Normalization Technique for Privacy-Preserving Deep
Learning . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

6.2.4 Novel Local Differential Privacy Mechanisms . . . . . . . . . 118

A Appendix for Chapter 3 121

A.1 Proof of Lemma 1 . . . . . . . . . . . . . . . . . . . . . . . . . . 121

A.2 Proof of Lemma 2 . . . . . . . . . . . . . . . . . . . . . . . . . . 124

A.3 Proof of Lemma 3 . . . . . . . . . . . . . . . . . . . . . . . . . . 125

A.4 Proof of Lemma 4 . . . . . . . . . . . . . . . . . . . . . . . . . . 127

A.5 Proof of Lemma 5 . . . . . . . . . . . . . . . . . . . . . . . . . . 138

A.6 Proving Lemma 6 . . . . . . . . . . . . . . . . . . . . . . . . . . 139

A.7 Calculation of Value t . . . . . . . . . . . . . . . . . . . . . . . . 141

A.8 Calculate the probability of a variable Y
falling in the interval [L(ϵ, x, e

ϵ
3 ), R(ϵ, x, e

ϵ
3 )] . . . . . . . . . . . 145

A.9 Proof of Lemma 8 . . . . . . . . . . . . . . . . . . . . . . . . . . 146

A.10 Proof of Lemma 9 . . . . . . . . . . . . . . . . . . . . . . . . . . 147

A.11 Proof of Lemma 11 . . . . . . . . . . . . . . . . . . . . . . . . . . 149

A.12 Proof of 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 > 0 . . . . . . . . . . . . 156

A.13 Proof of 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
≤ eϵ−1

eϵ+t
if t = e

ϵ
3 . . . . . . . . . . . 156

A.14 Proof of Lemma 10 . . . . . . . . . . . . . . . . . . . . . . . . . 158

A.15 Proof of the monotonicity of VarH[Y |x∗] . . . . . . . . . . . . . 163

A.16 The sign of ω1 to ϵ . . . . . . . . . . . . . . . . . . . . . . . . . . 164

A.17 The sign of slope1 when ϵ > ln 5.53 . . . . . . . . . . . . . . . . 166

A.18 The sign of slope2 when ϵ > ln 5.53 . . . . . . . . . . . . . . . . 167

A.19 Proof of Lemma 13 . . . . . . . . . . . . . . . . . . . . . . . . . 168

A.20 Calculate k for PM-SUB and Three-Outputs . . . . . . . . . . . . 170

A.21 Extending Three-Outputs for Multiple Numeric Attributes . 173

B Appendix for Chapter 4 175

B.1 Proof of Theorem 1 . . . . . . . . . . . . . . . . . . . . . . . . . 175

B.2 Proof of Lemma 14 . . . . . . . . . . . . . . . . . . . . . . . . . 179

B.3 Proof of Theorem 2 . . . . . . . . . . . . . . . . . . . . . . . . . 180

B.4 Proof of Theorem 3 . . . . . . . . . . . . . . . . . . . . . . . . . 181

B.5 Utility of the Gaussian Mechanism . . . . . . . . . . . . . . . 184

List of Author’s Awards, Patents, and Publications 185

Bibliography 187



List of Figures

1.1 Differential Privacy Framework vs Local Differential Privacy Frame-

work. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.2 Federated Learning. . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.1 The worst-case of different mechanisms’ noise variance for one-dimensional

numeric data w.r.t. the privacy budget ϵ. . . . . . . . . . . . . . . . 19

3.1 System Design. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3.2 The worst-case of different mechanisms’ noise variance for one-dimensional

numeric data w.r.t. the privacy budget ϵ. . . . . . . . . . . . . . . . 38

3.3 Optimal P0←0 if the privacy budget ϵ ∈ [0, 8]. . . . . . . . . . . . . . 45

3.4 The probability density function F [Y = y|x] of the randomized out-

put Y after applying ϵ-local differential privacy. . . . . . . . . . . . 46

3.5 PM-OPT’s worst-case noise variance versus PM-SUB’s worst-case noise

variance. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

3.6 MSE for estimating mean values on numeric attributes. . . . . . . . 57

3.7 MSE for the estimated mean values (on synthetic datasets). . . . . 58

3.8 Logistic Regression. . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.9 Linear Regression. . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

3.10 Support Vector Machines. . . . . . . . . . . . . . . . . . . . . . . . 61

3.11 Result accuracy for mean estimation with discretization post pro-

cessing on PM, HM, and HM-TP. . . . . . . . . . . . . . . . . . . . . . 62

3.12 Linear Regression with discretization post processing on PM, HM, and

HM-TP (privacy parameter ϵ = 4). . . . . . . . . . . . . . . . . . . . 63

xix



xx LIST OF FIGURES

3.13 Logistic Regression with discretization post processing on PM, HM,

and HM-TP (privacy budget ϵ = 4). . . . . . . . . . . . . . . . . . . . 64

3.14 Linear Regression with discretization post processing on PM, HM, and

HM-TP (privacy budget ϵ = 4). . . . . . . . . . . . . . . . . . . . . . 65

3.15 Support Vector Machine with discretization post processing on PM,

HM, and HM-TP (privacy budget ϵ = 5). . . . . . . . . . . . . . . . . 66

4.1 The proposed blockchain-based system architecture for differential-

privacy costs management. . . . . . . . . . . . . . . . . . . . . . . . 72

4.2 The proposed blockchain-based system working flow for differential-

privacy costs management. . . . . . . . . . . . . . . . . . . . . . . . 86

4.3 Screenshot of blockchain-based privacy management system demo. . 88

4.4 Displaying of outputs with ϵ privacy costs. . . . . . . . . . . . . . . 88

4.5 Performance comparison of the sum of privacy costs. . . . . . . . . 88

4.6 Performance comparison of the sum of relative error. . . . . . . . . 89

4.7 Utility vs the privacy budget. . . . . . . . . . . . . . . . . . . . . . 90

4.8 Noise vs the privacy budget. . . . . . . . . . . . . . . . . . . . . . . 91

5.1 An overview of our system. . . . . . . . . . . . . . . . . . . . . . . . 96

5.2 The neural network used in experiments. . . . . . . . . . . . . . . . 104

5.3 Impacts of normalization techniques on the test accuracy. . . . . . . 106
5.4 Impact of the batch size on the test accuracy of the FL model pro-

tected with DP (ϵ = 2). . . . . . . . . . . . . . . . . . . . . . . . . . 106
5.5 Impact of the batch size on the test accuracy of the FL model using

our normalization technique without DP protection. . . . . . . . . . 107
5.6 Impact of the batch size on the test accuracy under different global

epochs using our normalization technique (ϵ = 2). . . . . . . . . . 107
5.7 Impact of DP parameter ϵ on the test accuracy using our normal-

ization technique under various global epochs. . . . . . . . . . . . . 108

5.8 Impact of the number of local epochs on the test accuracy using our

normalization technique under various global epochs when ϵ = 2. . . 108

5.9 Raspberry Pi 4 Model B. . . . . . . . . . . . . . . . . . . . . . . . . 111

5.10 Reward comparison. . . . . . . . . . . . . . . . . . . . . . . . . . . 111



LIST OF FIGURES xxi

5.11 Reputation comparison. . . . . . . . . . . . . . . . . . . . . . . . . 112

A.1 Compare a∗ with eϵ

eϵ+2
. . . . . . . . . . . . . . . . . . . . . . . . . . 130

A.2 g(a) if ϵ ∈ [0, 0.629598]. . . . . . . . . . . . . . . . . . . . . . . . . . 136

A.3 a0a1 + a0a2 + a1a2 and a0a1a2 if ϵ ∈ [0.629598, ln 2]. . . . . . . . . . 136

A.4 a0, a1 and a2 if ϵ ∈ [ln 2, ln 5.53]. . . . . . . . . . . . . . . . . . . . . 138

A.5 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 > 0 when ϵ ∈ (0, ln 5.53]. . . . . . . 157

A.6 slope1 when ϵ ∈ [0, ln 2]. . . . . . . . . . . . . . . . . . . . . . . . . 160

A.7 slope2 when ϵ ∈ [0, ln 2]. . . . . . . . . . . . . . . . . . . . . . . . . 161

A.8 slope1 when ϵ ∈ [ln 2, ln 5.53]. . . . . . . . . . . . . . . . . . . . . . 162

A.9 slope2 when ϵ ∈ [ln 2, ln 5.53]. . . . . . . . . . . . . . . . . . . . . . 162

A.10 βintersection − β1 when ϵ ∈ [ln 2, ln 5.53]. . . . . . . . . . . . . . . . . 163

A.11 The first-order derivative of ω1 is less than 0 when 0 < ϵ ≤ ln 2. . . 165

A.12 ω1 is less than 0 if ln 2 < ϵ ≤ ln 5.53. . . . . . . . . . . . . . . . . . 165

A.13 Find s for min f(s). . . . . . . . . . . . . . . . . . . . . . . . . . . . 171





List of Tables

1.1 A comparison of the worst-case variances of existing LDP mecha-
nisms on a single numeric attribute with a domain [−1, 1]: Duchi

of [17] generating a binary output, Laplace of [7] with the addition
of Laplace noise, and the PM of [18]. For an LDP mechanism M,
its worst-case variance is denoted by VM and ϵ denotes the privacy
budget. We obtain this table based on results of [18]. . . . . . . . . 7

3.1 A comparison of the worst-case variances of our and existing ϵ-LDP
mechanisms on a single numeric attribute with a domain [−1, 1].
Three-Outputs and PM-SUB are our main LDP mechanisms pro-
posed in this chapter. The results in this table show the advantages
of our mechanisms over existing mechanisms for a wide range of
privacy parameter ϵ. For an LDP mechanism M, its worst-case
variance is denoted by VM. We obtain this table based on results
of [18]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.2 Summary of notations. . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.3 We compare different privacy notions in this table. In this chap-
ter, we focus on ϵ-LDP which achieves user-level privacy protection
with distributed perturbation (ULDP). We do not consider record-
level privacy protection with distributed perturbation (RLDP) which
implements perturbation at each user via standard differential pri-
vacy, since we aim to achieve user-level privacy protection instead
of the weaker record-level privacy protection (a vehicle is a user in
our IoV applications and may have multiple records). We also do
not investigate record/user-level privacy protection with centralized
perturbation (RLCP/ULCP) since this chapter considers a honest-
but-curious aggregator instead of a trusted aggregator. . . . . . . . 37

4.1 Summary of notations . . . . . . . . . . . . . . . . . . . . . . . . . 71

4.2 An example to explain Algorithm 7. . . . . . . . . . . . . . . . . . . 76

5.1 Summary of notations . . . . . . . . . . . . . . . . . . . . . . . . . 95

5.2 Raspberry Pi 4 Model B Specifications [19]. . . . . . . . . . . . . . 110

xxiii





Symbols and Acronyms

Acronyms

AI Artificial Intelligence

IoT Internet of Things

FL Federated Learning

DP Differential Privacy

LDP Local Differential Privacy

SGD Stochastic Gradient Descent

PM Piecewise Mechanism

HM Hybrid Mechanism

ULDP User-Level Privacy Protection with Distributed Perturbation

RLDP Record-Level Privacy Protection with Distributed Perturbation

RLCP Record-Level Privacy Protection with Centralized Perturbation

ULCP User-Level Privacy Protection with Centralized Perturbation

IoV Internet of Vehicles

MEC Mobile Edge Computing

PM-OPT Optimal Piecewise Mechanism

PM-SUB Suboptimal Piecewise Mechanism

LDP-FedSGD LDP based FL stochastic gradient descent

xxv





Chapter 1

Introduction

In this chapter, the background and motivation of applying privacy technologies

such as differential privacy (DP), local differential privacy (LDP), and federated

learning (FL) to preserve the privacy of data generated by the Internet of Things

(IoT) devices are introduced. Then, contributions are summarized, and the outline

for the rest of the thesis is presented.

1.1 Background

1.1.1 Background of IoT

Kevin Ashton coined the concept of IoT in 1999 [20]. IoT is a network formed

by connected things; things represent objects with sensors and computing capabil-

ity. With the proliferation of wireless communication technologies and hardware

techniques, billions of devices are interconnected in various areas such as health-

care, transportation, manufacturing, and home appliances. Due to the booming

increase of devices, data generated by them are enormous. These data help IoT

companies learn more about clients’ lifestyles, eventually improving clients’ quality

of life. However, data may contain clients’ sensitive and confidential information;

thus, many companies and clients are unwilling to disclose clients’ data. For ex-

ample, wearable devices may monitor and collect clients’ health status, which may

seriously comprise clients’ privacy; the development of sensors and communication

technologies for IoT enables a fast and large-scale collection of data, which has

1
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bred new services and applications such as the Waze application that provides the

intelligent transportation routing service. Specifically, Waze aims at providing the

real-time traffic navigation service [21–23]. The Waze application crowdsources

real-time road and traffic data from users of Waze to provide them improved traf-

fic service. For instance, the Waze application suggests drivers suitable routes to

help drivers to avoid congestion. This kind of service benefits users’ daily life, but

it may raise privacy concerns of sensitive data such as users’ health data in the

wearable devices and users’ location information [24–27]. Besides, as the number

of IoT devices increases, IoT smart devices usually generate tremendous data. In

the same connection, it might be impractical if all data are sent to the centralized

server for analysis. This is because of concerns about the network’s bandwidth

limitation, communication costs, and privacy leakage. Therefore, more privacy-

preserving techniques are urgently needed.

1.1.2 Background of Privacy

In recent years, artificial intelligence (AI) becomes more and more popular. Ma-

chine learning is an AI algorithm to learn and derive patterns from data with little

human intervention. The derived patterns can be used to make predictions for

future decisions. Deep learning is the most widely used machine learning algo-

rithms nowadays. The explosive increase of the data volume contributes to the

ever-growing number of deep learning applications. In addition, the development

of hardware technologies (e.g., GPUs) also facilitates the processing of deep learn-

ing algorithms. We witness the explosive growth of deep learning applications in

various areas such as computer vision, speech recognition, and recommender sys-

tems. Since many deep learning algorithms are data-driven, research institutes and

companies depend on collected data for building advanced deep learning models to

improve their business. As data are crowdsourced from users’ devices, data may

be sensitive. Therefore, privacy-preserving techniques like DP, LDP, and FL are

utilized. In the following, we introduce them respectively in detail.

1.1.2.1 Differential Privacy

Statistical analysis has been widely used by various healthcare, finance, and service

organizations, etc., for many years. Organizations try to improve their products
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and services by analyzing clients’ data and feedback. Traditionally, a common ap-

proach to protect users’ privacy is to anonymize part of sensitive information (e.g.,

names and IDs) to protect data privacy. But Dwork et al. [8] have demonstrated

that de-anonymization of the sensitive information is insufficient in protecting the

privacy of the data because the rest of personal information can still be used to

find the exact identities. By checking shared attributes in other datasets, attackers

can re-identify the unique individual. For instance, Netflix’s DVD rental service

held a data analytic contest to improve the movie commendation service in 2006.

They published a dataset including 100, 480, 507 movie ratings voted by 480, 189

subscribers. The approach they used to protect users’ privacy is to de-anonymize

users’ personal information and left with ratings and movies. However, Narayanan

and Shmatikov [28] re-identified users by cross-checking movie ratings in the In-

ternet Movie Database (IMDb) [29]; Massachusetts’ Group Insurance Commission

publicized 135,000 state employees’ medical records after deleting sensitive personal

information such as addresses and names in the 1990s. But later, Sweeney [30] re-

identified those patients by correlating with public voting records using shared

attributes, for instance, birth dates and zip codes. Since many deep learning algo-

rithms are data-driven, research institutes and companies seek to use collected data

to build advanced deep learning models to improve their business. Because data

are crowdsourced from users, users’ sensitive information may also be included.

To protect the privacy of data while conducting statistical analysis or deep learning,

Dwork et al. [8] proposed the definition of DP. DP ensures that the adversaries

cannot determine with high confidence whether the randomized output comes from

a datasetD or its neighboring datasetD′, which differs fromD by one record. Thus,

it guarantees that individual data do not affect the publicity of the whole dataset,

and attackers cannot infer any personal data from the released differentially private

results.

1.1.2.2 Local Differential Privacy

One drawback of centralized DP is that it requires data owners to trust the central

authority. Data owners send their raw data to the central authority for adding

noises. However, the central authority is not always trustful, because they may

leak users’ information or inappropriately use data. LDP was proposed by [31] to
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Figure 1.1: Differential Privacy Framework vs Local Differential Privacy
Framework.

prevent the malicious third-party central authority. Figure 1.1 illustrates the DP

framework and LDP framework.

In particular, LDP is more rigorous than the centralized DP. In LDP, users complete

the perturbation by themselves. Each user runs a random perturbation algorithm

with the local dataset, and then the user sends perturbed results to the aggregator.

The privacy budget ϵ controls the trade-off between privacy and utility, and a higher

privacy budget means lower privacy protection, whereas a lower privacy budget

represents higher privacy protection. LDP guarantees that even if the attacker

has the access to the individual’s response to a query, the attacker cannot learn

anything useful from the noisy response.

1.1.2.3 Federated Learning

Aside from concerns on data privacy, traditional machine learning algorithms may

have some flaws in preserving privacy and saving communication costs. First,

since traditional machine learning algorithms follow a centralized training style,

training data are stored in a central server for further processing and training. If a

third-party server leaks the information, the privacy of users’ data may be compro-

mised. Besides, many countries launch laws to preserve data privacy; for example,

the Consumer Privacy Bill of Rights in the US and the General Data Protection

Regulation (GDPR) in Europe are launched, aiming to protect individual privacy.
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Second, with the number of IoT devices increasing dramatically, a large sum of

data is generated daily. Since IoT devices are decentralized, transmitting a large

sum of data to cloud servers may drain the bandwidth of the communication sys-

tem. IoT devices may also participate in machine learning. Finally, as the IoT

devices’ processing capability improves, edge devices gain intelligence and train

machine learning models locally. It is unnecessary to leverage the remote server for

training. Along with the motivations above, McMahan et al. [32, 33] from Google

proposed the concept of federated learning.

Cloud Server

Device Device Device Device

Database Database Database Database

global model

local model local model local model local model

Figure 1.2: Federated Learning.

Figure 1.2 illustrates the working flow of FL. In FL, data are distributed and scat-

tered among different clients, and no such single node stores a whole dataset [34,

35]. Specifically, FL is a distributed machine learning paradigm that trains ma-

chine learning models while keeping data decentralized. Raw data remain local at

participants’ and will not be transferred to the central server. Participants of FL

train machine learning models locally, and subsequently, they send their locally

trained models to a centralized server to aggregate.

FL is similar to the traditional distributed machine learning [36, 37], but the as-

sumptions of local datasets are different. More specifically, traditional distributed

learning aims at optimizing the parallel computing power. Still, data are IID among

various parties, while FL focuses on the heterogeneous local datasets, meaning that
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training data can be distributed, non-IID, and unbalanced among various partic-

ipants. Each participant trains the same initial model using their local data to

collaboratively obtain a global model with the minimized averaged sum of loss

functions among all participants. In particular, the workflow of FL is that each

user does the initial model training by utilizing the local dataset and then uploads

the trained model instead of raw data to a central server. Then, the centralized

server obtains a global model by averaging all of the uploaded models. As many

decentralized nodes are building machine learning models instead of relying on a

single centralized server, FL effectively prevents the single point of failure.

Nevertheless, some challenges exist in data analytics which shall be resolved in the

next section.

1.2 Research Challenges, Motivation, and Method-

ologies

This section lists research challenges that motivate us to conduct the research

studies in this thesis.

1.2.1 Impacts of Privacy-preserving Technologies on Ma-

chine Learning

The privacy-preserving machine learning algorithm using data from distributed IoT

devices is challenging. In order to resolve challenges, existing solutions leverage FL

technologies. FL enables analysts to analyze and utilize the locally generated data

in a decentralized way without requiring uploading data to a centralized server;

that is, the utility of data is well maintained despite data are preserved locally.

But an honest-but-curious aggregator may be able to leverage users’ uploaded

gradients to infer the original data [38, 39]. To further address the aforementioned

privacy issues in FL models, we leverage LDP mechanisms to protect the machine

learning models’ privacy. Existing LDP mechanisms include three popular LDP

mechanisms which are Duchi et al.’s solution [17], Laplace mechanism [7], and

Piecewise Mechanism (PM) [18].
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Table 1.1: A comparison of the worst-case variances of existing LDP mecha-
nisms on a single numeric attribute with a domain [−1, 1]: Duchi of [17] gener-
ating a binary output, Laplace of [7] with the addition of Laplace noise, and the
PM of [18]. For an LDP mechanismM, its worst-case variance is denoted by VM
and ϵ denotes the privacy budget. We obtain this table based on results of [18].

Range of ϵ Comparison of mechanisms
0 < ϵ < 1.29 VDuchi < VPM < VLaplace

1.29 < ϵ < 2.32 VPM < VDuchi < VLaplace

ϵ > 2.32 VPM < VLaplace < VDuchi

Results of [18] show that among the above three LDP mechanisms, in terms of the

worst-case variance as presented in Table 1.1, Duchi’s solution is the best when the

privacy budget is in the range of 0 < ϵ < 1.29, while PM is the best for the privacy

budget ϵ > 1.29. Then, a natural research question is that can we propose better

or even optimal LDP mechanisms ? We would like to find a mechanism that can

improve the utility of existing mechanisms.

In Chapter 3, we propose solutions to address the above challenge. We derive

the optimal mechanism PM-OPT under the “piecewise framework” of [18]. Since

expressions for PM-OPT are quite complex, we present PM-SUB which is suboptimal,

whereas it has simpler expressions and achieves a comparable utility compared

with PM-OPT. Also, we propose a Three-Outputs mechanism, which contains three

output possibilities such that it can reduce communication costs. In addition, we

propose a hybrid mechanism that takes advantage of Three-Outputs and PM-SUB

to obtain a better utility and smaller worst-case variance. Moreover, we integrate

FL [32] with LDP [40] techniques. FL facilitates collaborative learning with up-

loaded gradients from users instead of sharing users’ raw data. Adding LDP noises

to gradients before uploading, the LDP based FL framework prevents attackers

from deducing original data even though attackers obtain perturbed gradients.

1.2.2 Impacts of Blockchain on Differential-Privacy Cost

Management

A randomized mechanism satisfies (ϵ, δ)-DP [6], if, for any two adjacent databases,

the output cannot tell them apart by more than a multiplicative factor eϵ, except
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with a probability δ of information accidentally being leaked. Thus, the informa-

tion about the dataset leaked by the noisy output of an (ϵ, δ)-DP mechanism is

bounded by the privacy parameters ϵ and δ. Smaller ϵ and δ mean more robust

privacy protection and less information leakage. Note that non-zero information

leakage is necessary to achieve non-zero utility. Usually, a dataset may be used for

answering multiple queries (e.g., for various analytic tasks), thus accumulating the

information leakage and degrading the privacy protection level, which can be intu-

itively understood as the increase of private spending. Therefore, it is necessary to

record the privacy cost to prevent it from exceeding the privacy budget. When a

differentially private mechanism is applied to real-world applications, the privacy

budget is utilized to quantify the risk of privacy leakage. Besides, we reduce pri-

vacy costs by reusing old noisy responses to answer the current query if the query

was answered before.

Traditionally, the privacy cost incurred by answering queries on a dataset is claimed

by the dataset holder. Users whose information is in the dataset are not clear about

the usage. Privacy consumption may have exceeded the privacy budget. Managing

privacy costs may use the solution inspired by the emerging blockchain technology

to resolve the issue. Blockchain is a chain of blocks storing cryptographic and

tamper-resistant transaction records without using a centralized server [41, 42].

With blockchain recording how the dataset is utilized in answering queries, users

fully know how their information is analyzed. Users can easily access the blockchain

to check the consumption of the privacy budget. The dataset holder has the motiva-

tion to adopt our blockchain-based approach to provide the following accountability

guarantee to users whose information is in the dataset: if the dataset holder uses

the dataset more than the set of queries recorded by the blockchain, measures can

be taken to catch the dataset holder with cheating because transactions written

into the blockchain are tamper-resistant. Yang et al. [43] proposed to leverage

blockchain to track the DP budget, but they did not propose a mechanism to reuse

noise. In contrast, we design a DP mechanism to effectively utilize previous queries’

results to reuse noise and reduce privacy costs.

In Chapter 4, we resolve the above challenges by proposing a blockchain-based DP

algorithm to track and manage the differential-privacy cost, which uses blockchain

to make the privacy spending transparent to the data owner. Consequently, the

data owner can track how the dataset is used by checking blockchain transactions’
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information, including each query’s type, the noisy response used to answer each

query, the associated noise level added to the actual query result, and the remain-

ing privacy budget. In addition to providing transparency of privacy management,

another advantage of our blockchain-based system is as follows. Once the speci-

fied privacy budget is exhausted, a smart contract implemented on the blockchain

ensures that no new privacy cost will be incurred, and this can be verified. Fur-

thermore, since the blockchain stores the noisy response used to answer each query,

we also design an algorithm to minimize the accumulated privacy costs by reusing

previous noisy responses if the same query is asked again. Our algorithm can set

the optimal reuse fraction of the old noisy response and add new noise considering

different requests of the same query may be sent with varying privacy require-

ments. In our blockchain-based system, reusing noisy responses not only saves

privacy costs but also reduces communication overhead when the noisy response is

generated without contacting the server hosting the dataset.

1.2.3 Impacts of Differential Privacy and Blockchain on

Federated Learning

With the proliferation of smart home devices, tremendous data are generated. FL

enables analysts to analyze and utilize the locally generated data in a decentralized

way without requiring uploading data to a centralized server; that is, the utility of

data is well maintained despite data are preserved locally. We design an FL-based

system to help home appliance manufacturers use data generated in customers’

appliances smartly and conveniently. Our system considers home appliances of the

same brand in a family as a unit, and a mobile phone is used to collect data from

home appliances periodically and train the machine learning model locally [44].

Since mobile phones have limited computational power and battery life, we of-

fload the training task to the edge computing server. Then, the blockchain smart

contract is leveraged to generate a global model by averaging the sum of locally

trained models submitted by users. In this federated way, source data are supposed

to maintain security and privacy.

However, Melis et al. [45] demonstrated that gradient updates might leak signifi-

cant information about customers’ training data. Attackers can recover data from

gradients uploaded by customers [38]. Besides, the federated approach for training



10 1.3. Summary of Contributions and Outline of the Thesis

the model is susceptible to model poisoning attacks [46]. In addition, information

leakage risks exist in the third party’s mobile edge computing (MEC) server [47].

To address the aforementioned security and privacy issues, we adopt blockchain and

DP. It is worth noting that Apple has successfully applied DP in FL to improve the

privacy of its popular voice assistant service Siri [48]. Specifically, manufacturers

upload a preliminary model with initialized parameters. The model is available

on the blockchain for customers to download and train with their local data. The

blockchain assists the crowdsourcing requester (i.e., manufacturer) audit whether

there are malicious updates from customers. The traditional crowdsourcing sys-

tem is hosted by a third party, which charges customers costly service fees, while

our designed system uses blockchain to record crowdsourcing activities. Therefore,

customers and the requester can save high service fees while keeping the crowd-

sourcing system functional. Due to the limitation of the block size, we propose to

use the InterPlanetary File System (IPFS) [49] as the distributed storage solution

when the model size is large.

1.3 Summary of Contributions and Outline of

the Thesis

Our contributions are summarized as follows:

• In Chapter 1, we present the background of this thesis. In particular, we

briefly introduce IoT, DP, LDP, and FL and research challenges, motivations,

and methodologies.

• In Chapter 2, the literature review for existing studies that are related to

our research is presented. In addition, we compare existing solutions and

highlight the novelty of our proposed approaches.

• In Chapter 3, we investigate the solutions for protecting privacy while ana-

lyzing numerical data. By proposing the LDP-FedSGD mechanism for FL in

IoV, we present novel LDP mechanisms for numeric data with a continuous

domain. Among our proposed mechanisms, Three-Outputs and PM-SUB out-

perform existing mechanisms for a wide range of DP budget ϵ and confirmed

by experiments. In terms of comparing our Three-Outputs and PM-SUB,
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we have: Three-Outputs, whose output includes three possibilities, achieves

a smaller worst-case noisy variance when ϵ is small. In contrast, PM-SUB,

whose output can take infinite possibilities of an interval, has higher a smaller

worst-case noisy variance when ϵ is large. Our PM-SUB is a slightly subopti-

mal version of our PM-OPT to simplify the expressions. We further combine

Three-Outputs and PM-SUB to obtain a hybrid mechanism HM-TP, which

achieves even higher utility.

• In Chapter 4, a novel privacy-preserving algorithm with rigorous mathemat-

ical proof is designed to minimize accumulated privacy costs under a limited

privacy budget by reusing previous noisy responses if the same query is re-

ceived. Thus, a dataset can answer more queries while preventing privacy

leakage, which is essential for the datasets with frequent queries, e.g., medi-

cal record datasets. In addition, we implement the algorithm using blockchain

to make privacy spending transparent to the data owner. Consequently, the

data owner can track how the dataset is used by checking blockchain trans-

actions’ information, including each query’s type, the noisy response used to

answer each query, the associated noise level added to the actual query result,

and the remaining privacy budget.

• In Chapter 5, we design an FL-based system to help home appliance manufac-

turers smartly and conveniently use data generated in customers’ appliances.

Our system considers home appliances of the same brand in a family as a unit,

and a mobile phone is used to collect data from home appliances periodically

and train the machine learning model locally [44]. Since mobile phones have

limited computational power and battery life, we offload the training task to

the edge computing server. Then, the blockchain smart contract is leveraged

to generate a global model by averaging the sum of locally trained models

submitted by users. In this federated way, source data are supposed to main-

tain security and privacy. Customers extract data features in the mobile

using the deployed feature extractor and add noise with a formal privacy

guarantee to perturb the extracted features in the first step. In the second

step, customers train fully connected model layers with perturbed features in

the MEC server. Moreover, we improve the traditional batch normalization

by removing constraints of mean value and variance while constraining the

bound within [−
√
N − 1,

√
N − 1], where N denotes the batch size. After

training, customers sign on hashes of encrypted models with their private
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keys and transmit locally trained models to the blockchain. Selected miners

verify the identities of senders, download models, and calculate the average

of all model parameters to obtain the global model. One miner, chosen as the

temporary leader, encrypts and uploads the global model to the blockchain.

• In Chapter 6, we conclude the thesis and provide several research directions

for future work.

• Appendix A and Appendix B present the mathematical proofs for Chapter 3

and Chapter 4, respectively.



Chapter 2

Literature Review

In this chapter, we introduce concepts that will be used in the rest of the thesis. We

introduce formal definitions of differential privacy (DP), local differential privacy

(LDP), federated learning (FL), and blockchain in Section 2.1, Section 2.2, Sec-

tion 2.3, and Section 2.4. Also, we review prior work related to privacy-preserving

data analysis. Then, we highlight novel contributions of each chapter and their

significance compared with existing solutions.

2.1 Differential Privacy

Differential privacy is a mathematical model to guarantee the database’s privacy.

In the following, we introduce the formal definition and existing studies of DP.

2.1.1 Differential Privacy Definition

Let D be a dataset that collects data from data universe χ and contains n indi-

viduals. That is, the dataset D ∈ χn. The formal definition of (ϵ, δ)-differential

privacy is as follows:

Definition 2.1 ((ϵ, δ)-Differential Privacy [8]). A randomized mechanism M
provides (ϵ, δ)-differential privacy if any two neighbouring datasets D and D′ (i.e.,

13
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D and D′ differ in at most one record),M guarantees that

P [M(D) ∈ Y ] ≤ eϵ ·P [M(D′) ∈ Y ] + δ,

where P [ · ] denotes the probability, and the probability space is over the coin flips

of the randomized mechanism M. Y iterates through all subsets of the output

range of mechanismM.

Definition 2.2 (Neighboring Datasets). If datasets D and D′ differ only in

one tuple, they are called neighbouring. It includes two variants: First, the sizes of

datasets D and D′ differ in one, meaning that D′ is achieved by adding or deleting

one tuple from D. Second, the sizes of datasets D and D′ are the same, but only

one of their tuples is different. The notion of neighbouring datasets includes both

of the above two cases.

Remark 2.1. The notion of (ϵ, δ)-differential privacy under δ = 0 becomes

ϵ-differential privacy . ϵ-differential privacy and (ϵ, δ)-differential privacy are called

as pure and approximate differential privacy, respectively, in many studies [9–11].

2.1.2 Existing Differential Privacy Mechanisms

In this section, we introduce two popularly used DPmechanisms, including Laplace

mechanism and Gaussian mechanism.

2.1.2.1 The Laplace Mechanism

The Laplace mechanism of [7] can be used to ensure differential privacy by adding

the independent zero-mean Laplace noise with scale λ to each dimension of the

output. Specifically, λ equals ∆f/ϵ, where ∆f is the ℓ1-sensitivity of the query f

and it measures the maximum change of the true query output over neighboring

databases. A large ∆f indicates that f may leak a tuple’s vital information, so

that a large amount of noise is required to be injected to the output of f to protect

privacy. The formal definition of the ℓ1-sensitivity is as follows:

Definition 2.3 (ℓ1-sensitivity). The ℓ1-sensitivity is also called the global sensi-

tivity. D and D′ are neighboring datasets. Let function f : χn → Rk. Then, the
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ℓ1-sensitivity of function f is:

∆f = max
neighboring datasets D,D′

∥f(D)− f(D′)∥1. (2.1)

Definition 2.4 (The Laplace Distribution). The Laplace distribution is the

distribution with probability density function:

Lap(x|λ) = 1

2λ
exp

(
−∥x− θ∥1

λ

)
, (2.2)

where λ represents the scale, and θ is the location which equals to 0 meaning that

the center is at 0. We use Lap(λ) to represent the Laplace distribution with scale

λ and denote a random variable X ∼ Lap(λ).

The definition of the Laplace mechanism is as follows:

Definition 2.5 (The Laplace Mechanism). Given a query f : χn → Rk, the

definition of the Laplace mechanism is as follows:

M (D, f, ϵ) = f(D) + (Y1, · · · , Yk), (2.3)

where Yi are i.i.d. random variables drawn from Lap(∆f/ϵ).

In addition to the Laplace mechanism, the Gaussian mechanism proposed in [6]

is popularly utilized. The improved result given by [8] is Lemma 2.1.

2.1.2.2 The Gaussian Mechanism

The Gaussian mechanism uses the normally distributed noise to ensure DP. In

particular, the Gaussian mechanism will return true query response Q(D) plus

noise η, i.e., Q(D) + η where the noise η follows the normal distribution.

Definition 2.6 (ℓ2-sensitivity [8]). A query Q’s ℓ2-sensitivity for any neighboring

datasets D and D′ is defined as

∆Q = max
neighboring datasets D,D′

∥Q(D)−Q(D′)∥2,
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i.e., the maximal ℓ2 distance between the real query results. For one-dimensional

real-valued query Q, ∆Q is simply the maximal absolute difference between Q(D)

and Q(D′) for any neighboring datasets D and D′.

Lemma 2.1 (Theorem A.1 by Dwork and Roth [8]). To answer a query Q

with ℓ2-sensitivity ∆Q, for any ϵ, δ ∈ (0, 1), adding a zero-mean Gaussian noise

with standard deviation
√
2 ln 1.25

δ
× ∆Q

ϵ
(denoted by Gaussian(∆Q, ϵ, δ) hereafter

in Chapter 4) to each dimension of the true query result achieves (ϵ, δ)-differential

privacy.

2.1.3 Existing Studies on Differential Privacy Mechanisms

Inspired by the Laplace mechanism 2.1.2.1 and Gaussian mechanism 2.1.2.2, more

differential privacy algorithms are proposed to provide privacy protection. For ex-

ample, Xiao et al. [50] proposed an algorithm to correlate the Laplace noise added

to different queries to improve the overall accuracy. Given a series of counting

queries, the mechanism proposed by Li and Miklau [51] selected a subset of queries

to answer privately and uses their noisy answers to derive answers for the remaining

queries. For a set of non-overlapping counting queries, Kellaris and Papadopou-

los et al. [52] pre-processed the counts by elaborate grouping and smoothing them

via averaging to reduce the sensitivity and thus the amount of injected noise. Given

a workload of queries, Yaroslavtsev et al. [53] introduced a solution to balance accu-

racy and efficiency by answering some queries more accurately than others. Above

DP algorithms have addressed challenges in reducing noise to add or improve ac-

curacy when answering queries. Nevertheless, none of them propose an efficient

algorithm to reuse the previous query results or noises. Motivated by this direction,

in Chapter 4, we propose a blockchain-based DP algorithm that reuses previous

queries and results such that the dataset can be used to answer more queries at a

limited differential privacy budget.

2.2 Local Differential Privacy

Apart from DP, LDP has attracted much attention [54–61]. LDP can be understood

as a variant of DP, where the difference is the definition of “neighboring datasets”.
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In DP, two datasets are neighboring if they differ in just one record; in LDP, any

two instances of the user’s data are neighboring. LDP is formally defined as follows:

Definition 2.7 (Local Differential Privacy). LetM be a randomized function

with domain X and range Y; i.e., M maps each element in X to a probability

distribution with sample space Y. For a non-negative ϵ, the randomized mechanism

M satisfies ϵ-local differential privacy if∣∣∣∣ ln PM[Y ∈ S|x]
PM[Y ∈ S|x′]

∣∣∣∣ ≤ ϵ, ∀x, x′ ∈ X, ∀S ⊆ Y, (2.4)

where PM[ · | · ] means the conditional probability distribution depending on M.

In LDP, users are responsible for the random perturbation instead of a centralized

aggregator. The centralized aggregator only receives perturbed results which make

sure that the aggregator is unable to determine whether the true tuple is x or x′

with high probability depending on the privacy budget ϵ.

2.2.1 Existing Local Differential Privacy Mechanisms

Recently, LDP has attracted a lot of attention [54–61]. Several mechanisms for

numeric data estimation have been proposed [7, 17, 18, 62]. (i) Dwork et al. [7]

proposed the Laplace mechanism, which added the Laplace noise to real one-

dimensional data directly. The Laplace mechanism is originally used in the cen-

tralized differential privacy mechanism, and it can be applied to LDP directly. (ii)

For a single numeric attribute with a domain [−1, 1], Duchi et al. [17] proposed

an LDP framework that provided output from {− eϵ+1
eϵ−1 ,

eϵ+1
eϵ−1}. (iii) Wang et al. [18]

proposed the PM which offered an output that contains infinite possibilities in the

range of [− eϵ/2+1
eϵ/2−1 ,

eϵ/2+1
eϵ/2−1 ]. In addition, they applied the LDP mechanism to preserve

the privacy of gradients generated during machine learning tasks. Both approaches

by Duchi et al. [17] and Wang et al. [18] can be extended to the case of multidi-

mensional numerical data. Details of these mechanisms are introduced as follows,

respectively.

2.2.1.1 The Laplace Mechanism

LDP setting also can use the Laplace mechanism. Specifically, the Lap(λ) repre-

sents a random variable which obeys the Laplace distribution with scale λ. The
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probability density function of the Laplace mechanism is defined in Eq. (2.2).

2.2.1.2 Duchi et al.’s Solution

Duchi et al. [17] introduced alternative mechanisms for LDP. For a single numeric

attribute, one mechanism hereinafter referred to Duchi et al.’s solution of [17],

flips a coin with two possibilities to generate an output, where the probability of

each output depends on the input. A disadvantage of Duchi et al.’s solution is as

follows: Since the output of Duchi et al.’s solution has only two possibilities, the

utility may not be high for a large ϵ (intuitively, for large ϵ, the privacy protection

is weak so the output should be close to the input which means the output should

have many possibilities since the input can take any value in [−1, 1])1.

2.2.1.3 Piecewise Mechanism

Wang et al. [18] proposed the PM which achieves higher utility than Duchi et al.’s

solution for a large ϵ, since the output range of PM is continuous and has infinite

possibilities, instead of just 2 possibilities as in Duchi et al.’s solution. In PM, the

plot of the output’s probability density function with respect to the output value

consists of three “pieces”. As the input increases, the length of the leftmost (resp.,

rightmost) piece increases (resp., decreases), but the length of the center piece

remains unchanged. Since PM is tailored for LDP, unlike Laplace for LDP, PM has

a strictly lower worst-case variance (i.e., the maximum variance with respect to the

input given ϵ) than Laplace for any ϵ.

2.2.1.4 Hybrid Mechanism

In order to fully take advantage of both Duchi et al.’s solution and PM, Wang et

al. [18] developed a new Hybrid Mechanism (HM) by flipping a coin. With the

probability α (resp. 1−α), PM is invoked (resp. Duchi et al.’s solution is invoked).

1Note that any algorithm satisfying DP or LDP has the following property: the set of possible
values for the output does not depend on the input (though the output distribution depends on
the input). This can be easily seen by contradiction. Suppose an output y is possible for input
x but not for x′ (x and x′ satisfy the neighboring relation in DP or LDP). Then P [y | x] > 0
and P [y | x′] = 0, resulting in P [y | x] > eϵP [y | x′] and hence violating the privacy requirement
(P[ · | · ] denotes conditional probability).
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Figure 2.1: The worst-case of different mechanisms’ noise variance for one-
dimensional numeric data w.r.t. the privacy budget ϵ.

2.2.1.5 Deficiencies of Existing Local Differential Privacy Mechanisms

Fig. 2.1 illustrates that when ϵ ≤ 2.3, the Laplace mechanism’s worst-case noise

variance is larger than that of Duchi et al.’s [63] solution; however, the Laplace

mechanism outperforms Duchi et al.’s [63] solution if ϵ is larger. The worst-case

noise variance of PM is smaller than that of Laplace and Duchi et al.’s [63] solution

when ϵ is large. The HM mechanism outperforms other existing solutions by taking

advantage of Duchi et al.’s [63] solution when ϵ is small and PM when ϵ is large.

However, PM and HM’s outputs have infinite possibilities that are hard to encode. We

would like to find a mechanism that can improve the utility of existing mechanisms.

In addition, we believe there is a mechanism that retains a high utility and is easy

to encode its outputs. Based on the above intuition, in Chapter 3, we propose four

novel LDP mechanisms that can be used to preserve the privacy of the data as well

as prevent the privacy leakage of gradients in FL.

2.2.2 Existing Studies on Local Differential Privacy for IoT

Applications

LDP has been widely used in the research of IoT [64–68]. For example, Xu et al. [64]

integrated deep learning with LDP techniques to protect users’ privacy in edge

computing applications. They developed an EdgeSanitizer framework that formed



20 2.3. Federated Learning

a new protection layer against sensitive inference by leveraging a deep learning

model to mask the learned features with noise and minimize data. Choi et al. [65]

explored the feasibility of applying LDP on ultra-low-power (ULP) systems. They

used resampling, thresholding, and a privacy budget control algorithm to overcome

the low resolution and fixed point nature of ULPs. He et al. [66] addressed the

location privacy and usage pattern privacy induced by the MEC’s wireless task of-

floading feature by proposing a privacy-aware task offloading scheduling algorithm

based on the constrained Markov decision process. Li et al. [67] proposed a scheme

for privacy-preserving data aggregation in the MEC to assist IoT applications with

three participants, i.e., a public cloud center (PCC), an edge server (ES), and a

terminal device (TD). TDs generated and encrypted data and sent them to the

ES, and then the ES submitted the aggregated data to the PCC. The PCC used

its private key to recover the aggregated plaintext data. Their scheme provides

source authentication and integrity and guarantees the data privacy of the TDs.

In addition, their scheme can save half of the communication costs. To protect

the privacy of massive data generated from IoT platforms, Arachchige et al. [68]

designed an LDP mechanism named LATENT for deep learning. A randomization

layer between the convolutional and fully connected modules is added to the LA-

TENT to perturb data before data leave data owners for machine learning services.

Pihur et al. [69] proposed the Podium Mechanism, which is similar to our PM-SUB,

but his mechanism applies to DP instead of LDP. Nevertheless, the above literature

focuses on applying existing LDP mechanisms to various applications instead of

proposing novel LDP mechanisms. On the other side, we have proposed four novel

LDP mechanisms for numerical data analysis in Chapter 3.

2.3 Federated Learning

FL is a distributed machine learning paradigm, and it is used to address data pri-

vacy problems in machine learning [32, 33]. FL resolves the federated optimization

problem in the distributed machine learning setting where training data are kept

local on users’ devices instead of gathering in a single data center [70]. In the

following, we present two widely used FL algorithms, which are FedSGD [71] and

FedAvg [32] algorithms:
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• Federated Stochastic Gradient Descent (FedSGD): Recent success-

ful deep learning applications widely adopt the stochastic gradient descent

(SGD) method; thus, it is natural to apply SGD into FL algorithms. The

first step of FedSGD is to select a fraction of the clients and distribute the cur-

rent global model θ to the selected clients. Each selected client calculates the

gradient using local data and sends the gradient to the server for calculating

the average gradient. Next, the server uses the averaged gradient to update

the global model parameters. However, it requires numerous training rounds,

which is wasteful in FL since only one step of SGD is computed locally in

a communication round. Due to the aforementioned premises of FL, more

computation should be added in one communication round, and FedAvg is

an efficient approach that addresses this issue.

• Federated Averaging (FedAvg): FedAvg is popularly used in many ex-

isting frameworks of FL. FedAvg enables local entities to compute more than

one batch update on the local data and share the model weights instead of

gradients. Besides, once all local entities begin from the same initialization

process, the average of model weights is considered equivalent to averaging

the gradients.

In general, FL provides a privacy-preserving paradigm for training the model, which

allows participants to reserve their data locally [72]. Nevertheless, recent studies

show that FL is unable to provide enough privacy protection [73, 74]. It is vulner-

able to be attacked because attackers may infer participants’ sensitive information

from the global model. Besides, the communicating gradients may leak privacy

as well. For instance, Zhu et al. [75] and Agarwal et al. [76] presented that gra-

dients might reveal the sensitive information about local data. Zhao et al. [77]

also confirmed that a malicious attack could obtain training data from gradients.

Therefore, additional measures should be taken to prevent gradients or models from

privacy leakage, which further motivates us to introduce LDP in FL in Chapter 3.

2.3.1 Existing Studies on Federated Learning for IoT

Recently, FL is explored extensively in IoT applications [78–82]. Lim et al. [78]

surveyed FL applications in mobile edge networks comprehensively, including algo-

rithms, applications, and potential research problems, etc. Besides, Lu et al. [80]
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proposed an edge computing assisted collaborative machine learning framework for

connected vehicles. Also, this proposed framework could reduce the training time

while guaranteeing the accuracy of prediction. Moreover, Fantacci et al. [81] lever-

aged FL to protect the privacy of MEC, while Saputra et al. [82] applied FL to

predict the energy demand for electrical vehicle networks. Zhao et al. [83] proposed

a SecProbe mechanism to protect the privacy and quality of participants’ data by

leveraging exponential mechanism and functional mechanism of differential privacy.

SecProbe guaranteed high accuracy as well as privacy protection. In addition, it

prevented unreliable participants in collaborative learning. Lyu et al. [84] proposed

a privacy-preserving deep learning framework, where a two-level protection mecha-

nism, including Random Projection and Differentially Private SGD, was leveraged

to protect the data privacy. Jiang et al. [85] designed a collaborative training

method to protect features’ privacy. In detail, the feature extraction was done

locally in the devices such as smartphones while the classification was executed in

the cloud service. Wang et al. [86, 87] proposed control algorithms to solve the

problem of low resources in IoT devices while participating in FL.

Moreover, FL has attracted substantial attention recently [78, 88–91], and one of

the most important issues in FL is privacy protection, which is explored in [79, 92–

95]. Li et al. [92] considered the privacy issue during sharing model updates in FL.

They proposed to leverage the sketch algorithms to build the sketching-based FL,

which provided privacy guarantees while maintaining accuracy. Hao et al. [79] pro-

posed a privacy-enhanced FL scheme to solve the privacy issue in FL. Their scheme

helped to achieve efficient and privacy-preserving FL. Dolui et al. [93] applied FL

paradigms to recommender systems and matrix factorization, which guaranteed

the recommender systems’ functionality and privacy. Nasr et al. [94] performed a

comprehensive privacy analysis with white-box inference attacks. Wang et al. [95]

proposed a framework incorporating a generative adversarial network with a mul-

titask discriminator to solve the user-level privacy leakage in FL against attacks

from a malicious server.

Furthermore, there have been many studies on FL and differential privacy such

as [79, 84, 96–102]. For example, Truex et al. [97] utilized technologies like secure

multiparty computation and centralized differential privacy to prevent inference

over both the messages exchanged in the process of training the model. However,

they did not analyze the impact of the privacy budget on the performance of
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FL. Hu et al. [98] came up with a privacy-preserving FL approach for learning

effective personalized models. They used the Gaussian mechanism, a centralized

DP mechanism, to protect privacy. Hao et al. [79] proposed a differential enhanced

FL scheme for the artificial industrial industry. Triastcyn et al. [100] employed the

Bayesian differential privacy on FL. They used the centralized differential privacy

mechanism to ensure the privacy of gradients, but we leverage a stronger privacy-

preserving mechanism (LDP) to protect each vehicle’s privacy. Additionally, DP

can be applied to various FL algorithms such as FedSGD [71] and FedAvg [32].

FedAvg requires users to upload model parameters instead of gradients in FedSGD.

The advantage of FedAvg is that it allows users to train the model for multiple

rounds locally before submitting gradients. McMahan et al. [96] proposed to apply

centralized DP to FedAvg and FedSGD algorithms.

In addition to DP, secure multiparty computation (SMPC) and homomorphic en-

cryption (HE) are applied to FL for protecting the privacy of participants’ data.

SMPC ensures that different participants jointly collaborate while keeping inputs

secured [103]. It ensured the secured data sharing among participants. The dis-

advantage of SMPC is its high communication and computation overhead, which

slows down the efficiency of FL and increases the cost. Xu et al. [104] proposed an

approach HybridAlpha for preserving privacy of the FL by combining differential

privacy technique and SMPC. Their approach improved the efficiency of FL, but

they did not propose new differential privacy mechanisms. Li et al. [105] proposed a

SMPC based protocol for privacy-preserving feature selection to help build a more

accurate FL model. Besides SMPC, HE is also adopted to secure FL. With HE,

machine learning can conduct on the encrypted dataset without the accuracy loss.

Since HE involves very high computational complexity, it is inefficient to use it in

deep learning. Zhang et al. [106] customized a BatchCrypt system for cross-silo FL

to reduce the encryption and communication overhead in HE. They developed new

encoding and quantization schemes as well as a novel gradient clipping technique

to replace the traditional encrypting method.
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2.3.2 Existing Studies on Privacy-Preserving Crowdsourc-

ing

Many studies focus on privacy-preserving crowdsourcing [107, 108], and leveraging

the fog computing or edge computing to improve the performance as they have

gained popularity [109–114]. For example, Wu et al. [107] proposed two generic

models for quantifying mobile users’ privacy and data utility in crowdsourced

location-based services, respectively. He et al. [109] designed a privacy model for

the crowdsourced bus service, which took advantage of the computational power of

fog computing. However, their models apply only to the traditional crowdsourcing

approach (i.e., customers transmit data to a centralized server) without considering

the FL crowdsourcing tasks which leverage locally trained models. Zhao et al. [111]

presented with a privacy-preserving mechanism to prevent the poisoning attack to

the MEC. However, users need to offload data to the MEC server, which may leak

privacy; instead, we propose that users retain their data locally.

Unlike the above studies, our proposed approach utilizes LDP noises to protect the

privacy of the uploaded data. Our proposed LDP mechanisms provide stronger

privacy protection using the LDP mechanism. In Chapter 3, we deploy LDP mech-

anisms to gradients in FedSGD algorithm.

2.4 Blockchain

In this section, concepts of the blockchain, Ethereum, smart contract, and IPFS

are introduced.

Blockchain. The blockchain technology is popularly used in systems requir-

ing high security and transparency, such as Bitcoin and Ethereum [115]. The

blockchain can effectively solve the double-spending problem in Bitcoin transac-

tions by using a peer-to-peer network. The solution is to hash transaction infor-

mation in a chain of hash-based Proof-of-Work (PoW, used by Bitcoin), and then

the consensus mechanism algorithm is used to confirm transactions and produce

new blocks to the chain. Once the record is formed, it cannot be changed except

redoing PoW.
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Besides, the blockchain is constantly growing with appending ‘completed’ blocks.

Blocks consisting of the most recent transactions are added to the chain in chrono-

logical order [116]. Each mining node can have a copy of the blockchain. The

blockchain allows participants to track their transactions without the centralized

control.

Ethereum. Ethereum is a blockchain platform that allows users to create de-

centralized, and end-to-end applications [117]. The miners in Ethereum use the

Proof-of-Work consensus algorithm to complete verification and synchronization

for transactions.

Smart Contract. Nick Szabo first proposes an automatic computerized trans-

action protocol to execute contract terms automatically, which later refers to as

smart contract [118]. It intends to make a contract digitally and allows to main-

tain credible transactions without a third party. Blockchains’ development, such as

Ethereum and smart contracts, are stored in the blockchain as scripts. A blockchain

with a Turing-complete programming language allows everyone to customize smart

contract scripts for transactions [119]. Smart contracts are triggered when transac-

tions are created or generated on the blockchain to finish specific tasks or services.

InterPlanetary File System (IPFS). The IPFS, which enables distributed de-

vices with the computing capacity to connect with the same file system, is a peer-

to-peer distributed file system. The implementation of the off-chain storage can

use IPFS [49], and hashes of data locations instead of actual files can be stored on

the blockchain. The hash can be used to locate the exact file across the system.

2.4.1 Existing Studies on Leveraging Blockchain for Pri-

vacy Protection

Blockchain is a fast-growing technology to provide security and privacy in a decen-

tralized manner [42, 120–124]. Feng et al. [125] summarized prior studies about

privacy protection in the blockchain system, including the methodology for iden-

tity and transaction privacy preservation. In the following, we will introduce more

recent studies utilizing blockchain to provide privacy or security protection in iden-

tity, data, and transactions.
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Leveraging Blockchains for Identity Privacy/Security Protection. A few

studies have focused on leveraging the blockchain to guarantee privacy/security in

access control management or identity protection. For example, Zyskind et al. [126]

and Xia et al. [127] both used blockchain in access control management. Zyskind

et al. [126] created a decentralized system for personal data management in order

to address users’ concerns about privacy when using third-party mobile platforms.

Xia et al. [127] proposed a permissioned blockchain-based data-sharing framework

to allow only verified users to access the cloud data. Lu et al. [128] developed a pri-

vate and anonymous decentralized crowdsourcing system ZebraLancer, which over-

came data leakage and identity breach in traditional decentralized crowdsourcing.

The above studies focus on identity privacy because the blockchain is anonymous,

whereas they do not consider the privacy protection for the database.

Leveraging Blockchains for Data Privacy/Security Protection. In addition

to the identity privacy preservation, Hu et al. [129] utilized a smart contract instead

of the central server and developed a privacy-preserving, at the same time, decen-

tralized approach for computing encrypted data while ensuring the privacy of data

to prevent from misbehaving of a malicious centralized server. Luongo et al. [130]

used secure multi-party computation to design a privacy primitive named Keep,

which enabled contracts to leverage private data without exposing the data to

the public blockchain for protecting smart contracts on public blockchains. Al-

ternatively, we use differential privacy standards to guarantee privacy. Moreover,

blockchains are popular to be used for security protection of data sharing in IoT

scenarios [121, 122, 127].

Leveraging Blockchains for Transaction Privacy/Security Protection.

Moreover, some previous studies use blockchain to guarantee security and privacy

in transactions. For example, Henry et al. [41] proposed that the blockchain should

use mechanisms that piggyback on the overlay network, which was ready for an-

nouncing transactions to de-link users’ network-level information instead of using

an external service such as Tor to protect users’ privacy. Gervais [131] proposed

a quantitative framework to analyze the security of proof-of-work in blockchains,

where the framework’s inputs included security, consensus, and network parame-

ters. Pérez-Solà and Herrera-Joancomart́ı [132] focused on protecting the privacy

of bitcoin transactions. Sani et al. [133] proposed a new blockchain Xyreum with

high-performance and scalability to secure transactions in the Industrial IoT.
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Nevertheless, none of the existing work leverages the blockchain to manage differ-

ential privacy costs or reuse previous query results or noises. Given the above, in

Chapter 4, we design an algorithm to reuse previous noisy responses if the same

query is asked repeatedly. In particular, considering that different requests of the

same query may have different privacy requirements, our algorithm can set the

optimal reuse fraction of the old noisy response and add new noise to minimize the

accumulated privacy costs. Furthermore, we design and implement a blockchain-

based system for tracking and saving differential privacy costs. As a result, the

dataset owner will have full knowledge about how the dataset has been used and

be confident that no new privacy cost will be incurred for answering queries once

the specified privacy budget is exhausted.

2.4.2 Existing Studies on Leveraging Blockchain for

Differential-Privacy Costs Management

Yang et al. [43] utilized blockchain and differential privacy technologies to achieve

security and privacy protection during data sharing. Compared with [43], we sum-

marize the differences between our work and [43] as follows.

• Although Algorithm 1 of [43] claims to satisfy ϵ-differential privacy , it does

not since the noisy output’s domain (i.e., the set of all possible values) de-

pends on the input. The explanation is as follows. In [43], for two neighboring

datasets D and D′, there exists a subset Y of outputs such that the probabil-

ity P
[
Q̃(D) ∈ Y

]
> 0 but P

[
Q̃(D′) ∈ Y

]
= 0, where P denotes probability

and Q̃(D) represents the noisy query response for query Q on dataset D.

This means
P[Q̃(D)∈Y]
P[Q̃(D′)∈Y]

=∞ > eϵ, which violates ϵ-differential privacy for any

ϵ <∞.

• [43] does not discuss how to choose the small additional privacy parameter

in its Algorithm 1.

• In [43], when a query is asked for the first time, the Laplace mechanism of [7]

for ϵ-differential privacy is used to add Laplace noise to the true query result.

Afterward, [43] adds the new Laplacian noise on the previous noisy output,

which makes the new noisy response no longer follow Laplace distribution
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since the sum of independent Laplace random variables does not follow a

Laplace distribution. Hence, the analysis in [43] is not effective.

The Gaussian noise is used to achieve (ϵ, δ)-differential privacy. The advantage

of the Gaussian noise over Laplace noise lies in the easier privacy analysis for the

composition of different privacy-preserving algorithms since the sum of independent

Gaussian random variables follows the Gaussian distribution. In contrast, the sum

of independent Laplace random variables does not obey the Laplace distribution.

2.4.3 Existing Studies on Leveraging Blockchain for Feder-

ated Learning

Blockchain and FL techniques have been widely used in training a neural net-

work with distributed data [33, 83, 134–141]. For example, Weng et al. [140]

proposed a system called DeepChain for collaborative learning. But they did

not offload the training task to the edge server, and they did not propose us-

ing DP to guarantee the privacy of model parameters. Awan et al. [139] pro-

posed a blockchain-based privacy-preserving FL framework, which secured the

model update using blockchain’s immutability and decentralized trust properties.

Li et al. [142] designed a decentralized framework based on blockchain for crowd-

sourcing tasks, which enabled them to do crowdsourcing tasks without a centralized

server. Lu et al. [135] proposed to leverage blockchain, FL, and DP for data shar-

ing. However, they directly added the DP noise to the original data instead of

the gradients, seriously affecting accuracy. Lyu et al. [141] made the first-ever

investigation on the federated fairness in a blockchain-assisted decentralized deep

learning framework, and they enforced fairness by designing a local credibility mu-

tual evaluation mechanism. They also developed a scheme for encryption to ensure

privacy and accuracy.

2.5 Summary

In conclusion, in this chapter, studies related to privacy-preserving data analysis

are surveyed. In particular, we focus on the literature that leverages DP, LDP,
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FL, and blockchain related technologies. Besides, we point out the disadvantages

of the existing solutions and highlight the novelty of our proposed approaches.





Chapter 3

Local Differential Privacy based

Federated Learning for IoT1

In this chapter, we study novel LDP mechanisms for estimating the mean value over

multiple-dimensional numeric attributes and empirical risk minimization tasks.

The main contributions of this chapter are summarized as follows:

• Using an LDP based federated stochastic gradient descent algorithm

(LDP-FedSGD) for FL in the Internet of Vehicles (IoV) as a motivating con-

text, we present novel LDP mechanisms for numeric data with a continu-

ous domain. Among our proposed mechanisms, Three-Outputs and PM-SUB

outperform existing mechanisms for a wide range of privacy parameter ϵ,

as shown in the theoretical results in Table 3.1 and confirmed by experi-

ments. In terms of comparing Three-Outputs and the suboptimal piece-

wise mechanism (PM-SUB), we have: Three-Outputs, whose output has three

possibilities, achieves a smaller worst-case variance when ϵ is small. In con-

trast, PM-SUB, whose output can take infinite possibilities of an interval, has

a smaller worst-case variance for large ϵ. PM-SUB is a slightly suboptimal

version of the optimal piecewise mechanism PM-OPT aiming to simplify the

expressions. We further combine Three-Outputs and PM-SUB to obtain a

hybrid mechanism HM-TP, which obtains an even smaller worst-case variance.

1The work in this chapter has been published as Yang Zhao, Jun Zhao, Mengmeng Yang,
Teng Wang, Ning Wang, Lingjuan Lyu, Dusit Niyato, and Kwok-Yan Lam. “Local Differential
Privacy Based Federated Learning for Internet of Things”, in IEEE Internet of Things Journal,
DOI: 10.1109/JIOT.2020.3037194, 2020.
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Table 3.1: A comparison of the worst-case variances of our and existing ϵ-LDP
mechanisms on a single numeric attribute with a domain [−1, 1]. Three-Outputs
and PM-SUB are our main LDP mechanisms proposed in this chapter. The results
in this table show the advantages of our mechanisms over existing mechanisms
for a wide range of privacy parameter ϵ. For an LDP mechanismM, its worst-
case variance is denoted by VM. We obtain this table based on results of [18].

Range of ϵ Comparison of mechanisms
0 < ϵ < ln 2 ≈ 0.69 VDuchi = VThree-Outputs < VPM-SUB < VPM

ln 2 < ϵ < 1.19 VThree-Outputs < VDuchi < VPM-SUB < VPM

1.19 < ϵ < 1.29 VThree-Outputs < VPM-SUB < VDuchi < VPM

1.29 < ϵ < 2.56 VThree-Outputs < VPM-SUB < VPM < VDuchi

2.56 < ϵ < 3.27 VPM-SUB < VThree-Outputs < VPM < VDuchi

ϵ > 3.27 VPM-SUB < VPM < VThree-Outputs < VDuchi

• We discretize the continuous output ranges of our proposed mechanisms

PM-SUB and PM-OPT. Through the discretization post-processing, we enable

vehicles to use our proposed mechanisms. In Section 3.5, we confirm with

our experiments that the discretization post-processing algorithm maintains

a small worst-case variance while reducing the communication cost.

• Experimental evaluation of our proposed mechanisms on real-world and syn-

thetic datasets demonstrates that our proposed mechanisms achieve higher

accuracy in estimating the mean frequency of the data and performing em-

pirical risk minimization tasks than existing approaches.

In the following, in Section 3.1, we illustrate the system model and LDP based

FedSGD algorithm. Section 3.2 presents the problem formation. Section 3.3 pro-

poses novel solutions for the single numerical data estimation. Section 3.4 illus-

trates proposed mechanisms used for multidimensional numerical data estimation.

Section 3.5 demonstrates our experimental results. Section 3.6 summarizes this

chapter. Notations used in the rest of this chapter are summarized in Table 3.2.
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Table 3.2: Summary of notations.

ϵ privacy parameter
P [ · ] probability
Py←x shortage of P[Y = y | X = x]
F [ · ] probability density function
∇ℓ gradient
η learning rate
G a group of vehicles
M local differential privacy mechanismM
E expectation
Var variance
Y range of the noisy output
x input value
L left boundary of the center piece

of PM-OPT’s probability density function
R right boundary of the center piece

of PM-OPT’s probability density function

3.1 System Model and Local Differential Privacy

based FedSGD Algorithm

3.1.1 System Model

We consider a scenario where a number of vehicles are connected with a cloud

server as shown in Fig. 3.1. Each vehicle is responsible for continuously performing

training and inference based on data collected locally and the model initiated by

the cloud server. The local training dataset does not need to be uploaded to the

cloud server. After finishing predefined epochs locally, the cloud server calculates

the average of uploaded gradients from vehicles and updates the global model with

the averaged model parameters. The FL aggregator is honest-but-curious or semi-

honest, which obeys the FL protocol and tries to learn additional information using

received data [91, 97]. With the injected LDP noise, servers or attackers cannot

retrieve users’ information by reversing their uploaded gradients [38, 39]. Thus,

there is a need to deploy LDP mechanisms to the FL to develop a communication-

efficient LDP-based FL algorithm.
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Figure 3.1: System Design.

3.1.2 Federated learning with LDP: LDP-FedSGD

In addition, we propose an LDP-FedSGD mechanism for our proposed system. De-

tails of LDP-FedSGD are given in Algorithm 1. Unlike the FedAvg algorithm, in

the FedSGD algorithm, each client (i.e., vehicle) uploads the updated gradient ∇ℓ
instead of model parameters to the central aggregator (i.e., cloud server) [71].

However, compared with the standard FedSGD [71], we add our proposed LDP

mechanism proposed in Section 3.4 to prevent the privacy leakage of gradients.

Each vehicle takes one step of gradient descent on the current model locally with

its local data, and then it perturbs the true gradient with Algorithm 6. The server

aggregates and averages the updated gradients from vehicles and then updates the

model. To reduce the communication rounds, we separate vehicles into groups

so that the cloud server updates the model after gathering gradient updates from

vehicles in a group.

3.1.3 Comparing LDP-FedSGD with other privacy-

preserving federated learning paradigms

The LDP-FedSGD algorithm incorporates LDP noises into gradients of FL. In addi-

tion to LDP-FedSGD, one may be interested in other ways of using DP in FL. To ex-

plain them, we categorize combinations of DP and FL (or distributed computations

in general) by considering the place of perturbation (distributed/centralized pertur-

bation) and privacy granularity (user-level/record-level privacy protection) [143]:
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Algorithm 1: Local Differential Privacy based FedSGD (LDP-FedSGD) Algo-
rithm.
Server executes:
Server initializes the parameter as θ0;
for t from 1 to maximal iteration number do

Server sends θt−1 to vehicles in group Gt;
for each vehicle i in Group Gt do

VehicleUpdate(i, ∇ℓ):
Server computes the average of the noisy gradient of group Gt and updates
the parameter from θt−1 to θt: θt ← θt−1 − ηt · 1

|Gt|
∑

i∈Gt
M(∇ℓ(θt−1;xi)),

where ηt is the learning rate and xi is vehicle i’s data;
if θt and θt−1 are close enough or these remains no vehicle which has not
participated in the computation then

break;
t→ t+ 1;

VehicleUpdate (i, ∇ℓ):
Compute the (true) gradient ∇ℓ(θt−1;xi);
Use local differential privacy-compliant algorithmM to compute the noisy
gradientM(∇ℓ(θt−1;xi));

• Distributed/Centralized perturbation. Note that differential privacy

is achieved by introducing perturbation. Distributed perturbation considers

an honest-but-curious aggregator, while the centralized perturbation needs

a trusted aggregator. Both perturbation methods defend against external

inference attacks after model publishing.

• User-level/Record-level privacy protection. In general, a differentially

private algorithm ensures that the probability distributions of the outputs on

two neighboring datasets do not differ much. The distinction between user-

level and record-level privacy protection lies in how neighboring datasets are

defined. We define that two datasets are user-neighboring if one dataset can

be formed from the other dataset by adding or removing all one user’s records

arbitrarily. If one dataset is achieved by changing a single record of the other

dataset from one user, they are called record-neighboring.

Based on the above, four paradigms are obtained as follows: 1) ULDP (user-level

privacy protection with distributed perturbation), 2) RLDP (record-level privacy

protection with distributed perturbation), 3) RLCP (record-level privacy protec-

tion with centralized perturbation), and 4) ULCP (user-level privacy protection

with centralized perturbation). The details can be found in the related work [143].
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In the case of distributed perturbation, when all users set the same privacy param-

eter ϵ, we refer to ULDP and RLDP above as ϵ-ULDP and ϵ-RLDP, respectively.

Table 3.3 presents a comparison of ϵ-ULDP, ϵ-RLDP, ϵ-RLCP, and ϵ-ULCP. In this

chapter, each user applies ϵ-LDP, so our framework is under ULDP. The reasons

that we consider ULDP instead of RLDP, RLCP, and ULCP are as follows.

• We do not consider RLDP, which implements perturbation at each user via

standard differential privacy. We aim to achieve user-level privacy protection

instead of the weaker record-level privacy protection (a vehicle user in our IoV

applications may have multiple records). The motivation is that often much

data from a vehicle may be about the vehicle’s regular driver, and it often

makes more sense to protect all data about the regular driver instead of just

protecting every single record. A similar argument has been recently stated

in [96], which incorporates user-level differential privacy into the training

process of FL for language modeling. Specifically, [96] considers user-level

privacy to protect the privacy of all typed words of a user and explains that

such privacy protection is more reasonable than protecting individual words

as in the case of record-level privacy. In addition, although we can compute

the level of user-level privacy from record-level privacy via the group privacy

property of differential privacy (see Theorem 2.2 of [8]), this may significantly

increase the privacy parameter and hence weaken the privacy protection if a

user has many records (note that a more significant privacy parameter ϵ in

ϵ-DP means weaker privacy protection). More specifically, for a user with m

records, according to the group privacy property [8], the privacy protection

strength for the user under ϵ-record-level privacy is just as that under mϵ-

user-level privacy (i.e., for a user with m records, ϵ-RLDP ensures mϵ-ULDP;

ϵ-RLCP ensures mϵ-ULCP).

• We do not investigate RLCP and ULCP since this chapter considers an

honest-but-curious aggregator instead of a trusted aggregator. The aggre-

gator is not entirely trusted, so the perturbation is implemented at each user

(i.e., vehicle in IoV).
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Table 3.3: We compare different privacy notions in this table. In this chapter,
we focus on ϵ-LDP which achieves user-level privacy protection with distributed
perturbation (ULDP). We do not consider record-level privacy protection with
distributed perturbation (RLDP) which implements perturbation at each user
via standard differential privacy, since we aim to achieve user-level privacy pro-
tection instead of the weaker record-level privacy protection (a vehicle is a user
in our IoV applications and may have multiple records). We also do not inves-
tigate record/user-level privacy protection with centralized perturbation (RL-
CP/ULCP) since this chapter considers a honest-but-curious aggregator instead
of a trusted aggregator.

privacy granularity and
place of perturbation

privacy
property

adversary model

ϵ-LDP (defined for
distributed perturbation)

ϵ-ULDP defend against a honest-but-curious
aggregator & external attacks after model
publishing

ϵ-DP with
distributed perturbation

ϵ-RLDP

ϵ-DP with
centralized perturbation

ϵ-RLCP trusted aggregator; defend against external
attacks after model publishing

user-level privacy with
centralized perturbation

ϵ-ULCP

3.2 Problem Formation

Let x be a user’s true value, and Y be the perturbed value. Under the perturbation

mechanism M, we use EM[Y |x] to represent the expectation of the randomized

output Y given input x. VarM[Y |x] is the variance of output Y given input x.

MaxVar(M) denotes the worst-case VarM[Y |x]. Our target is to find a privatiza-

tion mechanismM that minimizes MaxVar(M) by solving the following constraint

minimization problem:

min
M

MaxVar(M),

s.t. Eq. (2.4),

EM[Y |x] = x, and

PM[Y ∈ Y|x] = 1.

The second constraint illustrates that our estimator is unbiased, and the third con-

straint shows the proper distribution where Y is the range of randomized function

M. In the following sections, ifM is clear from the context, we omit the subscript

M for simplicity.
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3.3 Mechanisms for Estimation of A Single Nu-

meric Attribute

We propose four LDP mechanisms: Three-Outputs, PM-OPT, PM-SUB, and HM-TP

in order to solve the problem in Section 3.2. Fig. 3.2 compares the worst-case noise

variances of existing mechanisms and our proposed mechanisms. Three-Outputs

has three discrete output possibilities, which incurs little communication cost be-

cause two bits are enough to encode three different outputs. Moreover, it achieves

a small worst-case noise variance in the high privacy regime (small privacy bud-

get ϵ). However, to maintain a low worst-case noise variance in the low privacy

regime (large privacy budget ϵ), we propose PM-OPT and PM-SUB. Both of them

achieve higher accuracies than Three-Outputs and other existing solutions when

the privacy budget ϵ is large. Additionally, we discretize their continuous ranges

of output for vehicles to encode using a post-processing discretization algorithm.

In the following sections, we will explain our proposed four mechanisms and the

post-processing discretization algorithm in detail.
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Figure 3.2: The worst-case of different mechanisms’ noise variance for one-
dimensional numeric data w.r.t. the privacy budget ϵ.
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3.3.1 Three-Outputs Mechanism

We propose a mechanism with three output possibilities named as Three-Outputs

which is illustrated in Algorithm 2. Three-Outputs ensures low communication

cost while achieving a smaller worst-case noise variance than existing solutions

in the high privacy regime (small privacy budget ϵ). Duchi et al.’s [63] solution

contains two output possibilities, and it outperforms other approaches when the

privacy budget is small. However, when ϵ increases, two outputs are not always

optimal [144]. By outputting three values instead of two, Three-Outputs improves

the performance as the privacy budget increases, which is shown in Fig. 3.2. When

the privacy budget is small, Three-Outputs’ worst-case variance is equivalent to

that of Duchi et al.’s [63] solution.

For notional simplicity, given a mechanismM, we often write PM[Y = y | X = x]

as Py←x(M) below. We also sometimes omitM to obtain P[Y = y | X = x] and

Py←x.

Algorithm 2: Three-OutputsMechanism for One-Dimensional Numeric Data.

Input: tuple x ∈ [−1, 1] and privacy parameter ϵ.
Output: tuple Y ∈ {−C, 0, C}.
Sampling a random variable u with the probability distribution as follows:

P [u = −1] = P−C←x,

P [u = 0] = P0←x, and

P [u = 1] = PC←x,

where P−C←x, P0←x and PC←x are given in Eq. (3.1), Eq. (3.2) and Eq. (3.3).
if u = −1 then

Y = −C;
else if u = 0 then

Y = 0;
else

Y = C;

return Y ;

When a tuple x ∈ [−1, 1], Three-Outputs outputs a perturbed value Y which is

equivalent to −C, 0 or C with C defined as C = eϵ(eϵ+1)
(eϵ−1)(eϵ−P0←0)

and probabilities
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defined by

P−C←x=


1−P0←0

2
+
(

1−P0←0

2
− eϵ−P0←0

eϵ(eϵ+1)

)
x, if 0 ≤ x ≤ 1,

1−P0←0

2
+
(
eϵ−P0←0

eϵ+1
− 1−P0←0

2

)
x, if − 1 ≤ x ≤ 0,

(3.1)

PC←x=


1−P0←0

2
+
(
eϵ−P0←0

eϵ+1
− 1−P0←0

2

)
x, if 0 ≤ x ≤ 1,

1−P0←0

2
+
(

1−P0←0

2
− eϵ−P0←0

eϵ(eϵ+1)

)
x, if− 1 ≤ x ≤ 0,

(3.2)

and P0←x = P0←0 + (
P0←0

eϵ
− P0←0)x, if− 1 ≤ x ≤ 1, (3.3)

where P0←0 is defined by

P0←0 :=

0, if ϵ < ln 2,

−1
6
(−e2ϵ − 4eϵ − 5

+2
√
∆0 cos(

π
3
+ 1

3
arccos(− ∆1

2∆
3
2
0

))), if ln 2 ≤ ϵ ≤ ϵ′,

eϵ

eϵ+2
, if ϵ > ϵ′,

(3.4)

in which

∆0 := e4ϵ + 14e3ϵ + 50e2ϵ − 2eϵ + 25, (3.5)

∆1 := −2e6ϵ − 42e5ϵ − 270e4ϵ − 404e3ϵ − 918e2ϵ

+ 30eϵ − 250, (3.6)

and ϵ′ := ln

(
3 +
√
65

2

)
≈ ln 5.53. (3.7)

Next, we will show how we derive the above probabilities. For a mechanism

which uses x ∈ [−1, 1] as the input and only three possibilities −C, 0, C for the
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output value, it satisfies

ϵ-LDP:
PC←x

PC←x′
,
P0←x

P0←x′
,
P−C←x

P−C←x′
∈ [e−ϵ, eϵ], (3.8a)

unbiased estimation:

C ·PC←x + 0 ·P0←x + (−C) ·P−C←x = x, (3.8b)

proper distribution:

Py←x ≥ 0 and PC←x + P0←x + P−C←x = 1. (3.8c)

To calculate values of PC←x, P0←x and P−C←x, we use Lemma 1 below to convert

a mechanismM1 satisfying the requirements in (3.8a) (3.8b) (3.8c) to a symmet-

ric mechanism M2. Then, we use Lemma 2 below to transform the symmetric

mechanism further to M3 whose worst-case noise variance is smaller than M2’s.

Next, we use P0←1 to represent other probabilities, and then we prove that we get

the minimum variance when P0←0 = eϵP0←1 using Lemma 3. Finally, Lemma 4

and Lemma 5 are used to obtain values for P0←0 and the worst-case noise variance

of Three-Outputs, respectively. Thus, we can obtain values of PC←x, P0←x and

P−C←x using P0←0. In the following, we will illustrate above processes in detail.

By symmetry, for any x ∈ [−1, 1], we enforce{
PC←x = P−C←−x, (3.9a)

P0←x = P0←−x, (3.9b)

where Eq. (3.9b) can be derived from Eq. (3.9a). The formal justification of

Eq. (3.9a) and Eq. (3.9b) is given by Lemma 1 below. Since the input domain

[−1, 1] is symmetric, we can transform any mechanism satisfying requirements in

(3.8a) (3.8b) (3.8c) to a symmetric mechanism while guaranteeing the worst-case

noise variance will not increase in Lemma 1. Thus, we can derive probabilities

when x ∈ [−1, 0] using probabilities when x ∈ [0, 1] based on the symmetry.

Lemma 1. For a mechanismM1 satisfying the requirements in (3.8a) (3.8b) (3.8c),

the following symmetrization process to obtain a mechanismM2 will not increase

(i.e., will reduce or not change) the worst-case noise variance, while mechanism

M2 still satisfies the requirements in (3.8a) (3.8b) (3.8c). Symmetrization: For
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x ∈ [−1, 1],

PC←x(M2) = P−C←−x(M2) =
PC←x(M1) + P−C←−x(M1)

2
, (3.10)

P0←x(M2) = P0←−x(M2) =
P0←x(M1) + P0←−x(M1)

2
. (3.11)

Proof. The proof details are given in Appendix A.1.

Based on Lemma 1, we define a symmetric mechanism as follows.

Symmetric Mechanism. Amechanism under requirements of (3.8a) (3.8b) (3.8c)

is called a symmetric mechanism if it satisfies Eq. (3.9a) and Eq. (3.9b). In the

following, we only consider the symmetric mechanismM2.

Now, we design probabilities for the symmetric mechanismM2. AsM2 satisfies the

unbiased estimation which is a linear relationship, we set probabilities as piecewise

linear functions of x as follows:

Case 1: For x ∈ [0, 1],

PC←x = PC←0 + (PC←1 − PC←0)x, (3.12)

P−C←x = P−C←0 − (P−C←0 − P−C←1)x, (3.13)

P0←x = 1− P−C←0 − PC←0

+ (P−C←0 + PC←0 − P−C←1 − PC←1)x. (3.14)

Case 2: For x ∈ [−1, 0],

PC←x = PC←0 + (PC←0 − PC←−1)x, (3.15)

P−C←x = P−C←0 − (P−C←−1 − P−C←0)x, (3.16)

P0←x = 1− P−C←0 − PC←0

+ (P−C←−1 − P−C←0 − PC←0 + PC←−1)x. (3.17)

Then, we may assign values to our designed probabilities above. We find that if

a symmetric mechanism satisfies Eq. (3.18a) and Eq. (3.18b), it obtains a smaller
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worst-case noise variance. From Lemma 2 below, we enforce{
PC←1 = eϵPC←−1, (3.18a)

P−C←−1 = eϵP−C←1. (3.18b)

Hence, given a symmetric mechanism M2 satisfying Inequality (3.19), we can

transform it to a new symmetric mechanism M3 which satisfies Eq. (3.18a) and

Eq. (3.18b) through processes of Eq. (3.20), Eq. (3.21) and Eq. (3.22) until PC←−1 =

eϵP−C←1. After transformation, the new mechanismM3 achieves a smaller worst-

case noise variance than mechanism M2. Therefore, we use the new symmetric

mechanismM3 to replaceM2 in the future’s discussion. Details of transformation

are in the Lemma 2.

Lemma 2. For a symmetric mechanismM2, if

PC←1(M2) < eϵPC←−1(M2), (3.19)

we set a symmetric mechanismM3 as follows: For x ∈ [−1, 1],

PC←x(M3) = P−C←−x(M3)

= PC←x(M2)−
eϵPC←−1(M2)− PC←1(M2)

eϵ − 1
, (3.20)

P−C←x(M3) = PC←−x(M3)

= P−C←x(M2)−
eϵP−C←1(M2)− P−C←−1(M2)

eϵ − 1
, (3.21)

and P0←x(M3) = 1− PC←x(M3)− P−C←x(M3)

= P0←x(M2) +
2(eϵPC←−1(M2)− PC←1(M2))

eϵ − 1
. (3.22)

Moreover, the mechanismM3 has a worst-case noise variance smaller than that of

M2, whileM3 still satisfies the requirements in (3.8a) (3.8b) (3.8c).

Proof. The proof details are given in Appendix A.2.

We have proved that the symmetric mechanismM3 has a smaller worst-case noise

variance than that of mechanismM2 in Lemma 2. Then, we use mechanismM3
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to obtain the relation between P0←1 and P0←0 to find the minimum variance. From

Lemma 3 below, we enforce

P0←0 = eϵP0←1. (3.23)

Then, we use the following Lemma 3 to obtain the relation between P0←1 and P0←0,

so that we can obtain PC←x, P0←x and P−C←x using P0←0.

Lemma 3. Given P0←0, the variance of the output given input x is a strictly in-

creasing function of P0←1 and hence is minimized when P0←1 =
P0←0

eϵ
.

Proof. The proof details are given in Appendix A.3.

Lemma 3 shows that we get the minimum variance when P0←1 =
P0←0

eϵ
. Hence, we

replace eϵP0←1 with P0←0. Then, the variance is equivalent to

Var[Y |X = x] =

(
eϵ + 1

(eϵ − 1)(1− P0←0

eϵ
)

)2(
1− P0←0 + (P0←0 −

P0←0

eϵ
)|x|
)
− x2.

(3.24)

Complete details for obtaining Eq. (3.24) are in Appendix A.3.

Next, we use Lemma 4 to obtain the optimal P0←0 in Three-Outputs to achieve

the minimum worst-case variance as follows:

Lemma 4. The optimal P0←0 to minimize the maxx∈[−1,1]Var[Y |x] is defined by

Eq. (3.4).

Proof. The proof details are given in Appendix A.4.

Remark 3.1. Fig. 3.3 displays how P0←0 changes with ϵ in Eq. (3.4). When the

privacy budget ϵ is small, P0←0 = 0. Thus, Three-Outputs is equivalent to

Duchi et al.’s [63] solution when P0←0 = 0. However, as the privacy budget ϵ

increases, P0←0 increases, which means that the probability of outputting true

value increases.

By summarizing above, we obtain P−C←x, PC←x and P0←x from Eq. (3.1), Eq. (3.2)

and Eq. (3.3) using P0←0.
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Figure 3.3: Optimal P0←0 if the privacy budget ϵ ∈ [0, 8].

Then, we can calculate the optimal P0←0 to obtain the minimum worst-case noise

variance of Three-Outputs as follows:

Lemma 5. The minimum worst-case noise variance of Three-Outputs is obtained

when P0←0 satisfies Eq. (3.4).

Proof. The proof details are given in Appendix A.5.

A clarification about Three-Outputs versus Four-Outputs. One may wonder

why we consider a perturbation mechanism with three outputs (i.e., Three-Outputs)

instead of a perturbation mechanism with four outputs (referred to as Four-Outputs),

since using two bits to encode the output of a perturbation mechanism can repre-

sent four outputs. The reason is as follows. The approach to design Four-Outputs

is similar to that for Three-Outputs, but the detailed analysis for Four-Outputs

will be even more tedious than that for Three-Outputs (which is already quite com-

plex). Given above reasons, we elaborate Three-Outputs but not Four-Outputs

in this chapter.

3.3.2 PM-OPT Mechanism

Now, we advocate an optimal piecewise mechanism (PM-OPT) as shown in Algo-

rithm 3 to get a small worst-case variance when the privacy budget is large. As

shown in Fig. 3.2, Three-Outputs’ worst-case noise variance is smaller than PM’s
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when the privacy budget ϵ < 3.2. But it loses the advantage when the privacy

budget ϵ ≥ 3.2. As the privacy budget increases, Kairouz et al. [144] suggested

sending more information using more output possibilities. Besides, we observe that

it is possible to improve Wang et al.’s [18] PM to achieve a smaller worst-case noise

variance. Thus, inspired by them, we propose an optimal piecewise mechanism

named as PM-OPT with a smaller worst-case noise variance than PM.

Algorithm 3: PM-OPT Mechanism for One-Dimensional Numeric Data under
Local Differential Privacy.

Input: tuple x ∈ [−1, 1] and privacy parameter ϵ.
Output: tuple Y ∈ [−A,A].
Value t is calculated in the Eq. (3.29);
Sample u uniformly at random from [0, 1];
if u < eϵ

t+eϵ
then

Randomly generate a sample Y uniformly from [L(ϵ, x, t), R(ϵ, x, t)];
else

Randomly generate a sample Y uniformly from
[−A,L(ϵ, x, t)) ∪ (R(ϵ, x, t), A];

return Y ;

0( , , ) ( , , )
Figure 3.4: The probability density function F [Y = y|x] of the randomized
output Y after applying ϵ-local differential privacy.

For a true input x ∈ [−1, 1], the probability density function of the randomized

output Y ∈ [−A,A] after applying LDP is

F [Y = y|x]=

{
c, for y ∈[L(ϵ, x, t), R(ϵ, x, t)], (3.25a)

d, for y ∈[−A,L(ϵ, x, t)) ∪ (R(ϵ, x, t), A], (3.25b)
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where

c =
eϵt(eϵ − 1)

2(t+ eϵ)2
, (3.26)

d =
t(eϵ − 1)

2(t+ eϵ)2
, (3.27)

A =
(eϵ + t)(t+ 1)

t(eϵ − 1)
, (3.28)

L(ϵ, x, t) =
(eϵ + t)(xt− 1)

t(eϵ − 1)
,

R(ϵ, x, t) =
(eϵ + t)(xt+ 1)

t(eϵ − 1)
, and

t=



1

2

√
e2ϵ+22/3

3
√
e2ϵ−e4ϵ+

1

2

√
2e2ϵ−22/3

3
√
e2ϵ−e4ϵ +

4eϵ−2e3ϵ√
e2ϵ+22/3 3

√
e2ϵ−e4ϵ

− eϵ

2
, if ϵ < ln

√
2,

− 1

2

√
e2ϵ+22/3

3
√
e2ϵ−e4ϵ+

1

2

√
2e2ϵ−22/3

3
√
e2ϵ−e4ϵ − 4eϵ−2e3ϵ√

e2ϵ+22/3 3
√
e2ϵ−e4ϵ

− eϵ

2
, if ϵ > ln

√
2,√

3 + 2
√
3− 1√

2
, if ϵ = ln

√
2.

(3.29a)

(3.29b)

(3.29c)

The meaning of t can be seen from t−1
t+1

= L(ϵ,1,t)
R(ϵ,1,t)

. When the input is x = 1, the

length of the higher probability density function F [Y = y|x] = eϵt(eϵ−1)
2(t+eϵ)2

isR(ϵ, 1, t)−
L(ϵ, 1, t). R(ϵ, 1, t) is the right boundary, and L(ϵ, 1, t) is the left boundary. If

0 < t <∞, we can derive limt→0
t−1
t+1

= −1, meaning the right boundary is opposite

to the left boundary if t is close to 0. Since limt→∞
t−1
t+1

= 1, it means that the right

boundary is equal to the left boundary when t is close to ∞.

Moreover, Fig. 3.4 illustrates that the probability density function of Eq. (3.25)

contains three pieces. If y ∈ [L(ϵ, x, t), R(ϵ, x, t)], the probability density function

is equal to c which is higher than other two pieces y ∈ [−A,L(ϵ, x, t)) and y ∈
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(R(ϵ, x, t), A]. We calculate the probability of the variable Y falling in the interval

[L(ϵ, x, t), R(ϵ, x, t)] as P [L(ϵ, x, t) ≤ Y ≤ R(ϵ, x, t)] =
∫ R(ϵ,x,t)

L(ϵ,x,t)
c dY = eϵ

t+eϵ
.

Furthermore, we use the following lemmas to establish how we get the value t in

Eq. (3.25).

Lemma 6. Algorithm 3 achieves ϵ-local differential privacy. When the input value

is x, the algorithm outputs a noisy value Y with E[Y |x] = x and

Var[Y |x] = t+ 1

eϵ − 1
x2 +

(t+ eϵ)
(
(t+ 1)3 + eϵ − 1

)
3t2(eϵ − 1)2

. (3.30)

Proof. The proof details are given in Appendix A.6.

Thus, when x = 1, we obtain the worst-case noise variance as follows:

max
x∈[−1,1]

Var[Y |x] = t+ 1

eϵ − 1
+

(t+ eϵ)
(
(t+ 1)3 + eϵ − 1

)
3t2(eϵ − 1)2

. (3.31)

Then, we obtain the optimal t in Lemma 7 to minimize Eq. (3.31).

Lemma 7. The optimal t for mintmaxx∈[−1,1]Var[Y |x] is Eq. (3.29).

Proof. By computing the first-order derivative and second-order derivative of

mint maxx∈[−1,1]Var[Y |x], we get the optimal t. The proof details are given in

Appendix A.7.

3.3.3 PM-SUB Mechanism

We propose a suboptimal piecewise mechanism (PM-SUB) to simplify the sophisti-

cated computation of t in Eq. (3.4) of PM-OPT, and details of PM-SUB are shown in

Algorithm 4.

Fig. 3.2 illustrates that PM-OPT achieves a smaller worst-case noise variance com-

pared with PM, but the parameter t for PM-OPT in Eq. (3.29) is complicated to

compute. Some vehicles are unable to process the complicated computation. To

make t simple for vehicles to implement, we need to find a simple expression for it

while ensuring the mechanism’s performance. Then, we find that Wang et al.’s [18]

PM is the case when t = eϵ/2. Inspired by PM, ln t and ϵ can be linearly related.
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Algorithm 4: PM-SUB Mechanism for One-Dimensional Numeric Data under
Local Differential Privacy.

Input: tuple x ∈ [−1, 1] and the privacy parameter ϵ.
Output: tuple Y ∈ [−A,A].
Randomly generate a sample u uniformly from [0, 1];
if u < eϵ

eϵ/3+eϵ
then

Randomly generate a sample Y from [ (e
ϵ+eϵ/3)(xeϵ/3−1)

eϵ/3(eϵ−1) , (e
ϵ+eϵ/3)(xeϵ/3+1)

eϵ/3(eϵ−1) ];

else
Randomly generate a sample Y uniformly from

[−A, (e
ϵ+eϵ/3)(xeϵ/3−1)

eϵ/3(eϵ−1) ) ∪ ( (e
ϵ+eϵ/3)(xeϵ/3+1)

eϵ/3(eϵ−1) , A];

return Y ;

Then, we find that ln t
ϵ

is close to 1
3
(t for PM-OPT in Eq. (3.29)), so we can set eϵ/3

as t in Eq. (3.25) for a new mechanism named as PM-SUB. The probability of the

variable Y falling in the interval [L(ϵ, x, eϵ/3), R(ϵ, x, eϵ/3)] is eϵ

eϵ/3+eϵ
, and we give

the detail of proof in Appendix A.8.
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Figure 3.5: PM-OPT’s worst-case noise variance versus PM-SUB’s worst-case noise
variance.

Similar to PM-OPT, we derive the worst-case noise variance of PM-SUB from Lemma 6

with t = eϵ/3 as follows:

max
x∈[−1,1]

Var[Y |x] = 5e4ϵ/3

3(eϵ − 1)2
+

5e2ϵ/3

3(eϵ − 1)2
+

2eϵ

(eϵ − 1)2
. (3.32)

As shown in Fig. 3.5, PM-SUB’s worst-case noise variance is close to PM-OPT’s, but

it is smaller than PM’s, which can be observed in Fig. 3.2.
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3.3.4 Discretization Post-Processing

Both PM-OPT and PM-SUB’s output ranges are [−A,A] which is continuous, so that

there are infinite output possibilities given an input x. Thus, it is difficult to encode

their outputs for vehicles. Hence, we consider applying a post-processing process to

discretize the continuous output range into finite output possibilities. Algorithm 5

shows our discretization post-processing steps.

Algorithm 5: Discretization Post-Processing.

Input: Perturbed data y ∈ [−A,A], and domain [−A,A] is separated into 2m
pieces, where m is a positive integer.

Output: Discrete data Z.
Randomly generate a sample u from the Bernoulli distribution so that

P [u = 1] =

(
A · (

⌊
m · y
A

⌋
+ 1)

m
− y

)
·
m

A
;

if u = 1 then

Z =
A ·

⌊
m · y
A

⌋
m

;
else

Z =
A · (

⌊
m · y
A

⌋
+1)

m
;

return Z;

The idea of Algorithm 5 is as follows. We discretize the output range into 2m parts

due to the symmetric range [−A,A], and then we obtain 2m+1 output possibilities.

After we get a perturbed data y, it will fall into one of 2m segments. Then, we

categorize it to the segment’s left or right boundary, which resembles sampling a

Bernoulli variable.

Next, we explain how we derive probabilities for the Bernoulli variable. Let the

original input be x. A random variable Y represents the intermediate output

after the perturbation and a random variable Z represents the output after the

discretization. The range of Y is [−A,A]. Because the range of output is symmetric

with respect to 0, we discretize both [−A, 0] and [0, A] intom parts, where the value

of m depends on the user’ requirement. Thus, we discretize Y to Z to take only

the following (2m+ 1) values:{
i× A

m
: integer i ∈ {−m,−m+ 1, . . . ,m}

}
. (3.33)
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When Y is instantiated as y ∈ [−A,A], we have the following two cases:

① If y is one of the above (2m+ 1) values, we set Z as y.

② If y is not one of the above (2m+1) values, and then there exist some integer

k ∈ {−m,−m+ 1, . . . ,m− 1} such that kA
m

< y < (k+1)A
m

. In fact, this gives

k < ym
A

< k + 1, so we can set k := ⌊ym
A
⌋. Then conditioning on that Y is

instantiated as y, we set Z as kA
m

with probability k + 1 − ym
A

and as (k+1)A
m

with probability ym
A
− k, so that the expectation of Z given Y = y equals y

(as we will show in Eq. (A.107), this ensures that the expectation of Z given

the original input as x equals x).

The following Lemma 8 shows the probability distribution of assigning y with a

boundary value in the second case above when the intermediate output y is not

one of discrete (2m+ 1) values.

Lemma 8. After we obtain the intermediate output y after perturbation, we dis-

cretize it to a random variable Z equal to kA
m

or (k+1)A
m

with the following proba-

bilities:

P [Z = z | Y = y] =


k + 1− ym

A
, if z = kA

m
,

ym
A
− k, if z = (k+1)A

m
.

(3.34)

Proof. The proof details are given in Appendix A.9.

After discretization, the worst-case noise variance does not change or get worse

proved by Lemma 9 as follows:

Lemma 9. Let local differential privacy mechanism be Mechanism M1, and dis-

cretization algorithm be Mechanism M2. Let all of the output possibilities of

MechanismM1 be S1, and output possibilities of MechanismM2 be S2. S2 ⊂ S1.

When given input x,M1 andM2 are unbiased. The worst-case noise variance of

MechanismM2 is greater than or equal to that of MechanismM1.

Proof. The proof details are given in Appendix A.10.
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3.3.5 HM-TP Mechanism

Fig. 3.2 shows that Three-Outputs outperforms PM-SUB when the privacy budget

ϵ is small, whereas PM-SUB achieves a smaller variance if the privacy budget ϵ is

large. To fully take advantage of two mechanisms, we combine Three-Outputs

and PM-SUB to create a new hybrid mechanism named as HM-TP. Fig. 3.2 illustrates

that HM-TP obtains a lower worst-case noise variance than other solutions.

Hence, HM-TP invokes PM-SUB with probability β. Otherwise, it invokes

Three-Outputs. We define the noisy variance of HM-TP as VarH[Y |x] given inputs

x as follows:

VarH[Y |x] = β ·VarP [Y |x] + (1− β) ·VarT [Y |x],

where VarP [Y |x] and VarT [Y |x] denote noisy outputs’ variances incurred by PM-SUB

and Three-Outputs, respectively. The following lemma presents the value of β:

Lemma 10. The maxx∈[−1,1] VarH[Y |x] is minimized when β is Eq. (A.125). Due to

the complicated equation of β, we put it in the appendix.

Proof. The proof details are given in Appendix A.14.

Since we have obtained the probability β, we can calculate the exact expression for

the worst-case noise variance in Lemma 11 as follows:

Lemma 11. If β satisfies Lemma 10, we obtain the worst-case noise variance of

HM-TP as

max
x∈[−1,1]

VarH[Y |x] =

VarH[Y |x∗], if 0 < β < 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
,

max{VarH[Y |0],VarH[Y |1]}, otherwise,

where x∗ := (β−1)aeϵ(eϵ+1)2

2(eϵ−a)2(β(eϵ+t)−eϵ+1)
and a = P0←0 which is defined in Eq. (3.4).

Proof. The proof details are given in Appendix A.11.
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3.4 Mechanisms for Estimation of Multiple Nu-

meric Attributes

We consider a case in which the user’s data record contains d > 1 attributes. There

are three existing solutions to collect multiple attributes: (i) The straightforward

approach collects each attribute with privacy budget ϵ/d. Based on the composition

theorem [8], it satisfies ϵ-LDP after collecting all attributes. But the added noise

is excessive if d is large [18]. (ii) Duchi et al.’s solution [63], which is somewhat

complicated, handles numeric attributes only. (iii) Wang et al.’s solution [18] is

the advanced approach that deals with a data tuple containing both numeric and

categorical attributes. Their algorithm requires calculating an optimal k < d

based on the single-dimensional attribute’s ϵ-LDP mechanism, and a user submits

selected k dimensional attributes instead of d dimensions.

Algorithm 6: Mechanism for Multiple-Dimensional Numeric Attributes.

Input: tuple x ∈ [−1, 1]d and privacy parameter ϵ.

Output: tuple Y ∈ [−A,A]d.
Let Y = ⟨0, 0, . . . , 0⟩;
Let k = max{1,min{d,

⌊
ϵ
2.5

⌋
}};

Randomly generate k samples uniformly without replacement from

{1, 2, . . . , d};
for each sampled value j do

Input x[tj] and
ϵ
k
to PM-SUB, Three-Outputs or HM-TP, and output a noisy

value yj for each mechanism;

Y [tj] =
d
k
yj;

return Y ;

Thus, we follow Wang et al.’s [18] idea to extend Section 3.3 to the case of

multidimensional attributes. The pseudo-code of our extension for our PM-SUB,

Three-Outputs, and HM-TP is shown in Algorithm 6. When fed in a tuple x ∈
[−1, 1]d, the algorithm outputs a perturbed tuple Y which includes non-zero value

on k attributes, where

k = max{1,min{d,
⌊ ϵ

2.5

⌋
}}, (3.35)

and Appendix A.20 proves our selected k is optimal after extending PM-SUB,

Three-Outputs, and HM-TP to support d dimensional attributes.
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Overall, our algorithm for collecting multiple attributes outperforms existing solu-

tions, which is confirmed by our experiments in Section 3.5. But Three-Outputs

uses only one more bit compared with Duchi et al.’s [63] solution to encode outputs.

Moreover, our Three-Outputs obtains a higher accuracy when the privacy regime

is high (the privacy budget is small) and saves many bits for encoding since PM and

HM’s continuous output range requires infinite bits to encode, whereas PM-SUB and

HM-TP’s advantages are obvious at a large privacy budget. Furthermore, we dis-

cretize the continuous range of outputs to discrete outputs because vehicles cannot

encode continuous range. Our experiments in Section 3.5.3 confirm that we can

achieve similar results to algorithms before discretizing by carefully designing the

number of discrete parts. Hence, our proposed algorithms are more suitable for

vehicles than existing solutions.

Intuitively, Algorithm 6 requires every user to submit k attributes instead of d

attributes, such that each attribute’s allocated privacy budget increases from ϵ/d

to ϵ/k, which helps to minimize the noisy variance. In addition, by setting k

as Eq. (3.35), Algorithm 6 achieves an asymptotically optimal performance while

preserving privacy, which we will prove using Lemma 12 and 13. Lemma 12 and 13

are proved in the same way as that of Lemma 4 and 5 in [18].

Lemma 12. Algorithm 6 satisfies ϵ-local differential privacy. Additionally, when

the input tuple is x, the output is a noisy tuple Y , such that for any j ∈ [1, d],

and each tj of those k attributes which is selected uniformly (without replacement)

from all d attributes of x, E[Y [tj]] = x[tj] holds.

Proof. Algorithm 6 composes k numbers of ϵ-LDP perturbation algorithms; thus,

based on composition theorem of differential mechanism [12], Algorithm 6 satisfies

ϵ-LDP. As we can see from Algorithm 6, each perturbed output Y equals to d
k
yj with

probability k
d
or equals to 0 with probability 1− k

d
. Thus, E[Y [tj]] =

k
d
·E[ d

k
· yj] =

E[yj] = x[tj] holds.

Lemma 13. For any j ∈ [1, d], let Z[tj] =
1
n

∑n
i=1 Y [tj] and X[tj] =

1
n

∑n
i=1 x[tj].

With at least 1− β probability,

max
j∈[1,d]

|Z[tj]−X[tj]| = O

(√
d ln(d/β))

ϵ
√
n

)
.

Proof. The proof details are given in Appendix A.19.
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3.5 Experiments

We implemented both existing solutions and our proposed solutions, including

the Laplace mechanism, Duchi et al.’s [63] solution, PM and HM proposed by

Wang et al. [18], PM-SUB, Three-Outputs, and HM-TP. Our datasets include (i) the

WISDM Human Activity Recognition dataset [145] is a set of accelerometer data

collecting on Android phones from 35 subjects performing 6 activities, where the

domain of the timestamps of the phone’s uptime is removed from the dataset, and

the remaining 3 numeric attributes are accelerations in x, y, and z directions mea-

sured by the Android phone’s accelerometer and 2 categorical attributes; (ii) two

public datasets extracted from Integrated Public Use Microdata Series [146] con-

tain census records from Mexico (MX) and Brazil (BR). MX contains 4M records

and 19 attributes where 14 are categorical, and 5 are numerical. BR includes 4M

tuples and 16 attributes, of which 10 are categorical, and 6 are numerical; (iii) a

Vehicle dataset obtained by collecting from a distributed sensor network, including

infrared (polarized IR sensor), acoustic (microphone), and seismic (geophone) [147].

The dataset contains 98, 528 tuples and 101 attributes, where 100 attributes rep-

resent information such as the raw time series data observed at each sensor and

acoustic feature vectors extracted from each sensor’s microphone. One attribute

is categorical, denoting different types of vehicles, which are labeled manually by

a human operator to ensure high accuracy. Besides, information about vehicles is

gathered to find out the type or brand of the vehicle. The Vehicle dataset is also

used as FL benchmark by [148]. We normalize every numeric attribute’s domain

to [−1, 1].

3.5.1 Results on the Mean Values of Numeric Attributes

By collecting a noisy multidimensional tuple from each user, we estimate the mean

of every numeric attribute. In order to compare with Wang et al.’s [18] mech-

anisms, we follow their experiments and then divide the total privacy budget ϵ

into two parts. Assume a tuple contains d attributes which include dn numeric at-

tributes and dc categorical attributes. Then, dnϵ/d budget is allocated to numeric

attributes, and dcϵ/d to categorical ones. Our approach of using LDP for categor-

ical data is the same as that of Wang et al. [18]. We estimate the mean value for
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each of the numeric attributes using existing methods: (i) Duchi et al.’s [63] solu-

tion deals with multiple numeric attributes directly; (ii) when using the Laplace

mechanism, it applies ϵ/d budget to each numeric attribute individually; (iii) PM

and HM are from Wang et al. [18]. In Section 3.4, for numeric attributes, the mean

square error (MSE) of the estimated mean values is evaluated using our proposed

approaches. Fig. 3.6 presents MSE results as a function of the total budget of

ϵ in the datasets (WISDM, MX, BR, and Vehicle). To simplify the complexity,

we use the Vehicle dataset’s last 6 numerical attributes to calculate MSE. Over-

all, our experimental evaluation shows that our proposed approaches outperform

existing solutions. HM-TP outperforms existing solutions in all settings, whereas

PM-SUB’s MSE is smaller than PM’s when privacy budget ϵ is large such as 4, and

Three-Outputs’ performance is better at a small privacy budget. Hence, experi-

mental results are in accordance with our theories.

We also run a set of experiments on synthetic datasets that contain numeric at-

tributes only. We create four synthetic datasets, including 16 numeric attributes

whose values are sampled from the Gaussian distribution with standard deviation

of 1
4
and mean value u ∈ {0, 1

3
, 2
3
, 1}. Also, these values are truncated to [−1, 1].

By evaluating the MSE in estimating mean values of numeric attributes with our

proposed mechanisms, we present our experimental results in Fig. 3.7. Hereby, we

confirm that PM-SUB, Three-Outputs, and HM-TP outperform existing solutions.
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Figure 3.6: MSE for estimating mean values on numeric attributes.



58 3.5. Experiments

0.5 1  2  4  

privacy budget 

10
-6

10
-4

10
-2

M
S

E

(a) µ = 0

0.5 1  2  4  

privacy budget 

10
-6

10
-4

10
-2

M
S

E
(b) µ = 1/3

0.5 1  2  4  

privacy budget 

10
-6

10
-4

10
-2

M
S

E

(c) µ = 2/3

0.5 1  2  4  

privacy budget 

10
-6

10
-4

10
-2

M
S

E

(d) µ = 1

Figure 3.7: MSE for the estimated mean values (on synthetic datasets).

3.5.2 Results on Empirical Risk Minimization

The following experiments compare the proposed LDP mechanisms’ performance

by perturbing gradients generated in logistic regression, SVM classification, and

linear regression tasks. We convert the categorical attribute tj with k values into

k−1 binary attributes with a domain {−1, 1}, for example, given tj, (i) 1 represents

the l-th (l < k) value on the l-th binary attribute and −1 on each of the rest of

k − 2 attributes; (ii) on all binary attributes, −1 represents the k-th value. The

dimension of WISDM becomes 43, BR (resp. MX) is 90 (resp. 94), and Vehicle

is 101 after the transformation. Since both the BR and MX datasets contain

the “total income” attribute, we consider it as the dependent variable and other

variables as independent variables. The Vehicle dataset is used for SVM [147, 148].
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Each tuple in the Vehicle dataset contains a 100-dimensional feature and a binary

label.

Consider each tuple of data as the dataset of a vehicle, so vehicles calculate gra-

dients and run different LDP mechanisms to generate noisy gradients. Each mini-

batch is a group of vehicles. Thus, the centralized aggregator, i.e., the cloud server,

updates the model after each group of vehicles send noisy gradients. The exper-

iment involves 8 competitors: Laplace mechanism, Duchi et al.’s solution, PM,

HM, PM-SUB, Three-Outputs, HM-TP, and a non-private setting. The regularization

factor is set as λ = 10−4 in all approaches. Each method performs 10-fold cross-

validation 5 times on each dataset in our experiments. Fig. 3.8 and Fig. 3.10 show

that the proposed mechanisms (PM-SUB, Three-Outputs, and HM-TP) have lower

misclassification rates than other mechanisms. Fig. 3.9 shows the MSE of the lin-

ear regression model. We ignore Laplace’s result because its MSE exceeds those

of other mechanisms. In the selected privacy budgets, our proposed mechanisms

(PM-SUB, Three-Outputs, and HM-TP) outperform existing approaches, including

Laplace mechanism, Duchi et al.’s solution, PM, and HM.
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Figure 3.8: Logistic Regression.
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Figure 3.9: Linear Regression.
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Figure 3.10: Support Vector Machines.

3.5.3 Results after Discretization

In this section, we add a discretization post-processing step in Algorithm 5 to the

implementation of mechanisms with continuous range of outputs, including PM,

PM-SUB, HM and HM-TP. To confirm that the discretization is effective, we perform

the following experiments. We separate the output domain [−A,A] into 2000

segments, and then we have 2001 possible outputs given an initial input x. We

add a discretization step to the experiments in Section 3.5.1. Fig. 3.11 displays our

experimental results. After discretizing, we confirm that our proposed approaches

outperform existing solutions in estimating the mean value using three real-world

datasets: WISDM, MX, and BR.

In addition, we use log regression and linear regression to evaluate the performance

after discretization. We repeat the experiments in Section 3.5.2 with an additional

discretization post-processing step. Fig. 3.12 and Fig. 3.13 show our experimen-

tal results. Compared with other approaches, the performance is similar to that
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before discretizing. Furthermore, Fig. 3.14 illustrates how the accuracy changes

as output possibilities increase. It shows that the misclassification rate of the lo-

gistic regression task and the MSE of the linear regression task are related to the

size of output possibilities. Although incurring with randomness, we find that the

misclassification rate and MSE decrease as the number of output possibilities in-

creases. When there are three output possibilities, it incurs randomness. Moreover,

Fig. 3.15 shows that PM-SUB outperforms Three-Outputs, when the number of out-

put possibilities is large. However, when we discretize the range of outputs into

2000 segments, the performance is satisfactory and similar to a continuous range

of outputs. Hence, our proposed approaches combined with the discretization step

help retain the performance while enabling vehicle usage.
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Figure 3.11: Result accuracy for mean estimation with discretization post
processing on PM, HM, and HM-TP.
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Figure 3.12: Linear Regression with discretization post processing on PM, HM,
and HM-TP (privacy parameter ϵ = 4).
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Figure 3.13: Logistic Regression with discretization post processing on PM, HM,
and HM-TP (privacy budget ϵ = 4).
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Figure 3.14: Linear Regression with discretization post processing on PM, HM,
and HM-TP (privacy budget ϵ = 4).
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Figure 3.15: Support Vector Machine with discretization post processing on
PM, HM, and HM-TP (privacy budget ϵ = 5).

3.6 Summary

In this chapter, we propose PM-OPT, PM-SUB, Three-Outputs, and HM-TP LDP

mechanisms. These mechanisms effectively preserve privacy when collecting data

records and computing accurate statistics in various data analysis tasks, including

estimating the mean frequency and machine learning tasks. Moreover, we integrate

our proposed LDP mechanisms with FedSGD algorithm to create an LDP-FedSGD

algorithm. The LDP-FedSGD algorithm enables the vehicular crowdsourcing ap-

plications to train a machine learning model to predict the traffic status while
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avoiding the privacy threat and reducing the communication cost. More specifi-

cally, by leveraging LDP mechanisms, adversaries cannot deduce the exact location

information of vehicles from uploaded gradients. Then, FL enables vehicles to train

their local machine learning models with collected data and then send noisy gra-

dients instead of data to the cloud server to obtain a global model. Extensive

experiments demonstrate that our proposed approaches are effective and able to

perform better than existing solutions.





Chapter 4

A Blockchain-Based Approach for

Saving and Tracking

Differential-Privacy Cost1 2

The privacy budget and privacy loss measure the risk of privacy leakage for users

who use the application. If the privacy loss exceeds the privacy budget, there is

no privacy protection. Apple announces to apply differential privacy technology

in their Emojis, New words, Deeplinks and Lookup Hints applications [14, 149].

They claim that the privacy loss is 1 or 2 for each datum submitted to its servers,

but research shows that the privacy loss is as high as 16 per day [14]. Since the

privacy budget is limited, we are inspired to develop an application to reduce the

waste on the differential privacy budget.

A blockchain-based system to manage the differential privacy costs is investigated

in this chapter. Also, the proposed algorithm is applicable to reuse the previous

differential privacy costs and noises to save the differential privacy budget spending.

The major contributions of this chapter are summarized as follows:

1The work in this chapter has been published as Yang Zhao, Jun Zhao, Jiawen Kang, Ze-
hang Zhang, Dusit Niyato, Shuyu Shi, and Kwok-Yan Lam. “A Blockchain-Based Approach
for Saving and Tracking Differential-Privacy Cost”, in IEEE Internet of Things Journal, DOI:
10.1109/JIOT.2021.3058209, 2020.

2Leong Mei Han, Yang Zhao, and Jun Zhao. “POSTER: Blockchain-Based Differential Privacy
Cost Management System.” Proceedings of the 15th ACM Asia Conference on Computer and
Communications Security. 2020.
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Chapter 4. A Blockchain-Based Approach for Saving and Tracking

Differential-Privacy Cost

• First, a novel privacy-preserving algorithm with rigorous mathematical proof

is designed to minimize accumulated privacy costs under a limited privacy

budget by reusing previous noisy responses if the same query is received.

Thus, a dataset can be used to answer more queries while preventing privacy

leakage, which is essential for the datasets with frequent queries, e.g., medical

record datasets.

• Second, our designed approach reduces the number of times to request the

server significantly by taking advantage of recorded noisy results. Further-

more, we design and implement a blockchain-based system for tracking and

saving DP costs. As a result, the dataset owner can know how the dataset

has been used and be confident that no new privacy cost will be incurred for

answering queries once the specified privacy budget is exhausted.

• Third, we implement the proposed system and algorithm according to a de-

tailed sequence diagram and conduct experiments using a real-world dataset.

Numerical results demonstrate that our proposed system and algorithm ef-

fectively save the privacy costs while keeping accuracy.

• Forth, by combining blockchain-based system with the algorithm, a data

owner can host datasets locally while opening access to others in a privacy-

preserving mode. Data owners can set a privacy budget and multiple query

types, and then the blockchain smart contract will record every request, the

associated privacy cost, and the noisy response. Unlike calling the data

hosting server every time in naive solutions, our approach reduces the number

of times to request the server significantly by taking advantage of recorded

noisy results.

The rest of the chapter is organized as follows. Section 4.1 presents the system

design including our proposed noise reuse algorithm. Section 4.2 describes chal-

lenges in implementing our system. In Section 4.3, we discuss experimental results

to validate the effectiveness of our system. Section 4.4 concludes this chapter and

identifies future directions.

Notation. Throughout this chapter, P [ · ] denotes the probability, and F [ · ] repre-
sents for the probability density function. The notationN (0, A) denotes a Gaussian

random variable with zero mean and variance A, and means a fresh Gaussian noise
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when it is used to generate a noisy query response. Notations used in the rest of

this chapter are summarized in Table 4.1.

Table 4.1: Summary of notations

(ϵ, δ) privacy parameters
P [ · ] probability
F [ · ] probability density function
D dataset D
D′ neighbouring dataset of D
∆Q ℓ2-sensitivity of query Q
σ standard deviation

Qm(D)
true query response for query Qm

on dataset D

Q̃m(D)
noisy query response for query Qm

on dataset D
MG1,MG2, . . . ,MGm randomized mechanismsMG1,MG2, . . . ,MGm

r the fraction of noise to be reused
in a previous noisy response to
generate the new noisy response

LMG
(D,D′; y) privacy loss for the mechanismMG

with respect to neighbouring datasets D,D′

when the output is y

N (0,A) a Gaussian random variable with zero
mean and variance A

V variance
t query type t
Σt the noise amounts for previous

instances of type t-query

4.1 System Description

Our blockchain-based system provides differentially private responses to queries

while minimizing the privacy costs via noise reuse. We design a web application

to implement our Algorithm 7, which generates noisy responses to queries with

the minimal privacy costs by setting the optimal reuse fraction of the old noisy

response and adding new noise (if necessary). For clarity, we defer Algorithm 7

and its discussion to Section 4.1.4. The design of the system is shown in Fig. 4.1.

Then, we discuss the implementation and experiments of our blockchain-based

system, and present more figures about the results in Section 4.2 and Section 4.3.
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Figure 4.1: The proposed blockchain-based system architecture for differential-
privacy costs management.

In particular, Fig. 4.3 there shows the screenshot of our blockchain-based privacy

management system [150], while Fig. 4.4 presents outputs while using the system.

4.1.1 System Architecture

Our system includes the client, the blockchain, the server, and the smart contract

followed by more details as below.

Client: The primary function of the client is to transfer users’ queries to the

blockchain smart contract. The client computes the required parameter standard

deviation for the server to generate the Gaussian noise using the privacy parame-

ters ϵ and δ and forwards the query to the blockchain. Also, the client can display

the query result to the analyst after getting the noisy response to the query.

Blockchain Smart Contract: The blockchain serves as a middleware between the

client and the server. It decides which query should be submitted to the server. The

blockchain records the remaining privacy budget, query type, the noisy response

to answer the query, the privacy parameters, and the amount of corresponding

noise. If the remaining privacy budget is enough, the smart contract will execute

the query match function with the recorded history. Otherwise, the smart contract

will reject this query. If the current query does not match with any query in the

history, the smart contract will call the server to calculate the result. If the query

has been received before, the blockchain smart contract will not call the server if

the noisy response can be completely generated by old noisy answers and will call

the server if the access to the dataset is still needed to generate the noisy response.
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Server: The data provider hosts the server. The server provides APIs to answer

analysts’ queries. When the API is called, the server will query the dataset to

calculate the respective answer. After the true value Q(D) is calculated, the server

will add noise to perturb the answer. Then the server returns the noisy answer to

the blockchain.

In the rest of the chapter, we utilize Blockchain, Client, and Server to denote

the blockchain, client, and server, respectively.

4.1.2 System Functionality

Match query with query history and generate noisy response: Blockchain compares

the current query type with saved query types to retrieve previous query results.

If it is the first time for Blockchain to see the query, Blockchain will forward the

query to the server, and Server will return the perturbed result which satisfies

differential privacy to Blockchain. If the current query type matches previous

answers’ query type, Blockchain will compare the computed amount of noise with

all previously saved amounts of noise under the same query type. Based on the

comparison result, Blockchain will completely reuse old responses or call Server.

Manage privacy budget : Blockchain updates the privacy budget as queries are

answered, and Blockchain ensures no new privacy costs will be incurred for an-

swering queries once the specified privacy budget is exhausted.

4.1.3 Adversary Model

The adversary model for our system is similar to [43]. Assume that there are two

kinds of adversaries:

First, adversaries can obtain perturbed query results. They may try to infer users’

real information using perturbed queries’ results.

Second, adversaries attempt to modify the privacy budget. For example, they

would like to decrease the used privacy budget so that users may exceed the privacy

budget. As a result, privacy will leak. However, in our case, the privacy budget

is recorded on the blockchain. The adversaries cannot tamper it once the privacy

budget is stored in the blockchain.
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Algorithm 7: Our proposed algorithm to answer the m-th query and adjust
remaining privacy costs.
Input: D: dataset; Qm: the m-th query; (ϵm, δm): requested privacy parameters for query
Qm; (

√
ϵ squared remaining budget, δbudget): remaining privacy budget (at the beginning, it

is (
√
ϵ squared budget, δbudget) for ϵ squared budget = ϵbudget

2); ∆Qm
: ℓ2 sensitivity of query

Qm;

Output: Q̃m(D): noisy query response for query Qm on dataset D under
(ϵm, δm)-differential privacy;

1: σm ← Gaussian(∆Qm , ϵm, δm); //Comment: From Lemma 2.1, it holds that

Gaussian(∆Qm
, ϵm, δm) :=

√
2 ln 1.25

δm
× ∆Qm

ϵm
.

2: if the query Qm is seen for the first time then
3: Client computes ϵ squared cost such that

Gaussian(∆Qm
,
√
ϵ squared cost, δbudget) = σm;

4: //Comment: This means√
2 ln 1.25

δbudget
× ∆Qm√

ϵ squared cost
= σm, where σm as Gaussian(∆Qm

, ϵm, δm) is
√
2 ln 1.25

δm
× ∆Qm

ϵm
.

5: Client computes
ϵ squared remaining budget← ϵ squared remaining budget− ϵ squared cost;

6: if ϵ squared remaining budget ≥ 0 then

7: return Q̃m(D)← Qm(D) +N (0, 1)× σm; //Comment: We refer to this Case 1) in
Section 4.1.4. If Qm is multidimensional, independent Gaussian noise will be added to
each dimension.

8: Blockchain records ⟨Qm’s query type, ϵm, δm, σm, Q̃m(D)⟩; //Comment: This
information will be kept together with a cryptographic hash of the dataset D, which
Blockchain stores so it knows which records are for the same dataset D.

9: else
10: return an error of insufficient privacy budget;
11: end if
12: else
13: Suppose Qm is a type t-query. Blockchain compares σm with values in Σt := {σj : σj

has been recorded in Blockchain and Qj is a type t-query} (i.e., Σt consists of the
corresponding noise amounts for previous instances of type t-query), resulting in the
following subcases.

14: if there exists σj ∈ Σt such that σm = σj then

15: Blockchain returns Q̃m(D)← Q̃j(D); //Comment: We refer to this Case 2A) in
Section 4.1.4.

16: else if σm < min(Σt) then
17: //Comment: The case of partially reusing an old noise:
18: Client computes ϵ squared cost such that

[Gaussian(∆Qm
,
√
ϵ squared cost, δbudget)]

−2 = σm
−2 − [min(Σt)]

−2;
19: Client computes

ϵ squared remaining budget← ϵ squared remaining budget− ϵ squared cost;
20: if ϵ squared remaining budget ≥ 0 then

21: Blockchain computes NoiseReuseRatio← σm
2

[min(Σt)]2
and

AdditionalNoise← N (0, 1)×
√
σm

2 − σm
4

[min(Σt)]2

22: Blockchain contacts Server to compute

Q̃m(D)← Qm(D) + NoiseReuseRatio× [Q̃t,min(D)−Qm(D)] + AdditionalNoise,

where Q̃t,min(D) denotes the noisy response (kept in Blockchain) corresponding to
min(Σt); //Comment: We refer to this Case 2B) in Section 4.1.4.

23: Blockchain records ⟨Qm’s query type, ϵm, δm, σm, Q̃m(D)⟩;
24: else
25: return an error of insufficient privacy budget;
26: end if
27: else
28: //Comment: The case of fully reusing an old noise:
29: With σℓ denoting the maximal possible value in Σt that is also smaller than σm,

Blockchain reuses Q̃ℓ(D), which denotes the noisy response (kept in Blockchain)
corresponding to σℓ;

30: Blockchain computes Q̃m(D)← Q̃ℓ(D) +N (0, 1)×
√
σm

2 − σℓ
2; //Comment: We

refer to this Case 2C) in Section 4.1.4.

31: Blockchain records ⟨Qm’s query type, ϵm, δm, σm, Q̃m(D)⟩;
32: end if
33: end if
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4.1.4 Our Algorithm 7 based on Reusing Noise

We present our solution for reusing noise in Algorithm 7 in Section 4.1.5. We con-

sider real-valued queries so that the Gaussian mechanism can be used. Extensions

to non-real-valued queries can be regarded as future work, where we can apply the

exponential mechanism of [12].

To clarify notation use, we note that Qi means the i-th query (ordered chronolog-

ically) and is answered by a randomized algorithm Q̃i. A type t-query means that

the query’s type is t. Queries asked at different time can have the same query type.

This is the reason that we reuse noise in Algorithm 7.

Suppose a dataset D has been used to answer m− 1 queries Q1, Q2, . . . , Qm−1,

where the i-th query Qi for i = 1, 2, . . . ,m−1 is answered under (ϵi, δi)-differential

privacy (by reusing noise, or generating fresh noise, or combining both). For

i = 1, 2, . . . ,m, we define σi := Gaussian(∆Qi
, ϵi, δi), where ∆Qi

denotes the ℓ2-

sensitivity ofQi, where we defer the discussion of ∆Qi
to Section 4.1.8. As presented

in Algorithm 7, we have several cases discussed below. For better understanding

of these cases, we later discuss an example given in Table 4.2 in Section 4.2.

Case 1): If Qm is seen for the first time, we obtain the noisy response Q̃m(D) by

adding a zero-mean Gaussian noise with standard deviation

Gaussian(∆Qm , ϵm, δm) independently to each dimension of the true result

Qm(D) (if the privacy budget allows), as given by Line 7 of Algorithm 7,

where Gaussian(∆Qm , ϵm, δm) :=
√
2 ln 1.25

δm
× ∆Qm

ϵm
from Lemma 2.1.

Case 2): If Qm has been received before, suppose Qm is a type t-query, and

among the previous m − 1 queries Q1, Q2, . . . , Qm−1, let Σt consist of the

corresponding noise amounts for previous instances of type t-query; i.e., Σt :=

{σj : σj has been recorded in Blockchain and Qj is a type t-query}.

Blockchain compares σm and the values in Σt, resulting in the following

subcases.

Case 2A): If there exists σj ∈ Σt such that σm = σj, then Q̃m(D) is set as

Q̃j(D).

Case 2B): This case considers that σm is less than min(Σt) which denotes

the minimum in Σt. Let Q̃t,min(D) denote the noisy response (kept in
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Blockchain) corresponding to min(Σt); specifically, if min(Σt) = σj for

some j, then Q̃t,min(D) = Q̃j(D). Under σm < min(Σt), to minimize

the privacy costs, we reuse σm
2

[min(Σt)]2
fraction of noise in Q̃t,min(D) to

generate Q̃m(D) (if the privacy budget allows). This will be obtained

by Theorem 1’s Result (ii) to be presented in Section 4.1.5. Specifically,

under min(Σt) > σm, as given by Line 22 of Algorithm 7, Q̃m(D) is

set by Q̃m(D)← Qm(D) + σm
2

[min(Σt)]2
× [Q̃t,min(D)−Qm(D)] +N (0, 1)×√

σm
2 − σm

4

[min(Σt)]2
. Note that if Qm is multidimensional, independent

Gaussian noise will be added to each dimension according to the above

formula. This also applies to other places of this chapter.

Case 2C): This case considers that σm is greater than min(Σt) and σm is

different from all values inΣt. Let σℓ be the maximal possible value inΣt

that is also smaller than σm; i.e., σℓ = max{σj : σj ∈ Σt and σj < σm}.
Then Q̃m(D) is set as Q̃ℓ(D)+N (0, 1)×

√
σm

2 − σℓ
2. This will become

clear by Theorem 1’s Result (ii) to be presented in Section 4.1.5.

An example to explain Algorithm 7. Table 4.2 provides an example for better

understanding of Algorithm 7. We consider three types of queries. In particular,

Q1, Q4, Q6, Q10, Q12 are type 1-queries; Q2, Q5, Q8, Q9, Q11 are type 2-queries, and

Q3, Q7, Q13 are type 3-queries.

Table 4.2: An example to explain Algorithm 7.

Qm’s query type Q1 =type-1 Q2 =type-2 Q3 =type-3 Q4 =type-1 Q5 =type-2 Q6 =type-1 Q7 =type-3

σm computed by

Line 1 of Alg. 7
σ1 = 1 σ2 = 3 σ3 = 2 σ4 = 2.5 σ5 = 2 σ6 = 0.5 σ7 = 2

Case involved

in Alg. 7

1): Q̃1 ← Q1

+

N (0, 1)× σ1

with

accessing D

1): Q̃2 ← Q2

+

N (0, 1)× σ2

with

accessing D

1): Q̃3 ← Q3

+

N (0, 1)× σ3

with

accessing D

2C): Q̃4

reuses Q̃1

without

accessing D

2B): Q̃5

reuses Q̃2

with

accessing D

2B): Q̃6

reuses Q̃1

with

accessing D

2A): Q̃7

reuses Q̃3

without

accessing D

Q8 =type-2 Q9 =type-2 Q10 =type-1 Q11 =type-2 Q12 =type-1 Q13 =type-3

σ8 = 2.5 σ9 = 1.5 σ10 = 0.25 σ11 = 1 σ12 = 0.75 σ13 = 1.5

2C): Q̃8

reuses Q̃5

without

accessing D

2B): Q̃9

reuses Q̃5

with

accessing D

2B): Q̃10

reuses Q̃6

with

accessing D

2B): Q̃11

reuses Q̃9

with

accessing D

2C): Q̃12

reuses Q̃6

without

accessing D

2B): Q̃13

reuses Q̃7

with

accessing D
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4.1.5 Explaining the Noise Reuse Rules of Algorithm 7

Our noise-reuse rules of Algorithm 7 are designed to minimize the accumulated

privacy costs. To explain this, inspired by [13], we define the privacy loss to

quantify privacy costs. We analyze the privacy loss to characterize how privacy

degrades in a fine-grained manner, instead of using the composition theorem by

Kairouz et al. [151]. Although [151] gives the state-of-the-art results for the compo-

sition of differentially private algorithms, the results do not assume the underlying

mechanisms to achieve differential privacy. In our analysis, by analyzing the pri-

vacy loss of Gaussian mechanisms specifically, we can reduce the privacy costs.

When applying a randomized mechanism MG to the neighbouring datasets D

and D′, we use LMG
(D,D′; y) to represent the privacy loss which denotes the

multiplicative difference between the probabilities if the same output y is observed.

The definition of the privacy loss is

LMG
(D,D′; y) := ln

F [MG(D) = y]

F [MG(D′) = y]
, (4.1)

where F [ · ] represents the probability density function, and y represents the output.

In Eq. (4.1), the probability density function F [ · ] is used for simplicity when

assuming the randomized mechanismMG has a continuous output. If the output

ofMG is discrete, probability mass function P [ · ] is used to replace F [ · ].

WhenMG(D) is the probability distribution of a random variable y,

LMG
(D,D′;MG(D)) is the probability distribution of LMG

(D,D′; y). We simplify

LMG
(D,D′;MG(D)) as LMG

(D,D′).

We denote the composition of some randomized mechanismsMG1,MG2, . . . ,MGm

for a positive integerm byMG1∥MG2∥ . . . ∥MGm. For the composition, the privacy

loss with respect to neighboring datasetsD andD′ when the outputs of randomized

mechanismsMG1,MG2, . . . ,MGm are y1, y2, . . . , ym is defined by

LMG1∥MG2∥...∥MGm
(D,D′; y1, y2, . . . , ym) := ln

F
[
∩mi=1 [MGi(D) = yi]

]
F
[
∩mi=1 [MGi(D′) = yi]

] .



78 4.1. System Description

When yi follows the probability distribution of random variableMGi(D) for each

i ∈ {1, 2, . . . ,m}, clearly LMG1∥MG2∥...∥MGm
(D,D′; y1, y2, . . . , ym) follows the prob-

ability distribution of random variable

LMG1∥MG2∥...∥MGm
(D,D′;MG1(D),MG2(D), . . . ,MGm(D)),

which we write as LMG1∥MG2∥...∥MGm
(D,D′) for simplicity.

With the privacy loss defined above, we now analyze how to reuse noise when a

series of queries are answered under differential privacy. To this end, we present

Theorem 1, which presents the optimal ratio of reusing noise to minimize privacy

costs.

Theorem 1 (Optimal ratio of reusing noise to minimize privacy costs).

Suppose that before answering query Qm and after answering Q1, Q2, . . . , Qm−1,

the privacy loss LQ̃1∥Q̃2∥...∥Q̃m−1
(D,D′) is given by N (A(D,D′)

2
,A(D,D′)) for some

A(D,D′). For the m-th query Qm, suppose that Qm is the same as Qj for some

j ∈ {1, 2, . . . ,m− 1} and we reuse r fraction of noise in Q̃j(D) to generate Q̃m(D)

for 0 ≤ r ≤ 1 satisfying σm
2 − r2σj

2 > 0, where r is a constant to be decided.

If Q̃j(D) − Qj(D) follows a Gaussian probability distribution with mean 0 and

standard deviation σj, we generate the noisy response Q̃m(D) to answer query Qm

as follows:

Q̃m(D)← Qm(D) + r[Q̃j(D)−Qj(D)] +N (0, σm
2 − r2σj

2), (4.2)

so that Q̃m(D)− Qm(D) follows a Gaussian probability distribution with mean 0

and standard deviation σm.

Note that ∆Qm and ∆Qj
are the same since Qm and Qj are the same. Then we

have the following results.

(i) After answering the m queries Q1, Q2, . . . , Qm, the privacy loss

LQ̃1∥Q̃2∥...∥Q̃m
(D,D′) will be N (Br(D,D′)

2
, Br(D,D′)) for

Br(D,D′) := A(D,D′) + [∥Qm(D)−Qm(D′)∥2]2(1−r)2
σm

2−r2σj
2 .

(ii) We clearly require r ≥ 0 and σm
2 − r2σj

2 ≥ 0 in (4.2) above (note that

N (0, 0) ≡ 0). To minimize the total privacy costs (which is equivalent to
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minimize Br(D,D′) above), the optimal r is given by

roptimal =

 1, if σm ≥ σj,(
σm

σj

)2
, if σm < σj,

(4.3)

so that substituting Eq. (4.3) into the expression of Br(D,D′) gives

Broptimal
(D,D′)

=


A(D,D′), if σm ≥ σj;

A(D,D′) + [∥Qm(D)−Qm(D
′)∥2]2

(
1

σm
2 − 1

σj
2

)
, if σm < σj.

(4.4)

Note that if σm = σj for some j ∈ {1, 2, . . . ,m− 1}, we have roptimal = 1 and

just set Q̃m(D) as Q̃j(D).

Proof. The proof is in Appendix B.1.

Eq. (4.3) of Theorem 1 clearly indicates the noise use ratio σm
2

[min(Σt)]2
of Case 2B) in

Algorithm 7 (see Line 22 of Algorithm 7), and the noise use ratio 1 of Cases 2A)

and 2C) in Algorithm 7 (see Lines 15 and 30 of Algorithm 7).

By considering r = 0 in Result (i) of Theorem 1, we obtain Corollary 1, which

presents the classical result on the privacy loss of a single run of the Gaussian

mechanism.

Corollary 1. By considering m = 1 in Result (i) of Theorem 1, we have that

for a randomized algorithm Q̃ which adds Gaussian noise amount σ to a query

Q, the privacy loss with respect to neighboring datasets D and D′ is given by

N (A(D,D′)
2

,A(D,D′)) for A(D,D′) := [∥Q(D)−Q(D′)∥2]2
σ2 .

Corollary 1 has been shown in many prior studies [8–10] on the Gaussian mechanism

for differential privacy.

By considering r = 0 in Result (i) of Theorem 1, we obtain Corollary 2, which

presents the privacy loss of the naive algorithm where the noisy response to each

query is generated independently using fresh noise.

Corollary 2 (Privacy loss of the naive algorithm where each query is an-

swered independently). Suppose a dataset has been used to answer n queries
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Q1, Q2, . . . , Qn under differential privacy. Specifically, for i = 1, 2, . . . , n, to an-

swer the i-th query Qi under (ϵi, δi)-differential privacy, a noisy response Q̃i is

generated by adding independent Gaussian noise σi := Gaussian(∆Qi
, ϵi, δi) to

the true query result Qi, where ∆Qi
is the ℓ2-sensitivity of Qi. Then after an-

swering n queries Q1, Q2, . . . , Qn independently as above, the privacy loss with

respect to neighboring datasets D and D′ is given by N (F (D,D′)
2

, F (D,D′)) for

F (D,D′) :=
∑n

i=1
[∥Qi(D)−Qi(D

′)∥2]2
σi

2 .

4.1.6 Explaining Privacy Cost Update in Algorithm 7

Among the above cases, Cases 2A) and 2C) do not incur additional privacy costs

since they just use previous noisy results and generate fresh Gaussian noise, without

access to the dataset D. In contrast, Cases 1) and 2B) incur additional privacy

costs since they need to access the dataset D to compute the true query result

Qm(D). Hence, in Algorithm 7, the privacy cost is updated in Cases 1) and 2B),

but not in Cases 2A) and 2C). In this section, we explain the reason that the

privacy cost is updated in Algorithm 7 according to Lines 3 and 5 for Case 1), and

Lines 18 and 19 for Case 2B).

When our Algorithm 7 is used, we let the above randomized mechanismMGi be our

noisy response function Q̃i. When Q̃1, Q̃2, . . . , Q̃i−1 on dataset D are instantiated

as y1, y2, . . . , yi−1, if the generation of Q̃i on dataset D uses Q̃j for some j < i, then

the auxiliary information auxi in the input to Q̃i contains yj (aux1 is ∅). For the

consecutive use of our Algorithm 7, it will become clear that the privacy loss, de-

fined by LQ̃1,Q̃2,...,Q̃m
(y1, y2, . . . , ym) := lnmaxneighboring datasets D,D′

F[∩mi=1[Q̃i(D)=yi]]
F[∩mi=1[Q̃i(D′)=yi]]

,

follows a Gaussian probability distribution with mean V
2
and variance V for some

V , denoted by N (V
2
, V ). For such a reason that form of privacy loss, the corre-

sponding differential-privacy level is given by the following lemma.

Lemma 14. If the privacy loss of a randomized mechanism MG with respect to

neighboring datasetsD andD′ is given byN (V (D,D′)
2

, V (D,D′)) for some V (D,D′),

thenMG achieves (ϵ, δ)-differential privacy for ϵ and δ satisfying

maxneighboring datasets D,D′ V (D,D′) = [Gaussian(1, ϵ, δ)]−2.

Proof. The proof details are in Appendix B.2.
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Based on the privacy loss defined above, we have the following theorem which

explains the rules to update the privacy costs in our Algorithm 7.

Theorem 2. We consider the consecutive use of Algorithm 7 here. Suppose that

after answering Q1, Q2, . . . , Qm−1 and before answering query Qm, the privacy loss

with respect to neighboring datasets D and D′ is given by N (A(D,D′)
2

,A(D,D′)) for

some A(D,D′), and the corresponding privacy level can be given by (ϵold, δbudget)-

differential privacy. Then, in Algorithm 7, after answering allm queries Q1, Q2, . . . ,

Qm−1, Qm, we have:

• the privacy loss with respect to neighboring datasets D and D′

① will still be N (A(D,D′)
2

,A(D,D′)) in Cases 2A) and 2C),

② will be N (B(D,D′)
2

, B(D,D′)) in Case 1) for B(D,D′) := A(D,D′) +
[∥Qm(D)−Qm(D′)∥2]2

σm
2 ,

③ will be N (C(D,D′)
2

, C(D,D′)) in Case 2B) for C(D,D′) := A(D,D′) +

[∥Qm(D)−Qm(D
′)∥2]2 ×

[
1

σm
2 − 1

[min(Σt)]2

]
;

• the corresponding privacy level can be given by (ϵnew, δbudget)-differential pri-

vacy with the following ϵnew:

④ ϵnew = ϵold in Cases 2A) and 2C),

⑤ ϵnew
2 = ϵold

2 + ϵ squared cost in Case 1) for ϵ squared cost satisfying

Gaussian(∆Qm ,
√
ϵ squared cost, δbudget) = σm,

⑥ ϵnew
2 = ϵold

2 + ϵ squared cost in Case 2B) for ϵ squared cost satisfying

[Gaussian(∆Qm ,
√
ϵ squared cost, δbudget)]

−2 = σm
−2 − [min(Σt)]

−2.

Theorem 2 explains the rules to update the privacy cost in Algorithm 7. Specifi-

cally, Result ⑤ gives Lines 3 and 5 for Case 1), and Result ⑥ gives Lines 18 and 19

for Case 2B).

Proof. The proof is in Appendix B.3.

4.1.7 Analyzing the Total Privacy Costs

Based on Theorem 2, we now analyze the total privacy costs when our system calls

Algorithm 7 consecutively.
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At the beginning when no query has been answered, we have V = 0 (note that

N (0, 0) ≡ 0). Then by induction via Corollary 1 and Theorem 2, for the consecutive

use of Algorithm 7, the privacy loss is always in the form of N (V
2
, V ) for some V .

In our Algorithm 7, the privacy loss changes only when the query being answered

belongs to Cases 1) and 2B). More formally, we have the following theorem.

Theorem 3. Among queries Q1, Q2, · · · , Qn, let N1, N2A, N2B, and N2C be the set

of i ∈ {1, 2, . . . , n} such that Qi is in Cases 1), 2A), 2B), and 2C), respectively. For

queries in Case 2B), let T2B be the set of query types. In Case 2B), for query type

t ∈ T2B, suppose the number of type-t queries be mt, and let these type-t queries

be Qjt,1 , Qjt,2 , . . . , Qjt,mt
for indices jt,1, jt,2, . . . , jt,mt (ordered chronologically) all

belonging to N2B. From Case 2B) of Algorithm 7, we have σjt,1 > σjt,2 > . . . >

σjt,mt
, and for k ∈ {2, 3, . . . ,mt}, Q̃jt,k is answered by reusing

σjt,k
2

σjt,k−1
2 fraction of

old noise in Q̃jt,k−1
; more specifically, Q̃jt,k = Qjt,k +

σjt,k
2

σjt,k−1
2 [Q̃jt,k−1

− Qjt,k−1
] +

N (0, σjt,k
2−

σjt,k
4

σjt,k−1
2 ) from Line 22 of Algorithm 7 in Section 4.1.5 for Case 2B). We

also consider that Q̃jt,1 is answered by reusing
σjt,1

2

σjt,0
2 fraction of old noise in Q̃jt,0 .

Let the ℓ2-sensitivity of a type-t query be ∆(type-t).

In the example provided in Table 4.2, we have N1 = {1, 2, 3}, N2A = {7}, N2B =

{5, 6, 9, 10, 11, 13}, andN2C = {8, 12}. T2B = {type-1, type-2, type-3}. In Case 2B),

the number of type-1 queries is m1 = 2, and these type-1 queries are Q6 and Q10

so j1,1 = 6 and j1,2 = 10 (also j1,0 = 1 since Q̃6 reuses Q̃1); the number of type-2

queries is m2 = 3, and these type-2 queries are Q5, Q9, and Q11 so j2,1 = 5 and

j2,2 = 9, j2,3 = 11 (also j2,0 = 2 since Q̃5 reuses Q̃2); the number of type-3 queries

is m3 = 1, and this type-3 query is Q13 so j3,1 = 13 (also j3,0 = 3 since Q̃13 reuses

Q̃3).

Then after Algorithm 7 is used to answer all n queries with queryQi being answered

under (ϵi, δi)-differential privacy, we have:
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• The total privacy loss with respect to neighboring datasets D and D′ is given

by N (G(D,D′)
2

, G(D,D′)), where

G(D,D′) :=
∑
i∈N1

[∥Qi(D)−Qi(D
′)∥2]2

σi
2

+
∑
t∈T2B

{
[∥Qjt,mt

(D)−Qjt,mt
(D′)∥2]2

σjt,mt

2

−
[∥Qjt,0(D)−Qjt,0(D

′)∥2]2

σjt,0
2

}
, (4.5)

and the first summation is the contribution from queries in Case 1), and the

second summation is the contribution from queries in Case 2B). When D

and D′ iterate the space of neighboring datasets, the maximum of ∥Qi(D)−
Qi(D

′)∥ is Qi’s ℓ2-sensitivity ∆Qi
, and the maximum of both ∥Qjt,mt

(D) −
Qjt,mt

(D′)∥2 and ∥Qjt,0(D)−Qjt,0(D
′)∥2 are ∆(type-t) since Qjt,mt

and Qjt,0

are both type-t queries, we obtain

max
neighboring datasets D,D′

G(D,D′)

=
∑
i∈N1

∆Qi

2

σi
2

+
∑
t∈T2B

[
[∆(type-t)]2

σjt,mt

2
− [∆(type-t)]2

σjt,0
2

]
. (4.6)

In the example provided in Table 4.2 in Section 4.2,

maxneighboring datasets D,D′ G(D,D′) is given by

∆Q1

2

σ1
2

+
∆Q2

2

σ2
2

+
∆Q3

2

σ3
2

+

[
[∆(type-1)]2

σ10
2

− [∆(type-1)]2

σ1
2

]

+

[
[∆(type-2)]2

σ11
2

− [∆(type-2)]2

σ2
2

]
+

[
[∆(type-3)]2

σ13
2

− [∆(type-3)]2

σ3
2

]

=
[∆(type-1)]2

σ10
2

+
[∆(type-2)]2

σ11
2

+
[∆(type-3)]2

σ13
2

.

• From Lemma 14, the total privacy costs of our Algorithm 7 can be given by

(ϵours, δbudget)-differential privacy for ϵours satisfying

[Gaussian(1, ϵours, δbudget)]
−2 = max

neighboring datasets D,D′
G(D,D′), (4.7)
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or (ϵ, δ)-differential privacy for any ϵ and δ satisfying [Gaussian(1, ϵ, δ)]−2 =

maxneighboring datasets D,D′ G(D,D′).

Proof. The proof is in Appendix B.4.

Remark 4.1. Theorem 3 can be used to understand that our Algorithm 7 incurs

fewer privacy costs than that of the naive algorithm where n queries are an-

swered independently. As given in Corollary 2, the privacy loss with respect to

neighboring datasets D and D′ is given by N (F (D,D′)
2

, F (D,D′)) for F (D,D′) :=∑n
i=1

[∥Qi(D)−Qi(D
′)∥2]2

σi
2 . Clearly, F (D,D′) ≥ G(D,D′) forG(D,D′) given by Eq. (4.5)

above. From Lemma 14, the privacy cost of the naive algorithm can be given by

(ϵnaive, δbudget)-differential privacy for ϵnaive satisfying [Gaussian(1, ϵnaive, δbudget)]
−2 =

maxneighboring datasets D,D′ F (D,D′), which with Eq. (4.7) in Theorem 3 and the ex-

pression of Gaussian( · , · , · ) in Lemma 2.1 implies

ϵours
ϵnaive

=

√
maxneighboring datasets D,D′ G(D,D′)

maxneighboring datasets D,D′ F (D,D′)
≤ 1,

where the equal sign is taken only when all n queries are different so no noise reuse

is incurred in our Algorithm 7.

4.1.8 Computing the ℓ2-sensitivity of A Query

For one-dimensional real-valued query Q, ∆Q is simply the maximal absolute dif-

ference between Q(D) and Q(D′) for any neighboring datasets D and D′. In

Section 4.3, to evaluate the performance, we define neighboring datasets by con-

sidering modifying an entry. Then, if the dataset has n users’ information, and

the domain of each user’s income is within the interval [min income,max income],

then ∆Q for query Q being the average income of all users is max income−min income
n

since this is the maximal variation in the output when a user’s record changes.

Similarly, ∆Q for query Q being the percentage of female users is 1
n
.
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4.2 Implementation Challenges of Our Blockchain-

Based System

We now discuss challenges and countermeasures during the design and implemen-

tation of our blockchain-based system.

Smart Contract fetches external data. Ethereum blockchain applications, such as

Bitcoin scripts and smart contracts are unable to access and fetch directly the

external data they need. However, in our application, Blockchain needs to fetch

data from Server then returns them to Client. This requires smart contract to

send the HTTP POST request. Hence, we use the Provable, a service integrated

with a number of blockchain protocols and can be accessed by non-blockchain

applications as well. It guarantees that data fetched from the original data-source

is genuine and untampered.

By using the Provable, smart contracts can directly access data from web sites or

APIs. In our case, Blockchain can send HTTP requests to Server with parame-

ters, and then process and store data after Server responds successfully.

Mathematical operations with Solidity. Blockchain is written using solidity lan-

guage which is designed to target Ethereum Virtual Machine. However, current

solidity language does not have inherent functions for complex mathematical op-

erations, such as taking the square root or logarithm. We write a function to

implement the square root operation. To avoid using Lemma 2.1 to compute log-

arithm in Blockchain, we generate Gaussian noise in Client, and pass the value

to Blockchain as one of the parameters in function QueryMatch. Besides, current

Solidity version cannot operate float or double type data. To keep the precision,

we scale up the noise amount during calculation, and then scale down the value

before returning the noisy data to analysts.

4.3 Implementation and Experiments

In this section, we perform experiments to validate that the proposed system and

algorithm are effective in saving privacy costs according to the system flow shown

in Fig. 4.2. More specifically, a user sends a query through the UI, and then Client
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alt

:Client :Server

Analysts

2. query(queryName,

 privacyParams)
3. getRemainingBudget()

4. return current budget

7. return stored noisy response

else

10. return noisy response11. return noisy response

:UI

1.start

12. return noisy response

:Smart Contract

6. isStored(queryName, sigma)

9.getNoisyResponse(queryName, oldSigma, 

sigma, guassianRandom)

isStored==true&&sigma>=existingSigma

5. getQueryResult(queryName, sigma,

 guassianRandom)

8. return stored noisy response

Figure 4.2: The proposed blockchain-based system working flow for
differential-privacy costs management.

receives the query and forwards it to Blockchain smart contract. After the smart

contract checks with stored data, it will decide whether to return the noisy response

to Client directly or forward the request to Server. If Server receives the request,

it will generate and return a noisy response to the smart contract.

4.3.1 Experiment Setup

We prototype a web application based on the system description in Section 4.1.

We use the Javascript language to write Client, whereas the Solidity language is

for Blockchain smart contract. Besides, Web3 is used as the Javascript API to

exchange information between Client and Blockchain smart contract, and then

Node.js and Express web framework are leveraged to set up Server. In addition,

MongoDB is used as the database to host the real-world dataset. Our designed

smart contracts are deployed on the Ropsten [152] testnet with the MetaMask

extension of the Chrome browser. The Ropsten testnet is a testing blockchain

environment maintained by Ethereum, and it implements the same Proof-of-Work

protocol as the main Ethereum network. Fig. 4.3 shows the screenshot of our

blockchain-based privacy management system. Fig. 4.4 presents outputs while

sending queries using the system.
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The evaluation of the proposed differential privacy mechanism is based on a real-

world dataset containing American community survey samples extracted from

the Integrated Public Use Microdata Series at https://www.ipums.org. There

are 5000 records in the dataset. Each record includes the following numerical

attributes: “Total personal income”, “Total family income”, “Age”, and cate-

gorical attributes: “Race”, “Citizenship status”. We set the privacy budget as

ϵbudget = 8 and δbudget = 10−4, which are commonly used to protect the privacy of a

dataset [18, 153]. We consider five types of queries: “average personal income”, “av-

erage total family income”, “frequency of US citizens”, “frequency of white race”,

and “frequency of age more than 60”. For the privacy parameter of each query Qi,

we sample ϵi uniformly from [0.1, 1.1] and sample δi uniformly from [10−7, 10−5].

The sensitivities of these queries are 202, 404, 0.0002, 0.0002, and 0.0002, respec-

tively. We compute the sensitivity of a query based on Section 4.1.8. For the query

“average total personal income”, since the user’s total personal income ranges from

−5000 to 700000 in the dataset mentioned above, we assume the domain of total

personal income is in the range of [−10000, 1000000] for all possible datasets. The
sensitivity is (1000000 − (−10000))/5000 = 202 and the mechanism protects the

privacy of all data within [−10000, 1000000]. Thus, it can protect the privacy of

the dataset in our experiment. Suppose the received query is “average total family

income”. In that case, we assume the maximal variation is [−20000, 2000000] for
all possible datasets because the total family income’s range is [−5000, 1379500] in
the dataset we use. The sensitivity is (2000000 − (−20000))/5000 = 404. Hence,

our generated noise with the sensitivity of 404 can protect the privacy of all data

within [−20000, 2000000]. Therefore, it can protect the privacy of the dataset we

use as well. The sensitivity for queries “frequency of US citizens”, “frequency of

white race”, and “frequency of age more than 60” is 1/5000 = 0.0002.

4.3.2 Experimental Results

The benchmark of our experiment is a naive scheme which does not contain Algo-

rithm 7 in the smart contract. That is, every query will be forwarded by the smart

contract to Server to get the noisy response. Hence, no differential privacy cost

can be reused in the naive scheme.

https://www.ipums.org
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Figure 4.3: Screenshot of blockchain-based privacy management system demo.

Figure 4.4: Displaying of outputs with ϵ privacy costs.
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Figure 4.5: Performance comparison of the sum of privacy costs.

First, we use an experiment to validate that our proposed Algorithm 7 is effective

in saving privacy costs. Thus, we design a performance comparison experiment by
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Figure 4.6: Performance comparison of the sum of relative error.

tracking privacy costs using our Algorithm 7 and the naive scheme, respectively.

Specifically, we deploy two smart contracts implementing our Algorithm 7 and the

naive scheme respectively on the Ropsten testnet. Then, we send 150 requests

randomly selected in five query types from Client of the web application, and

record the privacy cost of each query. As shown in Fig. 4.5, compared with the

naive scheme, the proposed algorithm saves significant privacy cost. When the

number of the queries is 150, the differential-privacy cost of Algorithm 7 is about

52% less than that of the naive algorithm. We also observe that the privacy cost

in the proposed scheme increases slowly when the number of queries increases,

even trending to converge to a specific value. The reason is that, in Algorithm 7,

for each query type, we can always partially or fully reuse previous noisy answers

when the query type is asked for a second time or more. Therefore, in our scheme,

many queries are answered without incurring the additional privacy cost if noisy

responses fully reuse previous noisy answers.

Second, to prove that the proposed Algorithm 7 retains the accuracy of the dataset,

we design another experiment to compare the sum of relative errors. We use the

same smart contracts as those in the last experiment. We accumulate relative errors

incurred in each query. Fig. 4.6 shows that the sum of relative errors of Algorithm 7

is comparable with that of the naive scheme. Since relative errors are similar

between two schemes, our results demonstrate that the proposed Algorithm 7 keeps

the accuracy.



90 4.3. Implementation and Experiments

As a summary, Fig. 4.5 and Fig. 4.6 together demonstrate that our Algorithm 7

can save privacy costs significantly without sacrificing the accuracy of the dataset.

Third, we evaluate the relationship between the query utility and the privacy bud-

get. As defined in [154], the privacy utility of a mechanism satisfies (α, β)-useful

if |Q̃m(D) − Qm(D)| ≤ α with probability at least 1 − β. Thus, a small α means

that the gap between the perturbed result and the actual result is small, which also

reflects that the mechanism has a high utility. The noise added to a query can be

calculated as σ = Gaussian(∆Q, ϵ, δ), where Gaussian(∆Q, ϵ, δ) =
√

2 ln 1.25
δ
× ∆Q

ϵ
.

We set δ = 10−5 and ϵ ∈ [1, 8]. Appendix B.5 proves that when we set β = 0.05,

α = 2σ. Fig. 4.7 and Fig. 4.8 illustrate how the utility and noise change as the pri-

vacy budget ϵ increases. Fig. 4.7 shows the value of α decreases when the privacy

budget ϵ increases, meaning that the utility increases. In addition, the amount of

noise added reflects the utility of the query as well. When less noise is added to the

query response, the more utility the response gains. Fig. 4.8 shows that how the

noise changes with the privacy budget. As the privacy budget increases, noise de-

creases, which means that the query utility increases. The amount of noise depends

on values of the privacy budget and the sensitivity. Queries such as “Frequency

of US citizens”, “Frequency of white race” and “Frequency of age more than 60”

have the same sensitivity value 0.0002, so the noise added to their responses is the

same when the privacy budgets they use are equal.
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Figure 4.8: Noise vs the privacy budget.

4.4 Summary

In this chapter, we use a blockchain-based approach for tracking and saving differ-

ential privacy costs. Our design proposes an algorithm that reuses noise fully or

partially for different instances of the same query type to minimize the accumulated

privacy costs. The efficiency of the algorithm is proved via rigorous mathematical

proof. Moreover, we design a blockchain-based system for conducting real-world

experiments to confirm the proposed approach is effective.





Chapter 5

Privacy-Preserving

Blockchain-Based Federated

Learning for IoT Devices1

In this chapter, we design an FL-based system that considers home appliances

of the same brand in a family as a unit, and a mobile phone is used to collect

data from home appliances periodically and train the machine learning model lo-

cally [44]. Besides, our designed system uses blockchain to record crowdsourcing

activities. Moreover, we improve the traditional batch normalization by remov-

ing constraints of mean value and variance while constraining the bound within

[−
√
N − 1,

√
N − 1], where N denotes the batch size. Then, we add the Laplace

noise to the normalization layer with a formal privacy guarantee to perturb the ex-

tracted features so that the trained models can prevent information leakage. Fur-

thermore, to motivate more customers to participate in the crowdsourcing task and

reduce malicious and poisoning updates, we utilize a reputation-based crowdsourc-

ing incentive mechanism, which rewards reliable customers and punishes malicious

customers correspondingly. We evaluate the FL algorithm with Convolutional Neu-

ral Networks (CNN) for MNIST digit recognition task. A global model is initiated

with random parameters, and then each participant trains the model using their

data. All the locally trained models are aggregated to obtain a set of averaged

1The work in this chapter has been published as Yang Zhao, Jun Zhao, Linshan Jiang,
Rui Tan, Dusit Niyato, Zengxiang Li, Lingjuan Lyu, and Yingbo Liu. “Privacy-Preserving
Blockchain-Based Federated Learning for IoT Devices”, in IEEE Internet of Things Journal,
DOI: 10.1109/JIOT.2020.3017377, 2021.

93
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model parameters. During the training, the batch normalization technique is com-

monly adopted in order to resolve the overfitting issue.

Contributions. The major contributions of this chapter are summarized as fol-

lows:

• First, a hierarchical crowdsourcing FL system is proposed to build the ma-

chine learning model to help home appliance manufacturers improve their

service quality and optimize functionalities of home appliances.

• Second, we propose a new normalization technique that delivers a higher test

accuracy than batch normalization while preserving the privacy of the ex-

tracted features of each participant’s data. Besides, by leveraging differential

privacy, we prevent adversaries from exploiting the learned model to infer

customers’ sensitive information.

• Third, our blockchain-based system prevents malicious model updates by

holding all model updates accountable.

Organization. The rest of the chapter is organized as follows. We introduce our

design of the system in Section 5.1. Section 5.2 shows the advantages and dis-

advantages of our designed system. Section 5.3 presents the experimental results

showing that our technique is working. Section 5.4 discusses how we prevent infor-

mation leakage using differential privacy techniques in our designed system. Then,

we conclude the chapter and identify future directions in Section 5.5.

Notations. Notations that appear in the rest of the chapter are summarized in

Table 5.1.

5.1 System Design

This section introduces a system designed for smart home appliance manufacturers

interested in building a machine learning model using data from customers’ home

appliances to analyze customers’ habits and improve their service and products.
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Table 5.1: Summary of notations

Symbol Definition
ϵ differential privacy budget
B a batch of training examples
N batch size
µ mean value of normalized features
σ standard deviation of normalized features
σ2 variance of normalized features
Lf length of feature
Wf width of feature
Vi,j,k value at a position ⟨i, j⟩ for the feature of image k

Ṽi,j,k
value at a position ⟨i, j⟩ for the feature of
image k after batch normalization

V̂i,j,k
value at a position ⟨i, j⟩ for the feature of
image k after our normalized technique

R the number of updates
fbm the number of Byzantine customers
score(i) the sum of Euclidean distances of each customer i’s

update to the closest R− fbm − 2 updates
∆w model update
rep reputation value
repMax maximal reputation value
evaluation output of the evaluation function
average average reputation value of the participating customers
low low evaluation result
high high evaluation result
u the user u selected by the consensus protocol

Algorand [155] as one of leading candidates
τ expected number of sub-users
p probability of any coin being chosen
M all users’ total amount of coins
GAN generative adversarial network

5.1.1 System Overview

This section introduces a system designed for smart home appliance manufacturers

interested in building a machine learning model using data from customers’ home

appliances to analyze customers’ habits and improve their service and products.

Figure 5.1 illustrates the architecture of our proposed system. The system consists

of three primary components: manufacturers, customers, and blockchain. Specifi-

cally, manufacturers raise a request for a crowdsourcing FL task. Then, customers

who are interested in the crowdsourcing FL tasks submit their trained models to
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Figure 5.1: An overview of our system.

the blockchain. Finally, the blockchain serves as the centralized server to gather

customers’ models, and a selected miner calculates and generates the global FL

model for home appliance manufacturers. Then, we would like to introduce each

component in detail.

Manufacturers. Manufacturers raise a request to build a machine learning model

to predict customers’ consumption behaviours and improve home appliances, which

is a crowdsourcing FL task. Customers who have home appliances can participate

in the FL task. To facilitate the progress of FL, we use the blockchain to store the

initial model with randomly selected parameters. Otherwise, manufacturers need

to send the model to everyone or save it in third-party cloud storage. In addition,

neither manufacturers nor customers can deny recorded contributions or activities.

Eventually, manufacturers will learn a machine learning model as more and more

customers participate in the crowdsourcing FL task.

Customers. Customers who have home appliances satisfying crowdsourcing re-

quirements can apply for participating in the FL task. However, since home appli-

ances are equipped with heterogeneous storage and computational powers, it isn’t

easy to enable each IoT device to train the deep learning model. To address this
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issue, we adopt the partitioned deep learning model training approach [85, 156].

Specifically, we use a mobile phone to collect data from home appliances and extract

features. To preserve privacy, we add ϵ-DP noise to features. Then, customers con-

tinue training fully connected layers in the MEC server. To be specific, we clarify

the customers’ responsibilities in four detailed steps as follows.

Step 1: Customers download the initial model from the blockchain. Customers

who are willing to participate in the FL task check and download the initial model,

which is uploaded by the manufactures and available on the blockchain.

Step 2: Customers extract features on the mobile. The mobile phone collects

all participating home appliances’ data periodically. Then, customers can start

training the model using collected data. Since a third party provides the MEC

server, it may leak information. Therefore, we divide the local training process into

two phases: mobile training and MEC server training. Because perturbing original

data directly may compromise the model’s accuracy, we treat the convolutional

neural network (CNN) layers as the feature extractor to extract features from the

original data in the mobile. Then, we add ϵ-DP noise to features before offloading

them to the fully connected layers in the MEC.

Step 3: Customers train fully connected layers in the mobile edge computing server.

The mobile sends the privacy-preserving features and original labels to the mobile

edge computing server so that the server helps train the fully connected layers.

The training loss is returned to the mobile to update the front layers.

Step 4: Customers upload models to the blockchain. After training the model,

customers sign on hashes of models with their private keys, and then they upload

models to the blockchain via smartphones. However, if miners determine that the

signature is invalid, the transaction fails because an adversary uses faked data to at-

tack the learning process. After miners confirm the transaction, customers can use

the transaction history as an invoice to claim reward and reputation. Section 5.1.2

shows the detail of reputation calculation. By using the immutable property of the

blockchain, both manufacturers and customers cannot deny transactions stored on

the blockchain.

Blockchain. A consortium blockchain is used in our crowdsourcing system to

store machine learning models permanently. The consensus protocol is the Algo-

rand which is based on proof of stake (PoS) as well as byzantine fault tolerance
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(BFT) [155, 157]. Algorand relies on BFT algorithms for committing transactions.

The following steps are required to reach the consensus: (1) Miners compete for

the leader. The ratio of a miner’s stake (i.e., coins) to all tokens determines the

probability for the miner to be selected. Subsequently, by hashing the output of a

random function with the identities of nodes specified by their stake, the order of

the block proposals is obtained. Thus, a miner with more stakes will gain a higher

chance to become a leader. (2) Committee members verify the block generated

by the selected leader. When more than 2/3 of the committee members sign and

agree on the leader’s block, the new block gets admitted. (3) Committee members

execute the gossip protocol to broadcast the new block to neighbours to arrive at

a consensus in the blockchain.

In our case, the workflow starts with a manufacturer uploading an initial model

to the blockchain. Then, customers can send requests to obtain that model. Af-

ter training models locally, customers upload their locally trained models to the

blockchain. Because of the limitation of the block size, we propose to use IPFS

as the off-chain storage. Then, customers upload their models to the IPFS, and

a hash will be sent to the blockchain as a transaction. The hash can be used

to retrieve the actual data from IPFS. The leader and miners are responsible for

confirming transactions and calculating the averaged model parameters to obtain

a global model. Miners’ results are mainly used for verifying the leader’s result.

After all, customers upload their trained models, the miners download them and

start calculating the averaged model parameters. Then, one of the miners is se-

lected as the leader to upload the global model to the blockchain. We will explain

the process in detail as follows:

① Miners verify the validity of the uploaded model. When a customer uploads a

model or the hash of the model to the blockchain, a miner checks the digital sig-

nature of the uploaded file. If the signature is valid, the miner confirms that the

update is from the legal participant and puts the transaction in the transaction

pool. Subsequently, selected miners constitute a committee to verify all trans-

actions in the pool using Multi-KRUM [158, 159], and accept legitimate updates.

After confirming the validity of the uploaded model, the leader selected from miners

will generate a new block containing the uploaded file.

② A selected leader updates the model. A leader is selected from a group of min-

ers to update the model. Miners compete for updating parameters to get the
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reward. Algorand uses the Verifiable Random Functions (VRF) as a local and

non-interactive way to select a subset of users as the leading candidates. They

form a committee (weighed by their coins) and determine their priorities. A leader

candidate with the highest priority will become the leader to update the model

parameters. As their coins weigh each user, one coin unit can be regarded as

a sub-user. A user with m coins has m “sub-users”. Let τ be the expected

number of sub-users that the system desires to choose, and M be all users’ to-

tal amount of coins. Then the probability p of any coin being chosen can be

set as τ/M . A user, u with m units of currency, will first use its secret key to

generate a hash and proof via VRF. The interval [0, 1] is divided into m + 1 sub-

intervals, so that the number j of selected sub-users for this user is determined

by which sub-interval hash/2hashlen falls in (hashlen denotes the length of hash);

i.e., j satisfies hash/2hashlen ∈ [
∑j

k=0

(
m
k

)
pk(1 − p)m−k,

∑j+1
k=0

(
m
k

)
pk(1 − p)m−k) (if

hash/2hashlen = 1, then j = m). Other users can use the proof to check that user

u indeed has j sub-users selected. The number of selected sub-users is each user’s

priority. The user with the highest priority will become the leader. The selected

leader is responsible for aggregating models submitted by customers and uploading

the global model to the blockchain.

5.1.2 Incentive mechanism

To attract more customers to contribute to building the FL model, we design an

incentive mechanism. Because data in home appliances contain confidential infor-

mation and training consumes computing resources, some customers are unwilling

to train the FL model. However, with an incentive mechanism, customers will be

rewarded based on their contributions. Then, customers may trade for services,

such as the maintenance and upgrade services for appliances, provided by manufac-

turers using rewards. Specifically, by combining the Multi-KRUM [158, 159] and

the reputation-based incentive protocols [160], an incentive mechanism is designed

to prevent the poisoning attack as well as reward contributors properly.

After the local model is uploaded, verifiers calculate the reputation using the Multi-

KRUM algorithm and eliminate unsatisfied updates. The verifiers, selected based

on the VRF [155] from miners, will remove malicious updates by executing the
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Multi-KRUM algorithm on updates in the received pool and accept the top major-

ity of the updates received every global epoch. The verifier will add up Euclidean

distances of each customer i’s update to the closest R−fbm−2 updates and denote

the sum as each customer i’s score score(i). R means the number of updates, and

fbm implies the number of Byzantine customers. ∆w means the model update. It

is given by

score(i) =
∑
i→j

∥∆wi −∆wj∥2, (5.1)

where i→ j denotes the fact that ∆wj belongs to the R− fbm− 2 closest updates

to ∆wi. The R− fbm customers who obtain the lowest scores will be chosen while

rejecting the rest.

The value of the reward is proportional to the customer’s reputation. If veri-

fiers accept a customer’s update, the value of reputation increases by 1; other-

wise, it decreases by 1. Each participant is assigned with an initial reputation

value rep, and rep is an integer selected from the set(0, 1, · · · , repMax), where

repMax denotes the highest reputation. If a miner verifies a solution is correct

and provides a positive evaluation, the participant’s reputation will increase and

be recorded in the blockchain. Let evaluation denote the evaluation function’s out-

put. evaluation = high denotes a high evaluation result while evaluation = low

denotes a low evaluation result. Therefore, the update rule of the reputation rep

is as follows:

rep =



min(repMax, rep+ 1), if evaluation = high and rep ≥ average,

rep− 1, if evaluation = low and rep ≥ average+ 1,

0, if evaluation = low and rep = average,

rep+ 1, if rep < average,

(5.2)

where average denotes the average reputation of the whole customer, and it is the

threshold of the selected social strategy, which uses social norms (i.e., Multi-KRUM

algorithm) to control customers’ behaviours [160]. If a customer’s reputation is

average and receives a low feedback after evaluation, her reputation will fall to 0.

The blockchain records the status of customers’ reputations.
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5.1.3 Normalization Technique

To protect the privacy of users’ updates, we perturb extracted features in the nor-

malization layer. Now, we present the improvement for the normalization technique

proposed in [85]. Although CNN has many channels, our analysis below focuses

on one channel only for simplicity. For this channel, suppose the output of the

convolutional layers has dimension Lf ×Wf . Let the value at a position ⟨i, j⟩ for
the feature of image k be Vi,j,k. Given i and j, Jiang et al. [85] adopt the batch

normalization which transforms Vi,j,k to Ṽi,j,k, so that for each batch B, the values
Ṽi,j,k for k ∈ B have a mean of 0 and a variance of 1; i.e.,

1

|B|
∑
k∈B

Ṽi,j,k = 0,

while
1

|B|
∑
k∈B

(Ṽi,j,k)2 = 1.

From |B| = N and the Cauchy–Schwarz inequality, [85] bounds

Ṽi,j,k ∈ [−
√
N − 1,

√
N − 1]

for any i, j, k, so that if one value in the feature

{
Vi,j,k | i ∈ {1, 2, . . . ,Lf} and j ∈ {1, 2, . . . ,Wf}

}
of image k varies, the sensitivity of

{
Ṽi,j,k | i ∈ {1, 2, . . . ,Lf} and j ∈ {1, 2, . . . ,Wf}

}
is at most 2

√
N − 1.

Then, according to Laplace mechanism [7], the independent zero-mean Laplace

noise with scale 2
√
N − 1

/
ϵ is added to each Ṽi,j,k for i ∈ {1, 2, . . . ,Lf} and j ∈

{1, 2, . . . ,Wf} to protect Vi,j,k under ϵ-differential privacy. In our approach, we

normalize Vi,j,k for i ∈ {1, 2, . . . ,Lf} and j ∈ {1, 2, . . . ,Wf} as

V̂i,j,k ∈ [−
√
N − 1,

√
N − 1],
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so that if one value in the feature

{
Vi,j,k | i ∈ {1, 2, . . . ,Lf} and j ∈ {1, 2, . . . ,Wf}

}
of image k varies, the sensitivity of

{
V̂i,j,k | i ∈ {1, 2, . . . ,Lf} and j ∈ {1, 2, . . . ,Wf}

}
is 2
√
N − 1. Then, based on Laplace mechanism [7], the independent zero-mean

Laplace noise with scale 2
√
N − 1

/
ϵ is added to each V̂i,j,k for i ∈ {1, 2, . . . ,Lf} and j ∈

{1, 2, . . . ,Wf} to protect Vi,j,k under ϵ-differential privacy. From the above discus-

sions, batch normalization of [85] enforces not only

Ṽi,j,k ∈ [−
√
N − 1,

√
N − 1]

but also the mean is
1

|B|
∑
k∈B

Ṽi,j,k = 0

and the variance is
1

|B|
∑
k∈B

(Ṽi,j,k)2 = 1,

while our normalization technique requires only

V̂i,j,k ∈ [−
√
N − 1,

√
N − 1]

without any constraints on the mean and variance. Experiments to be presented

in Section 5.3 show that our normalization technique significantly improves the

learning accuracy over that of [85].

Next, we explain why our normalization technique outperforms batch normaliza-

tion. Both Jiang et al.’s solution [85] and our solution add the same zero-mean

Laplace noise to normalized layer inputs. When using batch normalization, the

mean of features µ = 0 and the variance σ2 = 1. For ease of explanation, below,

we use a Gaussian distribution as an example for the distribution of the features

since Gaussian distributions appear in many real-world applications. Note that

the actual distribution of the features may not follow Gaussian. According to the

three-sigma rule of Gaussian distribution [161], about 99.73% values lie within

three standard deviations of the mean. Similarly, most feature values after batch
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normalization lie in [−3σ, 3σ] which is [−3, 3] instead of [−
√
N − 1,

√
N − 1]. In

contrast, feature values lie more evenly in [−
√
N − 1,

√
N − 1] when using our nor-

malization technique. Thus, features have smaller magnitudes when using batch

normalization than using our normalization technique.

In the case of batch normalization, we have

2
√
N − 1

ϵ
≫ 3σ,

=⇒ 2
√
N − 1

ϵ
≫ 3,

=⇒ ϵ≪ 16

3
≈ 5.33.

Thus, true feature values will be seriously perturbed by noise when the privacy

parameter ϵ≪ 5.33 using batch normalization. However, when we use our normal-

ization technique, we obtain that

2
√
N − 1

ϵ
≫
√
N − 1,

=⇒ ϵ≪ 2.

Hence, when the privacy parameter ϵ ≪ 2, the true value is overwhelmed by the

noise. The more significant privacy parameter means less noise, so feature values

using batch normalization are more vulnerable. Thus, our above example implies

that features will be perturbed more seriously when using batch normalization

than our normalization technique. Summarizing above, the trained model with

our normalization technique will achieve a higher test accuracy than trained using

batch normalization.

5.2 Pros and Cons of our framework

We discuss the advantages and disadvantages of our framework in this section.
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Figure 5.2: The neural network used in experiments.

5.2.1 Privacy and Security

Our system leverages differential privacy techniques to protect the privacy of the

extracted features. Thus, the system keeps the participating customers’ data con-

fidential. Furthermore, the trained model is encrypted and signed by the sender to

prevent the attackers and imposters from stealing the model or deriving original

data through reverse-engineering.

5.2.2 Delay Crowdsourcing

Assume there are many customers, and the system highly depends on customers’

training results to obtain the predictive model in one global epoch. Unlike other

crowdsourcing jobs, manufacturers in our system prefer customers to follow their

lifestyle instead of rushing to finish the job to obtain the actual status. As a

result, customers who seldom use devices may postpone the overall crowdsourc-

ing progress. This problem can be mitigated by using incentive mechanisms.

Yu et al. [162] designed a queue to store customers who submitted their mod-

els in order. Thus, customers who submit their locally trained models early will be

rewarded to encourage people to submit their updates earlier.

5.3 Experiments

To validate the effectiveness of our designed FL with a differential privacy approach,

we conduct experiments on the MNIST handwritten image dataset [163].
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5.3.1 Experiment Setup

The MNIST dataset includes 50,000 training image samples and 10,000 test image

samples. Each sample is a 28× 28 grayscale image showing a handwritten number

within 0 to 9. In addition, the MNIST is a standard dataset employed for test-

ing machine learning algorithms. It gives moderate and typical complexity faced

by IoT applications. Therefore, we leverage the MNIST dataset, which has been

used for testing the performance of the IoT system by [85, 164–169]. Our designed

CNN network includes hidden layers responsible for feature extraction and fully

connected layers for classification. Two convolutional layers contain 30 and 80

channels, respectively. A max-pooling layer is deployed to reduce spatial dimen-

sions of the convolutional layers’ output after each convolutional layer. Therefore,

max-pooling layers accelerate the learning speed of the neural network. Normaliza-

tion is used after all non-linear layers, i.e., convolutional layers. The normalization

layer enables the computation of sensitivity in differential privacy to determine

the amount of noise to add, speeds up the learning rate and regularizes gradients

from distraction to outliers. Then, we apply ϵ-DP noise to perturb the output of

normalization layers to preserve the privacy of the extracted features.

The perturbed features serve as inputs of fully connected layers for classification in

the MEC server. In our designed model, fully connected layers include four hidden

layers. The dimensions decrease from 3920 to the dimension of the label, which

is 10. Finally, there is a softmax layer to predict label and compute loss. The

architecture of CNN is shown in Figure 5.2. We simulate FL by constructing the

model using the averaged parameters of multiple locally trained model parameters.

In our experiment, we set the hyperparameters of CNN as follows. The learning

rate is 0.01, and the batch size N is 64. Then, we set the range of privacy parameter

ϵ to be [1, 10]. The default number of global epochs is 2, and the default number of

local epochs is 40. We use ten participants in the experiment. Before training, we

separate the training image dataset into equally ten parts, meaning that each par-

ticipant gets 6000 training images randomly. We normalize each dimension of the

feature to the interval [−
√
N − 1,

√
N − 1] for N denoting the batch size, so that

the sensitivity of the normalized feature vector when one dimension of the feature

changes is 2
√
N − 1. Then, according to Laplace mechanism [7], the independent

zero-mean Laplace noise with scale 2
√
N − 1

/
ϵ is added to each dimension of the

normalized features to protect features under ϵ-differential privacy. Default ϵ = 2.
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Figure 5.3: Impacts of normalization techniques on the test accuracy.
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Figure 5.4: Impact of the batch size on the test accuracy of the FL model
protected with DP (ϵ = 2).

5.3.2 Experimental Results

Figure 5.3 compares the test accuracies between federated learning (FL) without

differential privacy (DP) and different DP-aware FL algorithms, including DP-

aware FL using our normalization technique and DP-aware FL using Jiang et al.’s

batch normalization [85]. Figure 5.3 shows the superiority of DP-aware FL using

our normalization technique over DP-aware FL using Jiang et al.’s batch normal-

ization [85]. Thus, we confirm that our normalization technique is proper when

we add the Laplace noise to features because we relax constraints of normalization
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Figure 5.5: Impact of the batch size on the test accuracy of the FL model
using our normalization technique without DP protection.
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Figure 5.6: Impact of the batch size on the test accuracy under different global
epochs using our normalization technique (ϵ = 2).

compared with batch normalization as stated in Section 5.1.1. A feature that goes

through batch normalization often results in a smaller magnitude than that goes

through our normalization technique, so the value of the feature is easily over-

whelmed by the noise when using batch normalization. For each DP-aware FL,

we also observe that the test accuracy gets closer to the test accuracy of FL with-

out DP as the privacy parameter ϵ increases because a more significant privacy

parameter ϵ means less privacy protection which equals that less noise is used.

Thus, we conclude that our normalization outperforms batch normalization under
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Figure 5.7: Impact of DP parameter ϵ on the test accuracy using our normal-
ization technique under various global epochs.

10 20 30 40
local epoch

0.9

0.91

0.92

0.93

0.94

0.95

0.96

0.97

te
st

 a
cc

ur
ac

y

global epoch = 1
global epoch = 2
global epoch = 3
global epoch = 4

Figure 5.8: Impact of the number of local epochs on the test accuracy using
our normalization technique under various global epochs when ϵ = 2.

ϵ-differential privacy when training the FL model.

Figure 5.4 presents that the test accuracy of the FL model decreases as the batch

size increases when the number of the global epoch is 1 and DP parameter ϵ = 2.

This is because we add Laplace noise to features; the added noise will increase

as the batch size N increases, resulting in worse test accuracy. Moreover, due

to the three-sigma rule in Gaussian distribution, most feature values normalized

with batch normalization lie in [−3σ, 3σ]. But feature values normalized using our
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normalization technique lie in [−
√
N − 1,

√
N − 1]. However, Figure 5.5 shows

that if no differential privacy noise is added, the test accuracy with the batch

normalization outperforms that using our normalization technique. Moreover, as

the batch size increases, the test accuracy will decrease. Therefore, we conclude

that our normalization technique works better with FL under DP protection.

Furthermore, Figure 5.6 illustrates that the test accuracy is better when the number

of global epochs = 2 than the number of global epoch = 1 or 3 when ϵ = 2 and the

number of local epochs is 40. As the number of global epochs increases, the test

accuracy increases if DP noise is not added. However, Laplace noise increases as

the number of global epochs increases, negatively affecting test accuracy. Thus, a

trade-off between the number of global epochs and the amount of noise is required.

In our case, when the privacy parameter ϵ = 2 and the number of local epochs is

40, the optimal number of global epochs is 2.

Figure 5.7 illustrates how the privacy parameter ϵ affects the test accuracy of the

FL model. In our experiment, we train FL with 4 global epochs to validate the

practicality of our designed approach. The test accuracy increases as the privacy

parameter ϵ increases. A larger ϵ means that less noise is added to features so that

the privacy protection is weaker. Typical ϵ values for experiments are between 0.1

and 10 [153]. Our experiment shows that we can achieve at least 90% accuracy

when the global epochs = 2 and the privacy parameter ϵ > 1. Before training, we

initialize the model with random parameters, and all parties will use the model

with initial parameters for their local training. After the first global epoch, we

obtain a new model by averaging all parties’ model parameters. Then, in the

second global epoch, parties start training using the model from the first global

epoch. Through our experiment, we can verify that our designed FL method is

effective. However, when the number of global epochs increases to 3 or 4, the test

accuracy may decrease. The test accuracy decreases because the noise increases as

the number of global epochs increases.

Figure 5.8 shows both the number of local epochs and the number of the global

epochs that affect the test accuracy of an FL model. The number of local epochs

reflects the cost of devices’ computing resources locally. We add ϵ-differential pri-

vacy noise during training, and the test accuracy may drop if too much noise is

added in each epoch. From Figure 5.8, when the number of local epochs equals

20 or 30, it takes 4 global epochs to achieve similar accuracy. When the number
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of local epochs is 40, it takes 2 global epochs. But the test accuracy will start to

drop if the number of local epochs is 40 and the number of the global epoch is

more than 2. Hence, to obtain a high test accuracy, it necessities optimal values

to strike a good balance between the number of local epochs and global epochs for

averaging locally uploaded models, which we leave as future work.

5.3.3 Performance evaluation on the mobile device and edge

server

Now, we evaluate the feasibility and efficacy of training on mobile devices. A

Raspberry Pi 4 Model B tiny computer in Figure 5.9 is used to simulate the mobile

device. Key specifications of the Raspberry Pi 4 Model B are listed in Table 5.2.

We leverage a laptop to emulate the edge server equipped with four 2.3 GHz Intel

Core i5 processors, 8 GB of RAM, and MacOS 10.14.4 system.

Table 5.2: Raspberry Pi 4 Model B Specifications [19].

Broadcom BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC
@1.5GHz
4GB LPDDR4-3200 SDRAM

In our experiment, we distribute the MNIST dataset [163] with 60,000 images

to ten participants equally so that each participant (i.e., each device) has 6,000

images. Then, we run the same training process on both the mobile device and

the edge server. It takes about 144 seconds to train the model with 6,000 images

on the Raspberry Pi 4 (i.e., the mobile device) for each epoch, and it uses about 9

seconds to train the model on the laptop (i.e., the edge server). For default forty

epochs, the mobile device and the edge server use about 96 minutes and 6 minutes,

respectively. A client is supposed to participate in the federated learning when the

smartphone is idle, such as charging, screen off, and connected to an unmetered

network, for example, WiFi [32, 170]. Thus, we confirm that it is feasible to utilize

mobile devices in the federated learning. Besides, an edge server will significantly

improve the speed of training because it trains much faster.

In addition to the training time, the delay of our proposed approach, which de-

pends on the transmission rate, is small because smartphones often use wideband

network connections (e.g., 4G and WiFi). The average size of locally trained mod-

els is 617.8KB in our experiment. Assume the upload bandwidth is 1MB/s, so the
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Figure 5.9: Raspberry Pi 4 Model B.

communication cost is 0.6178 second. The communication cost is little compared

with wasted training time on the mobile device.

5.3.4 Evaluation on the incentive mechanism

In this section, we evaluate the impacts of the incentive mechanism on customers’

rewards and reputation. The assumption and parameters in the experiments are

as follows. Assume that the maximum values of both reputation and reward are

100 (i.e., repMax = 100). Every customer has a reputation of 5 (i.e., average = 5)

at the beginning. We set the reward for each accepted update equal to the owners’

reputation in each global epoch. The experiments compare reward and reputation

that customers can achieve in four cases (i.e., no incentive mechanism, honest

customer, the malicious customer performs poisoning attack at global epoch = 1,

and malicious customer performs poisoning attack at global epoch = 4). If there

is no incentive mechanism, the customer gets a fixed reward of 5 in every global

epoch.

1 2 3 4 5 6 7 8 9 10

global epoch

0

2

4

6

8

10

12

14

re
w

ar
d 

va
lu

e

no intensive mechanism
honest customer
malicious customer with posioning attack at global epoch = 1
malicious customer with posioning attack at global epoch = 4

Figure 5.10: Reward comparison.
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As shown in Figure 5.10, when there is no incentive mechanism, the reward value is

the same in each global epoch regardless of poisoning updates. However, with the

incentive mechanism, the honest customer, whose updates are accepted, will gain

more rewards as the number of global epochs increases. If a customer’s update

is considered as poisoning (i.e., the value of s in Eq. (5.1) is significantly larger

than others), her update will not be accepted; that is, her reward is 0. Besides,

the behaviour of the poisoning attack affects the value of reputation, which results

in a decrease in reputation. If the poisoning attack is performed when the value

of the reputation is equal to the average, the customer’s reputation will be clear,

which will result in small rewards afterward. However, if the malicious behaviour

happens when the reputation value is higher than average, the reputation drops by

1, so does the reward in the subsequent global epoch.
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Figure 5.11: Reputation comparison.

Figure 5.11 shows the impact of the incentive mechanism on reputation. Without

the incentive mechanism, customers’ reputations will be 0. If a customer is honest

and uploads the correct update in every global epoch, her reputation increases as

the global epoch increases. However, if a customer uploads a malicious update

when her reputation value equals the average (i.e., 5), her reputation will drop to

0. However, if her reputation is not 5, her reputation drops by 1 when caught

performing a poisoning attack.
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Thus, our incentive mechanism can encourage honest customers to contribute their

valuable updates while preventing malicious customers from performing the poi-

soning attack.

5.4 Discussion

In order to attract more customers to train the global model, our designed system

should guarantee that customers’ confidential information will not leak. Studies

are discussing potential risks of information leakage in FL [38, 171] in which at-

tackers may infer customers’ private data from gradients. We leverage differential

privacy to perturb features before classification in the fully connected layers to

prevent this scenario. Thus, gradients are also protected by differential privacy.

Hitaj et al. [38] demonstrated that a curious server could obtain confidential in-

formation using the generative adversarial network if gradients were protected by

a large privacy budget in the collaborative learning. But their experiments con-

firmed that GAN-based approaches might not work well when the selected privacy

parameter was smaller than 10, which is the upper bound of privacy parameter

in our experiment, and we can achieve the accuracy of 97%. Therefore, our de-

signed approach guarantees accuracy and protects the privacy of local models as

well as data. In addition, Yin et al. [171] introduced a DeepInversion method that

could invert a trained neural network to a synthesized class-conditional input image

starting from the random noise. However, they leveraged the information stored

in the batch normalization layer. In our trained model, we add Laplacian noise

during training in the batch normalization layer, and then attackers cannot obtain

the true information stored there. Thus, their approach is ineffective against our

trained model.

5.5 Conclusion

This chapter presents a blockchain-based crowdsourcing FL system for IoT de-

vice manufacturers to learn customers better. We use multiple state-of-the-art

technologies to construct the system, including the mobile edge computing server,
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blockchain, distributed storage, and federated learning. Besides, our system en-

forces differential privacy to protect the privacy of customers’ data. To improve

the accuracy of the FL model, we remove constraints of the batch normalization

technique if the privacy of features is protected by differential privacy. By de-

signing a proper incentive mechanism for the crowdsourcing task, customers are

more likely to participate in the crowdsourcing tasks. The blockchain will audit all

customers’ updates during the federated learning so that the system can hold the

model updates accountable to prevent malicious customers or manufacturers.



Chapter 6

Conclusion and Future Work

The main topic of this thesis is to study privacy-preserving data analytics technolo-

gies. For example, LDP and FL technologies in Chapter 3, and DP and blockchain

techniques in Chapter 4. In particular, we focus on ensuring the privacy of data

generated from IoT smart devices, such as vehicle location information. This chap-

ter summarizes the main ideas of our studies and points out possible future research

directions.

6.1 Conclusion

The development of sensors and communication technologies for IoT has enabled a

fast and large-scale collection of user data, and bred new applications; for example,

the Waze application provides the intelligent transportation routing service. This

kind of service benefits users’ daily lives, but it may raise privacy concerns regarding

sensitive data such as users’ location information. In addition to LDP, centralized

DP mechanisms have been widely explored in the literature to protect privacy. The

privacy parameter bounds the information about the dataset leaked by the noisy

output. Often, a dataset needs to be used for answering multiple queries, so the

level of privacy protection may degrade as more queries are answered. Thus, it

is crucial to keep track of privacy budget spending, which should not exceed the

given limit of the privacy budget. Moreover, if a query has been answered before

and is asked again on the same dataset, we may reuse the previous noisy response

for the current query to save the privacy cost.

115
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In Chapter 1, we have presented the background of IoT and privacy technolo-

gies as well as existing research challenges. Then, we specify the motivations and

methodologies of this thesis.

In Chapter 2, we have reviewed the related literature. Moreover, we have high-

lighted the novel contributions of our studies compared with other existing solu-

tions.

In Chapter 3, we have proposed the LDP-FedSGD algorithm for conducting federat-

ing learning in IoV as well as four LDP mechanisms. The LDP-FedSGD algorithm

enables the vehicular crowdsourcing applications to train a machine learning model

to predict the traffic status while avoiding the privacy threat and reducing the

communication cost. Moreover, we propose PM-OPT, PM-SUB, Three-Outputs, and

HM-TP mechanisms. These mechanisms effectively preserve privacy when collect-

ing data records and computing accurate statistics in various data analysis tasks,

including estimating the mean values on numerical attributes and preserving gra-

dients’ privacy in various machine learning tasks. Specifically, by leveraging LDP

mechanisms, adversaries are unable to deduce the original data from uploaded gra-

dients. Next, FL enables edge computing nodes to train the local machine learning

models by using collected data and sending noisy gradients instead of data to the

cloud server to obtain a global model. Furthermore, extensive experiments demon-

strate that our proposed approaches are effective and perform better than existing

solutions.

In Chapter 4, a blockchain-based approach for tracking and saving differential

privacy costs has been proposed. Also, we have designed an algorithm that reuses

noise fully or partially for different instances of the same query type to minimize

the accumulated privacy cost. The efficiency of the algorithm is proved via rigorous

mathematical proof. Moreover, to confirm our proposed approach’s effectiveness,

we design a blockchain-based system for doing experiments by using real-world

datasets.

In Chapter 5, a privacy-preserving system for appliance manufacturers has been

proposed to utilize customers’ data for training machine learning models. Addi-

tionally, we add differential privacy noises after the normalization layer to protect

the privacy of the model. To mitigate the effect of differential privacy noises on
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the model’s accuracy, we propose to remove the mean and variance constraints of

the batch normalization while training the deep learning models.

To sum up, in our thesis, we have addressed challenges in privacy-preserving data

analytics using DP, LDP, FL, and blockchain technologies. The theories and al-

gorithms we propose are not limited to IoT data. Also, in other areas, as long as

privacy-preserving data analytics challenges are addressed, they may refer to our

proposed algorithms.

6.2 Future Work

In the following, many open directions are introduced for future work.

6.2.1 Local Differential Privacy for Federated Deep Learn-

ing

We apply LDP mechanisms to federated machine learning algorithms for protecting

the privacy of data. In the future, we would like to use LDP mechanisms in

more sophisticated data analysis tasks, for example, federated deep learning. Like

federated machine learning, the user’s data privacy leakage problem also exists in

deep learning. So, LDP mechanisms can be applied to federated deep learning as

well.

The dimension of gradient generated in deep learning is high. Currently, we sample

k dimensions from the gradient and submit them to the central aggregator to reduce

the effect of high dimension. However, LDP requires millions of users to ensure

accuracy. When the dimension is very high, we cannot expect enough population

to report to the same dimension, reducing statistical accuracy.

Therefore, how to reduce the data dimension effectively to increase statistical ac-

curacy is quite challenging. We would like to explore more possible dimension

deduction methods in federated deep learning and combine them with the LDP

mechanism to train a more accurate model while maintaining an LDP guarantee.
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6.2.2 (ϵ, δ)-Local Differential Privacy Mechanisms

In Chapter 3, we propose Three-Outputs, PM-OPT, and PM-SUB mechanisms sat-

isfying ϵ-LDP. A natural extension is to extend proposed mechanisms to satisfy

(ϵ, δ)-LDP. (ϵ, δ)-DP is proposed by [172] which is a relaxation variant of ϵ-DP [6].

(ϵ, δ)-LDP achieves the better accuracy than ϵ-LDP when applied to machine learn-

ing algorithms. Gaussian mechanism and optimal Gaussian mechanism [173] which

satisfy (ϵ, δ)-DP can be applied to (ϵ, δ)-LDP directly.

6.2.3 Novel Normalization Technique for Privacy-Preserving

Deep Learning

In Chapter 5, we add differential privacy noises after the normalization layer to

protect the privacy of extracted features. We remove the constraints of mean

and variance in batch normalization to enhance the model accuracy. However, our

approach is unable to solve the vanishing gradient problem fundamentally. In addi-

tion, noises increase dramatically with the increase of the number of global epochs

after two epochs. The optimal trade-off between global epochs and differential

privacy noises worthies future work to determine. In order to preserve privacy and

improve the model accuracy, a novel normalization technique should be proposed

to resolve above two challenges.

6.2.4 Novel Local Differential Privacy Mechanisms

The approach of designing Four-Outputs is similar to Three-Outputs, but the

detailed analysis for Four-Outputs will be even more tedious than that for

Three-Outputs (which is already quite complicated). Given above reasons, we

elaborate Three-Outputs but not Four-Outputs in Chapter 3. However, as the

privacy budget increases, it is encouraged to send as much information as possible.

Thus, there will be an LDP mechanism with four output possibilities to ensure

the best performance (i.e., smallest worst-case variance) at some range of privacy

parameters. Similarly, the LDP mechanism, which has five outputs or six output

possibilities, will get the smallest worst-case variance with some privacy param-

eters. Therefore, my future work is to develop new LDP mechanisms with four
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output or five output, etc., possibilities to obtain a smaller worst-case variance

than that of existing mechanisms.

The challenge in developing a new mechanism is the complicated mathematical

analysis. Thus, it is challenging to obtain the worst-case variance due to the

comparison and discussion of boundaries for the worst-case variance expression as

the privacy parameter increases. Besides, finding the parameter to minimize the

worst-case variance is complicated because we need to solve a quartic equation and

determine the optimal parameters to minimize the worst-case variance in different

scopes. When there is a mechanism with four output or five output possibilities,

the design approach with four output or five output possibilities is similar to that

of the three outputs mechanism. Still, the detailed analysis for the mechanism with

four output or five output possibilities will be even more tedious than that for the

mechanism with three outputs (which is already quite complicated).
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Appendix for Chapter 3

A.1 Proof of Lemma 1

The mechanismM2 satisfies the proper distribution in requirement (3.8c) because

PC←x(M2) + P−C←x(M2) + P0←x(M2)

=
PC←x(M1) + P−C←−x(M1)

2

+
P−C←x(M1) + PC←−x(M1)

2

+
P0←x(M1) + P0←−x(M1)

2
= 1.

Besides, the mechanismM2 satisfies the unbiased estimation in Eq. (3.8b) because

C ·PC←x(M2) + (−C) ·P−C←x(M2) + 0 ·P0←x(M2)

= C ·
PC←x(M1) + P−C←−x(M1)

2

+ (−C) ·
P−C←x(M1) + PC←−x(M1)

2

+ 0 ·
P0←x(M1) + P0←−x(M1)

2
= x.

In addition, we have

PC←x(M2)

PC←x′(M2)
=

PC←x(M1) + P−C←−x(M1)

PC←x′(M1) + P−C←−x′(M1)
, (A.1)
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P−C←x(M2)

P−C←x′(M2)
=

P−C←x(M1) + PC←−x(M1)

P−C←x′(M1) + PC←−x′(M1)
, (A.2)

and

P0←x(M2)

P0←x′(M2)
=

P0←x(M1) + P0←−x(M1)

P0←x′(M1) + P0←−x′(M1)
. (A.3)

According to (3.8a), we obtain

e−ϵ(PC←x′(M1) + P−C←−x′(M1))

PC←x′(M1) + P−C←−x′(M1)

≤ Eq. (A.1) ≤ eϵ(PC←x′(M1) + P−C←−x′(M1))

PC←x′(M1) + P−C←−x′(M1)
,

which is equivalent to

e−ϵ ≤ Eq. (A.1) ≤ eϵ. (A.4)

Similarly, we prove that Eq. (A.2) and Eq. (A.3) satisfy (3.8a). Hence, we conclude

thatM2 satisfies ϵ-LDP’s requirements.

Then, we prove that the symmetrization process does not increase the worst-case

noise variance as follows:

Since M2 satisfies the unbiased estimation, E[Y |X = x] = x. The variance of

mechanismM2 given x is

VarM2 [Y |X = x] = E[Y 2|X = x]− (E[Y |X = x])2

= C2 ·PC←x(M2) + 0 ·P0←x(M2)

+ (−C)2 ·P−C←x(M2)− x2

= C2(1− P0←x(M2))− x2 (A.5)

= C2

(
1− P0←x(M1) + P0←−x(M1)

2

)
− x2, (A.6)
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or it changes to

VarM2 [Y |X = −x] = E[Y 2|X = −x]− (E[Y |X = −x])2

= C2 ·PC←−x(M2) + 0 ·P0←−x(M2)

+ (−C)2 ·P−C←−x(M2)− x2

= C2(1− P0←−x(M2))− x2 (A.7)

= C2

(
1− P0←x(M1) + P0←−x(M1)

2

)
− x2, (A.8)

when given −x.

The variance of mechanismM1 given x is

VarM1 [Y |X = x] = E[Y 2|X = x]− (E[Y |X = x])2

= C2 ·PC←x(M1) + 0 ·P0←x(M1)

+ (−C)2 ·P−C←x(M1)− x2

= C2(1− P0←x(M1))− x2, (A.9)

or

VarM1 [Y |X = −x] = E[Y 2|X = −x]− (E[Y |X = −x])2

= C2 ·PC←−x(M1) + 0 ·P0←−x(M1)

+ (−C)2 ·P−C←−x(M1)− x2

= C2(1− P0←−x(M1))− x2, (A.10)

when given −x.

Then, we obtain that the variance of mechanism M2 is smaller than or equal to

the variance of mechanismM1 as follows:

VarM2 [Y |X = x] = VarM2 [Y |X = −x]

=
VarM2 [Y |X = x] + VarM2 [Y |X = −x]

2
(A.11)

=
Eq. (A.9) + Eq. (A.10)

2

≤ max{VarM1 [Y |X = −x],VarM1 [Y |X = x]}.
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Hence, we conclude that the worst-case variance of mechanism M2 does not in-

crease. ■

A.2 Proof of Lemma 2

In essence, with Eq. (3.20), we have

PC←1(M3)

PC←−1(M3)

=
PC←1(M2)− eϵPC←−1(M2)−PC←1(M2)

eϵ−1

PC←−1(M2)− eϵPC←−1(M2)−PC←1(M2)

eϵ−1

= eϵ.

Similarly, we can prove that PC←1(M3)
PC←−1(M3)

= P−C←−1(M3)

P−C←1(M3)
= eϵ. Besides, mechanism

M3 follows the proper distribution as follows:

PC←x(M3) + P−C←x(M3) + P0←x(M3) = 1.

In addition, we prove that mechanism M3 satisfies the unbiased estimation as

follows:

C ·PC←x(M3) + (−C) ·P−C←x(M3) + 0 ·P0←x(M3)

= C · (PC←x(M2)− P−C←x(M2))

= x.

Hence, mechanismM3 satisfies requirements in (3.8a) (3.8b) (3.8c).

Because the symmetric mechanismM3 satisfies requirements in (3.8a) (3.8b) (3.8c),

the variance ofM3 is

VarM3 [Y |X = x] = E[Y 2|X = x]− (E[Y |X = x])2

= C2 ·PC←x(M3) + 0 ·PC←x(M3) + (−C)2 ·P−C←x(M3)− x2

= C2(PC←x(M3) + P−C←x(M3))− x2

= C2(1− P0←x(M3))− x2.
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By comparing with the variance ofM2 in Eq. (A.5), we obtain

VarM3 [Y |X = x]− VarM2 [Y |X = x]

= C2(1− P0←x(M3))− x2 − (C2(1− P0←x(M2))− x2)

= C2(P0←x(M2)− P0←x(M3)).

From Inequality (3.19) and Eq. (3.22), we obtain P0←x(M2) < P0←x(M3), so that

VarM2 [Y |X = x] > VarM3 [Y |X = x].

Thus, when x ∈ [−1, 1], the variance of M3 is smaller than the variance of M2.

So, we obtain that the worst-case noise variance ofM3 is smaller that ofM2 when

x ∈ [−1, 1], i.e.,

max
x∈[−1,1]

VarM2 [Y |X = x] > max
x∈[−1,1]

VarM3 [Y |X = x].

■

A.3 Proof of Lemma 3

As P−C←0 + PC←0 + P0←0 = 1 and −C ·P−C←0 + C ·PC←0 + 0 ·P0←0 = 0, we have

PC←0 = P−C←0 =
1− P0←0

2
. (A.12)

Then, based on requirements in (3.8a) (3.8b) (3.8c) and Lemma 2, we can derive

C with the following steps:

P−C←1 + PC←1 + P0←1 = 1,

and − C ·P−C←1 + C ·PC←1 + 0 ·P0←1 = 1.

Therefore, we have

PC←1 =
1− P0←1 +

1
C

2
,

and P−C←1 =
1− P0←1 − 1

C

2
.
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From Lemma 2, we obtain

1− P0←1 +
1
C

2
= eϵ ·

(
1− P0←1 − 1

C

2

)
,

which is equivalent to

C =
eϵ + 1

(eϵ − 1)(1− P0←1)
. (A.13)

Hence, we have

PC←1 = P−C←−1 =
(1− P0←1)e

ϵ

eϵ + 1
,

and P−C←1 = PC←−1 =
(1− P0←1)

eϵ + 1
. (A.14)

Then, we compute the variance as follows:

I. For x ∈ [0, 1], we have

Var[Y |X = x]

= E[Y 2|X = x]− (E[Y |X = x])2

= C2 ·PC←x + 0 ·P0←x + (−C)2 ·P−C←x − x2

= C2 (PC←x + P−C←x)− x2. (A.15)

Substituting Eq. (3.12) and Eq. (3.13) into Eq. (A.15) yields

C2 (PC←0 + (PC←1 − PC←0)x)

+ C2 (P−C←0 − (P−C←0 − P−C←1)x)− x2

= C2 (PC←0 + P−C←0) + C2(PC←1 + PC←−1)x

− C2(PC←0 + P−C←0)x− x2

= C2 (PC←0 + P−C←0) + C2(1− P0←1)x

− C2(1− P0←0)x− x2

= C2 (1− P0←0) + C2(P0←0 − P0←1)x− x2. (A.16)
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II. For x ∈ [−1, 0], we have

Var[Y |X = x]

= E[Y 2|X = x]− (E[Y |X = x])2

= C2 (1− P0←0) + C2(P0←0 − P0←1)(−x)− x2. (A.17)

Hence, by summarizing Eq. (A.13), Eq. (A.16), and Eq. (A.17), we get the variance

as follows:

Var[Y |X = x]

= C2 (1− P0←0) + C2(P0←0 − P0←1)|x| − x2

=

(
eϵ + 1

(eϵ − 1)(1− P0←1)

)2

(1− P0←0 + (P0←0 − P0←1)|x|)− x2. (A.18)

Derive the partial derivative of Var[Y |X = x] to P0←1, and we get

d(Var[Y |X = x])

dP0←1

=
(eϵ + 1)2 (2(1− P0←0) + |x|(2P0←0 − 1− P0←1))

(1− P0←1)3(eϵ − 1)2
. (A.19)

Then, we have following cases:

I. If |x| = 0, Eq. (A.19) = (eϵ+1)2(2−2P0←0)
(1−P0←1)3(eϵ−1)2 > 0,

II. If |x| = 1, Eq. (A.19) = (eϵ+1)2

(1−P0←1)2(eϵ−1)2 > 0.

Therefore, if given P0←0, the variance of the output given input x is a strictly

increasing function of P0←1. Hence, we obtain the minimum variance when P0←1 =
P0←0

eϵ
.

■

A.4 Proof of Lemma 4

By summarizing Lemma 1, Lemma 2, and Lemma 3, our designed mechanism

achieves the minimum variance when it satisfies P0←1 =
P0←0

eϵ
. Hence, the variance



128 A.4. Proof of Lemma 4

is

Var[Y |X = x] = C2 (1− P0←0) + C2P0←0(1−
1

eϵ
)|x| − x2, (A.20)

where

C =
eϵ + 1

(eϵ − 1)(1− P0←0

eϵ
)
. (A.21)

For simplicity, we set

a = P0←0, (A.22)

and b = P0←0(1−
1

eϵ
) = a(1− 1

eϵ
). (A.23)

Since x ∈ [−1, 1], the worst-case noise variance is

max
x∈[−1,1]

Var[Y |x] =

 (1− a)C2 + C4b2

4
, if C2b

2
< 1,

(1− a+ b)C2 − 1, if C2b
2
≥ 1.

(A.24)

Substituting Eq. (A.21), Eq. (A.22), and Eq. (A.23) into Eq. (A.24) yields

max
x∈[−1,1]

Var[Y |x]

=


(eϵ+1)2 · e2ϵ

(eϵ−1)2

(
1−a

(eϵ−a)2 +
(eϵ+1)2 · a2
4(eϵ−a)4

)
, if C2b

2
< 1,

(eϵ+1)2 · e2ϵ
(eϵ−1)2

(
1−a

(eϵ−a)2 +
(eϵ−1) · a
eϵ(eϵ−a)2

)
− 1, if C2b

2
≥ 1.

=


(eϵ+1)2 · e2ϵ

(eϵ−1)2

(
1−a

(eϵ−a)2 +
(eϵ+1)2 · a2
4(eϵ−a)4

)
, if C2b

2
< 1,

(eϵ+1)2 · eϵ
(eϵ−1)2 · (eϵ−a) − 1, if C2b

2
≥ 1.

(A.25)

Substituting Eq. (A.23) and Eq. (A.21) into C2b
2

yields

C2b

2
=

(eϵ + 1)2 · e2ϵ

2(eϵ − 1)2(eϵ − a)2
·
a(eϵ − 1)

eϵ

=
(eϵ + 1)2 · eϵ · a

2(eϵ − 1)(eϵ − a)2

< 1, (A.26)



Appendix A. Appendix for Chapter 3 129

which is equivalent to

2(eϵ − 1)a2 −
[
4(eϵ − 1)eϵ + (eϵ + 1)2 · eϵ

]
a+ 2(eϵ − 1)e2ϵ > 0. (A.27)

In order to solve Eq. (A.27), we denote the smaller solution of the quadratic func-

tion as

a∗ =
eϵ(e2ϵ + 6eϵ − 3)− (eϵ + 1)eϵ

√
(eϵ + 1)2 + 8(eϵ − 1)

4(eϵ − 1)
. (A.28)

From Eq. (3.13), we get

P−C←0 ≥ P−C←1. (A.29)

Then, substituting P−C←0 and P−C←1 with Eq. (A.12) and Eq. (A.14) in Eq. (A.29)

yields

1− P0←0

2
≥ 1− P0←1

eϵ + 1
. (A.30)

Hence, we obtain the value of a as follows:

a = P0←0 ≤
eϵ

eϵ + 2
. (A.31)

From Eq. (A.31), we know that Eq. (A.27) will be ensured when (i) 0 ≤ a < a∗ if

a∗ < eϵ

eϵ+2
, or (ii) 0 ≤ a ≤ eϵ

eϵ+2
if a∗ ≥ eϵ

eϵ+2
.

Hence, by combining with Eq. (A.25), we obtain

max
x∈[−1,1]

Var[Y |x] =



(eϵ+1)2 · e2ϵ
(eϵ−1)2

(
1−a

(eϵ−a)2 +
(eϵ+1)2 · a2
4(eϵ−a)4

)
,

for 0 ≤ a < a∗,

(eϵ+1)2 · eϵ
(eϵ−1)2 · (eϵ−a) − 1,

for a∗ ≤ a ≤ eϵ

eϵ+2
,

, if a∗ < eϵ

eϵ+2

(eϵ+1)2 · e2ϵ
(eϵ−1)2

(
1−a

(eϵ−a)2 +
(eϵ+1)2 · a2
4(eϵ−a)4

)
,

for 0 ≤ a ≤ eϵ

eϵ+2
, ,if a∗ ≥ eϵ

eϵ+2
.

(A.32)
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Substituting Eq. (A.28) into a∗ = eϵ

eϵ+2
yields

eϵ(e2ϵ + 6eϵ − 3)− (eϵ + 1)eϵ
√
(eϵ + 1)2 + 8(eϵ − 1)

4(eϵ − 1)
=

eϵ

eϵ + 2
. (A.33)

After solving Eq. (A.33), we get ϵ = ln 4. According to Fig. A.1, we obtain that

0 0.5 1 1.5 2 2.5 3

0

0.5

1

1.5

Figure A.1: Compare a∗ with eϵ

eϵ+2 .

a∗ ≥ eϵ

eϵ+2
if 0 < ϵ ≤ ln 4. Since ϵ = ln 4 is the only solution if ϵ > 0, we conclude

that a∗ > eϵ

eϵ+2
if ϵ > ln 4. Therefore, we can replace the condition a∗ < eϵ

eϵ+2
and

write the variance as follows:

maxx∈[−1,1]Var[Y |x] =



(eϵ+1)2 · e2ϵ
(eϵ−1)2

(
1−a

(eϵ−a)2 +
(eϵ+1)2 · a2
4(eϵ−a)4

)
,

for 0 ≤ a < a∗,

(eϵ+1)2 · eϵ
(eϵ−1)2 · (eϵ−a) − 1,

for a∗ ≤ a ≤ eϵ

eϵ+2
,

, if ϵ < ln 4,

(eϵ + 1)2 · e2ϵ

(eϵ − 1)2

(
1− a

(eϵ − a)2
+

(eϵ + 1)2 · a2

4(eϵ − a)4

)
,

for 0 ≤ a ≤ eϵ

eϵ + 2
, if ϵ ≥ ln 4.

(A.34a)

(A.34b)
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To simplify the calculation of maxx∈[−1,1]Var[Y |x] in Eq. (A.34), we define

f1(a) :=
(eϵ + 1)2 · e2ϵ

(eϵ − 1)2

(
1− a

(eϵ − a)2
+

(eϵ + 1)2 · a2

4(eϵ − a)4

)
, (A.35)

and

f2(a) :=
(eϵ + 1)2 · eϵ

(eϵ − 1)2 · (eϵ − a)
− 1. (A.36)

The first-order derivative of f2(a) in Eq. (A.36) is

f ′2(a) =
eϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
> 0. (A.37)

As f ′2(a) > 0, the worst-case noise variance monotonously increases when a ∈
[a∗, eϵ

eϵ+2
]. Then, we can get the optimal a by analyzing f1(a) in Eq. (A.35) when

a ∈ [0, a∗) if ϵ < ln 4.

The first-order derivative of Eq. (A.35) is

f ′1(a) =
2(1− a)

(eϵ − a)3
− 1

(eϵ − a)2
+

a(eϵ + 1)2

2(eϵ − a)4
+

a2(eϵ + 1)2

(eϵ − a)5
. (A.38)

After simplifying f ′1(a), we have

f ′1(a) =
−2a3 − a2(−e2ϵ − 5− 4eϵ)

2(eϵ − a)5
+
−a(7eϵ − 4e2ϵ − e3ϵ)− (2e3ϵ − 4e2ϵ)

2(eϵ − a)5
.

(A.39)

Since 2(eϵ− a)5 > 0, solving f ′1(a) = 0 is equivalent to solve the following equation

2a3 + a2(−e2ϵ − 5− 4eϵ) + a(7eϵ − 4e2ϵ − e3ϵ) + (2e3ϵ − 4e2ϵ) = 0. (A.40)

We define coefficients of Eq. (A.40) as follows:

c3 := 2, (A.41)

c2 := −e2ϵ − 5− 4eϵ, (A.42)

c1 := 7eϵ − 4e2ϵ − e3ϵ, (A.43)

and c0 := 2e3ϵ − 4e2ϵ. (A.44)
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The general solution of the cubic equation involves calculation of

∆0 = c2
2 − 3c3c1

= (−e2ϵ − 5− 4eϵ)2 − 3× 2(7eϵ − 4e2ϵ − e3ϵ)

= e4ϵ + 14e3ϵ + 50e2ϵ − 2eϵ + 25 > 0,

∆1 = 2c2
3 − 9c3c2c1 + 27c23c0

= 2(−e2ϵ − 5− 4eϵ)3

− 9× 2(−e2ϵ − 5− 4eϵ)(7eϵ − 4e2ϵ − e3ϵ)

+ 27× 22(2e3ϵ − 4e2ϵ)

= −2e6ϵ − 42e5ϵ − 270e4ϵ − 404e3ϵ − 918e2ϵ

+ 30eϵ − 250 < 0,

and I =
3

√
∆1 ±

√
∆2

1 − 4∆3
0

2
.

Substituting ∆0 and ∆1 into ∆2
1 − 4∆3

0 yields

∆2
1 − 4∆3

0

= (−2c6 − 42c5 − 270c4 − 404c3 − 918c2 + 30c− 250)2

− 4(c4 + 14c3 + 50c2 − 2c+ 25)3 < 0,

and then we obtain √
∆2

1 − 4∆3
0 = i

√
4∆3

0 −∆2
1. (A.45)

Finally, we pick

I =
3

√
∆1 − i

√
4∆3

0 −∆2
1

2
.
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To eliminate the imaginary number, we change Eq. (A.131) using Euler’s formula.

Then, we have

|I| = (|I|3)1/3 =
(√

∆2
1

4
+ ∆3

0 −
∆2

1

4

)1/3

=
√

∆0, (A.46)

I = |I|eiθ, (A.47)

and I3 = |I|3e3iθ =
√

∆3
0e

3iθ. (A.48)

Therefore, we obtain I =
√
∆0e

iθ.

According to Euler’s formula, we have

ei3θ = cos 3θ + i sin 3θ, (A.49)

cos 3θ =
∆1

2∆
3
2
0

< 0, (A.50)

and sin 3θ = −
√

4∆3
0 −∆2

1

2∆
3
2
0

< 0. (A.51)

Hereby, we obtain

3θ = −π + arccos(− ∆1

2∆
3
2
0

) (A.52)

and θ = −π

3
+

1

3
arccos(− ∆1

2∆
3
2
0

). (A.53)

The solution of the cubic function is

ak = −
1

3c3
(c2 + ξkI +

∆0

ξkI
), k ∈ {0, 1, 2}, where ξ =

−1 +
√
−3

2
. (A.54)

To solve Eq. (A.54), we have following cases:

• If k = 0, we have

a0 = −
1

3c3
(c2 + I +

∆0

I
). (A.55)

Substituting θ (A.53) and c2 (A.42) into Eq. (A.55) yields

a0 = −
1

6
(−e2ϵ − 4eϵ − 5 + 2

√
∆0 cos(−

π

3
+

1

3
arccos(− ∆1

2∆
3
2
0

))). (A.56)



134 A.4. Proof of Lemma 4

• If k = 1, we have

a1 = −
1

3c3
(c2 + ξI +

∆0

ξI
)

= − 1

3c3
(c2 + (−1

2
+

√
3i

2
)I +

∆0

(−1
2
+
√
3i
2
)I
)

= − 1

3c3
(c2 + Iei

2π
3 +

∆0

I
ei

4π
3 )

= − 1

3c3
(c2 +

√
∆0e

i(θ+ 2
3
π) +

√
∆0e

i( 4π
3
−θ)). (A.57)

After simplifying Eq. (A.57) using Eq. (A.49), we have

a1 = −
1

3c3
(c2 + 2

√
∆0 cos(θ +

2π

3
)). (A.58)

Substituting θ (A.53) and c2 (A.42) into Eq. (A.58) yields

a1 = −
1

6
(−e2ϵ − 4eϵ − 5 + 2

√
∆0 cos(

π

3
+

1

3
arccos(− ∆1

2∆
3
2
0

))). (A.59)

• If k = 2, we get

a2 = −
1

3c3
(c2 + ξ2I +

∆0

ξ2I
)

= − 1

3c3
(c2 + (−1

2
+

√
3i

2
)2I +

∆0

(−1
2
+
√
3i
2
)2I

)

= − 1

3c3
(c2 + (−1

2
−
√
3i

2
)I +

∆0

(−1
2
−
√
3i
2
)I
)

= − 1

3c3
(c2 +

√
∆0e

i(θ+ 4π
3
) +
√

∆0e
i( 2π

3
−θ)). (A.60)

Simplify Eq. (A.60) using Eq. (A.49), and then we obtain

a2 = −
1

3c3
(c2 + 2

√
∆0 cos(θ −

2π

3
)). (A.61)

Substituting θ (A.53) and c2 (A.42) into Eq. (A.61) yields

a2 = −
1

6
(−e2ϵ − 4eϵ − 5 + 2

√
∆0 cos(−π +

1

3
arccos(− ∆1

2∆
3
2
0

))). (A.62)



Appendix A. Appendix for Chapter 3 135

The discriminant of the cubic equation determines the number of real and complex

roots as follows:

∆ = 18c3c2c1c0 − 4c32c0 + c22c
2
1 − 4c3c

3
1 − 27c23c

2
0. (A.63)

Substituting c3 (A.41), c2 (A.42), c1 (A.43) and c0 (A.44) into ∆ (A.63) yields

∆ = e2ϵ(eϵ + 1)2(e6ϵ + 30e5ϵ + 279e4ϵ + 580e3ϵ − 2385e2ϵ + 606eϵ − 775). (A.64)

If ∆ = 0, we get ϵ ≈ 0.629598.

• If 0 < ϵ < 0.629598, ∆ < 0, and the equation has one real root and two

non-real complex conjugate roots.

• If ϵ = 0.629598, ∆ = 0, and the equation has a real multiple root.

• If ϵ > 0.629598, ∆ > 0, and the equation has three distinct real roots.

From the simplified f ′1(a) in Eq. (A.39), we obtain its numerator as follows:

g(a) := −2a3 − a2(−e2ϵ − 5− 4eϵ)− a(7eϵ − 4e2ϵ − e3ϵ)− (2e3ϵ − 4e2ϵ). (A.65)

Let c = eϵ, and then we change g(a) to the following:

g(a) = −2a3 − a2(−c2 − 5− 4c)− a(7c− 4c2 − c3)− (2c3 − 4c2). (A.66)

Case 1: If 0 < ϵ < 0.629598, g(a) has one real root and two non-real complex

conjugate roots. As a0 and a1 are conjugate, a2 is the real root. Since g(0) =

−(2c3 − 4c2) > 0 and Fig. A.2 shows that a2 > 1, we conclude that g(a) > 0 when

a ∈ [0, 1]. Thus, f1(a) monotonously increases. Therefore, we obtain the minimum

f1(a) at a = 0.

Case 2: If 0.629598 ≤ ϵ < ln 2, ∆ ≥ 0, so we get real roots. Hence, we have

following cases:

• If a = 0, g(0) = −(2c3 − 4c2) > 0.

• If a = 2, g(2) = 2(8c2 + c+ 2) > 0.
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Figure A.2: g(a) if ϵ ∈ [0, 0.629598].

• If a = +∞, lima→∞ g(a) = −∞ < 0.

Since g(2) > 0 and lima→∞ g(a) < 0, we have a root in (2,+∞). Based on the

properties of cubic function, we have

a0a1 + a0a2 + a1a2 =
c1
c3

=
7eϵ − 4e2ϵ − e3ϵ

2
, (A.67)

and a0a1a2 = −
c0
c3

= −2e3ϵ − 4e2ϵ

2
. (A.68)
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Figure A.3: a0a1 + a0a2 + a1a2 and a0a1a2 if ϵ ∈ [0.629598, ln 2].

Fig. A.3 shows that a0a1+a0a2+a1a2 < 0 (Eq. (A.67)) and a0a1a2 > 0 (Eq. (A.68)).

From a0a1a2 > 0, we conclude that there are one positive root and two negative

roots or three positive roots, and then we conclude that there are one positive root

and two negative roots because a0a1+a0a2+a1a2 < 0. Since two negative roots are
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out of the a’s domain, we only discuss the positive root. Thus, we have following

cases:

• If a ∈ [0, root), g(a) > 0 meaning f ′1(a) > 0.

• If a ∈ [root,+∞), g(a) ≤ 0 meaning f ′1(a) ≤ 0.

From the above, as the positive real root is in (2,+∞), g(a) > 0 and f1(a)

monotonously increases when a ∈ [0, eϵ

eϵ+2
]. Therefore, we obtain the minimum

f1(a) when a = 0.

Case 3: If ln 2 ≤ ϵ ≤ ln 5.53, ∆ > 0, so there are three distinct real roots. As

a0a1a2 < 0, there are one negative root and two positive roots or three negative

roots. Only one negative root and two positive roots satisfy a0a1+a0a2+a1a2 < 0.

Thus, we have following cases:

• If a = 0, g(0) = −(2c3 − 4c2) < 0.

• If a = 2, g(2) = 2(8c2 + c+ 2) > 0.

• If a = +∞, lima→∞ g(a) = −∞.

From above results, we can deduce that there is one positive root in (0, 2) defined

as root1, and the other positive root is in (2,+∞) defined as root2. Since root2 > 1

is out of a’s domain, we only discuss root1. Thus, we have following cases:

• If a ∈ [0, root1], g(a) ≤ 0.

• If a ∈ (root1, root2), g(a) > 0.

Therefore, if g( c
c+2

) ≥ 0, we conclude that root1 ≤ c
c+2

. The exact form of g( c
c+2

)

is

g

(
c

c+ 2

)
=

c2(c+ 1)2(−c2 + 3c+ 14)

(c+ 2)3
. (A.69)

By solving g( c
c+2

) ≥ 0, we have c ≤ ln
(

3+
√
65

2

)
≈ 5.53, i.e., ϵ ≤ ln 5.53. From

Fig. A.4, we can conclude that a1 is the correct root, a0 < 0 and a2 > 1, and we

get a = a1 = −1
6
(−e2ϵ − 4eϵ − 5 + 2

√
∆0 cos(

π
3
+ 1

3
arccos(− ∆1

2∆
3
2
0

))).
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Figure A.4: a0, a1 and a2 if ϵ ∈ [ln 2, ln 5.53].

Case 4: If ϵ > ln 5.53, ∆ > 0, so there are three distinct real roots.

From the analysis in Case 3, we know that if ϵ > ln 5.53, root1 >
c

c+2
and g( c

c+2
) <

0. We know that g(a) ≤ 0 if a ∈ [0, c
c+2

], meaning f ′1(a) < 0, so that f1(a)

monotonously decreases if ϵ > ln 5.53. Therefore, we obtain the minimum f1(a)

when a = eϵ

eϵ+2
.

By summarizing the above, we obtain the optimal a which is named as P0←0 in the

Eq. (3.4). ■

A.5 Proof of Lemma 5

By substituting the optimal P0←0 of Eq. (3.4) with a in the maxx∈[−1,1]Var[Y |x] of
Eq. (A.34), we obtain the worst-case noise variance of Three-Outputs as follows:

min
P0←0

max
x∈[−1,1]

Var[Y |x] =

(eϵ+1)2

(eϵ−1)2 , for ϵ < ln 2,

(eϵ+1)2 · e2ϵ
(eϵ−1)2

(
1−P0←0

(eϵ−P0←0)2
+

(eϵ+1)2 ·P 2
0←0

4(eϵ−P0←0)4

)
, for ln 2 ≤ ϵ ≤ ln 5.53,

where P0←0 = −1
6
(−e2ϵ − 4eϵ − 5

+2
√
∆0 cos(

π
3
+ 1

3
arccos(− ∆1

2∆
3
2
0

))),

(eϵ+2)(eϵ+10)
4(eϵ−1)2 , for ϵ > ln 5.53.

(A.70)

■
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A.6 Proving Lemma 6

From Eq. (3.25a) and Eq. (3.25b), for any Y ∈ [−A,A] and any two input values

x1, x2 ∈ [−1, 1], we have F[Y |x1]
F[Y |x2]

≤ c
d
= exp(ϵ). Thus, Algorithm 3 satisfies local

differential privacy. For notational simplicity, with a fixed ϵ below, we will write

L(ϵ, x, t) and R(ϵ, x, t) as Lx and Rx. Based on the proper distribution, we have∫ A

−A
F [Y = y|x] dy = c(Rx − Lx) + d[2A− (Rx − Lx)] = 1. (A.71)

In addition, we prove the unbiased estimation as follows:

E[Y = y|x] =
∫ A

−A
y ·F [Y = y|x] dy

=
d

2
· (Lx

2 − A2) +
c

2
(Rx

2 − Lx
2) +

d

2
· (A2 −Rx

2)

= x. (A.72)

By solving above Eq. (A.71) and Eq. (A.72), we haveLx = x
1−2Ad

− 1−2Ad
2(c−d) ,

Rx = x
1−2Ad

+ 1−2Ad
2(c−d) .

(A.73)

With −A ≤ y ≤ A, the constraint −A ≤ Lx < Rx ≤ A for any −1 ≤ x ≤ 1 in

Eq. (3.25), Eq. (3.27), and Eq. (3.28) implies

Ad <
1

2
, (A.74)

and A ≥ 1

1− 2Ad
+

1− 2Ad

2(c− d)
. (A.75)

For notational simplicity, we define α and ξ as

α := Ad, (A.76)

and ξ :=
c− d

d
, (A.77)

where it is clear under privacy parameter ϵ that

ξ = eϵ − 1. (A.78)
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Applying Eq. (A.76) and Eq. (A.77) to Inequality (A.74) and Eq. (A.75), we obtain

α

d
≥ 1

1− 2α
+

1− 2α

2ξd
, (A.79)

and α <
1

2
. (A.80)

The condition Eq. (A.79) induces d ≤ (2ξ+4)α−(4+4ξ)α2−1
2ξ

= [(2ξ+2)α−1](1−2α)
2ξ

. In view

of 1
2(ξ+1)

= 1
2eϵ

< α < 1
2
, we define t satisfying 0 < t < ∞ such that α =

t+1
2(t+eϵ)

. Note that limt→0
t+1

2(t+eϵ)
= 1

2eϵ
, limt→∞

t+1
2(t+eϵ)

= 1
2
and d = [(2ξ+2)α−1](1−2α)

2ξ
=

1
2ξ

· ξt
t+1+ξ

· ξ
t+1+ξ

= t(eϵ−1)
2(t+eϵ)2

.

By applying α, d and ξ to Eq. (A.73), we haveLx = x
1−2α −

1−2α
2ξd

= x · eϵ+t
eϵ−1 −

eϵ+t
t(eϵ−1) =

(eϵ+t)(xt−1)
t(eϵ−1) ,

Rx = x
1−2α + 1−2α

2ξd
= x · eϵ+t

eϵ−1 +
eϵ+t

t(eϵ−1) =
(eϵ+t)(xt+1)

t(eϵ−1) .
(A.81)

Furthermore, the variance of Y is

Var[Y |x] = E[Y 2| x]− (E[Y |x])2

=

∫ A

−A
y2F [Y = y|x] dy − x2

=

∫ Lx

−A
dy2 dy +

∫ Rx

Lx

cy2 dy +

∫ A

Rx

dy2 dy − x2

=
d

3
[Lx

3 − (−A)3] + c

3
(Rx

3 − Lx
3) +

d

3
(A3 −Rx

3)− x2

=
2d

3
A3 +

(c− d)

3
(Rx

3 − Lx
3)− x2. (A.82)
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Substituting Eq. (A.73) into Eq. (A.82) yields

Var[Y |x] = 2d

3
A3 +

(c− d)

3
·[(

x

1− 2Ad
+

1− 2Ad

2(c− d)

)3

−
(

x

1− 2Ad
− 1− 2Ad

2(c− d)

)3
]

− x2

=
2d

3
A3 +

(c− d)

3
·{

6

(
x

1− 2Ad

)2

× 1− 2Ad

2(c− d)
+ 2

[
1− 2Ad

2(c− d)

]3}
− x2

=

(
1

1− 2Ad
− 1

)
x2 +

2d

3
A3 +

(1− 2Ad)3

12(c− d)2
. (A.83)

Substituting 1 − 2α = eϵ−1
eϵ+t

, d = t(eϵ−1)
2(t+eϵ)2

, ξ = c−d
d

= eϵ − 1, and α = t+1
2(t+eϵ)

into

Eq. (A.83) yields

Var[Y |x] = t+ 1

eϵ − 1
x2 +

(t+ eϵ)
(
(t+ 1)3 + eϵ − 1

)
3t2(eϵ − 1)2

. (A.84)

■

A.7 Calculation of Value t

In order to find the optimal t for mint maxx∈[−1,1]Var[Y |x], we calculate the first-

order derivative of maxx∈[−1,1]Var[Y |x] as follows:

2t

3(eϵ − 1)2
+

4

3(eϵ − 1)
+

4

3(eϵ − 1)2
− 4t−2

3(eϵ − 1)2

− 4t−2

3(eϵ − 1)
− 2t−3

3(eϵ − 1)2
− 4t−3

3(eϵ − 1)
− 2t−3

3

=
2

3(eϵ − 1)2
[t+ 2eϵ − 2eϵt−2 − e2ϵt−3]. (A.85)

Next, we calculate the second-order derivative of maxx∈[−1,1]Var[Y |x] as follows:

2

3(eϵ − 1)2
[1 + 4eϵt−3 + 3eϵt−4] > 0. (A.86)
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Since the second-order derivative of maxx∈[−1,1]Var[Y |x] > 0, we conclude that

maxx∈[−1,1]Var[Y |x] has the minimum point in its domain.

To find t which minimizes maxx∈[−1,1]Var[Y |x], we set t4 + 2eϵt3 − 2eϵt − e2ϵ = 0.

By solving

t4 + 2eϵt3 − 2eϵt− e2ϵ = 0, (A.87)

we obtain Eq. (3.29).

Define Eq. (A.87)’s coefficients as c4 := 1, c3 := 2eϵ, c2 := 0, c1 := −2eϵ, and c0 :=

−e2ϵ, and then we obtain

c4 · t4 + c3 · t3 + c1 · t+ c0 = 0. (A.88)

To change Eq. (A.88) into a depressed quartic form, we substitute f := eϵ, t :=

y − c3
4c4

= y − f
2
into Eq. (A.88) and obtain

y4 + p · y2 + q · y + r = 0, (A.89)

where

p =
8c2c4 − 3c23

8c24
= −3f 2

2
, (A.90)

q =
c33 − 4c2c3c4 + 8c1c

2
4

8c34
= f 3 − 2f, (A.91)

and r =
−3c43 + 256c0c

3
4 − 64c1c3c

2
4 + 16c2c

2
3c4

256c44
= − 3

16
f 4. (A.92)

Rewrite Eq. (A.89) to the following(
y2 +

p

2

)
= −qy − r +

p2

4
. (A.93)

Then, we introduce a variable m into the factor on the left-hand side of Eq. (A.93)

by adding 2y2m + pm + m2 to both sides. Thus, we can change the equation to

the following: (
y2 +

p

2
+m

)
= 2my2 − qy +m2 +mp+

p2

4
− r. (A.94)
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Since m is arbitrarily chosen, we choose the value of m to get a perfect square in

the right-hand side. Hence, we obtain that

8m3 + 8pm2 + (2p2 − 8r)m− q2 = 0. (A.95)

In order to solve Eq. (A.95), we substitute Eq. (A.90), Eq. (A.91), and Eq. (A.92)

into the following equations:

c′3 := 8,

c′2 := 8p,

c′1 := 2p2 − 8r,

c′0 := −q2,

∆′0 = (c′2)
2 − 3c′3c

′
1 = (8p)2 − 3 · 8 · (2p2 − 8r) = 0,

∆′1 = 2(c′2)
3 − 9c′3 · c′2 · c′1 + 27(c′3)

2 · c′0
= 2(8p)3 − 9 · 8 · 8p · (2p2 − 8r) + 27 · 82 · (−q2)

= 6912(f 4 − f 2),

and I ′ =
3

√
∆′1 ±

√
(∆′1)

2 − 4(∆′0)
3

2
.

As

I ′ =
3

√
∆′1 −

√
(∆′1)

2 − 4(∆′0)
3

2
= 0 cannot be used as the denominator,

we take

I ′ =
3

√
∆′1 +

√
(∆′1)

2 − 4(∆′0)
3

2
= 3
√

∆′1

= 3
√
6912(f 4 − f 2). (A.96)
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By solving the cubic function in Eq. (A.96), we have roots as follows:

mk = −
1

3c′3
(c′2 + ξkI ′ +

∆′0
ξkI ′

)

=
f 2

2
+

3

√
f 2 − f 4

2
ξk, k ∈ {0, 1, 2}, (A.97)

where ξ =
−1 +

√
−3

2
.

We only use the real-value root; thus, we get

m =
f 2

2
+

3

√
f 2 − f 4

2
. (A.98)

Thus, we obtain

y =
±1

√
2m±2

√
−(2p+ 2m±1

√
2q√
m
)

2
. (A.99)

Then, the solutions of the original quartic equation are

t = −eϵ

2
+
±1

√
2m±2

√
−(2p+ 2m±1

√
2q√
m
)

2
. (A.100)
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After substituting m, p, q, f into Eq. (A.100), we obtain t as follows:

t=



1

2

√
e2ϵ+22/3

3
√
e2ϵ−e4ϵ+

1

2

√
2e2ϵ−22/3

3
√
e2ϵ−e4ϵ +

4eϵ−2e3ϵ√
e2ϵ+22/3 3

√
e2ϵ−e4ϵ

− eϵ

2
> 0, if ϵ < ln

√
2,

1

2

√
e2ϵ+22/3

3
√
e2ϵ−e4ϵ−

1

2

√
2e2ϵ−22/3

3
√
e2ϵ−e4ϵ +

4eϵ−2e3ϵ√
e2ϵ+22/3 3

√
e2ϵ−e4ϵ

− eϵ

2
< 0, if ϵ < ln

√
2,

− 1

2

√
e2ϵ+22/3

3
√
e2ϵ−e4ϵ+

1

2

√
2e2ϵ−22/3

3
√
e2ϵ−e4ϵ − 4eϵ−2e3ϵ√

e2ϵ+22/3 3
√
e2ϵ−e4ϵ

− eϵ

2
> 0, if ϵ > ln

√
2,

− 1

2

√
e2ϵ+22/3

3
√
e2ϵ−e4ϵ−

1

2

√
2e2ϵ−22/3

3
√
e2ϵ−e4ϵ − 4eϵ−2e3ϵ√

e2ϵ+22/3 3
√
e2ϵ−e4ϵ

− eϵ

2
< 0, if ϵ > ln

√
2.

(A.101a)

(A.101b)

(A.101c)

(A.101d)

Since t is a real number and t > 0, we obtain Eq. (3.29).

■

A.8 Calculate the probability of a variable Y

falling in the interval [L(ϵ, x, e
ϵ
3), R(ϵ, x, e

ϵ
3)]

By replacing t in Eq. (3.25) of PM-OPT with e
ϵ
3 , we obtain the probability as follows:
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P
[
L(ϵ, x, e

ϵ
3 ) ≤ Y ≤ R(ϵ, x, e

ϵ
3 )
]

=

∫ R(ϵ,x,e
ϵ
3 )

L(ϵ,x,e
ϵ
3 )

c dY

=

∫ (eϵ+e
ϵ
3 )(xe

ϵ
3 +1)

e
ϵ
3 (eϵ−1)

(eϵ+e
ϵ
3 )(xe

ϵ
3−1)

e
ϵ
3 (eϵ−1)

eϵt(eϵ − 1)

2(t+ eϵ)2
dY

=
eϵ

e
ϵ
3 + eϵ

.

■

A.9 Proof of Lemma 8

The expression of the two probabilities in Eq. (A.104) can be solved from the

following: 

proper distribution so that

P
[
Z =

kA

m
| Y = y

]
+ P

[
Z =

(k + 1)A

m
| Y = y

]
= 1,

E [Z | Y = y] = y so that kA
m
× P

[
Z = kA

m
| Y = y

]
+ (k+1)A

m
× P

[
Z = (k+1)A

m
| Y = y

]  = y.

(A.102a)

(A.102b)

Summarizing ① and ②, with k := ⌊ym
A
⌋, we have

P [Z = z | Y = y] =


k + 1− ym

A
, if z = kA

m
,

ym
A
− k, if z = (k+1)A

m
.

(A.103)
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In the perturbation step, the distribution of Y given the input x is given by

F [Y = y | x] =

 p1, if y ∈ [L(x), R(x)],

p2, if y ∈ [−A,L(x)) ∪ (R(x), A].
(A.104)

Hence, we obtain

P [Z = z | x]

=

∫
y

P [Z = z | x and Y = y]F [Y = y | x] dy

=

∫
y

P [Z = z | Y = y]F [Y = y | x] dy. (A.105)

In addition, our mechanisms are unbiased, such that

E[Y | x] =
∫
y

y × F [Y = y | x] dy = x. (A.106)

Therefore, we obtain

E[Z | x] =
∑
z

z × P [Z = z | x]

=
∑
z

z ×
∫
y

P [Z = z | Y = y]F [Y = y | x] dy

=

∫
y

(∑
z

z × P [Z = z | Y = y]

)
F [Y = y | x] dy

=

∫
y

y × F [Y = y | x] dy = x. (A.107)

■

A.10 Proof of Lemma 9

To prove Var[Z|X = x] ≥ Var[Y |X = x], it is equivalent to prove

E
[
Z2|X = x

]
− (E [Z|X = x])2 ≥ E

[
Y 2|X = x

]
− (E [Y |X = x])2.
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SinceM1 andM2 are unbiased, we have E [Z|X = x] = E [Y |X = x] = x. Hence,

it is sufficient to prove

E
[
Z2|X = x

]
≥ E

[
Y 2|X = x

]
. (A.108)

We derive that

E
[
Z2|X = x

]
=
∑
z

z2 ·P [Z = z|X = x]

=
∑
z

z2
∫
y

P [Z = z|Y = y] ·F [Y = y|X = x] dy

=

∫
y

∑
z

z2P [Z = z|Y = y] ·F [Y = y|X = x] dy

=

∫
y

E
[
Z2|Y = y

]
·F [Y = y|X = x] dy, (A.109)

and

E
[
Y 2|X = x

]
=

∫
y

y2 ·F [Y = y|X = x] dy. (A.110)

To prove Inequality (A.108), because of Eq. (A.109) and Eq. (A.110), it is sufficient

to prove

E
[
Z2|Y = y

]
≥ y2, ∀y ∈ Range(Y ). (A.111)

After getting the intermediate output y fromM1, we may discretize the interme-

diate output y into z1 with probability p1 and z2 with probability p2. Hereby, we

have

p1 + p2 = 1.

MechanismM2 is unbiased, so that E [Z|Y = y] = y, and we have

p1 · z1 + p2 · z2 = y.
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According to Cauchy–Schwarz inequality, we have

E
[
Z2|Y = y

]
= p1 · z21 + p2 · z22
= [(
√
p1)

2 + (
√
p2)

2][(
√
p1z1)

2 + (
√
p2z2)

2]

≥ (p1 · z1 + p2 · z2)2 = y2.

Thus, we get Inequality (A.108) and Inequality (A.111).

■

A.11 Proof of Lemma 11

Given PM-SUB’s variance in Eq. (A.84), we have

VarP [Y |x] =
t+ 1

eϵ − 1
x2 +

(t+ eϵ)
(
(t+ 1)3 + eϵ − 1

)
3t2(eϵ − 1)2

. (A.112)

Given Three-Outputs’ variance in Eq. (A.20), we can simplify it as

VarT [Y |x] = (1− a)C2 + C2b|x| − x2.

According to Eq. (A.21), we have C = eϵ(eϵ+1)
(eϵ−1)(eϵ−a) , so that

VarT [Y |x] =
(1− a)e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
+

b|x|e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
− x2. (A.113)

Based on Eq. (A.112) and Eq. (A.113), we construct the variance of the hybrid

mechanism as follows:

VarH[Y |x] = β

(
t+ 1

eϵ − 1
x2 +

(t+ eϵ)
(
(t+ 1)3 + eϵ − 1

)
3t2(eϵ − 1)2

)

+ (1− β)

(
(1− a)e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
+

b|x|e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
− x2

)
,

where t = e
ϵ
3 .
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From Eq. (A.21), we set b = a · eϵ−1
eϵ

to get the worst-case noise variance. Then, we

have the variance of the hybrid mechanism as follows:

VarH[Y |x] =
(
β
t+ 1

eϵ − 1
+ β − 1

)
x2

+ (1− β)
aeϵ(eϵ + 1)2

(eϵ − 1)(eϵ − a)2
|x|

+

(
(t+ eϵ)((t+ 1)3 + eϵ − 1)

3t2(eϵ − 1)2
β

+ (1− β)(1− a)
e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2

)
, (A.114)

where t = e
ϵ
3 .

Based on Eq. (A.114), we obtain

max
x∈[−1,1]

VarH[Y |x] =

VarH[Y |x∗], if β t+1
eϵ−1 + β − 1 < 0, 0 < x∗ < 1,

max{VarH[Y |0],VarH[Y |1]}, otherwise,
(A.115)

where x∗ := (β−1)aeϵ(eϵ+1)2

2(eϵ−a)2(β(eϵ+t)−eϵ+1)
.

Therefore, we have the following cases to compute maxx∈[−1,1] VarH[Y |x]:

(I) If β t+1
eϵ−1 + β − 1 < 0 and 0 < x∗ < 1, we obtain:

– β < eϵ−1
eϵ+t

,

– For x∗ := (β−1)aeϵ(eϵ+1)2

2(eϵ−a)2(β(eϵ+t)−eϵ+1)
, if 0 < x∗ < 1, we have

0 <
(β − 1)aeϵ(eϵ + 1)2

2(eϵ − a)2(β(eϵ + t)− eϵ + 1)
< 1.

If (β−1)aeϵ(eϵ+1)2

2(eϵ−a)2(β(eϵ+t)−eϵ+1)
< 1, we have

β(2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2) < 2(eϵ − a)2(eϵ − 1)− aeϵ(eϵ + 1)2.

(A.116)

– If 2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2 > 0, we have β < 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
.

Since β < eϵ−1
eϵ+t

, by comparing 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
and eϵ−1

eϵ+t
as shown in

Appendix A.13 to get the correct domain, we have 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
≤

eϵ−1
eϵ+t

. Therefore, β < 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
.
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– If 2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2 = 0 and 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2 > 0,

no β satisfies the condition.

– If 2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2 = 0 and 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2 ≤ 0,

any β satisfies the condition.

– If 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 < 0, we have

β >
2(eϵ − a)2(eϵ − 1)− aeϵ(eϵ + 1)2

2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2
.

By summarizing the above analysis, we have the following cases to compute

maxx∈[−1,1] VarH[Y |x]:

1) If 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 > 0, we have

max
x∈[−1,1]

VarH[Y |x] =

VarH[Y |x∗], if β < 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
,

max{VarH[Y |0],VarH[Y |1]}, otherwise.

2) If 2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2 = 0 and aeϵ(eϵ+1)2+2(eϵ−a)2(1−eϵ) > 0,

we have

max
x∈[−1,1]

VarH[Y |x] = max{VarH[Y |0],VarH[Y |1]}.

3) If 2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2 = 0 and 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2 ≤ 0,

we have

max
x∈[−1,1]

VarH[Y |x] =

VarH[Y |x∗], if β < eϵ−1
eϵ+t

,

max{VarH[Y |0],VarH[Y |1]}, otherwise.

4) If 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 < 0, we have

max
x∈[−1,1]

VarH[Y |x] =

VarH[Y |x∗], if 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
< β < eϵ−1

eϵ+t
,

max{VarH[Y |0],VarH[Y |1]}, otherwise.

Appendix A.12 proves that

2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 > 0
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and Appendix A.13 proves

2(eϵ − a)2(eϵ − 1)− aeϵ(eϵ + 1)2

2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2
≤ eϵ − 1

eϵ + t
.

Therefore, we have

max
x∈[−1,1]

VarH[Y |x] =

VarH[Y |x∗], if 0 < β < 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
,

max{VarH[Y |0],VarH[Y |1]}, otherwise.

(II) Based on the above analysis, β should satisfy constraint 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
≤

β ≤ 1 in order to ensure maxx∈[−1,1] VarH[Y = y|x] = max{VarH[Y |0],VarH[Y |1]}.

To get the exact value of maxx∈[−1,1]VarH[Y |x], after comparing VarH[Y |1]
with VarH[Y |0], values of VarH[Y |1] and VarH[Y |0] are:

– VarH[Y |1] = (β t+1
eϵ−1 +β−1)+(1−β) aeϵ(eϵ+1)2

(eϵ−1)(eϵ−a)2 +
( (t+eϵ)((t+1)3+eϵ−1)

3t2(eϵ−1)2 β+

(1−β)(1−a) e2ϵ(eϵ+1)2

(eϵ−1)2(eϵ−a)2
)
= β

(
t+1
eϵ−1+1− aeϵ(eϵ+1)2

(eϵ−1)(eϵ−a)2+
(t+eϵ)((t+1)3+eϵ−1)

3t2(eϵ−1)2 −
(1−a)e2ϵ(eϵ+1)2

(eϵ−1)2(eϵ−a)2
)
− 1 + aeϵ(eϵ+1)2

(eϵ−1)(eϵ−a)2 +
(1−a)e2ϵ(eϵ+1)2

(eϵ−1)2(eϵ−a)2 ,

– VarH[Y |0] = (t+eϵ)((t+1)3+eϵ−1)
3t2(eϵ−1)2 β + (1− β)(1− a) e2ϵ(eϵ+1)2

(eϵ−1)2(eϵ−a)2

= β
( (t+eϵ)((t+1)3+eϵ−1)

3t2(eϵ−1)2 − (1−a)e2ϵ(eϵ+1)2

(eϵ−1)2(eϵ−a)2
)
+ (1−a)e2ϵ(eϵ+1)2

(eϵ−1)2(eϵ−a)2 .

Since VarH[Y |1] and VarH[Y |0] are linear equations respect to β, we compare

slopes of β in VarH[Y |1] and VarH[Y |0]. We define the slope of β in VarH[Y |1]
as

slope1 :=
t+ 1

eϵ − 1
+ 1− aeϵ(eϵ + 1)2

(eϵ − 1)(eϵ − a)2

+
(t+ eϵ)((t+ 1)3 + eϵ − 1)

3t2(eϵ − 1)2
− (1− a)e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
, (A.117)

and the slope of β in VarH[Y |0] as

slope2 :=
(t+ eϵ)((t+ 1)3 + eϵ − 1)

3t2(eϵ − 1)2
− (1− a)e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
. (A.118)

Then, we represent the left boundary of β as

β1 :=
2(eϵ − a)2(eϵ − 1)− aeϵ(eϵ + 1)2

2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2
, (A.119)
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the right boundary of β as

β2 := 1, (A.120)

and the value of β at the intersection of slope1 and slope2 as

βintersection :=
(c− 1)(c− a)2 − ac(c+ 1)2

(t+ c)(c− a)2 − ac(c+ 1)2
. (A.121)

Then, slope1 and slope2 have the following possible combinations:

1) If slope1 > 0 and slope2 > 0, β = β1.

2) If slope1 < 0 and slope2 < 0, β = β2.

3) If slope1 · slope2 < 0 and β1 < βintersection < β2, β = βintersection.

4) If slope1 · slope2 < 0, and βintersection < β1 or βintersection > β2, find β for

min
{
max{Var[Y |1, β = β1],Var[Y |0, β = β1]},

max{Var[Y |1, β = β2],Var[Y |0, β = β2]}
}
.

5) If slope1 · slope2 = 0,

Case 1: slope1 = 0, slope2 ̸= 0,

a) If slope1 = 0, slope2 > 0, and βintersection ∈ [β1, β2], β ∈ [β1, βintersection].

b) If slope1 = 0, slope2 < 0, and βintersection ∈ [β1, β2], β ∈ [βintersection, β2].

c) If slope1 = 0, slope2 > 0, βintersection < β1 or βintersection > β2, and

VarH[Y |1, β ∈ [β1, β2]] > VarH[Y |0, β ∈ [β1, β2]], β ∈ [β1, β2].

d) If slope1 = 0, slope2 > 0, βintersection < β1 or βintersection > β2, and

VarH[Y |0, β ∈ [β1, β2]] > VarH[Y |1, β ∈ [β1, β2]], β = β1.

e) If slope1 = 0, slope2 < 0, βintersection < β1 or βintersection > β2, and

VarH[Y |1, β ∈ [β1, β2]] > VarH[Y |0, β ∈ [β1, β2]], β ∈ [β1, β2].

f) If slope1 = 0, slope2 < 0, βintersection < β1 or βintersection > β2, and

VarH[Y |1, β ∈ [β1, β2]] < VarH[Y |0, β ∈ [β1, β2]], β = β2.

Case 2: slope2 = 0, slope1 ̸= 0,

a) If slope1 > 0, slope2 = 0, and βintersection ∈ [β1, β2], β ∈ [β1, βintersection].

b) If slope1 < 0, slope2 = 0, and βintersection ∈ [β1, β2], β ∈ [βintersection, β2].
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c) If slope2 = 0, slope1 > 0, βintersection < β1 or βintersection > β2, and

VarH[Y |1, β ∈ [β1, β2]] > VarH[Y |0, β ∈ [β1, β2]], β = β1.

d) If slope2 = 0, slope1 > 0, βintersection < β1 or βintersection > β2, and

VarH[Y |0, β ∈ [β1, β2]] > VarH[Y |1, β ∈ [β1, β2]], β ∈ [β1, β2].

e) If slope2 = 0, slope1 < 0, βintersection < β1 or βintersection > β2, and

VarH[Y |1, β ∈ [β1, β2]] > VarH[Y |0, β ∈ [β1, β2]], β = β2.

f) If slope2 = 0, slope1 < 0, βintersection < β1 or βintersection > β2, and

VarH[Y |1, β ∈ [β1, β2]] < VarH[Y |0, β ∈ [β1, β2]], β ∈ [β1, β2].

Case 3: slope1 = 0 and slope2 = 0,

a) If VarH[Y |1, β ∈ [β1, β2]] < VarH[Y |0, β ∈ [β1, β2]], β ∈ [β1, β2].

b) If VarH[Y |1, β ∈ [β1, β2]] > VarH[Y |0, β ∈ [β1, β2]], β ∈ [β1, β2].

c) If VarH[Y |1, β ∈ [β1, β2]] = VarH[Y |0, β ∈ [β1, β2]], β ∈ [β1, β2].

Proof. 1) If slope1 > 0 and slope2 > 0, VarH[Y |1] and VarH[Y |0] monotonically

increase β ∈ [β1, β2], and we obtain that minβ maxx∈[−1,1]VarH[Y |x] is at β = β1.

2) Similar to 1), we have minβ maxx∈[−1,1] VarH[Y |x] is at β = 1.

3) If β1 < βintersection < β2, we have following cases:

• If slope1 > 0 and slope2 < 0, Var[Y |1] monotonically increases and Var[Y |0]
monotonically decreases, so when β ∈ [β1, βintersection], maxx∈[−1,1]VarH[Y |x] =
VarH[Y |0]. When β ∈ [βintersection, β2], maxx∈[−1,1]VarH[Y |x] = VarH[Y |1].
Therefore, minβ maxx∈[−1,1]VarH[Y |x] = VarH[Y |1] = VarH[Y |0] at β =

βintersection.

• If slope1 < 0 and slope2 > 0, Var[Y |1] monotonically decreases and Var[Y |0]
monotonically increases, so when β ∈ [β1, βintersection], maxx∈[−1,1]VarH[Y |x] =
VarH[Y |1]. When β ∈ [βintersection, β2], maxx∈[−1,1]VarH[Y |x] = VarH[Y |0].
Therefore, minβ maxx∈[−1,1]VarH[Y |x] = VarH[Y |1] = VarH[Y |0] at β =

βintersection.

4) If βintersection < β1 or βintersection > β2, we have following cases:
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• If slope1 > 0, slope2 < 0 and VarH[Y |1] > VarH[Y |0], since VarH[Y |1]
monotonically increases in the domain, minβ VarH[Y |1] is at β = β1. Thus,

minβ maxx∈[−1,1]VarH[Y |x] is at β = β1.

• If slope1 > 0, slope2 < 0 and VarH[Y |1] < VarH[Y |0], since VarH[Y |0]
monotonically decreases in the domain, minβ VarH[Y |0] is at β = β2. Thus,

minβ maxx∈[−1,1]VarH[Y |x] is at β = β2.

• If slope1 < 0, slope2 > 0 and VarH[Y |1] > VarH[Y |0],maxx∈[−1,1] VarH[Y |x] =
VarH[Y |1], since VarH[Y |1] monotonically decreases in the domain,

minβ VarH[Y |1] is at β = β2. Thus, minβ maxx∈[−1,1]VarH[Y |x] is at β = β2.

• If slope1 < 0 , slope2 > 0 and VarH[Y |1] < VarH[Y |0], maxx∈[−1,1]VarH[Y |x] =
VarH[Y |0], since VarH[Y |0] monotonically increases in the domain,

minβ VarH[Y |0] is at β = β1. Thus, minβ maxx∈[−1,1]VarH[Y |x] is at β = β1.

5)

• Case 1:

a) If slope1 = 0, slope2 > 0 and βintersection ∈ [β1, β2], we can conclude

that β ∈ [β1, βintersection] and VarH[Y |1] > VarH[Y |0]. When β ∈
(βintersection, β2],VarH[Y |0] > VarH[Y |1]. Since VarH[Y |0] monotoni-

cally increases if β ∈ (βintersection, β2], minβ maxx∈[−1,1]VarH[Y |x] =

VarH[Y |1, β ∈ [β1, βintersection]].

b) If slope1 = 0, slope2 < 0 and βintersection ∈ [β1, β2], we can conclude

that β ∈ [β1, βintersection] and VarH[Y |0] > VarH[Y |1]. When β ∈
(βintersection, β2],VarH[Y |1] > VarH[Y |0]. Since VarH[Y |1] does not change
and VarH[Y |0] monotonically decreases, minβ maxx∈[−1,1]VarH[Y |x] =
VarH[Y |0, β ∈ [βintersection, β2]].

c) If slope1 = 0 and slope2 > 0,VarH[Y |1, β ∈ [β1, β2]] > VarH[Y |0, β ∈
[β1, β2]] and βintersection > β2. Since VarH[Y |1] does not change if β ∈
[β1, β2], minβ maxx∈[−1,1] VarH[Y |x] = VarH[Y |1, β ∈ [β1, β2]].

d) If slope1 = 0 and slope2 > 0,VarH[Y |0, β ∈ [β1, β2]] > VarH[Y |1, β ∈
[β1, β2]] and βintersection > β2. Since VarH[Y |0] monotonically decreases

if β ∈ [β1, β2], minβ maxx∈[−1,1]VarH[Y |x] = VarH[Y |0, β = β2].
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e) If slope1 = 0 and slope2 < 0,VarH[Y |1, β ∈ [β1, β2]] > VarH[Y |0, β ∈
[β1, β2]] and βintersection < β1. Since VarH[Y |1] does not change if β ∈
[β1, β2], minβ maxx∈[−1,1] VarH[Y |x] = VarH[Y |1, β ∈ [β1, β2]].

f) If slope1 = 0 and slope2 < 0,VarH[Y |0, β ∈ [β1, β2]] > VarH[Y |1, β ∈
[β1, β2]] and βintersection > β2. Since VarH[Y |0] monotonically decreases

if β ∈ [β1, β2], minβ maxx∈[−1,1]VarH[Y |x] = VarH[Y |0, β = β2].

• Case 2: The proof is similar to Case 1.

• Case 3: VarH[Y |0] and VarH[Y |1] are unchanged when β ∈ [β1, β2]. Hence,

minβ maxx∈[−1,1] VarH[Y |x] = maxx∈[−1,1]VarH[Y |x, β ∈ [β1, β2]].

A.12 Proof of 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 > 0

From values of ϵ, we have the following cases:

• If 0 < ϵ ≤ ln 5.53, we have 2(eϵ − a)2(eϵ + t) − aeϵ(eϵ + 1)2 > 0 referring to

Fig. A.5.

• If ϵ > ln 5.53, we have a = eϵ

eϵ+2
and t = e

ϵ
3 , so that

2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 =
e2ϵ(eϵ + 1)2(eϵ − 2 + 2e

ϵ
3 )

(eϵ + 2)2
. (A.122)

Since e2ϵ(eϵ+1)2(−eϵ+2−2e
ϵ
3 )

(eϵ+2)2
> 0 if ϵ > 0, we have 2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2 >

0 if ϵ > ln 5.53.

Thus, we conclude that 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 > 0 if ϵ > 0.

■

A.13 Proof of 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
≤ eϵ−1

eϵ+t if t = e
ϵ
3

Proposition 1. 2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
≤ eϵ−1

eϵ+t
for ϵ > 0.
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Define

f :=
2(eϵ − a)2(eϵ − 1)− aeϵ(eϵ + 1)2

2(eϵ − a)2(eϵ + ϵ
3
)− aeϵ(eϵ + 1)2

− eϵ − 1

eϵ + e
ϵ
3

=
aeϵ(eϵ + 1)2(t+ 1)

(aeϵ(eϵ + 1)2 − 2(eϵ − a)2(eϵ + e
ϵ
3 ))(eϵ + e

ϵ
3 )
,

(A.123)

and

h := 2(eϵ − a)2(eϵ + e
ϵ
3 )− aeϵ(eϵ + 1)2. (A.124)

When ϵ > 0, we have eϵ + e
ϵ
3 > 0 and aeϵ(eϵ + 1)2(e

ϵ
3 + 1) > 0 (the numerator of

Eq. (A.123)).

• If 0 < ϵ < ln 2, we have a = 0 and h = −2e2ϵ(eϵ + e
ϵ
3 ) < 0. Therefore, we

conclude that Eq. (A.123) < 0.

• If ln 2 ≤ ϵ ≤ ln 5.53, we have a = −1
6
(−e2ϵ − 4eϵ − 5 + 2

√
∆0 cos(

π
3
+

1
3
arccos(− ∆1

2∆
3
2
0

))). Fig. A.5 shows that h := 2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2 < 0,

so that we obtain Eq. (A.123) < 0.

• If ϵ > ln 5.53, we have a = eϵ

eϵ+2
and h = e2ϵ(eϵ+1)2(−2+eϵ+2e

ϵ
3 )

(eϵ+2)2
. Since eϵ and

e
ϵ
3 > 1, we obtain −2 + eϵ + 2e

ϵ
3 > 0 and h > 0. Hence, we conclude that

Eq. (A.123) < 0.
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Figure A.5: 2(eϵ − a)2(eϵ + t)− aeϵ(eϵ + 1)2 > 0 when ϵ ∈ (0, ln 5.53].

Based on the above analysis, we have Eq. (A.123) < 0 when ϵ > 0, meaning that
2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
≤ eϵ−1

eϵ+t
when ϵ > 0. ■
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A.14 Proof of Lemma 10

The maxx∈[−1,1]VarH[Y |x] is minimum when

β = (A.125)
0, if 0 < ϵ < ϵ∗,

β1 =
2(eϵ−a)2(eϵ−1)−aeϵ(eϵ+1)2

2(eϵ−a)2(eϵ+t)−aeϵ(eϵ+1)2
, if ϵ∗ ≤ ϵ < ln 2,

β3 =
−
√

ω2
ω1

+eϵ−1

eϵ+e
ϵ
3

, if ϵ ≥ ln 2,

where

ϵ∗ ≈ 0.610986. (A.126)

Proof. If x = x∗ = (β−1)aeϵ(eϵ+1)2

2(eϵ−a)2(β(eϵ+t)−eϵ+1)
, we have the variance of Y as follows:

VarH[Y |x∗] = (β
t+ 1

eϵ − 1
+ β − 1)

(
(β − 1)aeϵ(eϵ + 1)2

2(eϵ − a)2(β(eϵ + t)− eϵ + 1)

)2

+ (1− β)
aeϵ(eϵ + 1)2

(eϵ − 1)(eϵ − a)2

(
(β − 1)aeϵ(eϵ + 1)2

2(eϵ − a)2(β(eϵ + t)− eϵ + 1)

)
+

(
(t+ eϵ)((t+ 1)3 + eϵ − 1)

3t2(eϵ − 1)2
β

+ (1− β)(1− a)
e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2

)
. (A.127)

Let γ := β(eϵ + t) − eϵ + 1 and c := eϵ, and then we transform VarH[Y |x∗] in
Eq. (A.127) to the following:
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γ

(
a2c2(c+ 1)4

4(c+ t)2(c− a)4(c− 1)
− a2c2(c+ 1)4

2(c+ t)2(c− 1)(c− a)4

+
(t+ 1)3 + c− 1

3t2(c− 1)2
− (1− a)c2(c+ 1)2

(c+ t)(c− 1)2(c− a)2

)
+

1

γ

(
(1 + t)2a2c2(c+ 1)4

4(c+ t)2(c− a)4(c− 1)
− (1 + t)2a2c2(c+ 1)4

2(c+ t)2(c− 1)(c− a)4

)
− (1 + t)a2c2(c+ 1)4

2(c+ t)2(c− a)4(c− 1)
+

(1 + t)a2c2(c+ 1)4

(c+ t)2(c− 1)(c− a)4

+
(t+ 1)3 + c− 1

3t2(c− 1)
+

(1 + t)(1− a)c2(c+ 1)2

(c+ t)(c− 1)2(c− a)2
. (A.128)

Set coefficient of γ as ω1 :

ω1 :=
a2c2(c+ 1)4

4(c+ t)2(c− a)4(c− 1)
− a2c2(c+ 1)4

2(c+ t)2(c− 1)(c− a)4

+
(t+ 1)3 + c− 1

3t2(c− 1)2
− (1− a)c2(c+ 1)2

(c+ t)(c− 1)2(c− a)2
. (A.129)

Set coefficient of 1
γ

as ω2 :

ω2 := −
(1 + t)2a2c2(c+ 1)4

4(c+ t)2(c− a)4(c− 1)
. (A.130)

Set the rest of (A.128) as:

ω3 := −
(1 + t)a2c2(c+ 1)4

2(c+ t)2(c− a)4(c− 1)
+

(1 + t)a2c2(c+ 1)4

(c+ t)2(c− 1)(c− a)4

+
(t+ 1)3 + c− 1

3t2(c− 1)
+

(1 + t)(1− a)c2(c+ 1)2

(c+ t)(c− 1)2(c− a)2
. (A.131)

Since γ monotonically increases with β in the domain β ∈ (0, β1), the minimum γ

is −eϵ + 1 at β = 0, and maximum γ is at β = β1.

• If 0 < ϵ < ln 2, a = 0, and we have

ω1 =
(t+ 1)3 + c− 1

3t2(c− 1)2
− (c+ 1)2

(c+ t)(c− 1)2
,

ω2 = 0,

and VarH[Y |x∗] = ω1γ + ω3 is a linear function.
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-If β ∈ (0, β1), Appendix A.16 proves:

a) ω1 > 0, if 0 < ϵ < 0.610986.

b) ω1 = 0, if ϵ = 0.610986.

c) ω1 < 0, if 0.610986 < ϵ < β1.

Therefore, minβ maxx∈[−1,1] VarH[Y |x] is at:

a) β = 0, if 0 < ϵ < 0.610986.

b) β = β1, if 0.610986 ≤ ϵ < ln 2.

-If β ∈ [β1, β2], slope1 = t+1
eϵ−1 + 1 + (t+eϵ)((t+1)3+eϵ−1)

3t2(eϵ−1)2 − (eϵ+1)2

(eϵ−1)2 , and slope2 =
(t+eϵ)((t+1)3+eϵ−1)

3t2(eϵ−1)2 − (eϵ+1)2

(eϵ−1)2 .

Fig. A.6 proves that slope1 > 0, when ϵ ∈ [0, ln 2].
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Figure A.6: slope1 when ϵ ∈ [0, ln 2].

When a = 0 and β1 (A.119) = βintersection (A.121) = eϵ−1
t+eϵ

, so the intersection

of VarH[Y |0] and VarH[Y |1] is at β1.

When slope2 = 0, we have root at ϵ ≈ 0.610986.

From Fig. A.7, we have

(1) If 0 < ϵ < 0.610986, slope2 > 0.

(2) If ϵ = 0.610986, slope2 = 0.

(3) If ϵ > 0.610986, slope2 < 0.

Based on the previous analysis, we have
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(1) If 0 < ϵ < 0.610986, minβ maxx∈[−1,1]VarH[Y |x] =
maxx∈[−1,1]VarH[Y |x, β = β1].

(2) If ϵ = 0.610986, minβ maxx∈[−1,1] VarH[Y |x] = VarH[Y |1, β = β1].

(3) If ϵ > 0.610986, minβ maxx∈[−1,1] VarH[Y |x] = VarH[Y |1, β = β1].
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Figure A.7: slope2 when ϵ ∈ [0, ln 2].

Therefore, minβ maxx∈[−1,1]VarH[Y |x] is at β = β1 if β ∈ [β1, β2]. By summa-

rizing the above analysis, we can conclude that minβ maxx∈[−1,1]VarH[Y |x] =

– VarH[Y |x∗, β = 0], if 0 < ϵ < 0.610986.

– maxx∈[−1,1] VarH[Y |x, β = β1], if 0.610986 ≤ ϵ < ln 2.

• If ln 2 ≤ ϵ ≤ ln 5.53,

(1) when β ∈ (0, β1), Appendix A.16 proves ω1 < 0 and ω2 < 0. Ap-

pendix A.15 proves that when γ = −
√

ω2

ω1
, we have

min
β

max
x∈[−1,1]

VarH[Y |x] = max
x∈[−1,1]

VarH[Y |x, β = β3].

Since γ := β(c+t)−c+1, we have β3 :=
−
√

ω2
ω1

+c−1

c+t
. minβ maxx∈[−1,1]VarH[Y |x] =

maxx∈[−1,1] VarH[Y |x∗, β = β3].

(2) When β ∈ [β1, β2], Fig. A.8 shows that slope1 > 0 if ϵ ∈ [ln 2, ln 5.53].

Fig. A.9 shows values of slope2, and we have following cases:

– If 0 < ϵ < 1.4338 and slope2 < 0, βintersection < β1 as shown in Fig. A.10,

and

min
β

max
x∈[−1,1]

VarH[Y |x] = max
x∈[−1,1]

VarH[Y |x, β = β1].
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– If ϵ ≈ 1.4338 and slope2 = 0, βintersection < β1 as shown in Fig. A.10,

and

min
β

max
x∈[−1,1]

VarH[Y |x] = max
x∈[−1,1]

VarH[Y |x, β = β1].

– If 1.4338 < ϵ ≤ ln 5.53 and slope2 > 0, minβ maxx∈[−1,1]VarH[Y |x] =
maxx∈[−1,1]VarH[Y |x, β = β1].

Since VarH[Y |x, β = β3] < VarH[Y |x, β = β1], minβ maxx∈[−1,1]VarH[Y |x] is
at β = β3.
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Figure A.8: slope1 when ϵ ∈ [ln 2, ln 5.53].
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Figure A.9: slope2 when ϵ ∈ [ln 2, ln 5.53].

• If ϵ > ln 5.53, we have following cases:

– If β ∈ (0, β1), Appendix A.16 proves ω1 < 0 and ω2 < 0, and Ap-

pendix A.15 proves when γ = −
√

ω2

ω1
, β4 :=

−
√

ω2
ω1

+c−1

c+t
. Therefore, we
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Figure A.10: βintersection − β1 when ϵ ∈ [ln 2, ln 5.53].

obtain

min
β

max
x∈[−1,1]

VarH[Y |x] = max
x∈[−1,1]

VarH[Y |x, β = β4].

– If β ∈ [β1, β2], Appendix A.17 proves slope1 > 0 and Appendix A.18

proves slope2 > 0. Therefore, we obtain

min
β

max
x∈[−1,1]

VarH[Y |x] = max
x∈[−1,1]

VarH[Y |x, β = β1].

■

A.15 Proof of the monotonicity of VarH[Y |x∗]

Substituting ω1 (Eq. A.129), ω2 (Eq. A.130) and ω3 (Eq. A.131) into VarH[Y |x∗]
(Eq. A.128) yields

VarH[Y |x∗] = ω1γ +
ω2

γ
+ ω3. (A.132)

The first-order derivative of (A.132) is

VarH[Y |x∗]′ = ω1 −
ω2

γ2
. (A.133)
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If ω1 − ω2

γ2 = 0, we get two roots:

γ1 = −
√

ω2

ω1

, γ2 =

√
ω2

ω1

.

Hereby, we have the following cases:

1) If γ ∈ (−∞,−
√

ω2

ω1
], VarH[Y |x∗]′ < 0, so that VarH[Y |x∗] monotonically

decreases.

2) If γ ∈ (−
√

ω2

ω1
, 0), VarH[Y |x∗]′ > 0, so that VarH[Y |x∗] monotonically in-

creases.

3) If γ ∈ (0,
√

ω2

ω1
], VarH[Y |x∗]′ > 0, so that VarH[Y |x∗] monotonically increases.

4) If γ ∈ (
√

ω2

ω1
,+∞), VarH[Y |x∗]′ < 0, so that VarH[Y |x∗] monotonically de-

creases.

If γ > 0, according to cases 3) and 4), the minimum VarH[Y |x∗] = −∞ < 0 because

ω1, ω2 < 0 when ϵ ≥ ln 2, which violates the definition of the variance. The value

of variance is larger than 0 according to its formal definition. The minimum value

of VarH[Y |x∗] can be achieved only when γ is close to 0 or +∞. This implies that

VarH[Y |x∗] is < 0. Thus, γ = γ1 = −
√

ω2

ω1
< 0 is eligible.

■

A.16 The sign of ω1 to ϵ

If ω1 = 0, we obtain ϵ ≈ 0.610986.

The first-order derivative of ω1 is

ω′1 = −(25eϵ − 27e2ϵ − 9e3ϵ − 12e
ϵ
3 + 19e2ϵ/3 − e4ϵ/3

+ 41e5ϵ/3 + 7e7ϵ/3 + 5)/(9e2ϵ/3(e2ϵ/3 + 1)2(eϵ − 1)3). (A.134)

• If 0 < ϵ < ln 2, Fig. A.11 shows that ω′1 < 0 and ω1 monotonically decreases

if ϵ ∈ (0, ln 2). Therefore, we have following cases:
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– ω1 > 0, if 0 < ϵ < 0.610986.

– ω1 = 0, if ϵ = 0.610986.

– ω1 < 0, if 0.610986 < ϵ < ln 2.
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Figure A.11: The first-order derivative of ω1 is less than 0 when 0 < ϵ ≤ ln 2.

• If ln 2 ≤ ϵ ≤ ln 5.53, Fig. A.12 shows ω1 < 0.
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Figure A.12: ω1 is less than 0 if ln 2 < ϵ ≤ ln 5.53.

• If ϵ > ln 5.53, we obtain

ω1 = −(16eϵ + 21e2ϵ + 3e3ϵ + 36e
ϵ
3 − 12e

2ϵ
3

− 28e
5ϵ
3 − 8e

7ϵ
3 − 12)/(12e

2ϵ
3 (eϵ − e

2ϵ
3 + e

5ϵ
3 − 1)2). (A.135)

When ω1 = 0, we have three roots:

r1 ≈ −16.9563, r2 ≈ −1.2284, r3 ≈ 0.0463914.
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If the denominator is

12e
2ϵ
3 (eϵ − e

2ϵ
3 + e

5ϵ
3 − 1)2 > 0

and

lim
ϵ→∞
−(16eϵ + 21e2ϵ + 3e3ϵ + 36e

ϵ
3 − 12e

2ϵ
3 − 28e

5ϵ
3 − 8e

7ϵ
3 − 12) = −∞,

r3 is the largest real value root and the sign of

−(16eϵ + 21e2ϵ + 3e3ϵ + 36e
ϵ
3 − 12e

2ϵ
3 − 28e

5ϵ
3 − 8e

7ϵ
3 − 12)

does not change, so that ω1 < 0 when ϵ > ln 5.53.

■

A.17 The sign of slope1 when ϵ > ln 5.53

When ϵ > ln 5.53, a = eϵ

eϵ+2
and

slope1 =
t+ 1

eϵ − 1
+ 1− aeϵ(eϵ + 1)2

(eϵ − 1)(eϵ − a)2

+
(t+ eϵ)((t+ 1)3 + eϵ − 1)

3t2(eϵ − 1)2
− (1− a)e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
. (A.136)

The first-order derivative of slope1 is

slope′1 = −
e

2ϵ
3 (10 eϵ + 20) + 20 eϵ + (−27 eϵ − 45) e

ϵ
3 + 10

9e
ϵ
3 (eϵ − 1)3

.

The denominator of slope′1 is > 0. Thus, we obtain

lim
ϵ→∞
−e

2ϵ
3 (10 eϵ + 20) + 20 eϵ + (−27 eϵ − 45) e

ϵ
3 + 10 = −∞.

If slope′1 = 0, we have two roots:

eϵ1 ≈ 0.0169067, eϵ2 ≈ 4.22192.
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Since eϵ2 ≈ 4.22192 is the largest real value root, the sign of slope′1 does not change

when eϵ > 4.22192. Therefore, when ϵ > ln 5.53 and slope′1 < 0, slope1 monotoni-

cally decreases.

After simplifying slope1, we get

slope1 =
−(9eϵ − 5e2ϵ/3 − 5e4ϵ/3 + 3)

3(eϵ − 1)2
.

Then, we obtain limϵ→∞ slope1 = 0. Thus, we have slope1 > 0 if ϵ > ln 5.53.

■

A.18 The sign of slope2 when ϵ > ln 5.53

When ϵ > ln 5.53, a = eϵ

eϵ+2
and

slope2 =
(t+ eϵ)((t+ 1)3 + eϵ − 1)

3t2(eϵ − 1)2
− (1− a)e2ϵ(eϵ + 1)2

(eϵ − 1)2(eϵ − a)2
. (A.137)

The first-order derivative of slope2 is

slope′2 =
−4 e2ϵ + e

2ϵ
3 (9 eϵ + 63)− 23 eϵ + (−20 eϵ − 10) e

ϵ
3 − 3

9e
2ϵ
3 (eϵ − 1)3

. (A.138)

The denominator of Eq. (A.138) is > 0. Besides, from nominator of Eq. (A.138),

we obtain

lim
ϵ→∞

(−4 e2ϵ + e
2ϵ
3 (9 eϵ + 63)− 23 eϵ + (−20 eϵ − 10) e

ϵ
3 − 3) = −∞.

If Eq. (A.138) = 0, we have one root:

ϵ ≈ 0.709472.

The sign of slope′2 does not change if ϵ > 0.709472. Therefore, slope′2 < 0 if

ϵ > ln 5.53. Simplify

slope2 =
3e

ϵ
3 − 3eϵ + 5e

2ϵ
3 + 2e

4ϵ
3 − 9

3(eϵ − 1)2
,
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and then we obtain

lim
ϵ→∞

slope2 = 0.

Thus, we have slope2 > 0 if ϵ > ln 5.53.

■

A.19 Proof of Lemma 13

For any i ∈ [1, n], the random variable Y [tj] − x[tj] has zero mean based on

Lemma 12. In both PM-SUB and HMPM-SUB,Three-Outputs, |Y [tj]−x[tj]| ≤ d
k

· (e
ϵ
k +e

ϵ
3k )(e

ϵ
3k +1)

e
ϵ
3k (e

ϵ
k−1)

.

According to Bernstein’s inequality, we have

P [|Z[tj]−X[tj]| ≥ λ]

= P

[
|

n∑
i=1

{Y [tj]− x[tj]}| ≥ nλ

]

≤ 2 · exp
(

−(nλ)2

2
∑n

i=1 Var[Y [tj]] +
2
3
·nλ · d

k
· (e

ϵ
k +e

ϵ
3k )(e

ϵ
3k +1)

e
ϵ
3k (e

ϵ
k−1)

)
.

In Algorithm 6, Y [tj] equals
d
k
yj with probability k

d
and 0 with probability 1 − k

d
.

Moreover, we obtain E[Y [tj]] = x[tj] from Lemma 12, and then we get

Var[Y [tj]] = E[(Y [tj])
2]− E[Y [tj]]

2

=
k

d
·E[(

d

k
yj)

2]− (x[tj])
2

=
d

k
E[(yj)2]− (x[tj])

2. (A.139)

In Algorithm 6, if Line 5 uses PM-SUB, we obtain the variance in Eq. (A.84) with

the privacy budget ϵ
k
to compute E[(yj)2], and the asymptotic expression involving
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ϵ is in the sense of ϵ→ 0.

E[(yj)2] = Var[yj] + (E[yj])2

=
t+ 1

e
ϵ
k − 1

(x[tj])
2 +

(t+ e
ϵ
k )
(
(t+ 1)3 + e

ϵ
k − 1

)
3t2(e

ϵ
k − 1)2

+ (x[tj])
2

= O

(
k2

ϵ2

)
. (A.140)

In Algorithm 6, if Line 5 uses Three-Outputs, we use the variance in Eq. (A.113)

to compute E[(yj)2] below, so that the asymptotic expression involving ϵ is in the

sense of ϵ→ 0.

E[(yj)2] = Var[yj] + (E[yj])2

=
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

− (x[tj])
2 + (x[tj])

2

=
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

= O

(
k2

ϵ2

)
.

In Algorithm 6, if Line 5 uses HM-TP, we have

E[(yj)2] = Var[yj] + (E[yj])2

=


(e

ϵ
k +1)2

(e
ϵ
k−1)2

+ (x[tj])
2, If 0 < ϵ < ϵ∗,

VarH[Y |1, β1,
ϵ
k
] + (x[tj])

2, If ϵ∗ ≤ ϵ < ln 2,

VarH[Y |1, β3,
ϵ
k
] + (x[tj])

2, If ϵ ≥ ln 2

= O

(
k2

ϵ2

)
, (A.141)

where ϵ∗ is defined in the Eq. (A.126).
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Then, we obtain

Var[Y [tj]] =
d

k
·
(

t+ 1

e
ϵ
k − 1

(x[tj])
2

+
(t+ e

ϵ
k )
(
(t+ 1)3 + e

ϵ
k − 1

)
3t2(e

ϵ
k − 1)2

+ (x[tj])
2

)
− (x[tj])

2. (A.142)

Substituting Eq. (A.140) into Eq. (A.139) yields

Var[Y [tj]] =
d

k
·O
(
k2

ϵ2

)
− (x[tj])

2 = O

(
dk

ϵ2

)
. (A.143)

Therefore, we obtain

P [|Z[tj]−X[tj]| ≥ λ] ≤ 2 · exp
(
− nλ2

O(dk/ϵ2) + λ ·O(d/ϵ)

)
.

By leveraging the union bound, there exists λ = O

(√
d ln(d/β))

ϵ
√
n

)
. Therefore,

maxj∈[1,d] |Z[tj]−X[tj]| = λ = O

(√
d ln(d/β))

ϵ
√
n

)
.

■

A.20 Calculate k for PM-SUB and Three-Outputs

We calculate the optimal k for PM-SUB and Three-Outputs when numeric data are

multidimensional.

(I) For PM-SUB, we obtain

max
x[tj ]∈[−1,1]

Var[Y [tj]] =
d

k

(
t+ 1

e
ϵ
k − 1

+
(t+ e

ϵ
k )
(
(t+ 1)3 + e

ϵ
k − 1

)
3t2(e

ϵ
k − 1)2

+ 1

)
− 1,

(A.144)

when x[tj] = 1.
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Then, we substitute t = e
ϵ
3k into Eq. (A.144) and obtain

max
x[tj ]∈[−1,1]

Var[Y [tj]] (A.145)

=
d

k

(
e

ϵ
3k + 1

e
ϵ
k − 1

+
(e

ϵ
3k + e

ϵ
k )
(
(e

ϵ
3k + 1)3 + e

ϵ
k − 1

)
3(e

ϵ
3k )2(e

ϵ
k − 1)2

+ 1

)
− 1.

Let s = ϵ
k
, and we achieve

max
x[tj ]∈[−1,1]

Var[Y [tj]] (A.146)

=
d

ϵ
· s
(
e

s
3 + 1

es − 1
+

(e
s
3 + es)

(
(e

s
3 + 1)3 + es − 1

)
3(e

s
3 )2(es − 1)2

+ 1

)
− 1.

Let

f(s) = s ·
(
e

s
3 + 1

es − 1
+

(e
s
3 + es)

(
(e

s
3 + 1)3 + es − 1

)
3(e

s
3 )2(es − 1)2

+ 1

)
,

and then we get

max
x[tj ]∈[−1,1]

Var[Y [tj]] =
d

ϵ
· f(s)− 1. (A.147)
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Figure A.13: Find s for min f(s).

From numerical experiments shown in Fig. A.13, we conclude that we can get

min f(s) and minimum maxx[tj ]∈[−1,1]Var[Y [tj]], e.g., k ≈ ϵ
2.5

when s ≈ 2.5.
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(II) For Three-Outputs, the variance of Y [tj] is

Var[Y [tj]] =
d

k

(
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

)
− (x[tj])

2

=
d

ϵ
· s ·
(
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

)
− (x[tj])

2,

where b is from Eq. (A.23) and a is from Eq. (A.22).

Let x[tj]
′ = dbe

2ϵ
k (e

ϵ
k +1)2

2k(e
ϵ
k−1)2(e

ϵ
k−a)2

, if 0 < x[tj]
′ < 1, the worst-case noise variance of

Y is

max
x[tj ]∈[−1,1]

Var[Y [tj]] =

Var[x[tj]
′], if 0 < x[tj]

′ < 1,

max{Var[0],Var[1]}, otherwise.
(A.148)

Let s = ϵ
k
, and then we have

x[tj]
′ =

d

ϵ
· s

be2s(es + 1)2

2(es − 1)2(es − a)2
=

d

ϵ
· s

aes(es + 1)2

2(es − 1)(es − a)2
.

If 0 < d
ϵ
· s aes(es+1)2

2(es−1)(es−a)2 < 1,

max
x[tj ]∈[−1,1]

Var[Y [tj]] = max
x[tj ]∈[−1,1]

Var[x[tj]
′] =

=
d

k

(
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
bx[tj]

′e
2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

)
− (x[tj]

′)2

=
d2

ϵ2
· s2

b2e4s(es + 1)4

2(es − 1)4(es − a)4
− d2

ϵ2
· s2

b2e4s(es + 1)4

4(es − 1)4(es − a)4

+
d

ϵ
· s
(1− a)e2s(es + 1)2

(es − 1)2(es − a)2

=
d2

ϵ2
· s2

b2e4s(es + 1)4

4(es − 1)4(es − a)4
+

d

ϵ
· s
(1− a)e2s(es + 1)2

(es − 1)2(es − a)2
. (A.149)

Substituting b = a · es−1
es

into Eq. (A.149) yields

d2

ϵ2
· s2

a2e2s(es + 1)4

4(es − 1)2(es − a)4
+

d

ϵ
· s
(1− a)e2s(es + 1)2

(es − 1)2(es − a)2
.
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– If ϵ < ln 2, a = 0 and b = 0, so that the first-order derivative of

maxx[tj ]∈[−1,1]Var[Y [tj]] is

max
x[tj ]∈[−1,1]

Var[Y [tj]]
′ =

d

ϵ
·
(es + 1)(−4ses + e2s − 1)

(es − 1)3
. (A.150)

When maxx[tj ]∈[−1,1]Var[Y [tj]]
′ = 0, we have root s ≈ 2.18.

– If ln 2 < ϵ < ln 5.5, by using numerical experiments, we have optimal

s ≈ 2.5.

– If ϵ ≥ ln 5.5, by using numerical experiments, we have optimal s ≈ 2.5.

Therefore, we pick s ≈ 2.5, i.e., k ≈ ϵ
2.5

, for simplicity.

■

A.21 Extending Three-Outputs for Multiple Nu-

meric Attributes

Lemma 15. The variance of Y [tj] induced by Three-Outputs is

Var[Y [tj]] =
d

k

(
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

)
− (x[tj])

2,

where x is a numeric tuple with d dimensions perturbed as Y using ϵ-LDP, and

each tj has d attributes.

Proof. The variance of Y [tj] is computed as

Var[Y [tj]] = E[(Y [tj])
2]− E[Y [tj]]

2

=
k

d
E[(

d

k
yj)

2]− (x[tj])
2

=
d

k
E[(yj)2]− (x[tj])

2. (A.151)
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Then, we use the variance in Eq. (A.113) to compute

E[(yj)2] = Var[yj] + (E[yj])2

=
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

− (x[tj])
2 + (x[tj])

2

=
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

.

Finally, we obtain

Var[Y [tj]] =
d

k

(
(1− a)e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

+
b|x[tj]|e

2ϵ
k (e

ϵ
k + 1)2

(e
ϵ
k − 1)2(e

ϵ
k − a)2

)
− (x[tj])

2.



Appendix B

Appendix for Chapter 4

B.1 Proof of Theorem 1

Proof. (i) As noted in the statement of Theorem 1, we suppose that before answer-

ing query Qm and after answering Q1, Q2, . . . , Qm−1, the privacy loss

LQ̃1∥Q̃2∥...∥Q̃m−1
(D,D′) is given by N (A(D,D′)

2
,A(D,D′)) for some A(D,D′). Later

we will show the existence of such A(D,D′). Then, when yi follows the probability

distribution of random variable Q̃i(D) for each i ∈ {1, 2, . . . ,m − 1}, we have the

following for the privacy loss LQ̃1∥Q̃2∥...∥Q̃m−1
(D,D′; y1, y2, . . . , ym−1):

LQ̃1∥Q̃2∥...∥Q̃m−1
(D,D′; y1, y2, . . . , ym−1)

:= ln
F
[
∩m−1i=1

[
Q̃i(D) = yi

]]
F
[
∩m−1

i=1

[
Q̃i(D′) = yi

]] ∼ N (A(D,D′)

2
,A(D,D′)

)
, (B.1)

where we use “∼” to mean “obeying the distribution”.

Now, we need to analyze the privacy loss after answering them queriesQ1, Q2, . . . , Qm.

We look at the privacy loss LQ̃1∥Q̃2∥...∥Q̃m
(D,D′; y1, y2, . . . , ym) defined as follows:

LQ̃1∥Q̃2∥...∥Q̃m
(D,D′; y1, y2, . . . , ym) := ln

F
[
∩mi=1

[
Q̃i(D) = yi

]]
F
[
∩mi=1

[
Q̃i(D′) = yi

]] . (B.2)

175
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Hence, we use (B.1) to analyze (B.2). From (4.2), since Q̃m(D) is generated by

reusing Q̃j(D) and generating additional noise (if necessary), where j is an integer

in {1, 2, . . . ,m− 1} as noted in the statement of Theorem 1, we have

LQ̃1∥Q̃2∥...∥Q̃m
(D,D′; y1, y2, . . . , ym)

= ln
F
[
∩m−1i=1

[
Q̃i(D) = yi

]]
F
[
Q̃m(D) = ym | Q̃j(D) = yj

]
F
[
∩m−1i=1

[
Q̃i(D′) = yi

]]
F
[
Q̃m(D′) = ym | Q̃j(D′) = yj

]
= ln

F
[
∩m−1i=1

[
Q̃i(D) = yi

]]
F
[
∩m−1i=1

[
Q̃i(D′) = yi

]] + ln
F
[
Q̃m(D) = ym | Q̃j(D) = yj

]
F
[
Q̃m(D′) = ym | Q̃j(D′) = yj

] . (B.3)

We now discuss the first term ln
F[∩m−1

i=1 [Q̃i(D)=yi]]
F[∩m−1

i=1 [Q̃i(D′)=yi]]
and the second term

ln
F[Q̃m(D)=ym | Q̃j(D)=yj]
F[Q̃m(D′)=ym | Q̃j(D′)=yj]

in the last row of (B.3). To begin with, from (B.1), the

first term in the last row of (B.3) follows the Gaussian distribution

N (A(D,D′)
2

,A(D,D′)). Next, we analyze the second term in the last row of (B.3).

When Q̃j(D) and Q̃m(D) take yj and ym respectively, Q̃j(D)−Qj(D) and Q̃m(D)−
Qm(D)− r[Q̃j(D)−Qj(D)] take the following defined gj and gm respectively:

gj := yj −Qj(D), (B.4)

gm := ym −Qm(D)− r[yj −Qj(D)]. (B.5)

For D′ being a neighboring dataset of D, we further define

hj := Qj(D)−Qj(D
′), (B.6)

hm := Qm(D)−Qm(D
′), (B.7)

so that

gj + hj = yj −Qj(D
′), (B.8)

gm + hm − rhj = ym −Qm(D
′)− r[yj −Qj(D

′)]. (B.9)
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Note that hj and hm are the same since Qj and Qm are the same. From the above

analysis, we obtain :

F
[
Q̃m(D) = ym | Q̃j(D) = yj

]
= F

[
Q̃m(D)−Qm(D)− r[Q̃j(D)−Qj(D)] = gm

| Q̃j(D) = yj

]
(b)
=

1√
2π(σm

2 − r2σj
2)
e
− gm

2

2(σm2−r2σj
2) , (B.10)

where step (b) follows since where Q̃j(D)−Qj(D) is a zero-mean Gaussian random

variable with variance σ2
j and Q̃m(D)−Qm(D)− r[Q̃j(D)−Qj(D)] is a zero-mean

Gaussian random variable with variance σm
2 − r2σj

2.

Similarly, for dataset D′, we have :

F
[
Q̃m(D

′) = ym | Q̃j(D
′) = yj

]

= F


Q̃m(D

′)−Qm(D
′)− r[Q̃j(D

′)−Qj(D
′)]

= gm + hm − rhj

| Q̃j(D
′) = yj


(b)
=

1√
2π(σm

2 − r2σj
2)
e
−

(gm+hm−rhj)
2

2(σm2−r2σj
2) , (B.11)

where step (b) follows since where Q̃j(D
′) − Qj(D

′) is a Gaussian random vari-

able with variance σ2
j and Q̃m(D

′)−Qm(D
′)− r[Q̃j(D

′)−Qj(D
′) is a zero-mean

Gaussian random variable with variance σm
2 − r2σj

2.
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Then, we obtain:

ln
F
[
Q̃m(D) = ym | Q̃j(D) = yj

]
F
[
Q̃m(D′) = ym | Q̃j(D′) = yj

]

= ln

1√
2π(σm

2−r2σj
2)
e
− gm

2

2(σm2−r2σj
2)

1√
2π(σm

2−r2σj
2)
e
−

(gm+hm−rhj)
2

2(σm2−r2σj
2)

=
(gm + hm − rhj)

2 − gm
2

2(σm
2 − r2σj

2)

=
gm(hm − rhj)

σm
2 − r2σj

2
+

(hm − rhj)
2

2(σm
2 − r2σj

2)
. (B.12)

The above (B.12) presents the second term in the last row of (B.3). At first

glance, it may seem that the first term ln
F[∩m−1

i=1 [Q̃i(D)=yi]]
F[∩m−1

i=1 [Q̃i(D′)=yi]]
and the second term

ln
F[Q̃m(D)=ym | Q̃j(D)=yj]
F[Q̃m(D′)=ym | Q̃j(D′)=yj]

in the last row of (B.3) are dependent since they both

involve yj. However, we have shown from (B.12) above that the second term in the

last row of (B.3) depends on only the random variable gm (note that terms in (B.12)

other than gm are all given), which is the amount of additional Gaussian noise used

to generated Q̃m(D) according to (4.2) and (B.5); i.e., the second term in the last

row of (B.3) is actually independent of the first term in the last row of (B.3).

From (B.1), the first term in the last row of (B.3) follows the Gaussian distribution

N (A(D,D′)
2

,A(D,D′)). Next, we show that (B.12) presenting the second term in

the last row of (B.3) also follows a Gaussian distribution.

Since gm follows a zero-mean Gaussian distribution with variance σm
2 − r2σj

2,

clearly
gm(hm−rhj)

σm
2−r2σj

2 follows a zero-mean Gaussian distribution with variance given

by [
(hm − rhj)

σm
2 − r2σj

2

]2
× (σm

2 − r2σj
2) =

(hm − rhj)
2

σm
2 − r2σj

2
. (B.13)

Since Qm and Qj are the same, we obtain from Eq. (B.6) and Eq. (B.7) that

hj = hm = Qm(D)−Qm(D
′), which we use to write Eq. (B.13) as

[∥Qm(D)−Qm(D
′)∥2]2(1− r)2

σm
2 − r2σj

2
. (B.14)
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Summarizing the above, privacy loss is

Br(D,D′) := A(D,D′) +
[∥Qm(D)−Qm(D

′)∥2]2(1− r)2

σm
2 − r2σj

2
. (B.15)

As noted in the statement of Theorem 1, we suppose that before answering query

Qm and after answering Q1, Q2, . . . , Qm−1, the privacy loss LQ̃1∥Q̃2∥...∥Q̃m−1
(D,D′)

is given by N (A(D,D′)
2

,A(D,D′)) for some A(D,D′). With the above result (B.15),

we can actually show that there indeed exists such A(D,D′). This follows from

mathematical induction. For the base case; i.e., when only one query is answered,

the result follows from Lemma 3 of [173]. The induction step is given by the above

result (B.15). Hence, we have shown the existence of A(D,D′). With this result

and (B.15), we have completed proving Result (i) of Theorem 1.

(ii) The optimal r is obtained by minimizing Br(D,D′) and hence minimizing
(1−r)2

σm
2−r2σj

2 . Analyzing the monotonicity of this expression, we derive the optimal r

as in Eq. (4.3). The first-order derivative of Br(D,D′) to r is:

Br(D,D′)′ =
−2(rσj

2 − σm
2)(r − 1)

(r2σj
2 − σm

2)2
. (B.16)

• Case 1: if σm ≥ σj, Br(D,D′)′ ≥ 0 when r ∈ [1, σm

σj
], and Br(D,D′)′ < 0

when r ∈ (−∞, 1) ∪ (σm

σj
,+∞). Hence, the optimal r to minimize Br(D,D′)

is at r = 1.

• Case 2: if σm < σj, Br(D,D′)′ ≥ 0 when r ∈ [σm

σj
, 1], and Br(D,D′)′ < 0

when r ∈ (−∞, σm

σj
) ∪ (1,+∞). Hence, the optimal r to minimize Br(D,D′)

is at r = (σm

σj
)2.

Thus, we obtain optimal values of r as Eq. (4.3).

B.2 Proof of Lemma 14

Proof. Consider a query R with ℓ2-sensitivity being 1. Let R̃ be the mecha-

nism of adding Gaussian noise amount µ := 1√
maxneighboring datasets D,D′ V (D,D′)

to R.

From Corollary 1, the privacy loss of randomized mechanism R̃ with respect to
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neighboring datasets D and D′ is given by N (U(D,D′)
2

, U(D,D′)) for U(D,D′) :=
[∥R(D)−R(D′)∥2]2

µ2 . By considering the ℓ2-sensitivity of R (i.e., ∥R(D) − R(D′)∥2) as
1, maxneighboring datasets D,D′ V (D,D′) and maxneighboring datasets D,D′ U(D,D′) are the

same. In addition, from Theorem 5 of [173], letting Y (resp., R̃) satisfy (ϵ, δ)-

differential privacy can be converted to a condition on

maxneighboring datasets D,D′ V (D,D′) (resp., maxneighboring datasets D,D′ U(D,D′)). Then

letting Y satisfy (ϵ, δ)-differential privacy is the same as letting R̃ satisfy (ϵ, δ)-

differential privacy. From Lemma 2.1, R̃ achieves (ϵ, δ)-differential privacy with

µ = Gaussian(1, ϵ, δ); i.e., if

maxneighboring datasets D,D′ V (D,D′) = [Gaussian(1, ϵ, δ)]−2. Summarizing the above,

we complete proving Lemma 14.

B.3 Proof of Theorem 2

Proof. We use Theorem 1 to show Results ① ② and ③ of Theorem 2. Proof of ①:

In Case 2A) and Case 2C), Qm can reuse previous noise. Hence, the privacy loss

will still be N (A(D,D′)
2

,A(D,D′)) according to Eq. (4.4).

Proof of ②: In Case 1), Qm cannot reuse previous noisy answers, and the new noise

follows N (0, σm). Thus, B(D,D′) := A(D,D′) + [∥Qm(D)−Qm(D′)∥2]2
σm

2 .

Proof of ③: In Case 2B), Qm can reuse previous noisy answers partially, so we can

prove it using Eq. (4.4).

Then, Lemma 14 further implies Results ④ ⑤ and ⑥ of Theorem 2.

Proof of ④: Qm can fully reuse the old noisy result in Cases 2A) and 2C). Thus,

the privacy level does not change.

Proof of ⑤: From Lemma 14, we have

max
neighboring datasets D,D′

A(D,D′) = [Gaussian(1, ϵold, δold)]
−2
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and maxneighboring datasets D,D′

{
A(D,D′) + [∥Qm(D)−Qm(D

′)∥2]2

× 1
σm

2

}
= [Gaussian(1, ϵnew, δnew)]

−2. The above two equations yield

[Gaussian(1, ϵnew, δnew)]
−2 − [Gaussian(1, ϵold, δold)]

−2

= max
neighboring datasets D,D’

[∥Qm(D)−Qm(D
′)∥2]2 ×

1

σm
2
= ∆Qm

2 × 1

σm
2
. (B.17)

Hence, Gaussian(∆Qm ,
√
ϵ squared cost,δcost) = σm.

Proof of ⑥: From Lemma 14, we have

max
neighboring datasets D,D′

A(D,D′) = [Gaussian(1, ϵold, δold)]
−2,

and maxneighboring datasets D,D′

{
A(D,D′)+[∥Qm(D)−Qm(D

′)∥2]2 ×
[

1
σm

2 − 1
[min(Σt)]2

]}
= [Gaussian(1, ϵnew, δnew)]

−2. The above two equations yield

[Gaussian(1, ϵnew, δnew)]
−2 − [Gaussian(1, ϵold, δold)]

−2

= max
neighboring datasets D,D′

[∥Qm(D)−Qm(D
′)∥2]2 ×

[
1

σm
2
− 1

[min(Σt)]2

]
= ∆Qm

2 ×
[

1

σm
2
− 1

[min(Σt)]2

]
.

Then, by using the expression of Gaussian(∆Q, ϵ, δ) from Lemma 2.1, we further

obtain Result ⑥.

B.4 Proof of Theorem 3

Proof. First, from Theorem 2, after Algorithm 7 is used to answer all n queries

with query Qi being answered under (ϵi, δi)-differential privacy, the total privacy

loss with respect to neighboring datasetsD andD′ is given byN (G(D,D′)
2

, G(D,D′))

for some G(D,D′).

Next, we use Theorem 2 to further show that the expression of G(D,D′) is given by

Eq. (4.5). From Theorem 2, among all queries, only queries belonging to Cases 1)

and 2B) contribute to G(D,D′). Below we discuss the contributions respectively.
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With N1 denoting the set of i ∈ {1, 2, . . . , n} such that Qi is in Cases 1), we

know from Result ② of Theorem 2 that the contributions of queries in Cases 1) to

G(D,D′) is given by

∑
i∈N1

[∥Qi(D)−Qi(D
′)∥2]2

σi
2

. (B.18)

Below we use Result ③ of Theorem 2 to compute the contributions of queries in

Case 2B) to G(D,D′). For T2B being the set of query types in Case 2B), we discuss

each query type t ∈ T2B respectively.

From Result ③ of Theorem 2, the contribution to G(D,D′) by answering Qjt,1

under differential privacy is

[∥Qjt,1(D)−Qjt,1(D
′)∥2]2

(
1

σ2
jt,1

− 1

σ2
jt,0

)
.

Similarly, the contribution to G(D,D′) by answering Qjt,2 under differential privacy

is

[∥Qjt,2(D)−Qjt,2(D
′)∥2]2

(
1

σ2
jt,2

− 1

σ2
jt,1

)
.

Similar analyses are repeated for additional type-t queries in Case 2B). In partic-

ular, for each s ∈ {1, 2, . . . ,mt}, the contribution to G(D,D′) by answering Qjt,s

under differential privacy is

[∥Qjt,s(D)−Qjt,s(D
′)∥2]2

(
1

σ2
jt,s

− 1

σ2
jt,s−1

)
. (B.19)

Summing all (B.19) for s ∈ {1, 2, . . . ,mt}, we obtain that for each query type

t ∈ T2B, the contributions to G(D,D′) by answering Qjt,1 , Qjt,2 , . . . , Qjt,mt
under

differential privacy is

∑
s∈{1,2,...,mt}

[∥Qjt,s(D)−Qjt,s(D
′)∥2]2

(
1

σ2
jt,s

− 1

σ2
jt,s−1

)
. (B.20)
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Since Qjt,0 , Qjt,1 , . . . , Qjt,mt
for jt,0, jt,1, . . . , jt,mt are all type-t queries, ∥Qjt,s(D) −

Qjt,s(D
′)∥2 are all the same for s ∈ {1, 2, . . . ,mt}. Hence, we write (B.20) as

∑
s∈{1,2,...,mt}

{
[∥Qjt,s(D)−Qjt,s(D

′)∥2]2

σ2
jt,s

−
[∥Qjt,s−1(D)−Qjt,s−1(D

′)∥2]2

σ2
jt,s−1

}
=

[∥Qjt,mt
(D)−Qjt,mt

(D′)∥2]2

σ2
jt,mt

−
[∥Qjt,0(D)−Qjt,0(D

′)∥2]2

σ2
jt,0

. (B.21)

Summing all (B.21) for t ∈ T2B, the contributions to G(D,D′) by answering all

queries in Case 2B) is

∑
t∈T2B

{
[∥Qjt,mt

(D)−Qjt,mt
(D′)∥2]2

σ2
jt,mt

−
[∥Qjt,0(D)−Qjt,0(D

′)∥2]2

σ2
jt,0

}
. (B.22)

Then, G(D,D′) as the sum of (B.18) and (B.22) is given by Eq. (4.5).

By summarizing the above, we have proved that after Algorithm 7 is used to answer

all n queries under differential privacy, and the total privacy loss with respect to

neighboring datasets D and D′ is given by N (G(D,D′)
2

, G(D,D′)) for G(D,D′) in

Eq. (4.5). Furthermore, under

max
neighboring datasets D,D′

∥Qi(D)−Qi(D
′)∥2 = ∆Qi

and

max
neighboring datasets D,D′

∥Qjt,mt
(D)−Qjt,mt

(D′)∥2

= max
neighboring datasets D,D′

∥Qjt,0(D)−Qjt,0(D
′)∥2

= ∆(type-t),

we use Eq. (4.5) to have maxneighboring datasets D,D′ G(D,D′) given by Eq. (4.6).
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Finally, from Lemma 14, the total privacy cost of our Algorithm 7 can be given by

(ϵours, δours)-differential privacy for ϵours satisfying

[Gaussian(1, ϵours, δours)]
−2 = max

neighboring datasets D,D′
G(D,D′),

or (ϵ, δ)-differential privacy for any ϵ and δ satisfying

[Gaussian(1, ϵ, δ)]−2 = max
neighboring datasets D,D’

G(D,D′).

B.5 Utility of the Gaussian Mechanism

Proof. The noisy response for one-dimensional query Qm is Q̃m(D) = Qm(D) +

N (0, σ2). Letting the probability of ∥Q̃m(D) − Qm(D)∥p ≤ α be 1 − β, and then

we have

1− β = P
[
∥Q̃m(D)−Qm(D)∥p ≤ α

]
= P

[
|N (0, σ2)| ≤ α

]
= P

[
−α ≤ N (0, σ2) ≤ α

]
= P

[
N (0, σ2) ≤ α

]
− P

[
N (0, σ2) ≤ −α

]
=

1

2

[
1 + erf

(
α

σ
√
2

)]
− 1

2

[
1 + erf

(
−α
σ
√
2

)]
= erf

(
α

σ
√
2

)
, (B.23)

where erf( · ) denotes the error function and the last step of Eq. (B.23) uses the

fact that erf( · ) is an odd function.

According to the two-sigma rule of Gaussian distribution [161], which can also be

obtained from above equation that 95% values lie within two standard deviations

of the mean. Thus, if we set α = 2σ, β ≈ 0.05.



List of Author’s Awards, Patents,

and Publications1

Articles

1. Local differential privacy based federated learning for the Internet

of Things

Yang Zhao, Jun Zhao, Mengmeng Yang, Teng Wang, Ning Wang, Lingjuan

Lyu, Dusit Niyato, Kwok-Yan Lam.

IEEE Internet of Things Journal.

2. A Blockchain-Based Approach for Saving and Tracking Differential-

Privacy Cost

Yang Zhao, Jun Zhao, Jiawen Kang, Zehang Zhang, Dusit Niyato, Shuyu

Shi, Kwok-Yan Lam.

IEEE Internet of Things Journal.

3. POSTER: Blockchain-Based Differential Privacy Cost Management

System

Leong Mei Han*, Yang Zhao*, and Jun Zhao.

Proceedings of the 15th ACM Asia Conference on Computer and

Communications Security. 2020.

4. Privacy-Preserving Blockchain-Based Federated Learning for IoT

Devices

Yang Zhao, Jun Zhao, Linshan Jiang, Rui Tan, Dusit Niyato, Zengxiang

Li, Lingjuan Lyu, and Yingbo Liu.

IEEE Internet of Things Journal.

1The superscript ∗ indicates joint first authors

185





Bibliography

[1] Valentin Tudor, Vincenzo Gulisano, Magnus Almgren, and Marina Papatri-
antafilou. Bes: Differentially private event aggregation for large-scale IoT-
based systems. Future Generation Computer Systems, 108:1241–1257, 2020.
xi

[2] Muneeb Ul Hassan, Mubashir Husain Rehmani, and Jinjun Chen. Privacy
preservation in blockchain based IoT systems: Integration issues, prospects,
challenges, and future research directions. Future Generation Computer Sys-
tems, 97:512–529, 2019.

[3] Jinbo Xiong, Jun Ren, Lei Chen, Zhiqiang Yao, Mingwei Lin, Dapeng Wu,
and Ben Niu. Enhancing privacy and availability for data clustering in in-
telligent electrical service of IoT. IEEE Internet of Things Journal, 6(2):
1530–1540, 2018.

[4] Jianqing Liu, Chi Zhang, and Yuguang Fang. Epic: A differential privacy
framework to defend smart homes against Internet traffic analysis. IEEE
Internet of Things Journal, 5(2):1206–1217, 2018.

[5] Keke Gai, Yulu Wu, Liehuang Zhu, Zijian Zhang, and Meikang Qiu. Dif-
ferential privacy-based blockchain for industrial Internet-of-Things. IEEE
Transactions on Industrial Informatics, 16(6):4156–4165, 2019. xi

[6] Cynthia Dwork, Krishnaram Kenthapadi, Frank McSherry, Ilya Mironov, and
Moni Naor. Our data, ourselves: Privacy via distributed noise generation. In
International Conference on the Theory and Applications of Cryptographic
Techniques (Eurocrypt), pages 486–503, 2006. xi, 7, 15, 118

[7] Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrat-
ing noise to sensitivity in private data analysis. In Theory of Cryptography
Conference (TCC), pages 265–284, 2006. xxiii, 6, 7, 14, 17, 27, 101, 102, 105

[8] Cynthia Dwork and Aaron Roth. The algorithmic foundations of differential
privacy. Foundations and Trends® in Theoretical Computer Science, 9(3–4):
211–407, 2014. xi, 3, 13, 15, 16, 36, 53, 79

[9] Cynthia Dwork and Guy Rothblum. Concentrated differential privacy. arXiv
preprint arXiv:1603.01887v1, 2016. xi, 14

187



188 BIBLIOGRAPHY

[10] Mark Bun and Thomas Steinke. Concentrated differential privacy: Simplifi-
cations, extensions, and lower bounds. In Theory of Cryptography Conference
(TCC), pages 635–658, 2016. 79

[11] Cynthia Dwork, Vitaly Feldman, Moritz Hardt, Toni Pitassi, Omer Rein-
gold, and Aaron Roth. Generalization in adaptive data analysis and holdout
reuse. In Conference on Neural Information Processing Systems (NIPS),
pages 2350–2358, 2015. 14

[12] Frank McSherry and Kunal Talwar. Mechanism design via differential pri-
vacy. In IEEE Symposium on Foundations of Computer Science (FOCS),
pages 94–103, 2007. 54, 75

[13] Mart́ın Abadi, Andy Chu, Ian Goodfellow, H. Brendan McMahan, Ilya
Mironov, Kunal Talwar, and Li Zhang. Deep learning with differential pri-
vacy. In ACM SIGSAC Conference on Computer and Communications Se-
curity (CCS), pages 308–318, 2016. xi, 77

[14] Jun Tang, Aleksandra Korolova, Xiaolong Bai, Xueqiang Wang, and Xi-
aofeng Wang. Privacy loss in Apple’s implementation of differential privacy
on macOS 10.12. arXiv preprint arXiv:1709.02753, 2017. xi, 69
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[37] Jakub Konečnỳ, H. Brendan McMahan, Felix X Yu, Peter Richtárik,
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