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Abstract—We develop a privacy-preserving distributed pro-
jection least mean squares (LMS) strategy over linear multitask
networks, where agents’ local parameters of interest or tasks are
linearly related. Each agent is interested in not only improving
its local inference performance via in-network cooperation with
neighboring agents, but also protecting its own individual task
against privacy leakage. In our proposed strategy, at each time
instant, each agent sends a noisy estimate, which is its local
intermediate estimate corrupted by a zero-mean additive noise,
to its neighboring agents. We derive a sufficient condition to
determine the amount of noise to add to each agent’s intermediate
estimate to achieve an optimal trade-off between the network
mean-square-deviation and an inference privacy constraint. We
propose a distributed and adaptive strategy to compute the
additive noise powers, and study the mean and mean-square
behaviors and privacy-preserving performance of the proposed
strategy. Simulation results demonstrate that our strategy is able
to balance the trade-off between estimation accuracy and privacy
preservation.

Index Terms—Distributed strategies, multitask networks, in-
ference privacy, privacy preservation, additive noises.

I. INTRODUCTION

In multitask distributed networks, a set of interconnected
agents work collaboratively to estimate different but related
parameters of interest [1]–[8]. In order to make use of
the relationship between different tasks for better inference
performance, local estimates are exchanged amongst agents
within the same neighborhood. However, each agent may wish
to protect its own local parameters of interest and prevent
other agents in the network from accurately inferring these
parameters. For example, in an Internet of Things (IoT) net-
work, sensors are deployed in smart grids, traffic monitoring,
health monitoring, home monitoring and other applications
[9]–[12]. Although different IoT or edge computing devices
may have their local objectives, they can exchange information
with each other or service providers [13]–[16] to improve
inferences and services. However, sharing information may
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lead to privacy leakage. In addition, privacy concerns also exist
in the areas of collaborative machine learning [17], [18] and
related techniques such as federated learning [19], [20], which
allow multiple participants, each with his own training dataset,
to build a joint model by training locally and periodically
exchanging model updates [17]. Data at different participants
may come from different distributions which results in multi-
ple learning tasks [18], [20]. Recent works have demonstrated
that communicating model updates throughout the training
process can reveal sensitive information [17], [19], [21].

To protect the privacy of data being exchanged between
agents in a distributed network, the works [22]–[27] propose
local differential privacy mechanisms, while [28]–[31] develop
privacy-preserving distributed data analytics. However, these
approaches often lead to significant trade-offs in estimation
accuracy as they do not specifically protect the privacy of
the parameters of interest. Privacy-preserving average con-
sensus algorithms in [32]–[36] aim to guarantee the privacy
of initial states while achieving asymptotic consensus on the
average of the initial values. To achieve inference privacy in
a decentralized IoT network, [37]–[41] propose approaches
with information privacy guarantees, while [42]–[48] map the
agents’ raw observations into a lower dimensional subspace.
These inference privacy works assume that all agents in the
network are interested in inferring the same parameters or
hypothesis of interest.

Existing works on multitask distributed networks mainly
focus on developing new distributed strategies for automatic
clustering [2], [49] and handling different relationships among
the tasks [1], [4]–[8]. Other works like [2], [50]–[52] focus on
evaluating the performance of different distributed schemes.
Few works have considered protecting the privacy of each
agent’s local parameters. The reference [53] considers data
privacy of the agents’ local measurements in a single-task
network.

Our objective is to develop a privacy-preserving distributed
projection least mean squares (LMS) strategy over multitask
networks, which balances the trade-off between estimation
accuracy and privacy preservation of agents’ local parame-
ters or tasks. Specifically, we consider multitask estimation
problems where the unknown parameters of interest within
each neighborhood are linearly related with each other [7].
Such problems exist widely in applications such as elec-
trical networks, telecommunication networks, and pipeline
networks. Different from the strategy in [7], which does not
take privacy preservation into consideration, we propose to
sanitize each agent’s intermediate estimate before sharing it
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with its neighbors by adding an appropriate zero-mean noise
to the intermediate estimate. We study how to design the
power of the noise to be added to optimize the trade-off
between the network mean-square-deviation (MSD) and the
inference privacy of each agent’s local parameters, measured
by its neighbors’ mean-square error in estimating the agent’s
local parameters. We extend the preliminary results in our
conference paper [54] from the following three aspects: 1)
We develop techniques to mitigate the negative effect of
additive noises on the estimation accuracy of agents’ local
parameters. 2) We motivate a distributed and adaptive scheme
that enables each agent in the network to estimate the power
of the additive noise locally by using data available to it at
each time instant. 3) We study the mean and mean-square
behaviors of the proposed algorithm and evaluate its privacy-
preserving performance. In addition, different from existing
works on distributed strategies in the presence of link noises
[51], [52], [55], [56], which examine the effect of link noises
on the performance of distributed strategies, this work focuses
on developing agent-specific time-varying variances of the
additive noises that enable agents to benefit from in-network
cooperation as well as to protect their own individual tasks
against privacy leakage.

The rest of this paper is organized as follows. In Sec-
tion II, we introduce the system assumptions and the multitask
estimation problem considered in this paper. In Section III,
we propose a privacy-preserving multitask distributed strategy
by introducing privacy noises and show how to obtain the
noise powers in Section IV. We examine the mean and mean-
square behaviors and privacy-preserving performance of the
proposed strategy in Section V. We present simulation results
in Section VI. Section VII concludes the paper.

Notations: We use lowercase letters to denote vectors and
scalars, uppercase letters for matrices, plain letters for deter-
ministic variables, and boldface letters for random variables.
We use R to denote field of real numbers, and RM×N for an
M×N real matrix. We use (·)⊺, (·)−1, Tr(·) and rank(·) to de-
note matrix transpose, inversion, trace and rank, respectively.
We use diag{·}, col{·} and row{·} for a diagonal matrix,
column vector and row vector, respectively. The M × M
identity matrix is denoted as IM . The N × 1 vector of ones
is denoted as 1N×1, and 0M×N denotes an M × N zero
matrix. We have ∥x∥2Σ = x⊺Σx with Σ being a symmetric
positive semidefinite matrix, and let ∥x∥2 = ∥x∥2IM where
M is the length of x. In addition, we use ρ(A) to denote the
spectral radius of matrix A, and λmin(A) and λmax(A) for the
minimum and maximum eigenvalues of the symmetric matrix
A, respectively. For a block matrix A whose (k, ℓ)-th block
represents some interaction between agents k and ℓ, we let
[A]k and [A]·,k denote the block row and block column of A
corresponding to agent k, respectively, and [A]k,ℓ be the (k, ℓ)-
th block. A set {a1, a2, . . . , aN} is often denoted as {ak} for
convenience if its meaning is clear from the context. For ease
of reference, we list the common symbols used in the text
and supplementary material in Table S1 of the supplementary
material.

II. LINEAR MULTITASK NETWORKS

In this section, we present our system model, and give
a brief introduction to multitask networks, where neighbor-
ing agents’ tasks are linearly related. Consider a strongly-
connected network of N agents, where information can flow
in either direction between any two connected agents [51]. At
each time instant i ≥ 0, each agent k has access to a real-
valued scalar observation dk(i), and a real-valued Mk × 1
regression vector uk(i). The random data {dk(i),uk(i)} are
related via the linear regression model

dk(i) = u
⊺
k(i)w

o
k + vk(i) (1)

where the scalar vk(i) is measurement noise, wo
k is an Mk ×

1 unknown random vector, with mean Ewo
k and covariance

matrix

Wkk = E[(wo
k − Ewo

k)(w
o
k − Ewo

k)
⊺] ∈ RMk×Mk . (2)

Although we assume that the parameter vector wo
k is random

instead of being a deterministic parameter vector, like most
of the literature on distributed strategies [1], [2], [4]–[7],
[49]–[53], [55]–[57], we assume that the parameter vector
wo
k is fixed at a certain realization wok during the distributed

estimation process. Since our goal is to develop inference
privacy mechanisms that lead to high estimation errors, on
average, of agent k’s local parameters wo

k by other agents
ℓ ̸= k, we adopt a Bayesian framework for the privacy criterion
[37]–[40].

We make the following assumptions regarding model (1).

Assumption 1. (Measurement noise) The measurement noise
vk(i) is white over time, with zero mean, and a variance of
σ2
v,k.

Assumption 2. (Regressors) The regressors {uk(i)} are zero-
mean, white over time and space with

Euk(i)u⊺
ℓ (j) = Ru,kδk,ℓδi,j , (3)

where Ru,k is symmetric positive definite, and δk,ℓ is the
Kronecker delta.

Assumption 3. (Independence) The random data
{wo

k,uℓ(i),vm(j)} are independent of each other for
any agents k, ℓ,m and any time instants i, j.

For a realization {wo
k = wok : k = 1, . . . , N}, the objective

of each agent k is to find the minimizer of the following mean-
square-error cost function:

Jk(wk) = E
[
(dk(i)− u⊺

k(i)wk)
2
∣∣wo

k = wok
]
. (4)

Let Nk be the set of all neighbors of agent k, including agent
k itself, and

wo
Nk

= col{wo
ℓ}ℓ∈Nk

.

Following [7], we assume that neighboring tasks {wo
ℓ : ℓ ∈

Nk} of any agent k = 1, . . . , N are related via

Dkwo
Nk

+ bk = 0jk×1, (5)

where the matrix Dk is a jk×|Nk| block matrix and the vector
bk is a jk×1 block vector with jk ≥ 1. We note that the linear
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equality relationship (5) exists in flow networks (see Sec-
tion VI-E for details of flow networks and formulation of the
linear equality relationships amongst neighboring tasks). Such
networks are applicable to transportation networks, electrical
networks, telecommunication networks, and pipeline networks
[7].

Note that the local linear equality constraint (5) includes
all jk linear equality constraints that agent k is involved in.
We assume that each agent k in the network is involved in at
least one constraint so that cooperation is justified. Let Q be
the total number of linear equality constraints that agents in
the network are involved in, and Iq denote the set of agents
involved in the q-th constraint for any q = 1, . . . , Q. Then, for
any two agents {ℓ, k} ⊂ Iq , we have ℓ ∈ Nk, and k ∈ Nℓ.
This enables each agent k ∈ Iq to collect estimates from all
agents in Iq in order to satisfy the q-th constraint, which allows
a distributed processing of each agent’s local constraints.

The objective for the entire network is to find the optimal
solution to the following constrained optimization problem [7]:

min
w1,...,wN

N∑
k=1

Jk(wk) (6a)

s. t. wNk
= col{wℓ}ℓ∈Nk

, (6b)
DkwNk

+ bk = 0jk×1, for k = 1, . . . , N , (6c)

where individual costs {Jk(wk)} are defined by (4). We
assume that the optimization problem (6) is feasible [7]. We
assume that the matrix Dk for any agent k is full row-rank so
that the linear system (6c) has at least one solution. To avoid
having a trivial solution, we also assume that it is column-rank
deficient because otherwise (6c) has a unique solution.

As demonstrated in [7], each agent k benefits through coop-
eration with neighboring agents by sharing its local parameter
estimate ψk(i) with its neighbors at each time instant i.
By leveraging the linear relationships (5) and its neighbors’
parameter estimates, an agent can improve its own inference
accuracy. In this paper, we consider the scenario where agent k
also wants to prevent other agents from inferring its own
task wo

k. Thus, a privacy-preserving distributed solution is
required to balance the trade-off between estimation accuracy
and privacy protection of the individual tasks. In order to
limit privacy leakage, we add a zero-mean, independent and
identically distributed (i.i.d.) noise vector nk(i) to agent k’s
local parameter estimate ψk(i), which is a local linear esti-
mate of wo

k (cf. (9), (11) and (12)), before communicating
ψ′
k(i) = ψk(i) +nk(i) to neighboring agents. Let σ2

n,k(i) be
the variance of each random entry in nk(i). We call nk(i) a
privacy noise.

Our objective is to find the optimal solution to the following
optimization problem:

min
σ2
n,1(i),...,σ

2
n,N (i)

MSDnet(i) =
1

N

N∑
k=1

E∥wo
k −wk(i)∥2,

(7a)

s. t. E∥wo
k − ŵk|ψ′

k
(i)∥2 ≥ δk, (7b)

for k = 1, . . . , N, i ≥ 0, and where the Mk × 1 coefficient
vector wk(i) denotes an estimate of wo

k at agent k and time
instant i, and ŵk|ψ′

k
(i) is the least mean-square estimate of

wo
k at time instant i based on ψ′

k(i), and δk ≥ 0 is a privacy
threshold chosen according to privacy requirements. Note that
the privacy thresholds have to be chosen such that

0 ≤ δk ≤ Tr(Wkk), (8)

otherwise (7) is infeasible.
Remark 1: In (7b), it is required that at each time instant

i ≥ 0, the expected squared distance E∥wo
k − ŵk|ψ′

k
(i)∥2

over all realizations of wo
k is no smaller than the predefined

parameter δk. This provides an inference privacy constraint
on the ability of a neighboring agent to agent k in accurately
estimating wo

k based on observation ψ′
k(i) on average.

Remark 2: In (7b), the estimator ŵk|ψ′
k
(i) is based only on

the noisy estimate ψ′
k(i). For each neighboring agent ℓ ∈ Nk,

it has access to not only the received noisy estimate ψ′
k(i)

from agent k, but also its own intermediate estimate ψℓ(i)
of wo

ℓ . Both of these estimates can be used to infer wo
k

as the unknown parameters wo
k and wo

ℓ are linearly related
with each other through (6c). In this paper, to simplify the
analysis and to ensure that the sequence of noise variances
{σ2

n,k(i)}i≥0 at each agent k is bounded and convergent, we
only consider the simplified case in (7). We illustrate the case
where a neighboring agent uses its own estimates as additional
information using simulations in Section VI.

III. PRIVACY-PRESERVING DISTRIBUTED PROJECTION
LMS

In this section, we propose an inference privacy mechanism
to protect each agent’s local task by adding noise to its
intermediate estimate before sharing with its neighbors. We
then introduce a weighted projection operator, which projects
neighbors’ noisy estimates onto the linear manifold defined by
local constraints (5), in order to mitigate the negative effect
of the additive noises on the estimation accuracy of individual
tasks.

A. Adapt-Then-Project Strategy

In our privacy-preserving distributed projection LMS algo-
rithm, we initialize wk(−1) = 0Mk×1 for every agent k in
the network. Given data {dk(i),uk(i)} for each time instant
i ≥ 0, and for each agent k = 1, . . . , N , we perform the
following steps iteratively:

1) Adaptation. Each agent k updates its current estimate
wk(i − 1) using the stochastic gradient descent (SGD)
algorithm to obtain an intermediate estimate

ψk(i) = wk(i− 1)+µkuk(i) (dk(i)−u⊺
k(i)wk(i− 1)) ,

(9)

where ψk(i) is of dimension Mk × 1 and µk > 0 is the
step-size at agent k.

2) Exchange. Each agent k sends a noisy estimate

ψ′
k(i) = ψk(i) + nk(i), (10)
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where the random additive noise vector nk(i) is of
dimension Mk×1, to its neighbors and collects estimates
{ψ′

ℓ(i)} from neighboring agents {ℓ ∈ Nk}:

ψ′
ℓ(i) =

{
ψℓ(i) + nℓ(i), if ℓ ∈ Nk\{k},
ψk(i), if ℓ = k.

(11)

3) Projection. Each agent k projects the estimates
{ψ′

ℓ(i)}ℓ∈Nk
received from its neighborhood onto

the linear manifold {wNk
: DkwNk

+ bk = 0jk×1} to
obtain

wk(i) = [PNk
(i)]k col{ψ′

ℓ(i)}ℓ∈Nk
− [fNk

(i)]k, (12)

where the matrix PNk
(i) and vector fNk

(i) are defined
in (17) and (18), respectively, in the sequel.

Let δ = col{δk}Nk=1, where the non-negative numbers {δk}
are the privacy thresholds in (7b). We call the proposed scheme
(9), (11) and (12) adapt-then-project with privacy parameter δ
or ATP(δ) in short. Specifically, we use ATP(0) algorithm to
denote the case where there is no privacy constraint, i.e., no
additive noises are introduced in the exchange step in (11).

Remark 3: The differences between the proposed ATP(δ)
algorithm (9) to (12) and the scheme in [7] are in the exchange
and projection steps. Specifically, in order to protect each
individual task wo

k against privacy leakage, each agent k
sends a noisy intermediate estimate ψ′

k(i), instead of the
true estimate ψk(i) as in [7], to its neighboring agents. In
addition, in the projection step (12), agent k projects its
neighboring estimates onto the linear manifold corresponding
to the intersection of all jk linear equality constraints that it
is involved in. In contrast, in [7], neighboring estimates of
agent k are projected onto the linear manifold corresponding
to each of the jk constraints separately, which generates jk
intermediate estimates, and the new estimate is taken as the
average of these intermediate estimates. Moreover, in order to
mitigate the negative effect of privacy noises on the projection
step, we introduce weighted projection operators in (14) in the
sequel.

To allow a distributed implementation of the privacy mech-
anism, we make the following assumption.

Assumption 4. (Privacy noise) The entries of nk(i) at time
instant i, for any k = 1, . . . , N , are i.i.d. with zero mean and
variance σ2

n,k(i), i.e.,

Rn,k(i) ≜ E[nk(i)n⊺
k(i)] = σ2

n,k(i)IMk
. (13)

The random noises {nk(i)} are white over time and space. The
random process {nk(i)} is independent of any other random
processes.

Note that we use σ2
v,k, defined in Assumption 1, to denote

the variance of the measurement noise vk(i) at agent k and
all time instances i. We use σ2

n,k(i) for the time-varying
variance of the privacy noise nk(i) at agent k and time
instant i. From Assumption 4, each agent k generates the
noise nk(i) independently of other agents in the network,
and also independently over time instants i ≥ 0. Based on
this assumption, we now proceed to introduce the weighted
projection operator PNk

(i) and vector fNk
(i) involved in (12).

B. Weighted Projection Operator

For each agent k, let us collect the noisy intermediate
estimates {ψ′

ℓ(i)} defined by (11) from its neighboring agents
{ℓ ∈ Nk} into an |Nk|×1 block column vector

ψ′
Nk

(i) = col{ψ′
ℓ(i)}ℓ∈Nk

.

Then, for each random realization ψ′
Nk

(i) = ψ′
Nk

(i), we are
interested in seeking the optimal solution to the following
optimization problem:

min
wNk

(i)
∥ψ′

Nk
(i)− wNk

(i)∥2
Θ−1

Nk
(i)

(14a)

s. t. DkwNk
(i) + bk = 0jk×1, (14b)

where the weight matrix

Θ−1
Nk

(i) = diag {θℓk(i)IMℓ
}ℓ∈Nk

, (15)

with

θℓk(i) > 0 for ℓ ∈ Nk, and
∑
ℓ∈Nk

θℓk(i) = 1. (16)

We note that Θ−1
Nk

(i) is an |Nk|×|Nk| block-diagonal, sym-
metric and positive definite matrix. We assume that the weights
{θℓk(i)} defined by (15) converge as i→ ∞. Let

MNk
=

∑
ℓ∈Nk

Mℓ,

and

PNk
(i) = IMNk

−ΘNk
(i)D⊺

k(DkΘNk
(i)D⊺

k)
−1Dk, (17)

fNk
(i) = ΘNk

(i)D⊺
k(DkΘNk

(i)D⊺
k)

−1bk (18)

where PNk
(i) is an MNk

× MNk
matrix and fNk

(i) is of
dimension MNk

× 1. It follows that matrix PNk
(i) is a

projection matrix. From [58], the minimizer of (14) is given
by

wNk
(i) = PNk

(i)ψ′
Nk

(i)− fNk
(i) ∈ RMNk

×1. (19)

For each ℓ ∈ Nk, we are interested in the projection opera-
tor applied to the intermediate estimate from agent ℓ. This
corresponds to an Mk × Mℓ block of PNk

(i), denoted as
[PNk

(i)]k,ℓ. We collect all these in an N × N block matrix
P(i), whose Mk ×Mℓ (k, ℓ)-th block equals

[P(i)]k,ℓ =

{
[PNk

(i)]k,ℓ, if ℓ ∈ Nk,

0Mk×Mℓ
, otherwise.

(20)

Similarly, we collect the block [fNk
(i)]k corresponding to

agent k and define an N × 1 block vector

f(i) = col{[fNk
(i)]k}Nk=1. (21)
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C. Weight Matrix

The matrix Θ−1
Nk

(i) is introduced in order to mitigate the
negative effect of the privacy noises {nk(i)} on the projection
step (12). In the special case where

Θ−1
Nk

(i) = diag

{
1

|Nk|
IMℓ

}
ℓ∈Nk

,

the optimal solution of (14) is reduced to the Euclidean projec-
tion of ψ′

Nk
(i) on the affine set {wNk

: DkwNk
+bk = 0jk×1}

[59, p.398]. We proceed to rewrite (14a) as

∥ψ′
Nk

(i)− wNk
(i)∥2

Θ−1
Nk

(i)
=

∑
ℓ∈Nk

θℓk(i)∥ψ′
ℓ(i)− wℓ(i)∥2.

(22)

If the privacy noise power σ2
n,ℓ(i) is large, a small weight

θℓk(i) should be assigned to the squared Euclidean distance
∥ψ′

ℓ(i) − wℓ(i)∥2 (see (104) in Section VI-A for a possible
choice for the weights {θℓk(i)}). Thus in the extreme case
where σ2

n,ℓ(i) → ∞ for all ℓ ∈ Nk\{k}, we have θℓk(i) → 0
for all ℓ ∈ Nk\{k}, and θkk(i) → 1. Then, from (22), the
optimization problem in (14) is reduced to

min
wNk

(i)
∥ψk(i)− wk(i)∥2 (23a)

s. t. DkwNk
(i) + bk = 0jk×1. (23b)

The optimal solution to (23) is then given by

wk(i) = ψk(i),

and {wℓ(i)} for all ℓ ∈ Nk\{k} are chosen such that

DkwNk
(i) + bk = 0jk×1.

In this case, the proposed ATP(δ) algorithm is reduced to the
non-cooperative LMS algorithm, namely [60, p.165]:

wk(i) = wk(i− 1) + µkuk(i) (dk(i)− u⊺
k(i)wk(i− 1)) .

(24)

D. Network Error Dynamics

To facilitate our analysis in later sections, we derive the
network error dynamics in this subsection. Let

M =

N∑
k=1

Mk. (25)

We collect the variables {wo
k}, {wk(i)} and {ψk(i)} from all

agents into the following N × 1 block vectors:

wo = col{wo
k}Nk=1, (26)

w(i) = col{wk(i)}Nk=1, (27)

ψ(i) = col{ψk(i)}Nk=1. (28)

We also define the following network error vectors:

w̃(i) = wo −w(i), (29)

ψ̃(i) = wo −ψ(i). (30)

In addition, we define the following N × N block diagonal
matrices:

M = diag{µkIMk
}Nk=1, (31)

Ru(i) = diag {uk(i)u⊺
k(i)}

N

k=1
, (32)

Ru = E[Ru(i)] = diag {Ru,k}Nk=1 . (33)

We collect the privacy noises {nk(i)} from all agents into
an N × 1 block column vector n(i) and define its covariance
matrix

n(i) = col{nk(i)}Nk=1, (34)

Rn(i) = E[n(i)n⊺(i)] = diag {Rn,k(i)}Nk=1 . (35)

We also define the following N × 1 block column vector and
its covariance matrix

g(i) = col{uk(i)vk(i)}Nk=1, (36)

G = E[g(i)g⊺(i)] = diag
{
Ru,kσ

2
v,k

}N
k=1

. (37)

Let [P(i)]k− be the k-th block row of P(i) defined by (20)
by setting [P(i)]k,k = 0Mk×Mk

,

qk(i) = [P(i)]k−n(i) ∈ RMk×1, (38)

q(i) = col{qk(i)}Nk=1 ∈ RM×1. (39)

We also define an N ×N block matrix

Γ(i) = E[q(i)q⊺(i)] ∈ RM×M ,

whose Mk ×Mℓ (k, ℓ)-th block entry equals

[Γ(i)]k,ℓ = E[qk(i)q⊺ℓ (i)]
(38)
= E

[
[P(i)]k−n(i)n

⊺(i)[P(i)]⊺ℓ−
]

(35)
= [P(i)]k−Rn(i)[P(i)]⊺ℓ− . (40)

We have the following recursion for the network error vector
w̃(i).

Lemma 1. Consider the distributed strategy (9) to (12). The
evolution of the error dynamics across the network relative to
the reference vector wo defined by (26) is described by the
following recursion:

w̃(i) = P(i)(IM −MRu(i))w̃(i− 1)−P(i)Mg(i)− q(i),
(41)

(42)ψ̃(i+ 1) = (IM −MRu(i+ 1))P(i)ψ̃(i)

− (IM −MRu(i+ 1))q(i)−Mg(i+ 1)

for any time instant i ≥ 0.

Proof. From (9), we have

ψ̃(i) = (IM −MRu(i))w̃(i− 1)−Mg(i). (43)

From (11) and (12), we obtain

w(i) = P(i)ψ(i) + q(i)− f(i). (44)

Since the parameter vectors {wo
ℓ}ℓ∈Nk

satisfy the local con-
straints (5) at agent k, we have

wo = P(i)wo − f(i). (45)
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Subtracting (44) from both sides of (45), we have

w̃(i) = P(i)ψ̃(i)− q(i). (46)

Substituting (43) into the right-hand side (R.H.S.) of (46), we
arrive at the desired recursion (41). Substituting (46) into the
R.H.S. of (43), we obtain the desired recursion (42), and the
proof is complete.

Let Σ be a symmetric positive semi-definite matrix, and

Σ′(i) = E[(IM −Ru(i)M)P⊺(i)ΣP(i)(IM −MRu(i))].
(47)

From (41), we have

E∥w̃(i)∥2Σ
(a)
= E∥w̃(i− 1)∥2Σ′(i) + E[q⊺(i)Σq(i)]

+ E[g⊺(i)MP⊺(i)ΣP(i)Mg(i)]
(b)
= E∥w̃(i− 1)∥2Σ′(i) + E[Tr(q(i)q⊺(i)Σ)]

+ E[Tr(g(i)g⊺(i)MP⊺(i)ΣP(i)M)]
(c)
= E∥w̃(i− 1)∥2Σ′(i) +Tr(Γ(i)Σ)

+ Tr(GMP⊺(i)ΣP(i)M), (48)

where in (a) we used Assumptions 1 to 4, and

Eg(i) = 0M×1, (49)
Eq(i) = 0M×1, (50)

in (b) we used the property Tr(AB) = Tr(BA) for any ma-
trices {A,B} of compatible sizes, and in (c) we interchanged
expectation and trace. We will rely on the error dynamics as
shown by Lemma 1 and (48) to design the privacy noise power
σ2
n,k(i) at each agent k and time instant i in Section IV, and

to evaluate the mean behavior and mean-square performance
of the proposed ATP(δ) algorithm (9) to (12) in Section V in
the sequel.

IV. PRIVACY NOISE DESIGN

In this section, we present an approximate solution to
the utility-privacy optimization trade-off problem (7) by first
deriving a sufficient condition that leads to the privacy con-
straints. Finally, we motivate a distributed and adaptive scheme
for each agent to compute its local privacy noise power at each
time instant.

A. Privacy Noise Power

We start by showing that the quantity MSDnet(i) is a
monotonically increasing function with respect to (w.r.t.) the
privacy noise powers

{
σ2
n,k(i)

}
.

Lemma 2. Consider the distributed strategy (9) to (12).
Suppose that Assumptions 1 to 4 hold. Then, MSDnet(i) is an
increasing function w.r.t. the privacy noise powers

{
σ2
n,k(i)

}
.

Proof. From (7a), we have

MSDnet(i) = E∥w̃(i)∥2IM/N . (51)

By setting

Σ =
1

N
IM (52)

on both sides of (48), we observe that the error w̃(i − 1)
on the R.H.S. of (48) only relies on the random variables
{dk(j),uk(j),nk(j) : k = 1, . . . , N, 0 ≤ j ≤ i − 1}, thus
its value is not affected by the variances {σ2

n,k(i)} at time
instant i. The value of MSDnet(i) depends on the variances
{σ2

n,k(i)} via the matrix Γ(i) in (40). We have

Tr(Γ(i)Σ)
(52)
=

1

N
Tr(Γ(i))

=
1

N

N∑
k=1

Tr([Γ(i)]k,k) (53)

and

Tr([Γ(i)]k,k)
(40)
= Tr(

∑
ℓ∈Nk\{k}

[P(i)]k,ℓRn,ℓ [P(i)]
⊺
k,ℓ)

=
∑

ℓ∈Nk\{k}

Tr([P(i)]k,ℓRn,ℓ [P(i)]
⊺
k,ℓ)

=
∑

ℓ∈Nk\{k}

Tr(Rn,ℓ [P(i)]
⊺
k,ℓ[P(i)]k,ℓ)

(13)
=

∑
ℓ∈Nk\{k}

σ2
n,ℓ(i) Tr([P(i)]

⊺
k,ℓ[P(i)]k,ℓ),

(54)

which completes the proof.

In view of Lemma 2, solving the optimization problem (7) is
reduced to finding the smallest privacy noise powers that sat-
isfy the privacy constraints (7b). For each agent k = 1, . . . , N ,
let

Ukk(i) = E[(wo
k − Ewo

k)(ψ
′
k(i)− Eψ′

k(i))
⊺], (55)

Xkk(i) = E[(ψk(i)− Eψk(i)) (ψk(i)− Eψk(i))⊺], (56)

X ′
kk(i) = E

[
(ψ′

k(i)− Eψ′
k(i)) (ψ

′
k(i)− Eψ′

k(i))
⊺]
, (57)

all of which are of dimension Mk×Mk, and the Mk×1 vector

ŵk|ψ′
k
(i) = Ukk(i) (X

′
kk(i))

−1
(ψ′

k(i)− Eψ′
k(i)) + Ewo

k

(58)

be the linear least-mean-square estimator [60, p.66] of wo
k at

time instant i, given ψ′
k(i) (note that ŵk|ψ′

k
(i) and ψ′

k(i) are
linearly related in our ATP(δ) strategy).

From Assumption 4, we have

X ′
kk(i) = Xkk(i) +Rn,k(i) = Xkk(i) + σ2

n,k(i)IMk
(59)

and using [60, p.66], we obtain

E∥wo
k − ŵk|ψ′

k
(i)∥2

= Tr(Wkk − Ukk(i) (X
′
kk(i))

−1
U⊺
kk(i))

= Tr(Wkk)− Tr(Ukk(i) (X
′
kk(i))

−1
U⊺
kk(i)), (60)

where the matrix Wkk is defined in (2). Substituting (60) into
the left-hand side (L.H.S.) of the privacy constraint (7b), we
have

Tr(Ukk(i)
(
Xkk(i) + σ2

n,k(i)IMk

)−1
U⊺
kk(i))

≤ Tr(Wkk)− δk. (61)
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A numerical solution for the optimal noise powers {σ2
n,k(i)}

can be obtained by seeking the smallest values that satisfy the
inequality (61). However, in view of the fact that agents in
the network work in a cooperative manner, the evaluation of
{Ukk(i), Xkk(i)} involves global statistics that are not avail-
able locally at each agent k. In this paper, we are interested
in a distributed and adaptive scheme to compute the noise
power σ2

n,k(i) for each agent k and time instant i ≥ 0. To
this end, we first derive a closed-form expression for a noise
power σ̂2

n,k(i) that satisfies the privacy constraint (7b) for each
agent k and time instant i ≥ 0.

Theorem 1. Consider the distributed strategy (9) to (12).
Suppose that Assumptions 1 to 4 hold. If

σ2
n,k(i) ≥

Tr(U⊺
kk(i)Ukk(i))

Tr(Wkk)− δk
(62)

for each agent k and time instant i ≥ 0, then the privacy
constraint (7b) is satisfied.

Proof. See Appendix A.

In view of Theorem 1 and Lemma 2, to reduce MSDnet(i)
as much as possible, we set the privacy noise power of agent
k at time instant i ≥ 0 to be

σ̂2
n,k(i) =

Tr(U⊺
kk(i)Ukk(i))

Tr(Wkk)− δk
. (63)

We note that this is a feasible solution to (7) due to Theorem 1
and moreover σ̂2

n,k(i) > 0 because Tr(U⊺
kk(i)Ukk(i)) > 0 and

(8). We next show that the sequence
{
σ̂2
n,k(i)

}
i≥0

defined

by (63) is convergent for any k = 1, . . . , N . To facilitate our
analysis, we make the following assumption.

Assumption 5. The matrix [Dko ]·,ko is column-rank deficient
for at least one agent ko.

This assumption holds true for sufficiently large Mko such
that rank(Dko) < Mko holds.

Lemma 3. Consider the matrix P(i) defined by (20). Suppose
that Assumption 5 holds. Suppose also that the matrices
{ΘNk

(i)} are positive-definite for all agents k and time
instants i ≥ 0. For any time instant i ≥ 0, we have

∥P(i)∥ ≥ 1. (64)

Proof. Let ψ be an N ×1 block vector, with each block entry
of size Mk×1. We choose ψ =

[
0⊺, . . . , 0⊺, ψ⊺

ko
, 0⊺, . . . , 0⊺

]⊺
with a non-zero vector at the ko-th block for some ko =
1, . . . , N . We have

∥P(i)ψ∥2 =

N∑
k=1

∥[P(i)]kψ∥
2

≥ ∥[P(i)]koψ∥
2

= ∥[P(i)]ko,koψko∥
2. (65)

From (17) and (20), we obtain

[P(i)]ko,ko
=

[
PNko

(i)
]
ko,ko

=
[
IMNko

−ΘNko
(i)D⊺

ko
(DkoΘNko

(i)D⊺
ko
)−1Dko

]
ko,ko

= IMko
−

[
ΘNko

(i)D⊺
ko

]
ko
(DkoΘNko

(i)D⊺
ko
)−1[Dko ]·,ko

(15)
= IMko

− 1

θko,ko(i)

[
D⊺
ko

]
ko
(DkoΘNko

(i)D⊺
ko
)−1[Dko ]·,ko .

Note that the matrix
[
D⊺
ko

]
ko
(DkoΘNko

(i)D⊺
ko
)−1[Dko ]·,ko is

positive semi-definite, and it has a zero eigenvalue given
Assumption 5. Therefore [P(i)]ko,ko has an eigenvalue 1. In
view of the fact that the [P(i)]ko,ko is a symmetric matrix, we
conclude that

∥[P(i)]ko,ko∥ ≥ 1.

Thus there exists ψko such that

∥[P(i)]ko,koψko∥ ≥ ∥ψko∥ = ∥ψ∥. (66)

It then follows from (65) and (66) that

∥ψ∥ ≤ ∥P(i)ψ∥ ≤ ∥P(i)∥∥ψ∥,

and the proof is complete.

Note that Lemma 3 helps to simplify the upper bounds in
Proposition 1 and Theorem 2 in the sequel.

Proposition 1. Consider the distributed strategy (9) to (12).
Suppose that Assumptions 1 to 5 hold. Suppose also that

1− 1/∥P(i)∥
1 + 1/∥P(i)∥

<
λmin(Ru,k)

λmax(Ru,k)
≤ 1

for all agents k. If the step-size µk satisfies

1− 1/∥P(i)∥
λmin(Ru,k)

< µk <
1 + 1/∥P(i)∥
λmax(Ru,k)

(67)

for each agent k, then

lim
i→∞

σ̂2
n,k(i) =

Tr(W 2
kk)

Tr(Wkk)− δk
, (68)

where σ̂2
n,k(i) is defined by (63).

Proof. The proof involves mainly algebraic manipulations and
is provided in Section S1 of the supplementary material.

We next motivate a scheme based on (68) for agents in the
network to compute the privacy noise powers in a distributed
and adaptive manner.

B. Distributed and Adaptive ATP(δ)

The covariance matrix Wkk may not be known beforehand,
and may change over time. In this subsection, we motivate
a distributed and adaptive scheme that enables each agent k
to estimate σ̂2

n,k(∞) defined by (68) locally by using data
available to it at time instant i. We assume that the statistics
Ewo

k is available at each agent k a priori; otherwise it can be
estimated via

Ewo
k = R−1

u,k E[dk(i)uk(i)]
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which follows from (1) and Assumptions 2 and 3, and where
the quantities {Ru,k,E[dk(i)uk(i)]} can be inferred from the
random data {dk(i),uk(i)}. Let βk(i) be an estimate of
Tr(W 2

kk), and γk(i) an estimate of Tr(Wkk) respectively at
time instant i. We start with βk(−1) = 0 and γk(−1) = δk
for every agent k. For any time instant i ≥ 0, we compute the
quantities {βk(i),γk(i)} at each agent k using

Rψ,k(i) = (ψk(i)− Ewo
k)(ψk(i)− Ewo

k)
⊺ ∈ RMk×Mk ,

βk(i) = αβk(i− 1) + (1− α) Tr(R2
ψ,k(i)),

γk(i) = αγk(i− 1) + (1− α) Tr(Rψ,k(i)),

where ψk(i) is the intermediate estimate generated by (9), and
the parameter 0 < α < 1 is a forgetting factor. Then, agent k
estimates σ̂2

n,k(∞) using

̂̂σ2
n,k(i) =


α ̂̂σ2

n,k(i− 1) + (1− α) βk(i)
γk(i)−δk ,

if βk(i)/(γk(i)− δk) > 0,̂̂σ2
n,k(i− 1), otherwise,

(69)

where ̂̂σ2
n,k(−1) = 0. A privacy noise nk(i) is generated at

agent k by following a distribution with zero mean and vari-
ance ̂̂σ2

n,k(i). This noise is added to the intermediate estimate
ψk(i) to form the noisy estimate ψ′

k(i). The quantity ψ′
k(i)

is then transmitted to the neighboring agents {ℓ ∈ Nk\{k}}.
Fig. 1 summarizes our proposed distributed and adaptive
ATP(δ) algorithm.

Adaptation
current 
estimate

Weighted Projection 
new 
estimate

next 
iteration

Privacy Noise 
Generator

...

+

to 
neighboring
agents

from 
neighboring
agents

Fig. 1. Diagram of the proposed distributed and adaptive ATP(δ) algorithm.

V. PERFORMANCE ANALYSIS

In this section, we study the mean and mean-square be-
haviors of the proposed ATP(δ) algorithm, where the privacy
noise power at each agent k and time instant i ≥ 0, σ2

n,k(i),
is set to σ̂2

n,k(i) defined in (63). For simplicity, we denote this

setting by
{
σ2
n,k(i) = σ̂2

n,k(i)
}

. In addition, we evaluate its
privacy-preserving performance.

A. Mean Behavior Analysis

We have the following theorem for the network mean
performance.

Theorem 2. Consider the distributed strategy (9) to (12)
with privacy noise powers

{
σ2
n,k(i) = σ̂2

n,k(i)
}

. Suppose that
Assumptions 1 to 5 hold, and

1− 1/∥P(i)∥
1 + 1/∥P(i)∥

<
λmin(Ru,k)

λmax(Ru,k)
≤ 1

for all agents k = 1, . . . , N . If the step-size µk is chosen to
satisfy

1− 1/∥P(i)∥
λmin(Ru,k)

< µk <
1 + 1/∥P(i)∥
λmax(Ru,k)

(70)

for each agent k, then

lim
i→∞

Ew̃(i) = 0. (71)

Proof. Let

A(i) ≜ P(i)(IM −MRu) ∈ RM×M . (72)

Taking expectations on both sides of (41) gives

Ew̃(i) = P(i)E[(IM −MRu(i))w̃(i− 1)]− P(i)MEg(i)
− Eq(i)

(a)
= A(i)Ew̃(i− 1)− P(i)MEg(i)− Eq(i)
(b)
= A(i)Ew̃(i− 1) (73)

where in step (a) we used Assumption 2, and step (b) follows
from Assumptions 1, 3 and 4. Using the same proof as in
Lemma S1.1 of the supplementary material, ρ(A(i)) < 1 if
(70) holds. The proof is now complete.

By recalling the definition of w̃(i) in (29), we observe
from Theorem 2 that at each agent k in the network, for
each realization wok of the unknown random parameter vector
wo
k, the proposed ATP(δ) algorithm (9) to (12) with privacy

noise powers
{
σ2
n,k(i) = σ̂2

n,k(i)
}

provides an asymptotically
unbiased or consistent estimator wk(i) as i→ ∞.

B. Mean-square Performance Analysis

In this subsection, we evaluate the steady-state network
MSD, namely, the value of MSDnet(i) as the time instant
i→ ∞. Let

F(i) = E [ ((IM −Ru(i)M)P⊺(i))

⊗ ((IM −Ru(i)M)P⊺(i)) ] ∈ RM
2×M2

, (74)

where ⊗ denotes Kronecker product.

Assumption 6. For any k = 1, . . . , N , the noise powers{
σ2
n,k(i)

}
i≥0

converge as i→ ∞.

We note that Assumption 6 is satisfied if we set σ2
n,k(i) =

σ̂2
n,k(i) for all agents k = 1, . . . , N and i ≥ 0. Assumption 6

together with the assumption that θℓk(i) defined by (16)
converges as i → ∞ for any agents ℓ, k = 1, · · · , N lead
to the following conclusions:
(a) Γ(i) converges as i→ ∞.
(b) F = limi→∞ F(i) exists.
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In addition, we assume that the quantity
(1− 1/∥P(i)∥)/λmin(Ru,k) on the L.H.S. of (70) is
sufficiently small, so that for sufficiently small step-sizes
{µk}, we have

F = A⊺(∞)⊗A⊺(∞) +O(µ2
max) ∈ RM

2×M2

where A(∞) ≜ limi→∞ A(i) with A(i) defined by (72), and
µmax ≜ max{µ1, . . . , µN}. Then if the step-sizes {µk} satisfy
(70), we have ρ(A(∞)) < 1, and ρ(F) ≈ (ρ(A(∞)))

2
< 1,

i.e., the matrix F is stable. Let

σss =
1

N
(IM2 −F)

−1
vec (IM ) . (75)

Theorem 3. Consider the distributed strategy (9) to (12).
Suppose that Assumptions 1 to 6 hold. Then,

MSDnet ≜ lim
i→∞

MSDnet(i)

= lim
i→∞

[vec (P(i)MGMP⊺(i))]
⊺
σss

+ lim
i→∞

[vec (Γ(i))]
⊺
σss. (76)

Proof. Note that [51, p.762]

Tr(AB) = [vec(B⊺)]
⊺
vec(A) (77)

vec(ACB) = (B⊺ ⊗A) vec(C) (78)

for any matrices {A,B,C} of compatible sizes. Let σ =
vec(Σ). Then, it follows from (78) that

σ′(i) ≜ vec (Σ′(i)) = F(i)σ.

Now, we rewrite the recursion (48) as

E∥w̃(i)∥2σ = E∥w̃(i− 1)∥2F(i)σ + [vec (Γ(i))]
⊺
σ

+ [vec (P(i)MGMP⊺(i))]
⊺
σ, (79)

where we used the property (77). From Assumption 6, we
obtain

lim
i→∞

E∥w̃(i)∥2(IM2−F)σ = lim
i→∞

[vec (P(i)MGMP⊺(i))]
⊺
σ

+ lim
i→∞

[vec (Γ(i))]
⊺
σ.

By setting σ = σss, which is defined by (75) on the both
sides, we arrive at the desired result (76) and the proof is
complete.

C. Privacy-preserving Performance

In this subsection, we introduce the performance metrics
for inference privacy preservation, and evaluate the privacy-
preserving performance of the proposed ATP(δ) algorithm.

Let Φℓ(i) be the set of information that an agent ℓ has
at time instant i ≥ 0 to infer its neighboring agent k’s task
wo
k. To quantify the privacy-preserving performance of any

scheme, we evaluate, in terms of mean-square error, how well
agent ℓ can estimate wo

k. Then we average over the whole
network. The network inference privacy error is defined using

ξnet(i) =
1

N

N∑
k=1

1

|Nk|−1

∑
ℓ∈Nk\{k}

E∥wo
k − ŵk|Φℓ

(i)∥2,

(80)

where ŵk|Φℓ
(i) is the least mean-square estimate of wo

k

given Φℓ(i). A larger ξnet(i) implies better average privacy
preservation across the network at time instant i.

In our numerical experiments, we compare the performance
of our proposed ATP(δ) algorithm with the proposed ATP(0)
algorithm, the multitask diffusion algorithm [7] (denoted as
MDA for convenience) and the non-cooperative LMS algo-
rithm (24) (denoted as NoCoop). Since the unknown coef-
ficient vectors {wo

k} are linearly related across the network,
agent ℓ can make use of all neighboring estimates {ψ′

s(i)}s∈Nℓ

that are available to it at time instant i to infer its neighbor’s
task wo

k for any k ∈ Nℓ. However, for simplicity, in order to
evaluate the privacy-preserving performance of the different
schemes, we constrain the information set Φℓ(i) as follows:

• For ATP(δ), we let Φℓ(i) = {ψℓ(i),ψ′
k(i)}, i.e., each

agent ℓ is memoryless across time and spatial domains.
• For ATP(0) and MDA, we let Φℓ(i) = {ψℓ(i),ψk(i)}

since no privacy noises are added in these schemes.
• For NoCoop, we let Φℓ(i) = {wℓ(i)} since there is no

information exchange between agents.
Let

W = E[(wo − Ewo)(wo − Ewo)⊺] ∈ RM×M , (81)

Ψ(i) = E[ψ(i)ψ⊺(i)] ∈ RM×M , (82)

V(i) = E
[
(wo − Ewo)(ψ̃(i)− Eψ̃(i))⊺

]
∈ RM×M , (83)

rdu(i) = col{uk(i)dk(i)}Nk=1 = Ru(i)w
o + g(i) ∈ RM×1,

(84)

B(i) = (IM −MRu)P(i) ∈ RM×M . (85)

Let ψ{k,ℓ}(i) = [ψ⊺
k(i),ψ

⊺
ℓ (i)]

⊺ ∈ RM{k,ℓ}×1, where
M{k,ℓ} ≜Mk +Mℓ. We also define

Uk{k,ℓ}(i) = E
[
(wo

k − Ewo
k)

×
(
ψ{k,ℓ}(i)− Eψ{k,ℓ}(i)

)⊺] ∈ RMk×M{k,ℓ} , (86)

X{k,ℓ}{k,ℓ}(i) = E
[(
ψ{k,ℓ}(i)− Eψ{k,ℓ}(i)

)
×

(
ψ{k,ℓ}(i)− Eψ{k,ℓ}(i)

)⊺] ∈ RM{k,ℓ}×M{k,ℓ} , (87)

and

R

∧

n,k(i) =

[
Rn,k(i) 0Mk×Mℓ

0Mℓ×Mk
0Mℓ×Mℓ

]
where the quantity Rn,k(i) is defined by (13). Let

H(i) = E [ ((IM −MRu(i+ 1))P(i))

⊗ ((IM −MRu(i+ 1))P(i)) ] ∈ RM
2×M2

, (88)

X (i) = E [ ((IM −MRu(i+ 1)) f(i))

⊗ ((IM −MRu(i+ 1))P(i)) ] ∈ RM
2×M , (89)

X ′(i) = E [ ((IM −MRu(i+ 1))P(i))

⊗ ((IM −MRu(i+ 1)) f(i)) ] ∈ RM
2×M , (90)

Y(i) = E [ (Mrdu(i+ 1))

⊗ ((IM −MRu(i+ 1))P(i)) ] ∈ RM
2×M , (91)
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Y ′(i) = E [ ((IM −MRu(i+ 1))P(i))

⊗ (Mrdu(i+ 1)) ] ∈ RM
2×M . (92)

We also define the following M ×M matrices:

C1(i) = E [ (IM −MRu(i+ 1)) f(i)

× f⊺(i) (IM −Ru(i+ 1)M) ],

C2(i) = E [ (IM −MRu(i+ 1)) f(i)r⊺du(i+ 1) ]M,

C3(i) = E [Mrdu(i+ 1)f⊺(i) (IM −Ru(i+ 1)M) ],

C4 = ME [ rdu(i+ 1)r⊺du(i+ 1) ]M,

and the following M2 × 1 vector:

c(i) = vec (C1(i))− vec (C2(i))− vec (C3(i)) + vec (C4) .
(93)

We notice that all the variables defined by (88) through (93)
except C4 depend on the quantities {P(i), f(i)} at time instant
i. We also define the following M2 ×M2 constant matrix:

Z = E[((IM −MRu(i+ 1)))⊗ ((IM −MRu(i+ 1)))].
(94)

In the following Theorem 4, we evaluate the privacy-
preserving performance of the proposed ATP(δ) algorithm.

Theorem 4. Consider the distributed strategy (9) to (12).
Suppose that Assumptions 1 to 4 hold. The network inference
error at each time instant i ≥ 0 is

ξATP(δ)
net (i) =

1

N

N∑
k=1

1

|Nk|−1

∑
ℓ∈Nk\{k}

Tr

(
Wkk

− Uk{k,ℓ}(i)
(
X{k,ℓ}{k,ℓ}(i) +R

∧

n,k(i)
)−1

U⊺
k{k,ℓ}(i)

)
(95)

where

Uk{k,ℓ}(i) =
[
[W −V(i)]k,k, [W −V(i)]k,ℓ

]
, (96)

V(i+ 1) = V(i)B⊺(i), (97)
V(0) = W (IM −MRu), (98)

and where
X{k,ℓ}{k,ℓ}(i)

=

[
[Ψ(i)−Eψ(i)(Eψ(i))⊺]k,k [Ψ(i)−Eψ(i)(Eψ(i))⊺]k,ℓ
[Ψ(i)−Eψ(i)(Eψ(i))⊺]ℓ,k [Ψ(i)−Eψ(i)(Eψ(i))⊺]ℓ,ℓ

]
(99)

with

Eψ(0) = MRuEwo, (100)
Eψ(i+ 1) = (IM −MRu)P(i)Eψ(i)

− (IM −MRu) f(i) +MRuEwo, (101)

and

Ψ(0) = ME[Ru(0)E[wo (wo)
⊺
]Ru(0)]M+MGM,

(102)
vec (Ψ(i+ 1)) = H(i) vec (Ψ(i)) + Z vec(Γ(i)) + c(i)

+ (Y(i)−X (i)−X ′(i) + Y ′(i)) Eψ(i).
(103)

Proof. See Section S2 of the supplementary material.

VI. SIMULATION RESULTS

In this section, we compare performance of the proposed
ATP(δ) algorithm in terms of network inference privacy and
network MSD against ATP(0), MDA [7] and NoCoop (24) in
two types of networks: 1) a line network with a large number
of linear equality constraints; and 2) a very dense network
with a small number of linear equality constraints. We also
test the tracking performance of the proposed distributed and
adaptive ATP(δ) algorithm in the case of changing statistics.
In the last example, we utilize the proposed ATP(δ) algorithm
to solve a statistical disclosure limitation problem.

A. Selection of Weights for Weighted Projection

Note that the projection step (12) at each agent k in-
volves noisy intermediate estimates {ψ′

ℓ(i)} from its neighbors
{ℓ ∈ Nk\{k}} and the uncontaminated intermediate estimate
ψk(i). In view of the fact that the noisy intermediate estimate
ψ′
ℓ(i) involves a privacy noise nℓ(i) with variance σ2

n,ℓ(i), we
set the weights {θℓk(i)} defined by (15) to

θℓk(i) =


e
−σ2

n,ℓ(i)∑
ℓ∈Nk\{k} e

−σ2
n,ℓ

(i)
+1
, if ℓ ∈ Nk\{k}

1∑
ℓ∈Nk\{k} e

−σ2
n,ℓ

(i)
+1
, if ℓ = k

(104)

which satisfies the requirements in (16). We observe from
(104) the following: 1) For any agent k and time instant i ≥ 0,
the largest weight among the weights {θℓk(i)}ℓ∈Nk

is θkk(i),
which is reasonable because the intermediate estimate ψk(i) is
uncontaminated. 2) At each agent k and time instant i ≥ 0, a
small value is assigned to the weight θℓk(i) for its neighboring
agent ℓ ∈ Nk\{k} with a large privacy noise power σ2

n,ℓ(i),
with θℓk(i) → 0 as σ2

n,ℓ(i) → ∞.

B. Line Network

As shown in Fig. 2a, we consider a line network which con-
sists of N = 12 agents. Recalling the assumptions about (5),
we notice that all agents in each constraint set Iq are required
to be neighboring agents to allow a distributed processing of
the q-th constraint, for any q = 1, . . . , Q. Considering the
line network in Fig. 2a, we set up Q = 11 total linear equality
constraints in the network, where each Iq for any q = 1, . . . , Q
only contains two neighboring agents that are connected by an
edge. Each linear equality constraint is of the form [7]:∑

k∈Iq

dqkw
o
k + bq13×1 = 03×1, q = 1, . . . , Q (105)

with the scalar parameters {dqk, bq} randomly selected from
[−3,−1] ∪ [1, 3]. The lengths of the unknown parameter
vectors {wo

k} are identical across the agents, and we set
Mk = 3 for k = 1, . . . , N . The random data {uk(i),vk(i)}
are independent, normally distributed with zero mean, and
white over time and space. Let

SNRk = 10 log10
(
E
[
(u⊺

k(i)w
o
k)

2
]
/σ2

v,k

)
be the signal-to-noise ratio (SNR) at agent k. Then, the
parameters {Ru,k,Wkk,Ewo

k, σ
2
v,k} are adjusted such that the

SNR values {SNRk : k = 1, . . . , N} are as shown in
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Fig. 2. (a) A line network and (b) SNRs across the agents in a line network.

Fig. 2b. For the step-size parameters, we set µk = 0.02 for all
k = 1, . . . , N in all the tested algorithms except MDA, where
we let µk/jk = 0.02 instead to ensure the same step-size in
the adaptation step for all the above-mentioned algorithms.
Let δk ≜ ρ Tr(Wkk) with 0 ≤ ρ ≤ 1. Then, for the ATP(δ)
algorithm, we set ρ = 0.1, ρ = 0.6, ρ = 0.85, respectively,
to compare performance under different privacy thresholds
{δk}. In addition, for all k, we set the privacy noise power
σ2
n,k(i) = σ̂2

n,k(i) defined in (63).

0 15 30 45 60 75
-5

0

5

10

15

Fig. 3. Network MSD learning curves of MDA [7], NoCoop, the proposed
ATP(δ) under different parameter settings for δ, and ATP(0) in a line network.

Fig. 3 shows the network MSD learning curves of the tested
strategies, which are averaged over 1,000 independent realiza-
tions of {wo

k}. We observe that 1) simulation results match
well with theoretical findings, 2) by adding privacy noises, the
proposed ATP(δ) algorithm converges to a higher MSD level
than ATP(0) and MDA [7], 3) larger privacy thresholds result
in a higher steady-state network MSD. These results match
well with the theoretical findings in Lemma 2. Fig. 4 plots
the network inference error, defined by (80). We observe that
1) the network inference privacy performance of ATP(0) and
MDA [7] are similar, but worse (lower values of {ξnet(i)})
than the proposed ATP(δ), 2) by increasing privacy thresh-
olds, the proposed ATP(δ) algorithm shows better network
inference privacy performance. These results demonstrate that
the proposed ATP(δ) algorithm is able to balance the trade-
off between network MSD and privacy protection. Note that
the proposed ATP(δ) algorithm aims at protecting each agent’s

0 15 30 45 60 75

0

0.2

0.4

0.6

0.8

1

1.2

Fig. 4. Network inference privacy learning curves of MDA [7], NoCoop, the
proposed ATP(δ) under different parameter settings for δ, and ATP(0) in a
line network.

local task by adding a privacy noise to its local estimate before
sharing with its neighbors, which results in a larger steady-
state network MSD in view of Lemma 2. Then, by adjusting
the values of the privacy thresholds, the ATP(δ) algorithm is
able to satisfy the requirements of different trade-offs between
network MSD and privacy protection.

C. Dense Network

As shown in Fig. 5a, we consider a dense network which
consists of N = 12 agents. The agents in the network are
involved in Q = 4 linear equality constraints, each of the
form (105). We observe from Fig. 5a that all agents in each
constraint set Iq , for any q = 1, . . . , 4, are neighboring agents,
which allows a distributed processing of each agent’s local
constraints. The length of the unknown parameter vector wo

k

is Mk = 3 for every k. The random data {uk(i),vk(i)} are
independent, normally distributed with zero mean, and white
over time and space. The parameters {Ru,k,Wkk,Ewo

k, σ
2
v,k}

are adjusted such that the SNR values {SNRk} are as shown
in Fig. 5b. For the ATP(δ) algorithm, we set the threshold
values {δk = 0.1 Tr(Wkk)}Nk=1. The other parameter settings
remain the same as those in the previous simulation.

Fig. 6 shows the network MSD learning curves of the
tested strategies, which are averaged over 20,000 independent
realizations of {wo

k}. Fig. 7 plots the network inference
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Fig. 5. (a) A dense network and (b) SNRs across the agents in a dense network.
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Fig. 6. Network MSD learning curves of MDA [7], NoCoop, the proposed
ATP(δ) and ATP(0) in a dense network.
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Fig. 7. Network inference privacy learning curves of MDA [7], NoCoop, the
proposed ATP(δ) and ATP(0) in a dense network.

error, defined by (80). These results demonstrate that the
proposed ATP(δ) algorithm is still able to balance the trade-
off between network MSD and privacy protection in dense
networks. Table I lists the ratios of privacy gain to accuracy

TABLE I
RATIO OF PRIVACY GAIN TO ACCURACY LOSS

Line Network Dense Network
ρ = 0.1 ρ = 0.6 ρ = 0.85

0.09 0.09 0.06 0.86

loss in the line and dense network, where the privacy gain is
the absolute gap between the steady-state network inference
privacy errors of ATP(0) and ATP(δ) in dB, and the accuracy
loss is the absolute gap between the steady-state network
MSDs in dB. We observe that the ratio in the dense network
is much higher than in the line network, which means that
more privacy gains are obtained in the former case with the
same quantity of network MSD loss. These results demonstrate
that the proposed ATP(δ) algorithm performs better in dense
networks than in line networks.

D. Tracking Performance

As shown in Fig. 8a, we consider the case where there are
N = 6 agents in the network. The agents in the network are
involved in Q = 5 linear equality constraints, each of the form
[7]: ∑

k∈Iq

dqkw
o
k + bq12×1 = 02×1, q = 1, . . . , Q

with the scalar parameters {dqk, bq} randomly selected from
[−3,−1]∪[1, 3]. The lengths of the unknown parameter vectors
{wo

k} are Mk = 2 for all k = 1, . . . , N .
The random data {uk(i),vk(i)} are independent, normally

distributed with zero mean, and white over time and space.
The parameters {Ru,k,Wkk,Ewo

k, σ
2
v,k} are adjusted such that

the SNR values {SNRk} are as shown in Fig. 8b at the
first stage. Then in order to test the tracking performance
of the proposed distributed and adaptive ATP(δ) algorithm,
we increase values of the elements in Wkk at time instant
i = 75, which results in the {SNRk} as shown in Fig. 8c
at the second stage. For the step-size parameters, we set
µk = 0.02 for all k = 1, . . . , N in all the tested algorithms
except MDA, where we let µk/jk = 0.02 to ensure the same
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Fig. 8. (a) Network topology, (b) SNRs across the agents at the first stage and (c) SNRs across the agents at the second stage.
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Fig. 9. Network MSD learning curves of MDA [7], NoCoop, the proposed
ATP(0), and ATP(δ) with privacy noise powers

{
σ2
n,k(i) = σ̂2

n,k(∞)
}

and{
σ2
n,k(i) =

̂̂σ2
n,k(i)

}
, with the quantities σ̂2

n,k(∞) and ̂̂σ2
n,k(i) defined in

(68) and (69), respectively.
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Fig. 10. Network inference privacy learning curves of MDA [7], No-
Coop, the proposed ATP(0), and ATP(δ) with privacy noise powers{
σ2
n,k(i) = σ̂2

n,k(∞)
}

and
{
σ2
n,k(i) =

̂̂σ2
n,k(i)

}
, with the quantities

σ̂2
n,k(∞) and ̂̂σ2

n,k(i) defined in (68) and (69), respectively.

step-size in the adaptation step for all the above-mentioned
algorithms. In addition, for the ATP(δ) algorithm, we set the
threshold values {δk = 0.6 Tr(Wkk)}Nk=1 according to the

covariance matrix Wkk at the first stage. We test both cases
where we set the privacy noise powers

{
σ2
n,k(i) = σ̂2

n,k(∞)
}

and
{
σ2
n,k(i) =

̂̂σ2
n,k(i)

}
, with the quantities σ̂2

n,k(∞) and̂̂σ2
n,k(i) defined in (68) and (69), respectively.
Fig. 9 shows the network MSD learning curves of the tested

strategies, which are averaged over 1,000 independent runs.
We observe that by increasing values of the elements in Wkk,
the proposed ATP(δ) algorithm with privacy noise powers{
σ2
n,k(i) = σ̂2

n,k(∞)
}

converges to a higher MSD level at the
second stage. This is because privacy noise powers become
larger at the second stage according to (68). We also note that
the steady-state network MSD of the proposed distributed and
adaptive ATP(δ) gets higher at the second stage. Fig. 10 plots
the network inference error, defined by (80). We observe that
the network inference privacy performance of both ATP(δ)
algorithms are similar throughout the whole process. These
results demonstrate that the proposed distributed and adaptive
ATP(δ) algorithm is able to track changes of the covariance
matrix Wkk.

E. Statistical Disclosure Limitation

The statistical disclosure limitation problem is to choose
a methodology for data release so that disclosure risk is
adequately low while statistical information (data utility) in the
disseminated data is as high as possible [61]–[63]. Consider
Table II with 9 internal cells and 6 marginal cells and one
overall total cell value, where the cell values in thousand
tonnes of oil equivalent (ktoe) are from consumption statistics
for fuels used in road transport in 2019 released by the Office
of National Statistics in the U.K.. The objective is to modify
the cell values in Table II for data release in order to reduce the
disclosure risk of the internal cell values while the marginal
cell values remain largely unchanged.

We start by representing Table II as a flow network with
source s, sink t, and 6 additional nodes as shown in Fig. 11.
Specifically, we associate each row and each column of
Table II with a node, and each cell with an oriented arc.
We let each cell value denote the amount of flow on an arc.
Let {cj}9j=1 denote the 9 internal cell values in Table II, and
{mk}6k=1 the marginal cell values. Each marginal cell value
mk, for k = 1, . . . , 6, is the sum of three internal cell values
{cj}, leading to the flow conservation condition that for any
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Fig. 11. Flow network topology with source s, sink t, and 6 additional
nodes, where nodes 1, 2, . . . , 6 correspond to Barnsley, Calderdale, Harrogate,
Motorways, A roads and Minor roads in Table II, respectively.

node except for s and t, the flow in to the node must equal
the flow out from the node in Fig. 11.

We assume that the published internal cell values {cj}9j=1
in Table II are modified data using some disclosure limitation
method, and the original value coj , for any j = 1, . . . , 9, is a
random variable with mean cj and variance σ2

c,j . We note that
coj > 0 for any j = 1, . . . , 9. Then, we associate each node k
with a 3× 1 unknown parameter vector of interest wo

k, which
consists of the amounts of flows on the arcs between node k
and three other nodes. For instance, we have

wo
1 = [co1, c

o
2, c

o
3]

⊺ and wo
5 = [co2, c

o
5, c

o
8]

⊺
.

In order to limit the disclosure risk of internal cell values,
we assume that the unknown parameter vector wo

k is private
for each node k. At each time instant i ≥ 0, each node k in
the network has access to a noisy measurement mk(i) of the
amount of flow on the arc between node k and s or t. It then
follows from the flow conservation condition that

mk(i) = 1⊺
3×1w

o
k + vk(i),

where the scalar vk(i) denotes a random measurement noise
at time instant i, with zero mean and variance σ2

v,k. Each
node k in the network seeks to cooperate with its neighbors
to estimate the unknown parameter vector of interest wo

k from
noisy measurements mk(i), as well as to protect its individual
task against privacy leakage. In order to reduce the information
loss of marginal cell values as much as possible, we proceed
to solve the following optimization problem:

min
w1,...,w6

6∑
k=1

E
[(
mk(i)− 1⊺

3×1wk
)2 ∣∣∣wo

k = wok

]
(106a)

s. t. [wk](ℓ,k) + [wℓ](k,ℓ) = 0, ℓ ∈ Nk, for all k,
(106b)

where the notation [wk](ℓ,k) denotes the amount of flow on
the arc from node ℓ to node k, and returns a positive value for
a flow into node k and a negative one for a flow out of node
k.

In our experiment, each internal cell value coj for any
j = 1, . . . , 9 is normally distributed with mean cj and variance
σ2
c,j = 5 × 10−4cj . The measurement noise vk(i) follows

the normal distribution with zero mean and variance σ2
v,k =

0.01mk for each k = 1, . . . , 6. We now proceed to utilize the
proposed ATP(δ) and ATP(0) algorithms to solve the optimiza-
tion problem (106). We set the step-size µk = 6 × 10−3 for
all k = 1, . . . , 6 in both algorithms. In the proposed ATP(δ)
algorithm, we set the privacy thresholds {δk = 0.1Tr(Wkk)},
and the privacy noise powers

{
σ2
n,k(i) = σ̂2

n,k(∞)
}

with the
quantity σ̂2

n,k(∞) defined in (68). Tables III and IV list the
average relative errors of the estimated cell values using the
proposed ATP(0) and ATP(δ) algorithm, respectively, w.r.t.
the original cell values in Table II over 100 independent
realizations of

{
coj
}

. Given some value v ̸= 0 and its
approximation v̂, the relative error is

η =
|v − v̂|
|v|

.

We note that 1) small relative errors w.r.t. the marginal cell
values in Table II indicate low information loss of marginal
cell values, 2) large relative errors w.r.t. the internal cell values
in Table II indicate low disclosure risk of internal cell values.
In order to compare the information loss and disclosure risk
of the proposed ATP(δ) and ATP(0) algorithms, we compute
the ratios of the relative errors in Table IV to those in Table III
and find that 1) in terms of the relative errors w.r.t. the internal
cell values, the average ratio is 2.185, which means that the
corresponding relative errors of the ATP(δ) algorithm are, on
average, twice as large as those of the ATP(0) algorithm, 2)
in terms of the relative errors w.r.t. the marginal cell values,
the average ratio is 1.049, which means that the corresponding
relative errors of both algorithms are almost the same. These
results demonstrate that by adding privacy noises, the proposed
ATP(δ) algorithm is able to reduce the disclosure risk of the
internal cell values while the information loss of the marginal
cell values remains largely unchanged.

TABLE II
ROAD TRANSPORT ENERGY CONSUMPTION IN KTOE AT LOCAL

AUTHORITY LEVEL, 2019

Motorways A roads Minor roads Total
Barnsley c1=13, 295 c2=12, 986 c3=19, 398 m1=45, 679

Calderdale c4=12, 145 c5=10, 675 c6=13, 945 m2=36, 765
Harrogate c7=18, 852 c8=13, 170 c9=12, 764 m3=44, 786

Total m4=44, 292 m5=36, 831 m6=46, 107 127, 230

TABLE III
RELATIVE ERRORS OF ATP(0) ALGORITHM

Motorways A roads Minor roads
Total

(×10−5)
Barnsley 0.1925 0.0293 0.1515 9.32

Calderdale 0.0607 0.0262 0.0329 10.08
Harrogate 0.1748 0.0077 0.2662 8.74

Total (×10−5) 9.45 9.89 9.65 5.54

VII. CONCLUSION

We have developed a privacy-preserving distributed strategy
over linear multitask networks, which is able to protect each
agent’s local task by adding a privacy noise to its local
information before sharing with its neighbors. We proposed a
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TABLE IV
RELATIVE ERRORS OF ATP(δ) ALGORITHM

Motorways A roads Minor roads
Total

(×10−5)
Barnsley 0.2191 0.0367 0.1257 9.59

Calderdale 0.0245 0.1089 0.1047 9.42
Harrogate 0.1602 0.0514 0.2898 9.44

Total (×10−5) 11.07 10.38 11.43 4.94

utility-privacy optimization trade-off to determine the amount
of noise to add, and derived a sufficient condition for the
privacy noise powers in order to satisfy the proposed pri-
vacy constraints. Furthermore, we proposed a distributed and
adaptive scheme to compute the privacy noise powers. We
have studied the mean and mean-square behaviors and privacy-
preserving performance. Simulation results demonstrated that
the proposed scheme is able to balance the trade-off between
the network MSD and network inference privacy.

Future work concerns privacy issues over multitask net-
works where agents’ local parameters of interest consist of
common parameters within each neighborhood and individual
parameters. Privacy-preserving distributed strategies will be
developed to improve the estimation accuracy of common
parameters at each agent via in-network cooperation with
neighboring agents, as well as to protect individual parameters
against privacy leakage.

APPENDIX A
PROOF OF THEOREM 1

The Mk × Mk symmetric positive semi-definite matrix
Xkk(i) admits a spectral decomposition of the form:

Xkk(i) = Tk(i)Λk(i)T
⊺
k (i),

where Tk(i) is an orthogonal matrix and Λk(i) =
diag {λmk (i)}Mk

m=1 is a diagonal matrix consisting of the eigen-
values of Xkk(i). Let

Ũkk(i) = T ⊺
k (i)U

⊺
kk(i)Ukk(i)Tk(i), (107)

which is a symmetric positive semi-definite matrix. Let
{ũmkk(i)}

Mk
m=1 be entries on the main diagonal of Ũkk(i). Then,

it follows that ũmkk(i) ≥ 0 for all m = 1, . . . ,Mk. From the
L.H.S. of (61), we have

Tr(Ukk(i)
(
Xkk(i) + σ2

n,k(i)IMk

)−1
U⊺
kk(i))

= Tr(Ukk(i)Tk(i)
(
Λk(i) + σ2

n,k(i)IMk

)−1
T ⊺
k (i)U

⊺
kk(i))

(a)
= Tr(

(
Λk(i) + σ2

n,k(i)IMk

)−1
Ũkk(i))

=

Mk∑
m=1

ũmkk(i)

λmk (i) + σ2
n,k(i)

≤
Mk∑
m=1

ũmkk(i)

σ2
n,k(i)

=
Tr(Ũkk(i))

σ2
n,k(i)

(107)
=

Tr(T ⊺
k (i)U

⊺
kk(i)Ukk(i)Tk(i))

σ2
n,k(i)

=
Tr(U⊺

kk(i)Ukk(i))

σ2
n,k(i)

,

where in step (a) we used the property Tr(AB) = Tr(BA)
for any square matrices A and B of compatible sizes. The
theorem now follows from (61).
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